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Introduction

Australian Prudential Regulation Authority (“APRA”) released the final CPS 230 (“CPS 230") Operational Risk
Management Prudential Standard (“Prudential Standard”) in July 2023 and the accompanying Prudential
Practice Guide (“PPG") in June 2024.

The Prudential Standard is effective from 1 July 2025 and introduces substantial changes to the way APRA-
regulated entities are to oversee and manage arrangements with services providers, including custodians.
Entities that are classified as “non-Significant Financial Institutions” have an additional 12 months to comply
with certain requirements in CPS 230 relating to business continuity and scenario analysis. For pre-existing
contracts with service providers, CPS 230 will apply from the earlier of the next contract renewal date or 1
July 2026.

This guidance note continues the work of The Australian Custodial Services Association (“ACSA”) and builds
on the issuance of its CPS 230 Guidance Note on Critical Operations issued in July 2024 and Tolerance
Setting in December 2024

ACSA Guidance Note

The impact of CPS 230 on the members of the Australian Custodial Services Association (“ACSA”), as
material service providers to many APRA-regulated clients (“ACSA member clients”), will be significant,
increasing client expectations with respect to reporting, escalation, access, and data. Whilst not all ACSA
members are regulated by APRA, custodians are captured under CPS 230 as a Material Service Provider.

ACSA established a CPS 230 Working Group to collaboratively review the implications of this Prudential
Standard and develop a guidance note to assist ACSA’s members and its clients manage the oversight of their
material service providers.

This guidance note is general in nature and does not consider all nuances that may exist. It is the
responsibility of each individual APRA regulated entity to perform their own independent assessment and, if
necessary, secure their own independent advice on the regulations to ensure compliance with the regulations.
As per the final APRA Prudential Standard, APRA-requlated entities approach to operational risk must be
appropriate to its size, business mix and complexity.


https://cdn.ymaws.com/acsa.com.au/resource/resmgr/files/acsa_cps_230_guidance_note_f.pdf

Tolerance Level Setting Guide

ACSA’s guide for tolerance level setting supports ACSA members and their client’s operational resilience and
compliance with CPS 230. It helps ACSA members and their clients consider how to approach establishing and
setting of tolerance levels which align with APRA's regulatory standard and guideline.

This guide is an ACSA approach for setting tolerances levels that may impact ACSA members clients, financial
markets and /or the custodian and considers:

« Disruptions could be triggered by people, facilities, service providers, technology (resources) or market
related events

¢ Accountability and management of resiliency risk sits with the APRA regulated entity

o ACSA members responsibility is to review their service provider framework to ensure operational risks are
appropriately monitored and managed in the event of a severe disruption

e Standard recovery time objectives may not apply in the event of a severe but plausible disruption where
business continuity plans and disaster recovery are both materially impacted

o Minimum Service Levels are the resources required to be restored to deliver critical operations; Timelines
to restore a critical operation can vary depending on the levels of automation within that process

Risk and Impact Assessment

Setting operational resilience tolerance levels involves establishing clear, measurable thresholds for
acceptable levels of disruption in critical services, operations and applications. This process is crucial for
identifying, assessing, and managing operational risks, ensuring that custodial services can continue to
operate effectively amidst various challenges. This includes:

o Comprehensive Risk Assessment: Conduct thorough risk assessments to identify potential operational
risks, including security breaches, equipment failures, cyber-attacks, and human errors.
o Stakeholder Involvement: Engage with all relevant stakeholders, including custodial service providers,

regulatory bodies, and security agencies, to gather comprehensive insights into potential risks.
o Data Analysis: Utilise historical data and predictive analytics to understand the likelihood and impact of
different risk scenarios.




Establishing Tolerance Levels

Establishing tolerance levels is intended to help the business understand the point at which direct/indirect material adverse impact occurs to customers, the broader

financial system or economy. Once you have understood and documented the critical operation, the following tolerance levels need to be determined:

a) The maximum period of time the
entity would tolerate a disruption
to the operation.

b) The maximum extent of data

loss the entity would accept
as a result of a disruption.

c) Minimum service levels the

ACSA members should:

¢ Discuss the custodial services that form part of its clients critical operations with their clients

Establishing tolerance levels is intended to help the business understand the point at which
direct/indirect material adverse impact occurs to customers, the broader financial system or economy.
Once you have understood and documented the critical operation, the following tolerance levels need

to be determined:

+  Maximum allowable cutages (the maximum
amount of ime a business service can be
unavailable before the impact is deemed
unacceptable).

Note that maximum allowable outages (MAO)

may already exist in the Business Impact

Analysis (BlAs) which can have other

terminologies such as ‘maximum disruption time’

= Recovery time objectives (the maximum
amount of time allowed for the recovery of
information assets that relate to a business
service), which is typically less than the
maximum allowable outage to allow time to
initiate recovery activities.

Itis common to have RTOs for the existing
applications and systems. However, CPS 230
requires a desired RTO that is consolidated at
the end-to-end process level that will be
approved by the board.

« Recovery point objective (the maximum
amount of data loss that the business can
tolerate in tarms of ime). This is typically
measured by how far back the business can
reconsiruct data through other techniques
such as re-keying and is normally used to
inform the frequency of point-in-time
backups.

= In APRA's view, sound practice is o accept
that there are scenarios where data can be

lost (because of issues with data replication),

meaning the maximum data loss should
never be set at zero.
RPOs may not exist in the current BlAs and
therefore, need to be established.

% Minimum service levels

Recovery level objective (the minimum
level of service that needs to be restored to
avoid impacts that are deemed
unacceptable).

An antity would normally establish a recovery
level objective when resumption to business-
as-usual operations would require a
protracted period of ime.

An entity would normally determine the
minimum level of pecple, information assets
and other resources required to provide the
business service.

These tolerances are relatively new to the
industry and therefore need to be established.

¢ Provide clients with an overview of its approach to establishing tolerances having regard to the principles/requirements outline above
¢ Obtain an understanding of their clients tolerances having regard to the custodial service provided with a view to assessing potential vulnerabilities
¢ Continue to engage with clients as tolerances are refined over time

¢ While ACSA members may have similar critical operations the tolerances established for these critical operations may vary from custodian to custodian as a result

of different operating models, nature and size of the business (including client base) and technology platforms.



Tolerance Setting Guidance

ACSA provides guidance on operational resilience tolerance setting to help ACSA members and their
clients. Establishing resilience tolerances is vital for fostering trust among stakeholders and maintaining
the integrity of financial markets during disruption, reinforcing ACSA’'s commitment to supporting a

robust and secure custodial services industry.
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Steps and Consideration in Setting Tolerances

After mapping the critical operation and the relevant resources needed, workshops are typically conducted with the
process owners and processors, technology team, procurement team and other teams relevant to the Critical
Operations to set initial tolerance levels.

In setting tolerance levels, the following open questions are considered:

A5\ Maximum period
@ of time
MAO

+ What is maximum time of

disruption before there is a
material adverse impact to
customers, firm and market,
assuming no recovery
procedures are performed?

RTO
+ What is the desired time

required for the systems and
resources to be back up and
running to minimise the impact
to customers, firm and
market? Mote that this
should be the desired time
rather than the current
capability of the systems
and resources

Z)) terons

*  What is the maximum amount of
data (measured in time) that the
business is willing to tolerate?

Additional considerations

+ How frequent is data backed up
on the critical systems?

* How much data are you able to
lose before significantly
impacting the organisation?

+ What is the effort required to re-
key data when systems
are down?

Minimum service levels

What is the minimum service levels you will operate whilst under disruption?

Consider the current service levels provided to customers and other impacted stakeholders and determine what would
be appropriate under severe disruptions.

Technology

s
Service Facilities

&@&, providers

How many staff and what are the systems, service providers and sites required during a disruption for services to
resume operating at minimum service levels?

In answering the above questions, the following should also be considered

Ability and time required to bring additional people from other business areas to help process the backlog

Historical data on customer complaints especially in the event of disruption

Ability to work from home

Required access to the facilities to keep the Critical Operation running

The ability to perform activities in-house on behalf of the service providers



Example of a potential Tolerance Setting Output
for Unit Pricing.

ACSA Members will set their own
tolerance levels — this is
illustrative only
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Commencement of CPS 230

ACSA members recognise that upon the commencement of CPS 230 they will need to provide their APRA regulated
clients with additional transparency over those critical operations and operational resilience tolerances that in turn
support client related critical operations, the overall risk management framework, approach to business continuity
and how service providers are monitored and overseen.

Custodians all have different operating models and risk assurance frameworks which are not standardised across
every custodian.

Key Considerations for APRA Regulated Entities

e Their own approach to establishing tolerances having regard to their critical operations and impact on
members/clients in the event of disruption

¢ Obtaining an understanding of the custodians critical operations relative to the custodial services provided and
how these intersect with and/or support a critical operation of the APRA regulated entity

¢ Ongoing engagement with their custodian as critical operations and associated tolerances are refined over time.

o The approach to vulnerability management (including their own alternative arrangements) where gaps are
identified.

e The needs and implications of any scenario based testing with their service provider including assessment of
results and potential impact on their ability to remain within tolerance for their own critical operations




Glossary of Terms

BAU - Business As Usual
BIA - Business Impact Analysis
BCPs - Business Continuity Plans

Critical operations - Critical operations are processes undertaken by an APRA-regulated entity or its service
provider(s) which, if disrupted beyond tolerance levels, would have a material adverse impact on depositors,
policyholders, beneficiaries or other customers, or its role in the financial system. It is the responsibility of an
APRA-regulated entity to identify its critical operations. APRA does not expect entities to rely solely on the list of
activities prescribed by APRA as critical operations.

Fourth Party* service providers may, in turn, rely on other service providers (fourth parties). A fourth party is a
party that a service provider relies on in delivering services to an ARE. APRA expects that an entity would be aware
of, and manage, the risks associated with fourth party and other downstream service providers for critical
operations, including the correlated risk that arises when several of its service providers are reliant on the same
fourth party.

Tolerance levels - for each critical operation, an APRA-regulated entity must establish tolerance levels for:
o the maximum period of time the entity would tolerate a disruption to the operation
¢ the maximum extent of data loss the entity would accept because of a disruption; and
e minimum service levels the entity would maintain while operating under alternative arrangements during a
disruption

MAO - Maximum allowable outages: The maximum amount of time a business service can be unavailable before
the impact is deemed unacceptable

Material service provider(s)/Material arrangements“— material service providers are those on which the entity
relies to undertake a critical operation or that expose it to material operational risk. Material arrangements are
those on which the entity relies to undertake a critical operation or that expose it to material operational risk. A
material service provider may be a third party, related party or connected entity. A service provider may be
identified as material as a result of an individual or multiple arrangements with an APRA-regulated entity. An
APRA-regulated entity must, at a minimum, classify a provider of the following services as a material service
provider, unless it can justify otherwise:

o for an ADI: credit assessment, funding and liquidity management and mortgage brokerage

o for an insurer: underwriting, claims management, insurance brokerage and reinsurance

o for an RSE licensee: fund administration, custodial services, investment management and arrangements with
promoters and financial planners

o for all APRA-regulated entities: risk management, core technology services and internal audit

[1] Paragraph 35 of the final CPS 230 rules

[2] Paragraph 48c of the final CPS 230 rules

[3] Paragraph 38 of the final CPS 230 rules

[4] Paragraph 49 and 50 of the final CPS 230 rules
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Glossary of Terms

Material offshoring arrangement " a material arrangement where the service provided is undertaken outside
Australia. Offshoring includes arrangements where the service provider is incorporated in Australia, however, the
physical location of the service being provided is undertaken outside Australia. Offshoring does not include
arrangements where the physical location of a service is performed within Australia if the service provider is not
incorporated in Australia.

RLO - Recovery level objective: The minimum service levels under alternative arrangements
RPO - Recovery point objective: The maximum amount of data loss that the business can tolerate in terms of time

RTOs - Recovery time objectives: The maximum amount of time allowed for the recovery of information assets
that relate to a business service

[5] Paragraph 59b of the final CPS 230 rules
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About the Australian Custodial Services Association

(ACSA)

The Australian Custodial Services Association (ACSA) is the peak industry body representing members
of Australia’s custodial and investment administration sector. Our mission is to promote efficiency and
international best practice for members, our clients and the market. ACSA works with peer associations,
governments, regulators and other market participants on a pre-competitive basis to encourage
standards, process consistency, market reform and operating efficiency. Established in 1994, ACSA
members currently hold assets in excess of $4.5 ftrillion in custody and under administration for
Australian institutions (at 31 December 2024).

The key sectors supported by ACSA members include large superannuation funds and investment
managers, as well as other domestic and international institutions. Custodians provide a range of
institutional services to clients including traditional custody and safekeeping, investment administration,
foreign exchange, securities lending, transfer agency, tax and financial reporting, investment analytics
(risk, compliance and performance reporting), investment operations middle office outsourcing and
ancillary banking services.

www.acsa.com.au

Important Note

ACSA works with peer associations, regulators, and other market participants on a pre-competitive basis to encourage
standards, promote consistency, market reform and operating efficiency. The views expressed in this paper are prepared by
ACSA and should not be regarded as the views of any particular member of ACSA.

While care has been taken in preparing this material, ACSA do not warrant or represent that the information, recommendations,
opinions or conclusions contained in this document ("Information") are accurate, reliable, complete or current.

To the extent permissible by law, ACSA shall not be liable for any errors, omissions, defects or misrepresentations in the
Information or for any loss or damage suffered by persons who use or rely on such Information (including by reasons of
negligence, negligent misstatement or otherwise).

The comments in this paper do not comprise financial, legal, regulatory or taxation advice.
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