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A software-based
Brand Protection firm.

Specializing in the removal of
Grey Market inventory from

online marketplaces and websites.

Investigation and data analysis
make up a large portion
of our efforts.
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WHAT WE DO
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DETECT INVESTIGATE ENFORCE PROTECT
We monitor online Our team conducts in-depth We take action to remove We help brands protect
marketplaces and investigations and data grey market listings and their reputation, revenue,
websites to detect analysis to identify sources hold bad actors and customer trust.
grey market activity. and build cases. accountable.

is Solved Through the Supply Chain
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Part 1 - Case Studies




Products Manufactured

With machine-readable
identifiers for scan-triggered
telemetry (e.g., QR, barcode,
NFC, RFID, Data Matrix, etc.)

Serialized Product
Scanned by Consumers

At any point in the product
journey, using any compatible
device or application

9 Location

) @ Timestamp
- O D Device Info
@ @ IP / Network
ees More
Event Sent to Server Metadata Collected
Scan event is transmitted Contextual data is captured
securely to the cloud with the event, such as:
in real time location, timestamp, device

info, app version, IP/network,
and more

Metadata Stored

Data is stored securely
and made available
for analysis, reporting,
and system integrations




Geo Activation Analysis
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Metadata Geospatial Activation Analysis Territorial Activation Anomaly Diversion Indicator
Collected from Compares where products are activated Activation occurs outside The greater the anomaly,
scan events vs. where they were intended to be sold of the intended territory the greater the indicator




Intended Territory Actual Activations The Relationship is Clear
Where products are authorized to be sold Where products are actually activated
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@ Activations in High Anomaly Hi 1 .
v , igh Diversion
B Authorized Wsendiedt Trritory A Many activations go
i ® Activations Outside outside territory Indicator
Intended Territory

Bottom Line: The greater the Territorial Activation Anomaly,
the greater the Diversion Indicator.




Consumer Electronics Camera Brand

USAGE DATA ANALYSIS

Usage Data Dashboard

Activate Your Camera
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Activations by Territory
4. Data Sent to O e N l

1. Camera Activated 3. Geolocation Captured Camera Company's Servers @ Ovtaide Authosized Torricrivs
Customer powers on 2. User Opt-in When enabled, location data Activation data (including
ol User is given the option is captured at the time of location) is securely sent to 5. Analyzed for Insight
activation process to enable geolocation activation the camera company’s servers The camera company analyzes the data

tracking at activation to understand activation patterns by location




Case Study #1

3. Grouped by Shipment

ENES EES , : =
? “ a B ’}’ il v - — - Two Distinct Clusters
*0O () F— s i#- " (' : Identified by
1. Shipments to 2. Broken up 4, Activation Data v Activation Location
Indian Distributor by Pallets Pallets were grouped Analyzed
Pallets from each shipment according to their Activation locations
were separated eriginal shipment analyzed by shipment
CLUSTER 1: SHIPMENTS CLUSTER 2: SHIPMENTS
(e.g., Shipments A, C, E) (e.g., Shipments B, D, F)
Pallets from these shipments Pallets from these shipments
95%+ Activated Within e 90%+ Activated Outside
Authorized Indian Territory g Authorized Indian Territory o P
’ 3 2 T o
:‘ Vs. — ..‘“ ' ; - ':
95%+ of units from these "‘ ] 90%+ of units from these . ¢ v ' # .
shipments were activated \, 3 shipments were activated W .
within authorized Indian B outside authorized Indian HY ey .
territory. - territory. d v

These shipments remained in authorized channels.

These shipments show strong signs of diversion.



2[}19_ India Activation %—_ with Export Data

o o o ° 8 ’ ©

Shipment Cluster 1 -

90%+ India Activation

O Exports
; Shipment Cluster 2 -
E <10% India Activation

25 Exports
I
I o I e
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Scan-Based Telemetry Helps Trace
the Flow of Stolen Goods

The same type of scan-based telemetry can be used to identify
the downstream flow of stolen goods.

As long as we know the serial numbers of the stolen product,
we can identify where and how the product moves around the world.

1. Stolen Product 2. Scan Event Occurs 3. Telemetry Sent to 4. Movement Tracked 5. Downstream Flow

A product with a known The stolen product is Company Servers Every scan builds a timeline Identified
serial number is stolen. scanned/activated Scan data (including serial that shows where the You can see the full path
somewhere in the world. number, time, and location) product goes next, and final known location,

is sent securely.

Q DOWNSTREAM FLOW MAP
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SERIAL: SN12345678

May 12 Berlin, Germany

May 15 Istanbud, Turkiye Actionable insight to support
May 18 Dubai, UAE recovery efforts, investigations,

Location: Berlin, Germany
Time: May 12, 2025 10:32 AM

May 22  Nairobi, Kenya and law enforcement.
May 27 Bangkok, Thailand




Case Study #2

© rrooucT sHiPPED © TRUCKS NEVER ARRIVED © PoLiCE REPORT FILED AN MeTIITION
Around $1M worth of cameras None of these trucks A police report was filed Within 2-3 days of the product

were loaded on to 3 trucks arrived at their shortly after learning the bieing stolen; and bafore 8
meant for a major electronics destination. product did not arrive. ;

police report was filed, the
cameras were already being

=5 - de= - activated in the UAE.
POLICE REPORT L=

chain in the Midwest USA.

~——- Ty o ' 3

Time: Within 2-3 Days

Q Origin: Midwest, USA 9 Status: Never Arrived o Action: Police Report Filed Location: UAE
ocation:




Case Study #2

2. Spread Across USA

3. Reaches Eastern Europe

4, Expands into Asia
July 14 Onward

6. Continues to LATAM

5. Moves to Western Europe
July 19 Onward

July 22 - July 24, 2024

1. Shipment Stolen
July 14, 2024 July 14 - July 17, 2024 July 18 - July 19, 2024
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Soau; Mchiant, LA Rapid activations Activations detected in s, UAE on July 14. France on July 22. Mexico on July 19.
and Dubai, UAE across multiple states. @ Turkiye on July 18, v@ India on July 25. Germany on July 24, Activations continue
Date: July 14, 2024 Russia on July 19. Widespread across Asia. Spreading across Eurcpe. across LATAM.
@ —@ & 5 —@ * >
DAY 0 DAYS 0-3 DAYS 4-5 DAYS 0+ DAYS 8-10 DAYS 5+
July 18 ~ July 19, 2024 From July 14, 2024 July 22 ~ July 24, 2024 From July 19, 2024

July 14, 2024

July 14 - July 17, 2024
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Source: ECDC/OWID, Johns Hopkins University




Common Themes

Scan Telemetry Works Across All Industries

We've seen similar patterns based off scan telemetry in many other industries
including footwear and apparel, IT, and health and beauty.

Every industry has their own ’ .
: ry "? G 3 Scan telemetry works across all industries
distinctive elements, but the common e aian
threads of product diversion flow 9 e
B scans to the server.
remains the same.

The Common Threads of Product Diversion FIo_w

my, @ % il

4. Movement Tracked 5. Downstream Flow Identified

1. Product Activated 2. Scan Event Occurs 3. Telemetry Sent
A product with a known The product is scanned/activated Scan data (including serial number, Every scan builds a timeline You can see the full path and
sorial number is scanned. somewhere in the world, time, and location) is sent securely that shows where the product final known location.

to company servers. goes next.




Common Themes

0 Years of Brainstorming
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We have been brainstorming
for years how to expand
serializes scan based
telemetry to every industry.

e Explored Every Option

QR Codes Activation Data Barcodes
@ 6012345789050
[
We have considered

all forms of QR codes,
activation data, and barcodes.

e The Reality

All of these are difficult
and expensive for brands
to implement, if not already
implemented.

o The Breakthrough

Pl Y

) N\

®

1 SUNRISE
2027

Our breakthrough came
when we heard of
GS1 Sunrise 2027.
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Part 2 - GS1 Sunrise
2027
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What is GS1?

GS1is a global, not-for-profit organization that develops and maintains
the world's most widely used standards for supply chains.

Global, Not-for-Profit

GS1is a global, independent,
not-for-profit organization,
Helped invent the barcode

in the 1970s to improve
business efficiency worldwide.

8 Standardized Global Initiative
s & GS1 develops and maintains global
g
e}

standards for identifying, capturing
and sharing information about
products, locations and assets.

One standard language used

&

Trusted Worldwide

Used by millions of organizations
in more than 115 countries across
virtually every industry.

Enabling efficient, safe and

sustainable commerce.
by businesses everywhere.

GS1 Identifiers: The Building Blocks of Global Commerce

GS1 identifiers provide unique, globally recognized identities that enable businesses to identify, find and share information.

GTIN GLN SSCC GRAI GIAI GSRN
Global Trade Global Location Serial Shipping Global Returnable Global Individual Global Service
Item Number Number Container Code Asset Identifier Asset Identifier Relation Number

Fl & % 28
0 O 2 E ——— m
Identifies products Identifies locations, lden::ﬁes logistics :::'ts Identifies returnable Identifies individual Identifies relationships
and services. companies and functions. SUCH SH0RNY, Paece assets such as assets. between parties.
and shipments. equipment and containers.

Example: 09506000134352 Example: 0614141000005 Example: 006141419876543210 Example: 800123456789012345 Example: 800123456789012346

Example: 1000123456789




GS1 Drives Global Supply Chain Transformation

1 Every few years, GS1 introduces a new initiative that becomes the foundation
for global supply chain efficiency and data transparency.

A History of Global Initiatives The Next Global Initiative

"“"ﬂlm —e— EPC) —e— @ —— @%% ——9 Zii Announced with a clear goal:

"

e ® Sunrise 2027 By the end of December 2027,
1974 2003 2013 2020+ 1 (North America) retail point of sale systems
The Barcode EPC/RFID Global Data Digital Link & - worldwide will support scanning
GSlhelpedinvent  Enabling automatic ~ Synchronisation  Connected Data Ambition 2027  5p parcodes alongside
S Daeoc deriiicationand  Network (GDGN).  ringing together ) traditional 1D barcodes.
revolutionizing real-time visibility Standardizing product identification,
retail and supply across the supply data to improve web data and
chain efficiency. chain, accuracy and mobile experiences. A global commitment to modernize how products are identified,
collaboration. captured and connected at every point in the supply chain.
Bringing the Vision to Life Across the Supply Chain
Achieving this goal requires coordinated adoption across the entire supply chain ecosystem.
-
: fof 000
- o
(? 00 000 - i b
Production Line 2D Barcode Artwork & Packaging Warehouse Point of Sale Systems & Software Training & Change
Hardware Readers Redesign Scanners Upgrades Updates Management
Upgrading printers, Deploying scanners Redesigning packaging Equipping facilities Upgrading POS Updating software, Training teams and
cameras and line capable of reading and labels to with 2D capable systems to scan databases and driving adoption to
equipment to both 1D and 2D accommodate 20 scanners for receiving, 2D barcodes integrations to ensure a smooth
generate and verify barcodes at speed barcodes and new picking, packing and seamlessly with capture and leverage transition to the
2D barcodes. and scale, data needs. shipping. existing 1D barcodes, richer data, future of scanning.

@” Sunrise 2027 and Ambition 2027 set the foundation for a more connected, efficient and data-rich global supply chain.
The goal: ready by the end of December 2027,




Two Main Types of 2D Barcodes
Being Introduced by GS1

Both barcode types carry the same GS1 Digital Link data, enabling
global interoperability and supply chain visibility.

0 GS1 DataMatrix o Standard QR Code

The GS1 DataMatrix is a 2D barcode specifically Configured with a GS1 DataMatrix Syntax

designed and standardized by GS1. A standard QR Code that carries GS1 data using
the GS1 DataMatrix syntax.
@ Built;orgm @' Uses the widely adopted
standards E (8%, QR Code technology
@ Olpt;:ized flor f‘ Interoperable across
gho ' supply @ existing QR Code
chains ecosystems

T 71 High data capacity
L. J inasmall footprint

[=]

Ideal for: Ideal for:

Manufacturing Logistics and Healthcare and Retail and Mc;bile Sppcatons Marketing and
and production shipping regulated industries eCommerce o, digital campaigns

engagement

Encodes GS1 data
69 using GS1 DataMatrix

syntax for consistency




The Gamechanger: GS1 Digital Link URI

A single, open standard that connects physical products to digital information—anywhere, anytime.

@ What is a GS1 Digital Link URI? @ Why It's a Gamechanger

A web address (URI) that uses GS1 identifiers © Open and global standard

to create a persistent link to data about © Works across industries and use cases
a product, location, or asset. @ Future-proof and extensible
@ Enables rich, trusted, real-time data connections

GS1 Digital Link URI Format

One Data.
Two Symbols.
Infinite Possibilities.

Your domain name Global Trade Item Number (GTIN) Batch / Lot Serial number Expiey dute
L 4 “ \ 4 4 &
https: // id.brand.com/01/05060336506022/10/ABCD/21/123?217=241225
Your Domain 01 = GTIN 10 = Batch / Lot 21 = Serial Number 17 = Expiry Date
Your branded domain Glebal Trade Item . |dentifies the unique cas .
Identifies the lot 9 Expiration date in
| you control Number that ial number of
it A cenoe nilen thaibradkict or batch number ""‘t h:ultem o YYMMDD format

Two Ways to Scan: Offline vs Online

inventory

0 Offline Scanning (Air-Gapped) e Online Scanning (Connected) What you get:
Captures the data in the URI enly. ™ What you get: Uses the URI to connect to a resolver. Dynamic data from
No internet connection required. The UR! data only Returns dynamic, real-time data, the resolver
) > — Examples of Dynamic Data © Real-time
Example URI Data Captured © Fast * Product information o
- -, st pr—
https://id.brand.com/ @ Works anywhere ISR Hov i o b e
01/05060336506022/ © ideal for besic >  GS1Digital P IS lrmoypisom
identification and g Link Resolver « Sustainability data @& Supports rich
10/ABCD/21/123717=24122¢ * Recalls & alerts use cases and

Marketing content engagement




How GS1 Resolvers Work

Resolvers are a routing system that deliver the right data to the right user
at the right time—every time a QR code is scanned online.

1. QR Code Scanned Online

A 2D barcode with a GS1 Digital Link
URI is scanned using a device that

2. Request Sent to Resolver

The device makes a request to the
domain in the URL. The resolver

3. Context Evaluated

The resclver evaluates multiple
factors about the request to

4. Right Data, Right User

The resclver routes the request to the

What is a Resolver? right destination or returns the most

A G51 resolver is a routing

has internet connectivity,

receives the request and evaluates

context in real time.

determine the most relevant
response.

relevant data for that user and context.

Mobile Users
system that interprets a GS1 @ Gaokocation 3 User -ap:v‘:nca.
Digital Link URI and returns mwnt:t‘i;m'm
the most relevant data or @ Date & Time
experience based on real- — e ) Warshouse Devices
time context. — Q wice Type —_ — > — Dynamic data points,

l nstructions, inventory
@ Language updates, etc.
GS1 Resolver
Think of it as the “smart SCAN (% Usar / Role 225, Regulators
address system” for —_— m Lifeeyela infoematsan,
the physical world. o990  And more compliance, traceability,

safety data, etc

One Scan. Many Outcomes,

Mobile Phone Users ? Warehouse / Supply Chain Devices @ Regulators & Authorities & Partners & Systems
Consumers can be directed 1o engagng Operational systems get the exact data Authorzed parties receive the information Q Business systems and partners receive

needed to move goods efficiently,

axperences tallored to them, needed for oversight and compliance. structured data to AUTOMAte Processes.

1 Examplos Examples Example

| AN Besponse

1 + Product information « Full lfecyde history | » AP cdata feads
. o Hen-to videes * Corehicam of arigin L SRS * ERP/WMS upelates
St ol ’ e,
Nid twngtuns * Promctions & offers a « Compliance documents ::“"’ I > * Data synchronization
2 ® @ * Brand steries o Recall infarrration “wtabu”; “Shipped” o Autemated workfiows

< |
* Loyalty programes « Safety & test data * Integration with
b * Custormer suppert « Audit tral T business systems




A Gamechanger for Serialization

GS1 Digital Link makes serialization affordable for every product—
bringing real-time data and trust to the entire supply chain.

BEFORE: Traditional Serialization NOW: GS1 Digital Link Serialization Serialization for Every Product, Not Just High-End Goods

1

Expensive to implement and manage. Affardable, scalable, and built for every product. $0.50 $1.29 $1.99 $2.49
Mostly used for higher priced goods. Even the lowest priced consumer items
can be serialized m E
AT
= :
e 0 R e | ]
v Resolver =) !
(%] High implementation cost ° Low cost to implement
© Complex IT integration © Cloud-native and easy to integrate £ 0 3 - Q E Q
© Uimited to high-value products Sciaable to evel duct, every SKU
© Slow or batch data updates ® hsndiets One Standard. One Scan. Infinite Possibilities.

Dynamic. real-time dat
© oy : : From the lowest to the highest priced products—serialization is now practical, powerful, and universal.

Consumers: Real-Time Information at Their Fingertips [;B Distributors: Dynamic, Real-Time Intelligence @ Lower Cost. Higher Impact.

Consumers can scan the code with their Distributors and logistics partners get the data they G51 Digital Link dramatically reduces the cost and
smartphone to instantly access dynamic, need, when they need it—instantly. complexity of seralization—unlocking massive value
real-time information. across the entire supply chain,

e —
O Authenticry vesification

(© Reaktirm shpment tracking No rietary infrastructur - °
© Ingrediants & mutrition @ Prop N Y Serialization
@ Twertory visiifty
O Unage instructions ) Banpton Bonapionent O Leverages open standards for Every
© Susainebilky § certifcations ¢ X Product.
© Temporature & condiion data €) Cloud-based and scalable
© Promoticns & offers © Prost of devury At Minimal
QO Recalis & safety alerts @ Automation & intagraticns 0 Minimal hardware changes Added Cost.
© And rore. "
i e O Lower TCO, faster ROI




1 The Current Industry Focus is on Implementation

Organizations are focused on solving today’s key questions and getting set up for success.

£ (2 3 4

How to Serialize How to Integrate Can We Integrate How Do We
Mass Produced with Existing ERP with RFID? Get This Done?
Consumer Goods? and WMS Software?
Apply unique serial numbers Cirnect seialivation dabs Use GS1 standards with RFID Take.a structured approach
to every item—at scale and with your existing systems to enable automated capture to implement, test, and
at speed. for seamless operations. and real-time visibility. go live successfully.
r 1

B

o} 4

L ERP WMS = e 2
"mm EOF &) i
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Some Aspects Will Be Quick to Change,
Others Will Be Slow to Change

Adoption will happen in phases—different areas, different speeds.

Quick to Change Slower to Change Initial Focus: Offline Scans
A RN D
1 ua

Retailers, Brands, and

Traceability Companies Leading the Way Warehouses Will Take Longer Offline First, For Now
Some retailers, brands, and traceability Many expect warehouses to be Initial focus will be on offline scans
companies are already demanding their slower to adopt 2D and will continue due to lag concerns, security concerns,
partners and suppliers switch to 2D using 1D barcodes for a time. and not understanding the incentive.

by a set time.

O i -—— 2 @

: Lag Security Unclear
2D by a set deadline 1D today, 2D tomorrow Concetnis Concerns Incentive
The Transition Timeline
Today Next 1-2 Years Next 2—5 Years Long Term
(%i}: Retailers set sesSeen P @ Brands implement 2D ««scee » ?B More systems and sasies oW 2D becomes the
2D requirements on-pack; warehouses warehouses adopt 2D standard end-to-end

still mix 1D and 2D as infrastructure evolves




y Before We Unlock the Future of Brand Protection
’ with GS1 Sunrise 2027...

There are pre-requisites we must move past to realize the full potential.

Key Pre-Requisites to Move Forward

..... A

-
The Real Gamechanger: Security Concerns Are Real Incentives Must Be Clear
Online Scan for Dynamic Information and Must Be Addressed to Maximize Scans
Beyond serialization, the true value comes Secure warehouses may hesitate to scan The more scans, the more data—and the
from online scans that return dynamic, online codes due to risks like phishing URLs more value for everyone. Consumers and
real-time, and variable information or accidental exposure of proprietary warehouses must be incentivized to scan
based on context (who, where, when, metadata. Trust, control, and data consistently to ensure large, meaningful

device, and more). protection must come first. sample sizes.
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Part 3 - Future
Possibilities




First Major Brand Protection Change: Stoien Goods

Turn every scan into a real-time protection. Make stolen goods instantly visible—anywhere.

o Report & Confirm Theft e Update Dynamic Routing e Any Scan Gets Alerted 0 Resale Becomes
Much Harder

When goods are stolen, report Immediately update your Any device scanning the code

the serial numbers and confirm resolver to flag those serial gets an instant “STOLEN” alert. Stolen goods are easy to

the theft. numbers as STOLEN in identify—making resale,
real time. fencing, and fraud far

less profitable.

A

1234567890123456

@
1234567890123457 A % REN 551 b i STOLEN

- 3. -]

wesseey

; Resolver : i ; o
1234567890123458 axe : IS Ttem 1as Jean
g,g " g reported as stolen.
C - y ) Meyal
G
Where the Alert Shows Up S N
Discount Retailers & E-commence Customers I Brick & Mortar / Outdoor ') Consumers
JAKX Warehouse Clubs -U ( Locations
. - nn! 2N Scan anywhere, anytime
: °o Scan at delivery or anytime 11 :
Immediately see the goods iisvesify therpuockiét Scan in-store or outdoors to see if the goods are stolen.
are stolen at the point of intake. L ) to check authenticity
before purchase.

The Equivalent of Ink on Stolen Money

May not prevent goods from being stolen, but it will reduce resale value.




Second Major Brand Protection Change: Grey Market

Use scan data and dynamic routing to detect out-of-territory products and reduce their resale value.

o Link Product to e Track Scans Across the Supply Chain Detect Out-of-Territory Activity Inform & Protect
Distributor & Termory Scan metadata reveals where product If a product is scanned outside its Inform consumers or warshouses
Serialized product is attributed is moving and who is selling it. assigned territory, flag it as that the product is grey market
te a distributor and territory, GREY MARKET. and may have material
differences.

C Wareh 4

EEI-’ T v

) ] Notification Retailer Alert
Manufacturer Distributor Sl Distributor Retailer/End A GREY MARKET é
H a w'.ht*) ’ This product is out of I
----------- ey o [©
¥

Brand/Manufacturer  Distributor 7 . =
+ Tarritory Ass-gnmon( r/

Warranty may not be valid.

Serial Number St diti
G5 Rasohves 1234567890123456 “"9: o 'm“y
+ Data Analytics not be guar. »
Works Everywhere. For Everyone.
Consumers Warehouses & Retailers Warranty & Support Teams Brands
E Scan and instantly know if the @ Scan at receiving or resale Know when warranty may not Identify diversion patterns, high-risk
product is intended for thair to identify grey market apply or whan product handling channels, and protect pricing
country/region. product immediately. cannot be guaranteed. integrity.

A GREY MARKET

o = %
be valid b this l
- ]

tecraery

~—
Bl

The Goal: Reduce Resale Value

When a product is recognized as out of territory,

the resolver reduces its perceived value—making

unauthorized resale far less sttractive. In-Territory Out-of-Territory Lower Value
{Authorized) (Detected) (Resale Impact)




Third Major Brand Protection Change: Counterfeit Goods

Dynamic data, smart detection, and real-time alerts make counterfeit goods easier to spot—and harder to sell.

Authorized Serial
Number Bank

Brands create a secure bank of
serial numbers for each SKU.

If numbers are non-sequential,
counterfeiters can’t guess valid
serial numbers.

Authorized Serials
(Example)
184276593012
509872341765
732198654309
918265704821

)

Consumers

Get real-time alerts when
something locks suspicious.

o _____am
<=2 |oz=m

B This prochect may
ﬁ be counterfet

Same URI

Reuse of Same URI
Gets Detected

i counterfeiters reuse the same
GS1 URI, the resolver detects
unusually high scans on the
same few URIs.

User is alerted it is likely fake.

This prochct has been
sCamed on ususadlly
hgh sumber of times.

@

Unusual Scan

Activity Detected

3

Non-Existent URI
Raises Suspicion

If counterfeiters use made-up
or unregistered URIs, the user
won't receive any data.

No data = suspicious.

)

NO DATA FOUND

We couddn't find
indormarian for
this product,

@

How It Protects Across the Ecosystem

Retailers & Warehouses

Identify risks before accepting
or stocking products.

Law Enforcement & Brands

Gain intelligence on counterfeit
activity and networks

Dynamic Pages Stay
One Step Ahead

If counterfeiters copy pages,
brands update content on
random cadences,

Outdated pages are easy for
scanners to spot.

T
m This page = no
U ’ longer current.
Be cauticus.
e
Brand Updates %
(Random Cadence)
Everyone

Less counterfeit in the market,
More trust in the brand.




What Is a Digital Twin?

A digital twin is a dynamic, virtual representation of a physical product.
When a QR code is scanned, it connects you to the product’s digital twin—
a living record of its identity, history, status, and journey.

1. PHYSICAL PRODUCT 2. QR CODE SCAN 3. DIGITAL TWIN 4. ACTIONABLE INSIGHTS
The cts to th duct’ N Z
A physical item The QR code is scanned s?i;i:;mn i: 3\9 ;:ufg_ S The digital twin enables_trust,
with a unique QR code. with a phone or device, transparency, and action.

AUTHENTICITY
¥ sl > Verify the product
is real and legitimate,

() Digital Twin Profile

£3 Procuct Name Premium Headphooes

6 omn/ssku 1234547890123 : TRACEABILITY

B Serisl Number SN12045678 e \g See where it's been,

Batch / Lot LOT2024-05-15 ~ '. from origin to now.

B Manufactured May 15, 2024 K/ E

O Cument Statws ) ! ‘ STATUS & ALERTS

@ Location (Last Seen)  Los Angeles, CA, USA : """ e = S::‘s“’:rﬁ:::’-

& Owrer/Custodion  Retail Partner : '

e s . DATA & ANALYTICS

D g . I I Gain insights to optimize

A real-time, always-updated record that reflects supply chain and demand.

the true state and history of the physical product.




The Future of Counterfeiting: It’s No Longer Just Physical

Counterfeiters must now fake the digital identity behind every product.

IN THE PAST ( THE FUTURE h

Fake the Product Fake the Product AND the Digital Presence
Counterfeiters only had to replicate the Counterfeiters will need IT teams te replicate a brand's digital GS1 resolver
physical product. and all connected services—on top of the physical product.
Focus was on materials, Physical Product Digital Resolver Requires IT skills,
manufacturing, packaging, (Hard to fake) & Services infrastructure, and
and distribution. {Harder to fake) continuous maintenance.

\ /
3 —

Every Product Has a Digital Twin

\
The Bar Keeps Rising

@& 8 9 8 a8 ® dm=

More detection
GS1 Resolver Product Data Authenticity Logic  Consumer Experience  Scan Analytics Business Systems  Updates & Rules o points
UR! redirects and Dynamic, real-tinwe Serial validation, Branded pages, Aggregated scan ERP, WMS, CRM, Frequent changes, M e
routing logic information status, rules content, language, data and insights support, warranty campalgns, logic a ore consu
education updates awareness

a More trust in
i
Each of these components creates a digital twin of the physical product. ol
Counterfeiters must replicate all of them—accurately and continuously. \ /




- We’'re Just Getting Started

1% <7 il

7.V
Early Ideas Many Possibilities Big Impact Ahead
These are just early ideas There are many different The potential to protect brands,
of what's possible. things we can do with this. consumers, and supply chains

is just beginning.

Questions?

Let’s discuss how we can build
the future together.
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