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Executive Summary 
 
Innovation, Science and Economic Development (ISED) on behalf of the Canadian Positioning, 
Navigation, and Timing (PNT) Board is leading a Canadian risk and risk mitigation assessment 
project related to PNT technologies.  The project is directed at implicated federal departments 
and all Critical Infrastructure (CI) sectors.   
 
ISED requests that Lead Federal Departments (LFD) engage with their respective CI 
sectors/organizations to encourage and support them to perform the assessment.  ISED will 
compile and aggregate the results of the assessments, and provide a final report in 2021 with a 
focus on trends, threats and mitigation measures at the sectoral and national-levels. 
 

What is PNT? What is GNSS? 
PNT refers to three distinct categories of information: 

 Positioning – accurately determining one’s location 

 Navigation – determining how to get to a desired location 

 Timing – maintaining accurate time and synchronizing networks 

The primary source of PNT information in North America is provided through Global Navigation 
Satellite Systems (GNSS), such as the United States Global Positioning System (GPS), Russia’s 
GLONASS and increasingly the European Union’s Galileo.   
 

Why is PNT and GNSS important?   
Although Canada doesn’t own a GNSS, and has no influence on their operation, our civilian 
industries and CI sectors make use of them extensively.  “While some technologies can achieve 
greater accuracy than GNSS over a small area, it is the accuracy combined with global coverage 
of GNSS that singles it out.  Indeed, the capability of GNSS has exceeded the requirements of 
many of the most demanding technical applications.  Numerous applications derive time from 
satellites to a far greater accuracy than they actually require, taking advantage of availability, 
relative ease of deployment and affordability”.1  
 
CI sectors and the Government of Canada (GC) rely on PNT information to improve safety and 
security, enable greater functionality, and increase productivity.  For example: precise timing is 
key to synchronize communications networks and for time stamping of financial transactions; 
the energy sector uses accurate positioning for rig positioning and timing to synchronize phasor 
measurement units; the transportation sector makes use of positioning and navigation across 
all four modes (such as for all phases of flight or for coastal and ocean navigation).2  Other 
sectors use GNSS for asset location and tracking or through the applications in consumer 
products (e.g. cell phones).  Emerging applications and technologies (e.g., automation, 5G, 
Internet of Things) will also increasingly require accurate and reliable PNT information.   

                                                      
1 Government Office for Science, (30 January 2018), “Satellite-derived Time and Position: A Study of Critical 
Dependencies”. Available at: https://www.gov.uk/government/publications/satellite-derived-time-and-position-
blackett-review , 4 
2 Government Office for Science, “Satellite-derived Time and Position: A Study of Critical Dependencies”, Chapter 3 

https://www.gov.uk/government/publications/satellite-derived-time-and-position-blackett-review
https://www.gov.uk/government/publications/satellite-derived-time-and-position-blackett-review
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What could happen to my source of PNT?  What can I do about it? 
As our dependence on GPS (and other GNSS) for PNT information has grown, threats affecting 
GNSS use are increasing.  For example, jamming and spoofing attacks are growing in frequency 
and severity.  Threat actors are becoming more sophisticated as they access advanced 
technologies aimed at disrupting GPS and other GNSS signals.  Geopolitical tensions around 
space warfare – which could damage or destroy the GNSS satellites we depend on - is rapidly 
evolving.   
 
A disruption to GNSS or degradation of its PNT information could have significant impacts on 
critical infrastructure sector organizations’ operations or service delivery, safety applications or 
the broader economy. 
 
Various mitigation measures are available to monitor, detect, adapt to and/or recover from 
threats that either disrupt, degrade or deceive PNT information. Some of the technology 
options would be too costly for any one organization to build or deploy.  Non-technological 
solutions may require collaborative efforts or expertise. 
 

Where does this project fit in? 
In Canada, there is a lack of understanding of which PNT uses – current and future – are critical 
to the safety and security of Canadians and our sectors.  There are also no clear options to best 
support private and public sector delivery of critical services in the event of disruptions to 
GNSS.  This project will contribute to the understanding of Canada’s national PNT resilience.  
 
For Critical Infrastructure Sectors, this effort seeks to provide the following benefits: 

 An improved understanding of what PNT uses is critical for your services or operations 

(i.e. what do you need it for and why?) 

 An assessment of how resilient your PNT use is in the event that GNSS is disrupted or 

degraded (i.e. what happens if you lose your PNT information?) 

 Information to assist in improving your resiliency (i.e. what options exist to help sustain 

your operations or recover from a GNSS disruption?) 

 An opportunity to influence recommendations on how best to support private and 

public sector delivery of critical services in the event of PNT/GNSS disruption (i.e. where 

is help most needed?  What investments are necessary to have the most benefit?) 

 

What is our approach? 
In 2019, ISED met with several lead federal departments and members of the Canadian PNT 
Board to scope the risk assessment project, which was further refined during meetings with 
government CI partners in 2020.  
 
ISED requests that LFDs engage with their respective CI sectors or CI organizations to 
encourage and support them to perform the assessment. ISED is ready to assist LFDs and the 
CI organizations, as required.  ISED will compile and aggregate the results of the assessments, 
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and provide a final report in 2021 with a focus on trends, threats and mitigation measures at 
the sectoral and national-levels.3 
 
For the purpose of this project, the process of conducting a risk assessment and risk mitigation 

assessment involves evaluating what happens (to operations, infrastructure, service delivery) if 

there is a disruption and you no longer receive your PNT information (e.g. you no longer receive 

a GPS position).  It also includes a high level consideration on the types of options that could 

improve the ability to recover from or withstand these disruptions.  This is done in the following 

five (5) steps: 

 Step 1:  Identify your critical PNT use – The process of identifying the PNT uses in your 

infrastructure that are critical in the delivery of your services.  These are the PNT uses 

that, should they be disrupted or erroneous, would have an adverse impact on your 

services.  

 

 Step 2:  Identify the threats to your critical PNT use – The process of understanding and 

selecting the threats to GNSS that could harm your operations and your capacity to 

deliver your PNT-dependent services.  See Appendix B for information on threats. 

 

 Step 3:  Identify the risk mitigation measures – The process of understanding and 

selecting which measures could lessen the impact or consequence of a threat. See 

Appendix C for information on mitigation measures. 

 

 Step 4:  Analyze your risk – The process of understanding and assessing the likelihood of 

the threats, their impact to your PNT uses, and the level of mitigation the selected 

measures could bring. 

 

 Step 5:  Evaluate your results and provide comments – The process of analyzing and 

comparing the results, and describing the assumptions that were taken throughout the 

assessment that might be relevant when analyzing the results or identifying trends. 

 

                                                      
3 Evaluation of Canadian PNT policy, regulatory landscape, military PNT uses, detailed analysis of technology 
performance, or economic assessments of deployment will not be analyzed. 
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This document provides guidance to Canadian federal departments and Canadian CI owners 
and operators on conducting a risk assessment and risk mitigation assessment (RARMA) related 
to their use of positioning, navigation and timing (PNT) information sourced from Global 
Navigation Satellite Systems (GNSS).4 It sets out the steps for identifying, analyzing and 
evaluating PNT risks and potential risk mitigation measures. 
 
In addition, the document includes information on GNSS-based PNT uses, potential threats 
associated with these uses and potential mitigation measures to improve resiliency. 
 
Lastly, this document provides stakeholders with guidance on the associated tool, which 
provides a standardized method to capture and represent an assessment of the risks associated 
with existing and/or future PNT uses. The tool also represents an assessment of risks when 
mitigation measures are considered. If stakeholders have already performed a risk assessment 
or wish to conduct the assessment using their own methodology, the project team will gladly 
work with them to incorporate the results in the analysis. 
 
This risk assessment and risk mitigation assessment project is led by Innovation, Science and 
Economic Development (ISED) on behalf of the Canadian PNT Board. ISED requests that Lead 
Federal Departments (LFD) engage with their respective CI sectors/organizations to encourage 
and support them to perform the assessment.   
 

Contact Us: 
For more information on the Canadian PNT Board, please visit our website: 
https://www.ic.gc.ca/eic/site/smt-gst.nsf/eng/sf10805.html 
 
For additional information, please contact the PNT Office at: 
ic.pntoffice-bureaudupns.ic@canada.ca 
 
  

                                                      
4 Such as the United States (U.S.) Global Positioning System (GPS), Russia’s GLONASS, the European Union’s Galileo 
and China’s BeiDou. Each GNSS system is designed for both civil and security/defence purposes. 

Introduction 

https://www.ic.gc.ca/eic/site/smt-gst.nsf/eng/sf10805.html
mailto:ic.pntoffice-bureaudupns.ic@canada.ca
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Overview 
The concept of risk is not new. As noted in Public Safety Canada’s Emergency Management 
Planning Guide, “risk assessment is central to any risk management process.”5 The U.S. 
Department of Homeland Security defines a risk assessment as: “Product or process which 
collects information and assigns values to risks for the purpose of informing priorities, 
developing or comparing courses of action, and informing decision making.”6 
 
The Canadian Risk Assessment and Risk Mitigation Assessment project is looking at all CI 
sectors: health, food, finance, water, Information and Communications Technology (ICT), 
safety, energy and utilities, manufacturing, government, and transportation. It is also looking at 
federal departments who own, operate or have a dependence on PNT services.  
 
For the purpose of this project, the process of conducting a risk assessment and risk mitigation 
assessment involves evaluating what happens (to operations, infrastructure, service delivery) if 
there is a disruption and you no longer receive your PNT information.  It also includes a high 
level consideration on the types of options that could improve the ability to recover from or 
withstand these disruptions.  Through individual or sector-wide risk assessments, the project 
seeks to identify the current and future Canadian PNT risks and identify potential mitigation 
measures for those risks. As Canada neither owns nor operates its own GNSS, there is a need to 
understand where to focus efforts and what partnerships can be leveraged to improve PNT 
resiliency for current and future GNSS-based PNT uses in Canada.  
 

Outcomes 
By comparing civilian PNT-related risks and potential mitigation measures across the Canadian 
government and CI sectors, informed decision-making and synergies about risk mitigation 
measures can be considered. For example, what actions could be pursued collectively? Through 
partnerships, can we leverage economies of scale? Do we need targeted research?  
 
ISED will compile and aggregate the results of the assessments and provide a final report with 
an analysis in 2021.7 It is anticipated that an analysis with a national viewpoint could identify 
specific trends such as the threats that are considered most likely to happen or mitigation 
measures that could potentially serve more than one CI sector and federal department.   

                                                      
5 Public Safety Canada, (2010), “Emergency Management Planning Guide 2010–2011”. Available at: 
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/mrgnc-mngmnt-pnnng/index-en.aspx, 17. 
6 U.S. Department of Homeland Security, (September 2010), “DHS Risk Lexicon”, 2010 Edition. Available at: 
https://www.cisa.gov/sites/default/files/publications/dhs-risk-lexicon-2010_0.pdf, 28.  
7 Evaluation of Canadian PNT policy, regulatory landscape, military PNT uses, detailed analysis of technology 
performance, or economic assessments of deployment will not be analyzed. 

Overview and Outcomes 

https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/mrgnc-mngmnt-pnnng/index-en.aspx
https://www.cisa.gov/sites/default/files/publications/dhs-risk-lexicon-2010_0.pdf
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See Appendix A for examples of figures depicting how data could be aggregated to represent 
the results of the assessments.  
 
Throughout the assessment, users will be asked to provide comments on their assessment 
choices (e.g. PNT uses, threats and mitigation measures), assumptions and risk scores. 
Comments provided will also be used by the project team to support the analysis. 
 
The results are intended for both Canadian CI sector stakeholders and Canadian federal 
departments. The results of the assessments aim to: 

 Improve understanding of each sector’s current and future PNT resilience  

 Influence recommendations on mitigation measures for PNT resilience in Canada 

 Identify potential partnerships or collaboration opportunities for mitigation measures 

 Include PNT into future risk management functions 

 Inform the Canadian PNT Board on areas, policy or further investments necessary to 
improve PNT resilience in Canada.  

 

Engagement Activities 
Between August and November 2019, ISED met with several representatives from Lead Federal 
Departments (LFD) and members of the PNT Board with interest in PNT8 to obtain input on the 
proposed project parameters.   

 
ISED presented the project concept at the January 24th, 2020 meeting of Lead Federal 
Departments for Critical Infrastructure Network. In February 2020, at a Multi-Sector Network 
(MSN) event hosted by Public Safety Canada, ISED also presented an update and facilitated a 
discussion on PNT. This served as the basis to develop this document.  
 
Stakeholder feedback was incorporated into the following guiding principles and is reflected in 
this information package: 

 Build upon global and national PNT related reports and work; 

 Minimize resource commitment of organizations; 

 Flexible approach to integrate stakeholder threat and mitigation inputs; and 

 Consider today and advanced/emerging technology. 
 

                                                      
8 This included:  Agriculture and Agri-Food Canada; Canadian Coast Guard; Department of National Defence; 
Environment and Climate Change Canada; Finance Canada; Innovation, Science and Economic Development 
Canada; NAV CANADA; National Research Council Canada; Natural Resources Canada; Public Health Agency of 
Canada; Public Safety Canada; Transport Canada. 
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PNT refers to three distinct categories of information: 

 Positioning – accurately determining one’s location 

 Navigation – determining how to get to a desired location 

 Timing – maintaining accurate time and synchronizing networks 

 
The GC and Canadian CI sectors rely on PNT information to improve safety and security, enable 
greater functionality and/or to improve productivity. Reliable, highly available and accurate PNT 
information is necessary for the functioning of and/or delivery of services by GC. In addition, 
most CI sectors use or depend on PNT; for example, timing is key for the telecommunications, 
financial and energy sectors and the transportation and government sectors are heavily reliant 
on positioning and navigation. 

 
Currently, the primary source of PNT information in North America is through GNSS, more 
specifically through the U.S.’ GPS – and increasingly through other GNSS systems such as 
Europe’s Galileo. Emerging applications, increased automation and other anticipated uses of 
PNT (e.g. 5G, Internet of Things (IoT), Smart Cities, autonomous vehicles, drones, traceable 
time, etc.) will require greater accuracy and reliability from real-time PNT services. The 
European Global Navigation Satellite Systems Agency (GSA) reports include those on GNSS user 
technology9, user needs and requirements for various market segments10 and the state of the 
overall GNSS market.11 
 
Globally, the PNT landscape is rapidly changing and gaining visibility as demonstrated by a 
recent article in The New Yorker. 12 Risks related to the use of GNSS are increasing. For example, 
spoofing used to be considered an improbable threat given the required knowledge and 
sophistication of equipment necessary to carry out such threat. However, today, spoofing is 
reported to be more plausible and geographically diverse as indicated by recent articles and a 
yearlong investigation into spoofing in the Russian Federation, Crimea and Syria.13,14  
 
  

                                                      
9 For more information, see: “GNSS User Technology Report”, available at: https://www.gsa.europa.eu/european-
gnss/gnss-market/gnss-user-technology-report. 
10 For more information, see: “User needs and requirements”, available at: https://www.gsa.europa.eu/gnss-
applications/user-needs-and-requirements.  
11 For more information, see: “GNSS Market Report”, available at: https://www.gsa.europa.eu/market/market-
report.  
12 For more information, see: “How vulnerable is GPS”, available at: https://www.newyorker.com/tech/annals-of-
technology/how-vulnerable-is-gps.  
13 For more information, see: “GNSS Jamming and Spoofing: Hazard of Hype?”, available at: https://space-of-
innovation.com/gnss-jamming-and-spoofing-hazard-or-hype/ 
14 For more information, see: “Above us only stars, Exposing GPS spoofing Russia and Syria”, available at: 
https://www.c4reports.org/aboveusonlystars. 

Context 

https://www.gsa.europa.eu/european-gnss/gnss-market/gnss-user-technology-report
https://www.gsa.europa.eu/european-gnss/gnss-market/gnss-user-technology-report
https://www.gsa.europa.eu/gnss-applications/user-needs-and-requirements
https://www.gsa.europa.eu/gnss-applications/user-needs-and-requirements
https://www.gsa.europa.eu/market/market-report
https://www.gsa.europa.eu/market/market-report
https://www.newyorker.com/tech/annals-of-technology/how-vulnerable-is-gps
https://www.newyorker.com/tech/annals-of-technology/how-vulnerable-is-gps
https://space-of-innovation.com/gnss-jamming-and-spoofing-hazard-or-hype/
https://space-of-innovation.com/gnss-jamming-and-spoofing-hazard-or-hype/
https://www.c4reports.org/aboveusonlystars
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As described by the Resilient, Navigation and Timing (RNT) Foundation, “Much of the world 
depends upon satellite systems for precise navigation and timing services. These are 
exceptionally accurate and dependable, yet GPS/GNSS jamming, spoofing, and other forms of 
interference appear to be growing in frequency and severity. Neither are space systems 
immune to severe space weather events or cyber attacks. This has the potential for devastating 
effects on our lives and economic activity.”15 A study by London Economics estimated the 
economic impact to the United Kingdom (UK) of a five-day disruption to GPS related systems at 
£5.2 billion.16 A U.S. impact study looked at quantifying the economic benefits of GPS to the 
private sector ($1.4 trillion USD).17 
 

Increasingly, other countries are seeking to improve their understanding of potential mitigation 
measures or mechanisms to improve PNT resilience. For example, the U.S. Department of 
Transportation (DoT) conducted a demonstration of backup GPS capability and complementary 
PNT services in March 2020.18 A 2018 study in the UK recommended a number of measures to 
make their critical services more resilient to disruption or loss of GNSS.19 
 
 
 
 
  

                                                      
15 Resilient, Navigation and Timing Foundation, “Our Challenge”. Available at: https://rntfnd.org/.  
16 For more information, see: “Economic impact to the UK of a disruption to GNSS”, available at: 
https://londoneconomics.co.uk/blog/publication/economic-impact-uk-disruption-gnss/.  
17 For more information, see: “Economic benefits of the Global Positioning System (GPS)”, available at: 
https://www.rti.org/publication/economic-benefits-global-positioning-system-gps. 
18 For more information, see: “GPS Backup and Complementary PNT Demonstration”, available at: 
https://www.transportation.gov/pnt/gps-backup-and-complementary-pnt-demonstration-us-dot  
19 For more information, see: “Satellite-derived Time and Position: A Study of Critical Dependencies”, available at: 
https://www.gov.uk/government/publications/satellite-derived-time-and-position-blackett-review  

https://rntfnd.org/
https://londoneconomics.co.uk/blog/publication/economic-impact-uk-disruption-gnss/
https://www.rti.org/publication/economic-benefits-global-positioning-system-gps
https://www.transportation.gov/pnt/gps-backup-and-complementary-pnt-demonstration-us-dot
https://www.gov.uk/government/publications/satellite-derived-time-and-position-blackett-review
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PNT/GNSS technologies are found almost everywhere. Canadian industries, including surveying, 
mapping, farming, mining and road construction, use GNSS to enable greater functionality and 
improve productivity. Scientific applications leverage the data from GNSS for weather 
forecasting, earthquake monitoring and sea level measurements. Timing is key for many of 
Canadian CI sectors such as the telecommunications, financial and energy sectors, while the 
transportation sector is heavily reliant on positioning and navigation to improve efficiency and 
for safety. Looking to the future, PNT/GNSS technologies are envisioned to be included in 
robotics, 5G, autonomous vehicles, the IoT, drones, and synchronization applications.  
 
Current and potential future uses of PNT/GNSS in Canada are similar to those in other 
countries. Two reports may provide assistance when identifying your PNT uses. A UK-based 
review examined the reliance on GNSS in terms of existing critical national infrastructure and 
lists some of the current and emerging applications that are or will use GNSS for PNT. 20 An 
analysis sponsored by the National Institute of Standards and Technology (NIST) to estimate the 
economic benefits of the U.S. GPS to the U.S. private sector further describes the 
role/applications of PNT uses in specific sectors including: telecommunications, precision 
agriculture, electricity, financial services, location-based services, maritime industries, surface 
mining, oil and gas, telematics and surveying. 21 
 

Identify your critical PNT use 

Identify which PNT uses - current and future - are critical to the delivery of your services 
and/or operations. Critical PNT uses are those functions for which the compromise of 
availability or integrity would result in a high degree of impact to the safety of life of Canadians 
and/or economic well-being of an organization.22 Consider your critical uses both north and 
south of the 60th parallel.23 These uses will form the basis of your assessment. 
 

Critical PNT use - we encourage you to consider: 
 Where do you use PNT information? Does GNSS provide this information? 
 How does GNSS support the delivery of your services and/or operations? 
 Do you have upcoming applications or services that will use GNSS? 

                                                      
20 For more information, see: Government Office for Science, “Satellite-derived Time and Position: A Study of 
Critical Dependencies”, 22, available at:  https://www.gov.uk/government/publications/satellite-derived-time-and-
position-blackett-review 
21 For more information, see: “Economic benefits of the Global Positioning System (GPS)”, available at: 
https://www.rti.org/publication/economic-benefits-global-positioning-system-gps 
22 In the context of this project, we are leveraging Public Safety Canada’s definition of Critical service: Public Safety 
Canada, “Emergency Management Planning Guide 2010-2011”, 60 
23 Please note if there are different usages or requirements in northern latitudes. 

Step 1:  Identify your critical PNT use 

https://www.gov.uk/government/publications/satellite-derived-time-and-position-blackett-review
https://www.gov.uk/government/publications/satellite-derived-time-and-position-blackett-review
https://www.rti.org/publication/economic-benefits-global-positioning-system-gps
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All GNSS have three segments: the space segment, the ground/control segment and the user 
segment.24 All three segments are susceptible to threats. As Canada does not own or operate 
its own GNSS, it is likely that throughout this risk assessment, organizations will focus on the 
threats that are most likely to impact the user segment. 
 

Identify the threats to your PNT use 

For your risk assessment, you may consider any threat. Threats can be natural or human-
induced; non-malicious/non-intentional or malicious/intentional. Threats can deny, disrupt or 
degrade your PNT information, or deceive your receiver. 
 
Threats most commonly found in public domain literature include interference, jamming, 
spoofing, meaconing, cyber attacks, space weather, and GNSS outages or operation failures. 
These threats are suggested as starting points as they capture a range of scenarios from high 
impact/low probability to low impact/high probability events. They can also represent localized 
scenarios or wide area scenarios. Further information on these threats can be found in 
Appendix B and in the references noted in the Bibliography. 
 

Threats to your PNT use - we encourage you to consider: 

 Are all the suggested threats applicable to your PNT use? 
 Are there other threats you wish to consider? 
 For each threat, what is the type of threat scenario - natural/human-induced or 

non-malicious/malicious – you are most concerned about?  
 
  

                                                      
24 The space segment consists of satellites in a constellation orbiting our Earth. All satellites carry atomic clocks. 
The ground segment comprises of various systems and stations to monitor, track and control. The user segment 
consists of receivers and devices using the PNT information transmitted from the GNSS satellites. 

Step 2:  Identify the threats to your PNT use 
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Mitigation measures help reduce risks by addressing a system vulnerability and/or minimizing 
the impact of a threat. The choice of mitigation measures are often dependent on the extent 
and nature of the risks. Solutions vary according to whether a service depends on time, position 
or both. They also vary by sector.25 
 
Technology related measures can be categorized as improving the resiliency/robustness of the 
GNSS elements (i.e. “toughen”) or reducing the dependence of a system to GNSS by using 
alternative or complementary sources of PNT (i.e. “augment”).26  
 
Resilient GNSS generally consists of adapting your system to detect, adapt and recover from 
GNSS threats. From a user perspective, there are many solutions available to enhance, monitor 
or improve the robustness of GNSS information at the receiver. This generally requires 
additional technology in the GNSS user receiving equipment capable of resisting jamming, 
spoofing, adjacent band interference, and other disruptions.  
 
Alternative or complementary sources of PNT can be non-GNSS based. These technology 
solutions support the continued delivery of PNT services/information to an acceptable level for 
use in GNSS-denied environment, or in the presence of a GNSS disruption or deception. It can 
also be a solution to reduce your dependence on GNSS. 
 
Non-technical strategies could include developing stronger policy and/or regulations, following 
standards, or using best practices (e.g. for the operation, purchase, development or installation 
of equipment). Some of these strategies could be viewed as the way to “protect”27 GNSS. In this 
sense, it could refer to protecting the GNSS radiofrequency signals through effective regulatory 
and enforcement frameworks (e.g. to detect, prevent, respond to, and prosecute jamming). 
This could also encompass technical standards designed to ensure that authorized 
transmissions in adjacent frequency bands do not result in unintended disruptions.  
 
Although each mitigation measure has benefits, it can also introduce new risks. It is also 
recognized that no one measure will meet the needs of or mitigate the risks for all PNT 
applications/uses. Through this assessment, it is our hope that potential avenues worth further 
investigation will be identified to better understand what mitigation measures Canada would 
benefit the most to improve the resilience of our PNT uses.  
 

                                                      
25 For more information, see: Government Office for Science, “Satellite-derived Time and Position: A Study of 
Critical Dependencies”, 72 
26 Resilient, Navigation and Timing Foundation, “Policy Recommendations for GPS/GNSS”. Available at: 
https://rntfnd.org/what-we-do/our-recommendations-gps-gnss/. 
27 Ibid 

Step 3:  Identify the risk mitigation measures 

https://rntfnd.org/what-we-do/our-recommendations-gps-gnss/
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Identify your mitigation measures 

For your risk assessment, you may consider any mitigation measure. Some might not meet the 
requirements for your critical PNT uses and therefore might not be relevant to your 
assessment. Identify the measures that you wish to assess.  
 
Further information on potential mitigation measures can be found in Appendix C and in the 
references noted in the Bibliography. Note that not all measures are represented and several 
technologies could be in different stages of development or availability. Further investigation 
from participants may be required to map their PNT requirements to the performance of each 
mitigation measures’ performance. 
 

Mitigation Measures - we encourage you to consider: 

 What are your PNT requirements with respect to accuracy, integrity, availability 
and continuity? 

 Which mitigation measures would allow you to continue delivering services 
with an acceptable level of requirements? 

 How complex would these be to implement? 
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The risk assessment is seeking to improve situational awareness of the risks28 associated with 
GNSS-based PNT uses in Canadian governments and CI sectors. Using the same methodology 
provides a means to compare risk across Canadian governments and CI sectors while still 
providing specific insights for each owner or operator. At its essence is the risk model, where 
risk is a function of three risk variables as described below: the threat likelihood, the 
vulnerabilities and the impact.29 

Risk = Threat Likelihood X Vulnerability X Impact 

Risk Potential for an unwanted outcome resulting from an incident, event, or 
occurrence, as determined by its likelihood and the associated consequences 

Threat 
likelihood 

Likelihood that a natural or man-made occurrence, individual, entity, or action 
that has or indicates the potential to harm life, information, operations, the 
environment, and/or property 

Vulnerability Physical feature or operational attribute that renders an entity, asset, system, 
network, or geographic area open to exploitation or susceptible to a given 
threat 

Impact Consequence or the effect of an event, incident, or occurrence 

Using the risk model above will produce risk scores. These risk scores will be used to evaluate 
the trends and improve understanding of the current and future PNT risks to GNSS threats. It 
can also be used to better understand/compare the risks in the presence of potential mitigation 
measures (risk mitigation assessment). The mitigation assessment provides a way to identify 
opportunities and potential strategies that could be more widely adopted in a future state. This 
methodology aligns with similar studies that compared risks to GNSS use. The assessment also 
leverages risk management leading practices. 
 
Users are invited to analyze each risk variable and assign a score. Further information and 
guidelines are provided below. The risk model can be used regardless of the systems, PNT 
awareness and the availability of data regarding the probability of GNSS threat occurrence. 
However, users are encouraged to use additional information to conduct the analysis e.g. past 
events, past assessments, expert judgment and consultation, etc. Throughout the risk analysis, 
users will be asked to provide comments on their assumptions and risk scores. Comments 
provided will be used by the project team to support their analysis of the data. 
 

                                                      
28 Public Safety Canada, (2009), “National Strategy for Critical Infrastructure”. Available at: 
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/srtg-crtcl-nfrstrctr/index-en.aspx, 8.  
29 U.S. Department of Homeland Security, “DHS Risk Lexicon”. 10, 27, 36 and 38. 

Step 4:  Analyze your risk 

https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/srtg-crtcl-nfrstrctr/index-en.aspx
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To facilitate consistent data entry, a tool using Microsoft Excel is provided. This tool will 
automatically generate the risk scores and produce a risk matrix. The risk matrix is used to 
capture user inputs. Please refer to Appendix D for a quick reference guide on how to use the 
tool. 
 

Analyze your risks using the risk model 

Threat Likelihood 
Estimate the likelihood, or chance, of a GNSS threat occurring using the scale below. Likelihood 
can be analyzed using past events, subject matter expertise and scientific data when available.  

Score Level Assessment Guideline 

1 Low Threat unlikely to occur, rare occurrence 

2 Medium Threat is somewhat likely to occur 

3 High Threat likely to occur, possible high recurrence 

 
 

Threat likelihood - we encourage you to consider: 

 How frequently do you encounter this threat? 
 How plausible is this threat to occur? 
 What type of expertise is required to carry out this threat? 
 What type of equipment and how available is the equipment required to carry 

out this threat? 
 
 

Vulnerability  
Vulnerabilities are weaknesses or characteristics that are inherent to a system that can be 
exploited and/or renders it susceptible to a given threat. Vulnerabilities will depend on your 
system design and measures in place to counteract threats. Indicate your system’s vulnerability 
using the scale below. 

Score Level Assessment Guideline 

1 Low 
Vulnerabilities are unlikely to be exploited and/or implemented 
remediation is effective to countermeasure the threat 

2 Medium 
Vulnerabilities are moderately likely to be exploited and/or 
implemented remediation is somewhat effective to 
countermeasure the threat 

3 High 
Vulnerabilities are likely to be exploited and no remediation is 
implemented to countermeasure the threat 
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Vulnerability - we encourage you to consider: 

 How do you detect, respond and recover from a disruption of GNSS signals? 
 Are there any complementary sources of PNT or mitigation strategies already in 

place? 
 

Impact  
PNT is often used to enable greater functionality or improve productivity. PNT is also used in 
safety applications. For this project, two impact variables are considered – economic impact 
and safety of life. The overall impact will be calculated as the average of the two scores. Both 
impact attributes will hold equal value in the calculation and scores for both must be provided 
using the scale below.30 

Economic Impact 

Score Level Assessment Guideline 

1 Low Low to no economic loss 

2 Medium Moderate economic loss 

3 High Significant economic loss 

 
Safety of Life Impact 

Score Level Assessment Guideline 

1 Low Unlikely to no impact to safety of life 

2 Medium Possible safety of life impact 

3 High Likely safety of life impact 

 
 

Impact - we encourage you to consider: 

 What are the consequences to your operations or your users should GNSS be 
degraded, disrupted, corrupted or become unavailable? (Note: This is based on 
the threat(s) and mitigation measures that you are assessing.) 

 How long can your infrastructure operate in that state (i.e. with GNSS data that 
is degraded, disrupted, corrupted or without GNSS)? 

 Would your impact be localized or wide area? 
 
  

                                                      
30 For more information, see: “All Hazards Risk Assessment Methodology Guidelines 2012–2013”, available at: 
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/ll-hzrds-ssssmnt/index-en.aspx, 20-52 

https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/ll-hzrds-ssssmnt/index-en.aspx


 

PNT Canadian Risk Assessment and Risk Mitigation Assessment  16 

TLP-GREEN 

 
 

Once all three risk variables have been considered, a total risk score will be calculated for each 
critical PNT use. Total risk scores will be classified as low, medium or high according to the 
range below.  

Level Score Range 

Low 1-5 

Medium 6-17 

High 18-27 

 

Reflect on the results of your analysis. Compare your risk scores produced in Step 4. How do 
they compare with no mitigation to those risk scores considering certain mitigation measures? 
Provide any additional comments, assumptions and conclusions.  
 

Results - we encourage you to consider: 

 Are your PNT risks acceptable?  
 How do mitigation measures reduce the impact? 
 Are there any that you wish to consider in more detail?  
 Would your operations benefit from a complementary source of PNT? 
 Are there trends you would like us to further investigate? 

 
  

Step 5:  Evaluate your results and provide comments 
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Throughout the assessment, stakeholders are requested to provide comments on their 
assessment choices (e.g. PNT uses, threats and mitigation measures), assumptions and risk 
scores. The project team will review and analyze the comments and some elements might be 
taken to enhance the final report. As such, stakeholders should identify if any comments are 
sensitive or cannot be shared.  
 

Table 1 below lists the recommended information management practices for this project. If 
changes or modifications are require, the project team will consult and determine with relevant 
stakeholders appropriate classification, information management practices and communication 
methods.  

Table 1: Information management and dissemination practices for this project  

Item Management/Practice 
Sensitive Information 
(Protected and Classified 
information) 

– Protected or classified information exchanged or generated in connection 
with the project activities will be used, transmitted, stored, handled, 
safeguarded and disposed of in accordance with government policies and 
associated directives and standards issued by the Treasury Board of Canada.  

– For records in transit with non-GC, encryption can be used.  

– Documents will note the level of classification and country of origin. 

– Markings of document are per the policy: generally in the upper right hand 
corner; uppercase  

Information Sharing Rules – Traffic Light Protocol (TLP) will be used as described in Appendix E. TLP-
AMBER is default unless otherwise specified. 

– Markings should be on the footer of every page of the document. 

Transitory Records – Information that is needed temporarily by the primary project team 

– Shall be deleted after intended usage is completed. 

Records of Business Value – Information that has business value and will be retained by the Project 
Sponsor (ISED) 

– Kept for 10 years. Destroyed after 10 years and information is not sent to 
Library & Archives 

Access to Information 
(ATIP) 

– All applicable exemptions will be applied to any ATIP requests. 

– Originating organization or agency will be considered as the office of primary 
interest for all documents and reports originated outside of ISED. 

General – No personal data will be collected by the project team 

– Project information has no archival value and will not be sent to Library and 
Archives 

– Data collected through project activities may be shared or released to the 
public based on security considerations, and permissions established with 
relevant stakeholders. 

 
  

Information Management 
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Appendix A – Examples of Intended Results 
The set of outputs are intended to cover two broad groupings of information. Firstly, data from 
organizations will be aggregated, synthesized, and analyzed into Critical Infrastructure (CI) 
views. Then, data from the Critical Infrastructure views will also be aggregated, synthesized, 
and analyzed to develop the Canadian national view. 
 
Figures 1-3 below are illustrative examples of how the results could be aggregated to represent 
the assessment of a particular CI sector or across all CIs and Government of Canada (GC) 
departments to obtain a national view. Data used for this example is random and not reflective 
of a real assessment.  

 

 

Figure 1 - Example of intended results – Average risk scores of mitigation measures for a CI sector 



 

PNT Canadian Risk Assessment and Risk Mitigation Assessment  19 

TLP-GREEN 

 

Figure 2 – Example of intended results – Average risk scores of GNSS threats across all CIs and GC 

 

 

Figure 1 - Example of intended results – Average risk scores of mitigation measures across all CIs and GC 
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Appendix B – Additional Information on Threats 
This appendix provides a high-level overview of some of the potential threats to GNSS-based 
PNT uses. The information provided below is intended to raise awareness of the threats. Public 
domain website links are provided to indicate that information within the public domain is 
prevalent. Many of the resources listed in the Bibliography have more fulsome descriptions. 
The information and the resources are provided for informational purposes only and are not an 
endorsement or recommendation by ISED or the PNT Board.  
 

Interference 
Canada’s Radiocommunication Act defines harmful interference as: “an adverse effect of 
electromagnetic energy from any emission, radiation or induction that (a) endangers the use or 
functioning of a safety-related radiocommunication system, or (b) significantly degrades or 
obstructs, or repeatedly interrupts, the use or functioning of radio apparatus or radio-sensitive 
equipment.”31 GNSS receivers, similarly to other types of receivers, can be affected by both 
man-made and natural sources of interference, such as multipath, out-of-band emissions from 
other radio communication devices, jamming (see section below), etc.  
 

Jamming 
Jamming is a deliberate form of interference.32 A jamming device, or jammer, is “ a 
radiocommunication transmitter designed to interfere with, disrupt, or block 
radiocommunication signals and services. Although most jamming devices are manufactured 
for the purpose of disrupting the functioning of wireless cellular networks and low-power 
communication devices (cordless telephones and cameras, Wi-Fi networks and reception of 
GPS signals), they can also prevent communication to emergency services (9-1-1, ambulance, 
fire, police, aeronautical service, etc.).”33 Jamming can overpower a receiver, reducing its ability 
to acquire or track GNSS signals, potentially degrading or disrupting the acquisition of real-time 
GNSS-derived PNT data, over a short or prolonged duration. It is worth noting that “the 
importation, manufacturing, distribution, offering for sale, sale, possession and use of 
radiocommunication jamming devices in Canada are prohibited.”34  
 
There are a variety of public domain examples and resources that illustrate the presence of 
jamming or provide further explanation. For example: 

 GPS disrupted for maritime in Mediterranean, Red Sea – See: 
https://www.gpsworld.com/gps-disrupted-for-maritime-in-mediterranean-red-sea/  

 Man fined for the illegal use of a jammer near an airport – See: 
https://www.nj.com/news/2013/08/man_fined_32000_for_blocking_newark_airport_tr
acking_system.html  

                                                      
31 Minister of Justice, (28 July 2020), “Radiocommunication Act”. Available at: https://laws.justice.gc.ca/eng/acts/r-
2/fulltext.html, R.S.C., 1985, c. R-2, 1 
32 Heue, “GNSS Jamming and Spoofing: Hazard or Hype?” 
33 Industry Canada, (July 2011), “Jamming Devices are Prohibited in Canada: That’s the Law”. Available at: 
https://www.ic.gc.ca/eic/site/smt-gst.nsf/eng/sf10048.html.  
34 Ibid 
 

https://www.gpsworld.com/gps-disrupted-for-maritime-in-mediterranean-red-sea/
https://www.gpsworld.com/gps-disrupted-for-maritime-in-mediterranean-red-sea/
https://www.nj.com/news/2013/08/man_fined_32000_for_blocking_newark_airport_tracking_system.html
https://www.nj.com/news/2013/08/man_fined_32000_for_blocking_newark_airport_tracking_system.html
https://laws.justice.gc.ca/eng/acts/r-2/fulltext.html
https://laws.justice.gc.ca/eng/acts/r-2/fulltext.html
https://www.ic.gc.ca/eic/site/smt-gst.nsf/eng/sf10048.html
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 Criminals jam radios, phones: police – See: https://www.cbc.ca/news/canada/british-
columbia/criminals-jam-radios-phones-police-1.909553  

 South Korea’s jamming attack by North Korea – See: 
https://www.gpsworld.com/massive-gps-jamming-attack-by-north-korea/ 

 
Spoofing and Meaconing 
Spoofing "is the generation and transmission of fake GNSS signals, with the aim to lead a GNSS 
receiver astray, possibly without the GNSS receiver being aware of the attack.”35 These fake 
GNSS signals corrupt PNT functions with erroneous information. Meaconing consist of the 
rebroadcast of GNSS-signals with a delay, also resulting in erroneous PNT.36 Spoofing and 
meaconing are typically malicious threats, however a non-malicious form of meaconing seen in 
the public domain consist in the use of GPS repeaters.  
 
See below for examples of public domain material: 

 Tesla Model S and Model 3 vulnerable to GNSS spoofing attacks – See: 

https://www.gpsworld.com/tesla-model-s-and-model-3-vulnerable-to-gnss-spoofing-

attacks/  

 Ghost ships, crop circles, and soft gold: A GPS mystery in Shanghai – See: 

https://www.technologyreview.com/s/614689/ghost-ships-crop-circles-and-soft-gold-a-

gps-mystery-in-shanghai/  

 Above us only stars, Exposing GPS spoofing Russia and Syria – See: 

https://www.c4reports.org/aboveusonlystars 

 

Cyber Attacks 
GNSS receivers are often connected to networks, or the data derived from the receivers are 
used within a network and by this nature, PNT uses are vulnerable to cyber attacks. As such, 
experts are indicating that GNSS use should also be considered in the cybersecurity context.37 
There are a few public domain examples and resources that highlights cybersecurity activities 
for PNT uses/applications. For example: 

 The cybersecurity threat lurking in the GPS systems banks count on – See: 

https://www.americanbanker.com/news/the-cybersecurity-threat-lurking-in-the-gps-

systems-banks-count-on  

 Cyber Attack Disables Private Pilots, GPS Fitness Users – See: 
https://insidegnss.com/cyber-attack-disables-private-pilots-gps-fitness-users/  

 Saving Lives and Building a Better Transportation System: Carleton’s Autonomous 
Systems Research – See: https://research.carleton.ca/story/saving-lives-and-building-a-
better-transportation-system-carletons-autonomous-systems-research/ 

 

                                                      
35 Heue, “GNSS Jamming and Spoofing: Hazard or Hype?” 
36 Ibid 
37 D. A. Divis, (26 September 2018), “Security and SatNav Experts Agree: GPS Is a Cybersecurity Issue”. Available at: 
https://insidegnss.com/security-and-satnav-experts-agree-gps-is-a-cybersecurity-issue/  

https://www.cbc.ca/news/canada/british-columbia/criminals-jam-radios-phones-police-1.909553
https://www.cbc.ca/news/canada/british-columbia/criminals-jam-radios-phones-police-1.909553
https://www.gpsworld.com/massive-gps-jamming-attack-by-north-korea/
https://www.gpsworld.com/tesla-model-s-and-model-3-vulnerable-to-gnss-spoofing-attacks/
https://www.gpsworld.com/tesla-model-s-and-model-3-vulnerable-to-gnss-spoofing-attacks/
https://www.technologyreview.com/s/614689/ghost-ships-crop-circles-and-soft-gold-a-gps-mystery-in-shanghai/
https://www.technologyreview.com/s/614689/ghost-ships-crop-circles-and-soft-gold-a-gps-mystery-in-shanghai/
https://www.c4reports.org/aboveusonlystars
https://www.americanbanker.com/news/the-cybersecurity-threat-lurking-in-the-gps-systems-banks-count-on
https://www.americanbanker.com/news/the-cybersecurity-threat-lurking-in-the-gps-systems-banks-count-on
https://insidegnss.com/cyber-attack-disables-private-pilots-gps-fitness-users/
https://research.carleton.ca/story/saving-lives-and-building-a-better-transportation-system-carletons-autonomous-systems-research/
https://research.carleton.ca/story/saving-lives-and-building-a-better-transportation-system-carletons-autonomous-systems-research/
https://insidegnss.com/security-and-satnav-experts-agree-gps-is-a-cybersecurity-issue/
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Space Weather38  
GNSS is vulnerable to space weather disturbances. Space weather is a collection of physical 
processes, beginning at the Sun, that lead to disturbances in the space environment, magnetic 
field, ionosphere, and atmosphere of the Earth, and ultimately affect human activities on Earth 
and in space. Specific phenomena include solar flares, coronal holes, coronal mass ejections, 
and solar radio noise bursts. 
 
Space weather affects a wide range of critical infrastructure including satellites, GPS navigation, 
power systems, radio communication, satellite communication, magnetic surveys, compass use 
for navigation and directional drilling, and pipelines. Space weather impacts to GNSS is of 
particular importance over Canada because ionospheric disturbances are more intense in the 
high latitude regions, such as above Canada.  
 
Space weather events involve particle precipitation into the ionosphere and upper atmosphere. 
An increase in ionization causes a delay in the signal from the satellite to the receiver. This 
appears to the receiver as an increased range distance from the satellite and results in an error 
in the reported position of the GNSS receiver. Patchy ionization may cause a GNSS receiver to 
receive signals from the same satellite that have come through different parts of the 
ionosphere and, because of the differences in ionization experienced, arrive at the receiver 
with different phases. As the phases of the received signals change, they alternately add and 
subtract, producing scintillation of the received signal. This causes problems for the tracking 
circuitry in the receiver, potentially causing a loss-of-lock and a loss of position information. 
Solar radio bursts impact GNSS receivers on the dayside by impacting the tracking performance 
of the receiver causing a loss-of-lock and a loss of positioning information. 
 
See below an article on the effects on GPS receivers of a solar radio burst in December 2006. 

 Effect of intense December 2006 solar radio bursts on GPS receivers – See: 
https://doi.org/10.1029/2007SW000375  

 

GNSS Outages or Operations Errors or Failures 
Scenarios that affect the space or ground segments of GNSS, or to an attribute of the signal 
could result in GNSS outages, disruptions or erroneous PNT information. For example, an error 
in an upload from the ground segment to the GNSS satellites could lead to some of the GNSS 
satellites disseminating erroneous PNT information.  
See below for examples of public domain material: 

 Lessons to be Learned from Galileo Signal Outage – See: https://insidegnss.com/lessons-
to-be-learned-from-galileo-signal-outage/ 

 GPS Glitch Caused Outages, Fueled Arguments for Backup – See: 
https://insidegnss.com/gps-glitch-caused-outages-fueled-arguments-for-backup/  

 

  

                                                      
38 Information found in this section is from input provided by Natural Resources Canada, Lands and Minerals 
Sector.  

https://doi.org/10.1029/2007SW000375
https://insidegnss.com/lessons-to-be-learned-from-galileo-signal-outage/
https://insidegnss.com/lessons-to-be-learned-from-galileo-signal-outage/
https://insidegnss.com/gps-glitch-caused-outages-fueled-arguments-for-backup/
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Appendix C – Additional Information on Mitigation Measures 
This appendix provides a high-level overview of some of the potential mitigation measures. The 
information provided below is intended to provide a starting point to readers for further inquiry 
or examination. It is increasingly known that no one solution will meet all PNT requirements 
and a combination of PNT sources will provide the best PNT resiliency. 
 
This information and the resources are provided for informational purposes only and are not an 
endorsement or recommendation by ISED or the PNT Board. This section does not provide 
information on the performance of each mitigation measure or how the measures map to PNT 
requirements or the cost for deployment. Many of the resources listed in the Bibliography 
provide more fulsome descriptions.  
 

Resilient GNSS  
Many techniques/technologies can be implemented at the receiver or within the system to help 
detect, adapt and/or recover from threats. Please find below some examples of measures. 
Some of these measures are fairly mature while others may still be in the concept or 
development stage for civilian use. The following is not meant to be an exhaustive list and is 
reflective of the most discussed measures within the public domain. 
 

Authentication and\or Encryption of GNSS Signal 
Authentication is the concept where a receiver can validate that the GNSS signal or its message 
are authentic and comes from a trusted source. Encryption consists of using a key to create a 
signature in the message or to transform the signal or the message, entirely or in part, into a 
signal/message that requires the key to be able to read it. 39 
 
At the time of writing, there are proposals for authentication or encryption for civilian (i.e. non-
defense) use. For example: 

 Logan Scott has proposed a technique named CHIMERA, for the GPS L1C signal, New 
Chimera Signal Enhancement Could Spoof-Proof GPS Receivers – See: 
https://insidegnss.com/new-chimera-signal-enhancement-could-spoof-proof-gps-
receivers/.  

 the European GNSS Agency (GSA)’s is proposing to provide Navigation Message 
Authentication (OS-NMA) on Galileo’s Open Service – See: 
https://www.gsa.europa.eu/galileo/services 

 Galileo`s High Accuracy Service (HAS) is also expected to provide an authentication 
feature – See: 
https://gssc.esa.int/navipedia/index.php/Galileo_High_Accuracy_Service_(HAS). 

 
On the defense side, GPS provides encrypted signals for military use and Galileo Public 
Regulated Service (PRS) provides encrypted signals to government-authorized users for critical 
applications and military purposes. For more information on PRS: 

                                                      
39 Inside GNSS, (1 January 2018), “What is navigation message authentication?”. Available at: 
https://insidegnss.com/what-is-navigation-message-authentication/.  

https://insidegnss.com/new-chimera-signal-enhancement-could-spoof-proof-gps-receivers/
https://insidegnss.com/new-chimera-signal-enhancement-could-spoof-proof-gps-receivers/
https://www.gsa.europa.eu/galileo/services
https://gssc.esa.int/navipedia/index.php/Galileo_High_Accuracy_Service_(HAS)
https://insidegnss.com/what-is-navigation-message-authentication/
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 Galileo Public Regulated Service (PRS) – See: 
https://gssc.esa.int/navipedia/index.php/Galileo_Public_Regulated_Service_(PRS). 

 

Multi-GNSS Receivers  
Public domain material indicate that there are benefits associated with the use of multi-GNSS 
receivers - even more so when the receiver can also track multiple frequencies. Among others, 
the ability to track many constellations reduce the dependence on one GNSS and its associated 
infrastructure. These receivers may also be less vulnerable to some types of interference, 
jamming, spoofing and space weather events.40,41,42 
 

Anomaly detection/monitoring  
Receivers can incorporate algorithms that monitor GNSS information and detect when the 
information is inconsistent with what is expected (estimated). This information can possibly 
indicate the presence of jamming or spoofing. Interest in spoofing detection techniques is 
growing, given the increased prevalence and sophistication of such threats. Industry is currently 
researching a variety of techniques to detect spoofing. As documented by Psiaki and 
Humphreys,43 consideration is being given to monitoring the GNSS signal such as the carrier 
phase, time of arrival, change or inconsistencies in PNT data, etc.  
 
Monitoring and alerting activities can also be extended to consider natural hazards such as the 
effects of the ionosphere and space weather or to improve awareness of disruptions to GNSS 
service. This kind of monitoring can assist the user to decide on the integrity of their PNT data. 
For example: 

 The Canadian Space Weather Forecast Centre provides short term and long-term space 
weather forecasts, geomagnetic and geoelectric field and information on the effects on 
technology – See: https://www.spaceweather.gc.ca/index-en.php  

 A new 24/7 service has been launched to provide real-time and worldwide space 
weather updates for commercial and general aviation – See: 
https://www.icao.int/Newsroom/Pages/New-global-aviation-space-weather-network-
launched.aspx  

 Many GNSS and GNSS augmentation system providers have procedures in place to 
provide information on the operational status of the satellites, planned service 
disruptions or user advisories.  
 

                                                      
40John A Volpe National Transportation Systems Center, (August 2016), “GPS Dependencies in the Transportation 
Sector An Inventory of Global Positioning System Dependencies in the Transportation Sector, Best Practices for 
Improved Robustness of GPS Devices, and Potential Alternative Solutions for Positioning, Navigation and Timing”. 
Available at: https://rosap.ntl.bts.gov/view/dot/12386, 35-38 
41 Government Office for Science, “Satellite-derived Time and Position: A Study of Critical Dependencies”, 70  
42 D. Jewell, (11 May 2016), “In defense of PNT: Multi-GNSS to the rescue,”. Available at: 
https://www.gpsworld.com/in-defense-of-pnt-multi-gnss-to-the-rescue/  
43 M. L. Psiaki and T. E. Humphreys, (June 2016), "GNSS Spoofing and Detection". in Proceedings of the IEEE, vol. 
104, no. 6, pp. 1258-1270, doi: 10.1109/JPROC.2016.2526658. Available at: 
https://rnl.ae.utexas.edu/images/stories/files/papers/gnss_spoofing_detection.pdf. 
 

https://gssc.esa.int/navipedia/index.php/Galileo_Public_Regulated_Service_(PRS)
https://www.spaceweather.gc.ca/index-en.php
https://www.icao.int/Newsroom/Pages/New-global-aviation-space-weather-network-launched.aspx
https://www.icao.int/Newsroom/Pages/New-global-aviation-space-weather-network-launched.aspx
https://rosap.ntl.bts.gov/view/dot/12386
https://www.gpsworld.com/in-defense-of-pnt-multi-gnss-to-the-rescue/
https://rnl.ae.utexas.edu/images/stories/files/papers/gnss_spoofing_detection.pdf
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Antenna  
“The GPS signal’s low power makes detection challenging, and increases its vulnerability to 
interference, whether through intentional jamming, ionospheric disturbances, or unintentional 
signals from adjacent frequency bands. Some GPS antennas must also be capable of receiving 
signals in multiple frequency bands. Consequently, antenna design and selection is a critical 
element of a robust GPS receiver system”.44 For more information on antenna design, 
considerations and performance. See: 

 Antennas – See: https://gssc.esa.int/navipedia//index.php/Antennas 

 Innovation: Null-steering antennas – See: https://www.gpsworld.com/innovation-null-
steering-antennas/ 

 GNSS antennas RF design considerations for u-blox GNSS receivers – See: 
https://www.u-blox.com/sites/default/files/products/documents/GNSS-
Antennas_AppNote_%28UBX-15030289%29.pdf 

 

Timing Holdover  
“The use of a high-stability atomic clock provides a means of maintaining precise time in the 
event of loss of GPS. […]. The use of a highly stable clock, in addition to providing for time 
holdover, also provides a mechanism for detecting spoofing, as it functions as an independent 
source of stable time.”45  
 

GNSS Augmentation 
Augmentation consists of using additional infrastructure and/or computational techniques 
external to the GNSS to provide corrections, improve accuracy, check for consistency, and/or 
provide warnings of errors or failures.46,47 For example, Natural Resources Canada (Canadian 
Geodetic Survey) monitors GNSS signals and provides precise positioning services to Canadian 
industry, government and geoscience. See:  

 The Canadian Geodetic Survey – See: https://www.nrcan.gc.ca/maps-tools-
publications/tools/geodetic-reference-systems/canadian-spatial-reference-system-
csrs/9052  

 

Alternative or complementary sources of PNT 
Some are encouraging GNSS users to vary their sources of PNT to decrease the dependence to 
GNSS-based PNT and become more resilient to GNSS disruptions. Alternative or complementary 
sources of PNT are also viewed by some as a means to operate in GNSS-denied environments. 
The following highlights some of the activities focused on alternative or complementary sources 
of PNT: 

                                                      
44 John A Volpe National Transportation Systems Center, “GPS Dependencies in the Transportation Sector”, 32 
45 Alliance for Telecommunications Industry, (7 September 2017), “ATIS-0900005, GPS Vulnerability”. Available at: 
https://access.atis.org/apps/group_public/download.php/36304/ATIS-0900005.pdf, 15.  
46 European Space Agency Navipedia, (26 July 2018), “GNSS Augmentation “. Available at: 
https://gssc.esa.int/navipedia/index.php/GNSS_Augmentation.  
47 Government Office for Science, “Satellite-derived Time and Position: A Study of Critical Dependencies”, 18 
 

https://gssc.esa.int/navipedia/index.php/Antennas
https://www.gpsworld.com/innovation-null-steering-antennas/
https://www.gpsworld.com/innovation-null-steering-antennas/
https://www.u-blox.com/sites/default/files/products/documents/GNSS-Antennas_AppNote_%28UBX-15030289%29.pdf
https://www.u-blox.com/sites/default/files/products/documents/GNSS-Antennas_AppNote_%28UBX-15030289%29.pdf
https://www.nrcan.gc.ca/maps-tools-publications/tools/geodetic-reference-systems/canadian-spatial-reference-system-csrs/9052
https://www.nrcan.gc.ca/maps-tools-publications/tools/geodetic-reference-systems/canadian-spatial-reference-system-csrs/9052
https://www.nrcan.gc.ca/maps-tools-publications/tools/geodetic-reference-systems/canadian-spatial-reference-system-csrs/9052
https://access.atis.org/apps/group_public/download.php/36304/ATIS-0900005.pdf
https://gssc.esa.int/navipedia/index.php/GNSS_Augmentation
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 The European Commission published in 2019 a European radio navigation plan (ERNP), 
highlighting that critical applications should not solely rely on GNSS – See: 
https://ec.europa.eu/docsroom/documents/33024. 

 In 2019, the European Space Agency (ESA) opened a call to foster innovative PNT 
technology, both space-based and non space-based – See: 
https://navisp.esa.int/opportunity/details/8/show  

 NLA International Limited on behalf of ESA published the MarRINav – Maritime 
Resilience and Integrity in Navigation report, presenting the conclusions of their 
research on the resilience and integrity of maritime PNT requirements in the UK – See 
the report here: https://marrinav.com/marrinav-reports/ 

 China presented a multi-source PNT system plan to augment its BeiDou GNSS 
constellation – See: https://www.gpsworld.com/china-leads-world-with-plan-for-
comprehensive-pnt/ 

 In the U.S., the National Timing Resilience and Security Act of 2018 instructed the 
Department of Transportation (DoT) to establish an alternative timing system to GPS. 
The 2018 National Defense Authorization Act (NDAA), section 1606, instructed the 
Department of Transportation (DoT), the Department of Homeland Security and the 
Department of Defense to conduct a demonstration of complementary PNT 
technologies to GPS. In March 2020, the Department of Transport (DoT) held the 
demonstration with 11 participating companies – See: 

o https://www.congress.gov/115/plaws/publ282/PLAW-115publ282.pdf 
o https://www.transportation.gov/pnt/gps-backupcomplementary-pnt-

demonstration  

 In April 2020, the Department of Homeland Security published the Report on 
Positioning, Navigation, and Timing (PNT) Backup and Complementary Capabilities to 
the Global Positioning System (GPS), which present recommendations to increase the 
PNT resilience of U.S. CI to GNSS disruptions – See: 
https://www.cisa.gov/sites/default/files/publications/report-on-pnt-backup-
complementary-capabilities-to-gps_508.pdf  

 In Canada, “the Canadian Coast Guard is currently carrying a broad review of technical 
and operational requirements for an adequate non-GNSS alternative to provide PNT 
information in the event of GNSS disruptions in order to ensure safe navigation, North 
and South of 60 degrees.”48 
 

Timing Specific Solutions 
Many PNT applications rely upon GNSS for highly accurate time synchronization. Increasingly, 
highly accurate, precise and/or traceable time will be required for emerging applications such 
as connected and automated vehicles, 5G and Internet of Things technologies. Timing is also 
critical for many critical infrastructure sectors. In light of this, efforts are underway to improve 
timing resiliency. For example:  

                                                      
48 C. Huot, A. Châteauvert, J. Delisle, (September 2018), "Study for a Resilient Position, Navigation and Timing (PNT) 
Backup Solution in Canada", Proceedings of the 31st International Technical Meeting of the Satellite Division of The 
Institute of Navigation (ION GNSS+ 2018), Miami, Florida, pp. 1806-1816. Available at:  
https://doi.org/10.33012/2018.15945.  

https://ec.europa.eu/docsroom/documents/33024
https://navisp.esa.int/opportunity/details/8/show
https://marrinav.com/marrinav-reports/
https://www.gpsworld.com/china-leads-world-with-plan-for-comprehensive-pnt/
https://www.gpsworld.com/china-leads-world-with-plan-for-comprehensive-pnt/
https://www.congress.gov/115/plaws/publ282/PLAW-115publ282.pdf
https://www.transportation.gov/pnt/gps-backupcomplementary-pnt-demonstration
https://www.transportation.gov/pnt/gps-backupcomplementary-pnt-demonstration
https://www.cisa.gov/sites/default/files/publications/report-on-pnt-backup-complementary-capabilities-to-gps_508.pdf
https://www.cisa.gov/sites/default/files/publications/report-on-pnt-backup-complementary-capabilities-to-gps_508.pdf
https://doi.org/10.33012/2018.15945
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 The UK announced in February 2020, a National Timing Centre to improve UK’s timing 
resilience against GNSS disruptions – See: 
https://www.gov.uk/government/news/worlds-first-timing-centre-to-protect-uk-from-
risk-of-satellite-failure 

 The U.S. Department of Homeland Security also published Best Practices for Improved 
Robustness of Time and Frequency Sources in Fixed Locations – See: 
https://www.dhs.gov/publication/best-practices-improved-robustness-time-and-
frequency-sources-fixed-locations 

 The Alliance for Telecommunications Industry Solutions (ATIS) in 2017, issued an 
assessment of the impact of GPS vulnerabilities to the telecommunication sector, 
including mitigation recommendations for timing – See: 
https://access.atis.org/apps/group_public/download.php/36304/ATIS-0900005.pdf 

 
There are several alternative or complementary timing solutions that would help improve 
timing resilience. Examples of those include monitoring timing sources from multiple GNSS 
systems, time dissemination through fiber, from a non-GNSS constellation, or other 
dissemination means, and/or the use of a time protocol for synchronization (such as PTP or 
NTP).  
 
In Canada, the National Research Council (NRC) is responsible for maintaining and 
disseminating official time. In this regard, NRC provides various time-related services including 
Network Time Protocol (NTP) services, a remote time system and other remote services.  For 
more information on the NRC TimeLinkTM Timing Services, please visit:  

 Frequency and time calibration services – See: https://nrc.canada.ca/en/certifications-
evaluations-standards/instrument-calibration-services/frequency-time-calibration-
services  

 

Space-based Solutions 
Space-based solutions share similar vulnerabilities to GNSS. However, other space-based 
solutions, such as satellite constellations orbiting in the Low Earth Orbit (LEO), may offer new 
opportunities for PNT capabilities. For example: 

 The Satellite Time and Location (STL) system is a commercially available PNT service 
offered in LEO – See: https://www.satellesinc.com/wp-
content/uploads/2016/06/Satelles-White-Paper-Final.pdf 

 In March 2020, a Chinese company announced that it would invest in a LEO 
constellation to provide PNT services – See: https://spacewatch.global/2020/03/chinas-
geely-announces-us326-million-satellite-investment-for-mobility-revolution-
connectivity/  

 The European Space Agency (ESA) is studying LEO-based PNT systems as a 
complementary source of PNT – See: https://navisp.esa.int/project/details/17/show 

 Navigation from LEO: Current capability and future promise – See: 
https://www.gpsworld.com/navigation-from-leo-current-capability-and-future-promise/ 

  

https://www.gov.uk/government/news/worlds-first-timing-centre-to-protect-uk-from-risk-of-satellite-failure
https://www.gov.uk/government/news/worlds-first-timing-centre-to-protect-uk-from-risk-of-satellite-failure
https://www.dhs.gov/publication/best-practices-improved-robustness-time-and-frequency-sources-fixed-locations
https://www.dhs.gov/publication/best-practices-improved-robustness-time-and-frequency-sources-fixed-locations
https://access.atis.org/apps/group_public/download.php/36304/ATIS-0900005.pdf
https://nrc.canada.ca/en/certifications-evaluations-standards/instrument-calibration-services/frequency-time-calibration-services
https://nrc.canada.ca/en/certifications-evaluations-standards/instrument-calibration-services/frequency-time-calibration-services
https://nrc.canada.ca/en/certifications-evaluations-standards/instrument-calibration-services/frequency-time-calibration-services
https://www.satellesinc.com/wp-content/uploads/2016/06/Satelles-White-Paper-Final.pdf
https://www.satellesinc.com/wp-content/uploads/2016/06/Satelles-White-Paper-Final.pdf
https://spacewatch.global/2020/03/chinas-geely-announces-us326-million-satellite-investment-for-mobility-revolution-connectivity/
https://spacewatch.global/2020/03/chinas-geely-announces-us326-million-satellite-investment-for-mobility-revolution-connectivity/
https://spacewatch.global/2020/03/chinas-geely-announces-us326-million-satellite-investment-for-mobility-revolution-connectivity/
https://navisp.esa.int/project/details/17/show
https://www.gpsworld.com/navigation-from-leo-current-capability-and-future-promise/
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Terrestrial-based PNT Systems  
Terrestrial-based PNT systems use ground networks to provide PNT information. They are 
considered by many to be a promising solution as an alternative/complementary source of PNT 
to GNSS. The use of eLoran as a back up to GNSS has received renewed interest in recent years. 
Russia and China currently operate a Loran network to reduce reliance on GNSS, and others are 
actively testing eLoran networks. Related to eLoran activities and opportunities, see: 

 South Korea installed an eLoran testbed to measure the performance of eLoran – See: 
https://www.gpsworld.com/ursanav-installs-eloran-testbed-in-south-korea/ 

 In 2016, the U.S. Department of Homeland Security (DHS) performed a demonstration 
of “eLoran for precision timing of financial transactions” – See: 
https://www.dhs.gov/science-and-technology/news/2016/04/20/st-demonstrates-
precision-timing-technology-ny-stock-exchange 

 Innovation: Enhanced Loran – See: https://www.gpsworld.com/innovation-enhanced-
loran/ 
 

Other ground-based technologies include R-Mode, radar positioning, and LocataTM, which is a 
commercially available PNT service. See: 

 The MarRINav report provides information on several navigation technologies for 
maritime navigation – See: https://marrinav.com/marrinav-reports/.  

 Out of the 11 companies that participated in the U.S. Department of Transportation GPS 
back up demonstration, six demonstrated terrestrial RF solutions. For more information 
on the technology demonstrations – See: https://www.transportation.gov/pnt/gps-
backup-and-complementary-pnt-demonstration-us-dot 

 

Signals of Opportunity 
“Signal of Opportunity positioning consists of using non-GNSS signals (AM/FM radio, cellular, 
digital television, Bluetooth, Wi-Fi, etc.) to complement GNSS and INS.”49  See:   

 Signals of Opportunity Aided Inertial Navigation – See: 
https://doi.org/10.33012/2016.14652  

 Signals of opportunity: Holy Grail or a waste of time? – See: 
https://www.gpsworld.com/signals-of-opportunity-holy-grail-or-a-waste-of-time/ 

  UAV Navigation using Signals of Opportunity in Urban Environments: A Review – See: 
https://www.sciencedirect.com/science/article/pii/S1876610217301868 

 

Other Navigation Methods (e.g. on-board systems, legacy systems) 
Other navigation methods are already being used in many sectors or are being explored. For 
example, on-board systems such as Inertial Navigation Systems (INS) can be used for 
navigational purposes. The integration of multi-sensors (sensor fusions) is being explored for 
applications, such as for Connected and Automated Vehicles (CAV). Research and development 
of new PNT technologies such as MEMS-based Inertial Measurement Unit (IMU) and quantum 
technologies are also being explored. Legacy systems may also be considered adequate 

                                                      
49 European Global Navigation Satellite Systems Agency, (2018), “GNSS User Technology Report”, Issue 2. Available 
at: https://www.gsa.europa.eu/european-gnss/gnss-market/gnss-user-technology-report, 23.  

https://www.gpsworld.com/ursanav-installs-eloran-testbed-in-south-korea/
https://www.dhs.gov/science-and-technology/news/2016/04/20/st-demonstrates-precision-timing-technology-ny-stock-exchange
https://www.dhs.gov/science-and-technology/news/2016/04/20/st-demonstrates-precision-timing-technology-ny-stock-exchange
https://www.gpsworld.com/innovation-enhanced-loran/
https://www.gpsworld.com/innovation-enhanced-loran/
https://marrinav.com/marrinav-reports/
https://www.transportation.gov/pnt/gps-backup-and-complementary-pnt-demonstration-us-dot
https://www.transportation.gov/pnt/gps-backup-and-complementary-pnt-demonstration-us-dot
https://doi.org/10.33012/2016.14652
https://www.gpsworld.com/signals-of-opportunity-holy-grail-or-a-waste-of-time/
https://www.sciencedirect.com/science/article/pii/S1876610217301868
https://www.gsa.europa.eu/european-gnss/gnss-market/gnss-user-technology-report
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backups. To be effective in a situation, continued maintenance and procedures to retain 
operational knowledge is required.  See:   

 Saving Lives and Building a Better Transportation System: Carleton’s Autonomous 
Systems Research – See: https://research.carleton.ca/story/saving-lives-and-building-a-
better-transportation-system-carletons-autonomous-systems-research/ 

 Emerging Inertial Technologies Studied in May 6 Webinar – See: 
https://insidegnss.com/183298-2/ 

 Quantum technology to ensure resilient maritime navigation – See: 
https://www.birmingham.ac.uk/news/latest/2020/06/quantum-technology-to-ensure-
resilient-maritime-navigation.aspx 

 

Non-technical Strategies  
Non-technical mitigation measures could take the form of legislation, policy, a plan, standard, 

regulation, best practice, guides, etc. From a PNT perspective, these tools could be used to 

identify objectives and intentions with respect to the use of PNT, guide decisions in the 

purchase of PNT equipment, inform on the approach for awareness campaigns, outline rules or 

ensure compliance to specific requirements for safety reasons. For example:  

 On February 12, 2020, President Trump signed an Executive Order on Strengthening 
National Resilience through Responsible Use of Positioning, Navigation, and Timing 
Services – See: https://www.whitehouse.gov/presidential-actions/executive-order-
strengthening-national-resilience-responsible-use-positioning-navigation-timing-
services/ 

 The U.S. Space-Based Position, Navigation, and Timing Policy was established in 
December 2004 (NSPD-39), providing “guidance and implementation actions for space-
based PNT programs, augmentations, and activities for U.S. national and homeland 
security, civil, scientific and commercial purposes” – See: 
https://www.gps.gov/policy/docs/2004/ 

 In Canada, in cases where Industry Canada’s spectrum requirements are not being met 
through voluntary compliance, an administrative monetary penalty (AMP) may be 
imposed. AMPs are financial penalties that encourage compliance with regulatory 
requirements, such as those established by Industry Canada relating to spectrum 
management and wireless services in Canada. AMPs allow for a measured, 
proportionate response to a wide range of violations under the Radiocommunication 
Act – See: https://www.ic.gc.ca/eic/site/smt-gst.nsf/eng/sf10972.html  

 Both industry and governments are considering how best to develop standards or test 
procedures for the GNSS context. For example, a European Union Horizon 2020 project 
called STRIKE3 project aimed to develop international standards in the area of GNSS 
threat reporting and GNSS receiver testing – See: http://www.gnss-strike3.eu/  

 The U.S. Cybersecurity & Infrastructure Security Agency (CISA) published a number of 
PNT resources including best practices, fact sheets, and guidance – See: 
https://www.cisa.gov/pnt  

 The 2016 GPS Dependencies in the Transportation Sector report from the John A Volpe 
National Transportation Systems Center also provides best practices for to increase 
GNSS devices robustness – See: https://rosap.ntl.bts.gov/view/dot/12386   

https://research.carleton.ca/story/saving-lives-and-building-a-better-transportation-system-carletons-autonomous-systems-research/
https://research.carleton.ca/story/saving-lives-and-building-a-better-transportation-system-carletons-autonomous-systems-research/
https://insidegnss.com/183298-2/
https://www.birmingham.ac.uk/news/latest/2020/06/quantum-technology-to-ensure-resilient-maritime-navigation.aspx
https://www.birmingham.ac.uk/news/latest/2020/06/quantum-technology-to-ensure-resilient-maritime-navigation.aspx
https://www.whitehouse.gov/presidential-actions/executive-order-strengthening-national-resilience-responsible-use-positioning-navigation-timing-services/
https://www.whitehouse.gov/presidential-actions/executive-order-strengthening-national-resilience-responsible-use-positioning-navigation-timing-services/
https://www.whitehouse.gov/presidential-actions/executive-order-strengthening-national-resilience-responsible-use-positioning-navigation-timing-services/
https://www.gps.gov/policy/docs/2004/
https://www.ic.gc.ca/eic/site/smt-gst.nsf/eng/sf10972.html
http://www.gnss-strike3.eu/
https://www.cisa.gov/pnt
https://rosap.ntl.bts.gov/view/dot/12386
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Appendix D – Quick Reference Guide - RARMA tool 
A Risk Assessment and Risk Mitigation Assessment (RARMA) tool was created to provide a 
standardized method to represent an assessment of the risks associated with existing and/or 
future critical PNT uses. The tool also facilitates an assessment of the risk when mitigation 
measures are considered. This tool generates a risk matrix to enable user input and facilitate 
the representation of the data. This document provides step-by-step guidance to complete the 
assessment using the RARMA Tool. 
 
The RARMA Tool uses MS Excel. There are four sheets within the tool:  
 

Introduction Describes the RARMA Tool sheets. 
 

Definitions Provides the definitions for the risk model and risk analysis guidelines. 
 

Reference Guide  
 

Provides step-by-step guidance to complete the assessment using the 
RARMA Tool 
 

Identify User inputs the required information to set-up the risk analysis, e.g. PNT 
uses, GNSS threats and mitigation measures to be assessed. This sheet is 
used to generate the risk matrix in the Analyze sheet. 
 

Analyze Used to complete the risk assessment and risk mitigation assessment. The 
assessment is represented as a risk matrix. 
 

Comments User inputs assumptions and comments relevant to their assessment.  

 
At any given time, users can decide to save the assessment and come back to it. It is not 
necessary to complete the assessment all at once. 
 
 
Step 1: Identify your critical PNT use (Identify sheet) 

 In column B, using descriptive text, type the critical PNT use(s) for the risk assessment. List 
as many as you wish, considering both existing and future uses of PNT.  

 In column C, for each PNT use, use the drop-down menu to select the associated PNT 
category.PNT categories are used for data analytics purpose and will not be reflected in the 
Risk Matrix (Analyze sheet). 

 
 
Step 2: Identify the threats to your PNT use (Identify sheet) 

 In column E, starting at row 13, add any additional threats you wish to consider. You may 
include additional information/comments on these threats in the “General Comments” 
section of the “Comments” sheet (cell B7). 
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Step 3: Identify the risk mitigation measures (Identify sheet) 

 In column I, cells I6 to I20, select the mitigation measures you wish to consider. When 
assessing a category of mitigation measures, you may have the option to assess the overall 
category (General), a specific mitigation measure within that category or any other 
mitigation measure within that category.  

 In column G starting at row 21, add any additional mitigation measures you wish to 
consider. You may include additional information/comments on these measures in the 
“General Comments” section of the “Comments” sheet (cell B7). 
 

Additional administrative information required: 

 From the drop-down menu in cell K5, select your CI Sector or PNTB.  

 In cell L5, type the name of your organization. 
 
The inputs will generate a risk matrix in the “Analyze” sheet. Note that the “No Mitigation” 
portion of the matrix is automatically generated (no user input required). 
 

 Click on the hyperlink “Click here to assess the risk” to begin the assessment. Alternatively, 
select the “Analyze” sheet to begin the assessment. 

 
 

Step 4: Analyze your risk (Analyze sheet) 

 Starting in cell D8, for each PNT uses, assess the risk of each threat when no mitigation is 
present. Choose a score between 1 to 3 for each risk variable (i.e. Threat Likelihood, 
Vulnerability and Impact). The cells will only accept numerical values between 1,2 and 3. No 
other value will be accepted by the tool. 

 Repeat this process for each threat in the presence of the selected mitigation measures. 

 The risk scores will be generated automatically. Do not input data into the risk score cells. If 
a given combination of PNT use, threat, and mitigation is not applicable to your operations, 
that assessment may be left blank. 

 Add comments and assumptions for each risk score, by clicking on the Comments hyperlink 
next to the risk score. To return to the “Analyze” sheet, select the “Analyze” sheet or click 
on the hyperlink “Click here to return to the assessment”.  
 

Additional feature 
Interacting with the checkbox in cell C6 will turn on/off the colour scheme of the risk matrix. 
 

Step 5: Evaluate your results and provide comments (Analyze and Comments sheet) 

 Review your results and compare the risk score(s) with and without mitigation measures.  

 Insert any additional supporting comments and assumptions by clicking on the Comments 
hyperlink to the right of a risk score. You may also add general comments in cell B7 of the 
“Comments” sheet.  
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Appendix E – TLP Definitions 
The following Traffic Light Protocol (TLP) definitions are from the FIRST Standards Definitions 
and Usage Guidance50. 

RED 
 

o Not for disclosure, restricted to participants only. 

o Sources may use TLP:RED when information cannot be effectively acted 
upon by additional parties, and could lead to impacts on a party's privacy, 
reputation, or operations if misused. Recipients may not share TLP:RED 
information with any parties outside of the specific exchange, meeting, or 
conversation in which it was originally disclosed. In the context of a 
meeting, for example, TLP:RED information is limited to those present at 
the meeting. In most circumstances, TLP:RED should be exchanged 
verbally or in person. 

AMBER o Limited disclosure, restricted to participants’ organizations. 

o Sources may use TLP:AMBER when information requires support to be 
effectively acted upon, yet carries risks to privacy, reputation, or 
operations if shared outside of the organizations involved. Recipients may 
only share TLP:AMBER information with members of their own 
organization, and with clients or customers who need to know the 
information to protect themselves or prevent further harm. Sources are at 
liberty to specify additional intended limits of the sharing: these must be 
adhered to. 

GREEN o Limited disclosure, restricted to the community. 

o Sources may use TLP:GREEN when information is useful for the awareness 
of all participating organizations as well as with peers within the broader 
community or sector. Recipients may share TLP:GREEN information with 
peers and partner organizations within their sector or community, but not 
via publicly accessible channels. Information in this category can be 
circulated widely within a particular community. TLP:GREEN information 
may not released outside of the community. 

WHITE o Disclosure is not limited. 

o Sources may use TLP:WHITE when information carries minimal or no 
foreseeable risk of misuse, in accordance with applicable rules and 
procedures for public release. Subject to standard copyright rules, 
TLP:WHITE information may be distributed without restriction. 

  

                                                      
50 FIRST, “TRAFFIC LIGHT PROTOCOL (TLP), FIRST Standards Definitions and Usage Guidance — Version 1.0”. 
Available at: https://www.first.org/tlp/  

https://www.first.org/tlp/
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Appendix F – Glossary 
The following terminology is from the DHS Risk Lexicon51 unless otherwise specified. 

Critical PNT 

uses 

Uses whose compromise in terms of accuracy, availability, continuity, or 

integrity would result in a high degree of injury to the safety of life or economic 

well-being of Canadians  

[SOURCE: Public Safety Canada, Emergency Management Planning Guide 2010-

2020, 60] 

Impact Consequence or the effect of an event, incident, or occurrence. 

Likelihood The chance of something happening, whether defined, measured or determined 
objectively or subjectively, qualitatively or quantitatively, and described using 
general terms or mathematically (such as a probability or a frequency over a 
given time period). 

[SOURCE: International Organization for Standardization, Standard IEC 31010 – 
Risk Management – Risk assessment techniques, 9] 

Mitigation Ongoing and sustained action to reduce the probability of, or lessen the impact 

of, an adverse incident. 

Resilience Capacity of a system, community or society potentially exposed to hazards to 

adapt, by resisting or changing in order to reach and maintain an acceptable 

level of functioning and structure. 

[SOURCE: Public Safety Canada, An Emergency Management Framework for 

Canada - Third Edition, 12] 

Risk Potential for an unwanted outcome resulting from an incident, event, or 

occurrence, as determined by its likelihood and the associated consequences. 

Risk 

Assessment 

Product or process which collects information and assigns values to risks for the 

purpose of informing priorities, developing or comparing courses of action, and 

informing decision making 

Risk 

Management 

Systematically setting the best course of action under uncertainty by identifying, 

assessing, understanding, acting on and communicating risk issues.  

[SOURCE: Treasury Board of Canada Secretariat, Guide to Integrated Risk 

Management] 

Threat Natural or man-made occurrence, individual, entity, or action that has or 

indicates the potential to harm life, information, operations, the environment, 

and/or property. 

Vulnerability Physical feature or operational attribute that renders an entity, asset, system, 

network, or geographic area open to exploitation or susceptible to a given 

hazard. 

 

                                                      
51 U.S. Department of Homeland Security, “DHS Risk Lexicon”, 10-38 
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