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THE EDITOR'S DESK

The Editor's Desk

W

elcome to this longer than planned edition of
American Intelligence Journal, which delves into
the always complex, sometimes convoluted,
occasionally mystical world of “Denial and Deception.” This
one has been in the works for some time, delayed in part
while waiting for release authority for a couple of items and
in part by looking for the best possible sampling of articles
covering the multifaceted terrain of this subject, which
resulted in reprinting/updating a few pieces from a special
edition of the now-defunct Defense Intelligence Journal
(later renamed National Intelligence Journal) a decade ago.
We thought it was high time to take a fresh look at D&D;
little did we know when we started this journey that some
decisions would be taken in the interim by senior
government officials which would alter the educational
underpinnings of D&D, and not necessarily for the better in
this editor’s humble opinion. There will be more on that
later, especially in the article by Dr. Jim Bruce of the RAND
Corporation and formerly of the Foreign Denial and
Deception Committee (FDDC) under the Director of National
Intelligence and the National Intelligence Council (NIC).

November 2014, a symposium titled “Foreign Denial and
Deception in the 21st Century: An Evolution of Technology
and Surprise” was held at DIA sponsored by the National
Intelligence Manager-National Intelligence Officer for Space
and Technical Intelligence (NIM-NIO/S&T) in concert with
the FDDC. Not solely for D&D practitioners, this one-day
symposium was a forum for all analysts, collectors, and
managers involved in providing timely and accurate
intelligence and interested in how D&D analysis can
contribute. It also highlighted post-9/11 D&D
advancements and associated challenges along with the
criticality of D&D as part of an integrative analytic approach
(“New Paradigms in Intelligence Analysis” was the theme of
the last volume of AIJ published earlier this year). More
recently, in January 2016, a workshop titled “Strategic
Messaging and National Policy in a Hyper-Connected
World” was sponsored by the FDDC under the NIC. The
event offered insights into the challenges of running
successful strategic messaging campaigns in the 21st century
and laid a foundation for how U.S. competitors—state and
non-state—are approaching this challenge.

Regular citizens are affected by deception and often don’t
even realize it. Commercial advertising and messaging take
advantage of such mind games. An avid football fan, I was
struck by a column recently penned by sports journalist
Sally Jenkins in The Washington Post about legendary
Denver Broncos quarterback Peyton Manning; the title was
“Manning’s mind, not his arm, is what will matter.” Sally
astutely observes, “He’s got everybody as confused as a
defensive line trying to read his gestures at the line of
scrimmage. Don’t be distracted by it. Manning’s real status
is this: He’s capable. After four surgeries on his zipperscarred neck atop those slack shoulders, he may not drive
the ball the way he used to, no. But he’s got timing, and
recognition, and disguise… Manning is the lord of
deception, whatever else he was or is. He will endure as the
most guileful and cerebral man ever to play the position.” In
other words, Manning defeated his opponents not with his
physical attributes but with his mental and psychological
ones. D&D does much the same for military operations; it’s
a combat multiplier. It’s brain over brawn that wins most
battles, and sometimes entire wars.
Some of you AIJ readers may have taken D&D courses
during your careers in the military or in the Intelligence
Community. There have been a number of special events
examining the role of D&D in intelligence. For example, in
American Intelligence Journal
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THE EDITOR'S DESK
Because D&D is not exactly my area of expertise, I enlisted
the assistance of the erudite David Moore to serve as my
co-editor for this special edition of AIJ. David is a longtime
contributor to the Journal, a training specialist at NSA with
a handful of rotational assignments to other IC agencies
under his belt, and the author of a couple of the D&D pieces
in these pages. I am delighted to have David as a major
contributor to this issue. He worked very hard in reviewing
all the articles to ensure they were up to his high standards
of fastidious research and academic rigor. I also want to
salute William Parquette of ODNI. Bill was the longtime
head of the NIU D&D team and it was his idea to produce
this special edition of AIJ in the first place.
Other than the feature articles, and one book review, that
deal specifically with D&D, as usual this issue offers several
other outstanding articles and reviews that do not follow
that theme (in an effort to “deceive” you, the reader!). Due
to an already hefty volume, not to mention this column
itself, I will not detail them here but instead let the reader
leaf through the pages at his or her leisure. I will, however,
announce the themes of our next three iterations of AIJ and
solicit contributions:
Vol. 33, No. 1, 2016 – “Intelligence Ethics and Leadership”
(already closed out and undergoing final copyediting unless someone has a theme- related piece
that can be submitted “camera-ready” immediately)

Vol. 33, No. 2, 2016 – “Intelligence in Peace and War”
(submissions due by end of October 2016)
Vol. 34, No. 1, 2017 – “The Cyber Threat: The Future of
Intelligence in a Wired World”
(submissions due by end of April 2017)
Please contact me at aijeditor@nmia.org or call me at (202)
231-8462 and share your ideas for a possible article, book
review, or how to improve this publication. It belongs to all
of you, the members of NMIA, and I’m delighted that many
non-members submit articles too. I also have a stack of new
books awaiting worthy reviewers. Send me a query along
with your area of interest and I’ll tell you what’s available. If
you produce an acceptable review of one of the books, you
may keep it as a token of our gratitude. Reviews of books
you bring to the table are welcomed too. Just let me know in
advance which work you would like to assess; if it has been
recently published and is related to intelligence or national
security it will likely make the cut. For those who prefer to
critique 2-3 related books at the same time, we have the
“review essay” option, which allows you to pen a longer
piece. We are totally flexible in adopting your ideas and
suggestions; please just inform me far enough in advance
that we can make it fit our format and layout. Hope you’re
having a healthy and productive 2016!
Bill Spracher, Editor

IN MEMORIAM
NMIA is saddened by the loss of a longtime distinguished
member of its Board of Directors. Lt Gen (USAF) Lincoln D.
Faurer passed away on November 7, 2014, at the age of 86.
“Linc” will be remembered by many as the Director of NSA from
1981 until his retirement in 1985. He also held leadership
positions in DIA, to include Deputy Director for Intelligence and
Vice Director for Production. His joint intelligence credentials
featured tours as Director J2 for both SOUTHCOM and
EUCOM. He was commissioned in the Air Force in 1950 with
a bachelor’s degree from West Point, earned master’s degrees
from Rensselaer Polytechnic Institute and George Washington
University, and was a graduate of the National War College. In
addition to his service to NMIA, Lt Gen Faurer was a former
Chairman of both the Association of Former Intelligence Officers
(AFIO) and the National Cryptologic Museum Foundation. He
will be sorely missed.
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A Short Primer on Deception and
What to Do About It
by David T. Moore

Little Red Riding Hood and the Wolf by English artist and book illustrator Walter Crane (1845-1915). The
story of the same name is a classic tale of deception dating back to (at least) the 10th century. In most tellings
a young woman – sometimes also known as Red Cap – is deceived by a wolf disguised as her grandmother.
The tale generally ends badly for the young woman. Sources: Wikimedia, URL: <http://commons.wikimedia.org/
wiki /File: Walter_Crane26.jpg#>, accessed 23 July 2014 and Wikipedia, URL: <www.wikipedia.org>, entry
under “Walter Crane,” accessed 23 July 2014.

W

hy are people deceived? What is it about the lie
that makes it more attractive than the truth? Why
do we often willingly allow ourselves to be

fooled?

Acts of fooling people cut across cultures and levels of
human activities ranging from children spellbound by stage
magicians, couples cheating on each other, flim-flam men
(and women) parting people from their livelihoods, to
nations misleading other nations in peace and war.

American Intelligence Journal

Deception remains a popular trope in stories and movies
where we are often enticed to solve the wrong mystery. We
are deceived by others and we are also self-deceived – as
many fairy tales remind – often with deleterious
consequences. In this article we consider first what
deception is, how it works, and how it may be countered.1
We then briefly review a case of deception and, using it as a
guide, consider countering deception in more detail.
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CONSIDERING DECEPTION

of deception is that the odds of success favor the deceiver.6
While it is true that “all deception plans are subject to
failure,” it seems that – according to Whaley – “such failures
are rare in practice.”7

What Is Deception?

How Are Deceptions Conducted?
If we would counter our adversaries’ deceptions we must
first understand how deceptions are created and conducted.
Deceivers use four general means to influence victims’
actions and beliefs. They are:

Whaley’s Self-Explanatory Taxonomy of Perception.
Deception is a form of other-induced misperception. Source:
Barton Whaley, Bibliography of Deception, 2nd edition
(Washington, DC: Foreign Denial and Deception Committee,
Office of the Director of National Intelligence, National
Intelligence Council, 2012), 2.

A

n expert on deception and stage magic, Barton
Whaley, may have said it best: “Deception is any
attempt – by words or actions – intended to distort
another person’s or group’s perception of reality. The ideal
deception makes the victim ‘certain but wrong’.”2 There are
many forms of deception which at its root is a form of
misperception as Whaley’s taxonomy reveals. Successful
deception is, according to Evan Ackerman, “dependent on
understanding how someone else (or something else) is
thinking. In other words, if you’re going to fool someone,
you have to be able to imagine how they’re going to
interpret and react to your actions.”3 One type, military
deception, aims to affect the thinking of the enemy
commander.4
Why Is Deception Used?
Deception is used because it succeeds. Turning to the
historical record we see this clearly: The effects of
successful deception are devastating to the victims even as
they are of benefit to the perpetrators. From the successful
deception of the Trojan horse to the continuing successful
deceptions of criminals to obscure their activities, there exist
over five thousand years of recorded successful instances
of adversarial deception leading to losses of virtue, fortunes,
lives, and wars.5 One lesson that emerges from this history

Vol 32, No 2

1. Fabrication – The creation of totally false or
fictitious evidence or information.
2. Manipulation – The mixing of factual and
fictitious, or exaggerated, evidence.
3. Conditioning – The repeated presentation or
transmission of signals, information, or activities to a
foreign or target intelligence service with the objective
of desensitizing its analytical elements to the point
where they no longer view them with concern or alarm.
4. Diversion – The act of drawing an adversary’s
attention away from an area, event, or activity of
importance to the perpetrator toward one(s) of lesser
importance.
Successful deceptions often rely on multiple means. The
richer the deception story the more information the victim
must peruse and the more likely he/she will do so consistent
with the desires of the deceiver. For example, the repetitive
fabrication of false information and the manipulation of true
information along with diversionary tactics (repeatedly)
prevented the Germans from successfully taking advantage
of plans “lost” by the Allies during World War II.
Successful deceptions also rely on feedback channels
because it is necessary for the deceiver to see how the
victim is reacting to the deceptive information. Additionally,
feedback reveals when the deception is complete. As with
any lie, deception cannot be maintained forever and
therefore termination is necessary. Otherwise, the victim will
discover that she or he is being deceived and thus all the
deceiver’s current efforts (and other deceptive efforts) are
for naught.

CONSIDERING DECEPTION DETECTION
What Is Deception Detection?

T

he first step in changing the odds of a successful
deception occurring is to determine whether or not it
is occurring in the first place. Essentially, deception
detection facilitates this through the identification of
incongruities in the evidence for an activity, or in the signals
to leaders to influence their actions. While the evidence that

Page 4
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a deception is occurring can be quite strong when viewed in
foresight, it also may be quite subtle.8 Once a deception is
suspected, Structured Analytic Techniques (SATs) may be
employed.

o Does the adversary have a reason for deceiving
(Motive)? In this case, does the wolf have a reason
for deceiving Red Riding Hood? In the story, the
wolf is hungry – a reasonable motive.
o Does the adversary have a chance to deceive
(Opportunity)? Yes, the wolf first ate, and now can
pose as, Red’s grandmother.
o Can the adversary successfully pull off a
deception (Means)? Given the disparities in size,
strength, etc. between the child and the wolf it is
likely the wolf will succeed.
o That Red allows herself to believe that the creature
in the bed is her grandmother (Self-Deception) also
contributes to the deception’s success.

WHY IS DECEPTION DETECTION USED?

D

etecting and countering deception are of critical
importance because deception is such an effective
tactic. Detection is the primary weapon in preventing
the success of adversarial deception and subsequent losses
arising from those successes.
As has been noted, there are many more cases of successful
deceptions occurring than successful deception detection.
From magic tricks, Ponzi schemes, and other fraud to the
misdirection of troops facing an invasion, the odds seem to
favor the deceiver. However, observations of students in
the National Intelligence University Denial and Deception
Advanced Study Program (DDASP) seemed to suggest that
people could become skilled at successfully detecting and
countering deceptions.9

Motive, Opportunity, and Means are sometimes referred to
by the acronym “MOM.”12 Self-Deception is an integral
factor in their successful employment.

•

Has the adversary conducted or attempted to
conduct deceptions in the past? If so, what were their
Past Operational Practices (“POP”)? Does what
appears to be a deception fit with their past deceptive
practices or activities? In the case of Red Riding Hood
and the wolf this is unknown.13

CONSIDERING HOW DECEPTION IS
DETECTED

However, if the answers to any of these questions are “yes,”
then further analysis is needed as a deception is probable.

How Does Seeking Incongruities Facilitate Deception
Detection?

B

Caveat:
One shortfall of deception detection is that
it may be possible to interpret any evidence
as being deceptive and therefore find
deception where such does not actually
exist. Caution, therefore, must be
exercised: conclusions that deception is
occurring must be challenged.

“

ut Granny! Why have you such a terribly large
mouth?”10 As the quote suggests, one means of
detecting a deception – here a wolf is posing as Red
Riding Hood’s grandmother – is to recognize incongruities
in the evidence about an activity, situation, or action that
may suggest a deception is occurring. In this case, such a
“terribly large mouth” (and teeth) are incongruous with
one’s grandmother.11 Something is not as it should be.
Unfortunately for Red, this realization comes too late: She
gets eaten by the wolf.
The teeth are indicators of something larger. It seems that
for every activity not directly observed there nevertheless
are indicators that it is occurring, if only we can perceive
them. In a case where a deception is occurring there are
indicators of the actual activity and also indicators of the
deception. In order to succeed, the deceiver attempts to
make the deceptive indicators appear stronger, more
appealing, likely, or otherwise explain away the true
indicators so the false ones are believed. Therefore, in order
to detect a deception we first must consider the deceiver and
ask two sets of questions:

•

Does the adversary possess the capability to
deceive?

American Intelligence Journal

The next steps often take place within a framework that looks
more deeply at how likely it is that the adversary will
conduct the deception and, should it do so, how it will go
about doing it. It also considers the vulnerability of the
target of the deception.14 Thus, one examines all the
information associated with the activity and searches for
incongruities. If they are found, this is further evidence that
a deception may be occurring. This step may not be easy as
a clever deceiver will play on the target’s preferences,
desires, or fears.
One now clusters the evidence for as many outcomes as are
identifiable without considering which are true and which are
deceptive. Content analysis of the evidence typically is
needed here. Assessing the quality of evidence also can be
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possible that explanatory clusters may instead be
alternative explanations of the phenomena; hence,
further considerations could be necessary.17
• Argument Mapping identifies the variables and
key assumptions, and how they combine to support
the analytic conclusions toward which the analysts
are moving.18
• Bayesian Analysis has been used by deception
detection experts as a means of calculating the
likelihood of a deception occurring.19
• A Key Assumptions Check identifies factors
analysts and policymakers are taking for granted
about the issue and that therefore are vulnerable to
deception.20
• A Quality of Information Check assesses the
relevant evidence and may aid in identifying
incongruities.21
• Scenarios Analyses model how a deception
campaign being waged by an adversary could play
itself out. One of the axes used is “deception” and “no
deception.” The other would be tied to the issue
itself.22
• Signposts and Indicators are a logical follow-on
to a Scenarios Analysis to identify what would be
seen if a particular scenario actually began to occur.23
• Team A/Team B develops cases for and against
the evidence under consideration being deceptive.
Similarly, the use of a Devil’s Advocate approach
challenges the conclusion that a deception is (or is
not) occurring.24
• A What-If or High Impact-Low Probability
could be conducted to prioritize the possible
consequences of a deception. “It may never happen,
but if it did it would be disastrous” is the starting point
for these techniques. The What-If specifically targets
the implications were the deception successful.25

an aid to detecting which evidence is deceptive and which is
not. Looking at each piece of evidence in order to determine
possible Manipulability of Sources (MOSES), one considers:

•
•
•
•

Is the source reliable?
Does the source have access?
How good are the source’s bona fides?
Is the source vulnerable to control or
manipulation by the deceiver (or being
controlled or manipulated)?

Additionally, one may ask:

•
•
•
•
•
•

How accurate are the sources’ reporting?
Is the whole chain of evidence available?
Does critical evidence check out?
Does evidence from one source conflict with
others?
Do other sources of information provide
corroborating evidence?
Is any absence of evidence unusual?

Answers to these questions establish the levels of trust the
analyst can reasonably hold with regard to the mass of
evidence surrounding the issue being considered.
Next, we must analyze the clusters and determine the stories
they tell. One is the ground truth. Generally, all others are
deceptions.15 Determining which are which requires
knowledge of the goals, preferences, and beliefs of the
deceiver and the victim with regard to the issue.
How Do Structured Analytic Techniques Support Deception
Detection?
Structured Analytic Techniques (SATs) are critical thinkingbased repeatable procedures that help ensure issues are
thoroughly examined. As we shall see, a number of SATs
are very useful in sorting out whether or not a deception is
occurring.16 By forcing rigorous consideration of the
evidence and how each piece relates to the others, as well as
the analyst’s assumptions about the issue and the evidence,
SATs provide a deeper analysis that may identify
incongruities and point to an associated deception. How
much rigorous scrutiny is employed depends on the issue
itself and its significance.

areful after-the-fact examinations of successful
deceptions provide lessons learned that may identify
techniques applicable in detecting and countering
future deceptions. A quintessential study of deception
involves the World War II case of Operation MINCEMEAT.

SATs useful in detecting deception include:

The Context for Operation MINCEMEAT

•

Analysis of Competing Hypotheses facilitates
the diagnosis and clustering of available evidence.
One of the clusters will be the “ground truth” while the
others likely will point to deceptions. Note it is

Vol 32, No 2

A CASE STUDY: OPERATION MINCEMEAT
– HOW MIGHT A SUCCESSFUL DECEPTION
HAVE BEEN COUNTERED?

C

In September 1942 a corpse floated ashore in Spain with
information about the planned Allied landings in North
Africa (Operation TORCH). The papers were retrieved and
turned over to the Germans, who discounted their
Page 6
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importance.26 That the documents might have been part of a
deception sometimes known as the “Lost Dispatch” or “Lost
Haversack” was considered.27 The Germans presumed the
body was planted in an attempt to deceive them.28 However,
the Germans erred and their suspicions were misplaced. The
papers were legitimate and revealed the actual landing sites.
The Allied landings into North Africa subsequently
succeeded in part because the Germans failed to position
their troops to counter them.
By late 1942 the Allies largely controlled North Africa and
were preparing to invade Europe from the south. The route
obvious to both the Germans and the Allies was to make the
short crossing from North Africa to Sicily and then into the
heel of Italy. To counter this, the Germans deployed a
strong military presence in Sicily and Italy. The challenge for
the Allies was to get the Germans to divert their troops away
from Sicily and the Italian peninsula (see map).
The British determined the best means to accomplish this
was through deception (codenamed BARCLAY).
MINCEMEAT was a component of this deception. The
British presumed that if the Germans believed the Allied
landings would bypass Sicily and Italy they would relocate
their troops away from Sicily and Italy to counter them. To
this end, a Greek “invasion” by (what was really the
notional) British Twelfth Army was planned for “the early
summer of 1943” (a fabrication).29

FUSAG positioned opposite Calais in 1944 as a precursor to
invasion (manipulation and conditioning).
The actual MINCEMEAT deception itself occurred far to the
west in Spain where once again a body floated ashore with a
dispatch case containing seemingly authentic documents.
These misdirected the Germans to Greece, the Peloponnese,
Sardinia, and Corsica instead of Sicily and Italy, which were
the true targets of the Allied invasion. Further aiding the
Allied efforts in the Mediterranean was the fact that as the
MINCEMEAT deception progressed Adolf Hitler came to
favor the Greek invasion premise – something known to the
Allies through ULTRA decrypts (feedback).
MINCEMEAT was a success, as was the larger plan,
BARCLAY. The Germans decided the corpse was who it
was purported to be and therefore the accompanying
documents by virtue of their association also were deemed
authentic. The documents added credence to the other
indicators of Allied intentions the Germans were seeing.
German troops relocated from Sicily and Italy into the
Peloponnese, Greece, Corsica, and Sardinia. The Allies did
meet resistance from the Germans as they invaded Sicily but
it was far weaker than the levels of opposition they would
have faced had MINCEMEAT and BARCLAY failed.
The Germans’ Faulty Analyses
In the case of MINCEMEAT the British deceivers attempted
to make the false signals appear stronger than the signals of
the true activity. Whaley notes it was in fact “a very high
risk proposition that invited failure and even backfire.”31
Indeed, had the MINCEMEAT deception failed it would
have led the Germans to strongly suspect “other interlocking
deceptions.”32 The entire Allied invasion of Southern
Europe might have failed. Consequently, what led the
Germans to arrive at the wrong conclusions about the Allies'
efforts? Why did they fail to see through the MINCEMEAT
deception?

Map of Europe Showing Possible Invasion Routes. The 1943
corpse came ashore at Huelva, Spain.

The Allies also wanted to convince the Germans that
additional troops would go into southern France from
Corsica and Sardinia, dividing the German forces further. To
this end it was revealed that “General Patton would attack
Sardinia and Corsica.” In addition, “heavy air bombardment
[would]…be put down to neutralise the Sicilian airfields”
(fabrication and manipulation).30 This deceptive
manipulation of the truth explained Patton’s presence. In
reality he was one of the commanders of the actual invasion
of Sicily. Subsequently the Allies conducted a similar
strategy when Patton was assigned command of the notional
American Intelligence Journal

First, the German intelligence service – also known as the
Abwehr – faced a dilemma: What to make of this latest
corpse? Compounding the situation was – as noted above –
the fact that the plans on the corpse that floated ashore the
previous year were authentic. In that case, the Abwehr had
incorrectly presumed the orders to be false. But what about
the latest plans as referenced in the letters accompanying
the corpse? In this case the Germans presumed the
documents were authentic. A desire to avoid their previous
mistaken conclusions may have contributed to this
conclusion.33 The Abwehr also made a contributing
strategic error when it assumed that Alexandria – where the
Allied troops were massing – was too far away to be a
starting point for an invasion of Sicily (see map). Ultimately
both conclusions proved false.
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The Abwehr correctly assumed that the British would never
kill a man merely to plant false documents. But what if the
person was already dead prior to being dropped in the water
to float ashore? This is what the British did and they hoped
the Germans would conclude the death was due to
drowning. However, the British made a significant error.
The real cause of death (of the corpse passed off as a Major
Martin) was actually rat poison-induced suicide.34 This
introduced a significant incongruity as phosphorous
poisoning is symptomatically different from drowning.35
Whaley argues this should have been easily provable during
the autopsy.36 Additionally, the body apparently was “in a
stage of advanced decomposition grossly inconsistent with
its alleged recent death” – also observable.37 Compounding
the acceptance of the condition of the body by the Germans
was the fact that the inquest was done by a Spanish
pathologist of questionable competence. There was, in fact,
a “top German forensic surgeon” on hand but he was never
called to actually examine the body.38
Other questions arise about the events in Spain. First, what
was the role of the top German intelligence service agent in
Spain, Major Karl-Erich Kuhlenthal, in the failure to discover
the deception? Did Kuhlenthal, who also was Jewish,
contribute to the failure by the Germans to adequately
examine the corpse and make correct sense of the incident?
McIntyre considers Kuhlenthal the “ideal target for
Operation Mincemeat: deeply gullible and trusted by his
bosses, including Himmler and Canaris… He would believe
anything he was fed, and would do whatever he could to
suck up to the boss and preserve his own skin.”39 In other
words, he was predisposed to uncritically accept and pass
on the anomalous evidence surrounding the body and its
possessions. Or, as McIntyre concludes, “Kuhlenthal was
the ideal spy to pass the information on because he was
worse than useless.”40 But was he complicit?

As has been noted, the documents in the dispatch case
pointed to an invasion into Europe through Greece, Corsica,
and Sardinia. The corroborating documents included highlevel correspondence. They added credence as their
signatories were seen as unlikely to engage in deception.
Therefore, one explanation of what happened might be that
the Germans considered that, as the correspondence was
“real,” therefore the body – despite its incongruities – must
also be authentic. By accepting the bona fides of the body
and concluding its accompanying documents were
authentic, the Germans erred.
What Could the Germans Have Done Differently?
We now counterfactually consider what the Germans might
have done to discover the deception in the case of
Operation MINCEMEAT. Some means of detecting
deception were available at the time. Indeed, some
questioning of evidentiary discrepancies did occur. Other
means – such as the structured analytic techniques cited
above and referenced below – were not available until
decades later.41 Listing their possible use here provides
potential applications for contemporary analysts faced with
discovering and detecting deception. We apply them to the
four means of deceiving someone and a means of
determining if the deception is working:

Essential Considerations
The essential consideration for the Germans was that if the
corpse was determined to be a “plant” then the documents
accompanying it were also plants. On the other hand, if the
identity of the corpse was who it was purported to be then
the documents were likely authentic.
The Germans, however, apparently missed or ignored a
number of incongruities that could have led them to rethink
their conclusions about the body and, relatedly, where the
Allies would invade. Aside from the condition of the corpse,
at a very basic level it simply did not match its
accompanying identification. For example, the photo on the
identification card accompanying the corpse had hair on its
head while the corpse itself was bald.
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1. Fabrication – The British meticulously fabricated
a false identity for the corpse. In addition to the
identification card, the wallet of the dead man contained
a letter and photo from his fiancée as well as two (real)
ticket stubs. The tickets “established” the maximum
amount of time the corpse could have been in the
water. Yet there were discrepancies here too. The
corpse was badly deteriorated but showed little
evidence of having been in the water a long time.
Further, as Whaley points out, “the theater-ticket
stubs were dated a day later than would have been
consistent with the corpse’s travel orders.”42
The discrepancies between the corpse and its identity
card as well as the condition of the body based upon
the amount of time it was believed to have been in the
water should have raised suspicions. The theater
stubs should have led to further questions. This
might have occurred had a German pathologist
examined the corpse.
2. Manipulation – The British created documents
actually signed by senior British officials whose
signatures were known to the Germans. The “legitimate
nature” of the documents provided credence to the
deception.
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There may have been no way for the Germans to have
overcome this factor of the deception. The documents
were plausible and their signatures authentic –
something the Germans could (and likely did)
determine.43 The question of whether such highlevel British and Allied officials would be wittingly
complicit in such a deception plan apparently was
never raised. This might have been a case of mirrorimaging by the Germans: Since the Germans would
never do this, it was unthinkable (they assumed) that
the Allies would do it.

from Sicily and Italy to those countries or areas. The
Germans’ initial prevailing view was that the invasion
would be through Sicily. Once Hitler came to accept
the Peloponnese option his viewpoint prevailed
despite the fact that an invasion through Sicily
probably was the easiest to justify logistically and
perhaps militarily.44
A scenarios exercise or what-if analysis could have
modeled the end states: German troops relocate to
Greece/the Peloponnese and Sardinia/Corsica, or
stay in Sicily/Italy versus deception or no deception.
Consideration of how one would further know which
outcome was occurring (e.g. Signposts and
Indicators) could have followed.

3. Conditioning – The repetition of two corpses
conveniently floating ashore where the cost of being
wrong was very high may have desensitized the
Germans to the idea that they both were deceptive.
Contributing to this was the fact that (in hindsight)
the first corpse was determined to be authentic (no
deception). Even so, the evidence that this one was
authentic was less than clear.
By linking the two events the Germans erred; had
they been considered independently and critically,
different conclusions might have been reached. Had
the autopsy results between the two corpses been
compared, the analysis might have pointed to the
incongruities with the second corpse as being more
important.

Alternative Scenarios of Relocating German Forces versus
Where the Actual Allied Invasion Occurs. Source: Author
Notional ACH of Autopsy Evidence Highlighting
Incongruities. Source: Author

To check whether or not conditioning (as well as
fabrication) was at work an Analysis of Competing
Hypotheses, or ACH, conducted on the autopsy,
evidence might have highlighted the incongruities
such that they would not have been discounted. The
evidence for the authenticity of the corpse’s identity
simply was not supported by the evidence. One
obvious conclusion therefore should have been that
the body was most likely a “plant,” and the validity
of the accompanying documents was therefore
suspect.
4. Diversion – The goal of the deception was to
draw the German High Command’s attention away
from Sicily to Greece and the Peloponnese, Sardinia,
and Corsica leading to the redeployment of troops
American Intelligence Journal

Feedback – The Allies benefited from ULTRA and other
decrypts of enciphered German communications. These
indicated how the deception was proceeding as well as what
the German High Command was thinking.45 Since the
Germans apparently were unwilling to consider that their
communications had been compromised – in part because
the Allies went to considerable lengths to reassure their
beliefs in their invulnerability – it is unlikely that there was
anything the Germans could have done to minimize the
information received through feedback.
Feedback via ENIGMA messages (and other sources) was
crucial for the success of Operation MINCEMEAT. Yet, the
Germans believed their ENIGMA encryption to be secure
despite repeated losses by forces employing it.46
Admittedly, the Allies employed measures to convince the
Germans of its invincibility.47 Nevertheless, had a low
probability, high impact, or even a key assumptions check
been performed it might have pointed to the possibility of
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Vol 32, No 2

multidisciplinary approaches to facilitate all aspects of
intelligence sensemaking. He earned a Master of Science
of Strategic Intelligence degree from the National
Intelligence University (then-JMIC) in 2002.

vulnerabilities in the encryption system. Here selfdeception on the part of the Germans contributed to the
success of an adversarial deception.
As has been noted, the deception to divert the Germans from
Sicily and Italy succeeded. Against a broad mass of
information the Germans failed to separate the true signals
from the false signals and the noise.48 It also was fortunate
for the British and the Allies that the analytic techniques
used above had not yet been developed for intelligence
work. Even so, some critical questioning of the evidence
could have led to a failure of the deception. And such
critical questioning was – at least theoretically – possible.
The German General Staff organization tasked with
establishing the authenticity of the documents was “staffed
by reserve personnel, journalists, businessmen, and bankers
with the ability to think beyond structured military ideas.”49
One can only wonder what would have occurred had the
Germans detected the deception and thwarted the Allied
invasion into the “soft underbelly of Europe.”50
There were other apparent “lost haversack ruses” during the
remainder of the Second World War. One occurred shortly
after D-Day and a second occurred during the MARKET
GARDEN operations when a glider crashed near Vught
(Netherlands).51 Both involved the loss of authentic plans.
However, the Germans discounted the finds, perhaps (in
part) a result of already having been burned twice.52
Addendum: A Second MINCEMEAT Deception
It turns out there was a second deception directly associated
with Operation MINCEMEAT that involves a book by one
of the deception planners, Ewen Montagu, OBE, and a movie
about the events. The book, The Man Who Never Was,
came out in 1953 and was a recounting of the events
themselves, written in order to prevent a potentially more
damaging publication of the story.53 Montagu claimed to
have written it over a weekend.54 The BAFTA-winning
movie was released in 1956 and included a back story of
what was going on in London during the deception effort.
McIntyre writes that the script “used the truth where
convenient and made up the rest, including an Irish spy in
Britain deployed by the Nazis to verify the identity of the
body.”55 A series of (almost comical) misinterpreted
coincidences (in the movie) made this possible. As the
ULTRA capability was still secret at the time of the film this
provided the necessary means of feedback.56 Hence, the film
recounting perhaps the greatest single deception of the
Second World War was itself a deception.
David T. Moore is a senior intelligence professional and
educator at the National Security Agency. He teaches
critical thinking and structured techniques for intelligence
sensemaking, and his research focuses on developing
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Leaks and Their Consequences:
A Guide to the Controversy Over Secrecy vs. Open Government
by Dr. Warren E. Snyder

Whoever . . . publishes . . . classified information . . .
concerning the communication intelligence activities
of the United States . . . shall be fined under this title
or imprisoned not more than ten years, or both.
-18 USC 798 (1982)

A

fundamental conflict exists in an open society
between the rights of the citizens to know about their
government’s activities and the government’s need
to maintain secrecy in order to protect its citizens from
various adversaries. Retired CIA senior executive James B.
Bruce, former Vice Chairman of the U.S. Intelligence
Community’s Foreign Denial and Deception Committee and
Deputy National Intelligence Officer for Science and
Technology, characterized this fundamental conflict as a
“democratic dilemma”

THE DAMAGE

…that characterizes the relationship between secrecy
and democracy. Unquestionably, democracies require
openness to establish and sustain accountability.
Anyone seriously interested in government
accountability understands the democratic risks
inherent in secrecy. Yet the greater openness that can
facilitate US democracy also serves its foreign
adversaries.1

I

This conflict often is manifested in leaks2 of classified
information, which are then widely disseminated. The
consequences of such leaks are often severe and
unappreciated.
In 2010 two events occurred that stirred up plenty of interest in
the Intelligence Community. In July The New York Times
reported that the FBI rounded up the biggest peacetime
espionage ring in history.3 This case had the cloak-and-dagger
fascination of seductive women, “brush passes,” and Russian
spies right out of the Cold War. Then WikiLeaks hit the world
in a big way, leaking 92,000 U.S. documents related to the
Afghanistan War and another 400,000 related to the war in
Iraq.4 These two headline stories demonstrate that foreign
adversaries may not be able to field and maintain costly
collection suites anymore, but they can still train, equip, and
sustain agents of influence in order to damage the United
States.
American Intelligence Journal

Every day intelligence analysts face unauthorized
disclosures in print and broadcast media. This environment
includes blogs, electronic publications, and other forms for
putting information “out there.” WikiLeaks, the Germanbased Internet site, has invited anonymous individuals to
share classified documents with the world. James Bruce, in
his article “Laws and Leaks of Classified Intelligence: The
Consequences of Permissive Neglect,” states that
“intelligence requires secrets.” Leaks undermine the
intelligence analyst to whom policymakers look for
professional and unbiased insights. Imagine working on a
project for six months in a closed, classified setting, only to
have your work compromised by an unauthorized disclosure,
which gets to the nation’s adversaries before it gets to your
boss in the next office or to a customer. The analyst has
become the victim of an unauthorized disclosure by
person(s) in a “breach of secrecy.”

n July 2009 then-Director of National Intelligence Dennis
Blair noted that unauthorized disclosures “allow our
adversaries to learn about, deny, counteract, and deceive
our intelligence collection methods, leading to the loss of
critical capabilities.”5 Some unauthorized disclosures have
broad ramifications, resulting in direct and serious damage to
U.S. intelligence effectiveness, national security, and foreign
relations.6 Jack Anderson’s 1971 disclosure that the U.S.
was monitoring the unencrypted radio telephones in the
Kremlin’s leaders’ cars ended the value of that collection
effort.7 The Washington Times revelation in 1998 that the
U.S. could monitor Usama Bin Laden’s location via his
satellite telephone compromised that source of intelligence
with the consequence that Bin Laden continued to operate
his Al-Qaida network for many years.8
Compromises of U.S. sources and methods in the press do
not occur in a vacuum. Rather, they add to existing
knowledge—complementing, confirming, clarifying, or
correcting present understandings, and adding new
information for adversaries of the United States. Very few
classified facts stand alone. Instead, they are all
interconnected with other information that allows others to
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I know that the members of the committee share my
conviction that timely, accurate intelligence is a critical
component of preserving our national security.
Without good intelligence, we will be unable to defeat
the terrorists who began their assault on us long
before September 11, 2001. We will fall short in our
efforts to counter the proliferation of weapons of
mass destruction; we will lack the insight we need to
deal with hostile regimes that practice artful schemes
of denial and deception to conceal their dangerous
intentions; and we will possess insufficient
understanding of an array of global phenomena that
could have consequences for our economy, our health
and environment, our allies, and our freedom
[emphasis added].11

make sense of the information they have already obtained or
surmised from their partial intelligence collecting.
As George Tenet, former Director of Central Intelligence,
said in 1999: “I’m appalled by the sheer number of leaks and
the number of government officials who apparently have no
concern whatsoever for the harm their disclosures cause, nor
any feeling that they may get caught. It is indefensible,
inexcusable, and highly damaging. The damage caused by
leakers can be every bit as great as damage caused by
espionage. . . It is impossible to measure the total damage
done to US intelligence through these leaks, but
knowledgeable specialists assess the cumulative impact as
truly significant.”9

When leaks degrade our human, signals,
imagery, or other technical collection
capabilities, they jeopardize our critical
intelligence advantage and prompt
adversaries the world over to devise new
ways of defeating that advantage.
America’s intelligence advantage is critically dependent
upon our ability to collect secrets and piece together an
enormous mosaic of information from many disparate
sources. Only then can we comprehend the complete picture
because, without this essential mosaic, the picture could
only be dimly understood, or even completely
misunderstood. When leaks degrade our human, signals,
imagery, or other technical collection capabilities, they
jeopardize our critical intelligence advantage and prompt
adversaries the world over to devise new ways of defeating
that advantage.
Leaks come from a variety of sources and are initiated for a
variety of reasons—generally to influence a political debate.
Individuals who leak classified intelligence information
operate as if the information will somehow be read only by
American citizens. The reality, however, is that the
Information Age makes it possible for our most vital secrets
to be in the hands of U.S. adversaries around the world
within minutes of publication.10 Many do not appreciate this
central fact and its significance.
In some cases, foreign knowledge of our intelligence
capabilities—often aided by previous disclosures—may be
sophisticated enough to permit effective actions that
degrade or deny our collection disciplines. Collectively, such
countermeasures are referred to as denial and deception
(D&D) activities, about which Ambassador Negroponte, the
first Directory of National Intelligence, spoke during his
confirmation hearings:
Vol 32, No 2

Denial and deception (D&D) is undertaken by state and nonstate actors alike to influence or deceive what intelligence
collectors observe in order to manipulate perceptions. Denial
refers specifically to activities and programs designed to
eliminate, impair, degrade, or “neutralize” the effectiveness
of human or technical collection. Deception refers to
manipulation of intelligence collection, analysis, or public
opinion by introducing false, misleading, or even true but
tailored, information into intelligence channels with the
intent of influencing judgments made by intelligence
analysts and subsequently the consumers of their
products.12 D&D activities can impede, impair, degrade, fool,
or otherwise mislead U.S. intelligence. D&D deprives U.S.
policymakers of some of the timely and accurate intelligence
required for strategic warning, military planning, critical
foreign negotiations, and other national-level issues
essential to U.S. security. For example, when a hostile
country or terrorist learns how the United States gets
sensitive information about its WMD programs, that
adversary can take countermeasures to close off U.S. access
to that information.

INTELLIGENCE FAILURES

A

couple of examples illustrate the impact of denial
and deception:

Indian Nuclear Tests
Retired ADM (USN) David Jeremiah, former Vice Chairman
of the Joint Chiefs of Staff, evaluated why U.S. intelligence
missed or did not anticipate India’s May 11, 1998, surprise
nuclear test. Indian officials, aware of U.S. satellite imagery
capabilities, disguised their field preparations for an
underground test. His investigation concluded that
“satellites and analysts alike failed to focus on the nuclear
test site, despite clear clues that a nuclear test was coming.”
The lack of specific evidence of a planned test led senior
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intelligence officials, who had an “underlying mind-set”
that India would not test its nuclear weapons, to discount
other clues, Jeremiah stated. That fixed idea was
unaffected by the fact that India’s newly elected Hindu
nationalist leaders openly and repeatedly vowed to
deploy the bomb. The United States never understood
that they were driven by “national pride and psyche” to
go nuclear, Jeremiah said. As a result, he stated, its $27
billion-a-year intelligence eyes and ears were blind and
deaf to the test. Through their denial actions the Indians
pulled the wool over the U.S.’s eyes and contributed to a
kind of intellectual laziness at the intelligence services.
“You fall into a pattern; you start to expect things to
happen,” Jeremiah said. “You need to have a contrarian
view.”13 The Indian test ignited nuclear tensions and an
arms race between India and Pakistan.

contained information related to Iran’s nuclear program. The
article also reported that NSA had intercepted a
conversation between Iranian officials in 2007, including one
military officer whose name had appeared on the laptop
computer.

This is not a new problem. Richard K. Willard, Deputy
Assistant Attorney General, in a March 31, 1982, report of
the Interdepartmental Group on Unauthorized Disclosures
of Classified Information states: “Unauthorized disclosure
of classified information is a longstanding problem that
has increased in severity over the past decade. This
problem has resisted efforts at solution under a number of
Administrations.”14 The current environment seems to be
improving. According to Michael Isikoff, in his June 11,
2010, Newsweek article “Classified-Info Crackdown, “the
Obama administration is quietly ratcheting up its
campaign against national-security leaks with a series of
moves that are surprising intelligence-community
veterans.”15 Yet the protection of national security
information remains a fundamental constitutional duty of
the President. The continuing large number of
unauthorized disclosures has damaged the national
security interests of the United States and has raised
serious questions about the government’s ability to
protect its most sensitive secrets from disclosure in the
media. As the 2005 WMD Commission concluded: “We
must significantly reduce our vulnerability to intelligence
surprises, mistakes, and commissions caused by the
effects of denial and deception on collection and
analysis.”16 At the same time, we must recognize that this
complex problem is unlikely to be solved easily or quickly.

n interesting initiative at the National Defense
Intelligence College (now the National Intelligence
University, or NIU) is aimed directly at the
fundamental conflict between open government and
necessary intelligence secrecy. The Denial and Deception
Advanced Studies Program (DDASP) conducts media panels
with one question in mind: “How do we reconcile the conflict
between the First Amendment, freedom of the press, and
national security?” Nationally recognized media leaders are
in a room with thirty military and civilian students from the
Intelligence Community. The tension in the room is
unpleasant at first, but in time it thaws and some
understanding and compromise are agreed upon. Is this the
solution?20

National Intelligence Estimate – Iran
In December 2007 the Bush Administration declassified
findings from a National Intelligence Estimate (NIE) related
to Iran. The NIE concluded that Iran had halted its nuclear
weapons program in 2003.17 Beyond the declassified finding,
several unauthorized disclosures concerning the intelligence
underlying the NIE conclusions were also leaked. The
Washington Post reported that the CIA had obtained a
laptop computer from an Iranian who had contacted a
German intelligence officer in Turkey.18 The laptop reportedly
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Whether the disclosures occurred in a pre- or post-Cold War
environment, the harm to Intelligence Community
capabilities is considered significant. In a September 2007
speech to the Council on Foreign Relations, Michael
Hayden, former Director of the Central Intelligence Agency
and the National Security Agency, remarked: “Publishing
information on our sources and methods can be just as
damaging as revelations of troop or ship movements were in
the past.”19

AN EDUCATIONAL INITIATIVE

A

The future effectiveness of U.S. intelligence
depends heavily on preserving the secrecy
of sensitive and critical collection sources
and methods and analytical techniques.
In Who Watches the Watchmen?The Conflict Between
National Security and Freedom of the Press, Gary Ross
discusses “SIGINT 101,” an initiative by the National
Security Agency in 2002 to engage members of the media
proactively in off-the-record seminars regarding the mission
and the sensitivities of the Intelligence Community. The
belief was that, through education, journalists could be
discouraged from publishing classified information harmful
to NSA’s fragile signals intelligence programs. The course
outline reportedly included sessions with high-ranking NSA
officials, including then-Director Michael Hayden. These
sessions were intended to discuss how past articles could
have been edited to remove the most objectionable portions
without significantly altering the intent of the article.21
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OBSERVATIONS

T

he future effectiveness of U.S. intelligence depends
heavily on preserving the secrecy of sensitive and
critical collection sources and methods and analytical
techniques. When this secrecy is breached, foreign targets
of U.S. intelligence learn about our intelligence and
intelligence capabilities and strategies. They then often
develop countermeasures to U.S. intelligence techniques
and operations. As a result, the effectiveness of intelligence
declines, to the detriment of the national security
policymakers and the citizenry they intend to serve.
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Countering Denial and Deception
in the Early 21st Century:
An Adaptation Strategy When All Else Fails
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and not necessarily those of the CIA or the National
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where the author is currently employed.]

T

he 2004 Intelligence Reform and Terrorism
Prevention Act (IRTPA) has propelled structural
change in U.S. intelligence at a faster rate than at any
time since the enactment of the National Security Act of
1947. Despite the pace of change in the past dozen years,
however, it may not be fast enough or even properly
prioritized on issues that matter most. This comprehensive
reform law, inspired by the failure of the Intelligence
Community to warn of the surprise terrorist attacks on
September 11, 2001, has mandated change upon a lumbering
Intelligence Community that Senator Richard Shelby (R-AL)
described a year after the attacks as still “hard wired” to
fight the Cold War that ended with the Soviet collapse a
decade earlier.1 Now 15 years after the 9/11 attacks, with
poor results in Iraq where the 2002 estimates of WMD failed
spectacularly, and with more recent controversies
surrounding intelligence performance in the Middle East and
against global terrorism, the inability of U.S. intelligence to
adapt to rapidly changing security requirements has
revealed a mixed record of accomplishments and shortfalls.
Notwithstanding some intelligence successes—the signal
achievement being the takedown of Osama bin Laden in
2011—the Intelligence Community (IC) and the 16 agencies
and elements that comprise it still seem to be playing catchup. Improvements notwithstanding, no segment of the IC
seems more in decline than its counter-denial and deception
(D&D) capabilities.
Perhaps the central issue facing U.S. intelligence in the first
decades of the 21st century is whether it can develop the
needed capacity for adaptation to avert show-stopping
American Intelligence Journal

failures in the future.2 A more recent U.S. intelligence failure
than 9/11, the erroneous intelligence on Iraq’s weapons of
mass destruction (WMD), provides another illustration of
the Community’s inability to adapt. And there should be
little satisfaction that faulty assessments of Iraq WMD were
equally flawed by other Western nations whose intelligence
did not much differ from that of the United States on the key
attributes of Saddam Hussein’s programs.3 If the
impairments in U.S. intelligence that prevented adaptive
change resulted in these erroneous assessments, as is
argued here,4 that design flaw may have been equally
present among the erring Western intelligence services as
surely as their faulty assessments. Nevertheless, the United
States cannot await adaptive reforms elsewhere in allied and
liaison services. Indeed, it should be leading them.

INTELLIGENCE AND ADAPTATION

T

he purpose of intelligence is to provide vital
information—the enemy’s secrets—to national
security policymakers and to military commanders that
will enable their decision advantage. Of course, intelligence
should also provide decision-makers with information that
they cannot get from anywhere else. Because successful
intelligence is the collection of secret information by secret
means, success is easier against ignorant or unwitting
adversaries. However, facing smart adversaries makes the
job a lot harder. Today, the hardest targets for U.S. and
Western intelligence5 are smart—and getting smarter—about
evading or fooling the intelligence capabilities that target
them. We should ask how they got that way, and what it
means for how we conduct business—especially if we aim to
improve our performance in the future.
Adaptation is a key idea in modern biology. In his classic
Origin of Species (1859), Charles Darwin showed how
species that survived the longest are not necessarily the
toughest or the strongest, but rather the most adaptable to
changing conditions. Survival of the fittest is really survival
of the most adaptive. Modern biology recognizes
adaptation as the critical survival trait of species. This
theoretical insight is both simple and profound. Unlike
biology, the discipline of intelligence seems to have no
theoretical giant equivalent to Darwin. Still, success or
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failure in adaptation presents a similar dynamic for
intelligence. As Darwin spoke of “the extinction of lessimproved forms,” intelligence methods that do not adapt to
the changing conditions imposed by smart adversaries also
may join the ranks of failed species. This principle applies
to collection sensors, platforms, systems, and architectures,
and the research and development that produces them. And
it applies equally to analytic methods and assorted types of
finished intelligence as well. If adversaries do better at
adaptation than the intelligence capabilities that target them,
they will outsmart intelligence—and defeat it.
Unlike biology, where species must adapt to changing
conditions—and not the other way around—in intelligence,
the adaptation process is a street that runs both ways: As
intelligence improves its capabilities to find and characterize
targets, hunted targets then adapt to evade intelligence
detection. If this interactive cycle stops because of
successful target adaptation—as seems to have been mostly
the case in recent years—then, lacking a corresponding
response, intelligence effectiveness declines. To succeed,
intelligence techniques must be adaptable to exploit a
target’s vulnerabilities. However, targets reciprocate in this
interactive process: they also adapt in order to survive
adjusted intelligence threats. When targets so adapt to
evade or confuse the intelligence threat, the techniques they
use that characterize this behavior are referred to as “denial
and deception.”
Successful adaptation means survival. To illustrate,
organizations that can adapt to momentous change, like
species, may even outlive the environments that gave them
birth. NATO, for example, founded in 1949 to counter the
Soviet threat to Western Europe, is a tribute to adaptation.
In the next five-and-a-half decades, its members witnessed
the collapse of the Soviet Union—a stunning example of the
failure of adaptation—along with its communist allies in
Eastern Europe. Yet NATO’s adaptation continued apace
with its interventions in Bosnia and Kosovo after the Soviet
threat had dissolved; with the deployment of forces far from
its European theater in distant Afghanistan; and with its
more than doubled membership, including new members
from its former organizational foe, the Warsaw Pact, and
even some former Soviet republics. This is nothing if not
adaptation. Darwin would no doubt be pleased.
U.S. and Western intelligence would be wise to demonstrate
some of the adaptability that NATO has shown. The
dynamic nature of the modern intelligence challenge may be
changing even faster and in more unexpected ways than was
the case during the Cold War. A principal challenge facing
Western intelligence today is the growing capabilities of its
adversaries, both state and non-state actors, to deny
intelligence collection and to deceive intelligence
collection and analysis. Unless U.S. and Western
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intelligence can demonstrate greater adaptability than it has
shown in recent years, it may not be good enough to
address the mounting denial and deception challenges that it
faces now, and will surely be facing even more concertedly
in the years ahead.

DENIAL AND DECEPTION

D

&D is highly relevant to, yet significantly
underappreciated by, national-level policymakers
and warfighters. It is defined as any activity or
program by adversaries—state and non-state actors
alike—to influence or deceive policymaking and
intelligence communities by reducing collection
effectiveness, manipulating information, or otherwise
attempting to manage perceptions of intelligence
producers and consumers (e.g., policymakers and
warfighters). Those who practice D&D—perhaps a form of
asymmetrical warfare that provides advantages to the
weak—seek to control what intelligence collectors observe
and acquire in order to manipulate their perceptions and the
content of their products, in an effort to shape the decisions
and actions of policymakers and those who can influence
them. More specifically:

•

Denial refers to activities and programs designed
to eliminate, impair, degrade, or neutralize the
effectiveness of intelligence collection within and
across any or all collection disciplines, human and
technical.

•

Deception refers to manipulation of intelligence
collection, analysis, or public opinion by introducing
false, misleading, or even true but tailored information
into intelligence channels with the intent of influencing
judgments made by intelligence producers, and the
consumers of their products.
Just as intelligence is not a static process, neither is denial
and deception. Both are dynamic. Yet, intelligence often
seems slower to adapt to needed change—perhaps too slow.
Those who practice D&D sometimes react faster. If a foreign
adversary’s D&D is more adaptable to the intelligence
threats it faces, then it will more often succeed in neutralizing
intelligence and even misleading it. Significantly,
adaptation is crucial for both—but easier for the targets
that want to evade the intelligence spotlight. Can we affect
this imbalanced adaptation? Can we turn Darwin’s brilliant
principle to our advantage? This article argues that U.S.
intelligence can do much more to make it harder—not
easier—for our adversaries to adapt to intelligence that
targets them. If we adapt smartly, we can regain the
advantage.
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debate between the FBI and the Apple Corporation has
amply illustrated, commercial technologies available on the
popular i-phones can keep government investigators from
learning the secrets of even dead terrorists who have killed
Americans such as in the San Bernardino attacks.9

The history of intelligence can to some
degree be characterized as a cyclical struggle
between the “hiders” and the “finders.”
The history of intelligence can to some degree be
characterized as a cyclical struggle between the “hiders” and
the “finders.” When hiders deploy more and better tools to
outwit the finders (i.e., intelligence), hiders will prevail.
Alternatively, when finders develop and adapt their methods
to foil the hiders, they regain the advantage. This cycle can
be seen in modern technical intelligence where the
development of newer techniques has provided the finders
with appreciable advantages over hiders. Such advantages
in new sensors or collection systems exploited methods and
techniques that hiders did not know about or understand.
Ignorance of intelligence is the hiders’ vulnerability—and
the finders’ advantage. The finders’ new techniques work
well only as long as they are not known or understood by
the hiders. When hiders comprehend how certain collection
techniques really work against them, they can—and almost
always do—adapt their behavior in ways to counter the
finders’ newfound advantages. It is precisely this capacity
for adaptation that lies at the root of cyclical intelligence
successes and failures—when failures are the result of D&D,
as some important ones are.6
For two thousand years, codemakers have fought to
preserve secrets while codebreakers have tried their best to
reveal them. It has always been a neck-and-neck race, with
codebreakers battling back when codemakers seemed to be
in command, and codemakers inventing new and stronger
forms of encryption when previous methods had been
compromised.7
Some simple examples from technical collection illustrate the
point. In signals intelligence (SIGINT), communicators try
all kinds of methods to protect their communications, with
varying degrees of success—often temporary. When
encryption techniques such as the ENIGMA machine used
by the Nazis in World War II were developed by hiders to
conceal their sensitive communications, Allied intelligence
was stymied—but only for a while. Then it countered with
successful decryption techniques, in this case, aided by
espionage and pioneered by Polish and later British
mathematicians of extraordinary talents. And because
Hitler’s counterintelligence was kept unaware of the Allies’
new capability, the new techniques succeeded. This
encryption-decryption cycle has spiraled to unimagined
heights and, today, the commercial availability of newer
encryption systems on the Internet has availed additional
methods to communications hiders in the latest round of this
key D&D adaptation technique.8 Worse, as the recent
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In imagery and GEOINT, while the hand-held camera in
denied areas still has its role, its intelligence utility was
greatly enhanced through airborne photography—perhaps
most notably in the American U-2 and SR-71 aircraft—and
again, not much later in its adaptation to spacecraft such as
the CORONA system which was first launched in 1960.10 In
due course, though, as hiders learned of this new
intelligence capability, they began to counter with their own
adaptive techniques such as camouflage and concealment,
moving sensitive activities into buildings or underground,
and averting predictable satellite overflights by scheduling
exposed movements or activities when imagery sensors are
not in range to observe the activity. Such D&D
countermeasures to this revolutionary collection concept
were enabled by whatever they could learn about this new
kind of collection capability through espionage and open
disclosures, both authorized and unauthorized, and thus
how to defeat it.

Fragility of collection sources and methods
is a key concept to specialists in D&D.
When the Soviets first secretly deployed nuclear-capable
SS-4 and SS-5 offensive ballistic missiles in Cuba, they
probably did not give much thought to what these systems
might look like to a high-altitude camera. The U-2
photographs that facilitated their discovery became world
famous after their international debut in UN discussions
during the 1962 Cuban Missile Crisis. Even after the missiles
were publicly revealed on October 22 in overhead
photography, the Soviets tried—too late—to camouflage
them with tarpaulins, nets, and painted or mud-spattered
canvas.11 Today, adversary nations that build and deploy
medium- and long-range missile systems, such as Russia and
China, are not so careless. Many nations, and even some
terrorist groups, have come to appreciate how activity that is
effectively concealed at ground level can be detected by
airborne or satellite photography—unless D&D measures
are taken. A simple adaptation to finders’ new techniques
can mitigate their value if just the right kind of knowledge
is carefully applied as countermeasures to the new
techniques.
Fragility of collection sources and methods is a key concept
to specialists in D&D. This is so because smart adversaries
make it their business—and for some, a very high-priority
business—to learn how U.S. intelligence works. We know
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this from many sources: human and technical, open and
clandestine. Even terrorists understand the value of open
source information about U.S. intelligence that helps them to
counter it. There can no longer be any doubt that publicly
available information about U.S. intelligence is highly prized
by adversaries who are targets of U.S. intelligence collection
operations. And the more detailed such information is, the
better it is for the hiders. As the General Counsel to the
Office of the Director of National Intelligence recently told
the Senate Select Committee on Intelligence: “The
unauthorized disclosure of our nation’s secrets to the media
causes genuine damage to our national security . . . where
we have been able to identify actions by our adversaries that
have apparently been stimulated by leaked information.”12
The value to adversaries of open source information found
in media leaks that disclose how U.S. intelligence works, as
indicated in this SSCI testimony, is that it can facilitate
countermeasures to classified sources and methods whose
very effectiveness depends on secrecy and success in
protecting them.

WMD SHELL GAME

W

ith the perspective of hindsight, it is clear that
Iraq’s D&D programs which preceded Operation
IRAQI FREEDOM (OIF) wreaked major distortions
on U.S. and Western intelligence assessments about Iraq’s
weapons of mass destruction. The D&D distortions resulted
in poor collection and faulty analysis on the U.S. side, and
the death of the Saddam Hussein regime and its wily dictator
who played a dangerous game.
Collection. Iraq’s countermeasures to intelligence
collection operations greatly reduced their effectiveness.
When the flawed National Intelligence Estimate on Iraqi
WMD was published in October 2002, one of its first and
most important Key Judgments said:
We judge that we are seeing only a portion of Iraq’s WMD
efforts, owing to Baghdad’s vigorous denial and deception
efforts. Revelations after the Gulf war starkly demonstrate
the extensive efforts undertaken by Iraq to deny information.
We lack specific information on many key aspects of Iraq’s
WMD programs.13
This key point is often lost on readers who do not work in
intelligence, and especially those who do not fully grasp the
implications of successful D&D. When the NIE stipulates
“we lack specific information on many key aspects of Iraq’s
WMD programs,” it means that the lack of intelligence did
not happen by accident, but rather on purpose. It
specifically acknowledges Iraqi D&D—in this case, denial—
as one of the important causes of poor and incomplete
intelligence on this significant international security issue.
The Silberman-Robb WMD Commission, established by the
Vol 32, No 2

President to examine the reasons for the intelligence failures
on the missing weapons, concluded that Iraq’s D&D
programs had successfully hampered U.S. intelligence in
both human and technical collection and in analysis.14

Iraq’s far-ranging D&D capabilities were
aimed squarely at neutralizing human and
technical intelligence, and succeeded in
blunting both UN inspection and the
effectiveness of U.S. and liaison intelligence
services as well.
The effectiveness of Iraqi D&D had been pretty well
understood in the West for a long time. Former Iraq nuclear
weapons inspector and first DCI Special Advisor to the
post-war Iraq Survey Group, David Kay, for example, wrote
of the importance of Iraq’s D&D programs in the mid1990s.15 As late as 1999, UNSCOM Senior Advisor Tim
Trevan also highlighted the Saddam Hussein regime’s
extensive program and capabilities to conceal evidence of
WMD from UN inspectors.16 Moreover, during the run-up to
Operation IRAQI FREEDOM, Director of Central Intelligence
George Tenet, in a post-OIF speech at Georgetown
University, specifically cited reporting from a sensitive Iraqi
source who had direct access to Saddam Hussein and his
inner circle. The source explained that Iraq knew the
inspectors’ weak points and how to take advantage of them.
He further explained that Iraq had an elaborate plan to
deceive the inspectors and ensure that prohibited items
would never be found.17 Iraq’s far-ranging D&D capabilities
were aimed squarely at neutralizing human and technical
intelligence, and succeeded in blunting both UN inspection
and the effectiveness of U.S. and liaison intelligence
services as well.
Analysis. The Iraqi D&D effects on analysis were every bit
as corrupting as they were on collection. In the absence of
information, analysts can draw different conclusions from
missing, contradictory, and fragmentary data. In this case,
while acknowledging, as the Key Judgment cited above
does, that collection was poor and key information was
missing, it remains for analysts to interpret what that means.
U.S. analysts concluded that the dearth of collection on
WMD meant that Iraq must have had the weapons even if
we were not seeing them. In fact, not seeing them seemed to
provide evidence that Iraq had them! The logic seemed
persuasive: We know that Saddam Hussein had them in the
past; he is a lying and evil-intentioned dictator; and his
D&D efforts in all WMD-related areas are pervasive. Iraq’s
effective D&D, therefore, is evidence for a weapons program,
not against it.18 However persuasive, the logic was wrong.

Page 20

American Intelligence Journal

With the benefit of hindsight, it is clear that Saddam
Hussein’s extensive D&D program did not conceal weapons
of mass destruction after the early 1990s as none was there
to hide. Yet, neither was it intended—even if it had these
effects—to fool the West into thinking that he had them
when he did not. Rather, continuing the major D&D effort
after the weapons had been destroyed seems to have been a
policy of calculated ambiguity designed (perhaps poorly
conceived, given its ultimate failure) to purvey contradictory
messages to multiple audiences. In fact, he had told the UN
and the West repeatedly that he had destroyed all his
weapons. We now know that was true.19 However, he also
wanted to sow doubt among his internal threats the Kurds
and the Shiites, and his external threats Israel and Iran, by
nourishing their suspicions that he still retained WMD. The
D&D program that had successfully enfeebled UN
inspections and Western intelligence was a necessary pillar
for his edifice of calculated ambiguity that helped sustain his
power against enemies at home and abroad for the turbulent
decade that followed his abortive invasion of Kuwait. He
implied the continuing existence of WMD through a D&D
program that in actuality had successfully concealed their
destruction.20 This profound irony that came at the West’s
expense also undid the dictator who fooled them, as he
fooled himself: His sophisticated D&D capabilities first
delayed—then hastened—his demise with the launching of
OIF largely under a WMD justification.

Perhaps even more important than
espionage today, intelligence disclosures
also reveal information that facilitates
D&D.
Today, unfortunately, many nations and non-state actors
such as terrorists have also developed impressive D&D
capabilities to blunt secret intelligence collection which may
be based on information that did not come from spies. Key
adversaries increasingly exploit a whole range of information
sources that provide them with assorted facts, clues, and
insights about how secret intelligence works. Perhaps even
more important than espionage today, intelligence
disclosures also reveal information that facilitates D&D.
Such disclosures can be grouped into two broad categories:
those that are authorized and those that are not.22

DEFEATING D&D

T

he U.S. and Western intelligence failures in Iraq drive
home the point that the effectiveness of intelligence
depends heavily on its ability to defeat an
adversary’s denial and deception. If Iraq’s D&D programs
ranked among the world’s best in 2003, as they surely did,
then the D&D challenges posed today by such countries as
Russia, China, North Korea, and Iran are at least as difficult,
or more so. These countries have shown in varying degrees
an adaptive capacity to counter a range of intelligence
collection techniques and activities that they should not
even know about—and to some that require a fairly
sophisticated level of understanding to counter. Improved
intelligence effectiveness against such adversaries will
require a new level of adaptation to defeat their evolving
D&D capabilities.

Where do adversaries acquire information about Western
intelligence? One important source, of course, is espionage.
Major spies have passed sensitive and classified information
to hostile countries such as Russia that have certainly
helped facilitate development of countermeasures to
intelligence collection activities. 21 This emphasizes the
point that effective intelligence is highly dependent on
effective counterintelligence (CI), and that good CI is a vital
weapon in the counter-D&D arsenal.
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•

Unauthorized disclosures typically refer to
“leaks” of intelligence information that frequently
appear in the open media—now globally available
through the Internet. The stunning Internet
disclosures by Bradley (now Chelsea) Manning and
Edward Snowden—together totaling well over two
million classified files, most of it Top Secret
Codeword—have multiplied the availability and
damage of such “leaks” by some orders of magnitude.
The most damaging leaks are those that compromise
intelligence sources and methods or specific collection
operations. We know that key adversaries treat the
open media as a potentially vital source of information
about intelligence, including how intelligence works
(or does not work) against them. Such information is
often sufficiently detailed to be of actionable D&D
value to adversaries.23

•

·Authorized disclosures encompass information
that has been officially declassified for releases through
programmatic declassification processes, responses
to the Freedom of Information Act (FOIA) requests,
foreign intelligence sharing, and diplomatic
demarches. These also sometimes result in
unanticipated leakage of classified information from
analytical studies and briefings for a variety of
domestic and foreign audiences that may expose
sensitive sources and methods to intelligence targets
not authorized to have such information, sometimes
purposefully and sometimes inadvertently. This
results from sloppy handling of sources and methods
information or from poor understanding of just how
fragile or sensitive some sources and methods really
are. If we want better intelligence—namely,
intelligence techniques that will work as intended,
Vol 32, No 2

staffed them with analysts who had either received some
training in D&D or were willing to be schooled in this new
and arcane specialty.

and also defeat an adversary’s D&D capabilities—we
will need to do a better job of stemming harmful
disclosures. Both authorized and unauthorized
disclosures can damage the sensitive sources and
methods intended to produce unique intelligence not
otherwise available through alternative means.

IMPLICATIONS

H

ow can U.S. intelligence do better in responding to
the substantial and more adaptive denial and
deception capabilities of its adversaries? A short
historical perspective can be instructive:
At this writing, counter-D&D resources in the IC—notably,
dedicated components with foreign denial and deception as
their principal analytic mission, and trained subject matter
experts to staff them—are in decline. When I left
government roughly a decade ago, I felt cautiously satisfied
that the 10-year period starting with the mid-1990s had seen
some real accomplishments in elevating the importance and
priority of D&D capabilities in the IC. Initially driven by
National Intelligence Council Vice Chairman Lynn Hansen,
and with the support of NIC Chairman Joe Nye, DCI James
Woolsey directed a reinvigorated IC-wide effort to counter
foreign D&D. The outcome of these important initiatives
was replacing the moribund Denial and Deception Analysis
Committee (DDAC) with a freshly-established Foreign Denial
and Deception Committee under NIC auspices. Senior
National Intelligence Officer Lawrence Gershwin was named
FDDC Chairman, thus launching a newly invigorated
counter-D&D era.
Under NIO Gershwin’s leadership, the NIC produced a
comprehensive and first-ever interagency study of foreign
denial and deception capabilities. Then the new FDDC
organized its work agenda to address some of the key issues
identified by that study. The interagency committee, staffed
with a few assigned officers including detailees from several
agencies, crafted a comprehensive counter-D&D strategy
requiring Community engagement and implementation.24 A
roadmap for action, it focused IC energies on intelligence
collection, analysis, training, research and development, and
security and counterintelligence. With participation and
support from all major IC agencies, notable achievements in
these five areas identified and sought to correct resource
shortfalls and to prioritize counter-D&D work throughout
the IC.
A signal accomplishment of the period was “mainstreaming”
D&D analysis and building expertise as a fully legitimate
sub-discipline of an emerging intelligence profession. Much
upgraded D&D training was essential to that aim. In time,
nearly all the major agencies and some of the smaller ones
had stood up dedicated counter-D&D components and
Vol 32, No 2

Key to such beneficial changes was concerted IC leadership,
both at the top and selectively at middle-management ranks
in the agencies, advocating such improvements. DCI
Woolsey, like his 1980s predecessor William Casey, helped
ensure that understanding and countering foreign denial and
deception of U.S. intelligence enjoyed DCI support. In
practice, this meant attaining the standing of a worthy
endeavor that justified at least some minimal level of
dedicated resources. Since the bar was so low, and with
growing Congressional interest, it did not seem
unreasonable for most agencies to assign a few billets to this
emerging field.
Another key to D&D success during that period was
constructive oversight. Just as the Senate Select Committee
on Intelligence (SSCI) in the mid-1980s under Senator
Malcolm Wallop had championed the importance of D&D—
aided by key support in the National Security Council and
the President’s Foreign Intelligence Advisory Board—the
House Permanent Select Committee on Intelligence (HPSCI)
served the same powerful advocacy function in the mid1990s. Driven by new Speaker of the House Newt Gingrich,
who requested briefings on foreign D&D, the HPSCI
leadership fully grasped the importance of the issue.
Supported by knowledgeable staffers, Congress kept a D&D
focus front and center in letters to the DCI and Secretary of
Defense, issued questions for the record, and scheduled
staff visits or committee hearings to monitor progress
against D&D. These actions unmistakably conveyed the
importance of the issue to top IC management. This kind of
constructive oversight was vital to the political atmospherics
showing that foreign denial and deception of U.S.
intelligence remained a topic of national importance.

The current ODNI leadership in D&D,
recently downsized from an NIO-level
position, swims against the tide to stay
abreast of needed requirements as resources
have dwindled far below any reasonable
definition of critical mass.
As fledgling D&D analysts set about developing their new
portfolios, the main question for D&D leadership was
identifying a critical mass threshold: What amount of
resources—chiefly, billets—would it take to ensure the
viability and sustainability of the nascent counter-D&D
capabilities in the IC? Whatever the right answer, I believe
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we never quite met that goal. In retrospect, IC counter-D&D
capabilities had probably peaked around 2000 and the
several years that followed.
Whatever the D&D resource snapshot revealed five years into
the new century, a decade later (2015 at this writing), it would
show far less. Precious few dedicated counter-D&D
components remain in the major IC agencies, and none in the
three all-source agencies. The current ODNI leadership in
D&D, recently downsized from an NIO-level position, swims
against the tide to stay abreast of needed requirements as
resources have dwindled far below any reasonable definition of
critical mass. Moreover, a signal-level FDDC achievement—indepth masters-level D&D training at the National Defense
Intelligence College (now the National Intelligence
University)—has disappeared. Today, with the demise of the
Denial and Deception Advanced Studies Program (DDASP),
there is no graduate-level D&D training program in the IC.25
[Editor's Note: NIU still teaches D&D subjects, but it is now a
concentration within the School of S&T Intelligence rather than
a full-fledged certificate program accompanying the awarding of
NIU's two master's degrees.] Further, only short 101-level
courses remain today in a small handful of IC agencies and,
regrettably, none can be found in the all-source agencies. The
few agencies that still offer them struggle to sustain D&D
literacy in shrunken numbers in a profession that should not
tolerate such deficiencies in any discipline that so markedly
impacts the effectiveness of intelligence itself.

AN ADAPTATION STRATEGY WHEN ALL
ELSE FAILS

T

he picture is not good. With shrinking resource
availability, diminished leadership clout, deflated
priorities, gutted analysis, and reduced training,
counter-D&D efforts in the IC will not likely regenerate
without a renewed strategic approach. When all else fails,
an effective Intelligence Community will require a successful
counter-D&D adaptation strategy. Such a strategy will set
goals, identify means to achieve them, rank-order priorities,
and connect goals to resources and milestones. A counterD&D adaptation strategy is one that will answer the
question: What must we do to in order to adapt IC
capabilities to most effectively counter our adversaries’
denial and deception programs that impair our
intelligence effectiveness and thus compromise U.S.
decision advantage? What follows is a brief discussion of
proposed elements of such a strategy:

While IC capabilities to counter foreign denial and deception
seem to have withered to a disturbing state, foreign adversary
capabilities to deny and deceive U.S. intelligence—greatly
aided by the Snowden massive classified theft and other
damaging disclosures—have almost certainly expanded. Said
differently, priority targets of U.S. intelligence have
demonstrated D&D adaptation, while U.S. intelligence
capabilities to counter them have demonstrated exactly the
opposite.
The current state of counter-D&D capabilities in the IC is well
below critical mass. Worse, it demonstrates a clear demise in
priorities that accurately reflect the currently diminished
standing of D&D, and a notable failure of its adaptation. The
implications of adaptive foreign D&D capabilities and U.S.
inabilities to successfully counter them are distressingly
insidious. They represent nothing less than a diminution in
American power. If intelligence performance is appreciably
impaired in classified collection against the hardest targets, then
analysis of national security threats and opportunities is thus
poorer for the degraded ability to collect and exploit valuable
information. In turn, both national security policy officials and
military customers suffer impaired decision advantage for the
lack of needed intelligence they would otherwise have if foreign
D&D were not so successful, and if it could be successfully
countered.
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1. A rigorous zero-based review of counter-D&D
requirements, and specification of needed capabilities
and resources to correct imbalances and shortfalls.
Such a study was conducted in the mid-1900s for the
National Intelligence Council (NIC), and it is doubtful
that a reinvigorated IC commitment to elevate D&D to
the priority it received, including the establishment of
the interagency Foreign Denial and Deception
Committee that drove the needed changes, would
have ever been established without one. Although
such a review was performed again in 2008-2009,
another is much needed today. The currently depressed
state of counter-D&D capabilities in the IC could be
assessed through a JCIDS (Joint Capabilities
Integration and Development System)-type
Capabilities Based Assessment. A CBA designs the
analytic approach to identify capability needs and
gaps, and recommends approaches to address the
gaps.26 Whatever methodology is used, no rational
decisions about staffing and resources can be reliably
made without this type of rigorous study.
2. A new Intelligence Community assessment of
the denial and deception capabilities of key targets of
U.S. intelligence. No effective program to counter
adversary D&D capabilities can be built without an
evidence-based understanding of the foreign D&D
efforts we aim to counter. To accomplish this analytic
goal, a comprehensive and authoritative study of
these capabilities is required. Such a study was
conducted in the late 1990s by the NIC, and its research
depth and findings were instrumental in forging
analytic and management consensus in the Community
about the nature and seriousness of the D&D threat to
U.S. intelligence effectiveness. It also helped to
Vol 32, No 2

5. A professional certification process for D&D
subject matter experts in both collection and analysis
disciplines.31
Expertise in understanding and
countering foreign denial and deception constitutes a
specialized area beyond the routine practices of more
conventional “accounts.” It requires in-depth
understanding of both human and technical collection
disciplines, demonstrated skill in the use of powerful
analytic methods, and deep understanding of adversary
capabilities to defeat U.S. intelligence. Practitioners
who develop such knowledge, skills, and abilities
through training and job experience are as uncommon
as they are specialized. The IC needs a certification
program—and high-quality training to support it—
that will develop and recognize these highly capable
professionals for the unique talents and
accomplishments they bring to the job. Certification
should require meeting specific standards in advanced
training, experience, production, and counter-D&D
achievements. Such certified professionals should be
developed in all agencies, and assigned to the hardest
targets that confound U.S. intelligence.

prioritize collection requirements, analytic production,
and enhanced D&D training, and provided rationale
for exotic R&D to address novel collection sensors
and platforms to defeat high-priority enemy D&D.
Notwithstanding a single agency study that was done
about six years ago, an authoritative interagency
examination is most needed. Now nearly two decades
dated, such a study is long overdue to update our
understanding of the evolving D&D threat, including
for recent non-state actors such as ISIS.
3. A new DNI-level counter-D&D roadmap, or plan,
to re-posture U.S. intelligence for much improved
effectiveness against foreign D&D programs. An
earlier DCI (now DNI)-level roadmap established an
architecture for IC-wide efforts to counter adversary
foreign denial and deception as “a top priority.”27 This
roadmap addressed needed IC actions in collection,
analysis, research and development, training, and
security and counterintelligence. An important
recommendation of the President’s WMD Commission
in 2005—apparently heeded the following year—was
to undertake a mid-course review of that IC roadmap,
examine its accomplishments and shortfalls, update
the principal actions that specific Intelligence
Community entities have taken and should take, and
begin a renewed effort to solicit the full backing and
resources of relevant planning and acquisition
professionals across the Community.28 Now, 10 years
later, another such review and current plan are much
heeded. Only through such concerted efforts can a
coherent and comprehensive program to counter
foreign D&D succeed.

6. Broader client engagement with both the
executive branch and the Congressional intelligence
oversight committees. When counter-D&D
capabilities were resurgent in U.S. intelligence in the
1980s under DCI William Casey, and again after a
faltering period in the early 1990s preceding DCI James
Woolsey, DCI leadership alone was not enough to
right the listing ship. Casey enjoyed the support of the
White House, NSC, and PFIAB in the executive branch,
and the support of the SSCI in Congress. While this
uniquely powerful coalition of counter-D&D advocacy
was not matched during the 1990s, Woolsey was able
to rebuild on some of the Casey-period achievements,
and he also enjoyed unflagging and indispensable
support of the HPSCI. The unmistakable lesson of
these earlier periods is that without powerful external
advocacy—from senior clients in high places and
demanding oversight bodies—no matter the strength
or compelling rationale of counter-D&D equities within
the IC, and notwithstanding DCI (now DNI)-level
sponsorship, even the most passionate advocacy
internal to the IC alone is insufficient to restore or
sustain needed counter-D&D capabilities. This may
seem odd, but the field is intrinsically arcane, and the
competition for limited resources so fierce in stubborn
bureaucracies with conflicting equities, that successful
championing of the D&D cause requires an effective
coalition of external “pull” as well as IC leaders’ “push”
to prevail. Lacking that, continued demise of IC
counter-D&D capabilities is assured—and with it, a
failure of adaptation much needed to keep the IC
finders ahead of the adversary hiders.

4. Significantly upgraded counter-D&D training.
With the demise of the DDASP and other more
rudimentary training in deception analysis, the IC
needs to grasp the consequences of an ill-trained
workforce in a subject so vital to intelligence
effectiveness. Few areas can be more central to adaptive
intelligence than understanding how your priority
collection targets are beating you. Only significant
training that reaches large numbers and also offers
advanced levels can ensure this key capability in U.S.
intelligence. Effective counter-D&D training will
emphasize rigorous analytic tradecraft specifically
designed to evaluate the impact of denial and to detect
deception.29 Indeed, one of the earliest structured
analytic techniques (SATs), Analysis of Competing
Hypotheses (ACH), was originally developed as a
counter-deception methodology. With a few others,30
ACH is a proven technique for the detection of
deception. Rigorous application of these and other
SATs—an essential element of upgraded training—
can maximize the effectiveness of analysis against
potential D&D problems.
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own changing environment. As targets of U.S. intelligence
use D&D to assist their own survival, they necessarily alter
our own operating environment. We must, in turn, adapt our
intelligence strategies to better confront the new challenges
posed by the more adaptive denial and deception
capabilities of these targets. In this age-old cycle of
competition between hiders and finders, U.S. finders will
much improve their prospects for success against such
perennial hiders and adversary states as Russia, China, Iran,
and North Korea, international terrorists such as ISIL and alQaida, and proliferators of weapons of mass destruction
through superior intelligence adaptation strategies.

7. Re-examination of the broken secrecy paradigm
to significantly improve protection for sensitive
intelligence sources and methods, and a hedging
collection R&D strategy until better secrecy can be
assured. The sine qua non for countering adversary
D&D is sound protection of sources and methods. For
myriad reasons, the U.S. government does not do well
at protecting its secrets.32 The cost to national security
of thus enabling foreign adversaries with sensitive
information they should not have is to degrade
intelligence performance in classified collection against
the hardest targets. Analysis of threats and
opportunities is thus poorer for the reduced ability to
collect valuable and otherwise unavailable information.
National security policy officials and military customers
suffer impaired decision advantage for the lack of
needed intelligence resulting from significant
disclosures that compromise sensitive sources and
methods. In a word, fragile collection techniques that
are also perishable, if exposed, will perish.

Notes

Short of a major review and restructuring of the U.S. secrecy
paradigm—sorely needed and long overdue—an adaptive
response to poor secret-keeping is to design and deploy
collection capabilities that demonstrate better resiliency and
nimbleness against damaging disclosures. Adversary denial
and deception programs feed on such disclosures, whether
authorized or unauthorized, that reveal sensitive sources and
methods. Secret intelligence techniques that suffer exposure
are put at risk to become useless, at least against those
adversaries that have learned how to counter them. Building
new sensors, platforms, systems and architectures that rely
on compromised concepts or technologies can no longer
succeed. As a hedge against fielding impaired capabilities,
and to mitigate future damage as new systems are
compromised through future disclosures, proposed
collection methods that cannot survive some level of
unwanted exposure must demonstrate a capacity for agility
and recovery. A senior U.S. defense official has emphasized
the necessity of pursuing technological breakthroughs in
sensor and platform development.33 Such techniques should
also demonstrate an ability to recover from future exposure
since we can safely assume that they will not be afforded the
strict protection required for their future effectiveness.

CONCLUSIONS

W

e should ask whether a feasible adaptation
strategy for improved counter-D&D is even a
reasonable or achievable goal. It should be both.
Charles Darwin’s fundamental insight about how species
survive or become extinct applies well to modern
intelligence. Like species that learn to survive climate
variation and other changes that threaten their extinction,
U.S. intelligence will also require adaptation to succeed in its
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The Ponzi Scheme as a Deception Operation:
The Bernie Madoff Case Study
by Michael R. Heydenburg

…’tis strange,
And oftentimes to win us to our harm
The instruments of darkness tell us truths,
Win us with honest trifles to betray’s
In deepest consequence.
-Macbeth, Act 1.4, ll 120-124
From Rumour’s tongues

average returns from the financial market. This is why a
Ponzi Scheme is properly understood as a form of
investment fraud.

They bring smooth comforts false, worse than true
wrongs.
-2 Henry IV, Act 1.1, ll 19-20

MR. PONZI HAS A DEAL FOR YOU

T

he ancient wisdom contained in the saying “A fool
and his money are soon parted” testifies to the
persistence of fraud and deceit in business affairs.
One example from the myriad schemes that have parted many
a fool from his money would be a persuasive fraudster’s
claim to own a Peruvian silver mine that needs investment in
order to create vast wealth for those smart enough to get in
early. Given the difficulties the average American investor in
earlier times would have had in confirming the existence,
much less the productivity, of a Peruvian silver mine, it is no
surprise that gullible individuals fell for the Peruvian silver
mine scheme. An even sadder example of human gullibility is
that of those unfortunate souls who fell for one of the most
spectacular frauds in the 19th century. In the 1820s a certain
Sir Gregor MacGregor sold so-called “Poyais bonds” that
were supposedly issued by the country of Poyais, which
MacGregor claimed lay between Honduras and Nicaragua.
So persuasive was MacGregor that he even convinced a
group of immigrants to set sail and seek their fortunes in a
nation that was literally a figment of his creative imagination.
Naturally, this scheme ended in disaster for all concerned.
Interesting enough, some of the miserable survivors of the
expedition to Poyais were so bewitched by MacGregor that
they blamed everyone but him for their misfortune.1
Of all the business frauds the Ponzi Scheme, or pyramid
scheme, is one of the more notorious. Although it derived
its name from Charles Ponzi (1889-1949)2 in the 1920s, this
kind of fraud has been around for a long time. In the modern
world a Ponzi Scheme is usually based on the claim that the
fraudster has an investment method that will achieve above
American Intelligence Journal

The basic concept of the fraud is straightforward. Whatever
story the fraudster tells the investors, the Ponzi Scheme is
deceptive because no actual income is generated. In fact,
each new investor is used to pay off previous investors.
Consequently, the Ponzi Scheme is so structured that over
time it will ultimately fail. The fraudster is compelled to find
new investors to pay off earlier investors. The moment the
fraudster cannot find new investors the stream of payoffs
stops. Also, since there is no real source of revenue, once
enough investors demand the return of their investments the
scheme collapses and the hapless investors discover that
their principal has disappeared. Of course, the fraudster
could forestall these two possibilities by absconding with
his profits before the investors notice that anything is amiss.
But rare is the disciplined fraudster who can stop the
seemingly endless flow of profits before the scheme
collapses. No matter how sophisticated, complex, and
artfully designed and executed a particular Ponzi Scheme
might be, it will inherently fail.
This article uses the biggest Ponzi Scheme in history, the
Bernie Madoff scandal, as a case study to explore some
characteristics of intelligence and military deception
operations. The similarities between the technical aspects,
the “nuts and bolts,” of Madoff’s scheme and intelligence
and military operations will be highlighted. The Madoff case
study will be used to suggest some areas of future research
for intelligence and military Denial and Deception (D&D)
professionals. Finally, questions will be posed as to how the
Bernie Madoff case study can motivate D&D professionals
to think deeply about more than the operational “nuts and
bolts” and thereby gain a more profound, strategic
understanding of the potential role of deception operations
against our modern enemies.

BERNIE MADOFF

B

ernard L. Madoff was a respected Wall Street
financial figure. Active since the 1960s, Madoff
eventually rose to become Chairman of the
NASDAQ. In December 2008 the news broke that Madoff
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promise above-average returns but his promises were not
extravagant. His clients were smart enough not to have
believed promises that were beyond the realm of the
possible.

had run the largest Ponzi Scheme in history with over $60
billion in losses. Among his almost 5,000 clients were
prominent names in the investment world and well-known
Jewish charities. Lives were ruined, savings were lost, and
some charities were destroyed.3 How was Madoff able to
deceive so many people for so long and with such
devastating consequences?

“WE TRUST BERNIE. HE IS ONE OF US.”

A

key stage in any deception or fraud is the
establishment of trust. Bernie Madoff built up his
reputation as an honest businessman over decades
to reach the top of the U.S. financial industry. Madoff was
no small-time hustler in River City. Madoff was able to trade
on his good reputation to convince sophisticated and
knowledgeable financial professionals to invest in his
fraudulent scheme. It seems that Madoff did not start out to
defraud his clients. He fell into that all-too-easy trap of
money managers in shuffling his clients’ money among
various accounts to cover some momentary losses.
Unfortunately, Madoff continued his illegitimate actions
after the immediate crisis was over. Because he could not, or
would not, stop he was inevitably pulled into long-term
fraud. Because of his reputation and the fact that his fraud
started long after he had established his various financial
businesses, Madoff was a kind of “insider threat” with
which the U.S. Intelligence Community has had to contend
in this age of Bradley Manning and Edward Snowden.
Indeed, it is precisely because Bernie Madoff was “one of
us” that major individual and institutional actors in the
financial industry were taken in by his scheme.4
One aspect of the scandal which was the source of particular
revulsion was that Bernie Madoff is Jewish, and many of his
victims were fellow Jews and Jewish charities. How could he
exploit his own people? This is actually not unusual in the
world of fraud. Madoff is a typical example of the “affinity
fraudster.” The best targets of the affinity fraudster are the
people closest to him.5 Jews would naturally tend to trust
Madoff as a fellow Jew. He was literally, “one of us.”

“SO TELL ME BERNIE, WHAT IS YOUR
PLAN?”

O

nce trust is established, a deception or fraud
depends on a good story. The particulars are
incidental so long as the story is creditable. It is
possible to earn, say, 10% returns—not probable or likely,
but possible. Bernie Madoff’s investment scheme sounded
plausible and was backed by his personal reputation and the
reputations of the firms with which he did business. He did
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The other great saying in business is that “you can’t cheat
an honest man.” The implication is that Madoff’s gullible
clients invested with him because they were greedy.
Although greed is a common vice in human affairs, greed
does not appear to be the primary reason Madoff’s victims
did business with him. Madoff’s clients invested in him
because they trusted him and the U.S. financial markets that
Bernie, almost literally, incorporated. The trust Madoff’s
clients had in him and the “system” were mutually
reinforcing factors that over time convinced thousands of
otherwise smart, well-informed investors to give up their
fortunes to fraud.

RUBE GOLDBERG IS THE FRAUDSTER’S
FRIEND

T

he core of the Ponzi Scheme is very simple: new
investors pay off earlier investors. A good way to
mask the simple deception at the heart of a Ponzi
Scheme is to make the execution of the fraud as complicated
as possible. This is counter-intuitive and certainly goes
against a guiding philosophy in military planning, namely
“keep it simple.” As every good police investigator knows,
the more lies a criminal tells the harder it is for the criminal to
keep the lies straight. However, in a long-term financial
fraud, excessive complexity can mask the simplicity of the
deception. Modern finance is so complex that even
professionals can lose their way in the thicket of new and
extravagantly designed products. There are very good
reasons why these financial products are referred to as the
results of “financial engineering.”6 So long as the story is
reasonably plausible, the sophisticated financial
professional will trust the fraudster to take care of the
details.

THE RUMSFELD RULE

O

ne aspect of the Madoff scandal that is particularly
hard for the public to accept is how he was able to
get away with his fraud for so long in an industry
with considerable statutory and regulatory oversight. It is
not as if Madoff was running the CIA, where he could keep
his actions secret. Did not Madoff and his companies have
to file reports with the SEC, the New York Stock Exchange,
etc.? What about audits by his accountants? Is not this
immense paper trail part of the public record? True, but
Madoff used this very transparency to his advantage.
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THE ROPER, THE INSIDE MAN, THE
FIXER, THE CONVINCER 9

Rumsfeld allegedly made the comment that
when he wanted to stymie an opponent he
would “bury him in paper.” Bernie Madoff
applied this “Rumsfeld Rule” to mask his
fraud.

T

Donald Rumsfeld is known as one of the most skilled
bureaucratic infighters in contemporary American political
history. Rumsfeld allegedly made the comment that when he
wanted to stymie an opponent he would “bury him in
paper.” Bernie Madoff applied this “Rumsfeld Rule” to mask
his fraud. Madoff met the requisite statutory and regulatory
reporting obligations. Even better, this reporting came not
just from Madoff and his companies but also from the banks,
investment firms, and accountants with whom he did
business. His reporting was, in the main, not fraudulent, nor
was the documentation necessarily bogus. If Bernie had
tried to keep secrets or failed to submit timely reports that
would have raised the proverbial red flag.
The most important piece of paper for Bernie’s clients was
the simplest. At the end of every month Madoff’s clients
got a statement indicating that they earned the amount as
promised. So long as the reams of paper moving between
all these firms looked to be authentic, more or less,
nothing else mattered to the clients as long as their
accounts indicated a profit. No matter how sophisticated
an individual may be in financial matters, not many people
spend all that much time poring over details of a bank
statement as long as the money keeps coming in at the
end of the month. To a large extent we trust the banks,
the accountants, etc., to take care of the details.
Madoff’s mountain of paper, which appeared to meet all
statutory and regulatory requirements, is an excellent
example of Barton Whaley’s key concept of his Theory of
Deception known as the Principle of Naturalness.7 The
very size and complexity of the reporting that Madoff
provided were part of the environment in which his clients
lived and thus were accepted by them as completely
natural in the sense as understood by Whaley.
Consequently, Madoff was able to perform two critical
tasks essential for every deception, namely dissimulation
and simulation. Madoff’s simulation of honestly meeting
his statutory and regulatory reporting requirements
showed his clients a false world in which they were
making actual profits while at the same time his
dissimulation hid the real deceit of his scheme in which
the only person profiting was Bernie Madoff.8
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he roles and duties of each individual in an organized
band of grifters (fraudsters) are detailed and wellthought-out. As the respected financial professional
and “affinity fraudster,” Madoff was the “Inside Man.”
Madoff was also the “Fixer” since he conceived, controlled,
and managed the fraud. For our study it is important to note
Madoff’s use of many individuals and financial institutions,
some witting but most unwitting, as his “Ropers”10 and
“Convincers.” In a classic grift, the “Roper” identifies the
mark and brings him to the “Convincer,” who then
persuades the mark that the proposed scheme will in fact be
profitable, even if might appear to be questionable or even
illegitimate. Madoff used his many friends and associates in
the financial industry to send him prospective clients for his
investment firms. He then used his clients to refer further
clients. The banks and other financial institutions which
managed the vast amount of paper generated by Madoff’s
scheme were exploited as the “Convincers,” or the channels
through which his clients were fed a coherent story about
the legitimacy, soundness, and profitability of the entire
scheme.
The psychology behind this process is very simple. If a
client sees on his monthly account statements the names of,
for example, J.P. Morgan or Bank of America, the client will
assume these institutions did their due diligence in verifying
these accounts. In reality, these institutions were mere
conduits through which Madoff’s money flowed. The banks
and other financial entities were used for their good names
to convince Madoff’s clients that their investments were
sound. Naturally, this led to much litigation as Madoff’s
victims claimed that the banks failed in their fiduciary duties
and should make good the losses. The banks just as
naturally argued they were mere channels transferring
money between accounts and providing the necessary
documentation. The victims were Madoff’s clients, not the
bank’s clients. Consequently, there was no fiduciary
obligation on the part of the banks to Madoff’s clients.
Whatever the legal merits of these arguments, there is no
doubt that Madoff used his “Ropers” and “Convincers”
brilliantly.

“WHO WAS WATCHING THE STORE?”11

A

fter the Madoff scandal broke, the public’s ire was
directed against state and federal regulatory
agencies, in particular the Securities and Exchange
Commission (SEC), for failing to uncover Madoff early on.
The exculpatory argument that Madoff’s scheme was very
complex and encompassed immense numbers of documents
was rejected with the counterargument: “Well, isn’t that
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what the government is supposed to know how to do?”12
Without delving into the intricately complex legal and
technical details of financial regulation, the Madoff scandal
illustrates some interesting aspects of large, modern
bureaucracies.
The justifiable rage against the incompetence of government
regulators notwithstanding, even sophisticated
bureaucracies are limited in their ability to identify frauds like
Madoff’s.13 The SEC oversees financial markets valued in
the trillions of dollars and involving billions of transactions
each business day. Add the foreign markets with their
interconnections to the U.S. financial markets and the
magnitude of these challenges quickly becomes apparent.
Consider also that there are other federal and state
regulators whose work must be considered and coordinated
with the SEC. Any bureaucracy charged with significant
responsibilities but constrained by limited resources will
naturally react by prioritizing tasks and responsibilities. Just
how these priorities are ordered and the vigor with which
they are pursued can determine if a Bernie Madoff is caught
before he can do too much damage.
The SEC—indeed all regulators—must balance the
unresolvable tension between being vigilant regulators
constantly on the lookout for bad actors like Bernie Madoff
while ensuring that the markets function as effortlessly as
possible. Act too strictly and markets seize up; become too
lax and Bernie Madoff flourishes. The limitations of even the
most sophisticated bureaucracies have been well-known
since the rise of the modern regulatory state roughly 100
years ago. These limitations are not restricted to agencies
regulating financial markets.

“YOU DON’T SAY NO TO THE
RAINMAKER.”

T

The corporate culture on Wall Street holds
to the strong belief that, if a person,
department, or company is making money,
let it.
Strong leadership sustained over time is required to ensure
that organizations regard compliance not as a cost to be
satisfied by “box checking” but as a significant objective in
its own right. Good leaders know that the outcome of
preventing fraud is more important than merely ensuring the
proper process was followed. Ultimately, it is the senior
political leadership at the highest level of government that
determines resources, priorities, and the perseverance with
which regulatory agencies pursue their statutory mandates.
The New York Times noted that a recent report about the
lack of federal criminal cases related to the extensive
mortgage fraud revealed during the financial crisis
“…indicates that the Justice Department, our nation’s top
law enforcement agency, is simply unequipped – or
unwilling – to combat complex financial fraud.”16 [emphasis
added]

OF NUTS AND BOLTS

he corporate culture on Wall Street holds to the
strong belief that, if a person, department, or company
is making money, let it. As understandable as this
mentality is in the corporate world, it is also found in the
regulatory agencies. Government agencies are charged with
ensuring compliance with the law and regulations. Most
large companies have entire departments tasked similarly.
An overly strict compliance regime by both government and
business would greatly reduce business activity; deals
would not get done, transactions would not be made, and
clients would not be taken on.14 In essence, strict compliance
leads to someone saying “no” too often to far too many
rainmakers, i.e., those individuals who are the people
bringing in the clients, business, and profits. Compliance is
tiresome, unglamorous and, above all, not profitable.
Compliance departments are “cost centers” and not “profit
centers.” Hence, there is understandable pressure on
compliance departments to find ways to say “yes” rather
Vol 32, No 2

than “no.” No ambitious banker ever made managing
partner by saying “no” to prospective clients. An overly
strict regulator will eventually have to answer to Congress.
Consequently, compliance can often lapse into a paperwork
drill in which success is measured in the fact that all the
appropriate boxes are checked. The result of these
competing pressures is the elevation of “process over
outcome.”15

N

othing in the mechanics of the Bernie Madoff fraud
should come as a surprise to denial and deception
professionals. Establishing trust with the target and
telling a plausible story to mask the deception are parts of
the essential tool kit of every successful deception.
Knowing the weaknesses and vulnerabilities of the
regulatory authorities or, for D&D operations the
counterintelligence and counterdeception agencies, is
essential. Nevertheless, the Madoff case study highlights
several points that bear special consideration. As in any
“long con,” fraud, or deception operation, it is important to
take care to identify the best “inside man.” As a classic
“affinity fraudster,” Madoff demonstrates why creative
thinking in spotting the important characteristics of one’s
targets is crucial. Identifying the best “inside man” should
be more than simply finding the individual who holds an
important spot on the organizational chart of one’s target.
The Madoff case study is a good example of a deception
that inverts Churchill’s classic phrase that the truth should
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be protected by a “Bodyguard of Lies.” For Madoff’s
scheme to have worked for so long and to have deceived so
many sophisticated financial professionals it needed to
create a huge, complex mountain of mostly true reporting
that masked his lie. This “Bodyguard of Truth” was needed
to prevent just one of his clients from asking the simple but
devastating question, “Bernie, where exactly is my money
right now?”

THE MADOFF CASE STUDY AS AN
INDICATOR OF FUTURE D&D RESEARCH

T

he Bernie Madoff case study should be of interest to
students of D&D operations above and beyond
merely presenting an example of how to organize and
manage a long-term deception. The Madoff study should be
seen as an example of what the Intelligence Community and
military D&D professionals can learn from deceptions in
fields far removed from their often narrowly focused
interests. Indeed, the Madoff case is a good argument that
D&D professionals should greatly expand their range of
study. Of course, deception has long been a part of human
life. The psychology of deception, deception in magic, and
the use of deception in the natural world are all studied
intensively by D&D researchers. However, the majority of
the historical case studies used to illustrate and explain
deception operations appear to be by and large limited to the
world of intelligence and the military. The D&D community
should look to examples of deception in business, finance,
science, and indeed the whole range of human endeavor.17
This new research program cannot be limited to examining
how case studies from other fields can illustrate the details
of a successful deception. Beyond the “nuts and bolts,” the
research program advocated here should try to determine
how case studies from the wider field of human experience
might provide better insight into the nature of both
mounting and detecting deceptions. Quite simply, the
fraudulent financier, the scientist who falsifies his data, and
all the grifters who convince their greedy marks to part with
their money can teach us much about the deceptions of Kim
Philby, Aldrich Ames, Robert Hanssen, and Edward
Snowden. Let us take a brief look at two fields of research in
which case studies such as the Madoff one can expand and
illuminate D&D research.

of dollars over many years? How could so many good,
intelligent people fall for a fraud as transparently illegitimate
as a Ponzi Scheme? The simple-minded response is that men
like Bernie Madoff are evil and their victims are merely
stupid, gullible, and greedy. Of course, the world of fraud
and deception is far too complex for this to be a satisfactory
response.
A deeper understanding of the psychologies of both
perpetrators and victims of fraud is worth the effort. One
does not need to be a medical professional or dive deeply
into the psychopathology of individuals to note some
personal characteristics of fraudsters and their victims. As
illustrated by the Madoff case, greed and stupidity are not
enough to explain the gullibility of the victims. Very often
the victims are simply people who want something. Their
misfortune is that they meet a charismatic, talented, and
seemingly trustworthy man who promises merely to give
them what they want.19
In Bernie Madoff we see a man of great charisma and
theatricality. Madoff was a master of “impression
management.”20 As with Charles Ponzi, it is remarkable just
how public the Madoff scheme was. The entire point of
Madoff’s scheme was to get a significant portion of the
investing public to put money into his fraudulent
investments. Herein lies the contrast with deception
operations that are normally run by the Intelligence
Community and the military. Aside from deceptions that are
expressly designed to influence public opinion or political
activities, IC and military deceptions normally remain
concealed. The activities of spies and traitors must by
definition be hidden.
Whatever the differences and similarities between Bernie
Madoff and Aldrich Ames, the key point for D&D students is
that fraud and deception are relationships among people; i.e.,
the most important “nuts and bolts” of any fraud and deception
are the establishment by guile of trust between the deceiver and
his mark(s). Given that the intelligence and counterintelligence
services have invested great effort in understanding the
psychological makeup of spies and traitors, it would be an
intriguing research project to compare and contrast the
psychological workings of a Bernie Madoff with that of a Kim
Philby or an Aldrich Ames. How different, or similar, is a
fraudster like Madoff compared to a spy or a traitor?21

“THE DOCTOR WILL SEE YOU NOW.”

G

iven the enduring nature of fraud in all areas of
human affairs and the concomitant damage caused
by deceivers like Bernie Madoff, it is no surprise that
there is substantial research in understanding not only how
frauds are organized (the nuts and bolts) but also the
psychology of the perpetrators and their victims.18 What
kind of mind could defraud thousands of people of billions
American Intelligence Journal

DON’T JUST ATTACK THE NETWORK;
DRIVE IT MAD

T

he conflicts since 9/11 have given the U.S.
Intelligence Community and the military extensive
experience in attacking complex, worldwide terrorist
networks. In fact, the strategic concept is known as “Attack-
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the-Network.” Simply put, an “Attack-the-Network”
strategy conceives of our enemies not simply as individuals
to be killed or forces to be defeated but as networks to be
broken up. A classic example of this concept would be to
regard the financing of terrorism as a critical sub-system of
the larger terror network; disrupt the financing networks and
you disrupt the larger terror network. It is not surprising that
there is a significant effort to defeat and disrupt the financial
networks supporting terrorist organizations. Likewise,
globalization of criminal networks has compelled U.S. law
enforcement to target what have become truly transnational
criminal organizations.
John Keegan noted in his masterpiece The Face of Battle
that the study of battle is “…always a study of solidarity
and usually also of disintegration – for it is toward the
disintegration of human groups that battle is directed.”22
Keegan’s insight points to the conceptual danger that the
“Attack-the-Network” strategy could lead to a mechanistic
mindset influenced by our understanding of modern
computer networks, i.e., to regard the “network” as a
machine to be broken. For Keegan, our enemy is a human
group that we aim to disintegrate, not a thing to be
destroyed. As noted above, fraud and deception depend on
the establishment of trust between people. A D&D
perspective to the battle between human groups would be to
look at the enemy network as a corporate mind to be
confused.23 Of course, D&D planners are taught to regard
the mind of the enemy as the target of a deception operation.
However, deception planning should expand its vision
beyond supporting the commander’s goals for a particular
military operation. Deception planners should aim not
merely to confuse the mind of the enemy but also to drive
the enemy literally to a form of madness. To achieve that
end, our mindset must not only move away from the
mechanical view of organizations as networks but also away
from the hierarchical view in which all that is needed is the
targeting of a few key leaders (“kingpin strategy”) in order to
defeat an enemy. As law enforcement has discovered, the
elimination of even a large number of “kingpins” is not
enough to roll up the most powerful criminal organizations.
If the key to any fraud and deception is the establishment of
trust between people, then the key to driving an organization
mad is to destroy any sense of trust among the people who
make up that organization.24 Even the most vicious and
depraved of criminal organizations must depend upon a
minimal level of trust among the members in order to
function. A deception operation should aim to achieve the
“death of trust” within the target organization. With trust
gone an organization would tend to start destroying itself
through internal fighting and purges of suspected traitors. A
good historical example would be how Stalin’s insane
paranoia in the 1930s led to the self-destruction of the Soviet
military and intelligence services. With the target
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organization driven mad by mistrust, a strategy of attacking
the network by frustrating its operations, destroying its
material resources, and killing or arresting its members will
have a greater chance of success.
D&D planners aiming to drive their targets mad can use the
rich and complex scientific literature that has developed over
the years to understand and explain large organizations. To
that end, business, economics, sociology, and political
science have all developed complex theoretical models. One
of the best known of these theoretical models is “game
theory.”25 These complex theoretical models are now
sophisticated enough to take into account the fallibility and
ignorance of humans under stress making decisions with
imperfect information. The most famous theoretical example
of game theory is the “prisoner’s dilemma” in which two
actors are confronted with making decisions in a situation of
ignorance. The Cuban Missile Crisis was a classic case
study in real-world application of game theory.
What these models apparently do not account for with
sufficient thoroughness is the component of deliberate
deception. For all its complexity and sophistication,
Madoff’s fraud, like all Ponzi Schemes, was remarkably
simple and very fragile. Madoff’s lie had to come to light
someday. How can a theoretical model of collective human
action be built that takes into account not mere ignorance
but active deception and, most important, a deception in
which the actors may assume, but do not know for certain,
how and what manner they are or might be deceived? The
argument advanced here is that D&D professionals should
raise their view above the technical problems of designing or
defeating deception operations and work to incorporate
deception into a larger, more theoretical understanding of
how the modern world works. For example, what if Prisoner
A could find a way to deceive Prisoner B into making a
decision to the advantage of Prisoner A?

CONCLUSION

D

&D operations are methods we use to blind our
enemies. While deception is used to prevent our
enemies from seeing us, at the same time we must
know the mind of our enemies so that our deceptions will
make them see what we want them to see, think what we
want them to think, and do what we want them to do. Yet,
for all the similarities in technique, a major difference
between deception operations normally run by the
intelligence services and the military and the frauds
perpetrated by criminals such as Bernie Madoff is the
number of targets. A complex strategic deception such as
the Allied operations against the Germans prior to the 1944
invasion of France involved many individuals and
organizations. However, the ultimate target of a strategic
intelligence and military deception is, in general, limited to
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the very senior leadership of the enemy. Indeed, in the case
of the Allied deception in World War II, the case can be
made that there was a single target which mattered, namely
the mind of Adolf Hitler.
The contrast between the number of strategic intelligence
and military deception targets and the Madoff case study is
truly remarkable. The Allies had to deceive Hitler for only
about three years. Bernie Madoff had to deceive thousands
and continue this deception for decades. Nevertheless, the
Madoff case study is important for the argument presented
in this article because Madoff demonstrates the importance
of regarding the target not as the mind of a single individual
or organization but rather as a system. Of course, Madoff
betrayed the personal relationship of trust that he built with
his individual clients. He damaged trust in “the system,”
specifically, the U.S. financial markets and the government
regulatory agencies that were supposed to guarantee the
honesty of that system. This loss of trust was ultimately
worse than the serious losses he inflicted on his victims.
After the Madoff scandal broke, the entire investing
public—the millions of people who trusted the U.S. financial
markets with their savings, wealth, and investments—had to
ask themselves these critical questions: “Can I trust the
markets? Can I trust the government to keep the markets
honest?” These questions are more deadly than questions
about the competence of the SEC or the honesty of the
banks. Markets are built on trust and, if that trust is
questioned, it can cause lasting damage. The U.S. is lucky
that its markets, regulators, and society are robust enough to
regain the trust damaged by even the most spectacular
scandals like the one perpetrated by Bernie Madoff. The
Madoff scandal did not cause the destruction of the U.S.
economy.26
Following the example of Bernie Madoff, D&D professionals
should design their operations not merely to target the mind
of a single leader or organization but rather the mindset, the
culture, “the system” of our enemies. Of course, the United
States does have strategies to attack not only the material,
but also ideological, foundation of our enemies.27 The
strategic concept of a “war of ideas” is not new. Our
contemporary world of nation-state challenges, international
terrorism, and Transnational Criminal Organizations is made
up of enemies of far greater complexity and essential fluidity
than we saw in the recent past of the Cold War era. As
Moises Naim points out, “Global criminal activities are
transforming the international system, upending the rules,
creating new players, and reconfiguring power in
international politics and economics.”28 [emphasis in the
original] Thus, it is incumbent upon D&D professionals to
work out a comprehensive theoretical understanding not just
of how deception operations work as part of a larger
strategic operational plan but how deception moves, alters,
and deforms human affairs in the modern world in which the
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old rules, mindsets, and understanding are being
transformed. Our existing practical and theoretical
knowledge of D&D operations should be combined with the
theoretical understanding of large, complex organizations
used in the disciplines of business, economics, and political
science. Denial & Deception needs more than a Napoleon
who can design a strategy and lead an operation against
several enemies. D&D should synthesize our knowledge of
modern organizations and ideologies into a theoretical
understanding of our 21st century enemies, the nature of the
war are they are waging against us, and the role of deception
in the long campaign to defeat them. D&D needs its own
Clausewitz.
[Authors Note: The views expressed in this article are the
author’s alone and do not necessarily represent the views of
the Drug Enforcement Administration, the United States
Department of Justice, or an officer or entity of the United
States.]
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Deceived to Intervene:
Non-State Actors' Use of Deception to
Elicit Western Intervention in Libya in 2011
by MAJ (USA) William S. Riley, Jr.

OVERVIEW

INTRODUCTION

L

arge-scale atrocities in Somalia, Bosnia, and Rwanda in
the 1990s prompted the international community to
develop prescriptive policies for intervention to avert
humanitarian crises. These policies, including the
“Responsibility to Protect,” also codified normative
vulnerabilities suitable for use as a basis to deceive and
manipulate the international community into militarily
intervening in support of the goals of belligerents in civil
wars.
This article seeks to answer the question: Did Libyan rebels
deceive the international community into intervening on their
behalf in 2011 in order to overthrow the Qaddafi regime? The
article identifies incongruities between the conventional
narrative of the Libyan conflict and the available evidence,
suggesting that the rebellion was planned, or at least coopted, by Islamist groups who sought to overthrow the
Qaddafi regime and install a Sharia-based government. The
rebels’ deception story consisted of two major themes: the
rebellion centered on peaceful protests by the Libyan people
in support of their aspirations for democratic reform, and
promotion of “evidence” that the regime’s response was
brutal enough to warrant third-party military intervention.
The rebels triggered intervention by manipulating
communications channels including the media to make
purposefully inaccurate accusations of atrocities against the
regime. The international community responded to the threat
of atrocities and intervened militarily, inadvertently
supporting the goals of the rebel leaders and Islamists
operating within the rebellion.
This article documents specific practices that elicit military
intervention for humanitarian reasons, highlights
vulnerabilities inherent to humanitarian policies, and
identifies indications and warning signs useful for detecting
deception in future cases. Lessons noted herein bring to light
potential efforts to manipulate U.S. leaders, thereby helping
to reduce casualties and costs associated with unnecessary
future U.S. interventions, and limiting destabilization within
states or regions by thwarting a strategy used by non-state
actors to overthrow regimes they oppose.
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S

“

laughter,” “Massacre,” “Genocide,” “Ethnic
Cleansing.” These words evoke images of
catastrophic events like those which took place in
Somalia (1993), Rwanda (1994), Srebrenica, Bosnia (1995),
and Kosovo (1999). Since the end of the Cold War, the West
has felt increasing pressure to intervene militarily on behalf
of unarmed civilians caught in humanitarian crises. After
NATO intervened in Kosovo, U.S. President Bill Clinton
declared, “If the world community has the power to stop it,
we ought to stop genocide and ethnic cleansing.”1 In 2005
United Nations (UN) Secretary General Kofi Annan made his
position clear when he stated, “The sovereignty of states
must no longer be used as a shield for gross violations of
human rights.”2 UN members and Western leaders began to
codify their strong aversion to deaths of civilian noncombatants, otherwise known as civilian casualties, which
led to the concept of “Responsibility to Protect” (R2P) that
became an internationally acknowledged norm upon
recognition by the UN General Assembly in 2005.3 The only
thing lacking for R2P to be fully established in the
international lexicon was a signature case of intervention
based on R2P principles. That came in 2011, when UN
Security Council Resolutions (UNSCR) 1970 and 1973
sanctioned intervention in Libya.4 Gareth Evans, who is
widely considered the co-father of R2P, lauded the
intervention as a “textbook case for the R2P norm working
exactly as it was supposed to.”5

PROBLEM

G

iven that the primary goal of materially weaker rebel
groups is often to defeat their materially stronger
adversaries in order to achieve their political and
military goals, one of the most effective strategies available
to them is to enlist the aid of a sympathetic group that is
materially stronger than the weaker party’s adversaries.
Sympathy may be manufactured through the accusation of
atrocities against an enemy, often falsely, in ways that are
designed to induce external intervention against the enemy.
Humanitarian policies, especially R2P, have made this task
easier by providing prescriptive criteria for what types and
magnitudes of civilian casualties may legitimately trigger
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international intervention.6 These policies suggest that, if
a state fails to protect its population from genocide, war
crimes, crimes against humanity, and ethnic cleansing or
is, in fact, the perpetrator of these crimes, the
international community must be prepared to take strong
measures, including the collective use of force authorized
by a UN Security Council resolution.7 Research by Alan
Kuperman and John Gentry, both noted scholars of
intervention policies and norms, suggests that
accusations of atrocities highlighting civilian casualties
have been commonly used by non-state actors to spur
military intervention.8 Kuperman found that the Bosnian
Muslims’ strategy to gain outside intervention in 19921995 included actively lobbying the West to recognize
Bosnia’s independence, and portraying their civilians as
victims of Serbian aggression.9 Similarly, the Kosovo
Liberation Army (KLA), a militant arm of the ethnic
Albanian rebellion, openly acknowledged its strategy to
enlist third-party aid by provoking Serbian aggression
against civilians.10 Gentry suggests that unconfirmed
atrocity accusations, coupled with Western biases
against the Serbian government, pushed the U.S. and
NATO toward military intervention in 1999.11
Historical analysis shows that the speed of genocidal
actions in past events, the ambiguity of reports of
genocide due to limited credible information of
perpetrators’ intentions, and uncertainties about
genocidal acts themselves present an environment ripe for
disinformation and deception campaigns aimed at the
government leaders of potentially intervening third
parties.12 These leaders make decisions based on available
information; if their information is distorted or false, or
otherwise deceptively manipulated, intervention decisions
will be more beneficial to the deceiver and less consistent
with the leaders’ strategic interests.13
Many experts now cite Libya as a model for implementing
the R2P principles.14 UN Secretary General Ban Ki-Moon
summed up the international mood concerning R2P: “By
now it should be clear to all that Responsibility to Protect
has arrived.”15 However, factual incongruities point to a
less politically palatable story suggesting that the
international community was deceived into conducting an
unnecessary intervention.16 Moreover, actual events
suggest that Libyan rebels exploited R2P to deceive
Western leaders into conducting direct military
intervention in support of the rebels’ strategic political/
military goals, including the overthrow of Muammar
Qaddafi’s internationally recognized sovereign
government. For the purposes of this article, deception is
defined as measures designed to mislead a target’s
decision- makers by manipulation, distortion, or
falsification of evidence in order to induce them to act in a
manner beneficial to the deceiver.17
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LIBYA 2011

L

ibya’s 2011 civil war is widely described as a nation of
non-violent protesters who rose up against their cruel
and ruthless dictator, Muammar Qaddafi, in
continuance of the “Arab Spring” democratic revolutions
then sweeping the Islamic Maghreb.18 In the conventional
narrative, instead of following the lead of Egypt’s Mubarak
and Tunisia’s Ben-Ali and acquiesce to the will of the
people, Qaddafi responded by ordering his military and
security services to put down the rebellion by force,
shooting peaceful protesters and killing thousands of
innocent civilians in the first three days of protest, especially
in Benghazi.19 The regime’s brutality forced the otherwise
peaceful protesters to take up arms in self-defense and
launch a rebellion.20 The rebels formed an interim
government named the National Transitional Council (NTC)
and had remarkable success in their resistance efforts, which
led Qaddafi to retaliate in a criminally disproportionate
manner. The regime favored several tactics to quell the
resistance: utilizing African mercenaries, employing tanks
and firing artillery against unarmed civilians, using the
Libyan Air Force to bomb civilian areas indiscriminately, and
systematically employing rape as a weapon.21 The
humanitarian consequences of these tactics were so
atrocious that they met internationally recognized standards
of “crimes against humanity.”22
In fact, once Qaddafi launched a counteroffensive, regime
forces regained and then retained offensive momentum and
marched on Benghazi, telling the people to surrender or
suffer a blood bath.23 In order to avert a Rwanda-like
genocide, the UN invoked the “Responsibility to Protect”
principle in UNSCR 1973 on March 17, 2011, which
authorized use of “all necessary means” to protect Libya’s
civilians from their brutal dictator.24 Two days later, France
and the United States, on behalf of NATO, established a nofly zone designed to protect civilians. Soon thereafter,
NATO became an active belligerent by conducting air strikes
on Libyan government forces.
Qaddafi was captured and killed within seven months of
NATO’s direct military intervention, and a more
representative government was then brought to power. As
promised in the NTC’s “vision,” the spread of democracy
continued via the Arab Spring in Libya.25 NATO’s Supreme
Allied Commander, Admiral James G. Stavridis, trumpeted
R2P’s success when he stated:
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NATO’s operation in Libya has rightly been hailed as
a model intervention. The alliance responded rapidly
to a deteriorating situation that threatened hundreds
of thousands of civilians rebelling against an
oppressive regime. It succeeded in protecting those
civilians.26
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To most observers, R2P was triumphant because it averted
the slaughter of civilians and non-combatants, the very
people for which the humanitarian principle was designed to
protect. However, available evidence highlights
incongruities which suggest that Western leaders based
their decisions to intervene on faulty premises of genocidal
actions that met the intervention thresholds as prescribed by
R2P.

INCONGRUITIES

R

esearch by Kuperman and others suggests that there
are five categories of evidence which are
incongruous with the conventional narrative: (1) the
protests were not spontaneous and had heavy Islamist
influence; (2) the protests were initially violent; (3) actual
casualty rates were significantly lower than those initially
reported; (4) a high ratio of male to female/child casualties
suggests that most casualties were caused by fighting, not
regime-committed atrocities; and (5) the regime used lessthan-lethal riot control measures, even after the revolt turned
violent.
First, there is considerable evidence indicating that the
spontaneous and supposedly peaceful “day of rage”
protests on February 17, 2011, were orchestrated to coincide
with historically significant extremist actions. On Friday,
February 17, 2006, a mob of Islamist sympathizers in
Benghazi sacked the Italian consulate, set it ablaze, and
threatened to kill Italian diplomats in response to the Italian
Prime Minister’s wearing of a t-shirt with a cartoon of the
prophet Mohammed. Libyan police responded to the
incident and ultimately opened fire on the protesters, killing
several.27 These actions by Islamists in Benghazi were
captured on video via cell phone and posted to an al Qaedalinked website calling for death to the infidels. According to
John Rosenthal, this website also “celebrated Benghazi as
one of the Libyan cities most famous for jihad.”28
As further evidence of premeditation, the International Crisis
Group (ICG) reported in June 2011 that the Libyan uprising
was “organized in the east [outside of Libya].”29 The ICG
reported, “In fact, the online protest calls originated from
Libyans abroad, in Switzerland and the United Kingdom.”30
The ICG’s information is consistent with early reporting
from The New York Times suggesting that “anti-government
demonstrations were organized via Internet social
networks.”31 The protesters in 2011 called for a “day of rage”
on February 17, the very same day as the previous Islamist
protest, which strongly suggests that the ostensibly
spontaneous and peaceful protests in 2011 were, in fact,
premeditated with outside influence.
Second, the protests were violent from the beginning.32
Militant groups attacked an army weapons depot in Derna
on February 16, the day prior to the “day of rage,” where
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they seized 250 weapons, killed four soldiers, and wounded
16 other soldiers.33 That same day, protesters set fire to the
security headquarters and a police station in Zentan
(northwestern Libya).34 The rebels sacked the Benghazi
police barracks no later than February 20, just three days
after the “day of rage,” using “Molotov cocktails,”
bulldozers, and vehicle-borne improvised explosive devices
(VBIED), subsequently killing over 20 police and
administration officials.35 A BBC article dated February 24,
2014, notes that Benghazi residents had lined up to be
issued weapons looted from army and police installations.36
These reports are consistent with statements made by Ali
Hashem, the Al-Jazeera reporter who covered the 2011
rebellion:
The beginning of the revolution and the real start of
the revolution is when the rebels, or, let’s say, the
activists, at that time, occupied the barracks in Benghazi
and they went inside and took all of the weapons. And
then it started. Then everyone had weapons and
everyone was kind of, you know, fighting from that
time.37
Many rebels were once regime police and military personnel
who were sympathetic to the rebels’ goals of regime change.
They retained their weapons and ammunition and turned
them on Qaddafi loyalists at the outset of the fighting.38 The
Sydney Morning Herald quoted sources as saying, “Army
Colonel Adnan al-Nwisri joined [the already armed rebels]
and provided them with a rocket-propelled grenade launcher,
three pieces of anti-aircraft artillery and 70 Kalashnikov
assault rifles ... and on Friday (February 18), they attacked
the port in Derna and seized an assortment of 70 military
vehicles.”39 By February 23, less than a week after the “day
of rage,” heavily armed, masked insurgents manned
checkpoints, and rebels used tanks and anti-aircraft guns
against government forces.40 These actions indicate that the
rebel forces were familiar with the equipment’s use, whether
from military service, from outside training advisors, or from
fighting in Afghanistan and/or Iraq. Additionally, one of the
protesters early on states that “we lost seven but killed
twenty,” further suggesting that the violence was between
trained and armed groups, not one-sided aggression against
peaceful civilians.41
Third, numerous sources including BBC and Amnesty
International suggest that initially reported rates of civilian
casualties were not consistent with the actual casualty rates
before and after NATO’s intervention. According to the
rebels’ post-Qaddafi regime, the final death toll of
“revolutionaries,” a category which included rebels and noncombatants for the entirety of the conflict, was estimated at
4,700 people.42 This is a tremendous reduction from the
6,000 casualties initially reported to the UN within the first
week of the uprising, or the estimated tens of thousands of
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casualties cited by the NTC to gain UN intervention, or the
hundreds of thousands of deaths referenced by Admiral
Stavridis.43 The revised totals are, however, consistent with
reports from the Qaddafi regime, which were generally
disregarded at the time.
The fourth category is the disproportionate ratio of male to
female/child casualties in towns retaken from rebels by
government forces. Kuperman conducted a detailed
analysis of the casualty rates of women and children, who
are typically non-combatants, in Libya versus those
confirmed in other internationally recognized humanitarian
crises. He concludes that the casualty rates were not
consistent with past instances of genocide, which show an
even distribution among fighting-age males, women,
children, and elderly people. He discovered that in the
Libyan town of Misrata, for example, women and children
made up only 3% of the overall casualties, suggesting that
most fatalities were lawful combatants.44 These noncombatant mortality rates are consistent with collateral
damage, not the intentional targeting of civilians.
Finally, Kuperman cites reports that government forces
initially responded to the uprising with non-lethal means
such as rubber bullets, tear gas, and water cannons, which
they were still using for riot control in late March, long after
the supposed acts of genocide and massacre were
reported.45 Kuperman’s analysis is supported by numerous
media outlet reports.46
As noted, many experts now cite Libya as a model for
implementing the R2P principle.47 However, incongruities
between the established narrative and evidence produced by
reputable investigators like Kuperman indicate a less
politically palatable story suggesting that the international
community was deceived into conducting an unnecessary
intervention that was ultimately intended for regime
change.48
To further explore the possibility of deception to incite
Western intervention, the author will ask and answer
questions using a basic deception design methodology
known as “Do,” “Think,” “See.”49

NTC’s Chairman, reached out to the UN via letter on March
5, 2011, asking the international community to “fulfill its
obligations to protect the Libyan people from any further
genocide and crimes against humanity…”51 The Arab
League, which first rebuffed international intervention,
lobbied as early as March 12 for the UN to implement a nofly zone in Libya.52 This policy shift indicates that, despite
its early protests to the contrary, battlefield reverses led the
NTC to seek military support from the international
community.
THINK: What would the West need to think in order to
elicit the intervention?
According to R2P doctrine, the most important principle for
implementing military intervention is the Just Cause
threshold, which states that in order for military intervention
to be warranted there must be serious and irreparable harm
occurring, or likely to occur, in one of two ways: large-scale
loss of life or large-scale ethnic cleansing.53 The language of
atrocities meeting the Just Cause threshold often includes
the words genocide, massacre, rape, and ethnic cleansing.54
Evidence suggests that the NTC leadership was aware of
Western aversion to civilian casualties, as well as the R2P
doctrine. In his CNN interview on March 10, 2011, Jalil
pleaded for the international community to impose a no-fly
zone in Libya, saying that any delay would cause additional
civilian casualties:
It has to be immediate action. The longer the situation
carries on, the more blood is shed. That is the message
that we want to send to the international community.
They have to live up to their responsibility with
regards to this [emphasis added].55
Jalil’s word choice here is not accidental; his separate use of
“genocide” and “crimes against humanity” when describing
Qaddafi’s atrocious actions indicates his awareness of the
international community’s avowed responsibility to
protect.56
SEE: What evidence would need to be seen in order to elicit
Western military intervention?

DO: What did the rebels want the West to do?
The rebels experienced rapid success within the first few
weeks of the rebellion, and some members of their leadership
expressed the desire that outside forces not intervene in
Libya’s affairs.50 However, as Qaddafi’s counter-offensive in
late February began to retake rebel towns and expel rebel
forces, spokesmen for the resistance began to seek outside
military intervention. For example, the senior rebel
commander, Abdel Fatah Younis, spoke by telephone on
March 2 with Britain’s foreign secretary about “planning for
a no-fly zone,” and shortly thereafter, Mustafa Jalil, the
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Western leaders’ needed to observe evidence of two major
themes: peaceful protests by the Libyan people in support
of their legitimate aspirations for democratic reform, and
evidence that the regime’s actions in response are brutal
enough to meet the prerequisites of the Just Cause
threshold.57 Large-scale loss of life would need to be
perceived as a product of deliberate state action perpetrated
by the Libyan regime. The West would need to see evidence
of large-scale ethnic cleansing such as “killing, forced
expulsion, acts of terror or rape.”58
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DECEPTION?

W

estern leaders did cite large-scale loss of life and
ethnic cleansing as justification for intervening,
clearly indicating their acceptance of the evidence
as purported.59 The “see, think, do” methodology shows
clear linkage between the rebels’ goal of gaining Western
military intervention and the outcome of events. A large
body of evidence suggests that the rebels manufactured
evidence supporting the conventional narrative of events in
an effort to achieve their political/military goals. The
question remains: How did the rebels manufacture and
promote the necessary evidence? The answer is that the
NTC and the rebels controlled several communication
channels targeting Western leaders and had the capability to
manufacture and disseminate two themes of evidence
necessary to generate Just Cause for Western intervention.
The first deception theme was convincing the West that the
revolution was peaceful and for the purposes of democratic
reforms in Libya. The peaceful protest message was
primarily propagated by the media, although there were very
few reporters on the ground during that time. The evidence
of peaceful protests mainly consisted of public statements
by NTC and sympathetic spokespersons, “eyewitness”
reports, and a few videos posted to online forums and
YouTube. The biggest proponent of the democratic
message was the NTC and its leadership. Both Jalil and
Mahmoud Jabril, the NTC’s prime minister, consistently
touted the peaceful nature of the revolution, as well as
Qaddafi’s conduct of atrocities, in press releases, political
speeches, and direct engagements with international leaders.
In addition, the NTC published an 8-point plan for building a
democratic state of Libya.60 The NTC’s plan called for:
Political democracy and the values of social justice…a
constitutional civil state which respects the sanctity
of religious doctrine and condemns intolerance,
extremism, and violence…every individual will enjoy
the full rights of citizenship, regardless of color,
gender, ethnicity or social status.61
These NTC statements of aspiration for democratic reform,
using terms popular in Western liberal democracies,
conflicted with Jalil’s pronouncement after Libya’s
liberation:
…as a Muslim country, we have adopted the Islamic
Sharia as the main source of law. Accordingly, any
law that contradicts Islamic principles with the Islamic
Sharia is ineffective legally.62
Jalil also suggested that new Islamic rules should be
implemented to limit how banks charge interest and to “halt”
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Qaddafi-era restrictions on the practice of polygamy.63 These
statements are consistent with Islamists’ desires to
implement Islamic Sharia law in Libya, and they created
concerns among Western democracies. In response to his
Sharia law proclamation, U.S. Secretary of State Hillary
Clinton stated to Jalil that she hoped “women would be
allowed to play a role in new Libya.”64 Secretary Clinton
recounted that “Jalil smiled” and the matter was dropped.65
In another example, amid the international community’s
concerns about rebels conducting human rights violations,
Jalil stated “the NTC is firmly committed to upholding human
rights and the rule of law…the violation of rights no longer
has a place in Libya.”66 Jalil also stated in response to
Amnesty International’s detailed report of rebel offenses,
“The NTC is putting its efforts to bring any armed groups
under official authorities and will fully investigate any
incidents brought to its attention.”67 Yet, even when
informed of specific instances of rebel-committed atrocities,
the NTC granted immunity to all former rebels because their
“military, security, or civilian acts ensured the revolution’s
success.”68 These mixed messages engender doubt as to the
democratic nature of Libya’s revolution, and the NTC’s
actions convey its actual intent of regime change and the
implementation of Sharia law.
The second deception theme consisted of narratives that the
Qaddafi regime committed atrocious “crimes against
humanity” that met the Just Cause threshold. This was
accomplished by presenting repeated messages of genocide
and massacre, as well as communicating specific atrocious
actions such as the Libyan Air Force bombing defenseless
civilians, indiscriminate use of artillery and tanks on noncombatants, use of African mercenaries, and the practice of
systematic rape as a weapon. Many of the press statements
released after the NTC changed its strategy to rely on
foreign intervention used the words “genocide,”
“massacre,” and “blood bath,” clearly targeting the Just
Cause threshold.
Members of the global media, especially traditional news
outlets, showed considerable bias toward the rebel cause in
their reporting, especially during the early months of the
uprising. Al-Jazeera, like many other news organizations, did
not initially have reporters on the ground collecting
information firsthand. Al-Jazeera’s lead reporter did not
arrive in Libya until March 8, 2011, almost 20 days after the
“day of rage.”69 He stated that his colleagues were there by
the first of March, thirteen days after the rebellion began in
earnest.70 CNN also admitted that, due to a lack of access,
much of its initial reporting came from “witnesses” in the
rebel-held areas, not firsthand observations by independent
reporters.71 In order to gain information from on-the-ground
sources, BBC included an Internet link at the bottom of its
news reports that said “Are you in Libya? Are you taking
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part in demonstrations? Are you trying to leave? Send us
your comments.”72 Al-Jazeera’s reporting on February 27,
2011, states that “much of the information about the Libyan
uprising that reached the West came from Libyan expatriates
who were phoning, emailing, or instant messaging with
family and friends inside the country.”73 The sources told
Al-Jazeera that “often the Libyans abroad would relay
incomplete or exaggerated news…but if it helped the
uprising’s cause, it was an acceptable distortion. It put more
pressure on the international people; it made it even more
horrific.”74 These accounts suggest that much of the early
reporting of atrocities leading to international condemnation
of the Qaddafi regime was gathered from second-hand
sources sympathetic to the rebels’ cause.
The media’s bias toward the rebel cause was furthered by
the rebels’ hospitality to foreign journalists. The rebels
often provided free room and board and imbedded reporters
in their units in order to influence the media’s messages.75
One reporter, lamenting the state of Libya after the ouster of
Qaddafi, admitted bias when she stated, “Perhaps, following
the rebels’ lead, we were too easily inclined to hope that the
problems lay exclusively in the dictator…”76 Biases such as
these helped the rebels spread their two major themes of
deception to potential Western interventionists.
Talking points consistent with the deception themes were
communicated repeatedly through all communications
channels by Jalil and Jabril, as well as by Libyan and foreign
diplomats who were sympathetic to the rebels’ cause. The
former regime’s, and then the NTC’s, deputy ambassador to
the UN demanded the implementation of a no-fly zone, citing
the prevention of mercenaries, weapons, and other supplies
from reaching Qaddafi’s security forces, and he also raised
concerns about bombing of civilians.77 Centrally-controlled
messages such as these further indicate the presence of
deception to elicit military intervention.

T

he most effective channel for the rebels’ deception
themes was Soliman Bouchuiguir, the president of the
Libyan League for Human Rights.78 On February 21,
2011, he initiated a petition that was signed and submitted to
the U.S., European Union (EU), and UN by 70 nongovernmental organizations (NGOs) and human rights
organizations, demanding that the international community
take immediate action to “halt the mass atrocities perpetrated
by the Libyan government against its own people.”79
According to freelance writer Daniel McAdams,
Bouchuiguir’s petition “was designed to tick all the
necessary boxes of the R2P [Just Cause threshold]
criteria.”80 This letter presented specific charges such as
“foreign mercenaries attacking demonstrators with knives,
assault weapons, and heavy caliber weapons…snipers
shooting peaceful protesters…artillery and helicopter
gunships used against crowds of demonstrators…tanks
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crushing innocent bystanders…mercenaries shooting
indiscriminately from helicopters and from the top of
roofs…”81 The letter also cited the international
community’s responsibility to protect civilians and
recommended that the UN Human Rights Council (UNHRC)
suspend Libya’s Council membership, which it subsequently
did, and asked the UN Security Council to “send a clear
message that the international community will not be
bystanders to these atrocities.”82 While reiterating the
letter’s contents before the UNHRC a few days later,
Bouchuiguir claimed that Qaddafi had already massacred
6,000 of his own people and planned to slaughter many
more.83 Bouchuiguir was also responsible for the
“bloodbath” and “genocide” narrative. Kuperman found
that on March 14, 2011, as the rebels faced imminent defeat,
Bouchuiguir warned reporters in Geneva that “if Qaddafi’s
forces were permitted to attack Benghazi, then there would
be a real bloodbath, a massacre like we saw in Rwanda.”84
Kuperman’s analysis of media reports using LexisNexis
showed that there were only 19 news articles in English
containing the words “bloodbath” and “Benghazi” during
the period March 7-13. However, the two weeks after
Bouchuiguir’s comments (March 15-31) saw a jump of such
articles to 171. Kuperman also notes that Bouchuiguir
became Libya’s ambassador to Switzerland after the NTC
came to power.85
Independent journalist and documentary film maker Julien
Tiel interviewed Bouchuiguir in mid-2011, asked some
difficult and direct questions, and gained some startling
answers in response. When asked if it was difficult to gather
all of the NGOs together behind his petition, he said, “To tell
the truth, not difficult at all because all NGOs are
acquainted…the UN brought us all together.”86 Tiel then
asked how his accusations against the Qaddafi regime could
be substantiated. Bouchuiguir answered, “There is no way,”
indicating that his accusations were made without proof or
verification.87 Tiel then asked, if the claims could not be
verified, from where did he get his information? Bouchuiguir
answered that he got it from Mahmoud Jabril, the NTC’s
prime minister. Bouchuiguir also admitted that Jabril and
other key NTC leaders were also members of the Libyan
League for Human Rights. When pressed one more time
about validating his claims, Bouchuiguir finally stated,
“There is no evidence.”88 Bouchuiguir’s confessions show
that he served as the NTC’s conduit to convey atrocity
accusations to the UNHRC and UNSC, and he bears
significant responsibility for the NTC’s generation of
international military intervention.
Accusations of atrocities leveled against the Qaddafi regime
by Bouchuiguir and the NTC were reported consistently in
the media. The title of a CNN report, “Witness: Peaceful
Protesters Mowed Down in Libya,” provides an example of
the peaceful protest narrative.89 The ICG reported in
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February and March that “largely uncorroborated reports,
especially on Al-Jazeera television, indicated that the regime
attacked hospitals, destroyed blood banks, raped women,
and executed the injured.90
The ICG was one of the first humanitarian organizations to
condemn the Libyan regime on the basis of “credible reports
of concerted deadly attacks against civilians” by numerous
means including “the use of military aircraft to
indiscriminately attack demonstrators.”91 However, the ICG
painted a less biased and more moderate picture in its June 6
analysis on the situation in Libya:
Much Western media coverage has from the outset
presented a very one-sided view of the logic of
events, portraying the protest movement as entirely
peaceful and repeatedly suggesting that the regime’s
security forces were unaccountably massacring
unarmed demonstrators who presented no real
security challenge. This version would appear to
ignore evidence that the protest movement exhibited
a violent aspect from very early on. While there is no
doubt that many and quite probably a large majority
of the people mobilized in the early demonstrations
were indeed intent on demonstrating peacefully, there
is also evidence that, as the regime claimed, the
demonstrations were infiltrated by violent elements.
Likewise, there are grounds for questioning the more
sensational reports that the regime was using its air
force to slaughter demonstrators, let alone engaging
in anything remotely warranting use of the term
“genocide.”92

I am satisfied with the fact that a bloodbath was
prevented in Benghazi. When French aircraft
destroyed four tanks just outside the city, I thought
of the soldiers who died as a result. It’s horrible. But
I also thought of the 700,000 residents of Benghazi,
whom Gadhafi had threatened with merciless
vengeance, and who were spared a horrific massacre,
at least so far… Gadhafi has positioned his tanks in
the downtown area, targeting the hospital and
shooting the wounded. People are staying in their
houses to hide from snipers. Benghazi was saved, but
now there is bloodshed in Misrata instead… Libya
was an occupied country. An army of mercenaries
was at war with a civilian population that had no
weapons but was full of hope.99
In this one interview, BHL was able to communicate the
NTC’s talking points, clearly espousing, wittingly or
unwittingly, the NTC’s deception narrative.

Amnesty International indicated that, while rebel forces
repeatedly charged that African mercenaries had been used
against them, it could find “no evidence for this.” Several
reports suggest that these mercenaries were actually subSaharan migrant workers who were either quietly released or
executed by rebel forces.93
The prosecutor for the International Criminal Court (ICC),
Luis Moreno-Ocampo, stated at a press conference that “we
have information that there was a policy to rape in Libya
those who were against the government. Apparently,
[Qaddafi] used it to punish people.”94 However, Donatella
Rovera, a senior crisis response advisor for Amnesty
International, discovered little proof of these allegations,
stating that “we have not found any evidence of a single
victim of rape or a doctor who knew about somebody being
raped.” Liesel Gerntholtz, the head of women’s rights for
Human Rights Watch, stated that “we have not been able to
find evidence” to substantiate rape allegations.95 In sum,
eyewitness accounts and evidence provided by rebels did
not hold up under scrutiny.96
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Activist philosopher Bernard-Henri Levy (BHL) is often
cited (including by himself) as the person responsible for
getting French President Nicolas Sarkozy to meet with NTC
leaders and recognize them as Libya’s legitimate
representative government.97 His documentary, Oath of
Tobruk, suggests that he was also influential in persuading
U.S. Secretary of State Hillary Clinton to support the NTC.98
In a March 30, 2011, interview with Der Spiegel, Levy was
quoted as saying:

Remarks by the Libyan diaspora also communicated the
message of atrocity accusations. For example, Muhammad
al-Senussi, an exiled crown prince, issued a statement from
London that he believed that a no-fly zone would resolve the
crisis:
There are people dying every day. The purpose of the nofly zone is to help preserve the lives of the Libyan people.
There are people being slaughtered while I am talking to
you.100
Finally, the Arab League’s endorsement of international
military intervention met one of NATO’s necessary criteria
prior to military action, and was cited in UNSCR 1973, as well
as by foreign leaders, as legitimizing Western intervention.
The deception messages aimed at the UN were received by
both the UNHRC and the UNSC, evidenced by the language
used in press statements, as well as in Security Council
Resolutions 1970 and 1973.
The deputy UN High Commissioner for Human Rights,
Kyung-wha Kang, said “the government of Colonel
Gaddafi...has chosen to attack civilians with massive,
indiscriminate force. The responsibility to protect them now
falls on the international community,” thereby invoking the
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R2P norm to justify military intervention in response to
regime-committed atrocities.101 The first resolution, S/RES/
1970, was issued on February 26, 2011, and imposed
sanctions on Libya and the Qaddafi regime because of the
Security Council’s “deep concern at the deaths of
civilians…considering that the widespread and systematic
attacks against the civilian populations may amount to
crimes against humanity.”102 The Security Council’s
resolution, S/RES/1973, issued on March 17, 2011, authorized
military intervention based on “grave concern of heavy
civilian casualties…widespread and systematic attacks
against the civilian population… deploring the continued
use of mercenaries by the Libyan authorities.”103 It should
also be noted that Resolution 1973 referenced the League of
Arab States’ condemnation of atrocities as further
justification for military intervention.
Leaders within the international community, especially those
of Western countries, took notice of the rebels’ deception
narrative, as evidenced by the joint press release on April 14,
2011, signed by France, the United Kingdom, and the United
States. This letter reiterated acceptance of the deception
narrative, including Qaddafi’s “massacre of his own people,”
and it touted the efficacy of the NATO-implemented no-fly
zone to “prevent the bloodbath that [Qaddafi] had promised
to inflict upon the citizens of the besieged city of
Benghazi.”104 Separate statements by these leaders and their
administrations, both before and after the intervention,
suggest that the deception narrative persuaded a wide
audience.
U.S. acceptance of the deception message was complete,
culminating in acceptance of the generally accepted
narrative, as evidenced by testimony from Deputy Secretary
of State James Steinberg:
This crisis began when the Libyan people took to the
streets in peaceful protest to demand their universal
human rights. Colonel Qaddafi’s security forces
responded with extreme violence. Military jets and
helicopter gunships attacked people who had no
means to defend themselves against assaults from the
air. There were reports of government agents raiding
homes and even hospitals to round up or kill wounded
protesters, of indiscriminate killings, arbitrary arrests,
and torture as Qaddafi’s forces began a full-scale
assault on cities that were standing up against his
dictatorial rule.105
The media served as the primary feedback mechanism to the
rebels’ deception planners, helping them gauge the efficacy
of the deception themes on Western leaders to incite
external military intervention. It is also probable that public
relations and lobbying firms retained by the NTC, as well as
sympathetic NGOs and diaspora groups, provided additional
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feedback to the NTC.106 The international community
responded to the threat of atrocities conducted by the
Qaddafi regime and intervened militarily, and in so doing
supported the espoused goals of the NTC, as well as
Islamist organizations operating within the rebellion.

CONCLUSION

T

he facts discussed herein meet the definition of
deception as presented at the beginning of this article.
While there is no outright admission of deception
(other than Bouchuiguir’s admission of there being “no
evidence”), it is highly likely that a deception campaign
enabled the NTC and Libyan rebels, including Islamists, to
incite Western military intervention and, in so doing,
enabled them to achieve their strategic goal of regime
change.107 It is inconceivable that the NTC’s talking points
of genocide, massacre, and bloodbath were chosen by
accident. It clearly and consistently maintained a strategy of
targeting Western casualty aversion and the R2P principle of
Just Cause.
Critics of the deception hypothesis may suggest
coincidence in the incongruities between the actual events
and the conventional narrative. Opponents may also
suggest that, even if deception was present, intervention in
Libya was still necessary because the very real threat of
Qaddafi’s retaliation was beyond the international
community’s tolerance of risk. These views are mistaken for
two reasons. First, incongruities between the observed,
substantiated evidence and the largely unsubstantiated
atrocity accusations suggest a low likelihood of coincidence.
Second, Kuperman’s observation that Qaddafi did not
commit genocidal retribution in towns reclaimed by regime
forces constitutes strong evidence the regime did not plan
future atrocities in these locations.108 These views further
suggest that the NTC and Jabril studied the Western
normative perceptions of R2P, and built a new “reality”
designed to trigger Western military intervention.
The rebels’ deceptive behavior to elicit humanitarian
intervention has serious consequences for intelligence and
policy analysis, for policymakers’ decision-making
processes, and ultimately for U.S. interests. First,
intelligence analysts must include the possibility of
deception in their analyses of events encompassing
humanitarian crises. Pointed efforts to report or exaggerate
civilian casualties in order to generate Western sympathies
and incite direct military intervention suggest a new
technique not traditionally considered in intelligence
analyses. Increased analyst awareness of the potential for
deception and surprise, apart from evidence being viewed,
comes from an understanding of an adversary’s past
practices of deception as shown in this article, as well as
potential motives, opportunities, and means to carry out
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future deceptions. Analysts should understand Western
psychological, analytical, and organizational vulnerabilities,
holes in information collection capabilities, and stated or
implied humanitarian policy vulnerabilities in order to
improve indications and warnings of future deception and
manipulation efforts targeting U.S. and other Western
policymakers. John Gentry’s generic indicators of
vulnerability-enabled manipulation serve as a great starting
point for analysts to further study deception indicators to
improve analysis and warning.109
A second benefit is recognition of the need for increased
policymaker awareness of their potential vulnerability to
manipulation because of civilian casualty aversion, as well
as improved awareness of deceptive practices used to
induce military intervention by the U.S. and its allies.
Intelligence analysis and warning are normally difficult under
the best of circumstances; they become more so when
considering deception efforts targeting individual senior
policymakers who are intelligence consumers. Analysts
supporting policymakers must consider that deceivers have
studied R2P intervention norms, as well as U.S. leaders’
policy and statement records, and have gained the
necessary information to influence senior leaders’ decisionmaking processes. Policymakers do not rely solely on the
Intelligence Community for their sources of information
when making decisions. Their biases and perspectives are
influenced by information sources such as the media and
intermediaries, including foreign diplomats, lobbyists, and
public relations firms, NGOs, other special interest groups,
and individuals and groups whom they view as trustworthy.
When informing a senior leader of their vulnerability to
being duped by a “friend,” analysts will most likely
experience the senior leader’s resentment and a lack of
receptivity to their warning message; however, they should
not be deterred from informing policymakers of their
potential to be deceived. Increasing policymakers’
understanding of deceptive practices should help to improve
their receptivity to a deception hypothesis when presented
in policy analyses and intelligence warning messages.
Further inaction or delayed international response to real
atrocities because of fear of deception also creates a moral
dilemma for policymakers. Leaders do not want to commit
their countries’ resources to an illegitimate intervention, but
they also do not want to be on the wrong side of history by
failing to act if atrocities against civilians are actually
committed, as in the case of the Rwandan genocide in 1994.
U.S. policymakers’ hesitance can potentially be overcome if
intelligence managers allocate sufficient analytical resources
to explore fully a particular humanitarian crisis, looking at
both current events and historical context for possible
incongruities. Better awareness and analysis of a deception
hypothesis may lead to its detection and subsequently limit
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unnecessary interventions, thereby saving lives, resources,
and national treasure.
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Interwar Germany vs. Nuclear Iran:
Applying Lessons Learned
by Special Agent Lisa M. Lopez

The past does not repeat itself but it rhymes.
-Mark Twain

T

he threat of nuclear proliferation is an issue that
permeates the national interests of all states
regardless of nuclear status. In a post-Cold War era
when signatories in good standing with the nuclear NonProliferation Treaty (NPT) strive to deescalate the threat
through cooperative disarmament, material and technology
controls, and the promotion of peaceful nuclear energy;
there are others who seek to subvert these efforts and
advance their grand strategies through means of strategic
denial and deception (D&D).1 No state presents a greater
threat in this capacity than the Islamic Republic of Iran [for
convenience hereafter referred to as merely Iran].
This case study comparison examined the relationship
between D&D in the national objectives and grand
strategies of interwar Germany from 1918 until 1939 and
nuclear Iran from 1979 until 2013. The purpose of this
comparison was to assess the U.S. Intelligence Community’s
(IC) ability to identify and counter Iranian deception in
efforts to deter nuclear proliferation through the application
of lessons learned from the German rearmament. This study
relied on analogical reasoning to compare and contrast links
between covert procurement networks, dual-use ruses, and
diplomatic deception and delay used by Germany and Iran to
achieve their national objectives. This information was then
evaluated using Analysis of Competing Hypotheses (ACH)
against those lessons learned and translated into analytic
and decision-making standards, to address the extent to
which they can impact the Iranian issue. The analysis
concluded that the consistent application of these standards
can significantly aid the IC’s ability to identify and counter
Iranian deception and therefore result in an indefinite delay
of nuclear proliferation.
Since the fall of Shah Reza Pahlavi in 1979, the Khomeinist
regime terminated and then reinstated Iran’s nuclear
program. This revival, which coincided with the onset of the
Iran-Iraq War, sparked opposition by the U.S. and other
members of the international community. This was due to
countless demonstrations of Iranian state-sponsored
American Intelligence Journal

terrorism and repeated violations against NPT provisions
which convinced the international community that Iran’s
primary motivation for pursuing this technology was to
acquire nuclear arms. As a signatory to the NPT under Shah
Pahlavi, Iran claims that it holds a right equal to that of any
other signatory to thetechnology as a means to access
peaceful nuclear energy. Despite countermeasures enacted
by the U.S. and its international partners to deter this
endeavor, Iran has succeeded in the covert reestablishment
of its nuclear program. President Barack Obama expressed
his concern over Iran’s nuclear progress in a press
conference on March 14, 2013. His statements reflect U.S.
military and IC assessments that, if it so chooses, Tehran is
only a year or more away from weaponizing its illicit
technology.2

Iran incrementally achieved its nuclear
objective by utilizing D&D methods to
conceal its progress and deceive the
international community.
Iran incrementally achieved its nuclear objective by utilizing
D&D methods to conceal its progress and deceive the
international community. Despite statements to the
contrary, intelligence reporting demonstrates that Iran
continues to employ these methods as it develops nuclear
weapons capabilities under the cover of its nuclear program.
Numerous cases throughout history have used this strategy
of deception; however, few rival the level of international
threat that a nuclear-armed Iran would pose. The most
comparable historic analogy is that of the Germans in their
successful interwar rearmament.
From 1918 until 1920, Germany was forcibly disarmed by the
Allied powers following its defeat in World War I. The
preliminary armistice initiating the disarmament went into
effect on November 11, 1918, and was superseded by the
Treaty of Versailles which finalized the conditions of
surrender on January 10, 1920. Despite the diplomatic and
military pressure to concede to these agreements, German
Chancellor Joseph Wirth had no intention of following
through with his pledge to “…carry out without reservation
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or delay the measures relative to …disarmament…” At the
time of his signature, he was already conspiring with
politicians, military leaders, and industrialists to “…lay new
foundations for the development of the German armament
technique.”3 These foundations employed covert
rearmament measures in support of Germany’s grand
strategy to subvert the provisions of the Versailles Treaty,
and regain its regional dominance and status as a world
power through military force. German strategic deception is
echoed throughout Iranian statecraft, though it is nowhere
as notable as in its national objective to acquire nuclear
arms. This objective would allow Iran to advance its grand
strategy to assert its regional dominance and status as a
world power through nuclear intimidation.

THE WHALEY ANALYSIS

B

arton Whaley, a pioneering intelligence analyst in the
field of foreign D&D, presented his assessment of
the German rearmament in his book, Covert German
Rearmament. His findings resulted in seven lessons learned
from the success of Germany’s D&D strategy:
1.
2.
3.
4.
5.
6.
7.

Political leaders were unwilling to heed
intelligence with awkward political implications;
Negotiators placed unwarranted faith in
agreements and lost skepticism of Germany’s
rearmament intentions;
Arms limitation agreements omitted automatic
sanctions that would have deterred evasion
capabilities;
Intelligence analysis was conducted by technical
experts who misjudged Germany’s intentions
and achievements in intelligence reporting;
Intelligence services succumbed to pressure to
report data in line with the biases and needs of the
clientele;
Economic collection and analysis did not take
precedence in monitoring and deterring
Germany’s rearmament progress;
Preconceptions and bias took precedence over
evidence in the analysis and decision-making
process.4

Whaley examined the efficacy of this evasion strategy in
subsequent works intended to identify D&D enablers in
other and historical analogies. His insights revealed
significant D&D trends among various case studies;
however, they are substantially evident in the German and
Iranian comparison.
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D&D FRAMEWORK AND APPLICATION
Active Methods

T

he D&D framework is comprised of two primary
factors: active methods and passive facilitators.
Active methods are those denial, deception, and
adaptation activities executed by a deceiver to induce
misperception by a target. Though denial, deception, and
adaptation are distinct concepts, they are complementary
components necessary for a successful deception. One
method cannot secure an effective deception without
supplementation from the other methods. A deception
cannot proceed without denying the target knowledge of the
components and motivation behind a deception design.
Conversely, the deception provides cover for those
corresponding elements of denial. It is therefore essential to
understand the dynamics of these methods in the D&D
structure and process.

Active methods are those denial, deception,
and adaptation activities executed by a
deceiver to induce misperception by a target.
Denial, or “hiding the real,” as characterized by Whaley, is
considered those measures taken by the deceiver to conceal
the truth about a given operation, situation, object, person,
or location with the objective of influencing the target to
react in a means contradictory to its self-interests. Whaley
further describes denial as “dissimulation” which takes
place in three forms: masking, repackaging, and dazzling.
Masking conceals all distinctive characteristics available to
the target’s sensors, or matching them to surrounding
characteristics in an attempt to make them visible.
Repackaging disguises in that it adds to or subtracts from
characteristics to transform them into a new pattern that
resembles something else to the target. Dazzling confuses
the target by randomizing or partially obscuring the
characteristics of an object or event in order to blur its
distinctive pattern. 5
Deception, or “showing the false,” presents a visible
alternative reality to provide cover for the truth. Whaley
characterizes deception as “simulation” which also takes
place in three forms: mimicking, inventing, and decoying.
Mimicking is the imitation of an element known to the target
to the extent that it could pass as a replica. It is done by
copying one or more of the distinctive characteristics of that
element to reflect its distinctive pattern. Inventing displays
an alternative reality by creating one or more new
characteristics to invent an entirely new pattern. Decoying
diverts attention by misdirecting with feints or diversions.
This is done by creating false characteristics that
demonstrate a more convincing secondary pattern.6
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D&D STRUCTURE MODEL

circumvent every aspect of the agreement. This endeavor
signaled a national conspiracy among key politicians,
military leaders, and industrialists to restore the glory of the
former imperial empire.

STRUCTURE OF DENIAL AND DECEPTION
‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐
Deception: Distorting Reality
Dissimulation: Hiding the Real

Simulation: Showing the False

Masking: Concealing all distinctive characteristics
available to the targets sensors, or matching them to
surrounding characteristics in an attempt to make them
invisible.

Mimicking: Imitating one or more of the distinctive
characteristics of an element to reflect its distinctive
pattern

Repackaging: Disguising through the addition or
subtraction of characteristics to transform them into a
new pattern.

Inventing: Displaying an alternative reality by creating
on or more new characteristics to invent an entirely
new pattern

Dazzling: Confusing the target by randomizing or
partially obscuring the characteristics of an object or
event in order to blur its distinctive pattern.

Decoying: Creating alternative false characteristics that
demonstrate a more convincing secondary pattern.

Source: Whaley’s Structure of Deception

Adaptation of these methods modifies the activity to extend
the deception according to the target’s response to the
deceiver’s stimuli. Whaley’s structural model demonstrates
the options available to a deceiver in this framework.7
Passive Facilitators
The execution of active methods alone does not in and of
itself support an effective deception. Exploiting the right
target vulnerabilities at the right time is as important as
employing the active methods selected to conduct the
deception. It is therefore incumbent on the deceiver to
identify, monitor, and adapt to the target’s greatest
weaknesses, and then properly apply a corresponding active
method. Vulnerabilities include mindsets, mirror-imaging,
and cognitive biases as analytical weaknesses that render a
target susceptible to D&D. These weaknesses are selfinduced and coincide to create an environment conducive to
affect successful D&D.8

D&D APPLICATION IN INTERWAR
GERMANY (1918-1939)

G

ermany’s covert rearmament objective traversed four
distinct phases of deception: Disarmament, 19181920; Covert Arms Evasion, 1921-1926; Covert Arms
Evasion, 1921-1926; and Overt Rearmament and Bluff, 19351939.
Disarmament, 1918-1920
The disarmament provisions imposed on Germany following
its loss of World War I devastated the nation. The
Versailles Treaty virtually dismantled all German defenses,
seized territory, and subjected the nation to insurmountable
war reparations to ensure that Germany could never again
instigate such destruction on the world. The Allies went to
exhaustive lengths to enforce treaty compliance and, in
response, the Germans instituted an evasion strategy to
American Intelligence Journal

To counter this effort, the Allies established the Inter-Allied
Control Commission charged with on-site enforcement and
inspections. A failure from its inception, this body
mandated that Germany assemble a liaison committee to
assist in facilitating the disarmament process. Known as the
Army Peace Commission, this Reichswehr (Army) entity
initiated power games, evasion maneuvers, and obstruction
techniques to undermine cooperation and fully deceive the
Control Commission.9
The key to German rearmament was the arms industry, and
the industrial giant of the time was Gustav Krupp. Krupp
maintained Germany’s heavy arms production lines until the
Allies ordered them destroyed under supervision of the
Control Commission. Despite this setback, Krupp never
closed these production lines but rather diversified his
products under the new company slogan, “We make
everything (Wir machen alles)!” This peacetime division
became active within weeks of the initial armistice and
included products such as baby carriages, typewriters,
motor scooters, heavy agriculture machinery, and
locomotives. The government placed significant orders for
these products to keep Krupp in business, cover deficits,
retain skilled labor, and maintain production as cover for
future dual-use manufacturing. This effort supported the
deception conspiracy to evade disarmament through
industrial cooperation.10
Securing the German aviation industry was also a key factor
in the rearmament effort. As with the arms industry, the
initial objective was to salvage and safeguard German
inventories from confiscation by the Control Commission. In
every attempt to avert financial ruin, industrialists such as
Tony Fokker were more than willing to contribute to this
cause.
While feigning treaty compliance, Fokker coordinated a
smuggling network to conceal and transport his remaining
aviation inventory into Holland.11 This was accomplished
by strategically placing aero components in his factory while
concealing the bulk of his stock in secret locations
throughout Germany. He then bribed trade ministry officials
to issue export permits and customs agents to evade Control
Commission inspections at rail stations. Through these
means, he successfully smuggled 220 aircraft, 40 engines,
and $8 million of aviation inventory into Holland in less than
seven weeks. This accomplishment allowed Fokker to
reestablish his business under Nederlandische
Vliegtuigenfabriek NV, one of many front companies that
supported Germany’s rearmament mission.12
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Covert Arms Evasion, 1921-1926
From 1921 until 1926, General Hans von Seeckt, Chairman of
the Commission for the Peacetime Army Organization and
Chief of the Reichswehr, sought to circumvent the Versailles
Treaty in every way possible. Two of his priorities were to
evade Reichswehr troop limitations by covertly funding
private paramilitary organizations and resurrecting the Flying
Corps. These issues were all but nonnegotiable with Allied
leadership. With limited exceptions, aircraft were strictly
prohibited. To compensate, General von Seeckt maintained a
hidden reserve of trained pilots, air crews, and ground staff
concealed in billets throughout the Reichswehr until
provisions could be made to facilitate their aviation
services.13
As in the Fokker example, there were many industrialists
willing to contribute and reap the financial benefits of
General von Seeckt’s covert objectives. Aircraft
manufacturers such as Junkers, Heinkel, Albatross, and
Dornier took orders from the Reichswehr to rebuild the Air
Force inventory with the latest in aviation technology.14
Authorization of a limited commercial airline, Deutsch
Lufthansa, provided an ideal opportunity for General von
Seeckt to exploit dual-use technology by blending the Air
Force into the state-controlled airline. Commercial aviation
restrictions were lifted under the 1926 Pact of Paris and made
evasion easier to mask the design, testing, and stockpiling of
the Air Force inventory. This loophole opened the doors for
the Defense Ministry to pad the numbers and push over 40
officers per year through the approved training. The
relaxation of these restrictions also authorized the creation of
civilian glider clubs and flying schools which served as
cover for six additional Reichswehr training facilities. These
organizations and subsequent advertising squadrons
disguised as commercial skywriting and advertising
companies became the first operational units of the
Luftwaffe.15
General von Seeckt also sought political alliances to advance
this objective. He made a secret agreement between the
Reichswehr and Soviet forces under the 1922 Rapallo Treaty.
This treaty permitted the construction of a pilot school and
aircraft testing center in Lipetsk, Russia. This collection
brought millions of reichsmarks into the creation of this
modern complex which was comprised of runways, hangars,
repair shops, and other installation necessities. This
mutually beneficial agreement provided the facilities and
space for German pilots to openly test and train in their
combat aircraft, while providing simultaneous instruction to
their Red Air Force counterparts.16
In addition to these efforts, Foreign Minister Gustav
Stressmann pressed hard for the complete withdrawal of the
Control Commission. His persistence was ultimately met
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with approval from his French and British counterparts who
welcomed what they considered an end to wasted resources
and effort. Despite this achievement, Stressmann dragged
out negotiations to avoid as many concessions as possible.
His strategy succeeded as the Control Commission withdrew
on January 31, 1927. The closing report concluded that
“Germany had never disarmed, had never the intention of
disarming, and for seven years had done everything in her
power to deceive and ‘counter-control’ the Commission
appointed to control her disarmament.” The report was
consequently disregarded and censored by Allied
leadership.17
Clandestine Rearmament, 1927-1934
Withdrawal of the Control Commission left the inheritance of
treaty compliance oversight to the ill-prepared League of
Nations Council.18 This departure enabled the reactivation
of the Koch and Kienzle (E) Secret Weapons Design Office
under Krupp Works. This launched Krupp into a period of
“black production” which signified enhanced manufacturing
of self-propelled guns, torpedo launching tubes, periscopes,
armored plate, primitive rocket designs, and other
unauthorized controlled items. General von Seeckt’s early
1920s strategy to postpone serial production and focus on
research and development was paying off. Krupp now had
the time, space, and security to put his innovations into
mass production.19
By 1933 Adolf Hitler was appointed Chancellor by President
von Hindenburg, whose death the following year allowed
Hitler to declare the Office of the President permanently
vacant thus uniting it with the Office of the Chancellor under
the title “Der Führer.”20 This political revolution did not
signify a change in national direction with regard to
rearmament; however, it did signal a change of pace in the
militarization process. In anticipation of these
developments, industrialists and manufacturers raced to
produce, import, and stockpile strategic metals for the mass
production of munitions, weapons, and equipment. Aviation
capabilities were enhanced as a political alliance made under
the Rome-Berlin Axis compensated for the closure of training
facilities in Russia. Under this covert agreement, Italian
dictator Benito Mussolini allowed select German pilots to
train in Italy with the Regia Aeronautica, the world’s most
advanced air force at the time. Upon completion of this
combat aviation training, these newly qualified fighter pilots
returned to their cover positions as Lufthansa commercial
pilots.21
Restrictions were further eased under the 1926 Paris Air Pact
to permit Germany to maintain “air police” units and aerial
defense. Under his cover as Transport Minister, Hermann
Goering advanced the Reichwehr’s secret aviation
component by creating the German Air Defense Union,

Page 50

American Intelligence Journal

which gave him control of antiaircraft artillery and civil air
raid defense.22 To enhance these provisions, Propaganda
Minister Joseph Goebbels ran a headline across the official
Nazi newspaper Voelkischer Beobackter reading “Foreign
Aircraft Over Berlin!” The story detailed the invasion of
German airspace by foreign bombers which circled the
capital and dropped offensive leaflets. Goebbels insinuated
that the aircraft were Russian and made it a point to state
that Germany was powerless to intercept them because it
was not authorized the appropriate aircraft. Feigning
outrage over Germany’s lack of self-defense during this
incident, Goering petitioned the British Embassy to grant
export licenses for engines to equip sufficient police planes.
His petition was approved and 85 engines were shipped from
England.23 This means of deception brought Germany’s
clandestine air force closer to fruition and, by 1934, 44 air
units were operating from 42 airfields throughout Germany.
This phase enabled the Germans to operate in a more open,
though still clandestine, environment. This freedom of
movement did not negate their need for operational security
as the Allies continued to monitor and investigate
suspicious activity. Despite the outcome, these inquiries
seldom resulted in sanctions as verification of collected
intelligence remained inconsistent at best. As a result,
Germany maintained its course toward full rearmament.
Overt Rearmament and Bluff, 1935-1939
In 1935 Hitler openly defied the Versailles Treaty by
publicly professing Germany’s successful rearmament.
Hitler considered this act a demonstration of selfdetermination, the timing of which launched Germany’s
national power to a new level with little fear of Allied
reprisal. The transition in this phase did not end the
rearmament deception, but rather adapted its active
methods to execute a bluff, the intent of which was to
exaggerate the military might of the Wehrmacht (Armed
Forces). This bluff was accomplished through the
strategic release of disinformation by Nazi leadership into
diplomatic and media channels. In one instance, Goering
stated that Germany possessed approximately 300 mostly
obsolete non-military aircraft and approximated that it
would take at least two years before it could develop a
defensive air force. Thirteen months later, he rescinded
this statement and declared the existence of the Luftwaffe
(Air Force) in a press release. This declaration coincided
with his official notification to the British and French air
attaches. 24
In another example, Hitler assured Britain’s Lord Privy
Seal, Anthony Eden, that Germany was defenseless in
terms of aviation and had no desire for aerial aggression.
Thirteen months later, he renounced this assurance and
informed Eden of the Luftwaffe’s aviation equivalence to
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that of the British Royal Air Force (RAF). Seeking
clarification of the “aviation equivalence,” the British
Foreign Office questioned the German Air Ministry, which
reported that Germany had procured 900 combat aircraft.
This was interpreted to mean that the Germans achieved
30% airpower superiority over the RAF. To enhance this
perception, Goering coordinated a public demonstration
exhibiting 400 Luftwaffe aircraft, many of which were
decoys, to circle Berlin. This demonstration concluded
with a fly-by of fighter biplanes painted to mask their lack
of munitions capabilities and stun the Allies with their
numerous combat aviation decoys.25
Hitler continued to use this strategy to recover
borderlands surrendered in the Versailles Treaty and, by
1936, under the guise of highly-inflated troop numbers,
the Wehrmacht had reoccupied the Rhineland. Analysis
by British intelligence overestimated these numbers at
35,000 and the French even more at 265,000. This
discrepancy prompted a refusal on behalf of the French to
counter the reoccupation unless the British marched with
them. The British also refused, resulting in a bloodless
victory and recovery of the Rhineland for the Germans.
This accomplishment astonished Wehrmacht
commanders, who anticipated a devastating defeat. This
action was followed by additional annexations of territory
that went continually unchallenged by the Allies, who
were paralyzed by their inability to verify Nazi
propaganda. 26
On the morning of September 1, 1939, the Wehrmacht
invaded Poland under the assumption that, despite a
defense treaty, Great Britain and France would continue
to refrain from military intervention. To bolster this
assumption, Hitler proclaimed:
For more than six years now, I have been engaged
in the building up of the German armed forces.
During this period more than 90 billion reichsmarks
were spent building up the Wehrmacht. Today
ours are the best equipped forces in the world, and
they are superior to those of 1924. My confidence
in them can never be shaken.27
The overt phase of this strategic deception enacted the
final means necessary for Germany to achieve its national
objective of complete rearmament; however, it failed to
secure a successful long-term battle strategy. The
political, military, and industrial infrastructure that once
served the interwar agenda could no longer fulfill
Germany’s grand strategy to assert its military dominance
and status as a world power through its anticipated
victory in World War II.
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D&D APPLICATION IN NUCLEAR IRAN
(1979-2013)

I

ran’s post-revolution nuclear objectives have traversed
three distinct phases of deception in response to
deterrence measures enacted against it by the U.S. and
the UN Security Council: Termination and Reinstatement of
the Nuclear Program, 1979-1988; Covert Nuclear Evasion,
1989-2002; and Overt Enrichment and Clandestine Pursuit for
Nuclear Weapons, 2003-2013.
Termination and Reinstatement of the Nuclear Program,
1979-1988
The first phase of Iran’s strategic deception encompassed
Ayatollah Ruhollah Khomeini’s suspension of the nuclear
program in 1979 through its declared reinstatement in 1985
as a nuclear deterrence against the U.S. and Iraq. Despite
its limited means at the time, Iran reestablished its nuclear
foundation beginning in 1984 through the assistance of
covert proliferation networks and state-sponsored
contracts. 28

Following the Iranian Revolution, Khomeini suspended
Iran’s nuclear program over religious objections and fiscal
prioritization of the new Islamic state. Iran’s nuclear
cooperation with the U.S. ended with the official break in
diplomatic relations. Construction on two semi-finished
reactors at Bushehr and plans for two additional reactors
to be built by France at Ahvaz were cancelled. By 1982,
however, Khomeini sought to reinstate the nuclear
program due to the regime’s recognition of the financial
complexity of suspending the commercial reactor project.29
The decision was heavily influenced by the 8-year IranIraq War initiated by Iraq’s 1980 invasion of Khuzistan.30
The war prompted Iranian officials to call for the
development of a nuclear deterrent in response to the
threat of the U.S. and growing evidence of a covert Iraqi
nuclear weapons program. In 1984, then-President Ali
Khamenei announced to top Iranian officials that
Khomeini had decided to reactivate the nuclear program
as the only way to secure the Islamic Revolution from
threats by its adversaries, especially the U.S. and Israel.31
By 1985, Iran officially reinstated its nuclear program
beginning with the research and development of a selfsufficient gas centrifuge program.
This process required extensive meetings with
international suppliers to procure covertly the necessary
equipment, material, technology, and training to install
and operate the system. In 1987 Iran employed a
proliferation network managed by the “father of
Pakistan’s nuclear program,” A.Q. Khan, to pursue this
national objective. Khan utilized extensive D&D
measures throughout this process. Active methods of
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denial such as transshipment, coded communications,
record destruction, and money laundering were used as
means of repackaging and masking the controlled items.
Deception methods such as over-procurement, partial
procurement, continuity of contracts, and falsified
documents were also used to mimic acquisition patterns
and provide cover for the illicit material through decoys.32
When adaptation of these methods was required, Khan
modified his practices to hinder the IC’s ability to
recognize D&D in his nuclear operation.33
These exchanges took place between 1984 and 1999 and
were worth tens of millions of dollars. Although they
were not the only brokered transactions used to advance
Iran’s nuclear program, it is highly unlikely that it would
have progressed to its current capacity without the
services of A.Q. Khan.34
Covert Nuclear Evasion, 1989-2002
Iran increased its covert research and development
exponentially following the death of Ayatollah Khomeini in
1989. This was accomplished by using active methods to
evade deterrence and acquire the technology, training,
materials, and processing equipment needed for nuclear selfsufficiency. This phase concluded in August 2002 when the
National Council of Resistance of Iran (NCRI), a political
opposition group designated a terrorist organization by the
U.S. Department of State, reported the existence of uranium
enrichment facilities at Natanz and Arak to the International
Atomic Energy Agency (IAEA). A subsequent inspection
of these facilities by the IAEA indicated that Iran had failed
to comply with conditions set forth in the NPT, which
prompted the UN Security Council to invalidate Iran’s right
to peaceful nuclear technology and implement financial
sanctions.35
This deception phase significantly advanced Iran’s uranium
mining infrastructure, uranium conversion capabilities,
indigenous heavy water reactor and associated heavy water
production plant, and uranium enrichment programs.36 In
1989 then-President Rafsanjani signed the 10-point IranRussia cooperation pact on the peaceful utilization of
nuclear materials and related equipment.37 The following
year, Iran signed a nuclear cooperation agreement with
China which allowed it to procure covertly one metric ton of
uranium hexafluoride (UF6) and feed gas for gas centrifuges
without reporting the transaction as required by IAEA
safeguards.38 These incidents coincided with a series of
1,600 recently declassified telexes initiated by Iran’s secret
military research institute posing as Sharif University,
requesting purchases for significant quantities of controlled
nuclear items.39
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In response to these repeated violations, the U.S. IC
employed high-tech and human intelligence elements to
monitor Iran’s nuclear developments. It also obtained
information from partners such as Great Britain and Israel,
and scrutinized IAEA reports from inspectors who were able
to examine Iran’s declared nuclear facilities. Among the
intelligence gathered by those means was the procurement
of a calutron, an electromagnetic device used to separate
isotopes, purchased from China by Iran for its Center for
Agriculture Research and Nuclear Medicine. This device is
normally used for peaceful purposes, though it also carries
the dual capability to produce weapons-grade uranium.
News of this procurement concerned U.S. officials who
believed Iran might eventually be able to adapt a version for
military purposes. In addition to this information, further
collection of Chinese nuclear assistance to Iran prompted
U.S. officials to conclude in the 1991 U.S. National
Intelligence Estimate (NIE) that Iranian leadership was
committed to weaponizing its nuclear technology. Despite
this conclusion, the NIE did acknowledge that Iran’s nuclear
program was in the primary stages of development, a
determination considered to be overly optimistic by some
administration officials and field experts.40
Iran’s presumed nuclear intentions were reported to the U.S.
Congress in 1992 by the Director of Central Intelligence,
Robert Gates. Gates testified that, without intervention, Iran
would achieve its nuclear weaponization objective. His
report, resulting from Iran’s increasing pattern of covert
procurement, led to an increase in U.S. intelligence collection
and information sharing to deter future nuclear transactions.
Continued attempts by Iran to procure the materials
necessary to advance its nuclear program only reinforced
the U.S. IC’s conclusion of its nuclear motives.41
Gates’ Congressional testimony specifically resulted in the
prevention of sales in nuclear goods to Iran on two
significant occasions. The U.S. Ambassador to the IAEA,
Richard Kennedy, persuaded Argentina to defer from selling
Iran nuclear fuel fabrication equipment which would have
allowed it to convert natural uranium into weapons-grade
uranium. J. Stapleton Roy, U.S. Ambassador to China,
visited a Chinese nuclear facility to examine a model of a
reactor Iran wanted to purchase. Following a diplomatic
exchange, an official from the China National Nuclear
Corporation stated that China could not supply the reactor
to Iran for technical reasons. These were not the only
attempts to prevent procurement. In 1994 intelligence
services received information that Iran intended to purchase
large quantities of highly-enriched uranium and beryllium
from Kazakhstan. Under the approval of President Bill
Clinton, the U.S. purchased all 1,320 pounds of the nuclear
material in an extensive operation codenamed SAPPHIRE.
This operation involved the expertise of 31 U.S. specialists
to manage the secure transfer of the material in three C-5
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military transports flying nonstop from Kazakhstan to Dover
Air Force Base, Delaware. The shipment was then
transported via convoy to a storage site in Oak Ridge,
Tennessee.42
Further efforts were initiated by the U.S. IC to counter
Iranian nuclear procurement by sharing intelligence reports
on Iranian proliferation endeavors with its greatest nuclear
suppliers, Russia and China. This change was a departure
from U.S. strategy as sensitive intelligence was usually
shared only when confronting these nations with an
accusation. This outreach did very little to counter Russian
and Chinese nuclear business with Iran. In response, the
U.S. again changed its strategy and enacted the 1995 Iran
Trade Embargo to ban all U.S. trade with Iran which, among
other products, included 20% of its crude oil exports. This
response was believed to be an overreaction by states such
as France and Germany, which promoted political dialogue to
resolve the situation with Iran.43
This approach produced significant results in terms of
delaying Iran’s progress toward proliferation. The CIA
estimated in 1992 that Iran could have nuclear weapons by
2000; however, in 1997, John Holum, Director of the Arms
Control and Disarmament Agency, calculated that the
embargo resulted in delaying that date until 2005 at the
earliest.44
Between 1999 and 2000, Iran conducted tests on centrifuges
at Kalaye Electric Company, its secret research and
development facility, using the Chinese-supplied UF6.
These tests constituted further violations against safeguard
agreements and the NPT. In August 2002, the NCRI
reported the existence of a uranium enrichment facility at
Natanz and a heavy water plant at Arak. The Institute for
Science and International Security located these sites and
released satellite imagery of both facilities.45 By December of
that year, the U.S. formally accused Iran of an “…across-theboard pursuit of weapons of mass destruction.” 46
Overt Enrichment and Clandestine Pursuit for Nuclear
Weapons, 2003-2013
Iran attempted to counter this accusation by complying with
select IAEA requests for nuclear monitoring. In February
2003, the IAEA was permitted to visit disclosed nuclear
facilities; it concluded that the Arak facility was a heavy
water production plant and that the Natanz enrichment
facility was equipped to hold 51,000 centrifuges. Presented
with this information, the European Union 3 (EU3), including
France, the United Kingdom, and Germany, succeeded in
negotiations to persuade Iran to suspend its uranium
enrichment activities and implement the NPT’s Additional
Protocol for nuclear safeguards. These measures
strengthened the IAEA’s ability to monitor Iran’s nuclear
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program through “snap inspections” to ensure that it did not
have any covert nuclear sites. This accord was sealed in the
2004 Paris Agreement which extended the temporary
suspension of Iran’s nuclear activities pending negotiations
of long-term arrangements.47
By 2006 Iran reneged on its commitment to the Paris
Agreement by resuming uranium conversion at its Esfahan
plant and blocking all impromptu IAEA inspections.48 Iran
adapted its deception strategy by openly acknowledging its
nuclear pursuit and challenging the invalidation of its rights
as an NPT signatory while simultaneously exploiting its
dual-use technology. Iran’s official protests to the UN
Security Council, including Germany (P5+1) in nuclear
negotiations, currently allows for the delay in diplomatic
intervention against its nuclear program. These delays buy
time for Iran to advance its capabilities while it impedes the
diplomatic process.49

...the UN passed four rounds of economic
sanctions against Iran for its failure to
suspend enrichment and fully cooperate
with the IAEA.
In 2009 the U.S. joined the EU3 in its failing diplomatic
negotiations with Iran. By September of that year, the U.S.,
France, and the United Kingdom publicly revealed the
existence of a secret uranium enrichment site being built near
the city of Qom. This revelation prompted concern among
the international community that Iran intended to construct a
potential breakout facility where it could quickly produce
weapon-grade uranium for a bomb.50
Throughout repeated negotiations between 2006 and 2010,
the UN passed four rounds of economic sanctions against
Iran for its failure to suspend enrichment and fully cooperate
with the IAEA. In keeping with economic restrictions
instigated by the U.S. trade embargo, these sanctions target
entities and officials associated with the nuclear program, as
well as illicit banking, shipping, and procurement industries
supporting Iran’s nuclear endeavors.51 Despite these
countermeasures, there has been no lack of brokers, Iranian
or otherwise, who would miss the opportunity to exploit the
financial gains associated with the procurement of controlled
items for Iran’s nuclear program. This was demonstrated in
the recent indictment of two such opportunists, Parviz
Khaki, an Iranian procurement agent, and Zongcheng Yi, a
Chinese middleman, who were charged with conspiracy,
smuggling, and illegally exporting U.S. goods to Iran.

Iran. The conspiracy began with an exchange of e-mails
initiated by Khaki directing Yi to contact U.S. companies
about purchasing nuclear equipment and materials. Under
the auspices of his purported position as managing director
for Monalila, Co. LTD in Guangzhou City, China, Yi and
other middlemen sent price quote requests to various U.S.
companies for C-350 marging steel, metallic strip foil, thermal
ionization mass spectrometers, magnetic mass
spectrometers, magnetic gauging equipment, TCH600
nitrogen/hydrogen/oxygen analyzers, vacuum pumps,
lathes, 7075-O aluminum rods, MKS baratron transducers, as
well as radioactive materials pertinent to nuclear
development. Each conspirator was met with a similar
official response requesting confirmation that he/she was an
end-user and that the controlled items would not be used for
nuclear activities. Khaki began to petition the services of
additional middlemen in the Philippines and the U.S. to
increase his chances of procurement. These contacts were
tasked with, among other things, enlisting entities to serve
as front company end-users on behalf of Khaki to procure
the necessary equipment and materials. When engaging
with U.S. sellers, misrepresentations and false statements
were made to convince them that no license was required by
the U.S. government to ship the goods to a third country,
that being China, where Yi could then smuggle the
controlled items directly to Khaki in Iran. Payments for these
orders were transferred from a bank in China to further
validate the seller’s confidence in the end-user.52 The
success of this deceptive procurement strategy is flaunted in
a 2008 photograph of President Mahmoud Ahmadinejad
touring the Natanz enrichment plant where a U.S.-made MKS
baratron pressure transducer can be seen in the background
installed in Iranian nuclear equipment.53 Though probable,
the acquisition of this controlled item cannot be
conclusively attributed to Khaki and Yi; however, this
evidence proves that proliferation networks, regardless of
the broker, are Iran’s key to its nuclear weaponization
objective.
Khaki’s efforts were finally thwarted as he unknowingly
entangled himself in a U.S. counter-smuggling operation by
propositioning an undercover federal agent for illicit
procurement assistance. As a result, both he and Yi were
indicted on seven counts of conspiracy, smuggling, and
illegally exporting U.S. goods to Iran. Khaki was arrested in
the Philippines at the behest of the U.S. government. Yi
remains at large.54
Despite the outcome of this example, proliferation networks
continue to provide lucrative opportunities for procurement
agents, which serve as an effective option for Iran to acquire
covertly the means to weaponize its nuclear capabilities.

Between October 2008 and January 2011, Khaki and Yi
procured U.S. goods used to construct, operate, and
maintain gas centrifuges to enrich uranium for customers in
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D&D CASE COMPARISON

T

here are three common denominators identified in the
deception strategies of interwar Germany and nuclear
Iran: covert procurement networks, dual-use ruses,
and diplomatic deception and delay.
Covert procurement networks enabled both the Germans
and Iranians to acquire the materials, equipment,
technology, and training necessary to facilitate the
installation and operation of their clandestine armament
objectives. This was accomplished in both cases through
the utilization of complex international procurement
systems. This benefited Germany which established a
military/industrial cooperation with manufactures such as
Krupp, Fokker, Koch, and Keinzle to advance its
munitions, aviation, and secret weapons programs. Iran
followed suit through the use of proliferation networks
run by Khan, as well as secret agreements with Chinese,
Russian, and European firms to attain nuclear selfsufficiency. These systems networks allowed these
states to evade authorities in the acquisition of controlled
items to advance their illicit arms programs.
Dual-use ruses also served as primary enablers to
provide cover for their strategies to achieve rearmament
and nuclear weaponization. In each case, Germany and
Iran lobbied authorities to authorize dual-use technology
under diplomatic assurances that they were needed as a
means to secure self-preservation. The Germans affected
this deception through a ruse propagandizing its inability
to defend itself from invading Russian bombers. Playing
on the Allies’ shared concern over the Russian threat
allowed the Germans to receive approval for limited aerial
police units as well as export licenses to legitimately
purchase air engines and other necessary aviation
components. This dual-use ruse enabled Germany to
advance its clandestine air force under the guise of
national defense. Iranians utilize this active method as
cover for self-preservation in much the same way as the
Germans though through the guise of equal access to
peaceful technology as a means to provide energy for the
nation. This is a much easier ploy for Iran which, despite
UN sanctions and embargos, is still technically a
signatory to the NPT which justifies its right to access,
thus covertly weaponizing this dual-use technology.
Diplomatic deception and delay, the final enabler, played a
vital role in providing each of these actors the time,
space, and security needed to develop their arms
programs. This active method is an inherent component
of general Iranian statecraft and has been extremely
effective in delaying international intervention and
deterrence in its national proliferation objective. The
Associated Press article “U.S. Accuses Iran of ‘Deception
American Intelligence Journal

and Delay’ with Nuclear Program,” published on March 6,
2013, cited a senior U.S. envoy of accusing Iran of
“deception, defiance, and delay” in its attempts to avert
the IAEA inspections of Tehran’s expanding uranium
enrichment program. 55 Joseph Macmanus, chief delegate
of the IAEA, suggested that the U.S. should respond with
tougher diplomatic action against Iran for this behavior.
He further indicated that the U.S. should lobby for a
special inspection of Parchin, a facility that the Agency
suspects was used to test explosive triggers for nuclear
weapons. International criticism of Iran has waned since
the February 2013 negotiations in Tehran, which is in
contrast to Macmanus’ statements advocating continued
international pressure to deter Iranian nuclear
proliferation
Just like Hitler in his diplomatic assurance that Germany
had neither aviation defenses nor desire for aerial
aggression, Iran denies any such aspiration for nuclear
weaponization. This denial is in contradiction to
significant evidence collected by Western intelligence
that it has hidden its rapidly expanding enrichment
program for years. This proof adds to suspicion that
Iran’s primary objective is to produce fissile warhead
material over nuclear reactor fuel. Iran dismisses this
intelligence as “faked,” and refuses to allow the IAEA to
resume inspections until details of the process are
established.56 This is just one delay tactic stipulated by
the West. Another is Iran’s chief delegate, Ali Asghar
Soltanieh’s, blame of IAEA chief Yukiya Amano for the
lack of progress in reopening the Agency’s probe by
“issuing reports to provoke member states through
allegations that his country denies.” This behavior is
typical of Iran’s deviance and the UN Security Council’s
demands to stop all enrichment and allow increased UN
oversight in exchange for relief from international
sanctions severely hindering the Iranian economy.
Iran maintains an extensive history of past operational
practices of diplomatic delay in the evaluation portion of
this process. Its ability to employee this form of
deception has postponed IAEA inspections and
subsequent responses by the international community to
deter advances in its suspicious nuclear program. Its
intent behind this deception is to buy time to complete its
proliferation objectives and avert further sanctions that
could hinder its future nuclear progress. Analysis of the
deception strategy through this cognitive framework
validates Iran’s motive to conceal its weaponization
objective. The following models compare and contrast
D&D in each of these cases used to achieve their
respective arms objectives in pursuit of their shared grand
strategies to assert their regional dominance and status as
world powers.
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Analysis of Lessons Learned from the German
Rearmament Applied to Iranian Nuclear Proliferation

T

he culmination of this analogical comparison was tested
in an ACH to determine the most likely of four reasonable
outcomes in the Iranian nuclear proliferation scenario.
These hypotheses span a spectrum of applicability to answer
the thesis question: To what extent can the U.S. IC identify and
counter Iranian deception in efforts to deter nuclear proliferation
through lessons learned from the German rearmament? These
hypotheses (H) include:
H1: Lessons learned from the German rearmament
will not aid in identifying and countering Iranian
deception, and will therefore result in a failure to
deter nuclear proliferation.
H2: Lessons learned from the German rearmament
will limitedly aid in identifying and countering
Iranian deception, and will therefore result in a
minimal delay of nuclear proliferation.
H3: Lessons learned from the German rearmament
will significantly aid in identifying and countering
Iranian deception, and will therefore result in an
indefinite delay nuclear proliferation.
H4: Lessons learned from the German rearmament
will fully aid in identifying and countering Iranian
deception, and will therefore result in a complete
deterrence of nuclear proliferation.
These potential outcomes are compared against seven pieces
of evidence to calculate their impact on corresponding
hypotheses. This evidence includes Whaley’s seven lessons
learned from the German rearmament translated into analytic
and decision-making standards to reflect their applicability
toward the Iranian. This evidence (E) includes:
E1: Political leaders must heed intelligence that has
awkward political implications.
E2: Negotiators must not place unwarranted faith in
agreements and loose skepticism of Iran’s nuclear
intentions.
E3: Current nuclear agreements must contain
automatic sanctions to deter evasion capabilities.
E4: Intelligence analysis must be conducted by
professional analysts and not nuclear experts to
ensure continuity and accuracy in intelligence
reporting.
E5: Intelligence services must report accurate
information and not data that reflects the biases and
needs of the clientele.
E6: Economic collection and analysis must take
precedence in monitoring Iran’s nuclear progress.
E7: Preconceptions and bias must not take precedence
over evidence in the analysis or decision-making
process.

American Intelligence Journal

E1 reflects the lack of continuity among members of Allied
leadership and the Control Commission to enforce sanctions
against treaty violations that carried inconvenient political
implications. This observation corresponds to the same
effect between U.S. decision-makers and Iranian leadership
who consistently violate their commitment to the NPT with
minimal retribution to deter its pursuit for nuclear arms. E2
refers to apathy in the Allies’ preference to put ill-placed
faith in agreements to avoid confrontations in challenging
Germany’s armament objective. This vulnerability is
synonymous with various responses from U.S. decisionmakers and members of the U.N. Security Council
throughout nuclear negotiations with Iran. This issue is
further compounded by Western aspirations that Iran will
change its nuclear policy under the current administration.
E3 concludes that automatic sanctions could have
financially deterred the rearmament progress had they been
included in arms limitation agreements. Though this
deficiency has since been rectified with subsequent
sanctions and embargos, they were not included in the initial
NPT which allowed for equal access to nuclear technology
without penalties to counter treaty violations. This factor is
also lacking in the current proposal from the P5+1 offering
significant concessions to coerce Iran to abandon its pursuit
for nuclear weaponization. E4 refers to the impact of
analytical misjudgments made by technical experts tasked by
the Allies to determine German military intentions. This
intelligence deficiency was prevalent throughout the first
two deception phases of Iranian nuclear evasion, but
improved following the 9/11 Commission’s recommendations
to reorganize the U.S. IC and its combined analytic approach
toward strategic national security threats. E5 highlights the
ongoing issue from interwar Allied intelligence services to
current intelligence services to current intelligence services
to report only that information that reflects the biases and
needs of decision-makers. E6 determined that money was
the key to Germany’s ability to advance its rearmament
objective, and that fiscal anomalies were not effectively
scrutinized to identify and counter-deception motives. The
difficulty continues to exist in the IC’s monitoring Iranian
nuclear evasion. That is why economic collection and
analysis must take precedence over other collection
objectives in the intelligence strategy to counter this issue.
E7 concludes that Allied preconceptions and biases took
precedence over evidence in the analysis and decisionmaking processes to counter German arms evasion. This
characteristic is just as prevalent, if not more so, throughout
the internal and external debates over Iran’s covert nuclear
development. This evidence is tested against the potential
hypotheses in the following ACH matrix.
This ACH deems that H1: Not Aid/Failure to Deter and H2:
Limitedly Aid/Minimal Delay carry the most inconsistencies
and are therefore the least likely outcomes in this spectrum
of hypotheses. H3: Significantly Aid/Indefinitely Delay
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ACH Matrix Lessons Learned from Interwar Germany Applied to Nuclear Iran
H1:Lessonslearnedwill
notaid,andresultina
failuretodeternuclear
proliferation


H2:Lessonslearnedwill
limitedlyaid,andresultin
aminimaldelayofnuclear
proliferation.


H3:Lessonslearnedwill
significantlyaid,and
resultinanindefinite
delayofnuclear
proliferation.

H4:Lessonslearnedwill
fullyaid,andresultina
completedeterrenceof
nuclearproliferation.


E1:Politicalleadersmust
headintelligencethathas
awkwardpolitical
implications.

I

I

C

I

E2:Negotiatorsmustnot
placeunwarrantedfaithin
agreementsandloose
skepticismofIran's
nuclearintentions.

I

C

C

C

E3:Currentnuclear
agreementsmustcontain
automaticsanctionsto
deterevasioncapabilities.

I

I

C

C

E4:Intelligenceanalysis
mustbeconductedby
professionalanalystsand
nottechnicalexpertsto
ensurecontinuityand
accuracyinintelligence
reporting.

I

I

C

C

E5:Intelligenceservices
mustreportaccurate
informationandnotdata
thatreflectsthebiases
andneedsoftheclientele.

I

I

C

C

E6:Economiccollection
andanalysismusttake
precedenceinmonitoring
Iran'snuclearprogress.

I

C

C

C

E7:Preconceptionsand
biasmustnottake
precedenceoverevidence
intheanalysisordecision
makingprocesses.

I

C

C

C

7

4

0

1



TotalInconsistencies:



Source: Author’s Model

and H4: Fully Aid/Complete Deterrence carry the least
amount of inconsistencies but are separated by a single
variant which requires a secondary review of the weight given
to each piece of evidence in its application to the
corresponding hypotheses. H3 received consistency ratings
for E1 through E7 because all evidence supports the premise
of the hypothesis. H4 received consistency ratings for E2
through E7 for the same reason; however, it received an
inconsistency rating for E1 because it is not believed that any
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amount of political sanctions or concessions could coerce
Iran into voluntarily abandoning its proliferation endeavor.
This examination therefore concludes that H3 is the most
likely outcome of this ACH. This conclusion determined
that lessons learned from the German rearmament can
significantly aid the U.S. IC’s ability to identify and counter
Iranian deception, and result in an indefinite delay of nuclear
proliferation, so long as they are appropriately and
consistently applied to this intelligence issue.
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At its current rate of development this analysis concluded
that Iran will achieve nuclear self-sufficiency within the near
future unless greater countermeasures, such as application
of the analytic and decision-making standards established in
the ACH, are implemented to deter its progress. Based on
past operational practices utilizing covert procurement
networks, dual-use ruses, and diplomatic deception and
delay to advance this national objective, it is evident that
Iran would not limit its nuclear capabilities solely to peaceful
energy production as it claims. This assertion does not
signify that Iran would choose to use nuclear weapons;
however, the fact that it merely possessed the technology
would be sufficient to incite an international nuclear standoff
with the potential to culminate in a third world war. It is
therefore incumbent on the U.S. IC and decision-makers to
employ lessons learned from the German rearmament to deter
Iranian proliferation as a means to assert its regional
dominance and status as a world power.
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INTRODUCTION

I

n recent years, the Intelligence Community has paid
increasing attention to the role of complexity science in
intelligence analysis. It is well known that intelligence
problems are “complex,” insofar as they are detailed,
multifaceted, and extremely dynamic. However, this insight
has remained qualitative in nature, precluding the
development of methods for reducing the complexity of
these problems to a level within the capabilities of human
reasoning. A more realistic goal is to measure quantitatively
the complexity of modern intelligence problems so that their
difficulty can be assessed up front. Such measurements will
help determine the cost-benefits associated with a problem,
the resource allocation it demands, and the most useful
analytic methods to solve it.

It is well known that intelligence problems
are “complex,” insofar as they are detailed,
multifaceted, and extremely dynamic.
In this article, we present a simple quantitative metric for
estimating the complexity of denial and deception problems.
We show that the complexity of a problem increases as a
product of the numbers of possible states (in essence, true,
deceptive, etc.) for each of the possibly deceptive pieces of
evidence. We enumerate the complete set of contingencies
that must be considered in a denial and deception problem
and provide a heuristic-based method for pruning these
down to a manageable set that can reasonably be considered
by analysts and decision-makers.
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WAYS TO THINK ABOUT COMPLEXITY
Terms of Reference

T

he term “complexity” is frequently used but poorly
understood. Colloquially, all sorts of things may be
called “complex” whether or not this description is
backed up by a quantitative argument. Naturally, complexity
scientists have an interest in eliminating this ambiguity, and
there have been literally dozens of attempts to define
“complexity” in such a way that it can be quantified in many
different contexts.1 Two formulations of particular note are
Andrey Kolmogorov’s descriptive complexity, the length of
the shortest computer program that can reproduce a
system’s output,2 and Ludwig Boltzmann’s concept of
entropy3 (called information by Claude Shannon4).
Following Kolmogorov’s approach, Murray Gell-Mann has
proposed crude complexity, that is, the length of a system’s
description given by one human expert to another.5
Recently, Yaneer Bar-Yam has developed a metric for scaledependent complexity that attempts to unify both entropy
and descriptive complexity.6
Fundamentally, reasoning about a complex system considers
two aspects of the system: First, the constituent elements
that make up the system, and second, the configurations
those constituent elements can take. The Kolmogorov/GellMann formulations focus on the first aspect of a complex
system. These gauge the complexity of a system according
to the number of elements that make up the system. For
example, the complexity of a paused chess game would be
given by a description of the positions of the pieces, along
with the rules of chess. More pieces would lead to a longer
description—hence, a more complex configuration. In
general, this corresponds to our intuitive notion of
complexity. We tend to assume that the more features that
are to be considered the more complex the system.
Boltzmann and Shannon’s entropy quantifies the second
aspect. It simply counts the ways that a system can be
configured, and uses this number as a measure of the
system’s complexity.7 For example, the entropy of a certain
set-up of a chessboard would be given as the number of
possible games that can be played from that starting point.
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In intelligence problems, this is an extremely important
concept—how many contingencies does the analyst or
decision-maker have to consider? In our view, the answer is
a two-step process: First, we must determine the complete
space of all possibilities—in other words calculate the
entropy, and second, we must reduce this space to those
possibilities relevant to the decision to be made. Every such
reduction should be explicitly justified, as discounting
contingencies without justification invites strategic surprise.
Finally, the Bar-Yam approach attempts to unify these two
views of complexity by asking: how do the elements of a
system impact the number of configurations that a system
can take? Using our chess example, if we were to remove a
piece from the board, would the number of possible games
increase or decrease? In general, we would expect the
number of games to decrease, since we are removing all of
the possible moves and stratagems that the deleted piece
made available. However, it is quite conceivable that there
are some circumstances where the removal of a piece could
increase the number of possible games instead. Bar-Yam’s
approach quantifies the impact that constituent elements
have on a system’s configurations.
Complexity and Intelligence

problems. For example, consider a simple indicators and
warnings problem. The problem consists of five indicators,
and each one of these occurs in one of two states, hostile or
peaceful, as shown in Table 1.
If troops are in garrison, communications are normal, artillery
is not on the border, aircraft sorties are low, and leadership is
visible in public, then the situation is normal. If troops are
deployed, communications are off the air, artillery is
relocated to the border, aircraft sorties are high, and
leadership is not in public (i.e., deployed to a protective
bunker), then war is imminent. But, what if all of the
previous conditions are true except that leadership is still
visible in public? This, it is learned, is the profile for an
exercise. This was observed in the past, and the other side
mobilized its troops only to have the adversary redeploy its
troops and artillery to garrisons, restart communications, and
reduce aircraft sorties. Since responding troop mobilizations
are expensive and dangerous—one side might preemptively
attack first—the pattern of an exercise is learned. Now,
when all the indicators for war but one in particular are
present, the conclusion is reached that it is an exercise.
Indicator

Condition (G=In Garrison, D=Deployed)

Troops

G G G G G G G G G G G G G G G G D D D D D D D D D D D D D D D D

Communications G G G G G G G G D D D D D D D D G G G G G G G G D D D D D D D D
Artillery

G G G G D D D D G G G G D D D D G G G G D D D D G G G G D D D D

Aircraft Sorties G G D D G G D D G G D D G G D D G G D D G G D D G G D D G G D D

Indicator

Status

Conclusion

Troops

Garrison

Deployed

Communications

Normal

OTA

Leadership

Table 2: The Set of Indicators and Conditions of a FiveIndicator Binary Warning System. Which indicate peace?
Which indicate war? What do the others signify?

Normal
Artillery

Garrison

Border

Aircraft Sorties

Low

High

Leadership

Visible

Bunker

(Peacetime)

Indicator

Status
Garrison

Deployed

Communications

Normal

OTA

Artillery

Garrison

Border

Aircraft Sorties

Low

High

Leadership

Visible

Bunker

Indicator

What of the other possibilities (as shown in Table 2)? One
reason why indicator-based assessments fail is that the
number of indicator combinations exceeds the sense-making
capabilities of analysts. The “additive misperception” arises
when a linearly thinking analyst considers that adding a
single indicator to five preexisting indicators merely
increases the things he/she has to worry about by 20%. If
another indicator is added, his/her manager may suggest
adding another analyst to the team to cope with the
increase.8

Conclusion

Troops

Status

War Pending

Conclusion

Troops

Garrison

Deployed

Communications

Normal

OTA

Artillery

Garrison

Aircraft Sorties

Low

Border
High

Leadership

Visible

Bunker

Exercise?
Denial and
Deception
before going
to War?

Table 1: Indicators of Peace, War and Uncertainty.

So what do these technical musings on the nature of
complexity have to do with intelligence problems? We
submit that the increase in contingencies with the number of
elements is a basic confounding mechanism in intelligence
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G D G D G D G D G D G D G D G D G D G D G D G D G D G D G D G D

However, a Kolmogorov/Gell-Mann formulation of the
complexity of this indicators and warnings problem would
place its complexity at 5, meaning the addition of a sixth
indicator increases the complexity of the problem by 20%. If
we use an entropic metric, we must also consider every state
that the indicators can take. In this case, that number is 2
(the number of states) to the power of 5 (the number of
indicators), or 32. Adding a new indicator increases the
exponent to 6, yielding 64 contingencies—an increase of
100%. Adding yet another new indicator, for a total of
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seven, a 40% change, leads to a 400% increase. This is a
nonlinear, multiplicative progression that is typically and
erroneously thought of as additive. The addition of the
extra analyst to the problem is an insufficient solution to the
combinatorial explosion.
Further, what happens if the adversary knows what
indicators are employed in making determinations of war,
peace, and exercises? In this case, adversarial denial and
deception can disguise or mask key indicators, leading to
miscalculations. As illustrated in the third table in Table 1,
the leadership might remain in public, offering statements of
peace even while the troops are massing on and then
pouring over the border. The leadership subsequently
disappears into the bunkers as hostilities begin. The
adversary knows that providing the other side—and
perhaps its U.S. allies—with little or no advanced warning
increases the likelihood of (at least initial or partial) success.
An illustration of such denial and deception occurred when
the United States government issued a demarché to India in
1995. By warning the Indian government not to conduct
what appeared to be a nuclear test, the U.S. officials revealed
the indicators employed in making such assessments. U.S.
intelligence professionals believed their subsequent
analyses showed no Indian nuclear test preparations.
Instead, they were being denied access to the indicators of
such a test. When in 1998 India successfully conducted a
nuclear test, surprising the United States, the Indian
government boasted of its success.9

Indicators themselves are a coarse-grained
shorthand for reality.
There are several considerations that require further
discussion. First, indicators themselves are a coarse-grained
shorthand for reality. “Troops in Garrison” is a binary
summary of a continuous reality. In fact, some troops are
always in garrison while others are not. The same is true for
other indicators in the example cited above. Making them
discrete indicators introduces approximations that may not
correspond to the actual situation.
The reality is actually much more complex. Such systems are
rarely based on only five (or six, or seven) binary indicators.
Many different indicators with trinary or greater outcomes
are possible and likely. These combine in novel fashions
that quickly outstrip assessment capabilities of people and
even computers. Consequently, while too coarse-grained a
scale may not capture reality, a too fine-grained one
overwhelms the capacity to detect significant changes.
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Moreover, it may be that an evolving pattern of relationships
among the indicators reveals the adversary’s intentions. An
emerging behavior develops based on the noted indicators
and the responses by the other side. Finally, a temporal
dimension can be added, compounding further what is
already complex.
As the indicators in Table 1 move from blue to red, a
decision point is reached. While analysts may not
understand what the pattern means, a warning must be
issued to the policy community. Deterrents—either
diplomatic or military—require preparation in advance. If the
situation really is a prelude for an attack, then the deterrent
may effectively prevent it. If no attack was planned, perhaps
because the other side was conducting an exercise, then
both sides can refer to their actions as “exercises.” There is,
of course, a risk that if the adversary misperceives the
deterrent preparations then its own actions may escalate.

A response to an adversary’s state could
trigger further actions leading to an
accelerating pattern of miscalculations that
results in hostilities.
Ultimately, can such judgments reliably be made in the first
place? David Schum notes: “There is never any base of
relevant evidence that can be analyzed statistically.”10 In
other words, every indication-based situation is unique.
Therefore, the premises on which such considerations are
made are false: The fact that something occurred in the past
is no guarantee that it will happen again in the future.
Indeed, the closer one gets to individual actors, the less
likely it is that specific actions will be repeated. As noted, a
response to an adversary’s state could trigger further
actions leading to an accelerating pattern of miscalculations
that results in hostilities.
In a sense, this is what happened during the Cold War. Both
sides engaged in brinksmanship based on a series of
indicators and warnings, but fortunately backed down when
things got too heated. Somehow, each side assessed
correctly when the other was engaged in an exercise.
Although mistakes were made, neither side overreacted,
perhaps because the ultimate consequences were mutual
destruction.11
Finally, complexity is not simply multiplication—these
indicators are related to one another in subtle ways. A
human is needed to determine, of the 100% increase in states
that comes with each new indicator, how many really convey
new information. This task cannot be trusted to a formula or
other automation because the different indicators have
highly non-linear relationships with one another that depend
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on hypotheses about the intentions and capabilities of the
adversary as well as the meanings of the indicators. The
addition of constituent elements to a problem frequently has
a confounding impact, wherein the number of configurations
increases, but sometimes it disambiguates existing
configurations instead, reducing the set of contingencies
that must be considered. Each of the indicators can be
characterized by its impact, confounding or disambiguating,
on the complexity of the problem.

THE CHALLENGE OF DENIAL AND
DECEPTION

D

enial and deception is an ongoing problem because
it works so well. As Cynthia Grabo observed, even
elementary deceptions are often very effective.12 In
our view, they succeed because our analytic process either
does not generate correct hypotheses in the first place, or
allows hypotheses to be discarded without justification.
With this in mind, we argue that the first step in a method to
counter denial and deception should be to systematically
generate all possible deception hypotheses. As we have
argued above and will demonstrate further, there are multiple
difficulties with this approach—difficulties that reflect the
underlying complexity of the denial and deception problem.

The first step in a method to counter denial
and deception should be to systematically
generate all possible deception hypotheses.
As previously described, the possibility of deception
introduces a combinatorial explosion of hypotheses that
must be considered, and the limitations of human reasoning
make addressing all possible hypotheses unreasonable.
Thus a second requirement for a method to counter denial
and deception is that it must efficiently and correctly prune
the number of deception hypotheses, removing those
hypotheses that are disconfirmed by evidence. The output
of the method should be a set of related hypotheses of
cognitively manageable size, that is, five to seven items at a
time.13 By efficiently we mean that the method must be
usable by analysts in realistic time frames (requiring an
analyst to exhaustively consider 10,000 deception
hypotheses one by one is clearly not realistic). By correctly
we mean that the method should weed out only those
deception hypotheses that are explicitly disconfirmed by
evidence.
One approach to denial and deception problems is Heuer’s
Analysis of Competing Hypotheses (ACH).14 ACH involves
marshaling the available information into a set of evidentiary
elements, and then listing the evidence in a table, along with
a set of hypotheses generated by the analyst. For each
Vol 32, No 2

evidence/hypothesis combination, the analyst determines
whether the evidence is confirmatory, disconfirmatory, or
irrelevant to the hypothesis, with disconfirmatory evidence
carrying the greatest weight.15 To address denial and
deception problems, the analyst provides a deception
hypothesis, which is also scored against the evidence.
Unfortunately, the addition of a single deception hypothesis
does not properly capture the complexity of any denial and
deception problem. Although it is an absolutely essential
first step, admitting the possibility that one is being
deceived does not answer whether one is being deceived,
and in particular, it does not answer how one might be
deceived—a fundamental problem for the victim of
deception is that there are so many ways to lie. Barton
Whaley suggests that one response to the deception
problem is to seek inconsistencies in one’s perceived
information.16 The problem with this approach is, again,
combinatorial explosion—for N pieces of evidence, there are
(N2-N)/2 two-way possible comparisons that should be
examined. Since inconstancies typically occur at very finegrained levels, where there are lots of data, this leads to
enormous numbers of comparisons (e.g., 1000 data elements
would require 999,000 comparisons). If data need to be
compared three at a time or more to detect a deception, the
problem worsens, increasing as the number of elements to
the power of the number of comparisons.
Since discovering deception, a priori, from data is difficult,
it seems reasonable to generate specific hypotheses as to
how an adversary may attempt to deceive us, and use these
hypotheses as guides for detecting deception and
developing contingencies to respond to possible deceptions
(i.e., take measures to avoid surprise). How then do we
generate appropriate deception hypotheses? One approach
is indicated by insights into the nature of deception:

•
•

•

If we are being deceived, then something we
believe is wrong.
Through a process of inversion, we should use
each of our potentially erroneous beliefs as a
starting point for generating deception
hypotheses.
We do not know which, if any, of our beliefs to
distrust, and are thus faced with an
overwhelming set of deception hypotheses.

Above, in speaking of “things we believe,” we are referring
to items of evidence. Evidence consists of beliefs we hold
about the state of the world that are created through a
process of marshaling data and information. At their most
basic level, these beliefs depend on credibility, relevance,
and inferential or probative force. In other words, our beliefs
are scrutinized in terms of whether they are indeed
believable, bear on the issue, and are persuasive.
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Unfortunately, the analysts involved must establish these
properties for each fact or collection of facts that ultimately
will become evidence. When effective, such considerations
abet uncertainty reduction. This occurs through a process
of argument, creative hypothesis generation, and the
development of chains of reasoning.17

method, the causal hypotheses must be generated
separately for each evidentiary hypothesis and scored
against the potentially deceptive evidence. However, in this
new approach, we no longer need to add a special deception
hypothesis because each configuration of the evidence
indicates how the deception is being conducted.

For purposes of denial and deception discovery, analysts
must consider two potential states for each piece of
evidence: “true” or “deceptive.” A more sophisticated
approach uses multiple evidentiary states, for example,
“true,” “deception by adversary,” or “self-deceptive.” In
fact, reasoning with uncertain or contradictory evidence is a
hallmark of intelligence analysis—consequently, this
uncertainty will often be incorporated in the possible states
analysts will attribute to the evidence. Since they do not
know exactly which, if any, items of evidence are deceptive,
analysts must consider all possible configurations of the
evidence. For example, analysts may be uncertain about the
state of a given piece of evidence—they have contradictory
statements about leadership’s visibility. Thus, an indicator
of four states can be assigned: “visible, true” – analysts
perceive the leadership are visible and they are not being
deceived; “visible, deceptive” – analysts perceive the
leadership is visible and they are being deceived; “hidden,
true” – analysts perceive the leadership is hidden and they
are not deceived; and “hidden, deceptive” – analysts
perceive leadership is hidden and they are being deceived.
Since they must consider the possibility of deception for
each evidentiary element, analysts must deal with a
combinatorial explosion of possible deceptions. Finally,
additional sources of uncertainty and deception can be
added, such as the possibility of self-deception by adding
possible states that each evidentiary element can take.

This first step provides a systematic enumeration of possible
deceptions, given a particular set of evidentiary beliefs. The
next question is how to effectively handle this potentially
enormous set of evidentiary hypotheses. A natural place to
start is at the source of our combinatorial explosion—the
likely deceptiveness of the evidence. If we are considering
the possibility of active deception by our adversary, then we
must ascertain the likelihood that each individual piece of
evidence is deceptive. A short list of indicators that helps in
that task is: means, opportunity, motive, and past
operational practices.

Let us revisit our earlier indicators and warnings problem,
which involved five pieces of evidence—only this time, the
evidence items can be either true or deceptive (rather than
hostile versus peaceful), and we have no uncertainty in our
perceptions of their state. Considering the possibility that
any combination of these could be true or deceptive gives
us 25 = 32 different configurations of the evidence. Thus,
instead of considering a single problem with 5 pieces of
evidence, in order to completely cover the deception space
we must consider 32 separate problems: the original problem
plus 31 deception problems. If there were 3 possible
deception states for each indicator, then the number of
deception hypotheses would be 35 =243. These numbers
provide a rough metric of the extent to which deception
compounds complexity in this type of problem. Informally,
we are counting the number of ways to lie. In the context of
the original ACH approach, we now have two separate types
of hypotheses: evidentiary hypotheses, which conjecture
on the deceptiveness of the evidence, and causal
hypotheses, which provide explanations of the evidence
(including its deceptive nature). As in the original ACH
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Means
The first question is whether the adversary is capable of
faking a particular piece of evidence. Some evidence, such
as that based on signals, is fairly easy to falsify, but other
evidence, such as that provided by multiple types of
sensors, is more difficult to falsify.18 For our modified ACH
method, the means test is to sequentially consider each
piece of evidence that represents our belief and determine
whether the adversary has the means to falsify it. If the
answer is no, then evidentiary hypotheses that assume the
piece of evidence is falsified can be discarded. For each
such elimination, we reduce the number of evidentiary
hypotheses by a factor of the number of states for that piece
of evidence.

This next test asks whether our adversary is aware of our
collection mechanisms and is able to transmit falsified data
for our sensors. Again, the type of the evidence will
determine whether there are reasonable grounds to suspect
falsification. If insufficient opportunity exists for
falsification of a given piece of evidence, we can eliminate all
deception hypotheses that include the falsification of that
evidence. Again, we expect a factor-of-state-number
reduction in evidentiary hypotheses for each such
elimination.
Motive
Motive deals with the why of deception. What is the
purpose the adversary is trying to achieve by engaging in a
deception? In the context of ACH using evidentiary
hypotheses, questioning motive puts the cart before the
horse. In the proposed approach, we instead posit certain
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patterns of deception and then generate hypothetical
motives that fit the evidentiary hypotheses. In this method,
the absence of a reasonable motive to fit into a particular
evidentiary hypothesis would constitute a disconfirmatory
argument, allowing us to discard that hypothesis. However,
this approach means that each evidentiary hypothesis must
be considered in turn, so it does not meet our requirement
for efficiency. In the interest of efficiency, analysts should
only speculate about motive after applying the tests of
means and opportunity.
Past Operational Practices
Does the adversary have a past history of deception? This
question gets to the heart of whether the adversary is likely
to engage in a deception today. In other words, how
seriously do we need to take the likelihood of deception?
Knowledge of an adversary’s culture may reveal evidence of
the likelihood of deception. For example, how does the fact
that Russians have ingrained cultural concepts, such as
maskirovka, increase or decrease the likelihood that their
armed forces will engage in deceptive practices as a matter of
military doctrine? How does what they have done in the
past—such as the deceptions that paralleled Operation
ANADYR, the deployment of medium-range and
intermediate-range ballistic missiles in Cuba in 1962—
indicate what, when, and how they will deceive 44 years
later?
Evidentiary Combinations
As mentioned in our discussion of the indicators and
warnings example, evidence does not exist in a vacuum, one
piece isolated from another. Different evidentiary elements
are often coupled to one another, and inconsistencies in
evidence are one of the best indicators of deception.19
Typically, skilled adversaries know better than to concoct
self-contradicting evidence. With this knowledge,
contradictory hypotheses can be eliminated, again reducing
by multiplicative factors the number of problems to be
considered.

DENIAL AND DECEPTION IN CUBA,
A CASE STUDY20

the island.21 Most or all of these reports were discounted by
analysts who were inured to spurious reports of Soviet
equipment secreted away in caves.22
James Hansen—who worked in both CIA and DIA—posits
that the U.S. intelligence and policy communities were the
victims of a concerted Soviet campaign of denial and
deception that masked the deployment of Soviet forces and
missiles to Cuba.23 The deception campaign included
“accurate information about the deployment [leaked] so as
to mask it.”24 As Raymond Garthoff relates, “There were
literally thousands of reports of missiles in Cuba in the
period before any missiles were actually brought there.”25

The Soviet campaign of denial and
deception took advantage of American
points of view about the likelihood of Soviet
weapons being located in Cuba.
Indeed, the Soviets were able to deploy more than the
offensive nuclear missiles that became the centerpiece of the
subsequent crisis with the United States. While U.S.
analysts and policymakers knew of the conventional
weapons buildup, they were blind to the presence of SS 4
Medium Range Ballistic Missiles (MRBM) and SS-5
Intermediate Range Ballistic Missiles prior to the U-2
overflights of 14 and 15 October. Additionally, they never
discovered the presence of approximately 100 tactical
nuclear weapons deployed on the island.26 There is
contradictory evidence whether U.S. intelligence also
underestimated the number of Soviet troops deployed to
Cuba. Garthoff reports that one CIA unit concluded there
were between 45,000 and 50,000 Soviet troops in Cuba (the
actual number was about 42,000) but the official estimate was
between 4,500 and 5,000 prior to the crisis.27
The Soviet campaign of denial and deception took
advantage of American points of view about the likelihood
of Soviet weapons being located in Cuba. As Robert Jervis
makes clear:
The U.S. did not expect the Russians to put missiles
into Cuba or Japan to attack Pearl Harbor because
American officials knew that the U.S. would thwart
these measures if they were taken. These judgments
were correct, but because other countries saw the
world and the U.S. less accurately, the American
predictions were inaccurate.28

The Deployment of Missiles in Cuba

D

uring the summer of 1962, analysts at the Central
Intelligence Agency (CIA) and the newly formed
Defense Intelligence Agency (DIA) received a spate
of potentially alarming reports about Russians being seen in
Cuba. The reports, however, were only part of a stream of
similar, “farfetched tales of African troops with rings in their
noses, lurking Mongolians, and even Chinese troops” on
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It could have been worse. As Gil Merom writes, the Soviets
might have completed the bases and “threatened major U.S.
cities with extinction.”29
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It should be noted that the U.S. Intelligence Community was
not blind to the possibility that the Soviets might conduct a
military buildup in Cuba. In fact, there were two theories
being debated about such a buildup—one, that the Soviets
would deploy defensive weapons, and the other, that they
would deploy offensive weapons. Senior analysts in the
Intelligence Community held the former theory while John
McCone, then Director of Central Intelligence, favored the
latter. The defensive weapons theory predominated.30
The Soviets took advantage of the American beliefs and
faulty reasoning. Capitalizing on the idea that it is easier to
lead a target astray than to try to change his mind, they
successfully placed the nuclear missiles in Cuba.31 Heuer
observes:
[Deceptions] that follow this principle seldom fail, for
the odds are then strongly in favor of the deceiver.
The human capacity to rationalize contradictory
evidence is easily sufficient to outweigh the pernicious
effects of security leaks and uncontrolled channels of
information that planners of deception…might
compromise their efforts.32

What tipped off the overhead surveillance were two
HUMINT reports of “a Soviet truck convoy that appeared to
be towing ballistic missiles toward the San Cristobal area.”39
That these reports were taken seriously is one of the curious
serendipities that occur from time to time in intelligence
analysis (and other research-based domains). What
prompted the CIA and DIA analysts to take these reports
seriously while earlier reports had been dismissed remains a
mystery. Garthoff asserts that it was new information taken
in context with the observed “pattern of SA-2 surface-to-air
missile sites in Western Cuba” that led to the tasking of the
U-2 flight on 14 October.40
Analysis of the Deception

Roberta Wohlstetter commented about the crisis in
retrospect, “We would like to know not only how we felt, but
what we did and what we might have done, and in particular
what we knew or what we could have known.”33
Wohlstetter’s musings lead to a key question for analysts:
How could this successful deception campaign have been
thwarted?
Simply looking at additional evidence is sometimes promoted
as a means of detecting denial and deception by adversaries.
In the Cuban case, however, analysts had already processed
a superabundance of evidence. Wohlstetter suggests that
such riches can be “embarrassing.”34 This is because, even
as “signals” point
to the action or to an adversary’s intention to undertake
it, “noise” or a background of irrelevant or inconsistent
signals, [and] signs pointing in the wrong
directions…tend always to obscure the signs pointing
the right way.35
In the Cuban case, HUMINT assets overwhelmed analysts’
abilities to distinguish signals from noise. Heuer and
Hansen agree that, once “locked in,” analysts resisted
changing their minds. More evidence alone fails to change
an analyst’s mind because “[new] information is assimilated
to existing images”—a common means by which people
cope with the combinatorial explosion of evidence,
inferences, and hypotheses.36 As Gil Merom notes,
“Information that was inconsistent with the prevailing
conservative theory was not considered as alarming and
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necessitating revision, but rather was ‘rehabilitated’ and
rendered ‘harmless’ on the basis of ad hoc statements.”37
Instead, inductive reasoning generally led analysts to
“prove” their theory and subsequently to adhere to it “until
it was proven wrong by conclusive hard evidence,”
evidence provided by the U-2 photos.38

The question on the minds of the CIA analysts and their
policymaking customers was: Why are the Russians in Cuba,
and what are they doing? For purposes of this
counterfactual analysis, we must ask another question:
Given their point of view, could analysts have known they
were being deceived? Reviewing the evidence, an analyst
would be faced with significant uncertainty as to the
deployment of either missiles or troops. Further, Soviet
doctrine and the extremely high volume of reports coming
out of Cuba—“dazzling” in the language of J. Barton
Bowyer41—would give analysts good reason to hypothesize
deception. But if the Soviets were conducting a deception,
then how? What type of lie could the Russians be telling?
To answer these questions, we focus on the potential
falsification of two key pieces of evidence in the problem:
the presence of offensive Soviet strategic missiles and the
presence of Soviet troops. The Soviets had both the means
and opportunity to falsify the presence of both missiles and
troops, and past operational practices indicated that they
were very likely to employ deception, but the analysts of the
day apparently were not predisposed to consider this
possibility.
Given that there was a great deal of uncertainty regarding
the presence of strategic missiles, and the number of Soviet
troops in Cuba, the evidentiary states for both should have
included “present” and “absent.” In either case, the
perceived presence or absence could be deceptive, meaning
the most reasonable interpretation of the evidence would be
misleading. Enumerating the possible states of deception
would have given the analyst insight as to not only what
types of deception he should consider but also the possible
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motives underlying the deception. To demonstrate, for both
missile and troop deployments, we will construct four
evidentiary states:
1.
2.
3.
4.

Present, but we are deceived to think that it is
absent.
Present, and we are not being deceived.
Absent, but we are deceived to think that it is
present.
Absent, and we are not being deceived.

Our two evidentiary elements, each with four possible states,
yield a total of 42 = 16 evidentiary hypotheses, each of which
must be considered in turn. Table 3 summarizes the possible
evidentiary hypotheses.

Evidentiary Hypotheses

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16

Missile Deployment
Present (deception)
Present (no deception)
Absent (deception)
Absent (no deception)
Present (deception)
Present (no deception)
Absent (deception)
Absent (no deception)
Present (deception)
Present (no deception)
Absent (deception)
Absent (no deception)
Present (deception)
Present (no deception)
Absent (deception)
Absent (no deception)

Troop Deployment
Present (deception)
Present (deception)
Present (deception)
Present (deception)
Present (no deception)
Present (no deception)
Present (no deception)
Present (no deception)
Absent (deception)
Absent (deception)
Absent (deception)
Absent (deception)
Absent (no deception)
Absent (no deception)
Absent (no deception)
Absent (no deception)

Based on the evidence, we construct two hypotheses: That
the Soviets are planning a surprise attack on the continental
United States using nuclear weapons, and that the Soviets
are deploying the missiles to obtain a better strategic
negotiating position. We score the hypotheses with a ‘+’
for supporting evidence, ‘-’ for disconfirmatory evidence,
and ‘0’ for indeterminate evidence, with the number of
pluses and minuses representing the strength of the
evidence. The results are shown in Table 4. The most likely
hypotheses, given that we are being deceived about both
troop and missile deployment, is that the Soviets are
attempting to obtain strategic leverage over the United
States. They are less likely to attempt a pre-emptive strike
due to U.S. retaliatory capabilities.
Evidence
Hidden Deployment of
Strategic Weapons
Hidden Deployment of
Support Troops
Strong U.S. Capability for
retaliatory strike.
Strong U.S. Capability for
U.S. to interdict deployment

H1: Surprise Attack

H2: Establishing a Strong
Bargaining Position

+++

+++

+++

+++

--

++

0

++

Table 4: ACH Table for Evidentiary Hypothesis 1.

Table 3: Possible Deceptions (Evidentiary Hypotheses) for
Deployment of Troops and Strategic Weapons
in Cuba in 1962.

In principle, each of these evidentiary hypotheses should
have been considered individually, whereupon new
hypotheses could be generated and compared against the
other (presumably non-deceptive) evidence. We begin by
ruling out those evidentiary hypotheses that contain a
perceived presence of strategic missiles combined with a
perceived absence of Soviet troops. Such a combination—
strategic weapons unsupported by ground forces—clearly is
unrealistic. On these grounds, we discard evidentiary
hypotheses 2, 3, 14, and 15. This leaves twelve evidentiary
hypotheses to consider. We will consider only one of them
here, in the interest of brevity:
Evidentiary Hypothesis 1: In this case, we are being
deceived that there are neither strategic weapons nor troops
in Cuba. We construct an ACH table, listing, among other
items, these two assumptions as evidence: First, in the
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event of attack, the United States would still have had a
devastating retaliatory strike capability due to deployments
of strategic weapons in Turkey and, second, the United
States had the capability to interdict shipments of nuclear
missiles to Cuba if it became aware that they were being
deployed.

There are 11 other such ACH tables, each with its own
hypotheses that should be constructed in order to consider
fully the possibilities and implications of Soviet deception
operations in Cuba. This process is the key to generating
specific and novel deception hypotheses.

SO WHAT?

W

e have argued that one thing which makes denial
and deception so difficult to detect is the
tremendous variety of channels and means.
Considering all possible combinations of more than a few
elements is well beyond unaided human cognitive capacity.
Although talented analysts can and have captured the
subtleties of denial and deception problems, the great
potential for committing critical errors necessitates
techniques for exploring these complex deception spaces.
Even problems that are conceptually simple to describe can
spawn deception-induced combinatorial explosions, a
dangerous trap for analysts that can lead to strategic
surprise, as it did with Cuba in 1962. Short descriptions and
explosive combinations make denial and deception problems
good candidates for intervention with automated methods—
input time is relatively short, and the hard work of
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enumerating combinations is exactly the strength of
computational approaches. Sadly, the analysts of 1962
lacked appropriate methods, technology, and experts in their
application to help them detect the Soviet denial and
deception or even understand the Soviets’ intentions and
actions. By contrast, contemporary analysts do have such
aids. The means and experts in structured, methodological
intelligence sensemaking are available and can be integrated
into teams of analysts working hard problems. Technology
to manage the ensuing collaboration has been proposed.

CONCLUSION

I

n this article, we have developed a procedure for
characterizing the complexity of denial and deception
problems by counting the number of lies that are possible
given the evidence and the characteristics of the
adversary. We find that introducing deception into a
problem enormously complicates analysis. Even problems
that are easily described can have extremely large
deception spaces that quickly outstrip human cognitive
capability. We have presented a simple method, based on
Heuer’s Analysis of Competing Hypotheses and wellknown features of denial and deception, that
systematically explores the deception space, considering
each possible deception and either eliminating it or
developing causal hypotheses that might explain it.
By quantifying the complexity of denial and deception
problems, analysts and decision- makers can gauge how
difficult their problems are. This will help them calibrate
both the level of effort they expend on these problems
and the confidence with which they make assessments.
These metrics can also help the community determine the
level of effort that should be put into research to address
these and related problems—if the typical deception
problem contains 100 billion possible deceptions, it will
require a different approach from problems that must
consider only several hundred alternatives.
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Hiding in Plain Sight
by R. Kent Tiernan

[Editor’s Note: This article was first published in Defense
Intelligence Journal, Vol. 15, No. 2, 2006. It is reprinted here
with permission of the author.]
We must significantly reduce our vulnerability to
intelligence surprises, mistakes, and omissions caused
by the effects of denial and deception (D&D) on
collection and analysis.
Weapons of Mass Destruction
Commission Report, p. 410A

H

ardly a day passes that I am not made aware—either
through Congress, the media, or by senior leaders—
that the Iraq Weapons of Mass Destruction (WMD)
debacle was primarily a failure of collection and analysis.
Hoping to avoid repeating the same mistakes, the
establishment has predictably embarked on a series of
actions that look very much like those implemented in the
mid- to late-1970s. Those actions, then as now, follow a
similar path. First, a massive and disruptive institutional,
command and control reorganization takes place. Second,
new money is injected into the system. Third, a big push on
hiring more personnel takes place. Fourth, an almost
messianic search ensues for innovative technical and
human-based approaches that will advance collection and
analysis effectiveness. Fifth, many methods and approaches
used prior to the intelligence failure are perceived as tainted,
ineffective, or irrelevant to the new environment and are
deemphasized or removed altogether.

AVOIDING “DEJA VU ALL OVER AGAIN”

T

hose of us who experienced the impact of the Church
and Pike Committees, and the A-team/B-team
controversy of the mid- to late-1970s are painfully
aware that it will probably take several years, if not more, to
reap the benefits of current initiatives that look strikingly
similar to those that were attempted almost 30 years ago.
What we discovered then, and hopefully have not forgotten
now, is that rearranging things, flooding perceived
deficiencies with more money, and adding more people to fix
a problem essentially emphasize process rather than
substance, and take a considerable amount of time to bring
American Intelligence Journal

about the desired benefits. We also experienced the same
result in our search for innovative human and technical
approaches. In effect, we discovered that bridging the gap
between theoretical, abstract ideas and practical applications
of new collection and analytic tools took years before any
noticeable improvement occurred in our corporate ability to
discern truth in a world filled with an overabundance of
information, misinformation, and aggressive competitors.
Given the serious threats that confront us today,
substantive actions must take precedence over future
potentialities that are primarily centered on process
solutions. We must also minimize the predictable paralysis,
or “watch and wait” attitude that generally permeates the
Intelligence Community (IC) when significant changes send
tremors throughout the intelligence system. Instead, we in
the education and training community must seek proactive
ways to turn generally well-defined corrective actions into
improving intelligence collection and analysis capabilities of
the IC.

....development of new intelligence
education and training curricula is not a
necessary prerequisite for improving
collection and analysis capabilities.
In this article, I submit that development of new intelligence
education and training curricula is not a necessary
prerequisite for improving collection and analysis
capabilities. In particular, I believe that those responsible for
determining academic and training program standards for the
21st century should instead place greater emphasis and
energy on extant substantive approaches, many of which are
already fully integrated as part of the IC Denial and
Deception (D&D) awareness courses, to include the postbaccalaureate Denial and Deception Advanced Studies
Program (DDASP) curriculum. Such a commitment will make
better use of what already exists and is bearing fruit, and will
contribute directly to enhancing the collection and analysis
capabilities of a greater number of students in a shorter
period of time, irrespective of the ongoing IC reorganization
and transformation process.

Page 71

Vol 32, No 2

CURRENT EDUCATION AND TRAINING
STRUCTURE

T

he “Big Five” intelligence agencies (DIA, CIA, NSA,
NRO, and NGA) have been involved in coordinated
and regularly scheduled foreign D&D awareness
training courses since the late 1990s. These awareness
courses vary in length from 4-hour large group presentations
to 5-day blocks of classroom instruction. With the exception
of one agency, student attendance is voluntary. Best
estimates indicate that these entry-level offerings attract
approximately 6,000 students per year.
Active since 2002, the Foreign D&D Committee-sponsored
post-baccalaureate DDASP at the Joint Military Intelligence
College is an IC education initiative designed to develop a
cadre of counter-D&D specialists with applied critical
analytic thinking skills.1 [Editor’s Comment: As discussed
elsewhere in this volume, the above program at the nowNational Intelligence University was unfortunately
discontinued in 2015.]
Advanced critical thinking skills are developed in the
DDASP through a vigorous regimen of student readings,
written and oral exams, research papers, case study
exercises, and subject matter immersion relevant to collection
and analysis-related themes that culminate in a real-world
capstone scenario exercise. Thus, in addition to examining
many of the basics of collection and analysis tradecrafts,
great emphasis is placed on developing the perspectives and
problem-solving skills required for addressing the breadth of
foreign D&D practices and their deleterious impact on
intelligence collection and analysis.

PLACING GREATER EMPHASIS ON
DENIAL AND DECEPTION
IN INTELLIGENCE EDUCATION AND
TRAINING CURRICULA

F

or those who would argue that studying D&D has little
contemporary value to intelligence, and subsequently
is too narrow in scope to deserve greater education
and training attention, I would claim that just the opposite is
true. D&D are core analytic disciplines that are mainstream in
their impact and relevant to implementing many of the
collection and analysis recommendations articulated in the
WMD Commission report. D&D contribute to applying
collection and analysis best practices. In essence, studying
D&D and learning how to detect D&D provide an excellent
framework for improving our overall collection and analysis
capabilities for the following six reasons:
D&D have a long, historical/behavioral pedigree and
contemporary relevance. The practice of D&D, not
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prostitution, should be considered the world’s oldest
profession. Although carnal motivations still earn a
cherished spot on Maslow’s pyramid of basic needs, the
requirement to survive still unquestionably surpasses all
other instinctual human urges or drives. Before anything
else could be considered and acted upon, primitive man had
to ensure his survival given the many threats around him. It
was only due to his cleverness and cunning in engaging in
deceptive techniques that he could compete successfully for
food and ensure his physical security. As a matter of fact,
the earliest evidence of a designed deception against a
human target for the purpose of seeking something other
than food or physical safety can be traced to a wall painting
found in a 4500 B.C. Egyptian burial chamber. The painting
depicts a shell game played by a deceiver and an unwitting
target.2
Since that time we find many examples of D&D as means of
attaining military, economic, and political advantage, or
ensuring survival against those wishing to do harm. Not
surprisingly, the planning and implementation of D&D
practices against a witting or unwitting target are just as
relevant today as they were in the past. As Michael Handel
observed:
Deception can be found in any human activity that
involves competition over scarce resources or any
other desired benefits that are limited in supply.
Whenever and wherever a situation exists—in
business, economic life, politics of all levels, love,
etc.—through which an advantage can be gained by
cheating, there will always be individuals or groups
who will resort to it.3
D&D are a natural manifestation of all nation-states’ and
non-government organizations’ searching for survival and
security. All collectors and analysts must understand that
the use of D&D is not an aberrant act conducted outside the
acceptable norm of nation-state or non-government
organization behavior. In fact, such manipulative acts are
commonplace and nothing more than a natural manifestation
to leverage or gain advantage against a perceived
competitor. The study of D&D strips away the commonly
held perception that there is something mystical or otherworldly about such activity, making its presence appear as
an exception rather than the rule.
Foreign D&D activities threaten the credibility, accuracy,
and timeliness of products. By their very nature, D&D are
focused on hiding reality from the prying eyes of a
competitor by replacing reality with a false picture aimed at
misdirecting or misleading a target. By doing so, the
perpetrator of any D&D action creates an environment
designed to degrade a competitor’s collection and analytic
efforts to discern truth. For this reason alone, all intelligence
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officers, especially collectors and analysts, should have a
greater appreciation and comprehensive understanding of
D&D tactics, techniques, and practices designed to attack
the very essence of what we do, that is, to seek, find,
characterize, and report reality. We cannot expect to improve
our ability to effectively collect and analyze, or get to our
customers “the firstest with the mostest,” if we are not
constantly sensitized to the deleterious effects that D&D
have on our intelligence products.
Studying D&D highlights the need for an interdisciplinary
approach. The study of D&D requires an intellectual
commitment to developing an inter-disciplinary perspective
and approach in discerning and countering foreign D&D
practices. For example, deception is found in war and magic,
games and sports, sex and religion, business and journalism,
politics and espionage, and art and science.4 We can also
learn how to detect and counter deception through the
study of such disciplines as counterintelligence, forensic
science, cognitive psychology, police investigation,
medicine, and political-military theory.5 Such an approach
provides the required depth and context to better assess the
all-encompassing nature, relevance, and commonality of
deceptive practices and their influence on our perception of
reality. Mitigating the negative impacts on our collection and
analysis capabilities caused by foreign D&D is predicated
on an interdisciplinary approach.
Studying D&D inherently promotes critical thinking.
Detecting the presence of D&D requires a myriad of analytic
tools and methodologies that enable analysts to attack a
problem from a variety of investigative angles and
perspectives. For example, students seeking to determine if
deceptive activities are at play are always encouraged by
D&D instructors to consider a multitude of approaches (e.g.,
Bayesian analysis, Analysis of Competing Hypotheses,
Emulating Deception Planning, Red Teaming, Source/
Information Vetting techniques, and Critical Question
Development) before ultimately deciding on what particular
suite of methodologies to employ against a certain problem.
D&D curricula emphasize that the use of methodologies is
always situational, and no one analytical process fits all
stages of an analytic investigation.
Studying D&D develops qualities and skills that foster best
practices in collection and analysis. Fundamentally, the
study of D&D promotes and nurtures the development of
qualities, perspectives, and attributes essential for building
sound investigatory practices. Dr. Barton Whaley, worldrenowned deception and counter-deception researchertheorist and historian, concludes that all consistently
successful detectives were found to possess a minimum of
three necessary characteristics: first, a strong drive to solve
mysteries; second, a prepared mind based on experience and
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education; and third, an intuitive nature, logical but pursuing
other than direct linear thinking.6
Furthermore, Whaley asserts that those who conduct firstrate deception, as well as the analysis to detect it, not only
have the quality of a “prepared mind,” but also possess a
Machiavellian personality, empathy, and the ability to think
indirectly.7
I am not suggesting that the study of D&D encourages the
development of Machiavellian personalities but, if I
understand the essence of Whaley’s desired characteristics
for good detectives and analysts, he is encouraging all truth
seekers to develop a healthy skepticism, vivid imagination,
active curiosity, and acute sensitivity to anomalies identified
in observables and data streams. The leadership of the IC
should look for these qualities in all of their collectors and
analysts. Exposing all intelligence officers to foreign D&D
education and training is ultimately critical to promoting
collection and analysis best practices.

CORE THEMES UNDERPINNING THE
FOREIGN DENIAL AND DECEPTION
EDUCATION AND TRAINING CURRICULA

I

f the subject and study of foreign D&D constitute a
legitimate and fundamental enabler for improving our
collection and analysis capabilities, then what should be
taught to strengthen our intelligence professionals as we
move into the 21st century? Greater emphasis on the
following themes already incorporated into our D&D
curricula provides a good starting point.
U.S. intelligence professionals, especially collectors and
analysts, must have a better understanding of what
adversaries know about how, where, and when we conduct
our intelligence activities. “The fact is that al Qaeda’s
playbook is not printed on Page One, and when America’s
is, it has serious ramifications. You don’t need to be Sun Tzu
to understand that [sic]” (Trent Duffy, White House Deputy
Press Secretary).8 Increasing foreign knowledge of U.S.
intelligence by illegal acts and other means has created a
situation that threatens the credibility, timeliness, and
accuracy of U.S. collection and analysis efforts. As the IC
spends millions of dollars and resources on developing,
designing, and implementing more sophisticated ways to
monitor and assess adversarial activities, information
compromising U.S. intelligence sources and methods is
reaching foreign intelligence services at an ever-increasing
rate, arguably undermining those very attempts to gain,
sustain, and improve an intelligence advantage over these
same adversaries. The numerous disclosures over the past
several years of how NSA collects against terrorist activities
represent one such example.

Page 73

Vol 32, No 2

Until such time as we are able to mitigate the corrosive
effects of increasing foreign knowledge, we must teach
intelligence officers how to maximize their ability to squeeze
as much value as possible out of current collection and
analysis tactics, techniques, and practices. The first step
toward achieving this goal is to ensure that collectors and
analysts understand the depth and scope of what the
adversary knows about them, their work, and their business
practices in order to develop and implement effective
counter-strategies and tactics. Failure to know what the
enemy knows will promote a “business as usual” attitude
that will not contribute to reducing our vulnerability to
deception.

Failure to know what the enemy knows
will promote a “business as usual” attitude
that will not contribute to reducing our
vulnerability to deception.
U.S. collection systems have impressive capabilities, but
they also have significant limitations. To improve our
collection and analysis capabilities, U.S. intelligence officers
must be cognizant of their collection systems’ blind spots,
as well as comparative advantages. Otherwise, U.S.
collection strategies and analytic assessments may be based
on false assumptions of what we can or cannot perform
technologically. Therefore, education and training programs
must provide a comprehensive treatment of the limitations as
well as strengths of each collection system to avoid
misinterpreting their true capabilities.
All intelligence officers possess inherent psychological and
cognitive biases and predispositions that tend to obfuscate
and misdirect their search for truth. Because of the quirks
inherent in our psychological make-up, intelligence officers
are prone to see what they want to see, hear what they want
to hear, base conclusions on insufficient evidence, create
order and patterns out of random events, and oversimplify
the complex. Discovering the truth, therefore, becomes an
extremely problematic exercise for those delegated to find
(collect) and describe (analyze) it.
Until we spend more time addressing our propensities to
deceive or mislead ourselves, we can never hope to improve
our ability to discern truth from falsehood—whether we are
engaged in collection, analysis, counterintelligence, or any
other intelligence discipline. Failure to clearly understand
and appreciate those factors unique to our thought
processes that influence how we select and analyze
information will inevitably make it difficult to improve our
chances of “getting it right” the first time. Given the
scathing criticisms articulated in the 9/11 and WMD
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Commission reports in the last two years, we can no longer
afford to overlook the cognitive factors affecting our ability
to make sound judgments.
Innovative technical and human-based intelligence tools
should never be accepted as a replacement for sound
intellectual rigor, proven critical thinking approaches, and
problem-solving skills. As important as it is to understand
and appreciate one’s own psychological impediments to
sound judgments, Richards J. Heuer, Jr., contends that
“even increased awareness of cognitive and other
‘unmotivated’ biases does little by itself to help analysts
deal effectively with uncertainty.” He goes on to claim that
“tools and techniques that gear the analyst’s mind to apply
higher levels of critical thinking can substantially improve
analysis [and collection] on complex issues on which
information is incomplete, ambiguous and often distorted.”9
Thus, while it is extremely important that any basic
intelligence education and training curriculum include a
concentrated block of instruction addressing current and
most promising new technical or human-based tools, we
should never leave the impression that technology can
remove the human element from the collection and analysis
decision-making equation. We must remain mindful of
Heuer’s view that technology should stimulate the
intelligence officer’s mind to higher levels of critical thinking,
but at the same time be continuously aware that an overdependence, or over-reliance, on technology can undermine
intellectual rigor.
People from other countries and cultures generally do not
think, act, and respond to the same stimuli as we do. Critical
reviews of intelligence shortfalls that resulted from the Ateam/B-team imbroglio in the 1970s and the 2004 WMD
controversy in Iraq underscore the tendency of U.S.
intelligence to judge world events through a U.S.-centric
prism, resulting in our misreading foreign actions and
intentions. More recently, the January 7, 2006, Washington
Post editorial “Learning Languages” warns: “It has been
clear for more than four years, since Sept. 11, 2001, that
Americans are horrifically deficient in knowledge about
those parts of the world that now most threaten us, as well
as about those that may pose important security challenges
in the future.” Interestingly enough, no matter how many
times this vulnerability is mentioned, we still do not really
“get it.” If we do understand, then attempts to mitigate the
deleterious impact continue to take a back seat to more
short-term, crisis-driven requirements that promise quicker,
albeit more transitory, results.
The D&D training curriculum uses case studies to show
intelligence officers how their perceptions of reality and their
assumptions used in making risk/reward assessments can
differ drastically from those of our foreign competitors. Such
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case study analyses continue to prove extremely successful
in helping mitigate the tendency to ascribe American
motives, behaviors, and responses to other peoples and
countries that have been shaped by significantly different
historical, psychological, and intellectual experiences.
U.S. intelligence officers must always question the
credibility of their sources and the quality of the
information derived from these sources. Too often,
intelligence analysts accept information at face value by
assuming that the credibility of the source of the information
is directly related to the level of classification; thus, the
higher the classification of information, the more credible the
source becomes. Related to this predisposition is the belief
that if the source is “good,” then the information derived
from that same source must also be reliable.

If a source is deemed credible, collectors
and analysts should not automatically
assume that the information from the source
is true or valid. In fact, good sources have
been known to pass bad information.
To prevent collectors and analysts from making such
erroneous assumptions, they should be encouraged to
develop a healthy skepticism toward all information that
crosses their desks, to include the source of the information.
For example, if an imagery analyst attempts to derive
information from a newly collected airborne sensor, one of
the first questions to be asked is what and how much does
the target of U.S. collection actually know about the
capabilities of the airborne collector?
If a source is deemed credible, collectors and analysts
should not automatically assume that the information from
the source is true or valid. In fact, good sources have been
known to pass bad information. In all cases, intelligence
professionals must be encouraged to ask specific questions
regarding the acquisition or derivation of the information to
ensure their assessments, judgments, and conclusions are
the closest to the truth.

QUO VADIS?

S

o where do we take our education and training
curricula development from here? At the very least,
how can we continue to make strides toward
improving our collection and analysis capabilities while the
IC is undergoing restructuring? I offer the following two
suggestions.
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First, we must avoid the tendency to look at everything
we did prior to the reorganization of the IC as tainted,
ineffective, and irrelevant. A total intelligence education
and training house-cleaning and restructuring may not be
the panacea for all our current real, or perceived, ills.
Perhaps what we are experiencing is not a systemic
collection and analysis problem, but instead the result in
part of a misdirected curricular emphasis throughout the
IC. We should focus more on subjects that have direct
impact on improving the quality of critical thinking among
our professional intelligence cadre. Perhaps we should
follow Dr. Barton Whaley’s recommendation and look for
better ways to foster intelligence professional attributes
and characteristics that promote prepared minds and
sound investigatory practices. Collectors and analysts do
not automatically bring critical thinking and healthy
skepticism with them to their respective operational
environments. Instead, these attributes must be
highlighted, taught, and reinforced in our classrooms on a
regular basis as our collectors and analysts advance in
their careers. Looking for new and creative ways to
improve our collection and analysis processes is always a
good idea, but more time must be spent on inculcating our
intelligence professionals with characteristics and
attributes that will prepare them intellectually and
psychologically to address and confront the myriad of
threats to U.S. national security.
Second, we must strike a more equitable balance in
teaching both collection and analysis process and
application in our education and training courses. We
must do a better job of teaching our students how to more
effectively apply their knowledge to enhancing best
intelligence practices and products.
To succeed, our instructor cadre must follow the adage
that “knowledge is good, but knowledge without
[application and] practice is virtually useless.”10
Therefore, we must demand that all IC educators and
trainers take steps to ensure that the leap from abstract
knowledge to practical application is made with clarity of
purpose and understanding as to why and how such
applications will enhance collection and analysis
capabilities. Our instructor cadre must fully understand
the relevance of what they are teaching and how that
knowledge can then be effectively applied to real-world
situations.
As I was putting this article together, I had the good
fortune of reading a thought- provoking work by Jeffrey
R. Cooper. In “Curing Analytical Pathologies: Pathways
to Improved Intelligence Analysis,” Cooper argues that
before any improvement in analysis [and collection] is
realized a significant shift in attitudes and approaches
throughout the IC must take place. Interestingly, he
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touches upon many of the themes that D&D instructors
already emphasize in their classrooms. He refers to the
duty of curiosity, intuition, and creative thinking;
alternative hypothesis development; application of diverse
methodologies; contrarian approaches to collection and
analytic situations; cognitive biases; and appreciation of
cultural differences, to name a few.11
I was pleased to discover that Cooper’s recommendations
are not unfamiliar to the founders of the D&D curricula being
taught throughout the IC. Speaking for the D&D curriculum
developers and instructors who have been committed to
promoting this spectrum of psychological, analytical, and
methodological approaches, I offer a resounding “Amen” to
the courses of action skillfully articulated by Cooper.

...one solution to significantly improving
collection and analysis capabilities is
already in place and is simply hiding in
plain sight.
I was further encouraged to discover that as of this writing
the Office of Analytic Integrity and Standards under the
Deputy Director of National Intelligence for Analysis, in
cooperation with the National Intelligence University, is in
the process of developing a community-wide Analysis 101
pilot course. Topics such as critical thinking, collection
strengths and weaknesses, and D&D are intended to be key
components of the new curriculum. Furthermore, the Joint
Military Intelligence College is planning to expand its
evening and weekend offerings of DDASP classes to its
part-time students.
The D&D education and training roadmap for improving
collection and analysis capabilities already exists. It is hoped
that amid the ongoing reorganization effort those
responsible for developing new education and training
approaches will pause to review the existing D&D curricula
before embarking on a new path. If they do, they will find
that one solution to significantly improving collection and
analysis capabilities is already in place and is simply hiding
in plain sight.
Notes
1. As of the publication of this article, approximately 175
JMIC students have taken at least one of the four 30-hour
courses offered as elective requirements for the JMIC
Master of Science of Strategic Intelligence program.

3. John Gooch and Amos Perlmutter, eds., Military
Deception and Strategic Surprise (London: Frank Cass,
1982), p. 122.
4. See the cover/fly-leaf in J. Barton Boyer, Cheating.
5. Barton Whaley, Detecting Deception: A Bibliography of
Counterdeception Across Time, Cultures, and Disciplines
(CD Version, 2nd edition, May 2006).
6. Roy Godson and James Wirth, eds., Strategic Denial and
Deception: The Twenty-First Century Challenge (New
Brunswick/London: Transaction Publishers, 2002), 186-212.
7. Telecon with Barton Whaley on May 9, 2006. He indicated
that the term “Machiavellian personality” was coined by a
group of psychologists at Columbia University, and that its
use here is not intended to carry a moral connotation.
Instead, it reflects their skepticism over the basic nature of
all people. Dr. Whaley further stated that, if one were to ask
for a phrase to describe the group’s position on dealing with
people, it would be “trust but verify.”
8. “Justice Department Investigating Leak of NSA
Wiretapping,” The Washington Post, December 31, 2005.
9. Richards J. Heuer, Jr., Psychology of Intelligence Analysis
(Center for the Study of Intelligence, 1999), xviii.
10. “Knowledge is good” refers to the inscription at the base
of the statue of the president of Faber College (from the cult
movie classic “Animal House”). “Knowledge without
practice is useless” is mentioned in the Vietnam War-era
novel titled The 13th Valley by J.M. Delvecchio.
11. Jeffrey R. Cooper, Curing Analytical Pathologies
(Center for the Study of Intelligence, December 2005), 42-44.
R. Kent Tiernan has been involved with various aspects of
deception for over 20 years as an Air Force Special Studies
Division Chief, a U.S. government contractor, and currently
as the Deputy Staff Director of the Foreign D&D
Committee, to include acting as the Education and
Training Subcommittee Chair, as well as Director of the
DDASP. He received a BA in History from Stanford
University and an MA in Western European Area Studies
from the University of Notre Dame.

2. J. Barton Bowyer, Cheating (New York: St. Martin’s Press,
1982), p. 10.

Vol 32, No 2

Page 76

American Intelligence Journal

Toward a Counterdeception Tradecraft
by Michael Bennett and Edward Waltz

T

he process of countering deception has been
described by numerous authors in a well-developed
theory that explains the means of detecting standard
deception indicators as well as the means of discovering the
subtle incongruities of deception that cue the observer to
something suspicious. From Busby’s Ombudsman method
for revealing the magician’s illusions to Harris’ approaches
to countering strategic deception, a common theoretical
thread underlies the established theory of countering
deception. In our 2007 textbook on counterdeception, we
covered the theory, challenges, and examples of approaches
to countering deception. [1] But while counterdeception is
well-established at the theoretical and conceptual level, the
means to widely and effectively translate the theory into
practice has been elusive. [2] Moreover, the track record of
counterdeceivers is not good. After reviewing the essentials
of counterdeception theory, we explain why the
implementation of a counterdeception methodology is
unique to each domain in which deception is practiced. We
then propose a procedure for developing implementing
tradecraft methods in a specific domain, recognizing the
unique context, sources, channels, targets, and time frames
of each domain. We conclude by encouraging the
development of domain-specific countermeasures that
explain to practitioners the subtleties and rationale for these
measures.

COUNTERDECEPTION IN THEORY AND
PRACTICE

C

ounterdeception refers to the practice of sustaining
an awareness of the potential for adversarial
deception, and the application of methods to actively
consider and evaluate evidence to detect or discover the
presence of a deception when it is present.
Counterdeception, like many diagnostic practices in
medicine, market trading, air traffic control, and cyber
defense, requires vigilance and experience to observe low
base rate activities (e.g., in the examples cited: rare disease,
market downturns, near-collisions, or zero-day attacks). The
unique difference for the intelligence officer is that the low
base rate event is specifically designed by an adversary to
deceive—not just to hide the occurrence. The purpose of a
deception is to misdirect attention (from the real) and to
cause the target to believe (the false) and take action (as
desired by the deceiver).
American Intelligence Journal

Deception may be acknowledged as a strong possibility of
employment by the adversary, and the potential avenues of
attack are often well-known by analysts, yet they are often
deceived—unwarned, unaware, and wrong. Furthermore,
many analysts have had formal instruction in the elements of
deception—fabrication, manipulation, conditioning and
diversion (misdirection). Perhaps, to some degree, they
understand a set of principles and explanations—a theory of
deception—yet they are deceived. Why?
We believe this is because there is an urgent need for
translation of the theory—the set of concepts about making
a deception—to practice in the analyst’s own domain. [3]
Respected scholar in deception theory Barton Whaley has
mused, “Is deception the result of individual or of collective
thought and teaching?. . . And is it the same for
counterdeception theory, doctrine, and practice? This
question is not just academic because the answer or answers
will affect both how we can best teach the subject and how
we can most efficiently organize to practice it.” [4]
The literature on deception is broad and replete with a
strong theoretical basis and centuries of examples and
statistics that will alarm the analyst seeking to counter
deception. [5] The literature of counterdeception is smaller,
and the objective of our 2007 text, Counterdeception
Principles and Applications for National Security, was to
provide a comprehensive and robust reference on the
subject. While it provided a coherent theory and examples of
counterdeception practice, we did not provide the cookbook
to translate theory to practice. In this article, we hope to
provide a path to bridge that gap from theory to practice.
Why, one might ask, has the gap not been filled before?
Several factors are the culprits:
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•

The implementation of a practical approach is
unique to the analyst’s domain. Cyber
counterdeception is quite different from the
operational deception that a military officer may
encounter, and this is quite different from the
strategic forms of deception that a senior decisionmaker may encounter.
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•

•

Before detailing our theory-to-practice approach to fill the
gap, it is necessary to introduce the fundamentals of the
theory that must be translated to practice.

Most analysts have not experienced the pain of
deception in their domain—and if they have, it
was but one of many forms of deception that can
occur. The next deception will be a different one.
Worse yet, we are not always aware of when we
are being deceived by our adversary in times
short of war. Deception is not easily measured
where there is no ground truth for comparison. Is
the object in the image a decoy? And how would
we know? Is the person reporting in social media
for real, is she competent to report on her
observations, and is she credible? Or is she a
plant reporting an exaggerated activity or
diversion?

COUNTERDECEPTION THEORY

T

Nobel laureate (2005) Thomas Schelling once noted, “During
ordinary analysis one thing a person cannot do is to draw up
a list of the things that would never occur to him or to think
of all the ways a statement he has carefully composed could
be misinterpreted under pressure.” [6] Similarly, we suggest,
one more thing an analyst cannot do is to draw up a list of all
the practical ways that would never occur to him how he
may be deceived. Yet this is just about our challenge.

heories containing key definitions, domains in which
deception and counters are practiced, principles,
functional models, and examples that provide validity
to the models have existed for a long time. Theories to
explain magical illusions and humor were developed
throughout the 20th century, but the Cold War was cause for
development of more formal models and theories to explain
the methods, operations, and effects of tactical, operational,
and strategic intelligence deception [7]. The field of foreign
denial and deception was recognized as a discipline and
formal definitions were established (Panel 1).
An overview of counterdeception theory requires a
commensurate description of the complementary theory of
how deception is produced. For this brief introduction we
illustrate the deception process and then the
countermeasure process as an information flow that

Panel 1
Key Definitions in the Deception Discipline [i]

Denial includes those measures designed to hinder or deny the enemy the knowledge of
an object by hiding or disrupting the means of observation of the object.
Deception includes those measures designed to mislead the enemy by manipulation,
distortion, or falsification of evidence to induce him to react in a manner prejudicial to his
interests. The goal of deception is to make an enemy more vulnerable to the effects of
weapons, maneuver, and operations of friendly forces.
Denial and Deception (D&D) includes the integration of both processes to mislead an
enemy’s intelligence capability. The basis of denial is dissimulation, the concealing of the
truth, and the basis of deception is simulation, the presentation of that which is false. The
acronym C3D2 is synonymous with D&D; it refers to Cover, Concealment, Camouflage,
Denial and Deception.
Deception means or mechanisms are those methods, resources, and techniques that can be
used to convey information to the deception target. The U.S. DoD categorizes means as:
x Physical means - Activities and resources used to convey or deny selected
information to a foreign power (examples: military operations, including
exercises, reconnaissance, training activities, and movement of forces; the use of
dummy equipment and devices; tactics; bases, logistics actions, stockpiles, and
repair activity; and test and evaluation activities.)
x Technical means - Military material resources and their associated operating
techniques used to convey or deny selected information to a foreign power through
the deliberate radiation, re-radiation, alteration, absorption, or reflection of energy
[this includes all forms of communication]; the emission or suppression of
chemical or biological odors; and the emission or suppression of nuclear particles.
x Administrative means - Resources, methods, and techniques to convey or deny
oral, pictorial, documentary, or other physical evidence to a foreign power.
The deception target is the adversary’s decision-maker with the authority to make the
decision that will achieve the deception objective—the desired result of the deception
operation.
Channels of deception are the information paths by which deception means are conveyed
to their targets. [This can include the collectors, processors, and even the analyst who
conveys the information to the target.]
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proceeds from the deceiver’s objective to the
counterdeceiver’s detection or discovery of the deceit
(Figure 1).

including specific objects or activities as well as
the context in which the objects or activities are
placed.

The following paragraphs follow the figure from top to
bottom, summarizing the principles of the theories that
include information manipulation, control, and presentation
(deception) followed by contextualization and examination to
detect things known to be deceptive or to discover things
that are incongruous (not known to be deceptive, but
inconsistent or out of place in the current context). [8]

The Elements of Counterdeception Theory
6.

7.
The Elements of Deception Theory
1.

2.

3.

4.

5.

Deception objective – The deception planner
defines the objective of the deception—to create
an effect in the mind of the target to cause the
target to take an action (or inaction). This effect
of the misperception may be a misjudgment, a
crucial delay in decision, confusion, or a specific
decision and action that achieves the goal of the
deceiver. The causal chain from objective to
mechanisms, sources, channel, and effects must
then be developed, as well as the critical timing
to achieve the desired perception.
Deceptive mechanisms or means – The
mechanisms to implement the deception are
chosen from the basic means table (to the right in
the figure) that distinguish concealing
mechanisms (Dissimulation) and revealing
mechanisms (Simulation); a combination of
mechanisms is applied to create the deception.
Sources of data and information – Multiple
information sources are chosen to provide the
appropriate credibility, reliability, and context to
convey the desired perception-creating
information. (For the magician, these may include
various apparatuses, beautiful assistants and, of
course, smoke. Those who seek to deceive
intelligence analysts choose events, places, and
people to source their information.)
Channels – The channels that convey the
information to the target are chosen and timing of
the delivery is carefully planned. (Channels to
intelligence analysts include open source media,
GEOINT, SIGINT, and other known intelligence
channels.)
Deception target – Receives the coordinated
information to create a situation perception that
is coherent, consistent with the context, and
wrong. The combined effect is the result of
information being coordinated in the deception
matrix (illustrated to the right of the deception
target) that selectively reveals and conceals
information to control the target’s perception
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Target perception – The target of deception—an
intelligence analyst, a military commander, or a
policy decision-maker—creates a first perception
of the situation based on the information
presented.
Target deception awareness – Deception is for
the unaware. A key principle of countering
deception is the discipline of preparing the mind.
Sixth century military strategist Sun Tzu
recognized, “All warfare is based on deception
... A military leader of wisdom and ability lays
deep plans for what other people do not figure
on.” [9] It is the counter-deceiver’s business to
prepare the mind to “figure on” the possibilities
of deceit. Four principles are necessary to critically
examine the first perception:
a. Know Yourself – The analysts must
avoid seeing what they expect to see,
and confirming what they expect to
confirm. To accomplish this the analyst
must know his or her analytic biases,
assumptions, preconceptions, and
expectations—all are uncritical thinking
susceptibilities that add to weaknesses
due to time pressure, lack of channels,
etc. Self-reflection provides selfawareness necessary to acknowledge
vulnerability to deception and prepare
for more critical analytic thinking. [10]
b. Know Your Adversary – Because
deception is directed at manipulating
information on the deceiver’s true
intentions and capabilities, the analyst
must thoroughly study the possibilities
of deceptive intentions and the means
that may be used to carry them out.
Most analysts focus on order of battle;
the critical counter-deceiver studies the
order of deception.
c. Know the Situation – The analyst must
also understand and continually
evaluate the environment (sources,
channels, background, political context,
etc.) in which the deception may occur.
d. Know Sources and Channels – The
analyst must also distinguish the
characteristics of the available sources
of evidence (e.g., reliability,
vulnerability, consistency, accuracy,
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and the possibility of a compromised
source or corrupted channel) and how
to apply multiple channels to unmask
deceptive information flows.
8. Situation examination – The situation and
information are examined carefully from two
different perspectives to evaluate the potential
for deceptive content [11]:
a. Reconstructive Inference for Deception
Detection – Search for the presence of
spurious signals (called sprignals) that
are known indicators of a deceptive
activity. The key here is that these
sprignals are known a priori—based on
prior knowledge of the adversary’s
means of deception (e.g., signatures of
known decoys, the inaccurate
replication of a known signal, etc.). The
process results in the detection of
evidence of a deception (or one element
of a larger deception).
b. Incongruity Testing for Deception
Discovery – Search for incongruities—
these are inconsistencies (inconsistent
with other data, with the local context,
or with history). These incongruities
are cues that may lead to the discovery
of deception-induced information that
will lead to the discovery of a
deception—and new indicators not
previously recognized. Outliers,
deviation from the normal or the
expected, abnormalities, and
contradictions must all be examined for
their potential to reveal the hidden.
9. Alternative hypotheses – Detected deception
cues as well as discovered incongruities are
applied to the consideration of multiple
hypotheses to explain a situation—and one or
more of these hypotheses may include deceptive
elements. The existence of multiple hypotheses
to explain the current situation aids the awareness
required to “know the situation” and guide a
more critical examination of the evidence being
presented by the adversary.
10. Warning and countermeasures – Of course, the
result of successful counterdeception is the
reporting of the deceit and the truth, but it may
also include the development of new
countermeasures that take advantage of the
hidden knowledge.
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Figure 1. The Major Elements of Deception and
Counterdeception Theories Organized as an Information
Flow from the Deceiver to the Counter-Deceiver.

This sequence emphasizes the information flow view of
deception and counterdeception theories—proceeding from
deception objective to false perception to corrected
perception by detection or discovery of the deceit. The flow
view also highlighted the major elements of both theories
and the key principles of counterdeception: Four areas of
deception awareness and two methods of catching the
deceit—detection of known patterns or discovery of
previously unknown patterns through their incongruous
appearance.
We now turn to the issue of translating these theoretical
concepts to practical implementation in tradecraft that can be
codified, taught, understood, experienced, and applied by
intelligence analysts.

TRANSLATING THEORY TO PRACTICE

A

ndy Grove, a pioneer in the semiconductor industry,
popularized the phrase Only the Paranoid Survive in
his business classic by the same name that warns of
the complacency of success, and that the seeds of business
failure are grown in complacency. [12] Even for the
successful and insightful intelligence analyst, who seeks to
catch the deceit of the adversary, we must develop a
tradecraft that achieves an appropriate level of vigilance
without a paralyzing hyper-vigilance that loses objectivity
and seeks only to confirm a preconceived deception. [13]
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The process of applying the previously described
counterdeception theory to practice requires the
translation of abstract and generalized principles to
specific and concrete actions that: (1) assure all
principles are covered, (2) apply to the specifics of the
domain, (3) assure that the implementing actions
correspond to the principles and are coherent with the
theory, and (4) can be validated with known cases in the
domain and can be extended to credible cases of
deception not yet observed. In addition, the practice must
be useful, usable, and transparent for the analyst and for
those who must provide oversight (e.g., Congress).
Countering deception is not alone in facing the challenge
of translating a well-grounded theory to a daily practice
that can be consistently and effectively performed widely
across a workforce. The non-intelligence areas mentioned
earlier are also diagnostic in nature, and require vigilance
to distinguish the subtle and avoid misdiagnosis and
surprise. And these fields also are challenged by
translating well-developed abstract theories to an
implementing practice. This is because in each of these
domains, like intelligence counterdeception, the
implementation of an attentive and diagnostic practice is
dependent on the unique factors that characterize the
domain. As the practice of cancer diagnosis differs from
infectious disease diagnosis, even so the
counterdeception practice for a GEOINT analyst
supporting PACOM maritime domain awareness differs in
practice from the tradecraft performed by a HUMINT case
officer focused on countering human deception in the
counterterrorism domain.
The practice of nursing, for example, devotes an entire
journal, Theory to Practice, to the subject of research and
translation of medical care to practical nursing in the
clinical setting. The discipline is focused on translating
evidence-based medicine theory to clinical nursing
practice across a broad workforce, and has identified five
key translation practices that can be directly applied to
the counterdeception tradecraft process [14]:

•

•

•

•

•

Focus on Tradecraft Development – While the basic
theory provides a static foundation (based on human
behavior), the tradecraft development process must be an
ongoing process, tailored to the specific intelligence
domain and its ever-changing characteristics. This is
because the translation is not a once-done-and-completed
process; rather, it is an ongoing process as the
environment and threats change, as methods are refined,
as technology is introduced, and as deception targeting is
refined.
To appreciate the scope of the problem, the reader should
consider just six of the domains of intelligence that must
be vigilant for deceptive activities of adversaries, and the
unique characteristics of each domain that influence
counterdeception implementation (Table 1). The factors
that distinguish these domains and therefore require
different implementations of counterdeception theory
include:

Balance the tension between efficiency and
effectiveness – Effective counterdeception
requires critical and cautious analysis that may
reduce the demand for production (efficiency);
the tension must be balanced.
Create and sustain trust – Information sharing,
based on trust, must be maintained between
analysts across channels, and with intelligence
consumers.
Actively manage the process of change – The
elements of training, feedback from practice to
theory, measurement of analytic performance
(awareness, criticality, depth, incongruity

American Intelligence Journal

sensitivity, etc.), effectiveness (deceit detection),
and involvement must be monitored and managed
to introduce changes to increase
counterdeception awareness and effectiveness.
Involve practitioners in the work design and
workflow decisions – The tradecraft must be
developed by and for the intelligence practitioners
who implement analysis and operations. In
addition, their experience must be respected in
refining theory.
Create a learning organization – As threats change
and they adapt capabilities, the analytic
organization must maintain culture that learns,
transfers shared knowledge and lessons learned,
and continuously trains.

•

•

•
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Operating time frame – The time frame of
development of the deception to effect can be
extremely short (milliseconds from a phishing
scam to computer penetration) or can unfold over
months for a strategic deception.
Source and channel characteristics – The number
and types of sources and channels of information
as well as the technology employed in the channels
determine the breadth and sophistication of the
deception—and the analysis required (see the
following paragraph on social media).
Deception intent and context – The practical
intent (desired effect) and context of deceptive
activities vary across domains—though they all
have the common objective of subtle influence
on the target’s perception.
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Intelligence

Deception Ploys and the

Domain

Challenge to Counterdeception

Strategic
Intelligence

GEOINT

HUMINT

SIGINT

Cyber
Computer
Network
Operations

Social
Media

Unique Characteristics

x Deception: Coordinate denial and deception
across many channels to create incorrect situation
perceptions.
x CD Challenge: detect and discover coordinated
subtle effects across multiple intelligence
channels.
x Deception: Apply camouflage, concealment, and
deception to hide physical assets, while placing
decoys to misdirect attention from real assets.
x CD Challenge is to understand the physical order
of target sets (objects, activities) and distinguish
real from decoy in context. [i]
x Deception: Apply combination of identity cover,
physical disguise, and behavior—insert deception
via HUMINT channel.
x CD Challenge: Verify credibility of agentsupplied information and detect deceit. [ii]
x Deception: Employ signal denial, disruption, and
deceit (spoofing, mimicking, etc.) methods in
sequence across multiple channels to deny correct
exploitation.
x CD Challenge: Distinguish true and false signals
to perform traffic or content analysis and
discriminate deceit at signal, traffic, and content
levels.
x Deception: Combine human deception (e.g.,
“phishing” and man-in-middle attacks) to induce
errors to exploit software and system
vulnerabilities. [iii]
x CD Challenge: Immediately detect/correct when
user succumbs to deception event; preempt
escalating attack chain.
x Misinformation and targeted deceit is focused on
vulnerable audiences to create social unrest and
incite action in susceptible individuals (e.g., lone
wolf actors).
x CD Challenge: Detect and locate deceptive
memes and counter them over the appropriate
channels to prevent viral spread and impact.

x Time frame: weeks, months
x Channels: Across all INTs and
in open source
x Context-Culture: High-Level
decision-making
x Time frame: days, weeks,
months, years
x Channels: EO, IR , spectral,
radar, other geo-sensors
x Context-Culture: Spatialtemporal and contextual
analysis
x Time frame: minutes to
lifetimes
x Channels: Human agency
x Context-Culture: Personal, and
cautious tradecraft
x Time frame: microseconds
x Channels: All RF channels:
voice, digital data, command
and control
x Context-Culture: Signal,
content, temporal, and
contextual analysis
x Time frame: microseconds to
minutes
x Channels: email, software
requests, user installations,
other vectors
x Context-Culture: Human users
and system operations
x Time frame: minutes, hours,
days
x Channels: microblogs, blogs,
media sharing, blog forums,
bookmarking sites
x Context-culture: publicpopular connected and sharing

Table 1 – Counterdeception Practice in Six Intelligence Domains

•

with truthful information.” [ 17] The research includes
methods to detect, classify, and track deceptive memes so
they can be countered with truthful messages and
supporting evidence. Unique to this domain of
counterdeception is the search for social media-specific
linguistic cues of deception and the ability to monitor the
propagation, spread, and even impact of deceitful
messaging campaigns. [18]

Culture – Each source and channel has its own
culture that distinguishes what is normal or out
of place (incongruous). The culture of social
media and its participants is quite different from
those of the more disciplined domains of military
channels, for example. [15]

Tradecraft development must also consider the ways in
which information from multiple domains can provide
cross-domain information. While domains have specific
differences in characteristics, there is a common basis for
identifying indictors and incongruities that may be
correlated and combined to reveal deception.
Consider one of the newest and most pervasive areas of
counterdeception—social media. As social media
channels have blossomed, so has their use as a tool of
deception for insurgents, market manipulators, sexual
predators, and thieves. [ 16] The DARPA Social Media in
Strategic Communications (SMISC) program includes the
aim to “to counter misinformation or deception campaigns
Vol 32, No 2

Tradecraft Development Process – Because we have
argued that tradecraft is unique to each domain, and that
that there is general absence of tradecraft across domains,
we can, of course, offer no practical counterdeception
tradecraft here. Instead, we recommend a procedure for
any sharp analyst or officer, or any innovative analytic or
collection team, to develop, maintain, and share a
tradecraft unique to their domain, or for application across
domains.
Tradecraft development falls within the field of education,
particularly the process of teaching theoretical concepts
by providing knowledge and developing the skills in the
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application of that knowledge. The development process
generally includes the following elements, as we apply
them to our tradecraft:

•

•

•

•

Identify the knowledge, skills, and abilities
(KSAs) relevant to countering deception, to
aid in personnel selection and development of
supporting capabilities required by analysts.
Provide training and education programs that
include lecture and workshop (theory) and
hands-on exercises which emphasize the
practice.
Provide professional development
opportunities throughout an analyst’s career;
this includes classroom to in situ opportunities
to focus on actual deception practices.
Exploit learning opportunities from experienced
analysts who capture and share lessons learned.
These lessons should be reviewed and
compared to conceptualize their experiences in
terms of the deception theory for validation
and refinement. This process can help
analysts master their understanding of
exiting theories and their implications in
practice. (An analyst must, for example, see
how a real SIGINT misdirection unfolds, or
what a read GEOINT decoy looks like.)

Our recommendation for a counterdeception tradecraft
considers three interacting stages that account for theory,
tradecraft development, and an emphasis on practice
(Figure 2).

theoretical elements of deception to specific items in the
real world of the analyst or officer. This description
should be documented (a shareable document or web
page) and maintained as new channels and sources arise.
Just as orders of battle are conscientiously maintained by
military analysts, the intelligence analyst must maintain an
order of deception for the domain.
Stage 2: Development – Next, the analytic means for
detecting indicators of deception and discovering
incongruities must be developed and enumerated—for the
domain. In one domain this may include psychologicallybased tradecraft (e.g., lying detection, asset validation)
while in another it may include technologically-based
methods (e.g., SIGINT signal comparison, GEOINT
spectral analysis, linguistic analysis of media, etc.). The
means of expressing and maintaining alternative
hypotheses and their evaluation must be described,
specifically (e.g.. in document tables or spreadsheets, in
specialized computer tools). Even the means of expressing
the possibility of deception in reporting should be
described and honed—because this is where the danger
of crying “wolf” is greatest. This process of articulating
the craft or doctrine deepens the translation to practice by
enumerating the breadth of detection and discovery
processes available. Again, this description is based on
the counterdeception theory described earlier and must be
documented and shared. In this process of development,
prior experiences of deception should be collected and
placed in cases—narrative explanations of how
adversaries carried out deception—their objectives
sources, channels, and effects. These cases or lessons
learned should also identify the vulnerabilities exploited
and the effectiveness of the operation. [19]
Stage 3: Employment and Practice – Employment of the
tradecraft means practice of the tradecraft. We emphasize
practice as the actual exercise of the human faculties in
situations that are selected to stress the recognition of
subtle indicators and incongruities, to test the ability to
manage multiple explanations (hypotheses) in
environments that build tension between efficiency (the
report is due) and effectiveness (a mistake can be
catastrophic). The tradecraft that is deployed must be
practiced, and we believe the craft that is practiced
routinely is effectively employed! We recommend the
following methods of employment and practice:

Figure 2.

Three Stages of Counterdeception Tradecraft
Development.

•

Publication – The deception order of battle (Stage
1) and continually refining tradecraft (Stage 2) must
be published on the analyst’s and operator’s networks
and shared across disciplines. Tradecraft must be
viewed as an ongoing development with opportunities
for all to contribute lessons learned, examples, and
recommended refinements.

Stage 1: Description – The domain (e.g., social media)
must be described in terms of deception theory—the
possible objectives and effects of deception, the
categories of sources, and the specific channels. This
description begins the process of translating the
American Intelligence Journal
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•

how to form judgments and make decisions.
[22]

Training – The Intelligence Community currently
applies multiple teaching methods, including
coursework (theory), workshops that address specific
emerging deceptive practices of foreign threats, and
even exercises. The National Intelligence University
(NIU) School of Science and Technology Intelligence
offers a concentration in Foreign Denial and Deception
(D&D) that includes coursework, case studies, and
offsite experiences with subject matter experts. The
coursework covers the psychological and cultural
aspects and D&D impact on national security
decision-making, as well as D&D and
counterdeception tradecraft, tools, and
methodologies. In addition, the students can
participate in capstone exercises that immerse
students in a dynamic multi-level political-military
situations that include the potential to experience
intelligence denial and deception. [ 20] The CIA
Sherman Kent School of Intelligence Studies
provides ongoing awareness training in foreign
D&D and distinguishes among introductory-level,
mid-level, and expert-level (analysts with 10 or more
years of experience) effort. [21] These training
programs are comprehensive and professional, but
they must be supplemented with additional case
studies and exercises as we recommend below.

Case study analysis and simulation methods can
be conducted as individual case analyses,
classroom discussions, small-group challenges
(performing collaborative problem-solving), or
computer simulations. [ 23] Common to all is a
problem, contextualized by a narrative story and
backed by data that pose a problem to be solved—
is there deception present or not? Can it be
discovered? How confident can you be? How
would you report this situation? [24]

•

Deception Exercises – Just as the U.S. Air Force
learned the importance of training pilots in realistic
exercises to experience air combat failures before
deployment to war, we believe analysts should
experience the humiliation of deception in training
exercises or simulations prior to entering the
intelligence war and all through their career. [25]
Exercises, more elaborate than case studies, can be
conducted as tabletop wargames, or computersimulated experiences provide the opportunity for
analysts and operations officers to experience the
elements of deceit in their own domain, with domainspecific overload, distraction, misdirection,
spoofing, and mimicking. [26]

•

Deception Case Study Analysis – The method of
intensive use of the analysis of prepared cases has
been successfully pioneered by Harvard Business
School to effectively transfer theory to practice in
the areas of political economy, organizational
behavior, and strategic leadership. We believe that
deception and counterdeception cases,
appropriately applied, will greatly advance the art
of countering deceit. Deception cases should
include accounts of actual deception in the domain,
as well as synthetic cases developed to illustrate
the range of the possible. As at Harvard, the
method of case study analysis must be employed—
forcing students to study a difficult problem without
the benefit of any prior solution. The benefit of this
method to law students, for example, can be directly
applicable to the analyst focused on detecting
deception:
Case studies and case simulations provide
the rich milieu of facts, data, documents, and
circumstances, and require students to apply
the law to a complex set of facts without the
benefit of a prior analysis, which is really the
essence of problem-solving. Through these
methods, students learn how to analyze
business problems and legal issues, and then
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THE CHALLENGE TO INTELLIGENCE
OFFICERS

T

he respected head of British Scientific Intelligence,
R.V. Jones, once noted, “In principle it should always
be possible to unmask a deception.” [27] Now our
challenge is to translate that principle into practice. We
have attempted to show that the development of
processes for countering deception is neither wellestablished nor completed. Indeed, as new technologies
introduce new channels, as media provide new sources,
the opportunities for deception will continue to abound
and intelligence officers who counter deceit must
continually refine the methods of counterdeception. The
challenge is not an option—the effects of deception can
be catastrophic to an operation or a nation’s survival. In
each domain of intelligence, we encourage the explicit
capture (written and shared) of information described in
the model in this article and the development of explicit
processes to develop the self-awareness of vulnerabilities
and adversary awareness that is necessary to enable the
critical and creative thinking necessary to expose and win
the game against deception.
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The Assassination Attempt on Pope John Paul II:
Foreign Denial and Deception?
by LTC (USAR) Raymond J. Faunt

STAGE-SETTER

THE FINDINGS

ehmet Ali Agca shot Pope John Paul II on May 13,
1981; the act, witnessed by hundreds of people in
Vatican Square, shocked and horrified millions. As
the Pope lay dying in the arms of one of his loyal aides,
Vatican Swiss Guards rushed the Pontiff to the hospital
for five hours of life-saving surgery. Seconds after Agca
fired the shots a stocky, yet sturdy, nun named Suor
Letizia grabbed the assassin Mehmet Ali Agca by the arm
and held on. Agca screamed, “Not me!” “Not me!” She
screamed emphatically, “Yes, you! It was you!” 1

nvestigators have never factually established who was
behind the attempt on the Pope’s life. Unquestionably,
Agca pulled the trigger. However, the story behind who
sponsored Agca (in light of all the circumstantial
evidence) cannot but help one to question if Agca was
more than a lone-wolf assassin. Once one delves into the
facts of the case, it appears Agca’s actions were not
those of a lone-wolf assassin. Were his actions and
background deliberately elaborate and ambiguous or was
it all just coincidence? Unfortunately, Agca’s recent
diagnosis of mental problems (coupled with his delusional
public ramblings) cannot help but leave one with the
thought that the truth may never be known.2 Regardless,
there are very strong indicators of who may have been
working behind the scenes to support Agca.

M

That initial exchange between Letizia and Agca would
encompass the history of this case. Over the course of
three decades, accusations, counter-accusations,
confessions, and recanted confessions have sent this
case down twisting and turning roads. However, there are
strong indicators of who may have ordered the attempt on
the Pope’s life. For an intelligence analyst assigned to
this case, the question is, “After looking at all of the
evidence, would you be prepared to present your findings
to your boss?” With less than perfect information, one
analyst did just that; she passionately defended her
findings and, because of her tireless efforts, Osama bin
Laden is dead. Nevertheless, if foreign denial and
deception (FDD) has been detected or enters into the
analytical mix, no matter how good an analyst one is, he/
she could end up looking like a fool. Does Iraqi WMD
ring a bell?
A review of the Agca case would cause any intelligence
analyst to ask whether or not Agca’s actions were part of
an FDD operation. Who had the capability, background,
training, experience, and a documented in-depth history in
designing such intricate and well-thought-out plans?
Who had the most to gain from the Pope’s death? Could it
all have been coincidence? It is very likely the
assassination attempt on the Pope was cloaked in an FDD
operation. If the attempt on the Pope’s life was not an
FDD operation, then unquestionably it could still be used
as a textbook example on how to conduct such an
operation.
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I

Bulgaria’s DS and the USSR’s KGB often
worked together.
While researching this case, the following was established:
(1) It is highly likely that the Bulgarian Committee for State
Security (DS) facilitated, or at a minimum knew about,
Agca’s activities.3 (2) Bank accounts opened for Agca
inside the Soviet Bloc and around Western Europe were not
done in his handwriting.4 (3) Agca received material support
from Turkish organized crime, as well as left- and right-wing
groups.5 (4) East German and Soviet archival documents
labeling the Pope a subversive have been found.6 (5) Agca
was positively identified at Hotel Vitosha in Bulgaria.7
(6) Bulgaria’s DS and the USSR’s KGB often worked
together.8 (7) In 2006 the Italian government produced
forensic photographic evidence of suspected DS agent
Sergei Antonov in St. Peter’s Square when Agca shot the
Pope.9 (8) In the photo of Agca firing his weapon, there is a
man standing near Agca who resembles Turkish terrorist
Omer Ay.10 (9) Agca was a Grey Wolves associate, but not a
“made man.”11 (10) DS regularly worked with Turkish
organized crime.12 (11) Turkish organized crime members
regularly alternated between terrorist groups and organized
crime.
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HISTORICAL EXAMPLE

T

he Normandy invasion was one of the 20th century’s
most consequential military operations. The
operational denial and deception (D&D) plans that
protected the Normandy invasion are a textbook example
of Herbig’s Type-A Model in action. Allied D&D plans
Operation FORTITUDE NORTH (invasion of Norway) and
Operation FORTITUDE SOUTH (invasion of Pas de
Calais) were formulated in order to confuse Germany’s
strategic leadership about the exact location of the beach
landing site Allied forces would use in order to conduct
forced entry operations into German-controlled Europe.13
A fictitious paper army under Lieutenant General George
Patton was created in England; faux military lodgments
were constructed, and an occasional easily intercepted
radio message was sent in the clear. Double-agent
operations code named DOUBLE CROSS passed sourced
information of possible Normandy, Pas de Calais, and
Norway landings. When informed that Allied forces had
landed in Normandy, Hitler believed it was a feint and that
Pas de Calais remained the primary beach-landing site.
For a period of 12 hours, Hitler refused to redeploy Panzer
divisions to Normandy.14 By the time Hitler agreed to
release the Panzers it was too late; Allied forces had
already secured beach-landing sites. During the Panzers’
trek to Normandy, Allied air power strafed and bombed
the columns; this culminated in the Panzers’ arrival to
Normandy operationally degraded. Operations
FORTITUDE NORTH and SOUTH are one of history’s
most brilliant set of D&D operations.

The USSR utilized cutout organizations in
order to create an image of plausible
deniability.
The USSR utilized cutout organizations in order to create
an image of plausible deniability. The cutout intelligence
organization contracted and assisted the assassin to
eliminate the target. During that time in history, Bulgaria
DS actively assisted left-wing terrorist groups while
fostering a fraternal relationship with the KGB.20 KGB
participation in wet affairs were risky, but cutouts and
D&D schemes could mitigate USSR linkages. A Soviet
Bloc defector, Romanian Lieutenant General Ion Pacepa,
explained:
In the early 1970s, the Soviet Bloc intelligence
community started recruiting foreign professional
criminals to carry out terrorist operations abroad, in
order to make it even more difficult for Western
counter-intelligence investigators to attribute the
operations to communist governments. The
Spanish communists, who for years were exiled to
France, proved to be particularly adept at providing
French smugglers and drug dealers. One such
French smuggler, who had run afoul of Interpol,
was granted asylum in Bucharest. When he arrived
he was carrying so many false passports that he
could not prove his real name. Codenamed SANDU,
he and two accomplices started a new life in Romania.
At the time they had defected, they had had already
been sent to France and West Germany on several
terrorist missions.21

A HISTORICAL TREND

W

alter Krivitsky (a high-level Soviet source)
confirmed the USSR’s involvement in “Wet
Affairs” or Mokrye Dela in 1939.15 Under Josef
Stalin’s regime, NVKD agent Ramon Mercador killed
Soviet dissident Leon Trotsky.16 In the 21st century,
things have not changed. In 2006 former Russian SVR
officer and dissident Alexander Litvinenko was poisoned
and died in England.17 Both Trotsky and Litvinenko were
vociferous critics of the Russian government. The USSR
was not beyond using other Soviet Bloc intelligence
agencies to help eliminate political opponents. Under
Nikita Khrushchev, the USSR became somewhat
concerned about its worldly image. If it could be avoided,
the USSR did not want to be directly associated with
political assassinations. To solve this problem, cutouts
(using another organization) were used.18 Leonid
Brezhnev would have used any asset available to him; he
had no qualms eliminating someone if he thought a
political dissident’s actions could destabilize the Soviet
Bloc.19
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Pacepa gave this statement three years before Agca shot
the Pope; Agca fit this exact cutout profile. Additionally,
there was a link between the Soviet Bloc and left-wing
terrorist groups. In 1981 the Red Brigades (RB) kidnapped
U.S. Army Brigadier General James Dozier. After his
capture, the RB cell leader (Antonio Savasta) responsible
for the kidnapping made a startling confession. Savasta
confessed that, prior to kidnapping BG Dozier, he spoke
with DS and DS demanded operational command and
control. In a completely separate confession on an
unrelated case, a high-level Italian politician (and DS
agent) Luigi Scricciolo confirmed DS wanted to run the
Dozier operation.22 Obviously, DS saw an opportunity to
use RB elements as cutouts while maintaining direct
control and plausible deniability.

Page 88

American Intelligence Journal

HERBIG’S DENIAL AND DECEPTION
ANALYTICAL MODEL

H

erbig’s Type-A Model is relatively simple in
application; it is used to confuse the intended
target. Utilization of the model leaves the intended
target unsure of what to believe. “It seeks to compound the
uncertainties confronting any state’s attempt to determine
its adversary’s intentions.”23 Herbig’s Type-A Model is one
that falls within the dissimulation category of the model.
Below is an example of how the model is used:
1.

Hiding (The Check Is in the Mail)
a. Masking. (When the auditor arrives, he
finds neat and nifty records and a quiet,
confident embezzler who is certain that his
theft remains hidden.)
b. Repackaging. (Those who seek loans to
save starving businesses wisely wear Gucci
loafers and drive BMWs or, better yet, are
driven in Cadillac limousines.)
c. Dazzling. (Bank accounts are funneled
through so many numbers and covers in the
Cayman Islands that no one can trace them
for tax purposes.)

2.

Showing
a. Mimicking. (Using false British Sovereigns
and money that appears real.)
b. Inventing. (Creating fake companies.)
c. Decoying. (A used car salesman sees that a
potential buyer recognizes the used tires,
but he emphasizes the new paint job.)24

After reviewing the facts and circumstantial evidence
surrounding the assassination attempt on the Pope, it is
easy to see how the above model could be used to
confuse investigators.

MEHMET ALI AGCA

M

ehmet Ali Agca was born and raised in Malatya,
Turkey.25 As a young student he was
characterized as studious, industrious, and
thoughtful; he loved school. He often stayed up reading
until early morning hours.26 His favorite school subjects
were history and literature, along with reading and writing
poetry.27 A loner, he had few friends and isolated himself
from peers.28 He displayed a propensity for linking with
teachers and family rather than seeking unfamiliar social
interactions. He scored high on college entrance exams
and enrolled at the University of Ankara.29 For unknown
reasons, the university became a focal point for a violent
path in life.
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Reportedly, there were no indicators Agca would
transform himself from quiet and studious to an assassin.
Agca’s family stated when he left for the university: (1)
He had no known political affiliations or interest in
politics.30 (2) He was not religious; his mosque attendance
was limited to holidays.31 (3) He showed no signs of antiNATO sentiments, rabid Turkish nationalism, or mental
illness. In his confession, Agca stated that in 1977, after
his first year at the university, he trained at a terrorist
camp in South Beirut, Lebanon.32
At that time, Lebanon was a mecca for terrorist training
camps. Agca told Italian authorities he trained at a
Palestinian Liberation Organization (PLO) camp.33 Turkish
terrorist Sedat Sirri Kadem transported him to the Syrian
border where he linked up with terrorist Teslim Tore. Tore
smuggled him into the country and to the camp where he
trained for 40 days.34 These camps were sometimes
USSR-subsidized and staffed with Cuban trainers.35 If
Agca traveled to Lebanon, it was under an alias, or he
was smuggled into the country. Agca never gave an
exact camp location, nor would he have known because
camp rules often prevented trainees from conversing.36
His time in Lebanon has never been proven or disproven,
and no one has come forward to say they recognized him
from the camp.37
It was confirmed that, after his purported time in Lebanon,
someone (not Agca) opened a bank account in Istanbul
and deposited $1,600 into it.38 Over time, numerous
deposits were made to the account.39 Back in Turkey,
Agca registered for classes and received a draft
deferment. He never attended class and no one recalled
him on campus.40 It is believed his Grey Wolves (GW)
association began at this point. By December 1978,
$16,000 had been deposited into his bank account.41
Agca was never a “made” member of GW, similar to the
U.S. Mafia; he was merely a known associate. On
February 1, 1979, it is believed GW member Oral Celik and
Agca killed left-wing author Abdi Ipecki.42 A $200,000
reward was posted for Ipecki’s murderer. An anonymous
phone call resulted in Agca’s capture while Celik
remained at large. Strangely, the $200,000 reward went
uncollected.43 Law enforcement authorities admitted that
they had no evidence against Agca; regardless, he
confessed to the murder.44 Ten months later, a bribed
prison guard let Agca escape.45
After Agca’s escape in December 1979, GW members
Ramazan Gunduz and Hayadar Seyrangah were murdered.
It is theorized Agca killed them for turning him in to
Turkish authorities.46 It is likely Agca’s jail escape was
facilitated by GW’s second in charge and contract killer
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Abdullah Catli. In 1996 Catli died in a car accident; inside
the wreckage was a passport with the name “Mehmet
Ozbay.” Mehmet Ozbay was an alias Agca had used.47
Post-escape, Agca’s travels are difficult to trace; his
fraudulent passport was stamped with numerous entry
and exit stamps from different countries. Agca said he
traveled to Iran, Germany, England, and Yugoslavia but
there were no passport entries for these countries.48 There
were unaccountable time gaps and crossing travel
patterns. Was this to create ambiguity? For example, it
was reported (but not verified) Agca was spotted in
Frankfurt, Germany. Turkish authorities contacted German
authorities and reported it.49 Shortly after this report, a
Turkish grocer, Necati Uygur, was killed in Mainz,
Germany. Mainz is 26 miles from Frankfurt. Uygur had
been part of a right-wing group called the Idealists.
Idealists were active in Agca’s school in Malatya.50
The investigation of Agca’s boyhood home turned up
pictures of Agca with Idealist members.51 The description
Uygur gave of his killer matched Agca, yet nothing was
stolen from the store.52 When Agca was free, people tended
to die. No trace of Agca was found in Germany, but Italian
courts cite Italian and Turkish intelligence services which
spotted him there.53 Agca was confirmed to be in
Switzerland at this time and could have easily crossed the
German border.

It verges on the impossible that Agca
received no help.

Investigators estimated it cost $50,000 for all of Agca’s
verifiable travel. Investigators discovered that on July 11,
1980, a heroin dealer (confirmed by U.S. DEA), Omer Mersan,
had met and talked with Agca at Hotel Vitosha.54 Mersan
characterized the encounter as brief. Agca stated Mersan
obtained a fraudulent Turkish passport from Omer Ay.55
Agca identified Mersan’s room number as 911, which
investigators confirmed.56 Agca stayed for 50 days but his
activities were unknown. Eight months later, after jetting
around Europe, Agca arrived in Italy, and then shot the
Pope. Two weeks later Omer Ay (suspected of standing near
Agca during the shooting) requested political asylum in
Germany.57 In Vatican Square, a fleeing gunman was
photographed by ABC cameraman Lowell Newton; it is
believed this gunman was Turkish terrorist Oral Celik.58
It verges on the impossible that Agca received no help.
Common sense begs the question: How could a convicted

Vol 32, No 2

murderer and prison escapee (with no employment, his face
emblazoned on magazine covers and newspapers) stay in
expensive hotels and travel freely? The idea that DS did not
know Agca was inside its country is unfathomable.
Reportedly, Hotel Vitosha was a DS intelligence collection
platform.59 Turkish organized crime frequented the Vitosha
and DS knew this.60 Agca stayed 50 days in a DS collection
platform, associated with known Turkish organized crime
members (Omer Mersan was a personal aide to Turkish
organized crime godfather Abuzer Ugurlu), and DS never
identified him?61 Terrorist Ilich Ramirez Sanchez (Carlos the
Jackal) frequently traveled inside the Soviet Bloc and could
not have done so without tacit approval.62 While inside the
Soviet Bloc, Sanchez was kept under constant surveillance.
During his interrogation, Agca was characterized as
possessing an “extraordinary capacity for concentration and
resistance.”63 A year after his conviction and facing life in
prison, Agca decided to talk. Agca’s explosive confession
caused the judge to reseal all trial court records and
evidence. Agca implicated DS, Turkish organized crime,
GWs, and left-wing terrorist members. Almost everything
author Sterling’s investigation had uncovered until that
point was confirmed when Agca talked post-conviction.
Agca identified Bulgarian Airlines employee Sergei Antonov
as his handler. Reportedly, Italian intelligence had already
identified Antonov as a DS agent.64 Agca gave a detailed
description of Antonov’s apartment, daughter, and wife.65
When arrested, Agca had a list of phone numbers; one of
the numbers was Antonov’s.66 A CIA officer familiar with
Antonov’s interrogation commented that he knew
remarkably little about his airline job.67
Investigators reexamined photographs of the Pope’s
shooting in 2005. A man bearing a striking resemblance to
Antonov is standing near the Pope’s car. The bespectacled,
mustachioed man had his head tilted upward, looking over
the crowd at the wounded Pope. No person ever came
forward to say it was them, nor was the person identified.
Yet, Antonov’s co-workers vouched he was working in his
office when the Pope was shot.
Agca identified two others from the Bulgarian Embassy:
Zhelyo Vasilev, secretary to the military attaché, and
accountant Todor Aivazov. Suspiciously, both were recalled
to Bulgaria before they could be arrested.68 Regardless,
Agca identified two Bulgarians from the Embassy, one of
whom was a known open-source intelligence officer
(Vasilev). Agca’s confession confirmed what Italian
authorities knew and uncovered things they did not.
During the second trial, Agca must have realized the people
who broke him out of prison could easily have him killed in
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prison. At trial Agca acted delusional and called himself
Jesus Christ, while sometimes speaking incoherently.69 In
his confession, he gave detailed descriptions of individuals,
dates, and places. However, in court Agca refused to
identify, or misidentified, suspects. Agca’s antics, plus
delusional rants, resulted in defendant acquittals.
Terrorists Sedat Sirri Kadem and Teslim Tore stated they
were aware of a plot to kill the Pope. This begs the question:
Why would two left-wing terrorists know about a right-wing
plot to assassinate the Pope? In addition, why would a
socialist country (Bulgaria) give assistance to a right-wing
terrorist? In 1983, DS Agent Iordan Mantarov defected from
Bulgaria and, according to The New York Times, told French
intelligence that the KGB and DS were responsible for the
attempt on the Pope.70
Any veteran law enforcement investigator would advise a
novice law enforcement investigator to “focus on what
evidence tells you.” If there is no evidence to support your
theory, then your theory may be wrong. That is what Italian
investigators and prosecutors did; they found strong
circumstantial evidence to support their theories but proving
them in court was another matter. During trial, Agca
destroyed the case against the defendants.

Since the moment Agca pulled the trigger,
ambiguity has been rising.

Claire Sterling made a very strong argument for DS/KGB
involvement in her book The Time of the Assassins. She
spent months collecting information from all over Europe.
Then something would appear in the press, or she would
interview a government official who would confirm what she
had already discovered. I did not find one article that
countered her findings; most of it was character
assassination against her because her previous book, The
Terror Network, unknowingly sourced CIA propaganda
articles. While true, the majority of evidence she found
researching this book was from face-to-face interviews with
government officials and intelligence professionals.
Since the moment Agca pulled the trigger, ambiguity has
been rising. The following graph is indicative of the number
of theories that have been put forth to the public.

Agca did not help reduce ambiguity when he wrote in his
book that Ayatollah Khomeini ordered the assassination.71
The answers to this case could be in a number of answers
Agca gave to questions during different interrogation
sessions. If the Bulgarian connection had been absolutely
proven, the fallout would have further smeared the USSR.
After the shooting, the Pope received a short letter from
Premier Brezhnev expressing “concern.” Considering the
Pope had threatened to resign the papacy and lead
resistance forces if the USSR invaded Poland during the
Solidarity uprisings, obviously there was no love lost
between the two. Given the USSR’s history of killing political
opponents, why would the Pope be off-limits? Stalin had
anyone he deemed suspicious eliminated (including those
who were his friends); Khrushchev and Brezhnev continued
the practice.
If one studies all the available evidence regarding the
attempt on the Pope’s life, there are too many
coincidences—coincidences that cannot be explained
away.72 It is hard to believe the Soviet Bloc did not have an
idea something was going on; it had the most to gain from
the Pope’s demise. Even if Khomeini ordered the hit, the
Bulgarians had to have realized that a well-known escaped
terrorist was in their country. People could argue that
shooting the Pope during a politically tenuous situation in
Poland could have sparked an uprising. Brezhnev proved he
was not against using force against his own people and
other countries. In the event Poland’s government imploded,
the USSR had numerous divisions on its border. Brezhnev
was the type of leader who more than likely would have
ruthlessly suppressed any oipposition.
Over the years, it is has become more widely accepted that
Lee Harvey Oswald, upset over his lot in life, his broken
marriage, and failure in everything he undertook, in a fit of
rage shot President John F. Kennedy. Current-day science
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has been able to explain the “magic bullet.” The “grassy
knoll shooter” does not hold the weight it once did;
computer-enhanced images of the so-called Zapruder film
show JFK’s skull exploding from rear to front. The entry
wound in his skull was in the back of the head, not the front
or side. Oswald’s sniper nest in the Schoolbook Depository
was much closer to the President’s car than people realized.
Oswald as the sole assassin has become more of an
accepted fact. Perhaps one day the same will occur
regarding the Pope’s shooting. Maybe we will find out that
Italian law enforcement really did get it right, but that a
brilliant FDD operation protected the truth in a bodyguard of
lies.
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Fact and Fiction:
Assessing Denial and Deception in South Africa's Nuclear Weapons Program
by Brian Gordon

There is a somewhat romantic notion in the minds of
many people that big decisions are discrete (often
momentous) events… The decision to acquire and
deploy nuclear weapons was not a “spur of the
moment” decision by a particularly militant Chief of
the South African Defence Force. It was a resolution
that grew over many years on the basis of top level
instructions given by many different government
incumbents.

weapons program and provides an approach for analysts to
assess D&D in current and future long-term research and
development (R&D) programs. To show the potential of
such analysis, this article presents a synopsis of the South
African nuclear weapons R&D program and discusses how
observables from such a case can be categorized to illustrate
the effects of deception.

– van der Walt, Steyn, and van Loggerenberg (2003)

detailed and comprehensive account of the South
African nuclear weapons program is beyond the
scope of this article.1 However, several incidents
and themes are significant for considering how deception
was conducted. In the mid-1970s, the government of Prime
Minister John Vorster faced a precarious security situation.
The collapse of colonial rule in southern Africa empowered
leftist and pro-Soviet groups both within and surrounding
South Africa. At the same time, the government faced
international condemnation for its apartheid policies. Thus,
Pretoria’s challenge was that it needed to balance
intimidation and defeat of its regional opponents while
avoiding any action that would bring further condemnation
from abroad.2 In addition to this challenge, Vorster also
inherited a robust nuclear program that had taken gradual
steps toward weaponization.

HISTORICAL BACKGROUND

A

OVERVIEW

T

he election of F.W. de Klerk to South Africa’s
presidency in 1989 portended significant changes for
the country. The world would watch de Klerk’s
administration free Nelson Mandela, legalize the African
National Congress (ANC), and end minority white rule in
South Africa. Another significant change was not
immediately visible. Soon after taking office, de Klerk
ordered that South Africa’s nuclear weapons program be
suspended and its half dozen gun-type weapons be
dismantled. The dismantlement would be conducted in the
highest secrecy—fitting for a program that had produced
and stored nuclear devices seemingly without the
knowledge of the United States, the International Atomic
Energy Agency (IAEA), and the international community.

The South African government concealed
and manipulated information to protect its
nuclear program for two decades.
The South African government concealed and manipulated
information to protect its nuclear program for two decades.
The denial and deception (D&D) effort spanned multiple
administrations, changes in the regional security
environment, and unforeseen events that threatened to
expose the program. Individual episodes of this effort
provide insight into the conduct of deception. Analysis of
the effort as a whole, however, yields insights into South
Africa’s distinctive motivations and methods for its nuclear
Vol 32, No 2

South African nuclear development was originally pursued
with the assistance of the United States, which educated
South African scientists in numerous relevant fields through
the “Atoms for Peace” program in the 1950s.3 Those
scientists returned to a country with an abundant quantity
of natural uranium and a desire to capitalize on it. By the
1960s, South Africa’s Atomic Energy Board (which would
later become the Atomic Energy Corporation, or AEC) was
conducting research on methods to separate plutonium or
enrich uranium.4 The result of this research was
development of a unique aerodynamic separation system to
enrich uranium, a process the South Africans claimed to be
unlike any other in the world. Their goal was to sell lowenriched uranium on a market that they expected to be
profitable due to the increase in nuclear power reactors
throughout the world.5 To do so, a facility known as the Yplant was constructed at Velindaba, outside Pretoria.
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The South Africans also began to establish
clandestine procurement networks to
support a weapons program and initiated
nuclear cooperation with Israel.
Officials in the United States were surprised by the South
African announcement of this new technique and by the
construction of the Y-plant. The new reality they faced was
that a country outside the “nuclear club” could now
possibly enrich uranium to a weapons-grade level.6 This
concern, alongside continuing objections to apartheid, led to
a suspension of U.S. assistance and fuel shipments for a
vital South African research reactor in 1975. The South
Africans indirectly responded to this and other international
concerns by releasing photographs and leaking some
information about the Velindaba facility in an attempt to allay
concerns and defuse speculation as to the facility’s
capabilities.7 However, not all of Pretoria’s actions were
based on openness about its enrichment capabilities. The
South Africans also began to establish clandestine
procurement networks to support a weapons program and
initiated nuclear cooperation with Israel.8
As South Africa researched and developed its uranium
enrichment process, the international community
was moving toward consensus on the need for preventing
the spread of nuclear weapons. The government of Prime
Minister Hendrik Verwoerd was supportive of
nonproliferation norms but, when negotiations started for
the Treaty on the Non-Proliferation of Nuclear Weapons
(NPT), South Africa did not join. For a country already
ostracized for its apartheid policies, this decision had
significant potential diplomatic consequences. The Pretoria
government justified its refusal economically, stating that
the safeguards and inspections in the NPT would expose
proprietary South African technology (the aerodynamic
enrichment process) to foreign inspectors.9 Nevertheless,
internal documents from this period indicate that South
African officials were already “keeping the option open” for
nuclear weapons development.10
In addition to internal discussions, there were observable
indications that Pretoria was considering nuclear weapons,
indications often made observable by the government’s own
admissions. In 1976 the CIA noted that an associate director
with South Africa’s Atomic Energy Board stated, “We’re
going to have to make an atom bomb. We (South Africa)
can’t afford it but we’re going ahead with it anyway.”11 The
report went on to note South Africa’s culture of secrecy and
the possibility that such official statements might have
appeared off-hand and informal but in fact were deliberate
and intended for a U.S. audience. Also in 1976, the South
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African Air Force publicly announced that Buccaneer
bombers had started practicing techniques for delivery of
nuclear weapons, destroying a salvage ship off Cape Town
with a “computerized technique to deliver nuclear bombs
and escape the effect of the resulting explosions.”12 At this
point, with an indigenous capability of producing fissile
material and a deteriorating regional security situation, South
Africa’s pursuit of nuclear weapons appears to have
approached being an open secret.
Any secrecy would be removed the following year and
South Africa would be compelled to change its approach to
protecting its nuclear weapons program. As Y-plant
operators worked to produce sufficient quantities of highly
enriched uranium (HEU) for a weapon, AEC scientists had
designed a gun-type nuclear device, similar to the one used
on Hiroshima in 1945. In August 1977, Soviet intelligence
sources detected what appeared to be nuclear test
preparations at a remote site in the Kalahari Desert.
According to former AEC official Waldo Stumpf, the activity
was not a nuclear test but a dry run for the device design—
the Y-plant had not yet produced sufficient fissile material
for a test at this point.13 Nonetheless, South African officials
must have realized the sensitive nature of this activity. In an
attempt to confuse overhead imagery, truck-mounted rocket
launchers were tested at a nearby range to provide an
explanation for the increased traffic at such a remote
location.14 The failure to conceal the activity effectively
proved significant. When informed of the evidence, U.S.
officials indicated they would support sanctions against
Pretoria. Prime Minister Vorster denied to President Carter
that South Africa possessed, planned to possess, or
planned to test any nuclear device.15 Despite this denial, the
U.S. government supported a resolution in the UN Security
Council later that year which resulted in a near-total arms
embargo of South Africa.
The discovery of the Kalahari test activity and the
diplomatic aftermath caused the South African government
to change its approach to nuclear weapons R&D to a more
deceptive one. Responsibility for constructing and then
storing the devices was shifted from the AEC to ARMSCOR,
a semi-private armaments firm outside Pretoria that had
gained experience in circumventing international sanctions
to arm South Africa’s military.16 AEC personnel needed for
ARMSCOR’s task were quietly transferred to a new facility
built for the construction and storage of nuclear devices, but
these personnel were forbidden from discussing their new
job or from being publicly associated with ARMSCOR or the
facility. They were transported to the facility by white
microbuses with frosted windows to protect their identities.17
Policymaking changed as well. Shortly after P.W. Botha
became prime minister in 1978, he formed the “Witvlei
Committee,” a group of cabinet ministers, AEC
representatives, and military officials which would oversee
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the nuclear weapons program and set policy. Knowledge of
this significant and expensive weapons program was not
extended to the entire cabinet, nor to the State Security
Council—an extremely unusual dynamic in the South
African system of the time.18
The Y-plant produced its first HEU in early 1978 and by the
end of the year was producing approximately enough HEU
to construct one gun-type bomb per year.19 The first
prototype device was completed in 1982, and additional
devices followed at an “orderly pace” of one per year as
HEU became available from the Y-plant.20 Six operational
devices were eventually constructed by ARMSCOR based
on the original design developed by AEC. There continues
to be disagreement over the deliverability of these weapons.
A review of a recent book by a former program participant
argues that these weapons were not the bulky objects many
believed they were.21 Stumpf, on the other hand, claims that
the safety interlock and ignition systems of these devices
made them undeliverable regardless of the weight and size.
Neither system was reliable without an external source of
electric power, thus making the devices themselves
unreliable for anything other than an in-ground test.22

Why would the South African government
proceed with nuclear weapons R&D despite
the potential for increased international
isolation?
Though ARMSCOR continued to produce these devices,
AEC was not completely removed from nuclear weapons
R&D. The group continued research into more advanced
implosion weapons. To U.S. analysts, these weapons were a
technological upgrade over the gun-type design and thus
may have appeared to be the logical long-term goal of a
nuclear weapons program. The AEC research resulted in
indicators that became a distraction for U.S. intelligence
agencies while actual device construction proceeded at
ARMSCOR. This confusion was likely unintentional on the
part of the South African government because Botha was
reportedly “livid” when he was informed AEC had continued
research on implosion weapons and reiterated earlier
decisions that only a handful of gun-type weapons were to
be produced.23 Nonetheless, he permitted the AEC to
continue its theoretical studies and thus provided significant
deceptive indicators to agencies attempting to monitor the
program. Robert Kelley notes this likely unintentional
situation is “a good reminder that the obvious may not be
the important part of the story.”24
Several questions emerge from the information presented
thus far. Why would the South African government proceed
with nuclear weapons R&D despite the potential for
Vol 32, No 2

increased international isolation? How could these weapons
be appropriate given that Pretoria faced a “bush war” with
its regional opponents and internal actions from the ANC?
Why was Botha strict as to the limited development of firstgeneration devices with no serious attempt at more
advanced weapons? The motivations of the South African
government in pursuing nuclear weapons are the keys to
understanding why South African R&D was conducted in
this manner.
Though some officials in Pretoria may have contemplated
use of nuclear weapons during this period, numerous former
officials and scholars have argued that the South African
government was following a policy of “catalytic deterrence,”
using a nuclear arsenal to compel the actions of its ally
rather than its adversary.25 A working group that was
chaired by ARMSCOR and included foreign policy experts,
military officials, and even a theologian met for over a year
and developed a three-phase nuclear strategy for South
Africa.26 In phase one, the government would create
uncertainty with statements about nuclear weapons
capability but no admission that devices had been
constructed. If a crisis forced phase two, the government
would covertly acknowledge the weapons to the United
States and other Western governments to gain assistance.
If this was unsuccessful, phase three called for a public
acknowledgment of the program and some form of test
would be conducted at the Kalahari facility.27 Debate
continues as to whether additional steps were contemplated,
such as the targeting of regional capitals. However, former
officials, including Stumpf, maintain it was understood in
Pretoria that any use of nuclear weapons would have led to
global condemnation and that any targeting of Sovietsupported or Cuban troops would have been “suicidal” for
the South African government.28 Hence, the South African
government saw value in the weapons despite their
unsuitability for an actual conflict and was satisfied with the
weapons being produced by ARMSCOR because much of
the intended effect came from possession of the weapons
rather than their potential use. Though some officials likely
did contemplate their use, it seems that others realized the
inherent risk in such a diplomatic gamble. These limited
intentions may explain Botha’s anger at the unauthorized
implosion research at AEC.
Conditions had changed by the time de Klerk ascended to
the presidency in 1989. The Cold War was coming to an end
and cease-fire agreements had been signed in the Angolan
and Namibian conflicts. Maintenance of a nuclear arsenal
was inconsistent with the goals of the new South African
government to democratize and relieve the country’s
international isolation. As stated previously, de Klerk
quickly issued a directive to dismantle the program but also
stipulated that South Africa would not be admitting to its
nuclear efforts in the foreseeable future, and hence the
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dismantlement would be secret as well.29 In preparation for
South Africa’s agreement to the NPT, IAEA inspectors
visited South African facilities after the dismantlement and
quickly became convinced that the program had progressed
beyond the point admitted by Pretoria.30 One example of
evidence observed during a series of visits to what had been
the main ARMSCOR facility was the presence of a precisioncoordinate measuring machine of Italian origin. The machine
was export-controlled and had been obtained legally by a
South African company, but its presence in a suspected
nuclear weapons facility indicated that some form of
diversion had taken place.31
In March 1993, the story of the South African nuclear
weapons program ostensibly came to an end as President de
Klerk made a full admission of the construction and
dismantlement of the nuclear devices. The program had
started with efforts to develop an indigenous method to
enrich uranium, became an effort to design a device that was
strongly suspected in the international community, and then
changed into a covert effort to build devices in the hopes of
influencing U.S. and Western policy in a time of crisis. This
covert effort was protected by a coherent and coordinated
strategic deception. The remaining questions of intended
use and deliverability, over twenty years after the end of the
program, are testaments to the success of that deception. A
closer look at how information in these cases can be
categorized may better define this type of deception and
how it can be assessed in the future.

LONG-TERM DECEPTION

A

Analysis of the deception conducted in long-term efforts,
such as R&D programs, is rarer than that focused on
strategic or other forms of deception. The most notable
work in this area concerns German rearmament after the
Versailles Treaty between 1919 and 1939, including excellent
studies by Michael Mihalka35 and Barton Whaley.36 Both
Mihalka and Whaley use a historical review of the German
case to discuss how deception was conducted, but neither
treats the deception as a coherent and long-term effort. The
South Africa case shows that, to consider deception in this
way, a system must be devised to categorize and analyze the
large amount of data we can expect to see from such
programs.
Reveal Fact



Information:
o
Release true information that benefits the deceiver
(e.g., the double bluff ruse)
Physical:
o
Display real equipment or facilities (e.g., in order to
build a source’s credibility)

Conceal Fact




Reveal Fiction




modest amount of literature and doctrine provides a
basis on which to consider deception, including
deception conducted on a strategic level. Michael
Bennett and Edward Waltz define deception as “those
measures designed to mislead the enemy by manipulation,
distortion, or falsification of evidence to induce him to react
in a manner prejudicial to his interests.”32 Examples of
deception frequently cited include Japanese efforts to mask
fleet movements prior to Pearl Harbor and the Allied
campaign to convince German officials that the D-Day
landings would actually come at Pas de Calais rather than at
Normandy. Richards Heuer specifies strategic deception as
that which “aims to manipulate elite perceptions in order to
gain competitive advantage.”33 Roy Godson and James
Wirtz add that it deals only with issues a senior decisionmaker would deal with personally.34 Elements of the Pearl
Harbor and D-Day operations would fit these definitions, as
would South Africa’s nuclear weapons program. There is
one obvious and critical difference. Pearl Harbor and D-Day
were military operations of relatively short duration, whereas
a nuclear weapons R&D program can last decades.
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Analysis of the deception conducted in
long-term efforts, such as R&D programs,
is rarer than that focused on strategic or
other forms of deception.

Information:
o
Disinformation

Includes lying: providing information
known to be untrue

Dazzling (e.g., large volumes of
information)
Physical
o
Decoys, diversions (feints and demonstrations),
duplicates, disguises, dummy positions, equipment,
and facilities
o
Non-verbal deceit




Information:
o
Secrecy (clearance programs, physical security, and
INFOSEC)
o
Withholding information to create a false or
misleading impression
Physical
o
Camouflage, concealment, signal reduction (e.g.,
stealth designs and materials, spread spectrum
communications), disguises, dazzling
o
Nonverbal deceit
Conceal Fiction
Information:
o
Suppress a lie
Physical
o
Hide a sham

Figure: The Deception Methods Matrix37

Bennett and Waltz propose a simple but effective means of
categorizing the actions that comprise a deception, shown in
the matrix above. This approach is equally effective for
strategic deception. However, the South Africa case
indicates two modifications are required to make this matrix
descriptive of deception regarding long-term programs.
First, the descriptions in both “Reveal Fact” and “Reveal
Fiction” imply a deliberate action on the part of the deceiver.
This may be largely true in deception lasting weeks or
months, but deliberate actions will only be part of the story
for a long-term effort. Over a longer time period, it is more
likely that information will be unintentionally transmitted
from the deceiver to the deception target. Factual
information of this type might include accidental statements
on the part of government officials or diplomatic activity that
simply cannot be hidden by the deceiver. Misleading
information can also be unintentionally transmitted by the
deceiver, in the form of confusing or contradictory signals
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that are the result of mistakes or a lack of coordination within
the bureaucracy. These unintentional signals, both factual
and fictitious, are important data points that will be observed
by an attentive analyst.

Despite its secrecy, the South African
nuclear weapons program featured a
significant amount of factual data revealed
by Pretoria. Much of this was intentional.
The second modification required for the matrix is in the
“Conceal Fiction” category. In the matrix above, this
category refers to protection of the deception itself—
ensuring the target does not realize any such effort is under
way. The South Africa case shows this category should be
expanded to include coordination. Coordination is also a
key element in shorter deceptions. Still, for efforts which
span multiple government ministries as well as the military
and scientific sectors, such as nuclear weapons R&D, an
individual, group, or organization with sufficient clout to
direct the deception is essential. Presumably, the existence
of such an organization and its coordination results in
potentially observable signatures. A review of data from the
South African case shows that this and the addition of
unintentional information results in an effective way to
categorize information from these R&D programs.38
Reveal Fact
Despite its secrecy, the South African nuclear weapons
program featured a significant amount of factual data
revealed by Pretoria. Much of this was intentional. The
public announcement that Buccaneer bombers were
practicing the delivery of nuclear payloads was certainly an
intentional release of true information. Also intentional,
though incomplete, were the leaks of information and
photographs of the Y-plant and South Africa’s capability to
enrich uranium. If the CIA analysis in 1976 was correct, a
series of off-hand statements by South African officials was
also an intentional transmission of factual information due to
the normally strict observance of security by white South
African officials.
Several unintentional revelations occurred during the course
of the program as well. Perhaps the most significant falls
into the category of information that the deceiver simply
cannot hide. South Africa’s refusal to join the NPT
negotiations and sign the agreement was a factual revelation
that could not be hidden. It raised the suspicions of the
international community and led to lingering doubts about
South Africa’s intentions due to the lack of outside
inspections of Pretoria’s facilities. Also unavoidable were
the initial revelations of the uranium enrichment process and
Vol 32, No 2

the intent to build the Y-plant. These revelations were
necessary because South Africa wanted to market enriched
uranium to countries building nuclear facilities; it was thus
unable to keep the capacity to produce fissile materials a
secret as other proliferators have attempted to do. Had no
market-driven motivation existed, the South African
government could have attempted to conceal its attempts to
produce fissile material.
In addition to these unavoidable factual revelations,
mistakes did occur during the course of the R&D program.
One that was not mentioned in previous sections involved
the illicit procurement networks established to support the
program following the imposition of sanctions. In 1984, four
South Africans working for a nuclear weapons subsidiary of
ARMSCOR were arrested in the United Kingdom for
violations of arms export restrictions involving the
Buccaneer bomber.39 Such incidents are likely to be found
during the course of any involved R&D program that is
restricted by international agreement and forced to procure
material illicitly.
Conceal Fact
This article has focused mainly on deception in the South
African program, but denial was a critical element as well.
The clandestine networks established to procure material for
the program, such as the Italian-made precision-coordinate
machines found by IAEA inspectors once the program was
disestablished, were intended to conceal this activity. Also
noteworthy are the measures taken to protect the identities
and purposes of personnel involved with the program. One
example mentioned previously was the quiet transfer of
personnel from AEC to ARMSCOR when the latter took over
the construction of the gun-type devices and the covert
movement of personnel in government vehicles to various
facilities involved with the effort.
Though the South Africa case presented no modifications to
this section of the matrix, the importance of concealing fact
cannot be overstated. In his work on strategic deception,
Abram Shulsky highlights the significance of denial for
controlling information. “Almost by definition, deception
must include denial: in order to induce an adversary to
accept a cover story, information that would reveal the true
state of affairs must be denied him.”40 While South Africa
was essentially a one-party state during this period, it was
also a relatively free society for whites. Hence, a robust
security program was required to keep control of information
critical to the program’s security.
Reveal Fiction
The most intuitive category of deception activities is the
transmission of fictitious information from the deceiver to
the target. Numerous examples of this exist in the data
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presented. Perhaps the most blatant was Prime Minister
Vorster’s denial of a nuclear program to President Carter
following the discovery of the Kalahari test site in 1977.
While his claim that no nuclear test was taking place may
have been technically true (due to the lack of HEU in the
device), his assertion that there were no plans for nuclear
weapons was certainly not. The design of the device by
AEC and preparations for Y-plant’s production of HEU
indicate a decision had already been made by Vorster
himself. The Kalahari episode also includes an additional
fictitious data point with the false rocket system test that
was scheduled nearby to mask increased activity at the test
site.
Similar to the “Reveal Fact” category, unintentional actions
are also possible in these long-term R&D efforts. These
actions do not fall within traditional definitions of deception.
The target that is fooled by unintentionally deceptive acts is
guilty more of self-deception than of being deceived.41 From
the analyst’s perspective, however, it is important to
understand that, in the course of observing a potential R&D
effort over time, misleading “noise” will complicate analysis.
Whether an individual action is intentional on the part of the
deceiver is, in this context, not as important as the
recognition that continuous scrutiny of the information
received about an R&D program is essential to recognizing
and discarding fiction. The South Africa case provides an
excellent example of this with the AEC’s continuing research
on implosion weapons. The attention paid to this effort
distracted from identification of ARMSCOR’s production of
actual devices, though there is no evidence the approach
was intentional on the part of Pretoria.
Conceal Fiction
The Conceal Fiction category is perhaps the most significant
modification to the matrix and the case provides a clear
example. Any coordinated deception to protect an effort
that involved the highest levels of the South African
government, AEC, ARMSCOR, and the South African
military must have had a coordinating organization. In this
case, the Witvlei Committee served that role. Made up of
the Prime Minister as well as key cabinet and technical
officials, this group had complete oversight of the policy and
execution of the weapons program. It also had sufficient
power to direct the allocation of resources, the definition of
responsibility between the groups, and the official “line” of
the government, which had to be consistent for the
deception to be effective. Though collection of information
on such a group is extremely challenging when assessing a
current potential program, knowledge that such an
organization must exist gives analysts the ability to request
information from collectors proactively that would support
determination of whether deception is taking place.
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In the case of South Africa’s nuclear
weapons program, deception was largely
successful.
CONCLUSION

W

hen considering any case involving deception, the
first question one likely asks is: Was the
deception successful? Any evaluation in this
article must include the caveat that only unclassified and
declassified sources were consulted. Nonetheless, it
appears that, in the case of South Africa’s nuclear weapons
program, deception was largely successful. It seems that the
United States and others in the international community had
a general understanding of South African capabilities and
R&D potential, but the deception can still be judged
effective for two reasons.
First, there is no clear evidence that U.S. officials were aware
of the existence of the weapons produced by ARMSCOR.
Early in the program, analysts in the U.S. national laboratory
complex noted that uncertainty as to the output capacity of
the Y-plant complicated assessments of whether weapons
were actually being constructed.42 Several years later,
analysts were confident enough to project how much fissile
material had already been produced, stating in a National
Intelligence Estimate that “South Africa could stockpile
annually enough highly enriched uranium for two to four
nuclear explosives, depending on the design.”43 Though
this estimate was high, it shows that U.S. officials and
analysts were aware of South African efforts and had a
general knowledge of capabilities. In the declassified
sources, however, no further estimates are given of weapons
actually produced and assembled.
Second, it is unclear to what extent U.S. officials understood
that one of South Africa’s primary motivations in pursuing
the weapons was to persuade the United States to intervene
in the event of a crisis. The possibility is entertained in
several declassified analyses. One early analysis briefly
notes that a South African nuclear strike capacity “would
compel some Western intervention in support of the regime
in order to prevent such an attack.”44 Later assessments
acknowledge the awkwardness of the U.S. position in the
event of a revelation of South African nuclear weapons, but
focus on the implications for U.S. policy in general and the
potential of South Africa cutting off important mineral
exports to the United States if Pretoria did not see the
desired U.S. support.45 Therefore, it appears that the
possibility of a political dimension to the South African
weapons program was recognized by analysts. Yet, there is
no available evidence that policymakers were told of
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anything resembling the three-phase strategy—a strategy
intended to compel them to take actions on Pretoria’s behalf.
A lack of understanding in this area may have had
ramifications beyond briefing policymakers. The focus on
implosion research may have been logical to U.S. analysts at
the time, but in retrospect such advanced weapons were
beyond what was required for South African purposes. A
better understanding of South African motivations may have
led U.S. analysts to ask harder questions about whether
more basic weapons already existed.

It is no longer possible to design and develop
a nuclear weapon in secret, using only
denial to protect the program. Arms control
regimes, enhanced means of collecting
intelligence, and increasingly connected
global scientific communities make
deception a necessary component of any
long-term weapons R&D effort in the future.
It is no longer possible to design and develop a nuclear
weapon in secret, using only denial to protect the program.
Arms control regimes, enhanced means of collecting
intelligence, and increasingly connected global scientific
communities make deception a necessary component of any
long-term weapons R&D effort in the future. It is therefore
incumbent on researchers and intelligence analysts to
consider how such deception is constructed and executed.
The South Africa case provides examples of indicators in
long-term deception that, if observed and correctly
understood, can aid analysts in their assessments of current
proliferation efforts. The modifications to Bennett and
Waltz’s matrix form the basis of a fresh look at deception in
long-term R&D programs that will improve the analyst’s
ability to provide quality assessments to policymakers and
deter the pursuit of mankind’s most dangerous weapons.
[Author’s Note: The research in this article was made
possible by funding from RAND’s Intelligence Policy Center
and Project AIR FORCE.]
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Intelligence Support to Humanitarian
Assistance/Disaster Relief Operations:
A Case Study in Ebola Response
by LTC (USA) Richard D. Conkle
At the request of the Liberian government, we’re
going to establish a military command center in Liberia
to support civilian efforts across the region…our
forces are going to bring their expertise in command
and control, in logistics, in engineering. And our
Department of Defense is better at that…than any
organization on Earth.
— President Barack Obama
16 September 2014

FOREWORD

S

eventy-two hours after President Obama pledged
United States Department of Defense support to the
fight against Ebola, the 101st Airborne Division (Air
Assault) was alerted to deploy to Monrovia, Liberia, in
support of the lead federal agency, the U.S. Agency for
International Development (USAID). While a few staff
members had experience in Humanitarian Assistance/
Disaster Relief (HA/DR) missions in Haiti, this was the first
time a DoD entity was called upon to help stop a pandemic.
This mission required an entirely new intelligence
apparatus—one that was not focused on enemy locations,
preventing enemy attacks, or high- value target tracking. It
required an intelligence structure that was able to track and
provide clarity to epidemiological trends; was shareable with
non-governmental organizations, inter-governmental
organizations, and international partners in an unrestricted,
unclassified format; and could enable the embedding of
intelligence analysts into a system that is historically
suspicious of DoD intelligence personnel and operations.

Ebola Treatment Unit (ETU) beds would be needed by the
end of November 2014. The most severely affected
countries (Guinea, Sierra Leone, and Liberia) were struggling
to control the outbreak on the foundation of a weak
healthcare system, limited capacity for response, and
widespread fear. In Liberia, the average daily number of
suspected and probable cases reached its peak of 81 on 19
September. The daily average of confirmed cases continued
to rise until it hit its peak of 79 on 28 September, and new
EVD cases more than doubled during the month of
September. Additionally, epidemiologists feared a large,
unreported population of EVD-infected individuals whose
presence could have meant the real number of EVD cases
was two or three times what was known. By 20 September
2014, predictions over the extent of the outbreak had become
so dire that UN Secretary General Ban Ki-Moon officially
established the United Nations Mission for Ebola
Emergency Response, the first-ever UN emergency health
mission.

THE SITUATION

A

s part of the largest Ebola epidemic in history, the
Ebola Virus Disease (EVD) outbreak in West Africa
continued to evolve in alarming ways in midSeptember 2014. The U.S. Centers for Disease Control and
Prevention (CDC) and the World Health Organization
(WHO) announced that, without a significant international
intervention, the number of Ebola cases in Sierra Leone and
Liberia could reach 1.4 million by mid-January 2015. Adding
to this urgency, other entities stated tens of thousands of
Vol 32, No 2

Figure 1. On September 26, 2014, The U.S. Centers for
Disease Control and Prevention (CDC) in Atlanta released a
new model for the spread of EVD. Its worst-case scenario
estimated that up to 1.4 million people could be infected by
the end of January 2015.
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Transition from WFX 15-02 to HA/DR
Meanwhile, the 101st Airborne Division (AA) G2 section was
entrenched in planning for an event that could not be further
from HA/DR—a division-level Warfighter exercise (WFX), a
force-on-force exercise focused on violently closing with
and destroying the enemy through relentless brigade-level
air assaults and synchronized fires. This was an important
event to the G2 section because we were exercising
processes we had not accomplished in many years,
specifically division-level force-on-force doctrine and
employing a full-spectrum DCGS-A (Distributed Common
Ground Station-Army) intelligence architecture built on
Secret and Top Secret information infrastructure. In order to
facilitate our training and DCGS-A structure, we were
utilizing the services of the U.S. Army Intelligence Center of
Excellence’s (USAICOE) Tactical Engagement Team (TET), a
recently assembled group of DCGS-A-savvy mentors,
engineers, and trainers focused on enabling Army
organizations to best utilize DCGS-A in its operations. This
group proved to be immensely helpful. Its members were
scheduled for a 22-26 September WFX-focused training
event at Fort Campbell, Kentucky, but once we were notified
of our change of mission on 19 September we immediately
called for adjusting our plan. Working with the TET and the
DCGS-A Program Manager, we were able to frame our initial
requirements and order an unclassified DCGS-A architecture
within 24 hours. The TET attended the already planned
training event, and we created a new training endstate and
set of metrics. We would finish the next week with our final
requirements and a new way ahead that would enable our
HA/DR mission.

INTELLIGENCE ARCHITECTURE

O

ur requirements were seemingly easy, if a little nontraditional. First, we needed systems that could work
on the “dirty” Internet, unencumbered by the
restrictions of a NIPR (Non-classified Internet Protocol
Router) network. This was extremely important and probably
our most critical requirement given that our partners would
not be other DoD entities but Department of State
organizations, NGOs, and partner nations that did not work
within a NIPR construct. Second, our geospatial tools
needed to be Google Earth-based. All of our existing
systems were ArcGIS-based; while ArcGIS is compatible
with Google Earth, we needed to work on the same platform
as our partners, who were all using Google Earth, often on
personal computers and tablets. The requirement to be
completely unclassified was one of the lessons learned from
Haiti that we used as a base planning assumption, and it
proved completely correct. Because of that preplanning, our
geospatial intelligence (GEOINT) operations and common
operating picture (COP) functioned seamlessly when in
theater. Our third and final requirement was that anything we
American Intelligence Journal

built needed to be simple and expeditionary. We were
entering an immature theater that had no existing IT
infrastructure to support JFC operations and we did not
have the time to create a complicated architecture.
Additionally, we would have to establish this architecture
with no FSR (field support representative) support. Only two
U.S. Army soldiers from the G2’s intelligence systems
maintenance section would be available in-country.
This architecture was inherently different than anything we
had done before. Its primary function would be to share
information with our partners, virtually none of whom had
access to the Army’s standard information networks. As we
looked at what we needed to take into country with us, we
realized that we had to build everything; a standard
unclassified HA/DR COP toolkit does not exist in the DoD
inventory. However, we were able to repurpose equipment
meant for classified use to meet our needs, specifically the
Army’s DCGS-A system. The DCGS-A program manager, in
concert with TCM-SP (TRADOC Capabilities ManagerSensor Processing) and INSCOM (U.S. Army Intelligence
and Security Command), were able to rapidly acquire, ship,
and build a “fly-away” kit of unclassified DCGS-A servers
and laptops that gave the JFC a robust capability in Liberia
as well as Fort Campbell, where our reachback node
operated. Important in this is that we did everything at
virtually no cost to the Army; it was all done with existing
infrastructure and manning.
The most useful data we were able to share with our partners
were the location and status of our labs, Ebola Treatment
Units (ETUs), community care centers (CCCs), and
helicopter landing zones (HLZs). We were able to post those
data and our common operating picture (COP) on the All
Partners Access Network (APAN), a website built for
collaboration in an HA/DR environment. Using APAN also
allowed us to leave behind a sustainable COP that we could
transition to a non-military entity for further development or
use. Posting this information onto a website in near-real-time
(NRT) was incredibly useful to our partners because they
did not have a COP and did not have a good idea on where
to start building one. Our tools gave them a foundation on
which to build and greatly assisted them in focusing their
efforts in a common direction. Operation UNITED
ASSISTANCE highlights the need for a suite of rapidly
deployable, unclassified command and control (C2) tools for
a headquarters to use that is easily shareable with nonmilitary and non-governmental organizations.

J2 SECTION COMPOSITION

O

ur predeployment guidance was to keep staffing
small. Our division staff footprint would stay below
300 personnel. Our JMD initially authorized a full
Division G2 section deployment plus intelligence enablers
(237 personnel). That number was later reduced to 150
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personnel, and we deployed with just 33 individuals. In
addition to our 22-person J2 staff, we also brought one-half
of our Air Force Staff Weather Officer (SWO) contingent, a
human intelligence (HUMINT) team from 4th Brigade, 1st
Infantry Division, and two Naval Criminal Investigative
Service (NCIS) teams for counterintelligence (CI) operations.
Our deployed G2 section was designed to give shallow
depth in GEOINT, HUMINT/CI, SYSCON, and plans, while
providing slightly more depth in all-source fusion. We left

behind a robust reachback cell of 64 personnel, led by the
Division ACE Chief, to give us the analytical and production
depth we lacked forward. We intended to employ reachback
to do most of our comprehensive GEOINT and analytical
projects, the base INTSUM, all signals intelligence (SIGINT)
support (if required), and the bulk of collection management.
As time progressed and we refined our information and
production requirements, we were able to reduce the size of
our reachback to 14 personnel. In the 14-person construct,
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receive multiple data streams, analyze the data, and present
that information to the Commander allowed the Intelligence
warfighting function (WfF) to drive operations within
Liberia.

we put the G2X and SIGINT capabilities into an “on call”
status, condensed the GEOINT structure, and slightly
reduced our all-source capability. The collection
management capability remained unchanged.

INTELLIGENCE OPERATIONS

W

e arrived in Liberia with a traditional intelligence
focus—force protection and security. We quickly
realized that we were incorrectly focused. The
security situation in Liberia was extremely stable and
showed no indications of changing in the near term. No
violent extremist threat existed in the country, and the
populace was (and is) disinclined to support extremism. This
required the J2 section to refocus on its biggest intelligence
gap, the epidemiological spread of EVD.
Understanding the already-available data was the most
important task we had. As we tried to get an understanding
of the true spread of EVD in our area of operations, one of
the most common issues we faced was that most EVD data
were portrayed cumulatively. That inherently meant that the
data would never get better, only worse. We knew this was
not the case as Liberia did have true success stories. Our
first task was to understand the EVD trends and find a way
to portray them in such a way that the JFC Commander could
make decisions and recommendations to USAID on the
placement of DoD assets and capabilities. This ability to

There was significant confusion on EVD data within the
counter-Ebola response community at the time of our
arrival—what it was, where it came from, what it meant.
There were multiple entities looking at and reporting the
same data in different ways. We immediately looked for the
most advantageous locations to embed analysts. The first
was in the National Ebola Operations Center (NEOC), where
we conducted a relief in place (RIP) with U.S. Army Africa
(USARAF). Our senior NEOC analyst was an all-source CW2
who became the overall JFC-UA representative. The second
location was the Ministry of Health (MOH), the final
destination for all EVD data, where we placed our SIGINT
CW2. Having analysts in these two critical locations was
immensely helpful in two primary ways. First, given their
analytical background, they were accustomed to sifting
through large amounts of data and formatting it for
commanders. Second, these analysts were able to
understand the data at which they were looking, cross-talk,
and share information and nuance/context that was being
lost in daily operations, thereby becoming a behind-thescenes piece of the connective tissue between the epicenter
of EVD data collection (the MOH) and the epicenter for
counter-EVD operations (the NEOC).

Liberia Long-Term EVD Trends
BLUF: Once retests are
removed from lab results, there
is an overall trend downward of
new cases
(U) Ebola Virus Disease (EVD):
• DEC13- Index Case in Guinea
• 18MAR14- Guinea declares a
VHF outbreak
• 31MAR14- First confirmed
EVD in Liberia
• 27JUL14- Borders, schools
closed; quarantines begin
• 06AUG14- State of Emergency
declared

SOELifted

144* admitted to ETUs
(20NOV)
• Greater Monrovia:105*
patients/540 beds
• Lofa: 0 patients/40 beds
• Firestone: 0 patients/31 beds
• Nimba: 5 patients/36 beds
• Bong: 30 patients/52 beds
• Bomi: 4 patients/10 beds
• Margibi: 1 patients/10 beds

POTUSAnnounces
USDeployment

Overall EVD Atmospherics
• 3 beds free in Bong County
confirmed ward
New P/S Cases: 25/day
New Conf. Cases: 9/day
Contact Tracing: 5500

• Montserrado (Island Clinic)
75% from Cape Mount
*No report submitted for ELWA 3

1
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SITREPcases(suspectedandprobable)
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Current as of: 24NOV14

Figure 4.
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EVD tracking tool differentiating suspected and confirmed cases.
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ANALYST EMBED PLACEMENT
MOH

A

t the Ministry of Health, we decided on two
personnel who had backgrounds in data
management and analysis. The first was a signals
intelligence warrant officer with an analytical background in
databasing sectarian violence trends in Iraq, well-versed in
managing large amounts of data from both Iraq and
Afghanistan. The second was an all-source intelligence
analyst experienced in targeting and improvised explosive
device (IED) trends in Afghanistan. Both were directed to
understand rapidly how Ebola-related data were compiled
and reported on a daily basis.
Both personnel quickly recognized that data management
presented a major challenge at the MOH, whose employees
struggled to improve and develop procedural systems.
Specifically, although Ebola case definitions existed,
interpretations varied and inconsistencies led to duplicate
reports and inaccurate reporting of Ebola-related data. The
decentralization of Ebola case information to the county
health teams produced multiple reporting formats and
inconsistent practices, creating information gaps that
prevented clear representation of the Ebola data. Based on
this knowledge, the JFC analyst embeds advised the MOH
staff to follow clear criteria for case definitions and centralize
the reporting of confirmed cases based on laboratory results.
The efforts of all parties resulted in an improvement in the
accuracy of reports and an increase in communications
among Ebola treatment units, laboratories, and county health
teams. Furthermore, the MOH data became the central
repository for Ebola reports, increasing the accuracy of the
daily situational report.
Key to the analysts’ ability to advise MOH data managers
was the adoption of intelligence principles to improve Ebola
case situation reports. Critical thinking and thorough fusion
analysis of the data allowed the MOH to identify trends,
patterns, and problem areas requiring action. Our experience
in presenting intelligence information enabled us to improve
the MOH’s methods in displaying the data as a graphical
representation across both space and time. Finally, we
ensured that proper dissemination of the data was shared
with both governmental and non-governmental partners as
well as their health volunteers in order to increase situational
awareness and to focus continued efforts toward improved
effectiveness.
NEOC
Choosing an analyst embed for the National Ebola
Operations Center (NEOC) proved just as important. We
designated an All-Source Intelligence Technician in the
Vol 32, No 2

NEOC because of the flexibility and agility of the 350F MOS,
which also assisted in technically managing the integration
of a GEOINT analytical capability (we rotated among a
12Y10, a 35G10, and our NGA rep) in the NEOC to liaise with
the Liberian GIS team that supported the counter-Ebola
effort.
The Ministry of Health created the NEOC to be the focal
point of Ebola response and would be held accountable for
rapidly responding to and isolating EVD outbreaks in the
country. Although over 123 multinational organizations
worked within the NEOC, the lack of managerial oversight
and prioritization was apparent. The NEOC analyst embed’s
initial assessment identified the need to develop courses of
action that mitigated operational obstacles. Clusters and
pillars worked tirelessly to identify and discuss problems,
but meetings often concluded without recommendations on
how to solve them. With the support and implementation of
additional working groups specifically focused on rapid
isolation of Ebola and decision-making, these organizations
were able to focus on a common operating picture while
simultaneously supporting logistics and medical attention.
The NEOC analyst embed worked with international
organization leaders from Europe, China, the United
Kingdom, and Africa to distribute guidance on international
crisis priorities and integrate these into a model that nested
with the President of Liberia’s overall strategy on isolating
and defeating the Ebola crisis.

CONCLUSION

A

Division G2 section can absolutely drive operations
in an HA/DR response, but it requires organizational
flexibility and agility. While HA/DR is a subset of
stability operations in U.S. Army doctrine, its unique
requirements are not resident in the Army’s standard
capabilities repertoire. The 101st Abn Div (AASLT) G2
section and its partners from around the Army’s military
intelligence community were able to react rapidly to a crisis
situation and provide timely, accurate, and relevant products
to the Joint Force Commander, enabling him to support the
lead federal agency, USAID.
LTC Richard D. (David) Conkle is currently the G2 for the
101st Airborne Division (Air Assault) at Ft Campbell, KY.
He deployed as the J2 for Joint Forces CommandOperation UNITED ASSISTANCE, combating the Ebola
Virus Disease in Monrovia, Liberia. Dave has deployed in
support of the 3rd Infantry Division (Mechanized), 10th
Mountain Division (Light), 101st Airborne Division (Air
Assault), and Joint Special Operations Command.
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Fallacies in the Face of Freedom:
Cognitive Errors from the Benghazi Attack
by Capt (USAF) George H. Van Dyke III

INTRODUCTION

T

he desert sands of Libya represent a rich, but often
conflicting, ancient history mix of nomadic tribes and
foreign invasions; Romans, Carthaginians, and
Greeks; kings, despots, and democracies. In its most recent
history, Libya came out of the foreign occupation and
fighting of World War II with a newfound independence and
an eager monarchy. The discovery of oil gave rise to an
extremely wealthy government with unbridled potential, but
unfortunately it lay in the hands of a monarch facing the
destabilizing domestic pressures of an impoverished nation.
Reforms were neither quick nor sufficient and a military
coup, led by Colonel Muammar Qaddafi in 1969, established
a despotic “oiligarchy” or petro-dictatorship. In spring 2011,
after years of brutal suppression, the people of Libya created
a very uncommon phenomenon of regional Arab backlash
and began a civil war to oust the brutal totalitarian Qaddafi.
The players involved and their political agendas were as
diversified as Libya’s ancient history, but they were
extremely united in their sole objective: to remove and
replace Qaddafi. After October 20, 2011, when this final goal
came to fruition with Qaddafi’s demise, the power struggle
that continues to define Libya began. Regional tribes,
secular city dwellers, Islamist extremists, moderate Islamic
farmers, foreign-educated academics, strong-armed
militiamen, and pan-Libyan statesmen were just a few of the
myriad groups in the multi-polarized political landscape who
were vying for government control in Tripoli and elsewhere
in Libya.
The United States and other Western nations began direct
involvement in Libya on March 19, 2011. President Obama
addressed the American nation:
For generations, the United States of America has
played a unique role as an anchor of global security
and as an advocate for human freedom…for more than
four decades, the Libyan people have been ruled by
a tyrant – Muammar Qaddafi. He has denied his
people freedom, exploited their wealth, murdered
opponents at home and abroad, and terrorized innocent
people around the world.1
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The United States was unequivocally embroiled in the future
of a politically reshaped Libya as a result of its initial military
involvement in the ouster of Qaddafi. After Qaddafi’s
demise there was a ravaged political landscape, reminiscent
of the ruins of Carthage after Scipio’s curse. U.S. interests in
North Africa and Libya’s future from this moment on were to
be inseparable. The State Department increased its presence
in Libya after NATO and U.S. military forces began to draw
down, commenting:
Libya faces the challenges of building democratic
institutions, protecting the universal rights of all
Libyans, promoting accountable and honest
government, rebuilding its economy, and establishing
security throughout the country… The United States
continues to have a strategic interest in a stable and
prosperous Libya.2

What biases, cognitive errors, and
institutional nuances were present in the
intelligence analysis and decision-making
leading up to and after the September 2012
attack on the U.S. Consulate in Benghazi
that could have affected the outcome of this
fateful scenario?
On September 11, 2012, there was yet another dramatic event
that would change the course of Libyan-U.S. relations and
subsequently put to the test U.S. strategic decisions
regarding Libya. Unknown assailants attacked the
Consulate compound in Benghazi, resulting in the death of
four U.S. government personnel, including Ambassador J.
Christopher Stevens. Journalists, scholars, political
scientists, and intelligence experts have spent the last few
years scouring data to provide answers to an inquisitive
Congress and the American public. This research project
has looked more deeply into the causes of this event and the
background context leading up to it. Fundamentally, it has
sought to ascertain the following question: What biases,
cognitive errors, and institutional nuances were present in
the intelligence analysis and decision-making leading up to
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and after the September 2012 attack on the U.S. Consulate in
Benghazi that could have affected the outcome of this fateful
scenario?

LITERATURE REVIEW

T

he death of four Americans courageously serving
their nation in an expeditionary and highly dangerous
location deserves the utmost time, effort, and
thoroughness in reviewing the circumstances that led to
their demise. After the September 2012 attack on the U.S.
diplomatic and intelligence mission in Benghazi, there was a
firestorm of investigations, reports, insinuations, facts,
opinions, and conclusions, many of which were either
contradictory or had severe gaps in their findings which
were seemingly inexplicable. The Intelligence Community’s
organizations, people, and processes leading up to the
attacks were scrutinized, as well as the State Department’s
security action and inaction before, during, and after the
crisis. Interagency coordination and several bureaucratic
nuances were strained and tested during the crisis; many of
these were also scrutinized for errors that could have
prevented this tragedy. Throughout the entirety of the
review of available sources, the commonly recognized errors
present the following themes upon which this literature
review is solidly based: intelligence warning and analysis
prior to the event, security structure decisions made prior to
the event, intelligence analysis and security coordination
during the event, and intelligence analysis and decisionmaking in reaction to and following the event. Review of the
current sources and literature in this context has helped to
answer the overall research question posed by this project.
Could biases, cognitive errors, and institutional nuances that
were present leading up to and after the attack in Benghazi
have affected the outcome of this fateful scenario?

The gears of the Intelligence Community
were operating on overdrive in post-Qaddafi
Libya.
The gears of the Intelligence Community were operating on
overdrive in post-Qaddafi Libya. The environment was a
complete mess, politically, internationally, and in terms of
intelligence. Intelligence entities from all corners of the
globe and from giant multinational bodies were trying to
determine what was to become of the newly freed but
dystopian Libya. In addition to the myriad state intelligence
agencies present, there was an undetermined number of nonstate actor groups trying both to gain intelligence and to
conduct operations. These groups included Jihadists,
Libyan nationalists, tribal alliances, Qaddafi loyalists,
multinational criminal organizations, and local criminal
organizations. Which of these groups posed a threat to the
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expeditionary diplomatic outpost in Benghazi, and how
specific was that threat? These questions were paramount
to the security situation at the time of the Benghazi attack
and are especially important as the sources that chronicled
that event are reviewed.
In Under Fire: The Untold Story of the Attack in Benghazi,
Fred Burton and Samuel Katz describe in great detail many
attacks that occurred in the vicinity of the diplomatic mission
in Benghazi before September 2012. Even directly up front,
before going into the details of the security situation of the
mission, they declare, “September 2012 promised to be
bloody in Libya. A ‘state of maximum alert’ had been
declared for Benghazi and other parts of the country on
August 29, 2012.”3 Burton and Katz describe in vivid detail
the attack on the British ambassador a few months earlier
along with a couple of other events that should have cued
intelligence elements; however, they do not focus
adequately on summarizing what specifically were the
intelligence warning signs and what specifically was
analyzed and reported. The official reports by Alex Tiersky
of the Congressional Research Service, as well as the
findings of the Senate Select Intelligence Committee’s in The
Benghazi Report (as compiled and commented by Roger
Stone), provides the best summary of the preliminary
intelligence analysis and reporting before the event:
“FINDING #1: In the months before the attacks… the IC
provided ample strategic warning that the security situation
in eastern Libya was deteriorating and that U.S. facilities and
personnel were at risk in Benghazi.”4 The lists of reports and
the official findings provide a useful finished conclusion that
tells of the existence of intelligence warning prior to the
event; however, these reports list only the products and do
little to provide insight into what cognitive errors, biases,
and bureaucratic nuances prevented either better products
or better dissemination of these instances of intelligence
warning. Ample evidence exists of intelligence warning;
more research, though, is needed to comprehend fully why
these warnings did not carry the significance necessary to
change decision-making in the State Department, Defense
Department, or CIA.
The established literature offers a great deal of detail on the
subject of present security structures and the decisions that
went into their creation. A few sources delve into some of
the requested security structure improvements at the
Benghazi compound, including how and why they were
denied. The official reports disseminated by Congress
identify some of the key findings and in short describe the
security deficiencies that were present at the Benghazi
mission. A better description of these security deficiencies
and others is furnished in detail by Stratfor Analysis in In
Libya, a Deadly Attack on U.S. Diplomatic Compound.
Nevertheless, the details are especially descriptive in Burton
and Katz’s Under Fire:
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The next day, in a cable marked SECRET, the [Regional
Security Officer] in Tripoli dispatched the conclusions
of the Benghazi sit-down to his superiors in
Washington, D.C. The TDY RSO emphatically stated
that he did not believe the mission could be adequately
defended. The cable struck a resident cord with
Ambassador Stevens, who, along with other elements
of the US intelligence and defense community, agreed
with the DS in-country assessment that the security
for the Benghazi Special Mission Compound was
tenuous. 5

been busy with reports flowing in from Cairo and the
demonstrations outside the US Embassy.6

Each side of the political spectrum has
used the cognitive errors and biases derived
here to attack the other side of the political
spectrum and its involvement in these errors.

It is only with the details Burton and Katz provide above,
coupled with the important details of the context that they
subsequently provide after this quotation, that one can start
to analyze what cognitive errors could have been made to
allow the State Department to blatantly ignore the demands
for a more adequate security infrastructure. The authors
discuss previous State Department requests that were
unfulfilled, which immediately suggests the need for further
comparative analysis on biases and cognitive errors
associated with these cases. This was simply one example
where, although some excellent information and sources
were available, there still were some very fundamental issues
proposed by the research question that have yet to be
connected and resolved by the established literature.
Intelligence analysis and security coordination during the
event are commonly addressed throughout most of the
present literature on the Benghazi attack. To emphasize this
theme in isolation from the others, it must be addressed
without regard to the previous intelligence warnings or
security decisions and solely observed for what analysis
and decision-making occurred during the hours from the
initial attack to the conclusion of hostilities. The long
narrative focus and descriptive nature of Under Fire leads it
to be one of the best sources for discovering cognitive
errors in the analysis and decision-making that occurred at
the time of the event. One particular example from Under
Fire is a discussion of the initial cable that went out
notifying several other government agencies simultaneously
of the State Department emergency in Benghazi. Burton
goes on to describe the relationship between the FBI and the
Department of State, which alludes to bureaucratic
competition and established routines, to name a couple of
nuances that have affected this theme in the research:
The [FBI workers] rushed from workstations to various
offices where the OGAs, or other government agencies, were
represented: the Diplomatic Security Service, the CIA, DoD,
Department of Homeland Security, and a dozen or so other
intelligence and law enforcement entities, each with a
specific interest in the developing crisis abroad. The events
unfolding in Benghazi were, in the multi dimensional world of
global crisis management, a critical challenge. The day had
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In reaction to and following the event, there is a plethora of
information. Unfortunately, this is where most of the
political influence on many of the sources plays out. In
arguably the most conclusive literature surrounding the
event and the reaction thereafter, the Senate Select
Committee on Intelligence review, there are several separate
conclusions by Republicans that demonstrate the
divisiveness of this event’s investigations. Many leftleaning authors argue the connectedness of the attack with
the sweeping protests that occurred at the same time.
Fareed Zakaria alludes to this connection in his piece “A
Moment for Moderates”: “But whatever the trumped-up
origins of the protests, the question facing a number of
newly minted democracies from Libya to Afghanistan is
clear: With freedom challenged by the violence of mobs and
the intolerance of masses, will anyone stand up to defend
it?”7 The joint Senate select committee concluded:
“FINDING #9: …intelligence analysts inaccurately referred
to the presence of a protest at the Mission facility… which
caused confusion and influenced the public statements of
policymakers.”8 Republicans and conservative authors
blame the policymakers, while the joint statement within the
committee’s findings is an obvious resolution:
acknowledging incorrect statements of policymakers on the
subject, but laying blame on the IC analysts. These sources
reflect the most readily available examples of cognitive errors
in analysis; biases demonstrated by analysts, mid-level
bureaucratic managers, and high-level policymakers; and
negative impacts of bureaucratic systems. Answering the
questions posed by this research paper within the context of
this final theme was easier than any other theme or timeline
presented in this project, because the politics involved in the
reaction and aftermath of the Benghazi attack have enabled
many of the pieces to surface themselves. Each side of the
political spectrum has used the cognitive errors and biases
derived here to attack the other side of the political spectrum
and its involvement in these errors.
The challenge throughout the entirety of this research was
to maneuver objectively through the political landscape and
truly observe the errors and biases provided by both sides.
Much literature is present on the subject, some of it more indepth and in detailed narrative than others. In an effort to
truly understand and improve upon the terrible events
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leading up to and after the September 2012 attack, this
research will reveal biases, cognitive errors, and institutional
nuances present in the intelligence analysis and decisionmaking.

METHODOLOGY

T

he situation in Benghazi is an extremely important
event to investigate, not only for the sake of the illfated Americans standing for freedom in the face of
oppression but for the progression of a post-modern
resurgence of freedom in contrast to the established
paradigms of Occidentalism. Security of our consulates and
diplomatic missions is always paramount; however, we are at
the precipice of a decline of the ability of the U.S. to have
unilateral, direct influence on Third World transitions to
democracy. Therefore, diplomatic missions and the
influence of indirect consular services are paramount for the
future of U.S. foreign policy. Means and methods of
intelligence analysts feeding security situations at these
missions will continue to be tested; this is due to the
increase in asymmetrical threats derived from the very nature
of the unstable contexts in which they work. These means
and methods must be scrutinized for cognitive errors and
biases in analysis and decision-making in order to prevent or
mitigate further attacks on U.S. diplomatic missions and the
spread of freedom.

...we are at the precipice of a decline of the
ability of the U.S. to have unilateral, direct
influence on Third World transitions to
democracy.
To investigate this event and its subsequent intelligence/
decision-making failures, the context and event were broken
down chronologically. This was to first grasp an
understanding of the true data after several agencies and
independent observers had concluded their reports on the
event. This still is and was a highly debated and politicized
event and, therefore, breaking down the facts of what has
been proven upfront, directly, and chronologically has aided
the rejection of some of the political contexts surrounding
the case. After the facts of the case had been determined
and analyzed, this report has sought to understand the
framework of the intelligence data and analysis coming in
originally prior to the event, and then after the event
occurred. Cognitive errors, biases, and heuristics were
observed and discussed in the intelligence analysis leading
up to that fateful day. Determining what assessments were
made, which decision-makers received those reports, and
what decisions were made with that data occupied the initial
theoretical framework of this project. Consequently, there
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were decisions made during and after the event occurred as
data quickly rose to the top levels of the Obama
administration. A similar analysis occurred here as raw
intelligence and assessments are quickly pushed for
decision-making and therefore proper analysis techniques
that would have normally been used are passed over due to
urgency and time restraints. Finally, the post-event political
climate was analyzed for obvious cognitive errors in
decision-making and ignorance of intelligence data,
including “spinning” on the part of the administration and
why this occurred.
Research was conducted using as many official sources as
possible to first derive the facts and the true context of the
intelligence data available. There were several Department
of State and Congressional investigations conducted, as
well as inquiries by independent journalists/academics and
non-governmental organizations. Some sources have
attempted to scrutinize the facts for decision-making errors
alone; these sources were included in the research but not
as heavily relied upon, as they often have political agendas
and do not simply concentrate on cognitive errors in
analysis. The Congressional Research Office was a
foundational source for much of the raw data surrounding
the event. In addition, scholarly works on cognitive errors
and biases were used when these errors were recognized
during the investigation, in order to effectively define and
describe how they affected the events surrounding the
Benghazi attack. Because of the high-profile nature of the
event and the need to restructure analysis and decisionmaking internally, Central Intelligence Agency reports and
unclassified Intelligence Community reports were essential
in finalizing and comparing conclusions to the questions
that were raised during this research.

ANALYSIS AND FINDINGS

A

s mentioned previously, this research project
progressed chronologically to discover the cognitive
errors before, during, and after the Benghazi attack.
Thus, the analysis and findings will be presented in this
fashion, beginning with the cognitive errors associated with
intelligence and security before the attack occurred. Special
Mission Benghazi was established hastily and temporarily
from its beginning. Recognizing a need to pay particular
attention to the needs of East Libyans in the aftermath of the
transfer of power to Tripoli, the State Department
established this Special Mission. “The Transitional National
Council (TNC) recently declared Libya liberated and moved
the center of TNC operations from Benghazi to Tripoli.”9
However, because of its small operation, unknown lifespan,
and temporary existence, the Special Mission Benghazi was
not set up based on the security recommendations and
standards that are outlined in the 1985 Inman Report. Here
we can see the effects of conservatism bias. Although
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typically a financial bias, it can be applied to Benghazi as the
current resource allocation for security was “good enough”
and the mission was succeeding. Sweeping security
changes would have been required in accordance with the
Inman Report, particularly the chapter on physical security,
and “a continued U.S. presence in Benghazi [was requested
only] through the end of calendar year 2012.”10 “The
uncertain future of the Mission Facility… constrained
decision-makers in Washington regarding the allocation of
security enhancements to that facility.”11 There was
reluctance to invest heavy changes in security for a
temporary mission, and the changes that were made were
disturbingly slow and minor as a result.

There was a clear perception that the higher
reward to be had from maintaining a
mission in Benghazi outweighed the high
risks of having it in such a threatening
environment.
The shear spirit of optimism and positive outcomes that
would be had in dually representing both sides of Libya
blinded State Department decision-makers to the fact that
eastern Libya was a much less secure/inclusive environment
with more threats. “Although our presence in Benghazi has
shrunk considerably since the reopening of the Embassy in
Tripoli… a continued presence in Benghazi will emphasize
U.S. interest in the eastern part of Libya.”12 This is where the
valence effect can be observed. According to Rosenhan,
with those observed under the valence effect (similar to
positive outcome bias), “their behavior appears to be
influenced by internal determinants such as effects and
motivations as well as by external determinants such as
input probabilities.”13 Internal motivations and desires for a
positive mission in Benghazi failed to accurately assess and
address the dangers of leaving a mission in Benghazi,
despite the fact that other countries were even abandoning
their principal missions and smaller attacks were increasing.
There was a clear perception that the higher reward to be
had from maintaining a mission in Benghazi outweighed the
high risks of having it in such a threatening environment.
“FINDING #1: In the months before the attacks on
[Benghazi], the IC provided ample strategic warning that the
security situation… was deteriorating and that U.S. facilities
and personnel were at risk.”14 The U.S. Senate Select
Committee on Intelligence found as its first finding that the
IC provided “ample warning”; however, none of this was
considered. The Appendix shows a table of the various
reports that were finished intelligence products delivered to
State Department officials in the months prior to the
Benghazi attack. In addition, Ambassador Stevens voiced
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concern via cables on several occasions; however,
bureaucrats in the State Department rejected these concerns
and subsequent requests for additional security. There are
several cognitive errors demonstrated by the State
Department in its decision to ignore intelligence and security
concerns. Conservatism bias can be viewed again in this
scenario, as there were minimal efforts to increase security,
such as the procurement of some additional security cameras
that had been purchased but not installed. We can also
observe normalcy bias as there continued to be intelligence
reports of small-scale attacks from various militias and
targets of opportunity, but there was no evidence of a largescale, orchestrated attack. There was also no precedence for
such an attack; therefore, the State Department viewed these
increased attacks as normal given the security situation
surrounding all of Libya. This normalcy bias is easily seen
in the Department’s reaction after the attack occurred and its
continued support of the idea that there was not an
orchestrated attack but a target of opportunity from a protest
movement. Regardless, there is ample evidence as well of
the planned nature of the fateful attack, and consistently the
State Department ignored the potential of an organized
attack. “It was observed that the attackers…advanced
throughout the compound methodically, and employed
military-style silent hand signals to direct their progression
toward their objectives… they had been given precise orders
and impeccable intelligence.”15 This same situation could
also be explained with false consensus effect because the
Department of State believed that these attacks were carried
out by small unorganized groups, whereas most Libyans
were appreciative of U.S. efforts in eastern Libya. The idea
that Libyans in Benghazi followed the consensus in which
the State Department believed was a distinct cognitive error
which shielded the reality that there were several anti-U.S.
groups in Benghazi. A final cognitive error discovered in the
State Department’s ignorance of intelligence warnings is
system justification. Because the status quo was holding
and the many attacks were small there was a propensity to
bolster the status quo and not reinforce security for an issue
that had never occurred: a large organized attack on a U.S.
facility in Libya.
The cognitive errors had already inflicted their damage and,
despite the warnings and obvious threats to security, the
attack on the Special Mission Facility in Benghazi occurred.
When Embassy Tripoli was immediately notified there were
no U.S. government assets anywhere near the facility (with
the exception of a single USAF MQ-1 unmanned
reconnaissance plane), it had no plan or way to
expeditiously evacuate the Benghazi facility. Typically,
there is a non-combatant evacuation order (NEO) that is
issued in these circumstances; however, there was no NEO
plan in place for U.S. Forces to respond to or operate from.
“A myriad of bureaucratic reasons, logistics, distance, and
balls dropped caused neither [the DoD or State Dept] to
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have emergency evacuation plans in place.”16 This is a very
good example of bureaucratic politics and organizational
dynamics negatively impacting both analysis and decisionmaking. USAFRICOM held primary responsibility for this
area; however, AFRICOM was a relatively new U.S.
combatant command. When the initial Operation ODYSSEY
DAWN military operations commenced, AFRICOM was
overwhelmed as a new COCOM and utilized USEUCOM’s
personnel and equipment to remedy its inadequacies. These
inadequacies would continue through 2012, when a NEO
plan would not be in place for Benghazi, despite the State
Department’s presence. This lack of cooperation went both
ways as the Benghazi Report recommended that “there
should be more specific information exchanged between the
DoD and the IC… to make regional [COCOMs] aware of the
general presence of IC personnel in their areas of
responsibility.”17
After the attack, initial media reports and press releases from
the State Department concerned the attribution to the video
protests that were igniting several cities in North Africa and
the Middle East at the time. From the onset of this dire
cognitive error, we can attribute it to illusory correlation.
There were fiery protests igniting that day (September 11,
2012) in response to a crude and poorly made video that
portrayed the Muslim prophet Muhammad as a bumbling
imbecile. Since these protests were occurring on the
anniversary of the 9/11 attacks and had been popping up in
an increasing number of Middle Eastern cities, they captured
the predominant amount of attention and focus from the IC
and State Department. Additionally, when initial word was
passed through IC channels, there were not enough
intelligence, surveillance, and reconnaissance (ISR) resources
available to explain quickly the events rapidly unfolding at the
Special Mission Facility in Benghazi. This lack of concrete
intelligence, coupled with the availability of an “easy”
explanation, led to the application of the availability heuristic
in the initial IC reporting. “In the immediate aftermath of the
attacks, the IC received numerous reports…which provided
contradictory accounts that there were demonstrations at the
[TMF].”18 When these reports continued to be contradictory
to incoming intelligence, particularly eyewitness reports from
those who were at the TMF, the State Department and
policymakers continued their stance unabated. This is an
example of irrational escalation. Since they had already
“invested” in the idea and motive of the protest,
policymakers irrationally “stuck to their guns” and defended
these assessments. This was the greatest contention
between Republicans and Democrats and led to several
additional “findings and analysis” of the U.S. Senate’s
official report on the attack. The IC was blamed in the
bipartisan report for “inaccurately [referring] to the presence
of a protest at the [TMF] … [and taking] too long to correct
these erroneous reports, which caused confusion and
influenced the public statements of policymakers.”19

Vol 32, No 2

There are biases and cognitive errors on
both sides of the political analysis of the
Benghazi attack.
In the Republicans’ version, there is more specific blame
added which identified members of the State Department for
the continued use of the protest correlation as well as the
security issues addressed previously. There are biases and
cognitive errors on both sides of the political analysis of the
Benghazi attack. Democrats in the Obama administration
and in the U.S. Senate can be observed falling victim to
hostile media bias as they saw any deviation from the facts
that had been presented to them within the administration
was simply Fox News and Republicans attacking the
administration undeservedly. There also can be an argument
that the Republican members of Congress erred in
fundamental (or group) attribution as their accusations
were of “Complete Absence of Accountability…
Manipulating the Facts… Disturbing Lack of Cooperation by
the State Department… [and] Failures in Leadership – State
Department.”20 While there are truths to some of these
accusations, there were political motivations to attribute all
of the errors surrounding the Benghazi attack to Democrats
specifically, and to identify State Department leadership
(particularly Secretary Hillary Clinton) as purposely
misleading the American people regarding these errors.
Within the same embattled political context, Secretary
Clinton and the State Department can be argued to have
expressed self-serving bias, pushing away from
responsibility when exposed to their own failures.

CONCLUSION

T

here were several biases, cognitive errors, and
institutional nuances present in the intelligence
analysis and decision-making leading up to and after
the September 2012 attack on the U.S. Consulate in
Benghazi. The warning signs and intelligence signals were
present; however, these errors prevented proper analysis
and preventive security decisions were not made. The
prevailing winds of optimism did not account for a storm of
violence from the opposite direction. The Regional Security
Officer (RSO) at Embassy Tripoli and the State Department
should have made a final decision to determine what the
Special Mission/Temporary Mission Facility/Consulate at
Benghazi deemed necessary and made appropriate changes
to the security structure. Ambassador Stevens and the
other Americans working in Benghazi risked doing
permanent Consulate work at a temporarily secured facility.
The temporary and insufficient security arrangements at
Benghazi were the metaphorical haphazardly stacked
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plywood in the fire, flamed by the wind of optimism. Having
advisors near decision-makers who are free to take
alternative views or are purposely doing so (devil’s
advocate) can encourage critical thinking in an organization.
More critical thinking in the Office of the RSO in Tripoli
could have either prevented the catastrophic damage from
the attack or at least provided Ambassador Stevens with
more security options and time to react.
Bureaucratic nuances affected the State Department’s
preparation for this emergency as well as its response
throughout the attack and its aftermath. Enabling lowerlevel leaders to make decisions but also holding them just as
accountable as mid-level leaders can have an impact in
lessening some of the rigidity of bureaucratic structures.
Often these structures are slow to respond to changes (e.g.,
intelligence, security requirements, attacks) and if power is
decentralized down to highly accountable lower leadership
then it can often react to changes more swiftly. The IC
analysts who inaccurately attributed the attack to protests
as well as the policymakers who touted this information
always need to double-check their facts, sources, and
assumptions. The hastily contrived protester motive was
born out of an unfortunate wedlock of lack of available
intelligence and forced demand for intelligence in an
irrational time frame. By forcibly “bending” IC analysts to a
very restricted time frame, the policymakers inevitably hurt
themselves as IC analysts were forced to place quantity
(giving them anything in a short time) over quality (a
properly vetted product using vetted sources). Decisionmakers in the Obama administration were then plunged into
an abyss of bias, as the political environment grew
increasingly toxic.
The Department of State was immediately faced with the
errors of unpreparedness and lack of accountability. In an
effort to “get on top of the situation,” the analysis was
rushed and the administration created even more problems.
Regardless of the lack of accountability or preparation for
such an emergency, had the administration owned up to its
previous failures and corrected the wrongly announced
motive for the attack, it could have avoided much of the
scrutiny in the end. However, biases such as irrational
escalation, hostile media, fundamental attribution, and selfserving bias took hold of the situation, making it spiral out of
control surprisingly more so than it already had. The
lessons learned from the tragic mistakes of the State
Department, the Defesne Department, and the CIA will
hopefully be applied to the next generation of analysts and
decision-makers. The biases and cognitive errors presented
here can be corrected only when they are keenly observed
by introspection or measures are put in place to properly
identify and correct them. We can only hope that with these
lessons the tragic fate of these four American heroes
defending freedom and human rights in a hotbed of antiAmerican hatred will not be in vain.
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Theory and Practice:
Developing CCIRs Through Alternative Futures Analysis
by Maj (USAF) Will Atkins

A

ccording to Joint Publication (JP) 5-0, Joint
Operation Planning, a commander’s critical
information requirement (CCIR) is an element “of
information that the commander identifies as being critical
to timely decision making.”1 A recent Joint Staff best
practice paper further expands the role of CCIRs at the
operational and strategic level to include supporting longterm assessment, situational understanding, and planning
requirements, and argues that answers to CCIRs should
“provide understanding and knowledge, not simply data
or isolated bits of information.”2 Such context is
important, as commanders spend much of their time trying
to understand an increasingly complex operational
environment. In both cases, CCIRs are described as vital
in assisting the commander assess the operational
environment, determine how the environment is changing,
and identify decision points for future operations. Further
publications provide additional details as to what
constitutes a CCIR, the appropriate number of CCIRs, and
techniques for CCIR management, review, reporting, and
maintenance. Nowhere, however, is a technique offered
for how to develop CCIRs in the first place.
Some publications have stated that “CCIRs result from the
analysis of information requirements in the context of a
mission,”3 though this gives little information as to how
to conduct such an analysis. JP 5-0 provides little
additional guidance, offering only that some CCIRs may
be developed by “identifying the information needed to
convert assumptions to facts.”4 Unfortunately, there are
no techniques given for how to properly identify such
information requirements. Nowhere are planners given
techniques to ensure that all possible information
requirements are identified, nor is there planning guidance
on how to ensure that proposed information requirements
adequately support a commander’s long-term assessment
of operations—only that they should. It seems that
current planning guidance relies on the intuition of
planners, staffs, and commanders in generating all of the
necessary CCIRs, and only those that are vital to mission
success. Instead of relying on such intuition, planning
staffs should systematically utilize backcasting, a
commonly used tool in Alternative Futures Analysis, as a
means for analyzing the operational environment and
generating information requirements.
American Intelligence Journal

Alternative Futures Analysis is more commonly referred
to as “scenarios,” 5 and is a frequently used method within
the Intelligence Community for generating “plausible but
mind-stretching ‘stories’ based on critical uncertainties in
order to illuminate decisions, plans, and actions today.”6
Scenario planning is especially helpful in determining the
“unknown unknowns” of a complex environment, allowing
commanders to anticipate and avoid strategic surprise.
Such scenarios are analogous to the enemy courses of
action (COAs) developed by intelligence professionals for
the commander’s consideration during the campaign
planning process. Each enemy COA is a plausible course
of events that the adversary might employ, which in turn
drive the commander’s initial course of action for friendly
forces. For instance, if the commander is provided a “most
likely” enemy course of action that involves an
amphibious assault, the commander may elect to mine a
particularly vulnerable harbor. Too often, this is where the
analysis of enemy courses of action stops. Commanders
are seldom provided with a means to determine if this
most likely scenario is coming true, or how changes in the
operational environment might alter the determination of
which enemy COA is most likely to occur. Additionally,
assisting the commander in coming up with friendly COAs
in response to enemy action provides little utility unless
the commander is also provided with a means to analyze
the operational environment, considerations for when to
use each friendly COA, and how to fit them into a branch
and sequel plan—each provided by the techniques used
in Alternative Futures Analysis.
Once enemy COAs are developed, it is essential that
planners identify potential indicators which will warn
decision-makers of a scenario’s looming emergence or, on
the contrary, that a certain scenario is becoming less
likely to emerge. These indicators of progress can be
identified through the use of backcasting, whereby
analysts consider what policies, programs, or events
might lead to the scenario coming true.
First used by John Robinson, the term “backcasting” is
often considered the opposite of forecasting. It begins
with a known independent variable (the resulting
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scenario) and attempts to determine what dependent
variables (key drivers or indicators) might have led to this
conclusion.7 Using our earlier maritime example, if
planners determine that the most likely enemy course of
action entails an amphibious assault, backcasting might
determine that certain events would have to happen
before the assault could be conducted, such as the
assembly of personnel and materiel, mission rehearsals,
and movement toward likely assault locations. These
backcasted indicators would therefore comprise a list of
information requirements, signifying the development of a
particular scenario and possibly triggering a commander’s
branch or sequel plan. Alternatively, if enemy forces
never assemble, rehearse, or maneuver, such indicators
would signify a decrease in the likelihood of this course
of action. To ensure a complete analysis, and to avoid
strategic surprise, however, these indicators of scenario
progress should be developed for every potential enemy
course of action developed by the planning staff, and not
just the most likely scenario. To ensure that all potential
indicators have been identified, planners should continue
to analyze each potential course of action against the
political, military, economic, social, informational,
infrastructure, physical terrain, and time (PMESII-PT)
characteristics of the operational environment.
Once developed through the use of backcasting, this
extensive list of information requirements can then be
further analyzed according to established procedures to
determine which ones are deemed “critical” to mission
success, and which ones cannot be adequately observed
based on current intelligence capabilities. Additionally, a
monitorization plan should be developed to routinely
analyze the development of these indicators, leading to an
allocation plan for scarce intelligence, surveillance, and
reconnaissance (ISR) assets, or the development of
policies to avoid entire scenarios, since intelligence gaps
may preclude observation of particular indicators of
progress. In other words, some scenarios must be avoided
entirely, because planners and commanders would never
see them coming.
Backcasting these indicators of progress provides reason
behind each information requirement. Current operations
feature a laundry list of information requirements, with
planners and commanders often asking, “Why do I need
to know this?” or “What does this piece of information
tell me?” By linking information requirements to indicators
of scenario progress, each piece of information signifies
the development (or lack thereof) of a particular course of
action. By backcasting enemy courses of action to
develop indicators of progress, CCIRs become a means to
describe the operational environment as potential
scenarios develop, providing context to the commander
and assisting in the decision-making process. In sum,
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backcasting combines academic futures theory with
operational practice to provide a tangible technique for
generating all types of information requirements—
something previously absent from joint doctrine.
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From Core Concern to Valued Partner:
The Role of Counterintelligence in Foreign Intelligence Liaison
by LCDR (USCG) Todd C. Moe

INTRODUCTION

W

hat we know today as the separate disciplines of
counterintelligence and foreign liaison are really
just complementary sides of the same intelligence
coin.1 Counterintelligence helps identify friend from foe in a
globalized, anarchic international environment. It often
lays the groundwork for trust between agencies and helps
maintain a degree of trust through the natural oscillations
of state-level relationships. The relationship between
counterintelligence and liaison is not new.
Counterintelligence has played an important role in
supporting liaison throughout history and across the
globe. Beowulf, the English language’s earliest written
work of literature, opens with a scene in which a Danish
coast guard officer questions the intentions of Beowulf’s
landing party: “What sort of people may you be who have
come in arms from across the ocean? In case you are spies
I must know all about you before you go further into
Danish territory.”2 Despite initial misgivings, the Danes
employed a few counterintelligence techniques and
determined the foreigners could be trusted. 3 They formed
a partnership with Beowulf that led to a joint monsterhunting expedition, the death of Grendel, and peace
throughout the realm. This early example clearly illustrates
the uncertainty that surrounds formation of new liaison
relationships and the critical role played by
counterintelligence. It also demonstrates a key strength of
liaison in quickly neutralizing a threat to mutual interests
by combining the strengths of each partner.
Counterintelligence professionals often view liaison with
foreign intelligence services as a high-risk, low-reward
proposition that is not worth the damage that can be done
by a potentially hostile service. Consequently, many
counterintelligence officers consider liaison a threat best
dealt with by limiting in-person meetings and reducing the
scope of shared information. The purpose of this article is
to demonstrate that the benefits of foreign intelligence
liaison are worth the risk, as long as counterintelligence is
an integral part of the process. History provides
numerous examples in which liaison provided
immeasurable rewards while simple counterintelligence
techniques significantly reduced risk. A secondary
American Intelligence Journal

purpose of this article is to show just how critical a role
counterintelligence plays in liaison by improving trust, a
key ingredient of effective liaison. These claims will be
supported by a brief review of the intelligence literature
followed by a case study analysis that will show how
counterintelligence helps create appropriate trust while
limiting the “bugaboo” of liaison relationships,
information defection. This article will present the liaison
relationship between the United States and the United
Kingdom as a best-case scenario. The example of U.S. and
Colombian intelligence cooperation during the war on
drugs is one of successful liaison within a cooperative
bilateral framework, while the case of U.S.-Pakistani
liaison during the war on terrorism represents an example
of intelligence liaison made successful despite a
competitive relationship. Before the U.S. Intelligence
Community (IC) can forge effective partnerships abroad, it
must integrate the planning and operational functions of
counterintelligence and liaison professionals at home.

The example of U.S. and Colombian
intelligence cooperation during the war on
drugs is one of successful liaison within a
cooperative bilateral framework, while the
case of U.S.-Pakistani liaison during the
war on terrorism represents an example of
intelligence liaison made successful despite
a competitive relationship.
The tension between counterintelligence and foreign
intelligence liaison springs from a seeming contradiction in
their objectives. The National Counterintelligence and
Security Center describes counterintelligence as “the
business of identifying and dealing with foreign intelligence
threats to the United States. Its core concern is the
intelligence services of foreign states and similar
organizations of non-state actors, such as transnational
terrorist groups.”4 Counterintelligence is therefore charged
with identifying and preventing unauthorized contact and
information flow. Director of Central Intelligence Directive 5/
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1 defines intelligence liaison as “[an activity which] includes
official contacts between a component of the U.S.
Intelligence Community (IC) and a foreign intelligence or
security service that are directly related to espionage or
counterintelligence, or other intelligence activities.5 Liaison
can be thought of as a systematic effort to encourage
authorized contact and information flow to achieve IC
objectives. Therefore, the relationship between foreign
liaison and counterintelligence takes on the appearance of a
“good cop, bad cop” routine with the foreign service playing
the role of the “perp” in the hot seat. This paradigm is
problematic because confrontational approaches limit the
effectiveness of liaison for the reasons explained below.
Also, this view does not account for the degree of
integration and cooperation that counterintelligence and
liaison need for each to be successful.

COUNTERINTELLIGENCE AND LIAISON:
STRANGE BUT NECESSARY BEDFELLOWS

C

ounterintelligence and foreign intelligence liaison
should be viewed as complementary halves of the
nation’s international engagement strategy. The
White House’s National Security Strategy (NSS) 2015 lists
capable foreign partnerships as one of six strategic
approaches to ensure the nation’s continued security.6 The
NSS from 2010 further defines liaison as comprehensive
engagement that involves U.S. defense, diplomatic and
intelligence agencies actively seeking opportunities for
cooperation with foreign partners in areas of mutual
interest.7 For comprehensive engagement beyond our
borders to have a chance of success, counterintelligence
and liaison officers within our borders must integrate
planning and cooperate at the operational level.
The importance of liaison is underscored by its impact on
the U.S. Global War on Terrorism. In 2005 the Central
Intelligence Agency (CIA) Deputy Director of Operations
testified to Congress that “virtually every capture or killing
of a suspected terrorist outside Iraq since the Sept. 11, 2001
attacks – more than 3,000 in all – was a result of foreign
intelligence services’ work alongside the agency.”8 As this
article will demonstrate, liaison between the U.S. and
Pakistan aided in capturing 9/11 mastermind Khalid Sheikh
Mohammad and ultimately led to the operation that found
Usama Bin Laden. However, this success was not due to
liaison alone. Pakistani services represented significant
counterintelligence threats that needed to be mitigated
before liaison activities could be successful.
Counterintelligence threats fall into two broad types, the
unintended disclosure of sensitive information, also known
as information defection, and hostile recruitment or
“penetration” by a foreign service. The most infamous
example of a counterintelligence threat to liaison operations
Vol 32, No 2

is the case of CIA officer Aldrich Ames. The Soviet Union’s
KGB recruited Ames after a series of officially sanctioned
liaison meetings in 1985.9 After the end of the Cold War,
Ames continued to spy for the Russian SVR. Ames’ decade
of treachery resulted in significant information defection that
led to numerous deaths and disinformation that reached the
highest levels of the U.S. government. The CIA’s 1994
damage assessment of the Aldrich Ames spy case reveals
that the KGB/SVR executed at least nine highly placed CIA
agents and discovered the true identities of numerous U.S.
intelligence officers. Perhaps most importantly, the KGB/SVR
fed disinformation to surviving assets that resulted in at
least 95 inaccurate human intelligence reports which helped
form policy actions of high-level U.S. decision-makers.10
With such devastating consequences, counterintelligence
officers are justified in viewing foreign liaison contacts with
suspicion. However, given the importance of liaison in filling
critical intelligence gaps, simply limiting foreign contact and
information flow is not a sufficient answer.

WHAT MAKES FOREIGN LIAISON
EFFECTIVE?

I

ntelligence literature related to foreign liaison is extremely
limited, probably a result of the perceived need of
governments to keep such activity secret.11 Richard
Aldrich, a professor of international security at the
University of Warwick, suggests that this limitation could be
a reflection of the intelligence cycle itself, in which liaison
plays a role throughout but does not have a niche to call its
own.12 A review of the literature identifies both positive and
negative factors that influence the effectiveness of
intelligence liaison and many of these factors imply an active
counterintelligence component.13
The literature revealed fourteen factors that positively
influence the effectiveness of liaison (Table 1-1). The
relative importance level of each factor was determined by
how frequently authors mentioned them in the literature.14
Table 1-1: Positive Factors Influencing Liaison
Positive Factors
Trust
Cultural Insight
Reciprocity
Desirability of Releasable Information
Multilateral Exchange Process
Partner Access
Goodwill/Affinity
Operational Relevance
Formal Exchange Mechanisms
Bilateral Exchange Process
Bargaining Methods
Hierarchical Exchange Process
Complex Exchange Mechanisms
Symmetric Exchange Mechanisms

Importance Level
High
High
High
High
High
Moderate
Moderate
Moderate
Moderate
Moderate
Low
Low
Low
Low

evitiso
P

More authors mentioned the importance of trust than any
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other single factor. Partner access was scored “moderate.”
However, if all variations of “access” were grouped together
– access to restricted countries, access to unique territory,
and access to new/unique sources – it would fall into the
“high” category.
The literature also highlighted factors that tend to negatively
influence liaison. Table 1-2 depicts five factors that
negatively influence the process and outcome of intelligence
liaison. As with the previous table, the importance levels of
negative factors were scored based on how frequently they
were mentioned in the literature.

are often the only source for access to a specific location
or human intelligence target. Cialdini characterizes
“likability” as more than conscious awareness that the
other party seems like a nice person. Rather, it is a
subconscious affinity for a social relationship based on
degree of similarity, esteem building, and cooperation on
mutual goals. If these three traits are maximized, likability
will develop over time. An example of “likability” in action
comes from the Five Eyes (FVEY) intelligence coalition
developed in the 1940s. This multilateral partnership was
based on a common language and culture, compatible
goals, and a sharing of esteem related to allied success in
World War II and the Cold War.

Table 1-2: Negative Factors Influencing Liaison

Negative Factors
Information Defection/CI Threats
Trust (Transitive)
Asymmetric Exchange Process
Anarchic Exchange Mechanisms
Multilateral Exchange Process

Not surprisingly, information defection was the most
frequently cited negative factor. Of note, however,
transitive trust was identified as a negative factor. This
category of trust occurs when a partner is appropriately
trusted in one situation and has trust “transferred” to a
different situation. Transitive trust can also take place
when a highly trusted partner vouches for a third party. In
either case, transitive trust can be a harbinger of disaster.
The fact that trust can be either a positive or negative
factor reflects the central role it plays in liaison
relationships, both when it works and when it fails.
Social psychology offers a rich perspective on the
biological underpinnings of trust in liaison and
negotiation. Robert Cialdini, professor of psychology and
marketing at Arizona State University, contends that the
science of persuasion in negotiations is well
understood. 15 He cites a body of research that identifies
six traits of social interaction correlated to success in
negotiation as part of liaison in business or government:
reciprocity, scarcity, authority, consistency, likability, and
consensus.16 All of these traits play a role in intelligence
liaison, but those mentioned most frequently in the
intelligence literature are reciprocity, scarcity, and
likability. Cialdini defines reciprocity as the social
expectation of a future good and suggests it is the trait
most likely to predict future success in negotiation. 17 The
intelligence literature defines a similar concept as “give to
get.” Scarcity refers to the possibility of losing access to
a unique or rare commodity if negotiation fails. Scarcity is
a key aspect of intelligence information. Liaison partners
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The fact that trust can be either a positive
or negative factor reflects the central role it
plays in liaison relationships, both when it
works and when it fails.

Importance Level
High
High
Moderate
Moderate
Moderate

Roderick Kramer, professor of organizational behavior at
Stanford University, highlights biological influences on
development of human trust.18 He defines trust as a
biological need to engage and be engaged in a social
context. This need is hard-wired in the human brain with a
propensity to trust as the default disposition. Kramer
recounts scientific studies that demonstrate how people
engaged in positive group situations automatically
develop bonds of trust with other members of the group.19
At the molecular level, such situations release a high level
of oxytocin in the brain that helps to bond members of the
group and increase trust. Clinical studies demonstrate
that a simple act of physical contact, such as shaking
hands, releases oxytocin that results in a subconscious
building of perceived trust. Kramer suggests that this
predisposition to trust may have served humanity well in
the past, but it can be counterproductive in situations in
which a member of the group intends to deceive.20 Once
someone is determined to be trustworthy, a human’s
psychological predisposition to justify initial judgments,
known as confirmation bias, makes change difficult and
often causes him or her to ignore signs that trust may not
be wise. To address such situations, humans have
developed tempered trust, an ability to appropriately
judge people who warrant continued trust. In a
counterintelligence perspective, tempered trust may be
better termed appropriate trust.
As mentioned previously, trust can be transferred from
one individual to a third party. This form of trust, known
as transitive trust, can pose problems. For example, a
trusted friend may introduce a new person into a social
group. The individuals in the group perceive the new
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person as trustworthy based on the friend’s reputation.
The reality is that the new person is a stranger who does
not necessarily warrant trust. The impact of transitive
trust can be seen in numerous case studies from the
intelligence literature. For example, the 2009 terrorist
bombing at the CIA base in Khost, Afghanistan, was
facilitated by transitive trust. A trusted Jordanian
intelligence officer was allowed to bring an unvetted
human source onto the base.21 Given Jordan’s reputation
as a trusted ally, routine security procedures were waived
allowing the source to detonate a suicide vest claiming
the lives of seven CIA officers and a Jordanian official.22
Given the biological underpinnings of socially
constructed trust, it seems clear that basic
counterintelligence protocols must be followed no matter
the situation or partnership.

The United States-United Kingdom (U.S./
UK) relationship presents liaison in its
best-case, cooperative form. A study of the
Colombia-U.S. relationship during the
height of the drug war represents a hybrid
of cooperative and competitive liaison,
while the case of Pakistan-U.S. liaison
during the global war on terror depicts a
competitive or worst-case situation.
Finally, Kramer identifies the concept of swift trust. 23
Personal relations can take time to develop in situations
where tempered trust is employed by one or both parties.
In such cases, the formal role that the individual
represents can transfer trust quickly from the agency to
the individual. Most intelligence liaison relationships
begin with this situation, with more personal levels of
trust developed over time.

CASE STUDIES

T

he following three case studies present three different
categories of foreign intelligence liaison relationships
and depict key factors of liaison effectiveness in realworld situations. The United States-United Kingdom
(U.S./UK) relationship presents liaison in its best-case,
cooperative form. A study of the Colombia-U.S.
relationship during the height of the drug war represents
a hybrid of cooperative and competitive liaison, while the
case of Pakistan-U.S. liaison during the global war on
terror depicts a competitive or worst-case situation.
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Cooperative Liaison – U.S./UK Case Study
The U.S./UK intelligence relationship represents an
exemplar of foreign liaison. The close cooperation
embodied by U.S./UK liaison has influenced the outcome
of two world wars, the Cold War, and the ongoing
struggle against nuclear proliferation and transnational
terrorism. Close personal ties between the social and
political elite of the two countries provided cultural
insights, trust, and goodwill that encouraged
cooperation.24 U.S./UK liaison emerged out of a unique
set of circumstances and affinity that would be difficult to
replicate in partnerships between other countries.
However, a review of the U.S./UK relationship provides
important insights into the nature of counterintelligence
support to liaison that helped maximize reciprocity, and
provided mechanisms to limit information defection during
periods of conflict.
The U.S./UK relationship developed out of state-level
cooperation during World War I.25 While the UK faced a
significant geopolitical threat from the Central Powers, the
U.S. strategic position was less clear. Initially, the U.S.
chose neutrality over active military cooperation with the
UK. It was only after the tragic torpedoing of the
passenger liner Lusitania that President Woodrow Wilson
was able to frame the conflict as a matter of moral
imperative and win political support for the war. The U.S.
entered the conflict several years after it began, and faced
a steep learning curve when it came to intelligence. In
particular, U.S. counterintelligence capability was
significantly lacking. German military intelligence had run
roughshod over the Americans in the years before the
U.S. officially entered the war. The Germans had
conducted numerous hostile actions inside the United
States, including the sabotage of ammunition outloads at
Black Tom Island in New York and development of
weaponized anthrax at a clandestine lab in suburban
Bethesda, MD. 26 U.S. officials looked to the UK for
assistance in developing a wartime intelligence
capability.27 The British experience with
counterintelligence and signals intelligence (SIGINT)
translated into expertise shared with Americans.28 The
potential for information defection was a key variable that
limited early UK exchanges with the United States. While
the earliest U.S. intelligence service predated World War I
(the Secret Service), it was primarily focused on internal
threats and unaccustomed to foreign antagonists. Great
Britain offered new counterintelligence tools to fight
foreign enemies. U.S. military intelligence worked closely
with the predecessor agencies to the British intelligence
services: Mi-6, Mi-5, and Government Communications
Headquarters (GCHQ). The British provided the
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Americans in-depth training in SIGINT and
counterintelligence at resident courses in England, and as
a result U.S. intelligence capabilities improved.29
The special relationship at this point was decidedly
unequal. In an early intelligence success, Great Britain
had tapped underwater cables connecting Europe to the
United States. As a result, British intelligence was able to
read sensitive cables related to U.S. and German foreign
policy and military strategy.30 British intelligence shared
translations of sensitive German documents when it was
to their benefit (such as with the Zimmermann telegram),
but did not disclose the extent to which it was exploiting
sensitive U.S. information. Great Britain’s access to
sensitive U.S. diplomatic cables helped build trust in the
U.S. government as an ally.
The intelligence relationship between the United States
and Great Britain continued into the World War II era.
However, the state-level relationship transformed at this
point. The United States’ economic and military power
eclipsed that of Great Britain, increasing the relative
strength of U.S. intelligence. While each country shared
the common strategic goal of stemming the onslaught of
Nazi Germany, the Americans were now in position to
demand more from the relationship. Over the course of the
war, the U.S. took over the role of senior partner in the
American/British arrangement. In the post-war
environment, the special relationship transformed global
U.S./UK cooperation into a network dedicated to
stemming the rise of communism.

The U.S./UK partnership has demonstrated
remarkable resilience in adapting to
shifting strategic goals...
The U.S./UK partnership has demonstrated remarkable
resilience in adapting to shifting strategic goals, from the
defeat of Imperial Germany, to that of Soviet Russia, to
the current policing of the international order against
terrorism, rogue regimes, and non-state actors. This
relationship has also survived significant
counterintelligence challenges as demonstrated by the
ECHELON leaks of the 1990s. ECHELON was a U.S./UK
SIGINT-sharing relationship developed in the 1980s to
target Soviet activity.31 It was alleged to involve the U.S.
and UK intercepting telephone communications of targets
across Europe. As part of an operational agreement, the
U.S. would not read intercepts of British communications
while the UK extended the same consideration to the
United States. In the 1980s a Soviet mole, Geoffrey Prime,
was uncovered within GCHQ.32 Subsequent investigations
determined he had disclosed significant information to the
American Intelligence Journal

Russians related to ECHELON. Through information
compartmentation, Prime did not have access to all
intelligence related to ECHELON. Much of what he did
have access to, however, was subsequently leaked to the
press. This led to a significant political controversy and
national soul-searching similar to the more recent
Wikileaks and Snowden disclosures. The European
Union, through the ostensible leadership of France, called
on the UK to end this program and sever its “special
relationship.” However, senior political and intelligence
figures from both the U.S. and UK launched a public
relations “counterattack” that dampened opprobrium.
The former director of the CIA, R. James Woolsey, wrote
an opinion piece published in a major newspaper that the
U.S./UK alliance was forced to “spy” on French officials
only because they were corrupt and susceptible to
bribes. 33 Public opinion may have also been influenced by
what H. Bradford Westerfield viewed as a tendency for
the public to approve of more distant satellite-based
spying over “messy” human intelligence-related
operations.34 The U.S./UK relationship survived the
ECHELON controversy given the deep integration of U.S.
and UK intelligence institutions and the support of senior
political leadership from both sides of the Atlantic.
Observations
Several factors contributed to the success of the U.S./UK
relationship. It will likely survive well into the future despite
shifting strategic conditions given the prevalence of cultural
insight, affinity, and trust. A significant lesson may be drawn
from the U.S./UK partnership with relevance for other liaison
relationships. First, a fear of information defection need not
prevent cooperation. As demonstrated in the beginning of
the U.S./UK relationship, partners often view each other with
suspicion until effective counterintelligence measures are
implemented to prevent information defection. The UK’s
tapping of telegraph cables to the U.S. during World War I
provided valuable counterintelligence information that helped
build trust. Occasionally, serious disclosures take place,
even with the most trusted of allies. Compartmentation and
post-leak strategic communication strategies can be effective
in limiting the scope of such damage.
The case of U.S./UK liaison is unique in that it is characterized
by exceptional historical circumstances and a common
heritage. The following section details a liaison relationship
based on a combination of common interests and conflicting
objectives. The Colombia-U.S. relationship represents a
hybrid form of liaison, taking place within a geopolitical
environment that shifted between periods of cooperation
and competition.
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Hybrid Liaison – U.S./Colombia Case Study
The partnership between counterintelligence and foreign
intelligence liaison played a critical role in the U.S.
government’s prosecution of the drug war in Latin
America from the 1970s through the 2000s. As a primary
node linking coca production with international trafficking
routes, Colombia was an essential partner in counterdrug
(CD) operations. A close review of the disruption of two
powerful Colombian drug cartels, the Medellin Cartel and
the Cali Cartel, demonstrates that U.S. liaison with
Colombia’s military and civilian agencies was improved by
robust counterintelligence support.

The state-level relationship between the
United States and Colombia has moved
between periods of cooperation and
competition.
The state-level relationship between the United States
and Colombia has moved between periods of cooperation
and competition. A U.S.-sponsored revolt in the
Colombian province of Panama at the turn of the 20th
century undermined the early relationship. However, with
common economic and ideological interests between
Bogota and Washington, DC, the two nations forged
strong ties after World War II that have lasted into the
post-Cold War era.
When President Richard Nixon declared a worldwide war
on drugs in 1971, Colombia was a natural partner. It was
strategically located in the heartland of the Andean coca
cultivation region and the Colombian government was
firmly against narcotics use. Bogota outlawed cocaine and
opium trafficking as early as 1936. Throughout the 1970s
bilateral CD cooperation between the U.S. and Colombia
continued to build. The U.S. Drug Enforcement
Administration (DEA) led CD intelligence liaison at this
point, working primarily with the Colombian National
Police (CNP).35 The Central Intelligence Agency (CIA)
and Department of Defense (DOD) played smaller roles in
Colombian liaison early on, as they were occupied with
countering Soviet influences in South America rather than
the nascent war on drugs. 36 During this time, active liaison
was limited to exchanges between DEA and the CNP.
Tactical intelligence was developed by the CNP, shared
with DEA, and used in specific operations to interdict
vessels and aircraft smuggling primarily marijuana into
Florida. Through the White House’s Office of National
Drug Control Policy (ONDCP) budget, DEA provided CD
training to hundreds of CNP officers, furnished $6 million
worth of equipment, and helped in drafting an extradition
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agreement.37 Interagency liaison grew more complex over
time as trust between DEA and the CNP developed at the
working level.
In the late 1980s, drug trafficking networks became
increasingly organized. At the same time, traffickers
shifted from smuggling marijuana to production of
cocaine given the higher revenue it generated. Since
cocaine had a higher value per unit of weight than
marijuana, smugglers could ship smaller loads that were
difficult for law enforcement to interdict. Traffickers were
able to form powerful drug cartels to protect processing
centers and the massive profits they generated. Drug
kingpins were now able to fund armies of sicarios38 to
intimidate other traffickers and Colombian officials. To
safeguard operations, law enforcement officials were
offered plata o plomo (money or lead) to look the other
way. In this environment of terror, the cartels destabilized
Colombia’s political process and subverted the rule of
law. The national security of both Colombia and the
United States was threatened by the power of the cartels.
The issue was brought to the fore in August 1989 when
the Medellin Cartel assassinated a Colombian presidential
candidate and issued a written declaration of war against
the government. Multiple bombings and murders rattled
Medellin and Bogota.39 The head of the Medellin Cartel,
Pablo Escobar, promised to unleash a reign of terror
unless the government overruled a pending extradition
treaty with the United States.40 Colombia was a nation
under siege by a new form of violent intimidation, narcoterrorism.
To address this threat, President George H.W. Bush
issued National Security Decision Directive 18 on August
21, 1989. It explicitly stated that assistance would be
provided to police, military, and intelligence officials in
the Andean Ridge41 to pursue drug trafficking
organizations with all lawful means available to the U.S.
government (USG). 42 This included a $2 billion
supplemental budget request to fund ONDCP’s strategic
counterdrug plan. It also tasked the CIA with direct
intelligence support and DOD with a training and
operational support role. NSDD 18 specifically limited the
role of DOD service-members; they could not participate
in actual counterdrug operations.
NSDD 18 also designated $5.5 million for Colombian
intelligence support, whereas previously the USG had not
set aside a specific budget line item for this type of
support. The National Security Council (NSC) expected
this increased funding to improve intelligence collection
and analysis as a means to target specific trafficking
networks and cocaine production infrastructure. At the
time NSDD 18 was drafted, the NSC was primarily
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concerned with the Medellin Cartel. NSC staffers believed
independent trafficking networks posed a secondary
threat given their low volume of cocaine movement. Of
interest, Colombian law enforcement funding was reduced
in the new budget request to $10.2 million from $14.2
million in the previous budget. This reflects a conscious
shift in strategy away from the reactive law enforcement
tactics of the past to a preventive approach. The new
paradigm was based on the view that a comprehensive
approach employing all tools of government was the only
way to defeat the traffickers and prevent them from
relocating to a different country where they could
establish a new base of operations. In addition, the U.S.
President increased Colombian military assistance to $39
million from $21.5 million, a growth of 81%. NSDD 18
marked a steep escalation in the war on Colombian cartels.
Bilateral ties between Colombia and the United States
moved from a simple reactive model to a complex
multiagency relationship. The directive further required
the USG to work with and through Colombian liaison
partners rather than to act unilaterally.
Takedown of the Medellin Cartel
With the Medellin Cartel designated as a national security
threat, the full weight of U.S. government assistance was
provided to newly elected Colombian President Cesar
Gaviria in 1989. President George H.W. Bush announced
his intent to take on the Medellin Cartel via a nationally
televised speech on September 6, 1989, in which he
promised the United States, “(would) not leave our brave
friends in Colombia to fight alone.”43 This address
underscored U.S. commitment and helped build the
credibility of American liaison officers in the eyes of the
Colombians.
U.S. intelligence agencies completed a shift to a complex
liaison structure in which military, economic, and judicial
resources were leveraged against traffickers. Both DOD
and CIA dramatically increased the size of
counterintelligence and liaison operations. Under the
leadership of Colonel Jerry Boykin, the U.S. Army’s Delta
Force helped establish and train the intelligence
component of the 600-person CNP task force known as
the Search Block (Bloque de Busqueda).44 CIA
counterintelligence specialists helped vet potential Search
Block members. Delta Force operators played a critical
role in enhancing Search Block tactics. As a result, the
Search Block transitioned from a ragtag group of
provincial police officers into a world-class fugitive
hunting team.45 Along with Delta Force operators, the
DOD deployed a technical intelligence collection team
known as Centra-Spike that provided tactical intelligence
to the Search Block.46 Additionally, the U.S. Southern
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Command (USSOUTHCOM) provided tactical analysis
teams, mobile training teams, and ground-based radar
equipment that aided overall CD efforts.47
[Editor's Note: COL Boykin's career later culminated with
his service as a 3-star in the key position Under Secretary
of Defense (Intelligence) for Warfighter Support. Now
retired, LTG Boykin teaches intelligence and national
security courses at Hampden-Sydney College, following
in the footsteps of LTG (Ret) Sam Wilson, former DIA
Director and President Emeritus of Hampden-Sydney.]
The CIA also increased counterintelligence and liaison
efforts focused on the Medellin Cartel. CIA officers
recruited new sources and worked with the CNP on joint
collection operations. Additionally, the CIA began to vet,
train, and equip a specialized CNP SIGINT directionfinding team that, when working in conjunction with
Centra-Spike, could geolocate high-value Cartel targets.
Liaison officers passed this intelligence to the Search
Block so it could take direct action. Search Block
operations cued by Centra-Spike and CNP SIGINT
decimated Cartel leadership throughout the early 1990s.
By 1992, twelve Medellin Cartel leaders had been killed or
captured.
Liaison was not without risk of intelligence leaks. The
Medellin Cartel discovered how the Search Block’s tactics
had been so successful when President Gavaria’s office
leaked the transcript of a communications intercept to the
press. The U.S. State Department was compelled to give
President Gaviria the intercept since it involved Cartel
members discussing a plan to assassinate a presidential
candidate. Subsequently, Cartel members practiced better
operational security when speaking on wireless phones,
and targeting became more difficult.
By 1993, Pablo Escobar was increasingly isolated. With
disruption of the Cartel’s narcotics production, his access
to money and influence was in decline. Feeling the noose
tightening around him, Escobar attempted to get his
family out of the country. In October of that year, he
staged them in a hotel in Bogota while he made travel
arrangements. Liaison officers set up Centra-Spike and
CNP SIGINT operations anticipating Escobar’s inevitable
final phone call to his family. When it came through, his
cellular phone was detected in the Medellin neighborhood
of Los Olivos and the Search Block was sent in to arrest
him. He was killed while attempting to escape.
The Medellin Cartel was effectively destroyed at this
point. It never again wielded the same amount of power,
and as a result narcotics trafficking-related civilian deaths
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decreased significantly in 1993.48 Some of the remaining
Cartel members continued low-level trafficking operations,
but the weight of Colombian cocaine trafficking shifted
south, to Cali. The success of the Medellin operation is
directly attributable to capabilities created through
counterintelligence support to liaison: the Search Block,
Centra-Spike, and CNP SIGINT.
Takedown of the Cali Cartel
With the demise of the Medellin Cartel, small-time
traffickers in Cali sensed an opportunity to take over the
cocaine market. Gilberto Rodriguez Orejuela and his two
brothers constructed an organization with steady access
to cocaine base and an international transportation
network. By 1994, the Cali Cartel controlled 80% of the
world’s cocaine supply.49
Whereas their Medellin predecessors preferred violent
intimidation, the Cali bosses disliked violence and preferred
offering bribes to officials and payoffs to the competition.50
During the 1980s and early 1990s, the Colombian
government considered the Cali Cartel a second-tier threat in
comparison to Pablo Escobar’s Medellin Cartel. As a
consequence of this lower profile, Cali leaders were able to
quietly pay off regional and national officials and extend
their influence throughout the country.51 By the time they
were perceived as a threat, the Colombian government was
nearly powerless to act.
In 1994 Colombia elected Ernesto Samper as President on an
antidrug platform. However, once in office he pursued a
policy of accommodating traffickers in an effort to prevent
the violence of the 1980s and early 1990s from returning. As
a result, state-level relations between the United States and
Colombia became more competitive. The U.S. State
Department decertified Colombia as a CD partner on March
1, 1996, and again in 1997 given concerns that President
Samper was colluding with Cali Cartel members and was not
a trustworthy partner in the war on drugs.52 Controversy
peaked when the Colombian press reported that recovered
audiotapes documented that President Samper bankrolled
his 1994 election campaign with Cali Cartel money.53 The U.S.
decertification of Colombia led to a temporary suspension of
some bilateral programs and financial assistance. President
Samper reciprocated by threatening to halt cooperation with
DEA and CIA. However, U.S. ties to key Colombian
agencies such as the Fiscalia General (similar to the U.S.
Attorney General’s office) continued during heightened
diplomatic tensions.54 The U.S. government conditioned
continued assistance on progress against the Cali Cartel.
Despite increasingly antagonistic state-level interactions,
intelligence liaison and operational cooperation on CD
targets continued. The intelligence liaison system set up in
Vol 32, No 2

1989 weathered the political storm. Given the increased
likelihood of corruption within Colombian military and law
enforcement, CIA and DEA sent counterintelligence officers
to vet a new Search Block unit.55 This new team provided
the CNP with surveillance equipment and intelligence. CIA
polygraphers and counterintelligence officers were brought
into the country to ensure Search Block members were not
recruited by the cartels and that key details of operations
were not leaked. When U.S. intelligence identified telephone
numbers of Search Block members in contact with cartel
targets, the information would be passed to the CNP to take
appropriate action. This counterintelligence support was
critical in preserving the integrity of Search Block
operations.
These liaison efforts quickly bore fruit. Over a period of
eight months in 1995, the Search Block mounted a surge
operation across Cali, hitting the Cartel’s base of power.56
The CNP conducted raids around the clock, with as many as
30 taking place in one day. Intelligence teams were brought
in to evaluate information discovered at raid locations. This
information produced additional leads and more arrests.
By the end of 1995, the Search Block had arrested all six of
the Cartel’s senior lieutenants, including Gilberto Rodriguez
Orejuela and his brothers.57 This operation was possible
only through effective counterintelligence support to liaison
among DEA, CIA, and the CNP. In his 2003 memoirs, the
leader of CNP’s Cali Search Block (and later Director General
of the entire CNP), Rosso Jose Serrano Cadena, attributed
his unit’s success directly to the intelligence liaison
relationship he had with the U.S.: “Intelligence capabilities
were the decisive aspect of the operation that led to the
capture of the Cali cartel.”58
Observations
As demonstrated by the takedowns of the Medellin and Cali
Cartels, counterintelligence made liaison more effective
through enhanced trust, improved effectiveness of CD
operations, and increased internal security. General
Serrano’s public comments regarding the rapport established
between the CNP and U.S. intelligence agencies confirm that
liaison helped maintain high levels of trust behind the
scenes even during the height of a state-level diplomatic
dispute over decertification. CIA counterintelligence
support played a pivotal role in rooting out law enforcement
officers corrupted by the Cali Cartel, thereby ensuring the
integrity of CD operations. Colombia’s internal security was
greatly improved as a result of liaison support.
The U.S. government’s experience with the Medellin and Cali
Cartels represents lessons for conducting effective
intelligence liaison. Common interests and effective
counterintelligence helped sustain trust during periods of
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heightened tensions. The U.S.-Colombian relationship
endured state-level counternarcotics decertification, SIGINT
information leaks, and human intelligence operations
compromised by Cartel penetrations. Through all of these
situations, counterintelligence mechanisms helped validate
liaison partnerships and ensured that joint operations
continued.
Competitive Liaison – U.S./Pakistan Case Study
As discussed in the Colombia case study, effective foreign
intelligence liaison supports U.S. national security by
providing valuable information and the tools for
policymakers to take action. A close review of the
competitive liaison relationship between the United States
and Pakistan will highlight how divergent national interests
can undermine the effectiveness of liaison. However, it will
also demonstrate that when a liaison relationship is based on
targets of mutual interest, buttressed by a robust
counterintelligence infrastructure, state-level posturing
becomes less important. The liaison relationship with
Pakistan is arguably one of the U.S. government’s most
important foreign relationships despite a history of
competition.59

The relationship between the United States
and Pakistan has tended toward
competition as a result of divergent national
outlooks.

This section presents two counterterrorism (CT) cases
highlighting key factors that influenced effective outcomes
despite a competitive liaison relationship. The capture of 9/
11 mastermind Khalid Sheikh Mohammad (KSM) through
CIA’s joint operation with the Pakistani Inter-Services
Intelligence agency (ISI) demonstrates how quickly
counterintelligence-enabled liaison is able to fill intelligence
gaps in support of time-sensitive policy requirements. The
successful operation to find Usama Bin Laden (UBL)
provides an example of how information obtained through
such liaison played a critical role in achieving the ultimate
objective.
The relationship between the United States and Pakistan has
tended toward competition as a result of divergent national
outlooks. U.S. interests lie in establishing a worldwide
democratic order based on secular law and open markets.
Islamic Nationalism is a key driver of the political culture of
Pakistan and influences the government’s laissez faire
approach to Islamic extremism and suspicion of secular
democratic institutions.60
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Pakistan’s status as a former British colony drives a sense of
independence and a deep distrust of global economic
integration. Despite conflicting interests, brief periods of
state-level cooperation between the U.S. and Pakistan were
possible during the Cold War and the early phase of the U.S.
global war on terror. This cooperation was based on shared
interests in limiting Soviet influence in Afghanistan in the
1980s and Taliban activity in western Pakistan and
Afghanistan in the early 2000s.
With the terror attacks of 9/11, Pakistani President Pervez
Musharraf viewed unbridled extremist activity as an internal
threat and promised to assist the United States in eliminating
Al-Qaeda from its safe area in Afghanistan.61 Pakistan
shifted 150,000 troops to the Afghan border, leaving a
smaller force of 100,000 troops in the Kashmir-India region.62
Given the existential threat India posed in the minds of
Pakistani generals, this gesture was a significant commitment
to the U.S. war on terror. The 50,000 casualties Pakistan
sustained as a result of its attempts to counter Al-Qaeda and
other extremists since 9/11 belies the degree to which
Pakistan committed itself to the partnership. The U.S.
followed up with its commitments as well, providing $3
billion in aid in 2002 alone. In the six years from 2003 to 2009,
the U.S. provided $10 billion in assistance, a substantial
increase that was nearly three times the amount it gave to
Pakistan after the Soviet invasion of Afghanistan. In
exchange, President Musharraf outlawed two powerful
Islamic militant groups: Lashkar-e-Taiba (LET) and Jaish-eMohammad (JEM).63 These groups were responsible for
supporting the ongoing conflict in Afghanistan and
initiating the Pakistani Taliban movement in Waziristan,
which was also associated with the Haqqani terrorist
network. However, these groups often operated under the
aegis of the Pakistani ISI with the support of mainstream
political parties.64 They were used as a proxy force to
counter Indian influence in Kashmir and to form postconflict political arrangements in Afghanistan. As
cooperation with the U.S. intensified, the Haqqani Network
opposition increasingly took the form of violent insurrection
that destabilized Waziristan and the Federally Administered
Tribal Areas (FATA) of western Pakistan.
The extensive cooperation between the U.S. and Pakistan
during this period resulted in a hierarchical liaison framework
including CIA, DOD, and the State Department. This
partnership led to the establishment of airbases, logistics
networks, extensive intelligence exchange systems, and the
extradition or elimination of hundreds of terrorism
suspects.65 Since many LET and JEM terrorist suspects had
strong connections with Pakistan’s military and political
establishment, President Musharraf likely felt compelled to
offer Islamists a deal in an effort to sustain support from
powerful Islamist political parties. In a bargain reminiscent of
the FARC sanctuary created in Colombia, President
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Musharraf signed a peace deal with militants in September
2006 that effectively offered Waziristan to the Haqqani
Network in exchange for peace.66 Over the next year,
extremists would commit over 50 terrorist attacks, killing
more than 3,500 Pakistanis.67 With Pakistan effectively
imploding during the spring of 2007, the military was
forced to respond. In July 2007, the Army assaulted the
extremists’ symbolic base of power, the Red Mosque.68
The attack caused hundreds of deaths and soured public
opinion against the military government. With the
assassination of former Prime Minister Benazir Bhutto in
December 2007 and allegations of government complicity,
President Musharraf’s fate was sealed.69 Within a year he
was ousted from power. A relatively weaker civilian
government led by President Asif Zardari took the reins
of power away from the military in September 2008.70
Takedown of Khalid Sheikh Mohammad (KSM)
It is within this context that CIA used its
counterintelligence-enabled liaison relationship with ISI
to locate and capture KSM. While competition between
governments strained the relationship, the common goal
in defeating Al-Qaeda led to reciprocal information
exchanges that helped build tempered trust. Over time,
this interaction led to operational relevance for both
partners. The 2003 arrest of KSM demonstrates that
liaison cooperation, even within a competitive state-level
environment, can lead to significant policy successes.

Success in the KSM mission grew out of a
2001 meeting between Jose Rodriguez, the
future Director of CIA’s National
Clandestine Service (NCS), and President
Pervez Musharraf.

Harvard University researchers Eric Rosenbach and Aki
Peritz have previously suggested that the capture of KSM
is a good example of effective liaison.71 In this operation,
a joint team of CIA officers and operatives from the ISI
captured KSM in Rawalpindi, Pakistan, in February 2003.72
The CIA successfully exfiltrated KSM to a U.S.-controlled
detention facility, marking a key victory in the U.S. war on
terrorism.73
Success in the KSM mission grew out of a 2001 meeting
between Jose Rodriguez, the future Director of CIA’s
National Clandestine Service (NCS), and President Pervez
Musharraf.74 At this meeting, Musharraf indicated he would
replace the director of the ISI with a general officer more
Vol 32, No 2

agreeable to cooperation with the Americans. This was a
key concession given CIA’s counterintelligence concerns
related to the ISI. Additionally, Musharraf promised
increased liaison cooperation in the hunt for Al-Qaeda
operatives including KSM. He sealed the deal by
immediately ordering the arrest of Rashid Rauf, a terrorist
wanted by the U.S. and the UK. Rauf was picked up
within 24 hours and the pattern for subsequent liaison
interaction was established.
ISI provided CIA the initial leads pointing to KSM’s
location in Pakistan. On March 28, 2002, ISI assisted CIA
in apprehending Abu Zubaydah, a key Al-Qaeda
facilitator who identified KSM as the 9/11 mastermind.75
While CIA previously knew that Zubaydah was in
Pakistan, it was not sure where. The agency had 14
possible locations based on telephone records. CIA
provided a sanitized list of possible addresses to ISI and
asked for assistance. ISI quickly determined that one of
the addresses, an empty lot, was not correct and told CIA
that the telephone number was associated with a
neighboring house.76 With this information from ISI, the
CIA subsequently determined this address was
Zubaydah’s safe-house.77 As a result, a joint CIA-ISI
operation successfully captured Zubaydah with ISI taking
several casualties during the raid. Debriefs of Zubaydah
identified KSM’s role in Al-Qaeda and provided clues to
his location.
Despite this overt cooperation, the CIA needed to walk a
fine line in sharing information with ISI as part of the
KSM operation. CIA had concerns that low-level members
of ISI were cooperating with Islamic extremist groups.78
Subsequent news reports have suggested this fear was
well-founded. Reportedly, a compartmented ISI team
actually ran LET, JEM, and Haqqani Network assets while
a separate ISI team worked with CIA against the same
extremists.79 CIA incorporated these concerns in planning
the KSM operation. It gave ISI the address of the house
for the upcoming raid, but did not identify the target as
KSM. For its part, ISI also had to navigate Pakistani
political sensitivities in order to share information. It
participated in the operation even though the address was
the house of an important figure in Pakistan’s Jamaat-EIslaami political party.80 While the raid was successful, it
expended much of the Pakistani government’s domestic
political capital and made future liaison operations more
difficult.
The capture of KSM represents a seminal achievement in
the U.S. global war on terror. Subsequent interrogations
of KSM and Zubaydah provided a treasure trove of
intelligence that disrupted plots, identified KSM as the 9/
11 mastermind, and provided leads that helped find UBL.81
As one measure of this impact, interrogations of KSM and
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Abu Zubaydah alone produced 26% of the intelligence
reports cited in the 9/11 Commission’s final report.82
Achieving these same results would have been nearly
impossible without effective, counterintelligence enabled
liaison between CIA and ISI. Unilateral actions in such an
environment, given the necessarily short timelines in
counterterrorism operations, were not a feasible
alternative. Developing such information with other
means would have required more time than U.S.
policymakers were willing to grant.
Takedown of Usama Bin Laden (UBL)
The mission to capture UBL—Operation NEPTUNE
SPEAR—would not have been successful without
counterintelligence-enabled liaison between the CIA and
ISI.83 This may seem counterintuitive given the UBL
operation was a unilateral covert action. However, several of
the leads used to piece together UBL’s ultimate location
resulted from the liaison relationship between the CIA and
ISI. The system of information reciprocity established
during the KSM operation continued to bear fruit even
during periods of heightened tension between the U.S. and
Pakistan. ISI’s cultural insight and access proved critical in
providing key intelligence. CIA’s ability to limit information
defection and exercise appropriately tempered trust were
also important factors that helped find UBL.
After nearly a decade, and despite a worldwide manhunt
employing all of the Intelligence Community’s ample
resources, the U.S. could not locate UBL. The CIA had few
leads. As of 2007, the limited information possessed by the
IC suggested UBL was in Pakistan’s autonomous tribal
region along the border with Afghanistan.

The CIA-ISI system of reciprocity
established during the period of goodwill
immediately after 9/11 likely helped sustain
the relationship during the “dry” period of
increasing drone strikes.
Compounding the problem, the CIA-ISI relationship hit a
new low in the period from 2007 to 2010. This was due to a
shift in U.S. national security policy that reemphasized
direct DOD military operations in Afghanistan and an
escalation of Predator “drone” strikes inside Pakistan.84
This caused significant strain on the liaison relationship
with Pakistan. However, even at this low point in June
2010, CIA and ISI began a new effort to monitor the cell
phone conversations of a group of Arabs suspected of
association with UBL. 85 The CIA-ISI system of reciprocity
established during the period of goodwill immediately
after 9/11 likely helped sustain the relationship during the
American Intelligence Journal

“dry” period of increasing drone strikes. As with the case
of Colombia, positive liaison interactions during
heightened periods of state-level competition take on
critical importance.
The CIA knew that one of the suspect Arab phone
numbers belonged to UBL’s former courier, Abu Ahmed
Al-Kuwaiti.86 CIA withheld the target’s identity but
provided the number to ISI, as it had done in the KSM
operation. ISI cooperated and provided the critical piece
of information that ultimately led to NEPTUNE SPEAR
and the death of UBL. During one of Al-Kuwaiti’s phone
calls to a relative, he suggested that he was working with
the same people he had before.87 This innuendo was
enough to show CIA analysts that he was in current
contact with UBL. CIA sent one of their Pakistani assets
to surveil Al-Kuwaiti. He subsequently led CIA to the
compound in Abbottabad where Seal Team Six eventually
killed UBL. 88 As the home of the Pakistani Military
Academy, Abbottabad was the last place CIA expected to
find UBL. Later news reports suggested ISI knew all along
where UBL was located, but the information was
compartmented to a handful of officers.89 While possible
that ISI leadership was not aware of UBL’s presence in
Abbottabad, Pakistan’s use of extremist proxies
represents a clear danger to future liaison engagement
with ISI, and highlights the critical role
counterintelligence played in the hunt for UBL.
Observations
As shown in the intelligence operations supporting the
takedown of Abu Zubaydah, KSM, and UBL, effective
liaison is possible even during periods of heightened
state-level competition. High-level contacts between CIA
and Pakistani leadership identified common goals and
converted the goodwill in the aftermath of the 9/11 attacks
into a system of information reciprocity. Even after
relations were strained as a result of increased drone
strikes, working- level cooperation continued. CIA
employed counterintelligence techniques to sanitize
information shared with ISI and limit information
defection. In terms of the UBL operation, ISI provided
cultural insights and access to targets that would have
been impossible to achieve unilaterally in the timeline
required by U.S. policymakers.
Eric Rosenbach and Aki Peritz offer a contrary opinion to
the argument that liaison provides decision-makers with
valuable information. They warn that the potential
Pakistani support of the Taliban calls into question the
validity of the information received from ISI.90 They
suggest that, since foreign services could provide
inaccurate or intentionally misleading information, liaisonderived reporting should not be used in sensitive
operations. This argument proves true for many situations
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in which state-level interests clash. However, it does not
account for the role counterintelligence-enabled liaison
played in the operations to find KSM and UBL. By
limiting key details provided to ISI, CIA minimized
information defection and helped build appropriately
tempered trust by pushing for a change in senior ISI
leadership immediately after the 9/11 attacks. This liaison
relationship provided critical intelligence needed in the
hunt for KSM and UBL.

secure while maintaining two-way communication with
ISI. Additionally, ISI’s use of compartmentation likely
kept critical details relating to CIA-ISI operations from
falling into the hands of extremists. This suggests that
effective counterintelligence techniques are a prerequisite
for conducting liaison in a competitive state-level
environment.

Rosenbach and Peritz are correct to warn that liaison with
Pakistan could provide disinformation due to ISI
collaboration with the Taliban. However, they are
incorrect to assert that liaison therefore needs to be
limited. As demonstrated in the UBL case, simply
sanitizing some of the details provided to ISI in a liaison
exchange produced the critical link between Al-Kuwaiti
and UBL’s compound.

he goal of this article has been to demonstrate that
counterintelligence enables effective intelligence liaison.
A common theme throughout the previous case studies
has been that the partnership between liaison and
counterintelligence is a necessary component of effective
intelligence operations in both cooperative and competitive
environments. Even in the relatively benign example of
cooperation between the U.S. and the UK, British
counterintelligence expertise played a critical role in shoring
up American counterintelligence practices early in the
relationship. This created a firm foundation that enabled
development of tempered trust. As seen in the case of U.S.Colombian liaison in the war on cocaine, cooperative liaison
frameworks established between intelligence agencies can
quickly shift to a competitive environment. This can be the
result of an intentional campaign conducted by an opposing
force, such as the Cali Cartel’s bribery campaign focused on
Colombian officials. It can also be the natural result of the ebb
and flow of domestic politics. Nowhere is counterintelligenceenabled liaison more important than in competitive situations
such as between the U.S. and Pakistan. Despite the likelihood
that elements of ISI aligned with violent extremists, CIA
employed simple counterintelligence techniques to derive
critical information necessary to neutralize members of AlQaeda’s key leadership.

The IC can learn several important lessons from the above
case study. First, the information provided through
liaison, even in a highly competitive state-level
environment, can prove critical to desired policy
outcomes. In the case of the KSM and UBL operations,
information provided by ISI was unique given the access
it had to extremist circles. For example, recent news
reports suggest that one of the reasons ISI did not assist
the Pakistani military in storming the Red Mosque in 2007
was that ISI had extremist assets inside the building
providing “blow-by-blow” reporting of the siege.91 Such
access is difficult to replicate, especially in time-sensitive
situations.
Second, counterintelligence-enabled liaison relationships
support operational responses. As was evident in the
case of Abu Zubaydah, rapid exploitation of intelligence
can drive operations and lead to a successful outcome.
The operational relevance of liaison cooperation fosters
goodwill and encourages reciprocity.
Third, high-level liaison, such as that between NCS
Director Jose Rodriguez and President Pervez Musharraf,
demonstrates how perceptions of legitimacy can
positively influence liaison relationships. This meeting
resulted in a promise to replace the head of ISI and
enhanced tempered trust between the highest levels of
the CIA and ISI. With senior-level “buy-in,” working-level
officers were more likely to develop the swift trust
necessary to pursue cooperation quickly.
Finally, the threat of information defection should not be
used as justification to forgo or terminate a liaison
relationship. As demonstrated in both of the above
cases, CIA use of relatively simple information
compartmentation techniques kept critical information
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SUMMARY

T

Most importantly, history demonstrates that the need to ask
allies and partners “what sort of people may you be?” has
continued over time and is likely to increase in the future as
globalization brings new threats to our shores.
Counterintelligence and liaison may be strange bedfellows,
but their successful integration is critical to our national
security.
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Pakistan, Militants, and the Bomb
by Erik D. Jens

INTRODUCTION

S

ince acquiring nuclear weapons in 1998, Pakistan has
adopted a secretive approach to nuclear security,
forcing U.S. planners to speculate as to the quality of
its safeguards and the chances of militants seizing
Pakistan’s nuclear weapons or fissile material. How the
United States calibrates its attitude toward Pakistan, both
before and in the immediate aftermath of a nuclear loss
event, will be critical for the prospects of the two
countries—and the world community—in recovering the
stolen weapons before terrorists are able to use them in
an attack on a (most likely) Western target. The capability
of terrorist organizations to effectively repurpose nuclear
weapons or materials is another subject of widely varied
speculation.
This essay focuses on the specific threat of militants
acquiring Pakistani nuclear weapons or fissile material,
and using them successfully against a Western target—
which, as discussed below, may not be one of the U.S. or
West European cities usually mentioned as obvious
choices for a terrorist nuclear attack.

he centerpiece of Pakistan’s nuclear security
apparatus is its 10,000-strong Strategic Plans Division
(SPD), created in 1998 by then-General Musharraf to
oversee his nation’s nuclear weapons program.1 In
addition to intensive counterterrorism, convoy security,
and other training provided to its guard force, SPD
maintains a personnel screening program reportedly
comparable to the United States’ Personnel Reliability
Program.2 SPD has significantly improved its personnel
numbers, training, and resources since 2009; U.S. officials
consistently express approval of Pakistan’s nuclear
security, qualified with concerns about the consequences
of a Pakistani government coup or other destabilizing
event. 3
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Pakistan’s nuclear security program includes a number of
all-too-effective measures specifically meant to prevent
the United States from locating, capturing, or destroying
Pakistani nuclear stockpiles. For example, U.S. nuclear and
security trainers and other experts are not allowed to visit
Pakistan’s nuclear weapons sites; Pakistani technicians
go to the United States for training.5 U.S. officials warn
that trying to capture Pakistani nuclear weapons in a
crisis would be at best “extremely difficult and highly
risky,” if not impossible.6 Even less reassuring is Harvard
Belfer Center’s assessment of Pakistan in 2012 as
remaining—despite major security improvements—at
“high [and] worsening” risk for nuclear theft.7

PAKISTAN’S PERMISSIVE ACTION LINKS:
A DANGEROUS ENIGMA

PAKISTAN’S NUCLEAR SECURITY
POSTURE AND TENSIONS
WITH THE UNITED STATES, 1998-2012

T

Pakistan’s nuclear weapons are reportedly stored
disassembled, with fissile cores separate from the rest of
the weapon. While this makes it more difficult for militants
to steal a complete nuclear weapon, a fissile core alone
might be easier to steal, for use in one or more “dirty
bombs.” In any case, Pakistan’s nuclear weapon storage
practices, how and where components are stored, and
nuclear weapon alert protocols remain matters for U.S.
speculation.4

U

.S. experts know almost nothing about the technical
details of Pakistan’s Permissive Action Links (PALs),
meant to prevent accidental or unauthorized use of
nuclear weapons. Pakistan has refused all U.S. offers of
PAL technology, reportedly (and plausibly) fearing that
the Americans would hide “kill switches” to remotely
disable Pakistani weapons.8 A 2009 Kennedy School
report warns that “if Pakistan employs PALs, they likely
would be weak, bypassable locks similar to earlygeneration U.S. devices that could be circumvented in a
crisis or conflict scenario.”9 In 2004 a Pakistani official
confirmed, without providing details, that his country’s
weapons were fitted with “code-lock devices,” possibly
with Chinese assistance.10 Little more information has
come to light since then.
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Complicating the question of Pakistani nuclear security is
its stated intent to develop a maritime nuclear capability to
counter India’s planned nuclear-capable submarine fleet.11
Pakistan’s planned “nuclear navy,” if it imitates the
American and British navies’ cultural reluctance to employ
PALs, could therefore create a new, major weak point in its
overall nuclear security posture.12

THREATS TO PAKISTAN’S NUCLEAR
BASES AND FACILITIES

A

number of dramatic assaults on Pakistan’s nuclear
bases and facilities in the last decade have raised
U.S. concerns about the prospects of a successful
militant operation to capture a nuclear weapon. While alQaeda might be the likely end user of stolen Pakistani
nuclear weapons or materials, the Pakistan-based militant
groups Lashkar-e-Taiba (“army of the pure”) and Tehrek-eTalibani probably represent the most immediate physical
threat to Pakistan’s nuclear bases and facilities.13

TERRORISTS IN POSSESSION: WHAT ARE
THEIR OPTIONS?

T

he first step for a nuclear weapon’s new owners would
be to transport it to a safe (for them) location. A group
capable of pulling off a nuclear heist is likely to be
sophisticated enough to understand how to shield
nuclear materials to avoid detection. Shielding, in turn,
would require a fairly large vehicle.16 If the Pakistani
government immediately informed the United States of its
loss—by no means a sure thing—U.S. troops could help
to seal quickly the entire Pakistani border, including (at
least on an emergency basis) the famously porous
northwest frontier. A vehicle would be limited to roads,
making interdiction far more likely. On the other hand, if
Pakistan conceals its loss of a nuclear weapon from its
allies, even for a few hours, the militants might well
successfully transport their prize across the border into
some remote region of Afghanistan, India, or Iran.

A number of dramatic assaults on
Pakistan’s nuclear bases and facilities in
the last decade have raised U.S. concerns
about the prospects of a successful militant
operation to capture a nuclear weapon.

The nuclear black market merits some discussion here.
Nuclear theft will almost certainly entail a black market
transaction. 17 No single militant group is likely to have the
intelligence resources to locate Pakistani nuclear
weapons, the ability to steal or take them by force, and
the technical skills either to defeat a weapon’s PALs or to
safely extract a weapon’s fissile core for use in a
radiological device.

A 2009 attack on Pakistani army headquarters by Tehreke-Talibani militants constituted a “virtual blueprint for a
successful attack on a nuclear weapons facility.”14
Evidence of insider collusion, sophisticated planning, and
the attackers’ successful penetration of the base all serve
to undermine Pakistani government claims that its nuclear
bases are invulnerable. Of course, actually escaping the
base with nuclear materials would be far more difficult
than merely fighting to a glorious death. Yet, the lessons
of this and similar attacks are clear. Pakistani officials
seem too glib by half in publicly dismissing such attacks;
militants may eventually learn enough from their mistakes
to mount a successful nuclear theft.

The state of the nuclear black market offers, somewhat
counterintuitively, hope for our side. Sales of nuclear
weapons are unlike other criminal transactions involving
conventional arms, drugs, or human beings, which all
involve “steady customers.”18 International criminals, well
aware that the going price for a nuclear weapon would
draw unwelcome attention to their finances, are unlikely
to jeopardize their connections (and lives) for any onetime deal involving a nuclear weapon and an unknown,
un-vouched-for buyer.19 It is important to remember,
however, that a loose-knit terror organization like alQaeda may be able to avoid the black market entirely, by
relying on the skills and resources encompassed by its
far-flung franchises.

Nuclear convoys might seem to present a fleeting
vulnerability to would-be attackers; however, such convoys
are heavily guarded by thoroughly vetted troops, making
insider collusion very unlikely. In addition, it would be very
difficult for attackers to secure, transport, and hide their
nuclear prize before government reinforcements (including
air assets) arrived to support a convoy under attack. Of far
greater concern is the practice, more common since the U.S.
incursion to kill Osama bin Laden, of transporting fully
assembled weapons in single, “low-profile” vehicles
between bases, including transiting large cities.15
Vol 32, No 2

Whether terrorists would be able to detonate a stolen
weapon is a difficult question, made more so by Pakistani
opacity regarding its PALs. U.S. nuclear safeguards are
diabolically difficult, if not impossible, to defeat; some
British bombs, at the other extreme, require only a coin to
open the bomb casing, and a locksmith to defeat the single
arming lock.20 One can only hope that Pakistani weapons
resemble the former more than the latter.
The two basic approaches to foiling a PAL are the same as
those facing any car thief: either pick the lock or bypass it.
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The latter poses the far more difficult real-world challenge,
“as complex as performing a tonsillectomy while entering the
patient from the wrong end.”21 However, if, as seems likely,
the Pakistani government has installed “after-market”
PALs on its nuclear weapons, rather than integrating them
into weapon designs from the start, a terrorist technician
might be able simply to work around the PAL, effectively
“hot-wiring” the bomb.22

U.S. OPTIONS IN THE WAKE OF
TERRORISTS’ ACQUISITION OF NUCLEAR
WEAPONS OR MATERIALS

I

Nuclear experts sharply disagree on
whether a group of talented amateurs would
be able to design a working weapon.
Should detonation prove impossible, the terrorists’
backup plan would probably be to remove the fissile
material from the weapon. Unless they have captured a
number of weapons, they are unlikely to be able to
repurpose the fissile material for a nuclear weapon.
Assuming they do have enough, however, a new series of
engineering challenges arises.
Nuclear experts sharply disagree on whether a group of
talented amateurs would be able to design a working
weapon. Levi suggests that a gun-type bomb could be
fabricated around a standard artillery piece; he cites
experts’ opinions that machining uranium to form a fissile
core could be done in “any modern foundry and machine
shop.”23 Levi’s argument is strengthened by the recent
British history of highly capable terrorists who have been
engineers and doctors, while (literally) suicidally
dedicated to their cause.
Practical challenges would arise, however, in building
even a “simple,” gun-type device. Uranium, in addition to
being toxic and radioactive, ignites spontaneously at 302
degrees Fahrenheit, complicating efforts to grind or
machine the metal. It changes density and volume
significantly while cooling from liquid to solid form,
making it very difficult to form into an exact shape. Once
machined, the two subcritical masses cannot be directly
assembled to check for the required precise fit. Gun tube
tolerances must be extremely precise.24 Other engineering
challenges, not discussed in the open press, doubtless
exist as well.
If stymied in efforts to build a nuclear bomb, a terrorist
group’s backup plan would likely be to repurpose its
fissile material for one or more dirty bombs. Even this
presents challenges, however. Uranium’s temperamental
character, as described above, makes milling of the metal
into powder, suitable for scattering via high explosives,
difficult and dangerous. The resulting devices would be
easy to detect, unless they were shielded—in which case
American Intelligence Journal

they would no longer be easily portable. Moreover,
despite their fearsome reputation and undoubted
psychological effect, most dirty bombs would cause little
actual damage, while still bringing the armed wrath of the
civilized world down upon the perpetrators.

t would be very difficult for a small vehicle to transport a
nuclear device through an official U.S. border crossing
without triggering radiation alarms. Unfortunately, not
only are terrorists not limited to official crossing points,
but current passive radiation detectors cannot reliably
detect shielded highly enriched uranium concealed in a
standard shipping container.25 Active radiation detectors
promise to be far more effective, but are at least a decade
away from deployment.26 Masse therefore argues
persuasively that U.S. counterterrorism resources are far
better spent preventing foreign states’ loss of nuclear
weapons and materials than in passively awaiting their
arrival and (we hope) detection at our borders.

...while locating and destroying nuclear
weapons facilities is fairly easy, trying to
locate the weapons themselves ranges from
extremely difficult to impossible.
Any U.S. assistance to Pakistan in crisis might be best
funneled through Saudi Arabia or another Pakistani ally.
International coalitions, including NATO, could also be
useful in channeling assistance without implicating
national egos. In a true international crisis stemming from
a confirmed capture or theft of Pakistani nuclear weapons,
the U.S. might even engage with China to channel
resources and assistance to the Pakistani government.
This could be done covertly, to conceal any U.S.
involvement in Pakistani affairs and provide political
cover for Pakistan’s government and military elites.
Alternatively, the U.S. could openly engage with China or
Russia to pressure Pakistan to accept assistance and
cooperate in locating the lost weapons. Pakistan has a
history of balancing with both these countries against the
United States and India; faced with a united front of the
great powers, it might well offer full and genuine
cooperation in a nuclear theft crisis (as opposed to
providing, per policy, the minimum acceptable
cooperation).
A U.S. response to Pakistan in the wake of theft of
nuclear weapons or materials would depend, to start with,
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on the state of the Pakistani government. An unstable or
failed Pakistani government would vastly complicate the
problem. O’Hanlon, looking to the 2003 Iraq war for
lessons in attempting to quickly locate WMD in an
anarchic environment, points out that while locating and
destroying nuclear weapons facilities is fairly easy, trying
to locate the weapons themselves ranges from extremely
difficult to impossible.
Some experts have suggested dedicated U.S. government
programs—from a “nuclear terrorism czar” to special
military strike forces—to ensure immediate action in the
event of imminent or actual theft of a foreign state’s
nuclear weapons. Rolf Mowatt-Larssen calls for the
creation of an “A-team” dedicated solely to countering
nuclear terrorism.27 In fact, U.S. Joint Special Operations
Command (JSOC) already trains designated units for this
mission, and has reportedly prepositioned equipment for
this purpose near the Pakistani border.28 MowattLarssen’s additional call for a sort of nuclear terrorism
“super-czar,” with tasking authority across all branches of
government and a host of military forces at his call, is (as
satisfying as it might be to contemplate) wholly
unrealistic in any peacetime scenario.
While the nation continues to await a “nuclear superczar,” in 2009 the Obama administration created a new
National Security Council position: Special Assistant to
the President and White House Coordinator for Arms
Control and Weapons of Mass Destruction, Proliferation,
and Terrorism. 29 The incumbent, Gary Samore, has stated
outright that Pakistan’s nuclear stockpile, “the thing that
keeps me up at night,” would be impossible to secure
through U.S. military action.30 This newest White House
“czar” faces the dilemma of most such officials: a mandate
to coordinate many disparate and competing agencies,
without much formal power to finance, fire, or otherwise
compel action (or inaction). Still, in a Pakistani nuclear
crisis, this official would likely be a central figure
attempting to coordinate a response.
In the aftermath of the loss of a nuclear weapon, the
United States and its allies should deal with the doubtless
panicked, paranoid Pakistani leadership strictly on a
civilian-to-civilian level. The goal should be to keep egos
and national pride, as well as recriminations and threats,
out of the dialogue. This is also no time for apportioning
blame or guilt, though credit should be shared liberally.
In the crisis atmosphere that is bound to surround U.S.
decisionmakers in the wake of a loss to terrorists of
Pakistani nuclear weapons, the usual pitfalls of effective
intelligence analysis will likely appear. Masse lists a few
of these, including mirror-imaging (failure to see the
problem from the Pakistani leadership’s point of view, in
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their own cultural and political contexts), and failure to
adopt an effective interdisciplinary approach.31 For
example, what makes sense militarily could be politically
catastrophic; likewise, purely technical solutions to
detecting weapons in transit may fail to take into account
Pakistani geography or travel patterns.

Groupthink, if not identified and countered
at the highest levels, could easily lead the
United States into an adrenaline- or egodriven kinetic response against Pakistan...
The best preparation for a U.S. administration in advance
of such a crisis would be to contrast President Kennedy’s
sycophant-driven decision-making in the Bay of Pigs
operation with his vastly improved staff process in place
for the Cuban missile crisis. Groupthink, if not identified
and countered at the highest levels, could easily lead the
United States into an adrenaline- or ego-driven kinetic
response against Pakistan, either in the immediate wake of
a nuclear theft incident or (especially) following terrorists’
use of the stolen weapon or materials.
Masse, in his extended discussion of the
“conventionalist” and “skeptic” approaches to nuclear
security, observes that conventionalists tend to focus on
the supply side (preventing theft) while skeptics see more
value in addressing demand (disincentivizing terrorists
and other customers for stolen nuclear materials). On
balance, Masse appears to favor the skeptics, seeing
terrorists’ eventual theft and use of nuclear weapons
possible but not inevitable.32 His argument makes sense,
as it focuses efforts on what we can at least partially
control (terrorist capabilities) rather than what we clearly
cannot control (day-to-day security operations and
resourcing of Pakistan’s nuclear bases and facilities).

REEXAMINING OUR ASSUMPTIONS:
THE THINKING TERRORIST’S
FIRST TARGET

A

merican planners tend to assume reflexively that a
U.S., or at least a European, city would be the first
target of terrorists armed with a stolen nuclear
weapon, and will take precautions accordingly. But a far
more accessible and logical strategic target exists for
militants who have just obtained a Pakistani nuclear
weapon or materials: Bagram Airfield, Afghanistan.
This huge coalition base would be easy to reach from the
Pakistani border by taxi or truck (or even by motorcycle or
donkey, depending on the size of the weapon). Larger
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weapons could be hidden in one of the hundreds of large
“jinga trucks” usually awaiting search and processing at
the main gate, and inspected only upon actual entrance.

against a nuclear 9/11 will be found at the intersection of
American technical expertise and the genuine patriotism,
as they see it, of Pakistan’s leaders.

Bagram Airfield and its thousands of Western soldiers
and Afghan “collaborators” would be, in the eyes of
many, a legitimate military target. In destroying it with a
single bomb, militants could thus retain the moral high
ground with many in the Islamic world (to the extent there
is a moral high ground for the use of nuclear weapons).
Combined with a claim by the attackers, true or not, that
they possess multiple such weapons, such an attack
would also serve as an utterly convincing, and terrifying,
threat to the West.

Notes

THE WAY AHEAD

F

ormer Secretary of Defense William Perry argues that
“there is no reasonable alternative to re-engagement
with Pakistan, primarily through its civilian
government, by looking for ways to cooperate in areas of
common interest.”33 He also advocates the now-common
view that cyberspace represents a valuable tool to track
and detect such “unhelpful activities” as nuclear theft
and terrorism. The International Security Advisory Board
report he chaired recommends increased NATO
engagement with Pakistan, including military exchanges
and other education. It also recommends treating Pakistan
as the “subject,” not “object,” of U.S. policy.34 Rather
than seeming to try to manipulate Pakistan for U.S. ends,
a more cooperative approach addressing areas of mutual
interest will ultimately be more effective, including
ensuring continued Pakistani government stability.

Rather than seeming to try to manipulate
Pakistan for U.S. ends, a more cooperative
approach addressing areas of mutual
interest will ultimately be more effective,
including ensuring continued Pakistani
government stability.

The United States’ best chance to prevent the nightmare
of a nuclear or radiological attack on its territory and
citizenry is to continue to engage with Pakistan,
emphasizing positive gains and reserving warnings and
coercion for back-channel talks. Engaging Pakistan’s
other allies where possible, as well as NATO, may also
eventually soften the Pakistani government’s suspicions
as to U.S. motives. The maximum amount of assurance

American Intelligence Journal

Pakistan’s national intelligence service, Inter-Services
Intelligence (ISI), routinely accused of collaboration with
various militant groups, fortunately plays little direct role in
nuclear security, being relegated to the “outer circles” of nuclear
defense such as gathering intelligence on domestic militant
groups. Pakistan’s Nuclear Oversight Reforms, International
Institute for Strategic Studies website, http://www.iiss.org/
publications/strategic-dossiers/nbm/nuclear-black-marketdossier-a-net-assesment/pakistans-nuclear-oversight-reforms/
#western (accessed December 8, 2012).
2
Matthew Bunn et al., “Progress on Securing Nuclear Weapons
and Materials: The Four-Year Effort and Beyond,” Belfer
Center, Harvard Kennedy School, March 2012,
live.belfercenter.org/.../Progress_In_The_Four_
Year_Effort_web.pdf (accessed December 3, 2012).
3
Ibid.
4
Paul K. Kerr and Mary Beth Nikitin, Pakistan’s Nuclear
Weapons: Proliferation and Safety Issues, Congressional
Research Service (June 26, 2012), 15.
5
Jeffrey T. Richelson, Defusing Armageddon (New York:
W.W. Norton, 2009), 209.
6
David E. Sanger and Thom Shanker, “A Nuclear Headache:
What if the Radicals Oust Musharref?” The New York Times,
December 29, 2003.
7
Bunn, “Progress on Securing Nuclear Weapons and
Materials.”
8
Sanger, “U.S. Secretly Aids Pakistan in Guarding Nuclear
Arms.”
9
Vipin Narang, “Pakistan’s Nuclear Posture: Implications for
South Asian Security,” International Security, January 2010.
High-tech, seemingly unbeatable PALs are not universal, even
in the current era. For example, the United Kingdom, as of
2007, was still “protecting” aircraft-droppable nuclear weapons
with a one-key arming lock, similar to those used to secure
bicycles. Meirion Jones, “British nukes were protected by bike
locks,” Newsnight (BBC Two), November 15, 2007, http://
news.bbc.co.uk/2/hi/7097101.stm (accessed December 8, 2012).
10
Kenneth M. Luongo and Naeem Salik, “Building Confidence
in Pakistan’s Nuclear Security,” Arms Control Association
website, November 2009, http://www.armscontrol.org/act/
2007_12/Luongo#8 (accessed December 10, 2012). The article
cites comments by Pakistani nuclear officials in 2004 and 2006
confirming, without details, the existence of PALs in Pakistan’s
nuclear program.
11
Marya Mufty, “New Delhi’s Secret ‘Black Project’: India’s
Nuclear Weapons Program,” Global Research website,
published August 5, 2012, http://www.globalresearch.ca/newdelhi-s-secret-black-project-india-s-nuclear-weapons-program/
32216 (accessed December 9, 2012).
12
PALs tend to be initially and strongly opposed by military
leaders. In the United States, development of tactical
“battlefield nukes,” which by definition were vulnerable to
enemy capture, lowered the generals’ resistance to PALs. The
admirals, however, have been slower to adopt advanced PAL
technology, citing both operational factors and the honor of the
Naval officer corps. The U.S. and British navies continue to
1

Page 135

Vol 32, No 2

eschew PALs for submarine-based weapons. Dan Caldwell and
Peter Zimmerman, “Reducing the Risk of Nuclear War with
Permissive Action Links,” in Technology and the Limitation of
International conflict, ed. Barry M. Blechman (Washington:
Foreign Policy Institute, 1989), 163. One wonders, given that the
U.S. spy John Walker served on a nuclear submarine, and had three
Navy veteran accomplices, whether the Navy’s faith in people
should reassure us of its nuclear security measures. In addition, the
UK’s recent history of well-educated, seemingly assimilated
terrorists might also raise concerns about terrorist groups
infiltrating the Royal Navy and gaining physical access to nuclear
weapons.
13
Goldberg, “The Ally From Hell.”
14
Shaun Gregory, “Terrorist Tactics in Pakistan Threaten Nuclear
Weapons Safety,” Counterterrorism Center Sentinel, June 1, 2011,
http://www.ctc.usma.edu/posts/terrorist-tactics-in-pakistanthreaten-nuclear-weapons-safety (accessed December 4, 2012).
15
This practice (apart, of course, from moving the bombs fully
assembled) may not be as absurd as it appears. Throughout five
deployments to Iraq and Afghanistan, my DIA colleagues and I
always traveled in single unmarked vehicles rather than with
military convoys. In over a decade of high-tempo contingency
operations, no DIA officer has ever been injured or killed on the
road, while hundreds of heavily armed convoys were attacked
during the same period.
16
Michael O’Hanlon, “Dealing with the Collapse of a NuclearArmed State: The Cases of North Korea and Pakistan,” Princeton
Project on National Security working paper (April 27, 2005), 21.
17
Michael Levi, On Nuclear Terrorism (Cambridge, MA: Harvard
University Press, 2007), 127.
18
Brian Michael Jenkins, Will Terrorists Go Nuclear? (Amherst,
MA: Prometheus Books, 2008), 150.
19
Ibid., 31.
20
Jones, “British nukes were protected by bike locks.”
21
Caldwell, “Reducing the Risk of Nuclear War,” 163.
22
Dan Caldwell reminds us that “tamper resistant is the best result
a designer can hope to achieve.” Dan Caldwell, “Reducing the Risk
of Nuclear War,” 156. No lock is absolutely foolproof, and seeking
to delay a determined lockpicker (albeit a potentially rich, brilliant,
and dedicated lockpicker, and for a very, very long time) is the
most effective approach for the nuclear locksmith. Of course,
unlike the nukes of innumerable thrillers that contain clearly
marked wires and even a handy external digital clock, a nuclear
weapon’s PAL components are left unidentified, and in any case
may be buried deep within the device to preclude “exploratory
surgery” by a stolen bomb’s new owners.
23
Levi, On Nuclear Terrorism, 40.
24
Masse, Nuclear Jihad: A Clear and Present Danger?
(Washington, DC: Potomac Books, 2011), 94.
25
Masse, Nuclear Jihad, 55.
26
Ibid., 56.
27
Rolf Mowatt-Larssen, “The Armageddon Test,” Belfer Center
Discussion Paper #2009-09, Harvard Kennedy School, August
2009.
28
Goldberg, “The Ally From Hell.”
29
Masse, Nuclear Jihad, 211.
30
Martin Matishak, “White House Official Puts Pakistan at Top
of Proliferation Threats,” Nuclear Threat Initiative website,
October 19, 2010, http://www.nti.org/gsn/article/white-houseofficial-puts-pakistan-at-top-of-proliferation-threats/ (accessed
December 9, 2012).

Vol 32, No 2

Ibid., 205.
Masse, “Nuclear Terrorism Redux: Conventionalists, Skeptics,
and the Margin of Safety,” Orbis 54, no. 2 (2010), 316.
33
Report on Pakistan and U.S. Security Strategy, International
Security Advisory Board, October 9, 2012.
34
Ibid.
31
32

Erik D. Jens is a National Intelligence University faculty
member specializing in intelligence collection, ethics, and
law. Trained as a lawyer at the University of Michigan, he
served for many years as a Russian and Persian Farsi
linguist, Army NCO, commissioned officer, and civilian
intelligence officer with multiple deployments to Iraq and
Afghanistan. He recently completed a rotational
assignment to the Naval Postgraduate School in Monterey,
CA, where he taught classes while undertaking doctoral
research. Erik currently is chair of NIU’s Department of
Collection and Analysis. He is a frequent and valued
contributor to AIJ.

Page 136

Submit a book for review!
Please send copies to:

American Intelligence Journal
256 Morris Creek Road
Cullen, Virginia 23934

American Intelligence Journal

Binary Terror:
The Reality of Terrorism in a Virtual World
by Troy E. Smith

SUMMARY

T

he premise behind cyberterrorism, as with
cybercrimes, is that a nation’s dependence on
technology will be exploited to cause harm to the
economy, infrastructure, and potentially loss of life.
However, there is considerable debate over the legitimacy of
this threat. This article examines the advantages of
cyberspace to terrorists and how it can be utilized to support
their activities. The practicality of cyberterrorism is also
examined as it relates to achievability, availability of
resources, and potential for physical damage. The author
concludes that cyber attacks and cyberterrorism will
potentially pose a threat as terrorists become increasingly
skilled in the use of cyber attacks. However, cyber attacks
are currently less effective and desirable than physical
attacks, making the latter more of a salient threat than that of
cyberterrorism. The real danger of terrorist use of
cyberspace lies in its use as both a terrorist tactic and a force
multiplier.

INTRODUCTION

T

he Internet and technology have become an integral
part of all aspects of society, including business,
finance, governance, communications, and even
aspects of critical infrastructure, such as electrical grids.
Society’s increasing dependence on the Internet and other
emerging technologies of the digital age have led to the
translocation of crimes from their conventional physical
space to a less easily defined cyberspace.1 Since the 1990s,
there have been increasing reports about cybercrimes.2
Cybercrimes refer to crimes in the digital realm (networks,
computers, cloud environments, etc.) as well as the use of
the Internet to commit crimes.
Cyberterrorism can be considered a subset of cybercrime
and is a point of interaction between the digital realm and the
terrorist psyche. It deals specifically with the use of cyber
attacks to intimidate or coerce a government or its people in
furtherance of political or social objectives.3 Most writers on
the topic exclusively use the term cyberterrorism to describe
major attacks against critical infrastructure, which lead to
death, bodily injury, or can result in severe economic loss
and/or destruction of property. However, this covers only a
American Intelligence Journal

small part of terrorist use of cyberspace, which can include
recruitment, spreading propaganda and disinformation, and
coordinating events and communication, all of which
demonstrate terrorist competency in using information
technology. Some terrorists are well-funded; for example, alQaeda, where the late Osama Bin Laden and its current de
facto leader Ayman al-Zawahiri came from wealthy families
and used their financial resources to the benefit of the
organization4 and the Islamic State of Iraq and Syria (ISIS),
whose wealth was acquired through taking control of oil
fields in Iraq by force. Terrorists use these funds in part to
develop a wide range of skills that can potentially prove
formidable to cybersecurity systems. Terrorists sometimes
acquire these skills from their opportunistic collaboration
with nation-states and criminal groups.5 Terrorist groups like
Hezbollah are ranked high internationally for their ability to
carry out cyber attacks.6 Hezbollah demonstrated its
increasing technological sophistication in 2006 when it
launched over 10,000 cyber-attacks on Israel in retaliation for
Israel’s bombing of Hezbollah targets in Beirut.7 This shift to
cyber-attacks and cybercrime by militant groups such as
Hezbollah is due to the ease of use, increased range and
availability of targets, the asymmetric nature of cyber
attacks, and the intrinsic anonymity that protects its
members.

Cyberterrorism can be considered a subset
of cybercrime and is a point of interaction
between the digital realm and the terrorist
psyche.
As the battle against terrorism continues, during what has
been termed the Fourth Wave of Terrorism by David
Rapoport, the evolution of tools and methods must be
understood if countermeasures are to be developed.
Acquiring and disseminating knowledge regarding terrorist
use of cyberspace is becoming increasingly important in the
fight against terrorism. This article will serve to highlight
components of cyberterrorism and in so doing augment
knowledge of policymakers as well as the public on cyber
attacks; plus the utilisation of the Internet by terrorist
groups for networking, recruitment, communications,
misinformation, financing, etc.8
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ADVANTAGES OF USING CYBERSPACE

T

he trend of criminals utilizing cyberspace, i.e.,
changing the medium used in their illegal activities, is
encouraged by its numerous advantages. The first
advantage is the asymmetric nature of the Internet in terms
of comparative effort to the degree of damage and attacker to
victim ratio. A terrorist can post a radical speech or act of
violence on YouTube or any number of online video
services and have it reach thousands of people in seconds.
The effect of this is two-fold, as it not only allows rapid and
widespread dissemination of radical messages and
propaganda but can also multiply the fear factor created by a
single act of terrorism. The execution of a Distributed Denial
of Service (DDoS) can be initiated with relative ease (using
tools readily available on the Internet) by a group of persons
not necessarily in the same jurisdictional space, causing
major disturbance to the operations of a target. A single
terrorist can also send out thousands of emails in a “spear
phishing” exercise in order to steal identities and access
accounts of multiple victims.

Perpetrators can launch cyber-attacks from
anywhere in the world and route the attack
through servers of third-party countries in
order to disguise their true location.
Secondly, Information Communication Technology (ICT)
can be manipulated in order to commit criminal acts with
transnational reach, and specifically in the case of terrorist
groups to reach an international audience.9 Cybercrimes tend
to have no specific geospatial identity; its perpetrators
operate globally with access limited only by the reach of the
Internet itself.10 This is considered one of the reasons the
Islamic State of Iraq and Syria (ISIS), otherwise known as the
Islamic State (IS), has managed to recruit thousands of
Foreign Terrorist Fighters (FTFs). ISIS has numerous
propaganda videos online, which are further propagated
through social media by the caliphate’s supporters. On July
5, 2014, Abu Bakr al-Baghdadi delivered a Ramadan sermon
as the first caliph in generations at the Great Mosque of alNuri in Mosul. The video, which ISIS posted online,
demonstrated al-Baghdadi’s change in position from hunted
guerrilla to commander of all Muslims. International reports
indicate that the video resulted in an unprecedented influx of
jihadists from around the world.11
Thirdly, the anonymity which is an intrinsic part of the
Internet, poses unique challenges to Law Enforcement. The
anonymity associated with the virtual world can act as an
enabler to persons who would not otherwise commit acts of
crimes or aggression in the physical world for fear of the
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ramifications.12 This means within cyberspace, persons may
demonstrate extreme changes in their level of conformity as
compared to the physical world as they feel empowered by
the anonymity which the cyber-world offers. The use of
flexible identities and its lack of attribution provides an
incentive for continued criminal behaviour in cyberspace.
Perpetrators can launch cyber-attacks from anywhere in the
world and route the attack through servers of third-party
countries in order to disguise their true location. In the
specific case of terrorism, anonymity protects the Jihadi,
making multiple attacks possible. However, the terrorist
group must claim responsibility for the cyber-attacks in order
for the fear and disruption caused to be associated with their
group and goals. The likely exception to this, exists where
the attacks form part of a plan to cause a distraction or
acquire funds to facilitate a future physical terrorist attack. In
this case, cybercrime is used to gather information and gain
finances needed for the attack, and must be kept secret to
prevent Law Enforcement from detecting their plan. Many
consider Stuxnet to be the best example of an offensive
application of a cyber-attack and, as a result, it has been
heavily analyzed, yet it still has not been attributed to any
person or nation. There has been an inability to acquire
substantial, irrefutable evidence, only speculations based on
historical information, rumours and propaganda.13
Fourthly, several limitations hamper Law Enforcement’s
ability to deal with cybercrimes such as jurisdictional issues,
application of traditional crime theories and cyber-attack
categorization.
Cybercriminals can exploit different legal frameworks used
by various nations; hence, even if attributions were not a
problem, prosecution of cybercrimes relative to conventional
crime can still be very difficult. Issues of sovereignty
regarding where the attackers were physically located at the
time of the attack affect the ability of Law Enforcement to
investigate and prosecute, particularly if international
relations between the investigating country and the country
of origin of the attacks are non-existent or strained. More
often, it is the incompatibility of laws between countries that
cause the problem. For instance, Cyprus privacy laws may
limit a United States investigator’s ability to gather evidence
from Internet Service Provider (ISP).14
While a number of cybercrime theories may be applicable in
elucidating the nature of cybercrime, the fact that cybercrime
represents a new and distinct crime perpetrated within the
unique medium of cyberspace, creates challenges to the
direct use of general crime theories on the judicial,
intellectual and spatial levels. Therefore, superimposition of
conventional theories onto cybercrime would require
dedicated research based on case analysis and observation.
There are currently no clear criteria to differentiate between
cyberterrorism, hacktivism, cyber-espionage, cyberwarfare,
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and cyber-based criminal activity.15 This gives terrorists a
potential advantage as a Clauswitzian escalation makes it
difficult to establish standards for equating a cyber-attack to
armed conflict, especially where the attack lacks kinetic
effect. However, former U.S. State Department legal advisor
Harold Koh stated that Article 2 (4) of the UN Charter allows
that, according to customary international law, in certain
scenarios, the use of cyberweapons can be governed by the
same principles of proportionality that apply to other actions
under the law of armed conflict. While this interpretation
may be true, without attempts by nation-states or
international agreement on applicability, it is uncertain if it
would survive the test of international law or public opinion.
This is because in reality this issue is complicated by
difficulties in attribution, possible harm to third parties is
retaliatory cyber-attacks, questions of territorial boundaries,
and the lack of an internationally accepted definition of what
constitutes and armed attack in cyberspace.16
Overall, use of technology and cyberspace is easier than
traditional terrorist measures. The terrorist only needs a
computer or laptop and an Internet connection. There is no
need for black market weapons since the tools are readily
available and there is no direct contact so less risk is
involved. In addition, unlike a suicide bomber, the resource
is retained and reusable. It does not require terrorists to
come to one location; recruits can be controlled remotely,
without them knowing the inner workings of the main body,
which could be shared if captured. This means that the
terrorist organization can enhance its capabilities while
maintaining operational security by existing as a network
with a main body in its country of origin and numerous
remote, autonomous cells worldwide. Additionally, given
that terrorist groups often have limited resources, financial
and otherwise, the need for limited physical training,
financial maintenance, and psychological investment results
in increased recruitment as it places less strain on the
organization.

HOW TERRORISTS USE CYBERSPACE

G

lobal insurgents and terrorist groups utilize the
Internet as an instrument for a variety of purposes
including radicalization, spreading misinformation
and propaganda, communication, learning about weapons,
launching cyber-attacks, gaining finances, and inciting
terrorism.17 Facebook pages and YouTube channels of
Taliban and Al Qaeda are used to target Western-based
sympathizers who may be susceptible to radicalization. They
also offer a source of contact linking these “lone wolf”
actors to bigger structured groups of terrorists.18 In July
2005, Al Qaeda’s senior leader Ayman al-Zawahiri said, “We
are in a fight, and the bulk of the fight is taking place in the
battleground of the media.” Terrorist groups use the Internet
or news media as a means to increase sympathy for their
American Intelligence Journal

cause, to spread misinformation, and to motivate prospective
operatives around the world. Al Qaeda’s media distribution
arm al-Fajr has used multiple websites to post graphic video
clips showing “matyrdom operations” as well as to
commemorate previous successful attacks and make the
radical speeches of its leaders readily available to anyone
willing to listen.19,20 In October 2008, the Islamic Egyptian
Muslim Brotherhood movement published a “fatwa”
declaring cyber-attacks against American and Israeli
websites as allowed by Islamic law and as an acceptable
form of jihad.21 According to the chief of U.S. CYBERCOM,
Al Qaeda was also seeking the capability to launch cyberattacks against U.S. networks.

Terrorist groups use the Internet or news
media as a means to increase sympathy for
their cause, to spread misinformation, and
to motivate prospective operatives around
the world.
The greatest threat posed by terrorists’ use of cyberspace is
undoubtedly their ability to utilize it to spot and recruit new
Jihadis. ISIS in particular has successfully used the Internet
to attract new recruits who travel to the Middle East to
become Foreign Terrorist Fighters (FTF), leading to major
global discussion and concern in 2014 and 2015. The
Internet is wide and diverse and essentially gives the
terrorist access to a world of potential recruits. The
increased skill in the use of technology to enhance terrorismrelated activity is not limited to the Internet but extends to
the use of mobile applications (apps) like Facebook
Messenger, iMessage, WhatsApp, and Snapchat.22 In most
cases these apps support both text messages and Voice
Over Internet Protocol (VoIP) calling, making them great
tools for communication. Hamas, for instance, reportedly has
encrypted communications to transfer maps, pictures, and
details on planned attacks.23 This communication is not
limited to terrorists, but exists between FTFs and persons
from their home country, which lead to further recruitments.
This is especially problematic since law enforcement, as in
the case of the United Kingdom (UK), sometimes cannot get
access to messages transmitted via theses apps even with a
signed warrant from the Home Secretary. This is because
many of these apps use end-to-end encryption (E2EE),
which is designed to prevent intermediaries, such as Internet
Service Providers (ISP) or application service providers, from
being able to discover or tamper with the contents of the
communication, maintaining its confidentiality and
integrity.24 This stymies the ability of the Intelligence
Community (IC) and law enforcement to combat terrorism by
limiting their access to pivotal information that might fill
gaps in intelligence, stalling analysis. This use of
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cyberspace for recruitment is especially problematic as it
creates a community which reinforces negative ideologies
and encourages terrorist actions, effectively establishing a
societal norm for the user outside of what is acceptable in
his physical environment.25 This encourages “lone wolves”
to act knowing that their “accomplishment” would be
recognized by the terrorist community.

Terrorists also use cybercrime to acquire
money to fund terrorism. Reports indicate
that cybercrime has surpassed the illegal
drug trade as the primary source for terrorist
funding.
The Islamic State of Iraq and Syria (ISIS) has made Twitter
into a primary tool for recruitment.26 YouTube channels and
Facebook pages of Taliban and Al Qaeda give these groups
access to Western-based sympathizers who can become
Foreign Terrorist Fighters (FTFs). One example is
Muhammed Zamri Bin Abdullah, a Singaporean national who
was arrested in 2008 when he attempted to join a mujahidin
network in hopes of becoming a Jihadi in Afghanistan.
Muhammed was self-radicalized through Jihadi propaganda
online which portrayed individuals like him as victims who
only use violence as a last resort against an aggressive
oppressor.27 Demonstrating further how far-reaching and
useful the Internet has been to the ISIS recruitment drive is
the number of persons leaving the Caribbean to become FTF
after several videos surfaced online of Caribbean nationals
in Syria. In the last quarter of 2013, three separate videos
emerged with Shane Crawford and Shazam Mohammed, in
which they encouraged believers to join them in Syria.
Mohammed stated, “I’m thinking like I’m in a dream
world...You have to be here to understand what I’m saying.
Please, all believers come… as soon as possible!”28 Crawford
was also allegedly able to communicate with his mother and
possibly others in Trinidad via Facebook until his page was
taken down, after which they remained in touch via Skype.29
The call of ISIS is likely more psychologically appealing
when the propaganda comes from a potential recruit who
shares a heritage, rather than foreigners purporting the joys
of fighting for the caliphate. Marine General John F. Kelly,
then Commander of the U.S. Southern Command, reported at
a Pentagon briefing in March 2015 that U.S. intelligence
indicated that 100 would-be FTFs had left the Caribbean for
Syria.30
Terrorists also use cybercrime to acquire money to fund
terrorism. Reports indicate that cybercrime has surpassed
the illegal drug trade as the primary source for terrorist
funding. This is no surprise as cybercrime can be very
lucrative with its reported annual cost to individuals in 24
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countries being approximately 388 billion dollars.31 What
researchers have coined as a crime-terror continuum exists,
in which crime is used to help fund and or achieve terrorrelated activity. Terrorists engage in online activities such as
auctioneering and casinos. They also use wire transfers to
move money around and engage in identity theft in order to
illegally access victims’ finances and aid in money
laundering. Internet Ponzi schemes, counterfeiting, and other
types of computer fraud have also been shown to yield high
profits under a shroud of anonymity. Stolen identities can
also be used to help further disguise terrorists’ activity
online or to mislead law enforcement. According to press
reports, Indonesian police officials believe the 2002 terrorist
bombings in Bali were partially financed through online
credit card fraud.32

THE CURRENT REALITY OF
CYBERTERRORISM

A

lthough definitions of terrorism vary, there are
commonalities in that they are conducted in the
furtherance of political and social objectives. There
have been examples of such activities utilizing cyberspace
since 1998, when the Tamil Tigers swamped Sri Lankan
embassies with 800 emails per day over a 2-week period. In
1999 during the Kosovo conflict, NATO computers were
attacked with email bombs and Distributed Denial of Service
(DDoS) attacks.33 However, these examples, while
problematic, do not strictly meet the criteria for
cyberterrorism as they resulted in no physical harm or
permanent loss. There are examples of terrorist use of
cyberspace but not cyberterrorism in the narrow sense. This
distinction draws attention from the seriousness of these
attacks which may be a stepping-stone to something greater.
Additionally, it lends to future problems of categorizing
attacks and the ability to equate cyber-attacks with armed
conflict, which will be important in deciding the method of
retaliation; that is, can cyber-attacks be considered casus
belli and result in kinetic warfare? Much like conventional
terrorism, cyberterrorism should be defined by the
motivation and intent of the attacker.
The advantages of using cyberspace for terrorism, whether it
is to launch attacks or to facilitate activities, are numerous
and are sufficient motivators for future development of
cyber-weapons. This is encouraged by the recruitment of
younger members who are technologically savvy, the
increased availability of easy-to-use hacking tools and the
publicity provided by the media, which seem fascinated by
any form of cyber-attack. Additionally, the world appears to
be on course where the line between the virtual and the
physical will become increasingly blurred, giving terrorists
greater access to physical targets through the virtual world.
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The current ability of terrorists to launch cyber-attacks is
limited by the complexity of systems and the degree of
development of cybersecurity. Cybersecurity has had to
develop at an accelerated rate due to the prevalence of
cybercrime both by common criminal and organized crime
groups. Also, many terrorist groups are headed by older
individuals who distrust technology and believe it to be part
of the downfall of the secular world. Cyber-attacks against
critical infrastructure, which could lead to actual physical
damage, would require an advanced level of knowledge and
skill, to which these organisation do not seem currently to
have access.34 While there have been suggestions that there
exists a crime-terror continuum, which may facilitate access
to hackers used by organized crime, this is unlikely. The
number one reason is the difference in modus operandi.
First, organized crime seeks to avoid unnecessary attention
such as that which could be brought by associating with
terrorists. In addition, terrorists dealing with organized crime
open up their organization to possible threats as criminals
are not bound by ideology, seek self-interest, and may be
easily recruited by law enforcement or persuaded to give
information if arrested. Most of all, cyber-attacks lack the
operational assurance of major distraction or loss of life to
generate sufficient fear as their tried and true method of
bombings and beheadings. Dr. Maura Conway, a lecturer at
Dublin City University, sums up these current deterrents/
barriers to cyber-attacks as follows:35

•
•
•

The argument of technological complexity –
Violent jihadis’ IT knowledge is not superior.
The argument regarding 9/11 and the Image
Factor – Real-world attacks are difficult enough.
The argument regarding 9/11 and the Accident
Issue – Hiring hackers would compromise
operational security.

The Federal Bureau of Investigation (FBI) reports that cyberattacks by terrorists are currently limited to use of weapons
of mass annoyance rather than mass destruction. However,
notably the FBI has predicted that terrorists, if they continue
on their current trajectory, either seek to develop the
necessary human resource or hire hackers for the purpose of
complementing conventional attacks with cyber-attacks.36
British intelligence agencies have also reported that cyberattacks attributed to terrorists have largely been limited to
unsophisticated efforts such as email bombing of ideological
foes, denial-of-service attacks, or defacing of websites.
However, this also shows an increasing technical
competency that can lead to more destructive network-based
attacks, when combined with physical attacks.37 This belief
was echoed by former FBI Director Robert Mueller III who
said, “Terrorists have shown a clear interest in hacking
skills, and they will either train their own recruits or hire
outsiders, with an eye toward combining physical attacks
with cyber-attacks.”38
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Nevertheless, even if terrorists increase their skills or gain
access to the human resources required, it may still be
impracticable to use cyber-attacks as an offensive weapon.
Simple attacks in most scenarios lack the certainty of effect,
as internal networks are becoming increasingly immune to
attacks, especially those core to the national interest and
security. More substantive attacks using viruses often
require social engineering or direct infiltration of systems,
which brings the limitations of having to bypass physical
security measures such as vetting, access controls, and
identity verifications.39 Most importantly, the effectiveness
of viral attacks depends on their ability to remain hidden, as
once discovered antivirus solutions are quickly developed.
The Stuxnet worm, for instance, which was used against the
Iranian nuclear program, did not have its desired effect
because it was discovered. While many originally believed
that the worm was aimed at destroying industrial equipment,
specialists have said it was designed to sabotage the system
for an extended period. However, the success of Stuxnet was
short-lived, because within a short time of it being
discovered it was neutralized. Additionally, viruses lack
reusability, as once discovered they will be analyzed and
security specialists will fix the flaw in the network
infrastructure rendering the network immune to further
interruption. Not only can a virus be used only once, but
any new virus would have to exploit a new flaw. Lastly, if the
goal in launching these cyber-attacks is fear similar to that
caused by a bombing or beheading, they are likely to fall
short with most scenarios ending in non-lethal outcomes.

The effects of a bombing can be exacerbated
by simultaneously attacking the power grid
and transportation networks, causing
gridlocks and hampering the ability of first
responders to get to casualties, leading to
increased fatalities.
If any group is to make the step up to using cyber-attacks as
a major offensive weapon, ISIS seems at this time the most
likely. Not only has the group effectively utilized social
media to spread propaganda, and as a result recruited
thousands of FTFs, but now has reportedly affiliated with a
dedicated pro-ISIS hacking team. This team, referred to as
the Cyber Caliphate, aka Islamic State’s Defenders on the
Internet, are purported to have the ability to attack networks
and computer systems and to spy on communications in
Western countries.40 The group demonstrated its prowess
by attacking United States Central Command
(USCENTCOM) social media accounts.41 While this caused
no permanent damage, it was still a win in the eyes of the
terrorists as it got them publicity. This publicity gets their
cause into the media and serves to empower members and
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sympathizers who see this as a great achievement. 42 It can
be seen as the ability to attack one’s enemy on any
platform and in this case use what is considered to be one
of the downfalls of the Western world in an attack against
that world itself. This method may already be bearing fruit
as Junaid Hussain, aka TriCK, who is recognized by
British authorities as a proficient hacker and who hacked
into former British Prime Minister Tony Blair’s address
book, being jailed for six months as a result, is now
believed to be in Syria functioning as the head of the
Cyber Caliphate.43 These events speak to the formation of
a very dangerous group of highly skilled hackers who as a
unit may be able to engage in attacks against critical
infrastructure. Even if they are still unable to launch
devastating attacks through the continued efforts of
cybersecurity experts, they can use the attacks possibly
to assist or exacerbate conventional terrorist attacks. The
effects of a bombing can be exacerbated by
simultaneously attacking the power grid and
transportation networks, causing gridlocks and hampering
the ability of first responders to get to casualties, leading
to increased fatalities. Communication can also be
affected, restricting the state’s ability to coordinate
rescue operations and to advise the public, which can
lead to panic and chaos.44 A similar result can be obtained
by a simpler attack such as Denial of Service (DoS), which
terrorist groups have used on numerous occasions. If a
DoS is launched against a country’s emergency response
network when a bombing is performed, it could
dramatically increase casualties.45 The possibility of these
types of attacks on critical infrastructure are very real, as
previous experiments performed by the U.S. Department
of Homeland Security (DHS) revealed vulnerabilities in
the nation’s power generators and grids. The experiment
demonstrated that a computer-based attack could cause
operations to cease and destroy equipment.46

CONCLUSION

C

yberspace provides a multiplicity of opportunities
and capabilities for cyberterrorists, which they can
use to disrupt essential services in hopes of
furthering their political objectives. The main purpose of
cyberterrorism, much like the conventional form of
terrorism, is to create helplessness and fear. The
difference is that the choice of target, rather than physical
infrastructure, is cyber-infrastructure. The Internet has
grown in popularity as a tool for terrorism as it has
increased the effect of certain terrorist methods. For
example, there was a wave of abductions of foreigners in
Iraq in 2004. The Internet was used to widely publicize
these abductions, gain the attention of the public, and
increase the spread of terror needed for terrorist action. If
this publicity was not achievable, abductions of this sort
may not have grown in popularity among the terrorist
Vol 32, No 2

groups, as it would not have achieved the desired grand
effect. Additionally, the borderless nature of the Internet,
its asymmetric nature, and intrinsic anonymity have
facilitated the spread of the Jihadist agenda. The
emergence of Foreign Terrorist Fighters (FTFs) is one
manifestation of the ability of terrorist groups to spread
and recruit remotely through the Internet.
While the fact that terrorists are using the Internet to
further their objectives cannot be disputed, the potential
of actual cyber-attack must be further assessed. This
assessment must consider two factors: first, are there
actors with the motivation and capability to launch such
attacks and, second, are the possible targets vulnerable to
these attacks? Since it is effectively impossible to
eliminate all weaknesses from computerized systems, there
is always the possibility that a weakness may be
exploited. This weakness can be by design or function.
Fortunately, while terrorists are motivated to launch
cyber-attacks, by all indications they seem to lack the
capability to cause any significant damage in cyberspace.
The Center for the Study of Terrorism and Irregular
Warfare at the Naval Postgraduate School in Monterey,
California, produced a report titled, “Cyber-terror:
Prospects and Implications.” In this report, its authors
concluded that terrorist groups lacked the wherewithal
and human capital needed to overcome current cyberdefenses in order to achieve anything more than
annoying hacks. According to the Center, cyberterrorism
in an offensive form is a thing of the future, although it
will undoubtedly continue to serve as an ancillary tool.
Although there are no well-known documented
occurrences of cyber-attacks on vital infrastructure that
have been classified as acts of terror, this could develop
as a method in the future. Society has become
increasingly reliant on the Internet and technology,
making it a forum where terrorists could affect and access
numerous targets. In addition, terrorist organizations
continue to be well funded and are utilizing these
resources to increase the range of skills accessible to
them, some of which can prove formidable to
cybersecurity systems in the future. Since the next
generation of terrorists will emerge in a truly digital world,
which is more vulnerable to the threat of cyber-attacks,
strategic preparatory measures are imperative. The new
face of terrorism may discover a greater use for
cyberterrorism and be more inclined to “amp up” its
human resources. To enforce cybersecurity for such
complex operations as supply chains, the implementation
of countermeasures must be implemented at both the state
and corporate level. Additionally, there must be mutual
understanding and collaboration toward the goal of
cybersecurity and awareness. Awareness at every level is
essential as every user of a cyber-enabled device has in
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his/her hands not only a point of vulnerability and a
source of potential attack but the tool to enable a
potential cyber warrior.47
Presently, the general threat of terrorists using
cyberspace to facilitate their physical terrorist activity, or
their adoption of softer measures such as recruitment,
should be the focus of cybersecurity. A dedicated
approach to stymie the use of cyberspace in this way may
discourage further exploration into the use of cyber
weapons.

When considering countermeasures for
potential cyber-attacks one must remember
that the cyber sphere is the medium but the
attacks are driven by people.
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we ready for the challenge?”
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The Strategic Implications of Chinese Conduct
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[Editor’s Note: The author has identified himself at times as
¥, in the tradition of X, associated with the U.S. State
Department’s famous George Kennan, who wrote in 1947
about the strategic implications of the aggressive, strident
policies of another large country and potential adversary of
the United States. In an intriguing twist, this symbol also
happens to represent the Chinese currency known as the
yuan.]

T

he United States is in the midst of a strategic crisis
equal in scope to those that helped define U.S.
policies for the past 70 years. In 1946 George Kennan
saw the Soviet Union’s emergence from World War II as a
historically unprecedented threat to U.S. and world stability
writ large. His 1946 “Long Telegram” was published the
following year in Foreign Affairs as “The Sources of Soviet
Conduct.” Signed only with an “X,” this article was widely
circulated. Its ultimate expression was the grand strategy of
containment that would guide U.S. policy for nearly five
decades. The advent of non-state terror as a global player
became the next great national threat focus. This ushered in
an amorphous grand strategy of sorts, under the mantra of a
“Global War on Terrorism.” The U.S. remains a hegemonic
power as it enters its third crisis. This crisis is different from
the previous two in that it is not evocative of the fear
previously generated by the threat of kinetic or terror-related
power mechanisms. Nonetheless, this crisis will prove
equally powerful in scope to the U.S., as it involves the
critical arbiter of all power that is economics. Specifically, it
involves the theft of intellectual property (IP) by China. This
has received much attention in terms of press coverage, and
merited an executive order from President Obama on April 1,
2015, establishing sanctions against perpetrators of cyberattacks. While this is a solid step, the U.S. strategic
response to China’s theft of IP has not risen to the level
merited to mitigate this threat. Short of implementing
effective strategy, the ensuing damage from continued IP
theft will prove catastrophic to the U.S. economy, and will be
a major catalyst in the U.S.’s hegemonic decline.
The strategic threat calculus facing the U.S. has become
substantially more complex in recent decades. The
geographic context, coupled with the economics that have
driven state behavior for millennia, is rapidly evolving.
American Intelligence Journal

Expansionist and influence-based tendencies still have a
geographic orientation, as Vladimir Putin has demonstrated
most recently in his provocative actions within Ukraine, and
in testing the resolve of NATO’s airspace and territorial
waters. Further, the fervency of religious extremism has
borne of itself a self-ascribed caliphate under the ISIS brand,
with apocalyptic threats of violence from worldwide
supporters precipitating its claims of legitimacy. The nuclear
question remains ominous in the strategic threat picture.
However, its definition is now heavily shaped by the
relationship between Israel and Iran, and indirectly by the
Sunni-Shia conflict or age-old Arab-Persian and other
civilizational1 tendencies toward identity and religious
destiny. The amorphous sense of stability conferred from
the past bilateral U.S.-Soviet nuclear “balance” has
decidedly shifted into the realm of untoward complexities
with multiple fissure points. With the advent and power of
worldwide interconnected cyber architecture, these fissure
points and their embedded vulnerabilities have expanded in
exponential fashion.

The U.S. remains a hegemonic power as it
enters its third crisis.
The cyber domain has now permeated the once sacrosanct
physical boundaries that helped define the state, and has
thus conferred an aura of legitimacy on heretofore unknown
state actors. In decades past, the final arbiter at the disposal
of the great powers was the threat of global nuclear carnage.
Today, the focus of this threat has changed toward curbing
the proliferation of this power to those lacking in
international political title, legitimate authority, or sovereign
sanction. The projection of military power in the overall
power calculus has also changed. Iraq and Afghanistan
have shown the expense in terms of national wealth and
political capital extolled to pursue national objectives, as well
as the limitations of long-term military power projections.
The tragedy of the civil war in Rwanda, itself preceded by an
intervention sadly defined by peacemaking efforts in
Somalia, further exposed these limitations. In addition, the
increasing activities of self-interested state players in this
calculus have arguably changed the desired outcome of U.S.
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objectives. This is seen with the U.S. preoccupation in
Middle East wars, and the associated capital expenditures to
fund these wars. This has resulted in enabling regional
competitors such as China to leverage free-ridership,
comparative wealth increases, and resultant U.S. debt to
immense political and economic gain. The comparative
increase in global influence is the key aspect of hegemonic
rivalry; the ability to enhance one’s comparative influence is
thus primal to a state’s overall power.
In today’s realm, power is maintained and enhanced by a
hegemon via leveraging advantage through the mutual
interaction of market and state—the international political
economy (IPE). In the far past, it was the influence wrought
by naval power that enabled economic expansion and
brought the British Empire to its pinnacle. The near past saw
the brilliance of the U.S. at Bretton Woods as key in funding
the economic and security relationships that have shaped
the current world construct. It was ultimately the U.S.
advantage in the IPE that contributed to the dissolution of
the Soviet Union, thereby ending the threat known by
Kennan. Maintaining one’s leverage over the IPE is
necessarily contextual. For instance, the U.S. power base
has changed from its earlier sectoral advantage in
manufacturing. The demise of its manufacturing base was
made certain due to the draw of cheap wage-labor capital
overseas. The U.S. power base is now leveraged toward
maintaining advantage in technology. Technology, itself
rooted in the invaluable IP that define its existence, in turn
allows the U.S. to remain competitive—and thus maintain its
global presence and economic ability to project power.

The U.S. is again facing a threat comparable
to that which prompted Kennan’s famed
article, albeit of a different context.
Nevertheless, U.S. hegemony is at an increasingly
disadvantageous position within the IPE. The U.S. is again
facing a threat comparable to that which prompted Kennan’s
famed article, albeit of a different context. While Russia
remains a major power, especially in terms of its ability to act
as a spoiler of sorts, the primary emerging power rival to the
U.S. is the People’s Republic of China. China’s strategic
calculus depends on building and maintaining its advantage
in wage labor capital, gaining advantage in technology, and
leveraging enablers such as currency manipulation, minimal
adherence to regulations, and its power as the world’s
largest creditor. China’s grand strategy has the insidious
virtue of patience as its foundation. It is a strategy designed
to break China’s dependence on foreign technology by
changing the model of “made in China” to one of “zizhu
chuangxin” or “innovated in China.”2 It is a skillful strategy
reminiscent of the teachings of Sun Tzu, and is well on its
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way to patiently yet furtively achieving its goals without the
shedding of blood or treasure. China’s success in
promulgating this strategy follows multiple paths. It has
become the world’s largest creditor state. It has skillfully
leveraged its export base to the U.S. by keeping its own
currency artificially low. This, coupled with cheap
manufacturing due to inexpensive wage labor capital, and
eschewing environmental or physical standards in the name
of industrialization, has fostered its export base and resultant
trade imbalance in its favor. As a cash-heavy state with
non-convertible currency, it hedges inflation by purchasing
the highest-rated debt on the market, primarily U.S. debt
obligations. This collective operation funds China’s
economic and resource-based expansion. China has
skillfully maneuvered itself worldwide, shoring up resource
development and exploitation to feed its growing
requirements.
The spectrum of Chinese or any other state behavior in
pursuit of national strategy is often tempered in terms of a
regional or global hegemon enforcing the rules through a
variety of soft and hard power mechanisms. These rules are
interpretive. In terms of questionable state behavior, the
rules are a function of cost/benefit calculations by both the
offended and offending states that serve as their respective
guides. Thus, questionable state behaviors may merit only a
limited response depending on the costs of enforcement
mechanisms. Kennan clearly saw this in his call for a “longterm, patient but firm and vigilant containment of Russian
expansive tendencies” in his 1947 article. In essence, these
are the risks that states take.
However, China has arguably crossed a threshold of
tolerable and questionable state behavior in pursuit of its
grand strategy. The offense is based within its methods of
targeting the very area that has given the U.S. the ability to
maintain its hegemony—the theft of IP, especially within the
immense growth sector that is technology. The offended
states include the U.S. as well as other peer partners and
rivals in Europe and Asia. Direct theft estimates from U.S.
entities exceed $400 billion,3 with derivative applications and
savings in research and development costs driving these
estimates far higher. They were labeled by the former head
of the National Security Agency, General (USA) Keith
Alexander, as the “greatest transfer of wealth in history.”
Further, economic losses due to IP theft are estimated to
reach $1.7 trillion annualized by 2015, impacting 2.1 million
jobs and over $100 billion in exports and sales. Despite
current mitigation efforts, IP theft continues unabated—
albeit more carefully. This is clearly a message from China,
and reinforces perceptions within the Chinese strategic
calculus of the U.S. in hegemonic decline.
China’s gamble is based on its perception that the U.S. will
not respond effectively to this theft as it is not in a position
to do so. Current U.S. responses would seem to enable this
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position, and it has thus far been a gamble well worth taking.
That said, China is not without vulnerabilities. For instance,
China fears internal instability, whether from egregious
social ills to the ruling party’s fear of losing the Mandate of
Heaven to rule. Structurally, China has embedded labor
inefficiencies owing to the desire for no official
unemployment; in essence, this stands contrary to corporate
efforts to find and institutionalize efficiencies, which result in
streamlined processes and thus a diminished requirement for
labor and resources. With such a large labor base, even low
unemployment rates translate into millions of idle workers.
Coupled with a comparatively weak research and
development base, the theft of IP enables a clever but illegal
means of achieving its strategic goals. IP theft vastly
reduces expensive and highly technical research and
development costs, thus feeding a means to leverage
Chinese competitive strengths in production and ultimately
the accumulation of wealth. It also lessens the relative
advantage of its nearest peer competitor, the U.S. All of this
plays favorably for China.
For its part, the U.S. also has options. It could choose to remain
satisfied with the 2013 verbal demarche of its Vice President and
Treasury Secretary. After all, they were delivered in person,
which sends a strong diplomatic message. This was the
politically expedient solution at that time, as it answered the
public’s demands that something needed to be done. However,
the news of continued IP theft by China abounds. These
undesirable results should have been expected, meaning the
retort of denials signaling business as usual. Similarly, the
response to U.S. pressures on Chinese currency manipulation
was met in like fashion, and only served to reinforce Chinese
perceptions of U.S. weakness in response to bad state
behavior.
Other options include the standard fare of multilateralism and
the court of world opinion. In essence, this range of options
would leverage the international community to foster a common
ideal of state behavior with the threat of an enforcement
mechanism. These are very safe options, but they are
dependent on an adversary’s belief that consequences will
matter, and that threats of enforcement will actually materialize.
However, this option is fraught with the dangers of
subordinating the rule of law to fostering already unequal
political and economic relationships. The risk inherent in this
suite of options is the U.S. risks a further loss of prestige if the
offending state does not “blink.” Further, multilateral economic
sanctions against China in the current economic context would
be difficult to afford for any state. Ultimately, these gradual
options allow time for the offending state to mitigate
enforcement attempts, and the bad state behavior will continue.
Thoughts concerning actions-in-kind, return, or retaliation have
little merit. The Chinese have little worth stealing in terms of IP,
an obvious reason as to why they have been engaging in its
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wholesale theft in the first place. Further, the comparative
value of the stolen IP, as well as embedded cost of research
and development, is lost by the offended parties upon
compromise. The recently passed bipartisan Deter Cyber
Theft Act, which requires a legal burden of proof, provides
the possibility of trade retaliation. While this Act perhaps
played well at home, its effects have little to offer in terms of
recourse, and will be marginal at best. For example, similar
past threats, such as those prompting a retaliatory trade
measure concerning tires, have already relegated this Act to
relative insignificance.

The Chinese have little worth stealing in
terms of IP, an obvious reason as to why
they have been engaging in its wholesale
theft in the first place.
It is worth mentioning there have been counter-accusations
by China of hacking engineered by the U.S. government,
with the compromises by NSA contractor Edward Snowden
underscoring the pervasiveness of these efforts. The
answer, simply put, is that all great states collect intelligence
on potential rivals. Knowing a rival’s capabilities allows one
to develop mitigation strategies, vice directly profiting from
them. This is the central difference between post- Snowden
revelations of far-reaching intelligence collections, and
actually stealing IP. The differentiation of this point is key
to understanding an unexplored course of action that would
bring any offending state into the realm of acceptable
behavior.
In promulgating grand strategy, the aura of legitimacy is
inherent in the successful execution of any diplomatic,
informational, military, or economic aspect of power. As
such, a strategy of deterrence predicated on legal means is
an option that must necessarily be considered in order to
bring any offending state back into the realm of acceptable
state behavior. The U.S., as the primary offended state, is in
the position with which to enforce the rule of law. This is
what hegemons do. The objectives of the U.S. would thus
be to safeguard international IP, thereby allowing all states
to compete fairly; to promote and enforce IP regimes, norms,
and procedures as a function of international law, with
monetary remedies as the preferred conduit of enforcement;
to deter the future theft of IP; and as a corollary effect to
promote the enforcement of other major regimes, norms, and
procedures that lend themselves to good global governance.
In this case, U.S. strategy should focus on following
through with enforcement provisions supporting
internationally recognized regimes in conjunction with rule
of law. The promulgation of grand strategy necessitates
definitive steps, especially regarding the cyber domain. It
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the bad effects of the act, making an apology or paying
compensation for damages…” Obviously, there is little
chance of China pursuing enforcement against itself.

must provide and deal with consequence, while managing
counteractions and minimizing malleability. The following
paragraphs provide the basis for this strategy.

Unilateral sanctions have historically
shown themselves to be limited in their
effectiveness, and can invite similar
retaliation from offending states with the
means to do so.
First, IP theft is prosecutable under U.S. law. Several statutes
apply, including Title 18 US Code 1831,4 the “Economic
Espionage Act (EEA),” and Title 17 US Code (Digital
Millennium Copyright Act). The EEA requires an intent to
benefit a foreign entity or at least involve the knowledge that
the offense will have that result. It does not require an intent
to injure the owner, and it applies to any trade secret,
notwithstanding the absence of any connection to interstate
or foreign commerce. Punishment includes damages up to
three times the amount of the stolen secret’s value—which
includes derivative applications resulting from the IP stolen.
Further, two recent pieces of legislation—S. 3642 and H.R.
6029—have increased the scope and power of federal
protection of trade secrets under the EEA. Other tools, to
include the April 1, 2015, Executive Order 5 for sanctions
against offending parties, have merit. However, while
highlighting the nature of the cyber threat, this Executive
Order does not provide the state-level deterrence required to
address the consequences of IP theft. Unilateral sanctions
have historically shown themselves to be limited in their
effectiveness, and can invite similar retaliation from
offending states with the means to do so.
Second, the key regime in question is the United Nations’
World Intellectual Property Organization, to which the U.S.
and China are both signatories. China’s actions are in clear
violation of the very accords it signed. However, UN
enforcement mechanisms are lacking to adequately deal with
the issue. Similarly, and third, IP theft is also against
Chinese law. The Order of the President of the People’s
Republic of China No. 26, the “Decision of the Standing
Committee of the National People’s Congress on Amending
the Copyright Law of the People’s Republic of China,” was
adopted at the 13th Meeting of the Standing Committee of
the Eleventh National People’s Congress on February 26,
2010, and went into effect as of April 1, 2010. Enforcement
measures are included in Chapter V, Legal Liabilities and
Enforcement Measures 21, Articles 47, 48, and 49, which
state, “Anyone who commits any of the following acts of
infringement shall, depending on the circumstances, bear
civil liabilities such as ceasing the infringement, eliminating

Vol 32, No 2

Presentation of this case in U.S. Federal Court has
precedence. Examples include the recent indictment of
Chinese military members and the recent judgment against
Samsung. Indictments are permissible under 18 U.S.C. 1837.6
Legal precedent in criminal and fraud remediation is replete
with examples, to include international enforcement
mechanisms.7 The fines to the offending entity are assessed
as “treble” or triple recoveries for willful violations; it is an
accepted norm as a penalty for such activities. Triple
recoveries provide a very powerful strategic message no
matter the application: If you steal it, you buy it at triple the
price. In this case, the judgment with included derivative
applications and patent infringements could easily exceed
$1.2 trillion, or approximately 6.6% of U.S. debt—the
marginalization of U.S. industry efforts in remaining
competitive notwithstanding.
In short, the U.S. should lead other offended states with a
“class action” court-based judgment providing triple
damages rendered from the offending state (i.e., China).
There are two key aspects critical in the presentation of a
judgment. First, there is the predication of legitimacy from a
court decision to the offended and witnessing states. China
may or may not accept the legitimacy of a decision favorable
to the U.S. and other offended states. Rejection of
international protocols to which they had no part in
formulating, and undermining these protocols while claiming
to represent developing states against the status quo, have
been a principle of Chinese diplomacy in recent years. Thus,
if judgment is rendered against it, China may refuse to pay
the assessed fine. This would be of little consequence, as
this is precisely where the strategic vulnerability of
excessive debt becomes an advantage—the collection
mechanism for this judgment would take the form of writing
off U.S. debt obligations under this shield of legitimacy.
This would be critical in terms of the tremendous
consequence of legally cancelling the contract between
debtor and creditor states without a run on the U.S. dollar.
The second aspect concerns the linkage of U.S. debt
obligations to the holder of this debt. U.S. security firm
Mandiant provided the first public evidence demonstrative
that Shanghai-based People’s Liberation Army General Staff
Department Unit 61398 engaged in the theft of intellectual
properties from the U.S. Mandiant observed attacks from
this unit against at least 141 companies spanning 20 major
industries since 2006, including four of the seven strategic
emerging industries that China has identified in its current
Five-Year Plan. The Chinese government as a state-centric
monopoly owns and directs this unit. Liability is thus
conferred to the Chinese government, which holds U.S. debt
obligations.8
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Rejection of international protocols to
which they had no part in formulating, and
undermining these protocols while
claiming to represent developing states
against the status quo, have been a principle
of Chinese diplomacy in recent years.
The successful prosecution of this issue is a strategic
imperative for the U.S. as hegemon. The consequences to
the global economy could well be substantial if not
managed collectively. The key factors to consider,
assuming a favorable judgment from U.S. Federal Court,
are first and foremost the U.S. debt as a function of GDP
reaching critical stages, exceeding 73%. U.S. debt stands
over $18 trillion, with public debt being over $11 trillion.
China was recently passed by Japan9 as the world’s
largest holder of U.S. debt; both hold U.S. debt
obligations exceeding $1.2 trillion. The elimination of this
debt under the aura of legitimacy would obviously be a
step in the right direction in terms of stabilizing overall
U.S. debt. It would also remove a lot of cash from the
global table. In terms of global stability, this actually
serves as an advantage. The 2008 housing collapse was
precipitated by two key enablers—historically low
interest rates and unprecedented global cash. This cash
would obviously seek higher rates of return, which it
found in the bundled mortgages paying handsome yields.
When these notes became due, defaults occurred and the
global house of cards tumbled. A favorable judgment
would diminish the scope of such a crash by removing the
proverbial fuel for a future crash of this nature.
The threat of retaliation stands as a reasonable yet
manageable manifestation of a favorable judgment. For
instance, the U.S. could be held similarly liable if the U.S.
is proven to have stolen another state’s IP. While not
realistic for the simple reason that there is little of value to
steal elsewhere, the theft would have to have been
brokered by the U.S. government in order to receive
sanction; a private company’s liability does not
necessarily confer to the U.S. government. This stands in
direct contrast to China, which is established as a
centrally managed state-as-executor directly responsible
for its wealth-producing, state-controlled entities.
Another form of retaliation could take the form of
escalating behaviors in response to a favorable judgment
to the offended states. These include direct and indirect
retaliatory tariffs, or pursuing debt obligations in nonfavorable (i.e., high interest rate) terms. The potential that
other states will not want to hold U.S. debt for fear of
corollary enforcement efforts, or a weakened perception
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of the U.S. ability to pay its debts—resulting in credit
downgrades, capital flight, and loss of confidence in the
U.S. dollar—are also potential risks to pursuing such a
judgment against China. These risks are underscored
globally, as any collapse of the U.S. economy and
associated market mechanisms will severely impact the
economies of all states. For example, the East Asian debt
crisis had a comparatively minor impact on the U.S.
economy. Conversely, the collapse of the U.S. housing
market was felt by economies worldwide. Absent U.S.
government intervention, the world economy would have
entered a severe economic depression.
Nevertheless, within these risks are potential
opportunities. For instance, there is political opportunity
emanating from retaliation. In this instance, and with the
incentive of substantial debt reduction, any sitting U.S.
political party would be in a better position to leverage
these retaliatory threats to patriotically push fiscal
tightening (not necessarily “austerity”) mechanisms. This
would curb any further U.S. debt hikes while retaining
public popularity. Further, reasserting U.S. hegemony
predicated on the legitimacy of a court decision will help
maintain the U.S. dollar as the currency of choice, and
mitigate the “black swans” of capital flight or dissuading
other states from purchasing U.S. debt. China does not
necessarily buy U.S. debt out of choice, but out of a lack
of choice. The Chinese are not investing in rupees,
rubles, or the yen. They could buy euros in retaliation,
but this would likely have the effect of pegging the euro
higher in comparison to the U.S. dollar. This effect
actually has benefit, as the cheaper U.S. dollar would help
spur higher U.S. exports and thus create more U.S. jobs.
This would further help retain the U.S. dollar as the global
currency of choice. The class-action nature of this
proposal also leverages the political reputations of
leading countries in the world polity; the list of offended
states has high debt ratings. In addition, retaliation could
take the form of charges being conveyed against the U.S.
The recent allegations concerning Stuxnet10 serve as the
most compelling case. However, the Stuxnet threat is
largely mitigated based on the legal requirement to prove
the legitimacy of the affected programs, proof of the
source of the virus, and an assessment of the damage that
occurred. In other words, a full-spectrum examination of
Iran’s nuclear program would be required in order to make
a case. Lastly, the corollary effect of hegemonic
enforcement serves to strengthen the authority of all
international norms, rules, and procedures that serve to
facilitate the community of global interests being served.
This serves the greater good.
Finally, there is the impact on China of enforcing offended
states’ rights in regard to its theft of IP. Assuming the
remedy mechanism provided by the court involves either
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fines or the dismissal of debt contracts from the offended
states, the impact on China’s economic balance sheets
would be severe. This, however, is tempered by the
reality that China is in essence being forced to purchase
the IP it has wrongfully appropriated. China is leveraging
this stolen IP to enhance its own competitive position in
the global economy.11 As economic interdependence
binds leading states together, and internal stability has
primacy in terms of China’s governance, it would be
incumbent upon China to ensure this bad behavior
remains an issue in the past. China will rightly have to
compete on a level field with its “purchase” of IP. It
should not place itself in a position where it sanctions or
retaliates for its own bad behavior, as this would only
serve to frighten away foreign trade and investment and
reduce market share. In other words, commonality of
interest should prevail.
The U.S. is once again at a critical juncture in its history. It is
comparative in scope but differing in context from the threat
which prompted Kennan’s famed X article. If the U.S. continues
its current approach, it will have effectively ceded to China the
comparative and competitive advantage provided by its IP. The
effects are insidious as they are embedded in the complicated
world of the IPE, with little in terms of the impact immediacy that
would create headlines. Nonetheless, in the near term, the lack
of an effective strategy will hamper the ability of U.S. companies
to compete in the IPE. In the long term, it will void the ability of
U.S. companies not appropriately leveraged against this unfair
advantage to survive. This, in turn, will lessen the tax base upon
which the U.S. government relies to pay its debt, fund its power
mechanisms, and pay its citizens’ Social Security benefits.
Theft of U.S. IP will continue unabated unless a powerful
strategic deterrence is promulgated. The basis of this deterrence
has its predication in the primary function of a hegemon—
enforcing the rules. This provides the best means with which
to halt the unabated theft of IP, and an expensive deterrent to
any entity engaging in similarly bad behavior. It also provides
the corollary effect of recouping $1.2 trillion in penalties to the
U.S. Treasury, thereby assisting in national rebalancing efforts
required to stave off out-year economic upheaval resulting from
the theft of IP. The alternative is to maintain our present course.
This equates to toleration of bad-state behavior, and will
relegate the U.S. economy and its businesses to a perpetual
state of comparative disadvantage. This, in turn, will have a
sustained deleterious impact on the U.S. economy and leave it
in a state of permanent debt, thereby eroding other U.S. power
mechanisms as well as interdependent global state economies.
The ultimate expression of this toleration will be unrecoverable
strategic and hegemonic decline by the U.S.
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Turkey and Belarus as Antidotes
to Russian Aggression
by AMB (Ret) David H. Swartz and Dr. James A. Sheppard

SUMMARY

T

he guiding observation for this study is that
ineffective U.S. and EU policies relative to
Belarus combined with a Turkish drift to the
East have emboldened Russian action in Crimea. As
such, the authors suggest that, in addition to existing
sanctions, a more strategic approach to quelling
Russian aggression in Ukraine is warranted.
Specifically, the U.S. and EU should give serious
attention to the upcoming Belarusian elections. They
should also lodge an artful proposal for the revision
of the Montreux Convention which regulates passage
through the Turkish Straits. These combined actions
should create a sense of insecurity on both the
western and southern borders of Russia and cause
the Kremlin to recalculate its regional behavior.

OVERVIEW

I

t is well known that Turkey is a country caught between
two narratives. On the one hand, Efes beer and Raki
serve as clear markers that the transcontinental country
will always be awkward in the eyes of the Muslim world.
On the other hand, Ataturk’s secular legacy is not
powerful enough to convince Europe that the Turks have
a rightful place in the European Union (EU). To be sure,
the Turkish “catch-22” is visible in any number of recent
events. For instance, in the aftermath of Egypt’s second
revolution, the Supreme Council of Islamic Affairs
snubbed the Turks at the Islamic Affairs summit in 2014
because Turkey’s Justice and Development Party was an
ally of the Muslim Brotherhood.1 The action was
understandable since the presence of an alcoholconsuming Muslim state with leadership that
continuously backs radical politics would be out of place
at a conference dedicated to countering takfiri.
On balance, discussions relative to the Transatlantic
Trade and Investment Partnership highlight that the Eurodeck is stacked against Turkey. Under the current rules,
Turkey must negotiate its own trade agreements with the
same countries to which the EU gives preferential status.
This means that Turkey is disadvantaged because
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countries can access Turkish markets through the EUTurkish customs union without having to open their own
markets to the Turks.2 There are some practical reasons
for Turkey’s exclusion from TTIP but, for many in Turkish
industry, it is simply a double standard without rational
cause. Nonetheless, the Turkish-European dichotomy
grows increasingly softer in a global economy. That is to
say, one might interpret President Erdogan’s threat to join
the Sino-Russian Shanghai Cooperation Organization—a
union that is neither Western nor Arab—as a way to
break out.3 The fact that a few years ago the Turks
selected a Chinese supplier for a missile defense system
that had no chance of plugging into a NATO platform was
a clear signal that the Turkish government is open to
exploring other options.4 This Turkish drift is worrisome,
however, because it means that the West is at risk of
losing a strategically key partner for influencing Russian
behavior. From a geopolitical point of view, the problem
is especially critical in light of the U.S. inability to sustain
any serious political pressure on Russia’s western border.
That is to say, ten years of failed U.S. policy relative to
Belarus combined with a Turkish drift provides the ideal
conditions for Russia to assert itself more aggressively in
the region.

...in order for sanctions to be truly effective
they require multilateral cooperation, a
condition that is increasingly difficult to
obtain in a global economy.
A PROTECTED FLANK

O

ne reason that Russia currently feels free to assert
itself in the Black Sea is that the U.S. and Europe
have failed to keep serious, sustained pressure on
the country’s western border. In concrete terms, this
means that President Lukashenko’s Belarus remains in
place and, when combined with a well-armed Kaliningrad,
a sufficient buffer is created that can slow, perhaps deter,
an attack from the West. In other words, because Putin’s
right flank is well protected he can afford a confrontation
in the south.
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That Russia would see a paper tiger on its western border
should not be surprising. In 1998 the Peterson Institute
eloquently drew four major conclusions about sanctions,
all of which are valid relative to current-day Belarus.5
First, according to the Peterson Institute, sanctions
seldom force a change in a country’s behavior. As
already noted a decade after the imposition of sanctions,
Lukashenko is still in power and is content to continue
imprisoning opposition figures. The Peterson Institute
also asserted that sanctions are rarely part of a “force
curve,” and as an isolated policy measure they are
tantamount to a bluff. Other than economic sanctions,
what other pressures have materialized against Belarus?
Third, as is certainly the case with Belarus, sanctions
adversely impact the most vulnerable populations of a
society. Dr. Julia Korosteleva’s study of sanctions
against Belarus, a study that she undertook at the request
of the European Parliament’s Committee on Foreign
Affairs, is solid documentation of sanctions causing
reduced household incomes, diminished social services,
and higher unemployment, all without creating an undue
burden on the regime.6 Finally, according to the Peterson
Institute, in order for sanctions to be truly effective they
require multilateral cooperation, a condition that is
increasingly difficult to obtain in a global economy.
Belarus, perhaps better than any other country, has
proven this point by securing loans and investments from
countries like Russia and China. Even with all of this, the
policy community has been slow both to accept the
conclusion that sanctions are largely ineffective and to
institute any additional measures that could act as a force
multiplier. To be sure, Belarus seems to have become the
“blank spot” of east-central Europe.
Despite the fact that its population of 9.5 million exceeds
the combined populations of neighboring Lithuania,
Latvia, and Estonia, those countries—as members both of
NATO and the European Union—are getting much
attention due to their relatively large numbers of ethnic
Russian citizens and their proximity to Russia. The recent
meetings of President Obama with leaders of Poland and
those three countries were designed to shore up concerns
over the extent of NATO’s commitment to them given
Russia’s evident enthusiasm for violating interstate
norms of behavior, not to mention international law, at
will.7 Frozen conflicts in Moldova and Georgia keep those
countries permanently on the agenda of the West’s
complaints addressed to Moscow, while Belarus with its
durable authoritarian regime and its array of human rights
violations manages to draw the West’s opprobrium all by
itself. However, the lack, concomitantly, of creative
Western strategic attention to Belarus allows the
Lukashenko regime to continue perpetuating itself and, at
the same time, permits Russia to focus its attention on
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Ukraine (for now) and the opportunities for mischiefmaking in the Islamic world to its south, without concern
for its western flank.
The Belarusian “blank spot” is unfortunate since Belarus,
like Ukraine, is strategically important for Russia and,
thus, for NATO and the EU. Its importance for Russia is a
function, in part, of its being the only non-NATO country
situated in close proximity to Moscow’s exclave of
Kaliningrad Oblast; of the vital transit role Belarus plays
for Russian crude oil and refined (in Belarus) petroleum
destined for EU markets; of serving as a buffer, together
with Ukraine, between Russia and NATO; and of its
political, military, and economic subservience to Moscow.
In return, Belarus receives Russian “paternalism,” cut-rate
prices for energy, and limited freedom of self-expression,
even including occasional pseudo-criticism of Russia, as
in the case of Crimea’s annexation and Moscowinstigated unrest in eastern Ukraine. This latter serves
the useful function (for Russia), among others, of
deluding the EU and to a lesser extent the U.S. into
believing that Belarus even under Lukashenko finally
understands its future lies with the West. A brief
examination of these factors follows.

Kaliningrad Oblast is an odd but vital
appendage of Russia, wrested from Germany
by the Soviet Union late in World War II.
Little is written about it in the West.
Kaliningrad Oblast is an odd but vital appendage of
Russia, wrested from Germany by the Soviet Union late in
World War II. Little is written about it in the West. It is
the only Russian territory—well, until Moscow seized
Crimea and illegitimately annexed it—not connected by
land to the rest of Russia proper. The Russian Baltic Fleet
is based there. By most counts, Russian nuclear weapons
are also stationed there.8 Lukashenko’s tame, pro-Russia
Belarus enables de facto Russian hegemony to extend
west beyond Russia’s contiguous territory to less than
100 miles from Kaliningrad. Russia has established
ground and direct air transportation links to Kaliningrad
through Lithuania. Were this access to be blocked by
NATO action, for whatever reason, Moscow would still
have Belarus’ proximity to the exclave as the staging area
for the Russian military to force a corridor through
Lithuania.
As for NATO, the alliance’s inclusion of Poland, the three
Baltic states of the former USSR, and countries of eastcentral and southeastern Europe has been and continues
to be a burr under Putin’s saddle. The reality of NATO in
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what Putin sees as Russia’s sphere of influence made
Belarus all the more important to Moscow. On the other
hand, Putin must have been buoyed by the revelations in
a Polish news weekly, Wprost, of private comments
allegedly made by that country’s foreign minister,
Radoslaw Sikorski, to the effect that America’s NATO
commitments to Poland are “worthless,” indeed worse, as
they create, in his alleged opinion, a false sense of
security among rank-and-file Poles. Disagreement among
numerous U.S. foreign policy experts and politicians past
and present over the wisdom of NATO expansion
eastward probably helped Putin conclude that the alliance
may be a paper tiger. This, together with the U.S. paying
by far the most to sustain the alliance, could reasonably
lead some to agree with the alleged assessment of the
Polish foreign minister.
Crude oil is the most important energy commodity passing
from Russia to Western Europe through Belarus, via the
Druzhba pipeline. Belarus itself refines much of this oil
into petroleum products, sources of vital income for the
country’s economy. The Yamal pipeline also transits
Belarus, conveying Russian natural gas westward. The
strategic importance of this pipeline, though, has
diminished with the completion in 2011 of the RussiaGerman Nordstar natural gas pipeline laid on the floor of
the Baltic Sea and bypassing both Belarus and Poland.
Russia’s web of multilateral military and economic
arrangements with Belarus serves to keep the “blank
spot” tightly joined to Russia. By far the most important
politically, however, is the bilateral Russia-Belarus Union
Treaty. In principle, despite not having been implemented
to any significant degree since being signed and ratified
by both countries’ parliaments over 15 years ago, joining
the countries is still a possibility, one which Putin would
not hesitate to use if his Belarus counterpart strayed too
far from the permissible.
In addition to its membership in the multilateral Russiadirected Collective Security Treaty Organization, requiring
Belarus to join only in defensive measures, Belarus is also
the recipient of special Russian military attention on a
bilateral basis. In March 2014, media outlets reported a
Moscow-Minsk agreement that Russia will deploy 15
fighter jets to Belarus, likely as a response to NATO
exercises on the Polish-Belarusian border, a Ukrainerelated measure. Reportedly, a Russian military air base in
Belarus will soon become operational and will be the first
such post-Soviet Russian facility in the country.9
The Eurasian Economic Union, signed in June 2014 in
Astana, Kazakhstan, by Putin, Lukashenko, and
Nazarbaev, is another element of Putin’s strategic web.
His fond hope was that Ukraine would also join instead of
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finally signing on to the EU association agreement. It
appears that, economically, Belarus’ participation may be
a zero-sum game, but politically it dims prospects for
closer Belarus ties with the EU.
The U.S., and to a more restrained extent the EU, like to
employ economic and/or political sanctions to achieve
desired ends. Yet, as already noted, the positive benefit
from imposing sanctions on any country anywhere is a
very questionable proposition, the latest case in point
being those against Russia. In the case of Belarus, U.S.
sanctions most recently were undertaken to promote
human rights reforms after the December 2010 presidential
election, specifically the release of political prisoners.
The release in June 2014 of Ales Bialiatski, head of the
“Vyasna” human rights group, following a senior State
Department officer’s visit to Minsk, raised hopes in
Washington that remaining political prisoners might be
released in the near future.

In the case of Belarus, U.S. sanctions most
recently were undertaken to promote human
rights reforms after the December 2010
presidential election, specifically the
release of political prisoners.
In the complex political and economic environment that is
Belarus, a window of opportunity opened: the next
presidential election slated for late 2015. Since “divide
and conquer” is one of the tools Lukashenko has at his
disposal, the plethora of political parties, factions, and
jokes (e.g., Beer Lovers Party)—some 30 in all—works in
his favor, even in the best of electoral climates. Devoting
serious attention to Belarus now could help ameliorate its
“blank spot” status and force Russia to recalculate its
regional behavior.

REVISING THE
MONTREUX CONVENTION

P

aying attention to the upcoming elections in Belarus
would be good for Belarusians but it would also help
to check Russian aggression in places like Crimea. To
be sure, there is a great tactical advantage in ending the
“blank spot” status for Belarus. Russian plans in the south
would be interrupted if Belarus became a less strategically
dependable limb. Further, Russian aggression may stop
altogether if Belarus became a fixed line of engagement in the
west and served as a kind of political anvil against which a
hammer could strike from Turkey. That is to say, Russian
aggression in and around the Black Sea could be completely
disrupted by a challenge in the Turkish Straits, Russia’s
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traditional southern Achilles heel. Diplomatically, this would
mean shifting the focus slightly away from the problems in
Crimea and launching an artful call to revise the Montreux
Convention, which regulates traffic into and out of the Black
Sea.10

The Montreux Convention is the treaty
that regulates the passage of merchant and
warships through the Turkish Straits.
The Montreux Convention is the treaty that regulates the
passage of merchant and warships through the Turkish
Straits. It was signed in 1936 and is still in force. The
Convention does allow for revision and the process for
doing so is codified in Article 29 of the document. That
article provides for any contracting state to propose
amendments at the end of each five-year period starting
from the date of enforcement. Additionally, amendments
related to Articles 14 and 18, i.e., those that pertain to
tonnage limits and military presence, must carry the
support of another contracting state. Assuming the
support of a second state, amendment requests must be
provided to the other contracting states three months in
advance of the current five-year period. The amendment
must also provide a rationale. In general, amendment
requests require a unanimous decision but those requests
related to Articles 14 and 18 can be passed by a special
majority—three-fourths of contracting states that are on
the Black Sea. Further, Turkey must be included in that
special majority. Practically, this means that revisions to
Articles 14 and 18 require a special majority comprised of
Turkey, Bulgaria, Romania, Ukraine, Georgia, and the
Russian Federation. Yet, a negative vote by one state,
save Turkey, is not enough to defeat an amendment.
Further, a proposal to change the Convention would need
to be submitted to all riparian states before the summer of
2016.
There are at least three points within the Montreux
Convention that, when combined with sanctions, would
send a powerful message to an aggressive littoral state
such as Russia. Further it is wagered that none of the
changes would, in reality, have a negative impact on
seafaring operations in the Turkish Straits. First,
according to Article 13 of the Convention, the transit of
war vessels should be preceded by eight days’ notice to
the Turkish government. According to the agreement, the
notification must also specify name, type, destination,
date of entry and return, and number of vessels. NonBlack Sea powers must provide the same information but
allow for fifteen days’ notice. The U.S. should work with
the international community and especially Turkey to

Vol 32, No 2

standardize the notification period to fifteen days for all
warships. Practically, this would send a signal to
Moscow that the international community has the ability
to slow the deployment of Russian naval forces entering
the Mediterranean Sea. Admittedly, it would also slow
the operation of fleets from other Black Sea states, but it
is difficult to see why any power would object to an extra
week’s notice if transit is for peaceful purposes such as
repair or rejoining a base.
The second item within the Montreux Convention that
could be targeted for revision is Article 18, Section 2.
That paragraph stipulates that vessels of war may not
remain in the Black Sea for more than 21 days, regardless
of their purpose. Practically speaking, the rule is
pointless as naval commanders have long understood
that staggering the presence of warships in the Black Sea
can ensure a permanent presence. In other words, a ship
can be in the Black Sea for 20 days, exit, and be replaced
easily by another ship the next day. The change might
relieve some of the traffic burden on the Turkish Straits
and it would honestly acknowledge that foreign-flagged
vessels maintain a steady presence in the Black Sea. Yet,
it would also serve as a strong signal that the world
community has not simply yielded a force advantage to
the large Russian armada that is anchored at Sevastopol.
Finally, revising articles specific to the tonnage
agreements may be worth some consideration. On this
point, there are two directions that one might pursue. The
weaker option is to propose a revision to the tonnage
restrictions for warships. As it currently stands, the
Montreux Convention stipulates that the aggregate
tonnage which Black Sea powers may have shall not
exceed 30,000 tons. Non-Black Sea powers are limited to
two-thirds of the stated aggregate tonnage. Given that a
fully-loaded U.S. Navy cruiser has a displacement of 9,600
tons, the potential for a presence in the Black Sea is quite
limited.11 Bringing parity to Black Sea and non-Black Sea
weight limits, however, would allow for a naval task force
to enter the theater. For instance, the aggregate tonnage
of two cruisers and one destroyer would be 28,848 tons.
If that task force was attached to a similar group, say
British ships or other NATO-flagged vessels, the
overwhelming force advantage for the area would reside
with the allies. Admittedly, the likelihood that Article 18,
Sub-Section C would be revised in this way is not very
high and, from the Turkish perspective, may not be the
healthiest long-term strategy. If Russia’s recent alarmist
reaction to the USS Taylor’s extended stay for repairs and
the USS Truxton’s change of exit date (still within the
required time limits) are any indicator, however, the
specter of discussion about the matter could prove to be
a useful pressure point.12
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If pairing sanctions with the legalization of an increased
military presence is unlikely, then perhaps another option
is to institute tonnage limits for commercial ships. To be
concrete, in times of peace the Montreux Convention
currently allows for commercial traffic of any size to pass
through the Turkish Straits. Restricting the dead weight
of cargo ships to about 300,000 tons would still enable
both VLCC supertankers and Handysize cargo ships to
operate but would restrict the far less pervasive ULCC
ships. Practically speaking, setting a weight limit which
accommodates the average of the cargo traffic that
normally passes would leave most shipping undisturbed.
Yet, for an oil exporter like Russia, it could amount to
some slight increased costs on exports (e.g., tighter
weight restrictions mean more ships to traffic goods) and
slower times to market. In a sense, a tonnage restriction
on cargo does work as a kind of soft sanction but, in
reality, it serves more as a diplomatic reminder that a
nation drawing its strength from the oil export business
has a corresponding responsibility to respect the oildependent market that is the genesis of the strength.

...Russia has learned that exporting is
cheaper through pipelines than tankers,
and pipelines that run outside of partner
nations maximize gains through the
elimination of transit fees.
Although Turkey does not need increased traffic in the
Straits, especially of the Handysize class, it may be in the
country’s interest to pursue lower cargo limits as a means
to protecting itself from Russian market machinations. To
illustrate, Russia decreased its oil shipments through the
Turkish Straits from 3.4 million barrels per day to 2.6
million between 2004 and 2006. That drop likely
corresponds to a noticeable decrease in Turkish tax
revenue for the period. A check on that correlation could
be instructive for future planning because it is well known
that Russia has learned that exporting is cheaper through
pipelines than tankers, and pipelines that run outside of
partner nations maximize gains through the elimination of
transit fees. Therefore, assuming that some decreases in
tax revenue correspond to decreases in oil shipments, it
might make sense for Turkey to regain lost revenue by
increasing allowances on the cargo that does pass
through the Straits. This might make even more sense
given Russia has learned that having options to transport
fuel to market is a key to controlling its neighbors. It is
well known that Russia tried to use the Odessa-Brody
Pipeline in Ukraine as a means for moving Russian crude
to the Black Sea for export. For Turkey, a flow in that
direction might seem like good news. If, however, Russia
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gained full control of that pipeline, it could elect to use it
as a Bosporus bypass into Europe and, at the same time,
take a step toward turning Turkey into an economic
puppet state like Belarus. Certainly Ankara is leery of this
kind of threat which is why it looks to the Trans
Anatolian Gas Pipeline and the Trans Adriatic Pipeline as
a kind of insurance.13
The key question is whether or not Turkey would join in
proposals to amend the Montreux Convention. With the
ever-evolving complexities stemming from Syria, it is a
good bet that Ankara has little interest in managing
conflicts on both its northern and eastern borders. Yet,
given that Turkey’s 3rd Corps has long been tasked as a
NATO response force (NRDC-T) and that the alliance has
been maneuvering to respond to Russian aggression,
taking the lead in a plan to exact political pressure by
means of the Straits, which are indisputably under
Turkish control, might be preferable to the alternative,
which is to get sucked into an armed conflict with Russia
as part of a NATO force. In other words, entertaining a
lengthy process that Turkey can control with its singular
vote is low-risk, buys time, and offers an opportunity to
reassert its autonomy where it is otherwise entangled. It
is also subtle enough that Erdogan can participate
without disrupting the current line of Muslim pride he
seems compelled to assert as a means of protecting his
party’s share in the government. Moreover, the slow
process of revising the Montreux Convention may
provide some welcome relief while Ankara juggles its
relationship with the Kurds, control of its Syrian border,
the threat of the Islamic State, and the Syrian conflict
itself.

CONCLUSION

O

ne implication of the evolving relationship between
Russia and Turkey is that as the latter heads toward
Eurasia and the Far East, Russia feels freer to assert
itself in the region. Further, the Kremlin’s comfort level in
exacting its machinations in places like Crimea is greatly
enhanced by the knowledge that U.S. and European
actions against Belarus have been largely ineffectual. In
order to stifle Russian behavior, the U.S. should
aggressively work to pull Turkey back toward the West.
This can be done, in part, by working to minimize negative
perceptions caused by agreements like TTIP and by
promoting Turkish strengths such as its manufacturing
abilities. The U.S. should also work to help Turkey avoid
over-reliance on Russian energy (56% of natural gas and
over 90% of Turkish crude consumption come from
Russia). Rather than permit Russia to work on turning the
Turkish Republic into a transit puppet state like Belarus,
the U.S. would be well-served to encourage both the
protection of the Odessa-Brody Pipeline and the

Page 155

Vol 32, No 2

development of the Trans Anatolian Gas Pipeline. Most
importantly, U.S. and EU partners must halt the Turkish
drift or risk losing the Montreux Convention as a
diplomatic tool. Even the specter of revision to that
agreement can be used to send strong signals to an
aggressive littoral state. Indeed, the threat can be a force
multiplier in a context where sanctions have already been
applied. Yet, without the good will of the Turkish
government, such threats will be empty. Finally, in order
to quell Russia’s hostile intention toward Ukraine, the
U.S. and EU must end the ‘blank spot’ status for Belarus.
One place to begin doing that is by acknowledging that
the sanctions have not produced the desired outcomes.
To be sure, more creative measures that disrupt the
Belarusian quid pro quo with Russia are required in order
to bring about change. Serious attention to the upcoming
elections in Belarus are another window of opportunity to
end the “blank spot” status. In sum, quelling Russian
aggression requires U.S. and EU partners to act more
strategically. They must address the ineffective pressure
on Russia’s western border while, at the same time,
threatening the Turkish Straits as a critical capability in
the south.
[Editor’s Note: This article was submitted prior to the
aforementioned national elections held in Belarus on
October 11, 2015. Not surprisingly, longtime President
Lukashenko ran for a fifth term, having won every
election since independence in 1991. He was elected this
time around with 83.47% of the vote. The “against all”
option received more votes than any opposition
candidate. Prior to the vote, the President pardoned six
incarcerated opposition figures, a move welcomed by the
OSCE electoral observer mission. One of the authors
served previously with that organization, as mentioned
below.]
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Cyber Vigilance:
The Human Factor
by Dr. Ben D. Sawyer, Dr. Victor S. Finomore, Dr. Gregory J. Funke, Dr. Gerald Matthews, Dr.
Vincent Mancuso, Dr. Matthew Funke, Dr. Joel S. Warm, and Dr. Peter A. Hancock

OVERVIEW

C

yber-defenders face lengthy, repetitive work
assignments with few critical signals and little control
over what transpires. Their task is one of vigilance,
well studied in contexts including air traffic control and
medical monitoring. Cyber-defense display information
density is several orders of magnitude above that seen in the
aforementioned domains, and therefore blindly generalizing
prior research is inadvisable. To understand this unique
domain, we asked participants to perform a simulated cybersecurity task, searching for attack signatures in Internet
traffic information. Consistent with results observed in
“traditional” vigilance paradigms, signal detection declined
significantly over time, it was directly related to signal
probability, and it was inversely related to event rate.
Reported high mental workload accompanied such degraded
performance. These results highlight the necessity for
understanding the physical and cognitive ergonomics
underlying cyber-defense. They also suggest vulnerability
to denial & deception (D&D) tactics which would effectively
hack the human rather than the machine.

INTRODUCTION

I

n a world of asymmetric conflict in which the dominant
force of arms is owned by one side in the struggle,
inherent conditions force the opposition to adopt new
and innovative strategies and tactics if the warfare is to
persist. Guerrilla tactics have always featured such
necessary innovation, while the dominant entity similarly
employs a variety of innovations to match evolving
circumstances. Our age provides new opportunities;
electronic networks such as the World Wide Web provide
the opportunity to effect action at a distance. In many
contemporary societies, predicated upon the foundation of
safe, secure, and effective networks, disruption and
destruction of hardware- and software-based systems pose
crucial threats. Traditional D&D tactics take on new
destructive and distractive power in a fully human-generated
electronic environment. Unlike traditional conflict, attacks of
this sort require no immediate physical presence of the
attacker, and thus represent an appealing strategy to those
constrained by kinetic force of arms.
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In general, today there are cyber-attack forces which
necessarily mandate the need for cyber-defense. As
described by the previous Chief Scientist of the U.S. Air
Force, Dr. Mark Maybury, cyberspace is a domain from and
through which Air Force (AF) operations are performed, and
it is essential for all such operations.1 Of course, cybersecurity extends well beyond military operations, but its
centrality to national defense provides some idea of the
importance of the domain. Given that importance, it is critical
to maintain cyberspace security to prevent intrusion by
foreign state actors, non-state actors (e.g., hackers), or even
inadvertent interference.
The noisy, information-dense, human-conceived
environment of cyber provides an excellent staging ground
from which to practice the ancient art of deception.2 A
variety of strategies exists to deny access to real information
about malicious network actions,3 and although software
initially identifies potential attacks such automation is never
perfect. Thus, candidate attack events and false positives
must be monitored by human observers who render the final
decision. In small institutions, this process may be as simple
as having an individual occasionally check for software
alerts. However, within the present scale of military and
civilian network activity, petabytes of data move between
millions of addresses each day. As such, the human factor in
military cyber-defense is larger by orders of magnitude.
Dedicated teams of cyber-defenders are assigned to monitor
algorithmically identified network traffic to determine if
suspicious patterns warrant further detailed analysis. They
then forward evidence to cyber forensic teams for
subsequent examination.4 5
At present, contemporary cyber-intrusion detection systems
are based solely on computer network analysis.6 Though the
algorithms and analytic techniques used in these systems
vary considerably, most intrusion detection systems (IDS)
identify malicious activity by algorithmically comparing
current network activity to previously encountered or
“known” malicious software signatures. This is also a key
limitation of such systems—even slightly altering the
underlying code of an attack may prevent its detection. To
avoid this, IDS detection algorithms are purposely liberal,
broadly flagging any activity that resembles a known
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signature. Further complicating these issues are attacker
attempts to disguise malicious code by creating deliberate
similarities between attacks and “normal” traffic, which
may greatly increase false positive rates. To supplement
and improve IDS, cyber-defenders use a variety of tools,
including hand-sorting, to discriminate attacks from false
positives. This effort involves searching for specific
patterns in information including key words and Internet
protocol (IP) addresses, although the exact natures of the
targets are changeable and unknown. Base rate of
success is also unknown; while (in conventional warfare)
casualties might be counted, a well-executed and
successful cyber-attack may leave no trace.
In pursuing their mission, cyber-defenders face highly
repetitive work assignments featuring large quantities of
data (most of which are ultimately false positives) that
must be processed. Embedded in these trains of
information are few critical occurrences. Cyber-defenders
have little control over the rate at which such critical
events appear and, as candidate signals are passed on to
other teams, have little knowledge of their ultimate
resolution. Their task bears the hallmark of what is known
in the ergonomics and human factors community as a
vigilance task, in which operators must focus their
attention and detect infrequently occurring critical signals
over prolonged periods of time.7 8 Understanding of
vigilance tasks and appropriate countermeasures are
crucial in many working environments wherein such semiautomated systems are featured. Some of these include air
traffic control, cockpit display monitoring, airport
security, industrial process control, long distance driving,
and the monitoring of anaesthesia gauges during surgery,
among many others. Accidents ranging from minor to
major have resulted from vigilance failures by human
observers.9 Consequently, one can posit that cybersecurity operations could take advantage of what is
known about vigilance in order to enhance their mission
success rate. However, this presently appears to be an
unexplored opportunity.
To date, the only study to examine vigilance performance
in cyberspace was carried out by McIntire and her
associates.10 They showed that the vigilance decrement,
the temporal decline in signal detection that typifies
vigilance performance,11 12, also occurred in a simulated
cyber task, and that the decrement was accompanied by
changes in oculomotor activity, such as blink frequency
and duration, and pupil diameter, which they argued could
be employed to detect when cyber operators are in need
of rest or replacement.
In addition to time on task, vigilance performance is
determined by a number of psycho-physical factors which
confront observers with perceptual challenges.
Vol 32, No 2

Knowledge of those challenges could enable designers to
develop cyber displays that can be interrogated more
effectively by observers.13 14 Accordingly, one goal for
our present study was to extend the link between
vigilance and cyber tasks by determining if two of the
most critical psycho-physical factors, signal probability
and event rate, would affect performance on a simulated
cyber task. Signal probability refers to the likelihood that
any stimulus event is a critical signal, while event rate
refers to the number of stimulus events that must be
monitored in order to detect critical signals.

...attacks in the field, especially those of
real consequence, are so diluted in the high
event rate as to qualify as the putative
“black swans.”
Performance efficiency in vigilance tasks varies directly
with the probability of critical signals and inversely with
event rate.15 16 Event rate might defensibly be labelled
“self-paced” in many real-world cyber-defense
environments. However, overall event rate is a function of
the total candidate signals over time, divided of course by
the workforce size available. This is a metric that readily
indexes to the macro view of cyber-defense: rapid growth
in infrastructure coupled with a shortage of information
security professionals. Our current task presented stimuli
at a controlled rate. Given the supposition that actual
events in the field are high and climbing we have chosen
to explore precisely what, in the context of information
processing demands, is a demanding event rate.
Conversely, signal probability in cyber-defense, although
not known, is likely well below the 5% “low” rate of our
present experiment. This probability is a practicality of
experimental design since we must have enough
candidate signals to observe variation between groups. It
is worth noting, however, that attacks in the field,
especially those of real consequence, are so diluted in the
high event rate as to qualify as the putative “black
swans.” 17
In addition to confronting observers with perceptual
challenges, vigilance tasks also induce high levels of
perceived mental workload18 as reflected by the NASATask Load Index,19 which is considered to be one of the
most effective measures of perceived mental workload
currently available.20 It provides a measure of overall or
global workload on a 0-100 scale and identifies the relative
contribution of six sources of workload: Mental Demand,
Physical Demand, Temporal Demand, Performance, Effort,
and Frustration. As summarized by Finomore, Shaw,
Warm, Matthews, and Boles,21 Warm et al.,22 and Wickens
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et al.,23 a number of studies have shown that the global
workload scores on vigilance tasks fall at the upper end of
the NASA-TLX scale and that Mental Demand and
Frustration are the primary drivers of such high workload
levels in vigilance tasks. A second goal for the present
study was to determine if a simulated cyber task would
also induce hard work in observers, and if Mental Demand
and Frustration would be the primary components of that
workload in the cyber task that we employed. Such
knowledge may help supervisors and designers better
understand observers’ reactions to cyber monitoring
assignments.

METHODOLOGY
Participants

T

he study was conducted at the Air Force Research
Laboratory (AFRL), Wright-Patterson Air Force Base
(WPAFB). Twenty-four volunteers (14 men and 10
women) were recruited from base personnel and the local
population and paid a total of $45 each for their
participation. All participants had 20/20 or corrected
vision and no history of neurological problems. The study
was approved by the WPAFB Institutional Review Board
(IRB).
Apparatus and Procedure
Participants assumed the role of a cyber-defender
monitoring strings of IP addresses and communication
port numbers on a computer display. The task, which was
similar to that employed by McIntire et al.,24 was
developed by the University of Dayton Research Institute
(UDRI) to simulate a task that was representative of
cyber-defense operations. As shown in Figure 1, the
waterfall display was composed of two columns of six IP
addresses, each containing 12 digits, and two columns of
six communication port numbers, each containing two
digits. The task of the cyber-defender was to look for
cases in which the IP address and associated
communication port number at the top position of any
column completely matched an IP address/communication
port number that was already present in any one of the
other positions in that column (the critical signal for
detection). At regular intervals throughout the task, the
display would refresh and two new IP address/
communication port numbers would appear in the top
position of the columns. The previous entries would then
move down to the next row immediately below the top
position and the bottom series would disappear from the
display.
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A)Newcandidateeventspopulatefromthetop

SourceAddr.
108.189.138.186
159.221.208.186
135.205.245.249
229.155.107.186
159.205.139.249
135.193.243.186

SourcePort
42
42
53
25
42
42

Dest.Addr
108.174.132.212
108.174.132.212
229.160.238.186
108.110.246.212
159.121.148.196
229.102.254.242

Dest.Port
37
37
37
25
42
80

B)ACriticalsignalͲheretwolines
ofthedestinationaddressmatch

anddropawayatthebottom

Figure 1. Above, a screenshot of the waterfall display used
in the cyber task. A critical signal is present in the rightmost
“Dest. Port” column, as there is a match between the IP
address and associated communication port of the top
position and the second position. In 3.75 or 7.5 seconds,
dependent on event rate, another line of IP addresses would
drop down from the top, and the bottom line would drop
away.
We acknowledge here that the critical signal for detection
employed in this experiment could be algorithmically
identified and the associated attack automatically prevented
by an intrusion detection system due to its relative
unsophistication. However, in “real-world” cyber defense
contexts novel signatures are encountered for which there is
not an existing algorithmic response. In such instances,
human operators must detect and respond to attacks
exploiting that vulnerability while the algorithmic defense is
coded and put into place. We intended the context of the
current experiment to represent just such an occurrence.
More broadly, many present cyber-displays present far more
information in far less time than any “classical” vigilance
experiment display, and thus the present experiment can
build understanding of whether vigilance decrements might
be seen in such informationally dense tasks.
Two levels of signal probability (low vs. high) were
combined with two levels of event rate (slow vs. fast) to
produce four experimental conditions. Six participants were
assigned at random to each of these four conditions. All
participants completed a 40- minute vigil divided into four
continuous 10-minute periods of watch. During the task,
strings of IP addresses and port numbers were always
visible on the computer screen. In the slow event rate-high
signal probability condition, the display was updated eight
times/min with a 20% chance of the appearance of a critical
signal. In the slow event rate-low signal probability
condition, updates also occurred eight times/min but with a
5% chance of critical signal appearance. In the fast event
rate-high signal probability condition, the display was
updated 16 times/min with a 20% chance of the presence of a
critical signal. In the fast event rate-low signal probability
condition, updates also occurred 16 times/min but with a 5%
chance of critical signal appearance. Critical signal
appearance was scheduled so that only one of the two IP
address/communication port columns would have a signal at
any given time. Participants responded to critical signals by
pressing the spacebar on the computer keyboard.
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Responses occurring within three seconds of the
appearance of a critical signal were considered correct
detections. All other responses were scored as false alarms.
The participants were aware of this scoring procedure.
Preceding the 40-minute vigil, participants were given a 15minute training period on the cyber task. During that training
period the program played recorded auditory feedback in the
form of a male voice, indicating correct detections, misses,
and false alarms. Feedback was not provided during the main
task itself. Immediately following the conclusion of that task,
participants completed a computerized version of the NASATLX.

RESULTS

interaction closely approached the traditional level of
significance, F(1,20) = 3.86, p = .06, ηp2=.16. In this, as well
as in the analysis of the workload scores which follow, the
Box correction was applied when appropriate to compensate
for violations of the sphericity assumption.25
The Signal Probability by Event Rate interaction is illustrated
in Figure 2. It is evident in the graphic that the scores for the
two signal probability conditions were similarly high in the
context of the slow event rate. By contrast, in the context of
a fast event rate, performance efficiency in the high
probability condition was considerably better than in the low
probability condition.
False alarms were rare in this study. The overall false alarm
percentage across all experimental conditions was < 1%.
Consequently, false alarms were not analyzed further.

Performance Efficiency
Mean percentages of correct detections and their associated
standard errors for all combinations of event rate, signal
probability, and time on task are presented in Table 1.
Table 1. Mean percent correct detection scores for all
combinations of signal probability and event rate during
each period of watch.

Signal Probability
Low

Event Rate
Slow
Fast

High

Slow
Fast

Mean

Period of Watch (10 minutes)
1
2
3
4
87.50
95.83
95.83
75.00
(5.59)
(4.17)
(4.17) (15.81)
60.42
60.42
58.33
43.75
(7.51)
(7.51)
(6.97)
(7.74)
95.83
91.67
88.54
80.21
(1.32)
(3.84)
(2.98)
(6.13)
77.08
77.60
76.56
77.60
(5.33)
(6.01)
(7.38)
(4.80)
80.21
(4.94)

81.38
(5.38)

79.82
(5.38)

Mean
88.54
(7.43)
55.73
(7.43)
89.06
(3.57)
77.21
(5.88)

69.14
(8.62)

Figure 2. Mean percent detection scores for all combinations
of signal probability and event rate. Error bars are standard
errors.

Note: Standard errors are in parentheses.
Perusal of Table 1 reveals that detection rates were lower in
the case of the low (M = 72.14%) signal probability condition
as compared to the high (M = 83.14%). Mean detection
scores were higher in the slow (M = 88.80%) event rate
condition as compared to the fast (M = 66.47%). In addition
there was a notable decline in signal detections during the
final period of watch. These patterns were confirmed by a 2
(event rate) × 2 (signal probability) × 4 (periods of watch)
mixed-model analysis of variance (ANOVA) of the arcsines
of the percentage of correct detections. This analysis
indicated statistically significant main effects for signal
probability, F (1, 20) = 4.26, p = .05, ηp2=.18 event rate, F(1,
20) = 17.53, p < .001, ηp2=.47, and period of watch, F(2.05,
40.93) = 5.44, p = .008, ηp2=.21. The remaining sources of
variance in the analysis were not significant (p > .05 in each
case). However, the Signal Probability by Event Rate
Vol 32, No 2

Subjective Workload
Observers in all task conditions rated their workload on the
six subscales of the NASA-TLX. Following a procedure
recommended by Nygren,26 workload scores were based
solely on the ratings themselves and not on associated
weightings for each subscale. Mean workload values for all
combinations of event rate, signal probability, and NASATLX subscales are presented in Table 2.
Table 2. Mean NASA-TLX subscale scores for all
combinations of signal probability and event rate.
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SignalProbability
Low

EventRate
Slow
Fast

High

Slow
Fast

Mean

MD
72.50
(11.38)
67.50
(10.63)
85.83
(3.75)
86.67
(5.11)

PD
15.00
(4.65)
33.33
(9.55)
4.17
(0.83)
17.50
(8.73)

Subscale
TD
P
75.00
33.33
(6.45) (13.08)
77.50
42.50
(8.14)
(9.73)
55.00
23.33
(13.66) (5.87)
82.50
45.00
(7.39) (12.32)

E
72.50
(6.55)
80.00
(9.31)
62.50
(12.23)
80.00
(7.64)

F
39.17
(14.34)
50.83
(11.36)
33.33
(10.46)
51.67
(8.82)

Composite
51.25
(9.41)
58.61
(9.78)
44.03
(7.80)
60.56
(8.33)

78.13
(7.72)

17.50
(5.94)

72.50
(8.91)

73.75
(8.93)

43.75
(11.25)

53.61
(8.83)

36.04
(10.25)

Note: Standard errors are in parentheses. Mean NASA Task Load
Index (TLX) scores are listed for the subscales of Mental Demand
(MD), Physical Demand (PD), Temporal Demand (TD),
Performance (P), Effort (E), and Frustration (F).

As can be seen in Table 2, the overall composite workload
rating for all task conditions (M = 53.61) fell above the
midpoint of the scale (50), suggesting that participants
found the cyber monitoring assignment to be demanding. A
2 (event rate) × 2 (signal probability) × 6 (subscales) mixed
ANOVA of the workload data revealed a significant main
effect for event rate, F(1, 20) = 5.32, p = .03, ηp2= .21,
signifying that observers in the fast event rate condition
(M= 59.58) found their vigilance assignments to be more
challenging than those in the slow event rate condition (M =
47.64). A significant main effect was also found for
subscales, F(2.88, 57.66) = 33.02, p < .001, ηp2= .62.
Bonferroni-corrected t-tests with alpha set at .05 indicated
that participants perceived Mental Demand, Temporal
Demand, and Effort as the greatest contributors to overall
workload in the present circumstances. The means for these
scales, which fell at the upper level of the workload index,
differed significantly from those of all the other scales (p <
.05 in all cases) but not from each other. The main effect for
signal probability and all of the interactions in the analysis
lacked significance (p > .05 in all cases).

DISCUSSION

C

onsistent with results first reported by McIntire et
al.,27 performance efficiency on the cyber task was
susceptible to the vigilance decrement. In the present
case, the decrement consisted of a notable drop in signal
detection during the last period of watch after participants
had maintained a stable level of performance across three
earlier watchkeeping periods. The temporal step-function in
regard to the cyber task differs from the decrement seen in
more traditional vigilance tasks in which typically there is a
negatively accelerated progressive decline in performance
efficiency over time.28 A major theory used to account for
the deterioration of performance efficiency over time
characteristic of vigilance tasks is anchored in resource
theory, wherein a limited-capacity information processing
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system allocates resources or reservoirs of energy to deal
with the tasks that confront it. Since vigilance tasks require
observers to make continuous signal/noise discriminations
without rest, such tasks deplete available cognitive
resources over time, which results in the vigilance
decrement.29 30 31 32 The step-function observed in our
present study may be based on a combination of both
motivation and resource loss.33 34 More specifically, since
the present participants were engaged in what they were
informed was a critical Air Force assignment—cyberdefense—and were paid a substantial sum for serving in the
study, they may have been motivated to sustain a high level
of performance. However, over time they were unable to do
so, potentially because of diminished information processing
resources, a situation that is arguably reflected in the high
scores seen on the NASA TLX, especially in the Effort
subscale.

It is evident that operators cannot sustain
performance in cyber tasks such as the one
presented by our testbed over prolonged
intervals of time. Consequently, this finding
must be considered in work scheduling.
We should note that it was not a forgone conclusion that
the information-rich cyber task would result in any form of
decrement. Some complex tasks exhibit attenuated or
absent decrements, especially when they involve diverse
subtasks.35 36 In other cases however, complexity can
amplify the decrement.37 38 Given the pattern we observed,
cyber tasks appear to fall in the former category.
It is evident that operators cannot sustain performance in
cyber tasks such as the one presented by our testbed
over prolonged intervals of time. Consequently, this
finding must be considered in work scheduling. Given the
present data, instituting a 30-minute shift length for
operators should be beneficial. Further, as McIntire and
her associates have indicated,39 the development of noninvasive methods could enable supervisors to monitor a
cybersecurity operator’s need for rest or replacement. The
oculomotor changes described by McIntire et al.,40 such
as increased blink rate and longer blink durations, offer
one approach by which supervisors might “monitor the
monitor.”
Another possibility that supervisors of cyber-security
operators might consider is the use of Transcranial
Doppler (TCD) sonography, a non-invasive neuroimaging
method involving sensors worn in a headband, to assess
cerebral blood flow velocity (CBFV). Several studies have
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shown that the vigilance decrement is accompanied by a
decline in CBFV, and that the changes in CBFV can
forecast declines in operator efficiency.41 42 43 44 Regarding
electroencephalography (EEG), increases in lower frequency
alpha power (8-10.9 Hz) also appear to be diagnostic of loss
of vigilance in high event rate tasks.45
Consistent with the findings of a large number of vigilance
studies,46 47 participants in the cyber task benefited from a
high level of signal probability. In an insightful analysis of
human factors principles involved in the control of vigilance,
Craig pointed out that one way to enhance the quality of
sustained attention in operational settings is to reduce
signal uncertainty.48 Increments in signal probability clearly
reduce signal uncertainty. Consequently, when signal
probability is low, as is often the case in cyber-security
operations, controllers might give some thought to
introducing artificial signals in order to increase signal
probability and thereby the likelihood of critical signal
detection. A strategy of that sort would require careful
thought, however, for as Craig (1984) has pointed out,
artificial signals also increase the frequency of false alarms,
which themselves can have a negative impact on cybersecurity operations.49

Clearly, event rate is a key factor in cyber
performance and should be considered in
the design of cyber-security systems.
The concept of boosting detection through artificial inflation
of signal probability gives rise to a corollary potential: a
prevalence denial attack (PDA) upon enemy operators. By
flooding a network with “grey signals,” purposely built to be
flagged by algorithmic defense systems but easily identified
as non-threats by human operators, an aggressor would
artificially depress the signal probability of candidate events
presented to cyber-defenders. This imposition of
impoverished signal probability would compromise operator
accuracy, allowing genuine attacks a greater chance to avoid
human detection. Such a “PDA,” therefore, represent a style
of D&D perhaps analogous to the Chinese concept of
“seduction,” in which an enemy is induced to make a fatal
mistake.50
Vigilance experiments often employ dynamic displays
wherein the critical signals for detection are embedded in a
matrix of recurring neutral background events. Although the
background events may be neutral in the sense that they
require no overt response from the observer, they are far
from neutral in their influence on signal detection.51 Signal
detections vary inversely with event rate, and event rate
serves as a moderator variable for other psychophysical
Vol 32, No 2

factors. For example, the degrading effects of low signal
probability are magnified in the context of a fast as compared
to a slow event rate.52 53 Outcomes such as these were
evident in the cyber task that we employed in this study.
Signal detection was poorer in the context of a fast as
compared to a slow event rate and the differential effects of
variations in signal probability were observed only in the
fast event rate condition.
Clearly, event rate is a key factor in cyber performance and
should be considered in the design of cyber-security
systems. As with the case of the vigilance decrement, the
effects of event rate can also be accounted for on the basis
of the resource model. Fast event rates require observers to
make more frequent signal/noise discriminations than slow
event rates and, therefore, deplete information-processing
assets to a greater degree.54 From an operational viewpoint,
it might seem reasonable to expect that the more an operator
is required to view the cyber display, the more likely the
operator is to detect adverse events. The event rate effect
indicates this is not necessarily so, and designers of cyber
displays should be heedful of establishing an event rate that
maximizes performance in the systems that they develop.
Along this line, we should note that, in traditional vigilance
tasks, event rates which are below 24 events/min are
categorized as slow, while those greater than 24 events/min
are considered as fast55 56. In our current study, 8 events/min
constituted the slow event rate while the fast event rate was
only 16 event/min, a value well below the 24 event/min
criterion for the definition of a fast event rate. The fast event
used in the present experiment was chosen because pilot
work revealed that observers could not perform the task
effectively at event rates of 24/min or more. Evidently, cyber
task performance is extremely sensitive to event rate effects.
At first glance, vigilance tasks can seem to be relatively
simple and under-stimulating assignments since all
observers are required to do is view a display and take
action when a critical event occurs. On the contrary,
Hancock and Warm57 were the first to propose, and then
subsequently demonstrate that that the cost of mental
operations in vigilance is high.58 This proposition has been
confirmed a number of times, as reflected in scores on the
NASA-TLX and the finding that Mental Demand and
Frustration are the primary components of workload in
vigilance.59 60 61 Our present results indicate that cyber
operations also induce high levels of mental demand as seen
through the lens of the NASA-TLX—overall workload
ratings were above the midpoint of the NASA-TLX and the
scores for the Mental Demand, Temporal Demand, and Effort
components of workload fell at the upper level of the
workload index.
It is of interest to note that, while the portrait of critical
workload components in the present cyber task included
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Mental Demand, it also included Temporal Demand and
Effort, which are not often included in the ensemble of key
workload elements identified in more traditional vigilance
tasks. These differences in the profile of workload
components may be related to the need for rapid responding
and display scanning inherent in the cyber task employed
herein and to the participants’ awareness of the importance
of the task they were performing for Air Force operations.
As described by Wickens et al.,62 mental workload
characterizes the demands that tasks make on the limited
information processing capacity of observers. Excessive
levels of demand lead to declines in performance efficiency
and to heightened levels of task-related stress.63
Consequently, the high level of workload reported in the
current experiment should be a concern to designers of
cybersecurity interfaces. From the resource view, care
should be taken not to develop cyber displays in which
mental demands exceed resource supply, and to generate
remedies for cyber tasks that pose threats to that supply.
Given the high workload of cyber tasks, managers should be
mindful of the fact that cyber tasks can be stressful and of
the implications of stress for performance efficiency and
operator health.64 65
In sum, our study was conducted to determine if cyber tasks
are linked to more traditional vigilance tasks. The answer to
that question is a resounding “yes.” Accordingly, cyber
system designers need to be aware of the informationprocessing demands imposed by vigilance tasks and the
steps that can be taken to minimize the negative effects of
these demands on operator performance in cyber
environments. We identify two classic factors on which—in
cyber tasks as in “classical” vigilance—such vigilance
performances hinges: event rate and signal probability. The
former is firmly in the hands of the defender, as the number
of operators may be ramped up to satisfy demand, and as
such can be considered in part a human resources problem.
The latter, signal probability, is more problematic. Although
artificial “critical events” might be introduced to boost
operator performance, such tactics have drawbacks. An
attacker, however, would have little difficulty boosting “noncritical events,” to the detriment of cyber-defender
performance, in a D&D PDA (prevalence denial attack).
Immediate action can be taken to reduce the above identified
risks, and they also reveal as critical the ongoing push to
train more cyber-defenders. Such steps are vitally necessary
to address not only algorithmic challenges in cyber-defense
but also the human factor.
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In My View...

Communications Intelligence, C4I, and U.S.
National Leadership
by Timothy C. Lawson

A

s a retired Senior Foreign Service Officer who was
entrusted with overseeing highly classified
national security information and Freedom of
Information Act (FOIA) duties, the hullabaloo over
Secretary Clinton’s “personalized” email use has sparked
great interest and no small amount of concern not only in
Foggy Bottom but across America and around the globe.
The U.S. State Department has operated and maintained a
global communications and information system called the
Diplomatic Telecommunications Service (DTS) over the
course of many decades. The DTS is in fact the only
authorized network for processing classified foreign
affairs data and information. Many have questioned why
Clinton failed to use the DTS while conducting the
nation’s high-level foreign policy and diplomacy, opting
instead to use her home PC and email system.
Simultaneously, many have questioned why
Congressional committees and the Department’s own
Accountability Review Board were unable to find answers
as to “who knew what when” about the September 2012
tragedy at our Consulate in Benghazi, Libya. Both of
these matters have separate implications of their own.
Nevertheless, it is the similarities they seem to share
about the continuing relevance of command, control,
communications, computers, and intelligence (C4I) as an
essential component of U.S. national security that are
most compelling.
A CRITIC telegram or message has its origins in an
intelligence/communications initiative which began in
1958. Just before that time, it was noted with real concern
that some 9½ hours were required for field reports to
reach Washington on intelligence matters regarding the
1957 Turkish-Syrian crisis. A much speedier system of
reporting became an urgent priority. Then, as now, a
CRITIC is designed to alert national authorities to
emergency situations using a “fast as humanly possible”
handling objective. While NSCID No. 7 designated the
Department of Defense as the executive agent for the
CRITIC program, DCID No. 1/8 defined a CRITIC as
“communication indicating a situation or pertained to a
situation that affects the security or interests of the
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United States to such an extent that it may require the
immediate attention of the President.”
The program would prove especially valuable to the
Department of State and the Central Intelligence Agency
(CIA) as both organizations sought to ensure secure and
rapid communications from “forbidden areas” such as
locations behind the Iron Curtain and from other
diplomatic posts where relations were thorny at best and
where the promise of communications reciprocity was
very dim. Today, the CRITIC program is administered by
the National Security Agency (NSA). A CRITIC is a
standard crisis communications tool at every U.S.
diplomatic post. Indeed, it serves as the Department’s
version of dialing “911”—and for good reason: A CRITIC
can reach the White House Situation Room (e.g., the
President and other key National Security Council
officials), State Department, Joint Chiefs of Staff, and CIA
within minutes. Moreover, all recipients are placed into
the crisis loop and must acknowledge receipt. While
“censored emails and revised talking points” may have
their place in crisis analysis, they are no substitute for the
important, on-the-ground reporting provided by a CRITIC
telegram.
There has never been any mention of a CRITIC telegram,
or an official telegram of any sort for that matter, being
transmitted by the Embassy in Tripoli when our
Ambassador and staff came under attack in Benghazi that
fateful night of September 11, 2012. Clearly, ascertaining
whether or not a CRITIC or other official emergency
communication was actually sent that evening could be
very important to acquiring a full understanding of events
and how the United States can prevent such a tragedy in
the future. However, there is one thing that is without
question: C4I and national programs like CRITIC are
designed to protect U.S. national security and ultimately
to save lives. Despite the easy access and convenience
of modern technology, only true security and
effectiveness can be achieved by full use of these
programs. Indeed, it is incumbent upon our national
leadership, to include the President and Secretary of
State, to recognize and make full use of such programs if
they are to make a difference. A long-held premise is that
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information is the lifeblood of the Foreign Service—a
truism no doubt for all agencies within the Intelligence
Community. Equally valid, though, leadership which
gambles with national standards regulating emergency
and classified communications, perhaps unwittingly, still
gambles with national treasure and blood unnecessarily
expended.
Timothy C. Lawson is a retired Senior Foreign Service
Officer who, prior to joining the Foreign Service in
1981, served in the Navy in communications and
electronic warfare, completing training as an
Intelligence Specialist. He also served as a civilian
employed by the U.S. Army and the U.S. Air Force. Mr.
Lawson completed off-duty studies in National Security
Decision-Making and Strategy and Policy with the U.S.
Naval War College, in addition to Russian, Chinese-
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Mandarin, and Cantonese language training at the
Foreign Service Institute. In addition to official
temporary duty assignments to over 65 different countries
across every continent, his diplomatic assignments
included tours of duty in Jordan, Lebanon, the USSR
(twice, 1983-85 and 1989-91), China, Hong Kong
(before, during, and after the July 1, 1997, handover from
the UK), Thailand, Pakistan, and South Korea. Tim
retired from the Foreign Service in 2007 and currently
resides with his family in Thailand.
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Gabriele Gast:
A Long Journey
by Dr. Kenneth J. Campbell

INTRODUCTION

T

he goal of this article is to demonstrate the
characteristics of a person particularly vulnerable to
manipulation by a hostile intelligence service, which
can result in the loss of crucial intelligence. Dr. Gabriele
Gast is an example of such a person who, cleared by West
German intelligence for the position of analyst, sent vast
quantities of Bundesnachrichtendienst (BND) reports on
Eastern Europe and the Soviet Union to the
Hauptverwaltung Aufklaerung (HVA), which ultimately
reached the KGB. Her reports were of such value that at
least some of them were sent to the Chancellor of West
Germany.
Gabriele Gast was born on March 2, 1943, to an upper
middle class home of conservative parents in West
Germany. Although her early years are not clear, we do
know that Gabriele was later a doctoral student at the
University of Aachen where her field was political
science. Gast was nervous in the presence of young men
her age and, impressing people as “prim and proper,”
possessed the perfect cover for a spy. Gabriele seldom
wore makeup, had “simple, short hair,”1 and did not often
have a date. In 1968, when other students were
demonstrating for left-wing causes, she joined a Christian
Democratic student organization, a conservative group.
Gabriele was a graduate assistant to her dissertation
advisor, Professor Klaus Mehnert, a leading
Kremlinologist. Gabriele chose the political role of women
in East Germany for her doctoral dissertation, compelling
Dr. Mehnert to suggest that she should do some of her
research in East Germany. Gabriele contacted relatives in
Karl-Marx-Stadt (now Chemnitz), who obtained
permission for her to visit them in the spring of 1968, thus
alerting East German intelligence of her planned visit.
Unfamiliar with Karl-Marx-Stadt, Gast obtained the service
of a car and driver, who gave his name as Karl-Heinz
Schmidt. His real last name was Schneider, which as an
East German intelligence officer he concealed. Markus
Wolf later explained that Gabriele’s meeting with this
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intelligence officer was “no accident.”2 Schmidt, having
the “proletarian charm” so attractive to “sheltered middleclass women,”3 was an officer with Department 25 of the
Ministry of State Security (Ministerium fuer
Staatssicherheit, or MfS), East Germany’s espionage unit.
He was considerably older than Gast, therefore unlikely to
cause her the anxiety which she felt with younger men,
suggesting that East German intelligence had evaluated
her very carefully before she came to Karl-Marx-Stadt.
They became friends and Gast fell in love with Schmidt,
not doubting his feelings for herself.4
Gabriele was back in Karl-Marx-Stadt in the late summer of
1968 for a two-week stay, a time when she affectionately
gave Schmidt the nickname Karliczek. Markus Wolf’s
“romeo espionage” apparatus was now in process, even
though Gabriele denied that this was a “romeo
recruitment” in the “classical” sense.5 (Author’s note: In
a “romeo recruitment” an East German intelligence officer
would seek out and even marry a woman who was the
administrative aide to a man who had become a top-level
official in the West German government and persuade her
to give him otherwise secret material.) When Schneider
told his superior, Gotthard Schramm, about the affair, Gast
was invited to East Berlin where the three of them had
lunch. Having told Gast that he and Schneider were from
the HVA, Schramm, introduced as Gotthard Schiefer,
bluntly told her that the organization suspected her of
being a spy and her relationship with Schmidt, her lover,
would be terminated unless she helped them obtain some
information about her professors. She could not bear the
thought of losing Schmidt and so agreed to cooperate
with the HVA.

...officers from the HVA stressed to her that
she was contributing to détente and world
peace.
In February 1972 Gabriele received her Ph.D. from the
University of Aachen, an achievement of considerable
importance in Germany. Her first job was with the research-
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oriented Konrad Adenauer organization, which was
financially insecure. In the middle of 1973 it collapsed, at
which time Gast once more was looking for a job. Having
been identified by Dr. Mehnert as an excellent researcher,
in 1973 she was offered a job with West German
intelligence (BND), which she readily accepted. Once she
had overcome her reservations about her recruitment, the
rest followed automatically. At age 25, she should have
known that she was being used by East German
intelligence but, madly in love and naïve, she “took the
bait.” In terms of motivation, she spied in order to see
Schmidt, though officers from the HVA stressed to her
that she was contributing to détente and world peace.
This could mitigate the realization that she was betraying
her country (West Germany) in order to continue seeing
the man with whom she was in love, despite the barely
concealed fact that he and his supervisors were coldly
using her. A mixture of emotions probably explains her
initial willingness to be recruited.

GAST AS A SPY

H

aving been given the code name Gisela, Gast went to
Karl-Marx-Stadt every three months where she was
given an introductory course in espionage and
spent time with Karl-Heinz. She learned to use invisible
ink, photograph documents, and monitor coded radio
messages. There were periods designed to sharpen her
espionage skills and deepen her relationship with
Schmidt, to whom she became engaged. East German
intelligence sought to solidify this relationship by
providing a party in April 1970 to celebrate their
engagement. Gast spent hours discussing the evils of
capitalism and virtues of socialism with Karl-Heinz and his
handler, Schiefer.6 During this time she accepted Markus
Wolf’s strong encouragement to seek to work for the
BND, West Germany’s foreign intelligence service, a path
she eventually followed.7
As a result of the strong recommendation of Dr. Mehnert,
Gast was considered for a coveted position as an analyst
with the BND. Having passed a haphazard security
check, she moved into her office on November 1, 1973, at
the BND headquarters in Pullach, where she was given
the West German code name, Dr. Leinfelder, and assigned
to the section that dealt with the Soviet Union and Easter
Europe. This position enabled her to photograph
everything of vital interest to the HVA and KGB (most of
the HVA material went to the KGB). In 1987 she became a
senior analyst of her section where her perceptive reports
gave the HVA and KGB a clear picture of the West’s
problems and knowledge of the East.8 For example, she
studied and reported on the communist parties of
Western Europe.
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Dr. Gast received a silk scarf from the HVA, a garment full
of invisible ink which was used “like carbon paper in
between a top sheet used for writing and a bottom sheet
with invisible writing, to pass on secret messages…”9 In
1979 she was given a fountain pen “filled with invisible
ink.” In her apartment in Aachen she tuned in to a
shortwave radio every Tuesday night at the same time
and wrote down numbers read by a woman. Some of the
numbers which she decrypted were messages from
Schmidt, another way utilized to preserve their
relationship.
Wolf established an illegal facility in West Berlin that was
responsible for obtaining materials from Gast, indicating
her importance to the HVA, and was managed by an East
German couple. “The woman met Gast every few weeks in
a ladies’ room, where they swapped hollow deodorant
spray cans, one of them containing miniature films” of
original documents.10 To transport the documents, a
courier placed the containers from Gast below a
“washbin” of the Reichbahn, a railroad between West
Germany and East Berlin. In East Germany an HVA agent
recovered these containers.

GABRIELE GAST AND MARKUS WOLF

T

he double life was beginning to become unbearable
for Gabriele (Gaby). A heavy workload at the BND,
plus the anxiety inherent in espionage, were
beginning to take their toll. She also wanted more time to
take care of a spastic child, Harry, whom her brother and
sister-in-law decided they could not keep. Gaby was
unwilling to see Harry sent to an institution where storage
was the therapy rather than helping the child cope with a
serious affliction. Writing after her imprisonment, she
described the acquisition of her new spastic son as at last
becoming a mother.11 When she sought less work from the
HVA, East German Colonel Hermann Lorenz told here that
any reduction in her commitment to the HVA would mean
that Karl-Heinz would not be permitted to see her.

...Gast had developed a shrewdness which
she clearly lacked when she was recruited
into espionage.
In September 1975 Gast and Schmidt met Markus Wolf on
the coast of Slovenia, then part of Yugoslavia.12 Wolf
was anxious to keep Gast as his major spy, since
altogether she would pass 49 lengthy BND reports to the
East Germans, along with information on the organization
of the BND, which included the names of its leaders and
officers.13 The atmosphere of this meeting was tense,
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contrary to the report by Leslie Colitt, partly because
Gabriele broke the relationship with Schmidt before
Wolf’s arrival. She felt that Karl-Heinz had developed a
callous attitude toward her. Nevertheless, their
relationship did continue, but on the basis of friendship
rather than the love by which Gabriele initially had been
overwhelmed. At this time it was also difficult for Gaby to
relate to Wolf, who wore a general’s uniform to this
meeting. As they prepared to leave, Wolf expressed the
wish that they should meet the following year.
Gast and Schmidt met Wolf in Trogir off the coast of
Croatia, where they were vacationing, though their
relationship was now on the basis of friendship rather
than Gaby’s love. Wolf was particularly interested in
learning what the BND was doing and cooked his favorite
Russian dish for them.14 He told his guests about his
youth in the Soviet Union, his father’s plays, and his
brother’s films, but also displayed his desire for
recognition as an authority, as his father and brother had
become.15 Gabriele detected in Wolf, much to her
irritation, a feeling of moral superiority, strange in an
intelligence officer, and a heightened vanity.16 Wolf
appeared to Gaby as needing self-esteem, which she did
not expect from a man,17 though her concept of manhood
can be questioned. At this point in her life, Gast had
developed a shrewdness which she clearly lacked when
she was recruited into espionage.
Wolf told them stories of humorous events in his life,
which Gaby found to be in contrast to the stories of the
communist threat with which she had been consumed in
the BND. Wolf was undogmatic, freely admitting that the
communist nations had a long way to go before they
attained Western levels. Wolf discussed the Guillaume
case18 with her, stressing that this brought to light defects
in the HVA work that had been corrected.
In 1977 Gast and Schmidt met in Goeteborg, Sweden,
where she obtained a GDR diplomatic passport. They
next traveled to East Berlin where they went sailing with
Wolf on large Lake Mueggelsee. Gaby’s anxiety at this
time was probably due to her knowledge of Guenther
Guillaume’s fate. Wolf assured Gabriele that if she were
ever arrested he would do all “in his power” to free her.
In 1987 Gast became deputy chief of the BND’s Soviet
Bloc political department. Her reports at this time enabled
Wolf to know what the various leaders of the BND were
thinking in reference to East Germany and the Soviet
Union. This material could also alert East German and
Soviet intelligence to the presence of a major BND spy in
their midst.
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ARREST AND IMPRISONMENT

W

hen the communist system in the Soviet Union
and East Europe collapsed in 1990, Colonel KarlHeinz Stephan and Schmidt met Gaby in Vienna
where Stephan assured her that everything had been
done to assure her safety. She felt relatively secure in
that Wolf’s papers had been destroyed and few people in
the HVA knew her. On September 29, 1990, she left
Munich for a rendezvous with Schmidt, but was arrested
on suspicion of treason at the Austrian-German border.
She had been denounced by Colonel Karl-Christoph
Grossmann of the HVA, whose department had been
responsible for the penetration of West German
intelligence. Her arrest induced a feeling of betrayal
among her colleagues.19 In talking with a colleague in
1990 she expressed an imagined scene in which other
colleagues were aghast at the news of her arrest. 20 Wolf’s
promise to aid her in such a situation was impossible,
since he was no longer in power.

LOSS OF RELATIONSHIPS

T

he 22-year relationship with Karl-Heinz ended with the
collapse of East Germany. When he was dismissed
from the crumbling HVA, Gaby helped him financially,
stressing that “comrades” don’t desert one another.21
She proved herself to be a good communist, whereas he
was to prove himself to be a pig. In the following
interrogation she learned that her former lover’s real name
was Karl-Heinz Schneider. She was told that he had used
her, that he did not love her, that his role in the
relationship was only an organizational task,22 and that
she had been a tool of East German intelligence and
nothing more. In her court proceedings Schneider claimed
that he had tried to break out of this relationship in the
early 1980s, but his superiors refused his request.23
Later, in her 1999 book, Gast claimed that her love for
Karl-Heinz had developed into friendship and
“comradeship,” thus implying to herself and her readers
that she had not been made a fool of by falling in love
with a man who misused her and ultimately caused her to
be sent to prison, the complete humiliation.24 Having
been arrested, she spent 14 months in solitary
confinement, a time when she could face the destruction
of her career, realize that she had been badly used in 22year relationship with Schneider, and cope with loss of
daily contact with the spastic child, Harry, whose needs
she had attempted to meet. Later, under the influence of a
woman psychologist at a center for spastics, Harry broke
contact with her, a bitter loss for Gabriele.25
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RELEASE FROM PRISON

The High Court of Bavaria put Gast on trial, where
Schneider, anxious to save his own skin, testified that he
had simply been a lure to get her to work for the HVA.26
Moreover, he testified that when she began work with the
BND their relationship came to an end, which was a lie.27
On December 19, 1991, she was found guilty of espionage
and treason for which she was sentenced to six years and
nine months in prison, whereas her lover, Schneider, was
not sentenced. He celebrated his freedom with a lunch in
an Italian restaurant near the courthouse where Gabriele,
his lover of roughly 22 years, had been sentenced to
prison.28 However, Gast and Wolf continued to write to
each other and, oddly enough, she often phoned him,
though why she conversed with the man who used her so
brutally is difficult to understand.

pon release from prison in 1994, Gabriele joined the
organization “Spies of Freedom Demand Justice,”
composed of people who, like herself, had spied for
the HVA and consequently served time in prison. These
Germans objected to the situation whereby many of those
who spied for East Germany were imprisoned at
unification, whereas West German intelligence personnel
were immune to this procedure. Basically they wanted an
end to the prosecution of former East German spies, as
well as their release from prison. They also advocated for
the “rehabilitation” of these people, although this term
can include a host of measures, so many that this subject
is too broad to discuss.

MOTIVATION

LESSONS LEARNED

lthough Dr. Gast’s initial motivation for serving East
German intelligence was based on her infatuation
with Karl-Heinz, one must ask why she remained in
such an endeavor for 22 years. Markus Wolf provides
what may be a partial answer to this question. He had
rewarded her highly prized work with meetings in the East,
which offered her emotional sustenance.29 Wolf, an
excellent judge of people, felt Gast needed to feel wanted.
Therefore, he continued to give her his personal
attention. Although every trip to East Germany was
dangerous to her in view of her position as an intelligence
analyst in the BND, Wolf maintained that belonging to an
organization was the most conspicuous motive for her
espionage.30 Wolf felt that these visits to the East offered
Gast the feeling of belonging to a group that she seemed
to miss in her own country.

abriele Gast was an essentially decent person, as
evidenced by her devotion to the spastic child for
whom she cared. However, she was naïve and
entered a profession—espionage—for which she was illequipped. The result was disastrous, both for her and the
BND. Gast had sent probably the most important
documents of the BND to East German intelligence,
rendering the BND fairly innocuous for roughly 18 years.
The failure of West German intelligence to refuse Gast for
clearance is fairly obvious. A woman of 25 years, more or
less, who is anxious in the company of men her age has
potentially serious problems and should not be hired by
any intelligence agency.

A

Increasingly, Gast felt the DDR to be her political home,31
which is odd for a woman with a doctorate in political
science in view of the fact that perhaps one-third of the
people in the DDR were spying on and denouncing the
rest of the population.32 There were times when she
could, for example, go skiing with Harry and different
HVA colleagues.33 She valued her “beginning friendship
with Karl-Heinz, my friendship with Gotthard Schiefer, and
later one with Fritsch and Wolf,” all of whom were of
considerable importance to her, despite the fact they may
not have been sincere friends. Wolf added that Western
women “flocked” to the HVA, because it offered them the
chance to mix “idealism with personal commitment,
something that is missing in many modern societies.”34
This raises the question of how many West German
women betrayed their country, who were they, and what
did they reveal?

American Intelligence Journal

U

G

[Editor’s Note: The author’s insightful article, “Markus
Wolf: One of History’s Most Effective Intelligence
Chiefs,” profiling the East German official frequently
mentioned above, can be found in AIJ, Vol. 29, No. 1,
2011.]
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HOAX SPRINGS ETERNAL: THE
PHYCHOLOGY OF COGNITIVE
DECEPTION

deception target, use of the MOM (motive-opportunitymeans) methodology to evaluate one case (a classic
deception evaluation technique), and discussion of
Aristotle’s four forms of cause. All are potentially useful
steps toward a structure for deception analysis.

Peter Hancock.
New York, NY, Cambridge University Press. 2015.
274 pages.
Reviewed by James Plotts, a 25-year veteran of the
Intelligence Community, Foreign Service, and the U.S.
Army.

I

n his book Hoax Springs Eternal, Peter Hancock does a
fine job of describing the psychological basis for
deception and has produced an interesting read for
anyone interested in the mechanics of hoaxes. On that basis,
I recommend it without hesitation. However, in this review I
will, perhaps unfairly (since the topic is almost certainly
beyond the aspirations of the author), examine the merits of
the book in terms of intelligence analysis.
The author divides deception into two categories—sensory
and cognitive—and applies the term broadly to include selfdeception, inadvertent deception, and erroneous deception.
This is a useful taxonomy of the subject, but it creates
something of a bind for the analyst, who would have to treat
all problems of all types as potentially a deception, which is,
predictably, not practicable if one accepts the working
assumption that deception analysis requires an effort over
and above so-called normal analysis.

In the intelligence world, deception is usually understood to
require an active intent to deceive and can encompass
aspects of both sensory and cognitive deception as the
author defines them. The inclusion of intent divides
deception as an analytic topic from the myriad other ways an
analyst can get it wrong. Basic critical thinking and analytic
tradecraft are expected to address the latter; more specific
deception detection and analysis methodologies handle the
former. While one must always be alert to the possibility of
deception, the difficulty is understanding when to raise the
level of effort from normal analysis to one more focused on
deception. The deeper difficulty is that, while there is plenty
of scholarship on deception, there is little in the way of
practicable advice to the analyst on achieving that
understanding.
Hancock offers piecemeal a number of thoughts that touch
on how deception analysis might work, including, inter alia,
his breakdown of types of deception, the idea of top-down
and bottom-up deception, appropriate focus on the
American Intelligence Journal

Nevertheless, these stop short of an organized methodology
and do not recognize the need for a methodology for
deception detection. The author’s pivotal chapter on the
mechanics of hoaxes dodges that need entirely by shifting
from the deception investigator’s perspective (which
dominates in the rest of the text) to that of the hoaxer. This
might be helpful to an analyst seeking to break down a case
where deception is already suspected but is less helpful in
determining whether suspicion is warranted; i.e., the criteria
describe one way to consider the elements of an effective
hoax but are not diagnostic of one.
This need for diagnosticity is not trivial. The analyst dwells
in a world of competing priorities, deadlines, divergent
responsibilities, and opportunity costs. The question of
deception is but one among many that fully occupy the finite
resources of the analyst. A decision to delve more deeply
into any one of these questions represents an opportunity
cost—what other questions will be considered to a lesser
degree in exchange? To begin an analytic process aimed
specifically at deception, there must be grounds for
suspicion and there must be future benefit or consequence
from acting or failing to act. Not all deceptions are relevant
or have an impact in that sense; that is why intelligence
analysts are not investigating the Shroud of Turin.
There is also great pressure to make a call. Most of an
analyst’s work plays out in the here and now, meaning
incomplete, sometimes inaccurate, sometimes contradictory,
information and, most critically, no knowledge that
deception may be at play. Add to this the time factor—the
short amount of time available to do the work and often the
customer’s need for an assessment in the face of breaking
events—and one begins to see the difficulty inherent in the
job and the importance of a methodology that can shed light
on the probability of deception.
What should we do, then, when we are not sure? In several
instances, the author evaluates a body of evidence and
concludes that it leans toward a particular conclusion, only
to retreat to the response “there is no answer.” The impulse
to make a “no call” usually stems from the realization that it
is not possible to definitively say what happened (or is
happening)—what I call the big “A” answer. Lack of a
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definitive answer is normal in intelligence work, but not
making a call is not an option. While we cannot provide the
big “A” answer, it is always possible to provide the little “a”
answer—that is, to unpack what is known, evaluate gaps
and alternate conclusions, and communicate a sense of
likelihood and an understanding of the risks of leaning
toward one conclusion or another.
Peter Hancock gives us a lot to think about in his book and
perhaps takes us a step further toward a structure for
deception analysis. This is a good read and a worthy
addition to the scholarship on deception. We would do well
to remember, however, that a future deception scenario,
while it may draw on some of the same deception techniques
and rely on some of the same cognitive missteps on the part
of the target, will also play out in the real world of partial
knowledge, competing priorities, and limited resources. The
missing analytical component here is the practical bridge
between the real world and theory, one that helps the
analyst determine that greater emphasis on deception
detection and analysis is warranted.
○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

I HEARD MY COUNTRY CALLING:
A MEMOIR
James Webb.
New York, NY, Simon and Schuster. 2014.
400 pages.
Reviewed by Lt Col (USAF) Carly R. Speranza, a department
chair and faculty member at the National Intelligence
University who recently earned an EdD degree from
Creighton University.

F

ormer Senator Jim Webb recently published this
descriptive memoir of his youth and military service to
the nation. In this respect, Webb successfully guides
the reader to understand where he comes from, his values,
and why he continues to serve the nation. Although Webb
served in various public positions throughout his life, to
include Secretary of the Navy, his memoir focuses solely on
his life from birth to his mid-20s, post-Vietnam.
Jim Webb, unlike many before him, authored his own
memoir. In fact, to his credit, while serving his nation in
several high-level positions he has to date authored nine
books, to include his memoir, many of which are focused on
military service. As a novelist, Webb is talented. He has an
innate ability for storytelling and in his memoir seamlessly
weaves in tragic, character-building events among simple
everyday living. For this reason, the memoir maintains an
uplifting tone, even while heady and nation-changing events
are presented.
Vol 32, No 2

Webb begins his memoir by saluting his brief, but important,
work as a U.S. Senator. From that point on, Webb moves
into his childhood and thoroughly describes his family and
the dynamics of his unconventional upbringing. His
childhood makes for excellent reading, especially for anyone
who was a military brat or served the nation in uniform. It is
quickly apparent in his memoir that Webb is a family man
who learned invaluable lessons growing up with his father,
who was an officer in the Air Force, and his mother, who
consistently provided a solid household regardless of the
family’s multiple moves across the United States. In fact, it
was these multiple moves that appear to have forged
Webb’s values and the person he is today.
While Webb sheds quite a bit of light on his childhood, he
also spends an adequate amount of time on his four years at
the U.S. Naval Academy. It is apparent through his detailed
description that, despite the fact he did not enjoy the
Academy and its rigors, they provided him the mental
strength and fortitude to honorably serve in, and survive,
Vietnam later as a U.S. Marine. With regard to Vietnam,
Webb devotes roughly a quarter of the memoir to both his
experience and the political backdrop of the United States
during the Vietnam era. His conclusions are sharp, and align
with students of strategy: The United States lost the war
because it did not properly diagnose the nature of the
conflict or understand the dynamics of insurgency warfare.
Webb successfully touches on several politically
challenging moments in U.S. history throughout the memoir,
and his writing expounds upon the day and the life of a U.S.
Marine during Vietnam. However, most impressive are his
details and account of the post-World War II military and
formation of the long-term military family and associated
programs. This is the area that makes Webb’s memoir most
poignant, engaging, and original, and it is well-written by a
man who was raised as a military brat in a system that was
not ready to support families. While WWII veterans were
celebrated, and Vietnam veterans were ostracized, military
members post-WWII found themselves in a modern military,
with long-term career commitments, attempting to keep their
families afloat with tiny salaries and limited support
infrastructure. Despite all of this, Webb’s family excelled and
this nomadic-like experience built him into the productive,
extraordinary American he is today.
It is clear after reading this book that the author loves this
country and has a life-long calling to serve it and its people.
However, his memoir resonates a feeling that he is
disappointed by the direction of the nation and is frustrated
with his inability to effect change as much as he would like.
Regardless, Jim Webb is a man who will not fade away
anytime soon. While he heads into his seventh decade, rest
assured he may once again serve as a public figure where his

Page 174

American Intelligence Journal

BOOKSHELF
childhood values will be put to a test that he will assuredly
pass based on his history of success in tough, unyielding
environments.
[Reviewer’s Note: The views presented are those of the
author and do not necessarily represent the views of the
Department of Defense or its components.]
[Editor’s Note: Webb served one term as U.S. Senator from
Virginia but decided not to run for reelection. Earlier he
served as Secretary of the Navy in the Reagan
administration but resigned as a result of differences of
opinion on the Iran-Contra scandal. Along the way, he
switched from the Republican to the Democratic Party. Most
recently, he was a Democratic candidate for U.S. President
but dropped out of the race early on.]
○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

important aspect of “Civil Liberties in Insecure Times,” with
case studies in applied ethics. Part Three gives us some idea
about “The Future of Privacy in Post-9/11 America.” The
work is not lengthy and could easily be read in a relatively
short period of time. In addition, the book is characterized
by having a style of writing that contributes to an
understanding of the major issues associated with a
government’s response to a terrorist threat.
In responding to the question of whether the U.S.
government is abusing its power by the use of these three
policies to counter terrorism, the author suggests an
analysis and use of at least two concepts that might provide
some help. One is the concept of reasonableness. Hence,
Dr. Atkin suggests that “. . . it would seem that we need
some kind of means for determining the reasonableness or
unreasonableness of … limits upon individual freedoms.”
(p. 5) The other major concept is proportionality. She notes
that “any … justification of the limits of civil liberties turns
on the nature and the severity of the threat posed by
terrorism …” (p. 5)

BALANCING LIBERTY AND SECURITY: AN
ETHICAL STUDY OF U.S. FOREIGN
INTELLIGENCE SURVEILLANCE, 2001-2009 This reviewer sees value in an analysis of these concepts,
Michelle Louise Atkin.
Lanham, MD, Rowman and Littlefield Publishers. 2013.
145 pages.
Reviewed by Dr. William E. Kelly, Professor of Political
Science, Auburn University, who earned a PhD degree from
the University of Nebraska.

T

his is a good time to be reading this book in view of
disclosures about the National Security Agency’s
monitoring program, which includes its observations
of American citizens as well as many others. What the
author does in this work is consider government policies
relating to the Fourth Amendment that protect citizens from
unreasonable searches and seizures. The author’s specific
focus is on three major intelligence policies which came
about after the September 11, 2001, terrorist attacks on the
United States. They are the USA PATRIOT Act, the Foreign
Intelligence Surveillance Act, and the Terrorism Surveillance
Program, all of which are controversial in terms of how far
the federal government can go in using them to protect the
national security of this country. All three policies are
concerned with protecting the national security of the
United States, but all three have been criticized for various
reasons relating to their effectiveness, necessity, and impact
on basic individual rights guaranteed by the Constitution.
The book is divided into three main parts, all of which
provide insights about the reality of surveillance as a
national policy. Part One is concerned with “Information
Ethics in the Post-9/11 Period.” Part Two discusses the
American Intelligence Journal

but would simply add that some other words be used
perhaps in conjunction with one another to determine the
government’s right to interpret the Fourth Amendment
regarding harm to individuals. For example, if the
government demonstrated that the perceived harm was
“immediate,” “irreparable,” and “substantial,” it may very
well gain more needed and useful public support. Yet,
admittedly, each of these suggested terms could be
interpreted differently, and thus result in various
suggestions for the implementation of a policy thwarting our
national security.
Another suggestion by this reviewer regarding the book
would be to have added some more commentary concerning
the effectiveness of the government’s monitoring practices.
Granted, this may not be easy to do since many successes
might have to be kept secret for important reasons. However,
reference to some more of them as a means of justifying
monitoring policies could have the possibility of lessening
criticism toward them.
In addition to a consideration of reasonableness and
proportionality, the author is advocating some other positive
suggestions that could bring light to the government’s
interpretation of the Fourth Amendment when it monitors
individuals. One of these is a public discussion of
government involvement with the Fourth Amendment.
Perhaps this would have the advantage of allowing various
points of view to be considered regarding the issue of
preventing terrorism. It might also result in the use of a
policy that is more acceptable because a greater number of
individuals would have the chance to offer their views.
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Another valid suggestion of the author is the need for all three
branches of government to partake in the discussion utilizing
the principle of checks and balances. Perhaps this might be a
way for preventing abuse by any one part of government.
Dr. Atkin decided to write this book as a result of research she
conducted for her PhD degree. She became interested in ethics
as applied to obtaining information relating to the national
security of a country. Although she concentrates primarily on
three national security policies, it is noted that her suggestions
may also apply to other areas of concern which relate to
security and privacy such as airline searches, profiling, and
cybersecurity. There is no doubt that countries are becoming
more conscious of security, and this book may offer some ideas
relating to a host of situations involving such a concern.
The book has a scope of interest concerning the years 20012009. Hence, events which have taken place after that time may
result in a different perspective that has been provided by the
author. Yet, the work has value for a number of reasons. For
example, it calls our attention to important concepts such as
reasonableness and proportionality that should be considered
when considering how to respond to a suspected terrorist
matter. In addition, it may help policymakers identify the most
effective and rational method of responding to a threat. At a
time when there is obvious controversy about government
monitoring, the book also suggests a way of bringing about
more public support for government actions in this area.
○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

BEFORE THE QUAGMIRE: AMERICAN
INTERVENTION IN LAOS, 1954-1961
William J. Rust.
Lexington, KY, The University Press of Kentucky. 2012.
323 pages.
Reviewed by LTC (USAR) Christopher E. Bailey, a faculty
member at the National Intelligence University specializing
in national security law, processes, ethics, and strategy. He
is licensed to practice law in California and the District of
Columbia, and is a member of the National Security Law
Section, American Bar Association.

W

illiam Rust is a former journalist. He began his
editorial career at U.S. News & World Report,
joining the Book Division as a researcher and
contributing author to several articles on the Vietnam War. He
served as a consultant to the documentary unit of NBC News
for an award-winning paper on Vietnam. According to Amazon,
he recently completed a sequel to Before the Quagmire that will
be published soon. In Before the Quagmire, he draws upon
previously untapped archival sources, oral histories, interviews,
and unpublished sources to chronicle early U.S. involvement in
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Laos, providing insight into the institutional problems in
Washington and the conflicting interests among Central
Intelligence Agency (CIA), Department of State, and
Department of Defense officials. He reviews the relationships
that successive U.S. ambassadors had with the State
Department, as well as the conflicts and challenges faced by the
embassy team with regional and Laotian counterparts. This
book is noteworthy for the important insights Rust provides
about the role of the ambassador as Chief of Mission, including
his relationships with CIA and military personnel.
The U.S. involvement in Laos dates back to 1954 when the
Geneva Accords ended the first Indochina War. The Accords
recognized the sovereignty of the Western-leaning Royal
Laotian government and ordered the removal of all foreign
troops. However, it allowed the Pathet Lao, the communist/
nationalist insurgent group that had been formed in 1950, to
remain in the two northern provinces adjacent to North Vietnam
and permitted 1,500 French soldiers to train the Armee
Nationale du Laos (ANL). This meant that the United States
could not establish a Military Assistance Advisory Group
(MAAG) and had to coordinate many aspects of its politicalmilitary policy with Paris.
U.S. policymakers, supported by a National Intelligence
Estimate, viewed the situation with alarm. U.S. officials believed
that Laos was relatively stable, but it depended upon a stable
government in Saigon and French assistance to the ANL.
Moreover, partially in response to the 1954 French collapse in
Indochina and partially in response to the perceived threat of
communist expansion, President Dwight D. Eisenhower ordered
covert military and financial assistance to Laos to help the
government counter communist incursions. Of note, the only
senior official to question U.S. strategic interests in the region
was then-Secretary of Defense Charles (“Engine Charlie”)
Wilson. Secretary Wilson believed that a withdrawal from the
region was the only sensible action for the United States,
concluding that U.S. regional policy was dependent on British
and French support—both of which seemed doubtful at the
time. In fact, many Eisenhower administration officials had
conceptual biases that precluded a deeper understanding of the
situation: many were convinced of the need to oppose
communist expansion based upon the so-called “domino
theory” and many saw nationalism and communism as mutually
exclusive (e.g., the CIA lacked a nuanced understanding of
Laos and the Pathet Lao).
Successive U.S. ambassadors faced challenging problems with
the Laotian government, the policymakers in Washington, and
U.S. personnel who were working in-country. Vientiane was a
hardship post at the time, with limited facilities, health risks, and
a difficult political-military environment. Few U.S. personnel
were familiar with the local language and culture, a problem that
was no doubt exacerbated by the short tours many of them
served. Rust traces each ambassador’s tortured relationships
with embassy, Laotian, and Washington-based officials,
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providing an insightful study that includes an analysis of the
competing interests among the stakeholders. In some cases, we
see backchannel communications going from U.S. mission
personnel without prior coordination with the ambassador—or
from the ambassador without considering the views of other
mission officials. In other cases, we see backchannel
communications from the U.S. Commander-in-Chief Pacific,
bypassing the ambassador and going directly to military
personnel in-country. The first U.S. ambassador, Charles Yost,
wrote a perceptive analysis before leaving Vientiane noting that
most of the population lived a self-sufficient existence in remote
areas; he believed it was too generous to say that the Royal
Laotian government had popular support. He also noted that
the views of local elites about China and Vietnam were more
likely rooted in traditional fears than in ideology. His views
should have served as a caution to Washington-based
policymakers before they embarked on more ambitious efforts in
Laos.
Ambassador Yost was succeeded by James Graham Parsons
who, in 1956, proposed several clandestine initiatives to
provide the Laotian government with intelligence and security
assistance. Rust provides the reader with detailed information
about the ambassador’s communications with Washington, his
relationships with the CIA’s Chief of Station and other U.S.
personnel, the problems he faced working with Laotian officials,
and U.S. activities in- country. Ambassador Parsons was
succeeded by Horace Smith, whose term was marred by policy
disagreements with Washington (a situation no doubt
complicated by the fact that Ambassador Parsons was shortly
thereafter appointed as Assistant Secretary of State for East
Asian and Pacific Affairs). Ambassador Smith concluded that
the French “knew the Lao and Laos best,” and proposed a new
approach to Laotian and French officials. Rust concluded that
Smith had tried to take charge of U.S. aid programs, such as
Booster Shot, including having the CIA officer-in-charge report
directly to him rather than through the station chief. Moreover,
there were growing problems, including backchannel
communications with Washington and between the
ambassador and his CIA chief over both professional and
personal issues. Eventually, Smith would send two cables
(Embassy Telegrams 1300 and 1500) that would lead to the end
of his diplomatic career. Embtel 1300 shocked Washington,
providing the most pessimistic report ever on U.S. aid to Laos.
Ambassador Smith expanded his thinking in Embtel 1500 and
recommended that all foreign aid programs in Laos should be
brought under United Nations control. In any case, there was a
widening gulf between officials in Washington and the U.S.
mission. Indeed, Ambassador Winthrop Brown (1960-62) later
characterized Washington’s views as “unrelated to Laotian
realities.” In fact, the situation got so bad that Pentagon
officials, who saw Brown as “virtually a traitor,” tried to have
him recalled.

policymakers were handicapped by a lack of Laotian experts, as
well as a dearth of intelligence about the country’s internal
situation and the political goals of the Pathet Lao. Moreover,
administration officials had cognitive biases that undoubtedly
predisposed them to support anti-communist leaders and
groups, without necessarily asking tough questions about U.S.
regional interests or the feasibility of certain plans and
activities. For example, the Pathet Lao undoubtedly had
legitimate grievances with the government, given Vientiane’s
political machinations, endemic corruption, and lack of support
for economic development. In any case, while Washington
could refuse to extend diplomatic recognition to the communist
government in Peking, the Laotian government could hardly
rebuff its more powerful neighbor. In that sense, U.S.
policymakers should have taken a more nuanced view of Laos,
including its domestic and foreign relations, before undertaking
covert action to support certain groups over others or before
deciding what type of aid to provide the new Laotian
government.
I would recommend this book as a case study in covert action.
It offers valuable insights into the ambassador’s role as Chief of
Mission, the ambassador’s relationship with Washingtonbased policy officials, including how diverging opinions can
develop, and the need for clear thinking about the propriety of
covert action as a foreign policy tool. Thus, while covert
support to an anti-communist government in Vientiane was a
laudable goal, that policy decision should have been supported
by a closer analysis of U.S. interests in the region, as well as
timely and accurate intelligence on Laos and its political-military
problems.
○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

WHY WE LOST: A GENERAL'S INSIDE
ACCOUNT OF THE
IRAQ AND AFGHANISTAN WARS.
Daniel P. Bolger.
New York, NY, Houghton Mifflin Harcourt
Publishing Company. 2015.
502 pages.
Reviewed by LTC (USA) Todd J. Hanlon, a Military
Intelligence officer and student at the U.S. Army War
College, Carlisle Barracks, PA. LTC Hanlon has served in
various Military Intelligence, Foreign Area Officer, and
Infantry assignments around the world including Latin
America, Afghanistan, and Macedonia. He holds a BA in
International Affairs from James Madison University and
an MA in International Affairs from the University of South
Carolina.

Clearly, the Eisenhower administration faced difficult policy
problems in its relationship with Vientiane. Initially, the
American Intelligence Journal
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Retired U.S. Army Lieutenant General Daniel Bolger provides
a gripping informal history of the United States’ combat
operations in Afghanistan and Iraq at the turn of the 21st
century. Bolger, who retired in 2013 after 35 years of service,
served in both Iraq and Afghanistan as a general officer. He
commanded the Coalition Military Assistance Training Team
in Iraq from 2005 to 2006, the 1st Cavalry Division in Iraq from
2009 to 2010, and the NATO Training Mission-Afghanistan
from 2011 to 2013.
Bolger claims U.S. military generals are responsible for losing
the wars in Iraq and Afghanistan because they failed to
adopt realistic campaign plans designed to contain terrorist
adversaries. The U.S. generals instead chose to
simultaneously execute two irregular conflicts with
insufficient forces. The generals made this decision
wrongfully assuming President Barack Obama and the
American public would agree to large and long-term U.S.
troop deployments. Fundamentally, however, Bolger argues
the generals lost the wars due to arrogance. He further
argues they were overconfident in their ability to execute
ambiguous wars that rapidly transitioned from decisive
actions over relatively conventional enemies to long-term
wars of attrition against irregular enemies.
Although Bolger’s suggestion is refreshing, he falls short in
providing clear, unambiguous evidence. Disappointingly, he
gives the reader only a smattering of evidence in support of
his main argument in the epilogue’s midpoint. He
dramatically begins the work by clearly stating he, as a U.S.
general, is responsible for losing the wars in Iraq and
Afghanistan. He does not, however, revisit the point until
the end, leaving the reader to ponder when the author
intends to make the salient arguments. A benefit of this
technique is it forces the reader to analyze why the U.S. may
have lost by dissecting the work’s highly detailed and
entertaining anecdotes. Bolger provides ample citations
supporting his anecdotes. Unfortunately, he fails to describe
his precise role as a general officer in the two conflicts,
which may cause some to ultimately question the work’s
authoritativeness.
In all fairness, Bolger’s detailed anecdotes make the book
entertaining, exciting, and difficult to put down. His detailed
descriptions of U.S. soldiers and Marines in gut-wrenching
battles in Iraq’s urban centers and Afghanistan’s mountains
honor their service and put the reader in their bloody boots.
He also effectively employs anecdotes to surface key issues
for strategic military leaders to contemplate, including
obsolete intelligence collection and analysis techniques,
press relations, effective and ineffective methods for
counterinsurgency operations, the interpretation of rules of
engagement, and the inherent challenges of coalition
warfare.

Vol 32, No 2

For readers who agree with Prussian strategist Carl von
Clausewitz’s argument that the nature of war endures over
time, there is ample evidence of that assertion in Why We
Lost. In his celebrated book On War, Clausewitz argues the
nature of war is political, a contest of wills, and wrought with
friction. Bolger’s descriptions of policy decisions to go to
war, the insurgents’ will to fight to the death, and the friction
created by poorly interpreted rules of engagement provide
ample evidence that Clausewitz’s maxims endure on the 21st
century’s volatile and ambiguous battlefields.
For this reader, the most thought-provoking aspect of Why
We Lost regards civil-military relations. Bolger suggests U.S.
general officers were reluctant to offer their best military
advice to Congress and other appropriate legislative and
executive bodies out of fear of being relieved of duty. The
generals were particularly concerned when their best military
advice was inconsistent with current executive branch
policy. Bolger suggests there was, and remains, a culture of
telling the military’s civilian masters what they want to hear
vice what they need to hear in the interest of career
enhancement and career protection. He provides some
anecdotal evidence that this occurred on several occasions
when senior military and civilian leaders discussed key
policy shifts including the troop surges in Iraq and
Afghanistan.
Bolger also addresses the role retired general officers played
in the advising and decision-making processes at the most
senior levels of the executive branch. Noteworthy is the fact
that retired officers, including retired Army General Jack
Keane, offered advice contrary to the President’s military
advisors on the Joint Chiefs of Staff. This raises important
questions about the role of the retired senior military
professional. Specifically, it raises questions about the
norms, or lack thereof, that govern retired officers’ political
behavior. For those interested in civil-military relations and
the senior military officer’s role in retirement, Why We Lost is
a useful departure point.
It is infinitely difficult to answer whether the U.S. generals
“lost” the wars. Given the complexity of the post-modern
era’s operating environment, the use of black and white
terms like “win” and “lose” seems pedantic. Assessing the
question in terms of achieving the political objectives for
which the United States employed the means and ways of
war is more appropriate. If the political objectives were the
removal of Saddam Hussein and the destruction of the
Taliban government in Afghanistan, then the generals
“won” the wars. However, as Bolger insinuates and as we all
now know, the political objectives were either more complex
than originally suggested or terribly unclear. Ultimately, the
final histories of the U.S. military’s involvement in Iraq and
Afghanistan are not yet written and the final outcome
remains to be seen.
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Overall, Bolger provides a well-written and entertaining
book. However, the decision to tackle the book’s key
arguments in the epilogue left this reader dissatisfied. If you
desire a readable, soldier-level history of Operations IRAQI
FREEDOM and ENDURING FREEDOM, this is a great book.
If you want to equip yourself to argue in a sophisticated
manner that the U.S. may have failed to achieve its
objectives in the wars, there are more appropriate resources
than Why We Lost.
○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

REVIEW ESSAY
THE HIDDEN HAND: A BRIEF HISTORY
OF THE CIA.
Richard H. Immerman.
Chichester, UK, Wiley Blackwell. 2014.
264 pages.

THE RISE AND FALL OF INTELLIGENCE:
AN INTERNATIONAL
SECURITY HISTORY.
Michael Warner.
Washington, DC, Gerogetown University Press. 2014.
424 pages.
Reviewed by Dr. Robert J. Kodosky, an associate professor
in the Department of History at West Chester University
and author of Psychological Operations American Style:
The Vietnam War and Beyond. His feature article
“What’s in a Name? Waging War to Win Hearts and
Minds,” appeared in AIJ, Vol. 32, No. 1, 2015.
“Before there was history,” writes Michael Warner, a
historian for the Department of Defense, “there were spies”
(p. 11). Warner’s book, The Rise and Fall of Intelligence:
An International Security History, begins with a survey of
spy craft in the ancient world. There, as Warner chronicles,
spy versus spy sufficed. Espionage became intelligence
only out of necessity. During the 19th century, competing
ideologies and industrialization rendered the environments
where nation-states operated, both locally and globally,
unprecedentedly complex. Governments and militaries
sought to “gather and concentrate information by all
available means” (p. 35). The craft of spying had
transformed into a profession essential for survival.
By the end of the 20th century, however, as proclaimed by
political scientist Francis Fukuyama, history itself had
ended. Western liberalism, challenged by communism for
nearly a century, emerged from the Cold War as triumphant.
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Intelligence fared less well. The very factors that had
enabled its ascent, technology and ideology, suddenly
conspired to undermine it. The Age of Information opened
up an Era of Surveillance. The line blurred between the
watchers and the watched; “scrutiny,” as Warner observes,
“flows in all directions” (p. 333).
Consequently, there exists now an urgent need for
transparency. I, at least, stand happy to oblige. Regrettably
I have yet to meet Michael Warner. Fortunately though, I
am well acquainted with Dr. Richard Immerman, Professor
and Edward J. Buthusiem Distinguished Fellow in History at
Temple University, and Marvin Wachman Director of its
Center for the Study of Force and Diplomacy. Professor
Immerman is my former dissertation advisor and ongoing
mentor. I and many others owe their careers to him. He
continues to serve as a model teacher and extraordinary
scholar. His example inspires.
That said, there are none more qualified than Immerman to
scrutinize the history of the CIA. In addition to his many
scholarly contributions, Immerman served as Assistant
Deputy Director of National Intelligence for Analytic
Integrity and Standards, and at the same time Analytic
Ombudsman for the Office of the Director of National
Intelligence, from September 2007 to December 2008.
Immerman’s perspective is unique and complements well
that of Michael Warner, formerly a historian for the Central
Intelligence Agency and the Office of the Director of
National Intelligence.
[Editor’s Note: Dr. Warner now serves as chief historian of
U.S. Cyber Command. He is a frequent panelist at academic
conferences such as those hosted by the International
Studies Association.]
Warner’s work thoughtfully chronicles the factors that
enabled the rise and fall of intelligence as monopolized by
nation-states. The rise stemmed from necessity.
Technology shrank the globe even as industrial and
ideological competition threatened to tear it apart. Western
governments, and especially their militaries and police, set
aside previous aversions to spying and began to
professionalize espionage as a means of ensuring stability.
World War I, a conflict unprecedented in scope, gave rise to
intelligence while, as Warner persuasively argues in a
chapter titled “As Good as It Gets,” World War II
represented its peak. Old-fashioned espionage continued to
play an important role, but its embrace of science enabled
Allied intelligence to prove decisive in defeating the Axis
powers.
The ensuing Cold War, an ideological competition framed by
the United States and the Soviet Union, manifested issues
for intelligence that remain unresolved. Technology grew
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more accessible. States no longer monopolized the tools of
surveillance. Moreover, as intelligence became increasingly
militarized, liberal states faced reconciling their means with
their ideals. The Cold War’s conclusion and the War on
Terror’s onset served to aggravate these tensions. They
recently received a dramatic treatment on “Homeland,” an
acclaimed television series focused on the CIA.

as a proponent for both psychological warfare and
paramilitary activities, but he argued that these
responsibilities belonged elsewhere, in a newly created
office with “broader mandates and capabilities” (p. 23). It is
no small irony that Kennan’s proposal spawned NSC 10/2,
the seminal document in establishing the CIA’s covert
capability.

In the opening episode of its fourth season, the show’s
protagonist, Carrie Mathison, a CIA agent played by Claire
Danes, receives the nickname of “The Drone Queen” from
her colleagues. Despite her success in previous operations,
Mathison authorizes a bombing strike based on unverified
reports. The targeted terrorist is killed, but so are 40
members of his family attending a wedding. The entire
operation is captured on video by a survivor’s i-phone and
uploaded to YouTube. It goes viral.

In the ensuing decades, the CIA embraced covert and
paramilitary activities. The Agency’s work, under Director
of Central Intelligence Allen Dulles, one whose career with
the Office of Strategic Services (OSS) during World War II
had become legendary, and with the support of President
Dwight D. Eisenhower and his Secretary of State John Foster
Dulles, Allen’s brother, established the foundation for
operations perceived as successful, such as those in Iran
and Guatemala. The Agency had to endure little oversight
and insisted its operatives simply “learn by doing” (p. 51).
As Immerman demonstrates, this became a formula for
increasingly reckless behavior, including an illegal program
of domestic surveillance (Operation MHCHAOS) authorized
by President Lyndon B. Johnson, expanded by his
successor Richard M. Nixon, and run by CIA
counterintelligence chief James Jesus Angleton.

In The Hidden Hand: A Brief History of the CIA, Professor
Immerman utilizes portrayals of the CIA from television and
film such as “Homeland” and “Argo,” the 2012 Oscar winner
for Best Picture, to demonstrate that the CIA is “as central to
America’s popular culture as it is to its national security”
(p. 8). Its actual history, however, remains “carefully
guarded” (p. 8). Immerman’s book is a testament to that. Its
prepublication review process proved less than smooth.
The work’s initial submission met with a delayed response
which “insisted on scores of redactions” and lacked “a
single word of explanation” (p. xiv). An appeal resulted in a
reduced number of redactions; yet, redactions remain.
According to Immerman, these only hide material readily
available in the public domain.
Such an experience is unfortunate. It stands as a discredit to
Professor Immerman’s considerable public service. More
importantly, it violates the ideals that Americans embrace
while threatening the transparency essential to national
security. It does not, however, diminish the value of
Immerman’s work. The Hidden Hand clarifies the CIA’s part
in the rise and fall of intelligence that Warner outlines. It
played the starring role. The agency easily adapted from
one established to “collect, analyze, and disseminate
intelligence” into one that additionally served as an
“instrument for engaging in covert, frequently paramilitary
operations” (p. 21). The latter mission quickly and
irrevocably diverted resources and commitment from the
former. This is hardly what the CIA’s designers intended.

Despite public outcry, Congressional investigations, and
modest reform, CIA covert operations barely missed a beat,
continuing with the failed attempt to rescue American
hostages in Iran (Operation EAGLE CLAW) and assuming a
central place in U.S. initiatives in Latin America and
Afghanistan. The Hidden Hand reveals a history of
successful operations that serve as exceptions to the rule of
failure. While costly to CIA credibility, U.S. national
security, and American ideals, it has all proven to matter
little. The myth prevails. It has enabled the paramilitary of
yesterday to become the militarized of today, countering
terror networks with Counterterrorism Pursuit Teams and
drones. Resources spent on targeting are the same ones
diverted from collection, analysis, and dissemination.
The Hidden Hand: A Brief History of the CIA and The Rise
and Fall of Intelligence: An International Security History
both constitute required reading. They make a forceful case:
Intelligence matters; it always has. Understanding its
evolution separates fact from fiction. This might not prevent
its fall, but it is essential for informing its rehabilitation in a
manner that serves both America’s national security and its
ideals.

In great detail, Immerman chronicles the historical
circumstances, legislative loopholes, personality clashes,
organizational interests, and bureaucratic politics that carried
the CIA into the clandestine arena. Resistance in this
process proved futile, even when it originated from
individuals such as George Kennan, the architect of the U.S.
policy of containment against communism. Kennan served
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