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170AX(A) In General
170Ak1261 k. In General. Most Cited
United States District Court,
S.D. New York.
Adnan Abou AYYASH, Plaintiff,
v.
BANK AL-MADINA, et al., Defendants.
No. 04 Civ. 9201(GEL).
July 12, 2005.
Background: Depositor brought civil Racketeer Influenced and Corrupt Organizations Act (RICO) action against foreign banks and individual defendants, and moved for expedited discovery of banks'
assets and to attach any of their assets in New
York.
Holdings: The District Court, Lynch, J., held that:
(1) plaintiff established good cause for seeking expedited discovery, and
(2) plaintiff was entitled to attach any assets he discovered up to $1 billion under New York ex parte
attachment statutes.
Ordered accordingly.
West Headnotes
[1] Federal Civil Procedure 170A

1261

170A Federal Civil Procedure
170AX Depositions and Discovery
170AX(A) In General
170Ak1261 k. In General. Most Cited
Cases
Flexible standard of reasonableness and good cause
applied in evaluating request for order expediting
discovery. Fed.Rules Civ.Proc.Rule 26(d), 28
U.S.C.A.
[2] Federal Civil Procedure 170A
170A Federal Civil Procedure
170AX Depositions and Discovery

Cases
Plaintiff in civil Racketeer Influenced and Corrupt
Organizations Act (RICO) case established good
cause for seeking expedited discovery about the
location of defendants' possible assets within the
United States; plaintiff made strong evidentiary
showing of the substantiality of his claims, and defendants were foreign individuals and corporations
who had both incentive and capacity to hide their
assets. Fed.Rules Civ.Proc.Rule 26(d), 28 U.S.C.A.
[3] Attachment 44

102

44 Attachment
44III Proceedings to Procure
44III(B) Affidavits
44k102 k. Averments as to Cause of Action. Most Cited Cases
Plaintiff who brought civil Racketeer Influenced
and Corrupt Organizations Act (RICO) action
against foreign corporations and individuals was
entitled to attach any assets he discovered up to $1
billion under New York ex parte attachment statutes, where plaintiff made a substantial showing of
merit to his claims, and there were no known counterclaims. Fed.Rules Civ.Proc.Rule 64, 28
U.S.C.A.; N.Y.McKinney's CPLR 6201(1),
6212(a).
*326 Daniel Haym Weiner, Melissa R. Chernofsky,
Hughes Hubbard & Reed LLP, David G. Liston,
Zuckerman Spaeder, LLP, New York City, for
plaintiff.
Dorothea Weir Regal, Sheryl Beth Galler, Hoguet
Newman & Regal, LLP, Bradley I. Ruskin, Matthew Jerome Morris, Peter J.W. Sherwin, Proskauer
Rose LLP, New York City, for defendants.
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OPINION AND ORDER
LYNCH, District Judge.
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In this civil RICO action, plaintiff Adnan Abou
Ayyash seeks over $1 billion in damages against
defendant Lebanese banks and a number of individual defendants, who, he claims, defrauded him
and other depositors of the defendant banks in a
complex scheme involving wire fraud, money laundering, forgery, and embezzlement. On June 9,
2005, plaintiff moved ex parte for an order permitting expedited discovery from various New York
banks regarding, among other things, any assets defendants may have in New York, and for the attachment of such assets.
[1] Rule 26(d), Fed.R.Civ.P., provides that a party
to a civil action may not seek discovery before the
parties have conferred as required by Ruled 26(f),
except in certain limited categories of case exempted from the initial disclosure rules “or when authorized ... by [Court] order.” The Rule does not
provide a standard for determining when such orders should be granted. Several courts in this District have applied a four-part test derived from Notaro v. Koch, 95 F.R.D. 403, 405 (S.D.N.Y.1982).
See, e.g., Irish Lesbian and Gay Org. v. Giuliani,
918 F.Supp. 728, 730 (S.D.N.Y.1996); Advanced
Portfolio Tech., Inc. v. Advanced Portfolio Tech.
Ltd., No. 94 CIV. 5620(JFK), 1994 WL 719696, at
*3 (S.D.N.Y. Dec. 28, 1994). However, many recent cases reject Notaro and apply a more flexible
“good cause” test. See, e.g., Special Situations Cayman Fund, L.P. v. Dot Com Entm't Group, Inc., No.
03-CV-0811E(F), 2003 WL 23350128, at *1
(W.D.N.Y. Dec. 5, 2003); Qwest Communications
Int'l, Inc. v. Worldquest Networks, Inc. 213 F.R.D.
418, 419-20 (D.Colo.2003); Semitool, Inc. v. Tokyo
Electron America, Inc., 208 F.R.D. 273, 275
(N.D.Cal.2002). These latter cases seem to have the
better of the argument. As the Rules permit the
Court to act by order, but do not elaborate on the
basis for taking action, it seems that the intention of
the rule-maker was to confide the matter to the
Court's discretion, rather than to impose a specific
and rather stringent test. As one court has pointed
out, the Notaro test is similar to the analysis necessary to justify the far more dramatic decision to
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grant a preliminary injunction, and employing a
preliminary-injunction type analysis to determine
entitlement to expedited discovery makes little
sense, especially when *327 applied to a request to
expedite discovery in order to prepare for a preliminary injunction hearing. Merrill Lynch, Pierce,
Fenner & Smith, Inc. v. O'Connor, 194 F.R.D. 618,
623-24 (N.D.Ill.2000). Rather, in deciding on a
matter merely of regulating the timing of discovery,
“it makes sense to examine the discovery request ...
on the entirety of the record to date and the reasonableness of the request in light of all the surrounding circumstances.” Id. at 624.(emphasis in original).
[2] Accordingly, this Court will assess the application under the flexible standard of reasonableness
and good cause, applying particularly careful scrutiny since plaintiff not only seeks expedition, but
also moves on an ex parte basis. Even applying
such heightened scrutiny, however, plaintiff clearly
has shown good cause for seeking expedited discovery. Plaintiff has made a strong evidentiary
showing of the substantiality of his claims. In light
of that showing, and in consideration of the fact
that defendants are foreign individuals and corporations who have both incentive and capacity to hide
their assets, there is considerable urgency to
plaintiff's need to seek information about the location of defendants' possible assets within the United
States. When the motion was made, plaintiff suggested that immediate ex parte action was warranted because the procedure of serving the defendants
with the assistance of the Lebanese civil authorities
would take six months to a year, during which assets may be dissipated. More recently, however,
plaintiff has advised the Court that all but one of
the defendants has been served. This only increases
the urgency of the need for discovery, however,
since defendants are now aware of the action (and
thus have an incentive to conceal assets), and all
but one of the defendants have failed to respond to
the complaint (indicating disinclination to defend
the matter on the merits, and making it appear futile
to anticipate a prompt Rule 26(f) conference). The
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motion for expedited third-party discovery is therefore granted.
[3] Plaintiff also seeks ex parte attachment of any
assets it discovers, up to $1 billion. Under N.Y.
C.P.L.R. 6212(a) and 6201(1), made applicable to
these proceedings by Fed.R.Civ.P. 64, a plaintiff
may obtain such attachment by showing that there
is a probability of success on the merits, that the defendant is a non-domiciliary residing without the
state, and that the amount demanded exceeds all
known counterclaims. That standard is met here.
The defendants are all non-New York domiciliaries
resident abroad. While the difficulty of prevailing
in civil RICO actions gives some pause, plaintiff
has made a substantial showing of merit to his
claims, and there are no known counterclaims. As
to defendant Rene Moawad, who has appeared
through counsel, plaintiff has withdrawn his request
for ex parte relief. As to all other defendants, the
Court will grant the motion to permit attachment of
the any assets discovered, up to the amount of $1
billion.
For the reasons stated above, and except to the extent that the motion is withdrawn as against defendant Moawad, plaintiff's motion is granted.
SO ORDERED.
S.D.N.Y.,2005.
Ayyash v. Bank Al-Madina
233 F.R.D. 325, 63 Fed.R.Serv.3d 680
END OF DOCUMENT
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Cir.1996)).
Only the Westlaw citation is currently available.
United States District Court,
S.D. New York.
STANDARD INVESTMENT CHARTERED, INC.,
Plaintiff,
v.
NATIONAL ASSOCIATION OF SECURITIES
DEALERS, INC., et al., Defendants.
No. 07 Civ. 22014(SWK).
April 11, 2007.
OPINION AND ORDER
KRAM, J.
*1 Defendants National Association of Securities
Dealers, Inc. (“NASD”) and NYSE Group, Inc.
(“NYSE”), on behalf of themselves and several individual defendants, appeal an order of the Magistrate Judge granting in part the plaintiff's motion for
expedited discovery and denying the defendants' request for a stay of all discovery during the pendency of the defendants' anticipated motion to dismiss. As the Magistrate Judge's Order was neither
clearly erroneous nor contrary to law, the Court affirms that order.
I. BACKGROUND
Defendants NYSE, through a subsidiary, and
NASD are both self-regulatory organizations
(“SROs”) registered with the Securities and Exchange Commission (“SEC”).“As an SRO, the
NASD is, like other SROs such as [defendant
NYSE], authorized by Congress to ‘promulgate and
enforce rules governing the conduct of its members,” ’ and is subject to oversight by the SEC. DL
Capital Group, LLC v. NASDAQ Stock Mkt., Inc.,
409 F.3d 93, 95 (2d Cir.2005) (citing Barbara v.
New York Stock Exch., Inc., 99 F.3d 49, 51 (2d

On November 28, 2006, NASD and NYSE announced “a plan to consolidate their member regulation operations into a combined organization that
will be the sole U.S. private-sector provider of
member firm regulation for securities firms doing
business with the public.”(Compl.¶ 13.) As the consolidation of these entities requires NASD to amend
its by-laws, the defendants “promulgate[d] the
proxy statement in support [thereof on] December
14, 2006,” and “scheduled a vote [of NASD members] on January 19, 2007” (Compl.¶ 14), at which
time the by-law amendments were approved (Defs.'
Br. 2, Apr. 10, 2007).
On March 8, 2007, the plaintiff, an NASD member,
initiated the instant lawsuit as a class action, alleging that the consolidation of NASD and NYSE
will disenfranchise certain NASD members and that
the proxy statement seeking approval of the consolidation was misleading. The plaintiff seeks an injunction barring the NASD and NYSE's regulatory
consolidation, the issuance of a revised proxy statement, and damages. On March 12, 2007, the
plaintiff filed a motion for expedited discovery, including requests for both document production and
depositions. The request for expedited discovery
was referred to Magistrate Judge Debra Freeman.
The Magistrate Judge accepted submissions from
the parties and engaged in telephone conferences
with them before granting the plaintiff's request for
expedited document discovery, to be produced by
April 11, 2007, and staying all further discovery
pending her further order.
Following extensive deliberations concerning expedited schedules for the plaintiff's anticipated motion for a preliminary injunction and the defendants'
anticipated motion to dismiss, the defendants represented to the Court that the regulatory consolidation between NASD and NYSE would not close before June 1, 2007, and the parties were ordered to
propose revised motion schedules on the basis of
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that date. (Endorsed Order, Apr. 4, 2007.) The defendants then sought reconsideration of the Magistrate Judge's expedited discovery order on April 6,
2007. Following the denial of that request on April
9, 2007, the defendants filed this appeal.
II. STANDARD OF REVIEW
*2 Federal Rule of Civil Procedure 72(a) governs
the district court's referral of “pretrial matter[s] not
dispositive of a claim or defense of a party” to a
magistrate judge. See Catskill Development, L.L.C.
v. Park Place Entertainment Corp., 206 F.R.D. 78,
86 (S.D.N.Y.2002) (reviewing magistrate judge's
discovery orders under standard set forth in Federal
Rule of Civil Procedure 72(a)) (citing Sheikhan v.
Lenox Hill Hosp., 98 Civ. 6468, 1999 WL 386714,
at *1 (S.D.N.Y. June 11, 1999)); Mathias v. Jacobs,
167 F.Supp.2d 606, 622-23 (S.D.N.Y.2001) (same).
When faced with objections to non-dispositive orders, “[t]he district judge to whom the case is assigned shall consider such objections and shall
modify or set aside any portion of the magistrate
judge's order found to be clearly erroneous or contrary to law.”Fed.R.Civ.P. 72(a).“An order is
‘clearly erroneous' when the reviewing court on the
entire evidence is left with the definite and firm
conviction that a mistake has been committed,”
while an “order is ‘contrary to law’ when it fails to
apply or misapplies relevant statutes, case law or
rules of procedure.” Collens v. City of New York,
222 F.R.D. 249, 251 (S.D.N.Y.2004) (citation and
internal quotation marks omitted). Finally, with respect to discretionary decisions, courts in this district have concluded that “magistrate judges are afforded broad discretion and reversal is only appropriate if there is an abuse of discretion.” Mathias,
167 F.Supp.2d at 622-23 (citation and internal quotation marks omitted).
III. DISCUSSION
The instant dispute concerns the interplay between
the plaintiff's desire for expedited discovery in or-
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der to bolster its anticipated motion for a preliminarily injunction and the defendants' claim that they
are not subject to discovery because they enjoy absolute immunity and because the Court lacks jurisdiction over this action due to the plaintiff's failure
to exhaust its remedies as required by the Securities
Exchange Act of 1934 (the “Exchange Act”). In her
Order, the Magistrate Judge made two interrelated
rulings responsive to these concerns: (1) a partial
grant of the plaintiff's request for expedited discovery; and (2) a denial of the defendants' request for a
stay of all discovery pending the motion to dismiss.
The defendants raise four distinct objections to the
Magistrate Judge's balancing of the competing interests at issue. Each is denied for the reasons that
follow.
A. Asserted Immunity Defenses Must Be Balanced
With Exigent Circumstances
The defendants' first objection relates to the Magistrate Judge's denial of their requested stay of all
discovery during the pendency of their anticipated
FN1
motion to dismiss.
They contend that the Magistrate Judge erred by basing her discovery grant,
in part, on a finding that it “is not clear whether Defendants' forthcoming motion to dismiss [on immunity grounds] will be successful.”(Order 1, Mar.
27, 2007.) Rather, the defendants argue that the
proper standard for staying discovery prior to deciding immunity issues is whether the immunity defense “is at least arguable.” (Defs.' Br. 5 .)
FN1. The defendants filed a motion to dismiss the complaint shortly after it was
filed. Although they intend to submit an
updated motion to dismiss the newly-filed
amended complaint, they assure the Court
that they will continue to argue that “the
defendants are absolutely immune from
suits related to their conduct of their regulatory functions,” and that the plaintiff's allegations challenge nothing more than that.
(Defs.' Br. 4.)
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*3 The Supreme Court has indicated that immunity
defenses are meant to provide protected parties “a
right, not merely to avoid ‘standing trial,’ but also
to avoid the burdens of ‘such pretrial matters as discovery....” ’ Behrens v. Pelletier, 516 U.S. 299, 308
(1996) (emphasis omitted) (quoting Mitchell v. Forsyth, 472 U.S. 511, 526 (1985)). Of course, a defendant's mere assertion of immunity can not be
sufficient to stay all discovery in exigent circumstances. None of the defendants' proffered authority
supports such a broad proposition, nor does logic
demand it.

there is a demonstrated need for exigent relief completely undermines the purpose of temporary remedies, whether dispositive, as in the case of a preliminary injunction, or not, as in the case of discovery. Thus, that the Magistrate Judge declined to
stay all discovery because, inter alia, it was “not
clear” whether the forthcoming motion to dismiss
would be successful, is not contrary to law, nor
does the Court find it to be clearly erroneous in
light of the “entire evidence” on the record. Collens, 222 F.R.D. at 251.

The defendants cite three authorities for the proposition that the proper test to apply in these circumstances “is whether the immunity defense ‘is at
least arguable.” ’ (Defs.' Br. 5.) The first of these is
a recent, unpublished mandate of the Second Circuit staying trial and pre-trial proceedings to allow
the appellate court to consider whether the appellants' “arguable ... assertions of immunity ... have
merit.”In re World Trade Center Disaster Site Litig., 06-5324-cv (2d Cir. Mar. 9, 2007). Apart from
the fact that this administrative disposition is
devoid of analysis or precedential effect beyond the
law of the case, there is no indication that the mandate considered exigent circumstances similar to
those present here. Thus, the defendants' primary
authority carries little weight. Nor do the defendants' other proffered authorities balance the damage
to defendants imposed by premature discovery with
the ill effects a plaintiff may suffer when denied expedited discovery. Rather, these authorities merely
stand for the proposition that, absent a countervailing need for expedited discovery, a stay may be
granted where an anticipated motion to dismiss
“appears not to be unfounded in the law.” Niv v.
Hilton Hotels Corp., No. 06 Civ. 7839(PKL), 2007
WL 510113, at *1 (S.D.N.Y. Feb. 15, 2007); accord Anti-Monopoly, Inc. v. Hasbro, Inc., No. 94
Civ. 2120(LMM)(AJP), 1996 WL 101277, at *4
(S.D.N.Y. Mar. 7, 1996).

B. Consideration of Arguments Based on the Exhaustion of Administrative Remedies

In fact, granting a discovery stay pending disposition of a merely “arguable” motion to dismiss when

The defendants also object to the Magistrate
Judge's “conclusion that expedited discovery could
go forward even though the plaintiff had not exhausted its administrative remedies.”(Defs.' Br. 6.)
They argue that the “comprehensive scheme of administrative and judicial review established by the
Exchange Act” provides the “exclusive method of
challenging the validity of NASD rulemaking,” and
that the challenged conduct here was attendant to
such rulemaking. (Defs.' Br. 6.) The defendants
contend that allowing even the limited discovery
ordered by the Magistrate Judge permits plaintiffs
to opt out of the statutorily mandated process.
*4 Again, however, the defendants fail to consider
the discovery order in the context of a request for
expedited discovery required by the fastapproaching consolidation at issue here. The
plaintiff has requested expedited discovery in aid of
its motion for a preliminary injunction. If discovery
is stayed until the defendants' motion to dismiss on
exhaustion grounds has been resolved, the plaintiff
may be effectively denied access to the remedy of
injunctive relief, even though it may prevail on the
motion to dismiss. Indeed, at least one other court
in this district has allowed an “evidentiary hearing”
and argument on a preliminary injunction contemporaneous with its consideration of a motion to dismiss for failure to exhaust administrative remedies.
See American Benefits Group, Inc. v. Nat'l Ass'n of
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Sec. Dealers, No. 99 CIV 4733 JGK, 1999 WL
605246, at *1 (S.D.N.Y. Aug. 10, 2006). For these
and the reasons stated supra in Part III.A, the Court
finds that the Magistrate Judge's decision to deny a
stay of all discovery during the pendency of the
motion to dismiss based on exhaustion grounds is
neither contrary to law nor clearly erroneous.
C. The Magistrate Judge's Finding that the Plaintiff
Would Be Prejudiced in the Absence of Expedited
Discovery
The defendants' first two objections focus largely
on the prejudice that they will face if they are not
granted a stay of all discovery prior to a ruling on
the motion to dismiss. Their third objection challenges the Magistrate Judge's finding that the
plaintiff “would be unfairly prejudiced if a complete stay of discovery is granted.”(Order 1, Mar.
27, 2007.) The defendants provide three separate
rationales for this objection: “[1] the plaintiff will
not be prejudiced by sequencing the motions to dismiss before discovery; [2] the plaintiff's remedies
under the Exchange Act are more than adequate to
protect its interests; and [3] the plaintiff's supposed
time crisis is of its own making.”(Defs.' Br. 8.)
Each of these rationales relies to some degree on
the fact that the defendants, on April 2, 2007, a
week after the Magistrate Judge's discovery Order,
formally represented to the Court that the regulatory consolidation would close, at the earliest, on
FN2
June 1, 2007.
FN2. However, it bears mention that the
defendants had every opportunity to either
indicate the earliest possible date by which
the regulatory consolidation would close or
stipulate to a date before which they would
not effect closure of the consolidation in
order to allow consideration of the motion
to dismiss. Defendants were served with
the complaint in early March, and had extensive discussions with the Magistrate
Judge in mid- to late-March, yet the
Court's review of the record does not re-
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veal a written confirmation of a closing
date until the letter of April 2, 2007.
First, the defendants argue that the Magistrate
Judge set her original motion schedule, which established a document discovery date of April 11,
2007, with the understanding that a preliminary injunction would be forthcoming in late April. They
contend that the recently-stipulated adjournment for
briefing of the anticipated preliminary injunction,
based on the June 1, 2007, closing date, is a new
fact that the Magistrate Judge failed to examine
when she declined to reconsider the discovery
schedule. However, it is not clear from the record
that the Magistrate Judge expected the anticipated
motion for a preliminary injunction to be heard in
late April as opposed to some later date. Thus, the
Court is unwilling to conclude that the Magistrate
Judge abused her discretion in determining that the
June 1, 2007, closing date did not constitute a material fact necessitating reconsideration of her initial determination. Further, any decision that the
April 11, 2007, discovery date was appropriate
even in light of a June 1, 2007, closing date is not
clearly erroneous on the evidence before the Court.
*5 The defendants' second rationale for challenging
the Magistrate Judge's finding concerning unfair
prejudice to the plaintiff also fails. If the defendants' actions attendant to the proposed by-law
amendments are indeed the type of actions covered
by the administrative remedies supplied by the Exchange Act, then the plaintiff will not be prejudiced
by being precluded from discovery prior to disposition of the motion to dismiss. However, the Magistrate Judge found that it was unclear whether the
Exchange Act's administrative remedies cover the
proposed by-law amendments. In fact, the necessity
for exhaustion of remedies is precisely what will be
decided when the Court resolves the defendants'
motion to dismiss. In light of the uncertainty surrounding the defendants' exhaustion argument, and
given the exigent circumstances here, the Court
cannot say that the Magistrate Judge's finding that
the plaintiff would be unfairly prejudiced by a stay
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of all discovery prior to the disposition of the motion to dismiss was clearly erroneous.
Defendants also argue that any prejudice to the
plaintiff was self-inflicted by its failure to file or
amend its complaint at an earlier date. The first of
these purported “self-inflicted wounds” was clearly
known to the Magistrate Judge at the time she filed
her initial Order on March 27, 2007. The second
was brought to her attention by April 6, 2007, at the
latest (Endorsed Order, Apr. 6, 2007), well before
she denied reconsideration of her Order. Clearly the
Magistrate Judge concluded that these alleged
“self-inflicted wounds” did not undermine her finding of “unfair prejudice” to the plaintiff. As the
Court finds that this was not clear error, it declines
to disturb the Magistrate Judge's ruling on this
ground.
D. The Legal Standard Underlying the Magistrate
Judge's Grant of Expedited Discovery
Finally, the defendants argue that, “even if they are
accepted as true, the Magistrate Judge's findings do
not support allowing expedited discovery” because
she failed to make explicit findings regarding the
elements first set out in Notaro v. Koch, 95 F.R.D.
FN3
403, 405 (S.D.N.Y.1982).
This final objection
is also an insufficient ground for setting aside the
Magistrate Judge's order.
FN3. In Notaro, Judge Edelstein proposed
that courts require plaintiffs seeking expedited discovery to demonstrate:
(1) irreparable injury, (2) some probability of success on the merits, (3) some
connection between the expedited discovery and the avoidance of the irreparable injury, and (4) some evidence that
the injury that will result without expedited discovery looms greater than the injury that the defendant will suffer if the
expedited relief is granted.
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As an initial matter, the Notaro test, while wellsuited to the circumstances of that case and often
used in this District, is not controlling authority.
See Ayyash v. Bank Al-Madina, 233 F.R.D. 325,
326-27 (S.D.N.Y.2005) (rejecting the Notaro test in
favor of “a more flexible ‘good cause’ test”). Indeed, in Ayyash, Judge Lynch opined “that the intention of the [Federal Rules of Civil Procedure is]
to confide the matter [of expedited discovery] to the
Court's discretion, rather than to impose a specific
FN4
and rather stringent test.”Id. at 326.
Further,
Notaro deals with specific circumstances, notably a
request for expedited depositions in a politically
volatile situation, that are not present here. In sum,
the Magistrate Judge's Order partially granting expedited discovery was neither contrary to controlling law, nor was it an abuse of her discretion in
adjudicating this discovery dispute.
FN4. Judge Lynch also recognized that
“employing a preliminary-injunction type
analysis to determine entitlement to expedited discovery makes little sense, especially when applied to a request to expedite
discovery in order to prepare for a preliminary injunction hearing.” Ayyash, 233
F.R.D. at 326-27 (citation omitted). These
are precisely the circumstances at issue in
this litigation.
IV. CONCLUSION
*6 For the reasons stated above, the Court declines
to set aside the Magistrate Judge's Order partially
granting expedited discovery and rejecting the defendants' motion to stay all discovery pending a decision on the anticipated motion to dismiss. In light
of the disposition of the defendants' appeal, the request to temporarily stay the Magistrate Judge's Order pending consideration of these objections is
denied as moot.
SO ORDERED.
S.D.N.Y.,2007.

95 F.R.D. at 405.
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Only the Westlaw citation is currently available.
United States District Court,
S.D. New York.
THE NORTH FACE APPAREL CORP., a
Delaware corporation; PRL USA Holdings, Inc., a
Delaware corporation; and Polo Ralph Lauren Corporation, a Delaware corporation, Plaintiffs,
v.
TC FASHIONS, INC., d/b/a SDT USA d/b/a EB
Garments d/b/a Cheers Enterprises d/b/a Great
Champion Trading d/b/a J & C International d/b/a
Combi Fashions d/b/a Jr & Pepper d/b/a Garment
Closeout.com, a New York corporation; SDT USA,
Inc. a/k/a Sung Dong Trading Company, a New
York corporation; Margaret Scott, an individual;
Christine Yuen a/k/a Suek Peng Yoon, an individual; Yvonne Chan, an individual; Todd Turner, an
individual; Wing Yee MA a/k/a Anna MA, an individual; Hiu Man Lee, an individual; Ling Ling Lee,
an individual; Robert Holt, an individual; Waitex
International Co. Ltd ., d/b/a Fashion USA a New
York Corporation; Emmy Fashions, Inc., a corporation; Great Value, Inc., a New York corporation;
EB Garments, Inc., a New York corporation; John
Does 9-30 and XYZ Corps. 5-30, Defendants.
No. 05 Civ. 9083(RMB).
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Garments, Inc. (“EB Garments”), SDT USA, Inc.
(“SDT USA” or “SDT”), “JOHN DOES 1-5 and
XYZ CORPS. 1-15”“used, reproduced and/or
copied Plaintiffs' [trademarks] in connection with
their manufacturing, distributing, exporting, importing, advertising, marketing, selling and/or offering to sell counterfeit copies of Plaintiffs'
Products” in violation of Sections 32(1) and 43(a)
and (c) of the Lanham Act, 15 U.S.C. §§ 1114(1)
FN1
and 1125(a) & (c).
(Complaint ¶ 28.) At the
same time, Plaintiffs applied, ex parte, for a temporary restraining order, seizure order, asset restraining order, expedited discovery order, and order to show cause for preliminary injunction pursuant to 15 U.S.C. § 1116(d) (“Ex Parte Application”). (See Plaintiff's Memorandum of Law, dated
October 24, 2005.)
FN1. Plaintiffs also assert common law
trademark and unfair competition claims,
as well as claims under New York General
Business Law §§ 360(I) and 349.
(Complaint ¶¶ 53-70.) By order dated
December 27, 2005, the Court unsealed the
record in this case. (Memorandum Endorsement, dated December 27, 2005
(“Sealing is vacated in the interest of public disclosure (and in the absence of authorities presented by the parties).”)

March 30, 2006.
DECISION & ORDER
BERMAN, J.
I. Background
*1 On or about October 24, 2005, The North Face
Apparel Corp. (“North Face”), and PRL USA Holdings, Inc. and Polo Ralph Lauren Corp. (“PRL
USA”) (collectively, “Plaintiffs”) filed under seal a
complaint (“Complaint”) alleging that Defendants
TC Fashions, Inc. (“TC Fashions” or “TC”), EB

On October 25, 2005, the Court granted Plaintiffs'
Ex Parte Application pursuant to 15 U.S.C. §
1116(d). (Order Granting Plaintiffs' Ex Parte Application for Temporary Restraining Order, Seizure
Order, Asset Restraining Order, Expedited Discovery Order, and Order to Show Cause for Preliminary Injunction, dated October 25, 2005 (“TRO”).)
FN2
Among other things, the TRO authorized the
seizure of allegedly counterfeit products located at
“499 7th Avenue, 6th Floor, in New York, New
York, 10018,”“Waitex Warehouse, 1800 Lower
Road, Linden, New Jersey 07036,” and “2001 Tonnelle Avenue, North Bergen, New Jersey
07047.”(TRO at 5.)
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FN2. After several extensions, the Court
ordered, on January 18, 2006, that “the
terms of the TRO shall remain in place in
full until such time as the Court rules on
Plaintiffs' request for a preliminary injunction.”(Order Extending Temporary Restraining Order, dated January 18, 2006.)
Plaintiffs executed the TRO on October 27 and 28,
2005, (Declaration of David Saenz, dated November 7, 2005 (“Saenz Decl.”) ¶ 2; Declaration of
W.K. Wong, dated November 4, 2005 (“Wong Decl.”) ¶ 8), recovering “more than twenty eight thousand counterfeit POLO RALPH LAUREN shirts
and seven thousand counterfeit THE NORTH
FACE jackets stored [by TC Fashions] at Waitex's
warehouse in Linden, New Jersey.”(Supplemental
Declaration of G. Roxanne Elings, dated November
7, 2005 (“Elings Supp. Decl.”) ¶ 16; Reply Memorandum of Law in Support of Asset Restrain and Order to Show Cause for Preliminary Injunction,
dated November 7, 2005 (“Pl.Reply”), at 2; see also
Declaration of Christine Yuen, dated November 4,
2005 (“Yuen Decl.”) ¶¶ 11 (“The North Face goods
seized at the Waitex warehouse, were not sold, they
had just only been purchased, [and] were obviously
fake.”), 12 (“I am advised that goods impounded at
the Waitex warehouse were counterfeit Polo
items.”).)
On or about November 4, 2005, Plaintiffs filed an
amended complaint (“Amended Complaint”) identifying several previously anonymous defendants, including, among others, Christine Yuen (“Yuen”)
and Waitex International Co. Ltd. (“Waitex”).
(Amended Complaint ¶¶ 8, 15.) Plaintiffs allege
that Yuen “is the owner of TC [and] actively manages and participates in TC's counterfeiting business” and “Waitex stores counterfeit goods on behalf of TC and SDT, and assists in re-labeling and
re-packaging such counterfeit goods.”(Id.)
*2 Also, on or about November 4, 2005, Defendants TC Fashions, Great Value, Inc. (“Great
Value”), EB Garments, and Yuen, the sole shareholder of those corporations (collectively, “TC De-
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fendants”), and Waitex submitted a response to
Plaintiffs' ex parte seizure and application for a preliminary injunction. (See Defendants' Memorandum
of Law in Response to Plaintiffs' Ex Parte Seizure
and Request for a Preliminary Injunction, dated
November 4, 2005 (“Def.Mem.”).) Plaintiffs filed a
reply on or about November 7, 2005. (See Pl.
Reply.) On or about November 30, 2005, Waitex
filed a sur-reply, (see Waitex's Sur-Reply Memorandum of Law, dated November 30, 2005 (“Waitex
Sur-Reply”)), and Yuen submitted a Sur-Reply Declaration, dated November 30, 2005 (“Yuen SurReply Decl.”). Plaintiffs filed a “sur-sur reply” on
or about December 7, 2005. (See Plaintiffs' Sur-Sur
Reply Memorandum of Law in support of Order to
Show Cause for Preliminary Injunction, dated
December 7, 2005 (“Pl. Sur-Sur Reply”).)
Plaintiffs seek to convert the TRO into a preliminary injunction. (Pl. Reply at 3-8.) TC Defendants
state that they are “consenting to the preliminary injunction” but also seek to have certain restraints on
their assets “modified.” (Def. Mem. at 2 (emphasis
in original).) SDT has not appeared in this action.
Waitex opposes any preliminary injunction against
it, seeks to have restraints on its assets removed,
and seeks a protective order concerning information
contained in documents and computers seized by
Plaintiffs. (Id. at 6-9, 11-13.)
II. Legal Standard
“To obtain a preliminary injunction, a plaintiff must
establish: ‘(1) the likelihood of irreparable injury in
the absence of such an injunction, and (2) either (a)
likelihood of success on the merits or (b) sufficiently serious questions going to the merits to
make them a fair ground for litigation plus a balance of hardships tipping decidedly’ in its favor.”
Malletier v. Burlington Coat Factory Warehouse
Corp., 426 F.3d 532, 537 (2d Cir.2005) (quoting
Federal Express Corp. v. Federal Espresso, Inc.,
201 F.3d 168, 173 (2d Cir.2000)).“In trademark
disputes, ‘a showing of likelihood of confusion establishes both a likelihood of success on the merits
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and irreparable harm.” ’ Malletier, 426 F.3d at 537
(quoting Hasbro, Inc. v. Lanard Toys, Ltd., 858
F.2d 70, 73 (2d Cir.1988)); see also In re Vuitton et
fils S.A., 606 F.2d 1, 4 (2d Cir.1979) (purpose of
counterfeit goods “is to confuse the buying public
into believing it is buying the true article”).
III. Analysis
A. TC Defendants
1. Preliminary Injunction
As noted, TC Defendants consent to a preliminary
injunction. (See Def. Mem. at 2, 5.) The parties are
directed to meet and confer forthwith and jointly to
submit to the Court a proposed preliminary injunction for the Court's endorsement on or before April
FN3
6, 2006.
FN3. The proposed preliminary injunction
may well contain “detailed provisions allowing any defendant to seek relief from
the asset freeze if the defendant present[s]
documentary proof that particular assets
[are] not the proceeds of counterfeiting
activities.”See Cartier Int'l B.V. v. Liu, No.
02 Civ. 7936, 2003 WL 1900852, at *1
(S.D.N.Y. Apr. 17, 2003).
2. Restrained Assets
*3 TC Defendants assert that they “have had more
than a million dollars in their bank accounts restrained,” and that these restraints should be
“modified” because only a portion of that money is
derived from the sale of garments bearing Plaintiffs'
FN4
trademarks.
(See Def. Mem. at 11.) While the
TC Defendants collectively initially argued that “a
restraint of $175,000 should be more than adequate,” (Def. Mem. at 11; see also Yuen Decl. ¶
13 (“I am prepared to deposit an appropriate sum of
money-which I believe to be $175,000 about 50%
more than the sales of the North Face goods”)),

Page 3

Yuen later explained that gross profits from the sale
of garments bearing Plaintiffs' trademarks totaled
$235,724 .40. (Yuen Sur-Reply Decl. ¶ 6.) TC Defendants argue that Plaintiffs have miscalculated
TC's profits because “the plaintiffs' version of the
accounting for gross profit includes [among other
things] alleged profits from the sale of merchandise
that was in fact confiscated by the plaintiffs” and
does not take into account costs “such as warehousing, credit card and factor commissions, as well as
sales commissions.”(See Yuen Sur-Reply Decl. ¶
3.) TC Defendants also assert that “one of the bank
accounts restrained by the plaintiffs contain funds
that were the direct proceeds of sales of commonlyheld securities that were purchased in the year 2000
and sold in September [2005]. None of the funds
contained in that account have any connection to
the sale of goods at issue in this action.”(Yuen SurReply Decl. ¶ 7; id.Ex. G.)
FN4. Plaintiffs initially indicated that they
“are aware that the banks have restrained
only about $254,000 of TC Fashions' monies and $168,000 of SDT USA's monies,”
(Pl. Reply at 9 (citing Elings Supp. Decl. ¶
14)), but later explained that they have restrained “approximately $1,000,000.”
(Supplemental Declaration of G. Roxanne
Elings, dated December 7, 2005 (“Elings
2d Supp. Decl.”) ¶ 4.)
Plaintiffs argue that TC's profits from the sale of
counterfeit garments bearing Plaintiffs' trademarks
for 2004 and 2005 alone totaled over $1.3 million.
FN5
(Elings 2d Supp. Decl. ¶¶ 3-4 & Ex. B .)
Plaintiffs assert that “on the day of Plaintiffs' execution of the TRO alone, TC Fashions had more
than twenty eight thousand counterfeit POLO RALPH LAUREN shirts and seven thousand counterfeit
THE NORTH FACE jackets stored a Waitex's
warehouse in Linden, New Jersey.”(Pl. Reply at 9
(citing Elings Supp. Decl. ¶ 16).) Plaintiffs also
have submitted evidence suggesting that Yuen used
bank accounts located in Hong Kong for her business. (Elings Supp. Decl. Ex. L; see Elings 2d
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Supp. Decl. ¶ 5 (“Without a full accounting by TC
Fashions Defendants to this Court, Plaintiffs submit
that TC Fashions Defendants have not made a sufficient showing to have any funds restrained by the
TRO released.”).)
FN5. Plaintiffs initially argued that “TC
Fashions' annual revenues from the sale of
counterfeit goods total approximately eight
million dollars,” (Pl. Reply at 9), although
the spreadsheet Plaintiffs submitted appears to show annual revenues totaling
$6.8 million. (See Elings Supp. Decl. Ex.
K.)
District courts have the “authority to freeze those
assets which could [be] used to satisfy an equitable
award of profits.” Levi Strauss & Co. v. Sunrise
Int'l Trading Inc., 51 F.3d 982, 987 (11th Cir.1995)
(citing Reebok Int'l, Ltd. v. Marnatech Enters., Inc.,
970 F.2d 552, 558-59 (9th Cir.1992)); see also15
U.S.C. § 1117(a) (as remedy for violation of 15
U.S.C. § 1125(a) (false designation of origin) “the
plaintiff shall be entitled, ... subject to the principles of equity, to recover [among other things]
defendant's profits”); McCarthy on Trademarks and
Unfair Competition § 30:40 (4th ed.) (purpose of
freezing assets is to preserve “security for plaintiff's
future recovery on an accounting of the counterfeiter's profits.”). The Court may “exempt any particular assets from the freeze on the ground that they
[are] not linked to the profits of allegedly illegal
activity.” Levi Strauss & Co., 51 F.3d at 987. The
burden is on the party seeking relief to “present
documentary proof that particular assets [are] not
the proceeds of counterfeiting activities.”See Cartier Int'l B.V. v. Liu, No. 02 Civ. 7936, 2003 WL
1900852, at *1 (S.D.N .Y. Apr. 17, 2003).
*4 On the instant record, it is not clear whether any
particular portion of TC Defendants' frozen assets
are “not the proceeds of counterfeiting
FN6
activities.”
See Liu, 2003 WL 1900852, at *1.
Yuen has submitted spreadsheets indicating that,
after certain adjustments, TC's gross profits
(apparently in 2004 and 2005) were $220,278.60
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from the sale of PRL USA goods and $15,445.80
from the sale of North Face goods. (Yuen SurReply Decl. Exs. A & F.) Yuen's spreadsheets indicate that TC's profits from the sale of North Face
goods arose solely from commissions TC made
from selling North Face goods on behalf of SDT.
(Yuen Sur-Reply Decl. Ex. F (“Commission Received from SDT USA on North Face Sales”;
“Good[s] owned by SDT USA, Inc. not TC Fashions, Inc. TC Fashions, Inc. only receive[d] commissions on Goods Sold.”).)
FN6. TC Defendants have not established,
for example, that certain frozen assets are
derived from proceeds from the sale of securities and not the sale of counterfeit garments. Although TC Defendants have submitted evidence showing that Great Value
received money from the sale of securities,
(see Yuen Sur-Reply Decl. Ex. G (broker
statements)), they have not submitted any
documentary evidence showing that these
proceeds were transferred to a bank account that is currently frozen pursuant to
the TRO.
Plaintiffs, on the other hand, have submitted
spreadsheets indicating that TC's gross profits in
2004 and 2005 were $977,779.60 from the sale of
PRL USA goods and $346,180 from the sale of
North Face goods. (Elings 2d Supp. Decl. Ex. B.)
Plaintiffs support their profit calculation for the sale
of PRL USA goods with packing lists and sales
slips. (Id.) The evidence of TC's sales of North
Face goods, however, appears to indicate that at
least a portion of revenue from sales was being collected by SDT and not TC. (Id.)And, there appears
to be some question as to whether SDT and TC are
separate entities. (See Letter Agreement between
CIT Commercial Services and TC, dated September
2005, Elings 2d Supp. Decl. Ex. A (“It is understood and agreed that the Agreement covers all of
your sales, including but not limited to sales of your
inventory made by you under your name and under
all of your trade names ... including, but not limited
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to the following: S.D.T. USA”).
Final resolution of these issues requires further
evidentiary submissions and possibly witness testimony. The parties are directed to meet and confer
forthwith in an effort to reach their own agreement
and to submit a joint letter to the Court by April 6,
2006 indicating whether they have been successful.
If they are unable to reach agreement, the Court
may refer the matter to Magistrate Judge Kevin
FN7
Nathaniel Fox for a hearing.
FN7. The evidence in the record warrants a
continuation of the existing asset freeze
without prejudice to the parties' submissions to Judge Fox.
B. SDT
SDT has not appeared in this action and “has submitted no papers in opposition to Plaintiffs' requested preliminary injunction.”(Pl. Reply at 3.) And,
the evidence in the record to the effect that SDT
manufactured and/or supplied TC with many of the
counterfeit garments at issue is uncontradicted and
sufficient to support a preliminary injunction. (See,
e.g., Elings Supp. Decl. Exs. A, B & G; Yuen Decl.
Ex. A); see Gucci Am., Inc. v. Duty Free Apparel,
Ltd., 286 F.Supp.2d 284, 287 (S.D.N.Y.2003) (“For
both Lanham Act claims, [i.e.,15 U.S.C. §§ 1114(1)
and 1125(a) ] Gucci must demonstrate (1) that it
has a valid mark that is entitled to protection under
the Act and (2) that Defendants' actions are likely
to cause confusion as to the origin of the mark.”);
see also Malletier, 426 F.3d at 537; In re Vuitton,
606 F.2d at 4; Gucci Am., Inc. v. Accents, 955
F.Supp. 279, 282-83 (S.D.N.Y.1997) (converting
TRO into preliminary injunction upon finding
“overwhelming proof of the counterfeit nature of
the seized goods, the need for continuation of the
original orders and of preliminary injunctive relief
against defendants to prevent irreparable harm to
plaintiffs, [and] the likelihood that plaintiffs will
prevail on the merits of at least the present injunctive portions of their underlying claims”).
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*5 However, the docket does not indicate that SDT
was served with a summons and complaint. The
Court will convert the TRO into a preliminary injunction against SDT at such time as Plaintiffs
present evidence that SDT was, in fact, properly
served. Plaintiffs should submit a proposed preliminary injunction along with proof of service by
April 6, 2006.
C. Waitex
1. Preliminary Injunction
Plaintiffs argue that they “have shown a strong likelihood” that Waitex is “directly liable” and
“contributorily liable” for “TC Fashions' counterfeiting activities” because Waitex “took an active
role in opening boxes, cutting labels and sewing
new labels on, and repacking goods for pickup” and
because “Waitex had intimate knowledge of [the]
suspicious nature of TC Fashions' business, as well
as general expertise in the apparel industry, and
cannot credibly claim that it should not have known
that TC Fashions was transacting in counterfeit apparel.”(Pl. Sur-Sur Reply at 1-4; see Pl. Reply at 7
(citing Saenz Decl. ¶ 5 (“I observed Waitex employees opening all of the boxes that come to its
warehouse on behalf of TC Fashions, cutting out
the labels on the apparel in those boxes, sewing on
new labels and repackaging the goods in unmarked
boxes for pickup.”)); Elings Supp. Decl. Ex. G.)
Waitex argues, among other things, that it “was
never ... notified prior to this litigation” that TC
Fashions engaged in counterfeiting and “Waitex has
terminated warehouse services with TC Fashions
since this litigation evidencing TC Fashions counterfeiting activities.”(Waitex's Sur-Reply at 7
(citing Sur-Reply Declaration of W.K. Wong, dated
November 30, 2005 (“Wong Sur-Reply Decl.”) ¶ 2
(“prior to this ... suit, Waitex had never received
notice that TC Fashions was engaged in counterfeiting” and that “[s]hortly after the raids on the warehouses, Waitex ... terminated warehouse distribution services with TC Fashions....”)) .) Waitex also
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asserts that “Waitex has never sewn Plaintiff [s'] labels for TC Fashions,” (Waitex Sur-Reply at 2
(citing Declaration of Kevin Liu, dated November
30, 2005 (“Liu Decl.”) ¶ 2 (“TC Fashions has never
requested Waitex to sew Plaintiffs' labels and Waitex has never sewn Plaintiffs' labels on behalf of
TC Fashions. In fact, since 2002, no sewing services were provided to TC Fashions in any capacity.”); Wong Sur-Reply Decl. ¶ 5 (“Waitex has
never sewn or cut any of plaintiffs' labels for TC
Fashions. Waitex did ‘cut’ labels for TC Fashions
on occasion, ... but never for plaintiffs' labels. Since
2002, Waitex has not done any sewing of any labels
for TC Fashions. Since January 2005, Waitex has
not cut any labels for TC Fashions.”)), and that on
the dates on which its warehouses were searched by
Plaintiffs, “Waitex employees were cutting out and
sewing in labels for [another] Waitex warehouse
customer, XES-NY, and sewing in XES-NY's
owned J.A.C. brand label.”(Waitex Sur-Reply at 2
(citing Liu Decl. ¶¶ 5-6; Wong Sur-Reply Decl. ¶¶
3-5).) Further, Waitex argues that it houses thousands of legitimate PRL USA garments and “there
is no way for Waitex, a public warehouse, to ensure
that all of these goods are authentic while continuing to provide its services to clients, without disrupting its normal and logistically precise supply
chain management services, to verify the authenticity of each garment.”(Waitex Sur-Reply at 10
(citing Wong Sur-Reply Decl. ¶ 9); Wong Decl. ¶ 6
(“It is impossible for Waitex to investigate or have
knowledge of whether each client's products are authentic, whether the client is authorized, whether
brands are private brands or licensed brands, and
the like. Nor can Waitex police the voluminous in
and out flow of millions of garments.”).) Waitex requests that if “the Court does not deny the preliminary injunction, the Court should allow a hearing in
light of the bitterly disputed facts between the
parties.”(Waitex's Sur-Reply at 5 (citing Forts v.
Ward, 566 F.2d 849, 851-52 (2d Cir.1977)).)
*6 “On a motion for preliminary injunction, where
essential facts are in dispute, there must be a hearing ... and appropriate findings of fact must be
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made.” Fengler v. Numismatic Americana, Inc.,
832 F.2d 745, 747 (2d Cir.1987) (internal quotations omitted). Waitex's involvement with TC's
counterfeiting operation is disputed and requires a
hearing, unless the parties are able to resolve these
issues on their own. See Fengler, 832 F.2d at
FN8
747.
As with all other open issues in this case,
the parties are directed to meet and confer forthwith
in an effort to reach an agreement. The parties
(jointly) shall inform the Court by April 6, 2006 as
to whether they have been successful. If they have
not, the Court may refer the matter to Judge Fox for
a hearing.
FN8. The Court notes that a proposed preliminary injunction enjoining Waitex from
dealing with any goods bearing Plaintiffs'
trademarks appears, at this stage, overly
broad. See Patsy's Brand, Inc. v. I.O.B. Realty, Inc., 317 F.3d 209, 220 (2d Cir.2003)
(“Injunctive relief should be narrowly
tailored to fit specific legal violations. Accordingly, an injunction should not impose
unnecessary burdens on lawful activity.”)
(citation and quotation omitted).
2. Restrained Assets
Waitex argues that “Plaintiffs are not entitled to restrain any of Waitex's assets” because “Waitex is a
robust and financially secure company that is not
going to cut and run.”(Def. Mem. at 11.) Plaintiffs
respond that they have “sent a letter to HSBC instructing the bank to release the account.”(Pl. Reply
at 8.) As Plaintiffs have consented to release Waitex's assets, this issue is moot.
D. Seized Property
Waitex asserts that Plaintiffs seized documents and
computers containing “information not relating to
TC Fashions, Inc., SDT USA, Inc., Great Value
Inc., and/or EB Garments Inc. or the marks at issue
herein” and “proprietary information regarding
Waitex's data, operations, information technology,
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and procedures. Should this information be shared
with others in the industry, we could lose our competitive advantage in the field.”(Wong Decl. ¶ 17.)
Waitex also asserts that “both Waitex's and its clients' information and trade secrets are at risk” because, through the seized computers, “plaintiffs
have access to the pricing information of competitors, clients' brands, clients' range and type of
products, as well as the customer lists of each and
every Waitex client.”(Wong Decl. ¶ 18.) Waitex requests that “all information, documents and computer information retained by plaintiffs ... be treated
as confidential-attorneys eyes only.”(Def. Mem. at
12-13.) TC Defendants allege that Plaintiffs have
failed to return within five business days certain of
their documents and computers that were seized, as
directed under the TRO. (Def. Mem. at 3; see TRO
at 6 (“merchandise, records or other items seized
shall be impounded in the custody or control of
Plaintiffs ... pending further order of this Court
[and] any such records seized ... shall be copied and
the copies returned to Defendants within five (5)
business days of the date this Order is executed.”).)
Plaintiffs do not respond to these issues.
Information from documents or computers seized
from Waitex and retained by Plaintiffs shall be
treated as confidential until further notice. The
parties are directed to meet and confer forthwith
and to submit a proposed protective order for the
Court's endorsement on or before April 6, 2006.
Also, to the extent Plaintiffs have failed to return
computers or copies of seized documents to TC Defendants, they are directed to do so forthwith. (See
FN9
TRO at 6.)
FN9. Waitex also complains that Plaintiffs
did not properly notify Waitex that it was a
defendant in this action at the time
Plaintiffs searched the warehouses and that
Plaintiffs exceeded the scope of the TRO
by seizing Waitex's property and causing
damage to property belonging to clients
other than TC or SDT. (See Def. Mem. at
7; Wong Decl. ¶¶ 11, 14.) If the parties are
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unable to resolve these issues themselves,
Waitex may bring these complaints as
counterclaims. See15 U.S.C. § 1116(d)(11)
(“A person who suffers damage by reason
of a wrongful seizure under this subsection
has a cause of action against the applicant
for the order under which such seizure was
made....”); Reebok Int'l Ltd. v. Su Youn
Pak, No. 87 Civ. 2727, 1989 WL 76225, at
* (S.D.N.Y. June 30, 1989); see also Accents, 955 F.Supp. at 282 (“such responses
to Fourth Amendment violations as suppression of unlawfully-seized evidence
may well be available to victims of unlawfully-obtained seizure orders under the
Trademark Counterfeiting Act, even if the
goods prove in fact to be counterfeit.”).
IV. Conclusion and Order
*7 Plaintiffs' application to convert the TRO into a
preliminary injunction against TC Defendants is
granted. The Court will grant Plaintiffs' application
to convert the TRO into a preliminary injunction
against SDT USA at such time as Plaintiffs submit
proof of service of process upon SDT USA. The existing TRO shall remain in effect until such time as
the preliminary injunction is entered by the Clerk of
the Court. Plaintiffs' application for a preliminary
injunction as to Waitex is deferred and the TRO
shall remain in effect against Waitex pending either
an agreement between the parties or an evidentiary
hearing.
The parties are directed to meet and confer in good
faith on all open issues forthwith and to submit for
the Court's endorsement on or before April 6, 2006:
(i) a proposed order of preliminary injunction; (ii) a
proposed protective order; and (iii) any other settlements. The parties also are directed to submit a
joint letter by April 6, 2006 informing the Court as
to whether they have reached agreement on unresolved issues.
S.D.N.Y.,2006.
North Face Apparel Corp. v. TC Fashions, Inc.
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Reversed and remanded.
United States Court of Appeals,
Ninth Circuit.
Timothy E. WAKEFIELD, Plaintiff-Appellant,
v.
John THOMPSON, Parole Agent; James Gomez,
Director, California Department of Corrections;
Daniel Vasquez, ex-Warden, San Quentin Prison;
John Dupre, Staff Psychiatrist, San Quentin Prison;
and John Doe, Correctional Officer, San Quentin
Prison, Defendants-Appellees.
No. 96-16323.
Submitted Feb. 8, 1999.
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possibility that officer's identity could be ascertained through discovery. 42 U.S.C.A. § 1983.
[5] Constitutional Law 92

4048

92 Constitutional Law
92XXVII Due Process
92XXVII(G) Particular Issues and Applications
92XXVII(G)1 In General
92k4047 Duty to Protect; Failure to
Act
92k4048 k. In General. Most Cited
Cases
(Formerly 92k253(1))
Due Process Clause generally does not place affirmative duties on the state. U.S.C.A.
Const.Amends. 5, 14.
[6] Prisons 310

192

310 Prisons
310II Prisoners and Inmates
310II(D) Health and Medical Care
310k191 Particular Conditions and Treatments
310k192 k. In General. Most Cited
Cases
(Formerly 310k17(2))
Prisons 310

241
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310 Prisons
310II Prisoners and Inmates
310II(F) Duration of Confinement
310k241 k. Discharge and Release in
General. Most Cited Cases
(Formerly 310k17(2))
State must provide an outgoing prisoner who is receiving and continues to require medication with a
supply sufficient to ensure that he has that medication available during the period of time reasonably
necessary to permit him to consult a doctor and obtain a new supply; state's failure to provide medication sufficient to cover this transitional period
amounts to an abdication of its responsibility to
provide medical care to those, who by reason of incarceration, are unable to provide for their own
medical needs. U.S.C.A. Const.Amend. 8.
[7] Civil Rights 78

1091

78 Civil Rights
78I Rights Protected and Discrimination Prohibited in General
78k1089 Prisons
78k1091 k. Medical Care and Treatment.
Most Cited Cases
(Formerly 78k135)
To state a § 1983 claim based on the failure to
provide a supply of prescription medication to outgoing prisoner who is receiving and continues to require medication, prisoner must allege facts which,
if proved, would establish that the prison official or
officials acted with deliberate indifference to a serious medical need. U.S.C.A. Const.Amend. 8; 42
U.S.C.A. § 1983.
[8] Constitutional Law 92

4823

92 Constitutional Law
92XXVII Due Process
92XXVII(H) Criminal Law
92XXVII(H)11 Imprisonment and Incidents Thereof
92k4823 k. Medical Care and Treatment. Most Cited Cases
(Formerly 310k17(2))
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Prisons 310

194

310 Prisons
310II Prisoners and Inmates
310II(D) Health and Medical Care
310k191 Particular Conditions and Treatments
310k194 k. Psychological Conditions
and Treatment. Most Cited Cases
(Formerly 310k17(2))
Sentencing and Punishment 350H

1547

350H Sentencing and Punishment
350HVII Cruel and Unusual Punishment in General
350HVII(H) Conditions of Confinement
350Hk1547 k. Psychological and Psychiatric Treatment. Most Cited Cases
(Formerly 310k17(2))
Prison officer's alleged refusal to provide inmate
with prescribed psychotropic medication to be dispensed upon inmate's release and to make any effort to obtain medication for inmate supported §
1983 claim that officer exhibited deliberate indifference to inmate's serious medical needs, in violation of Eighth and Fourteenth Amendments, given
inmate's inability to obtain such medication on his
own immediately following his release. U.S.C.A.
Const.Amends. 8, 14; 42 U.S.C.A. § 1983.
*1161 Timothy E. Wakefield, pro se, Vacaville,
California, for the plaintiff-appellant.

Page 3

Senior Judge, United States Court of Appeals for the Eleventh Circuit, sitting by
designation.
REINHARDT, Circuit Judge:
Timothy Wakefield appeals the district court's dismissal of his § 1983 action against John Doe, a correctional officer at San Quentin Prison. Wakefield
alleges that Doe violated his Eighth Amendment
rights by refusing to provide him with prescription
psychotropic medication upon his release from prison. He asserts that Doe exhibited deliberate indifference to his serious medical needs. Because we
find that Wakefield has stated a cause of action
upon which relief might be granted, we reverse the
district court's dismissal of Wakefield's action
against Doe, and remand for further proceedings in
FN3
the district court.
FN3. We have, in an unpublished memorandum disposition issued today, affirmed
the district court's dismissal of Wakefield's
§ 1983 action against defendants Gomez,
Vasquez, and Dupre, and the court's grant
of summary judgment to defendant
Thompson.
I.
BACKGROUND

Bruce M. Slavin, Deputy Attorney General, San
Francisco, California, for the defendants-appellees.
Appeal from the United States District Court for the
Northern District of California; Fern M. Smith, District
Judge,
Presiding.
D.C.
No.
CV95-00137-FMS.
FN2
Before: KRAVITCH,
REINHARDT, and T.G.
NELSON, Circuit Judges.
FN2. The Honorable Phyllis Kravitch,

According to Dr. John Dupre, the Staff Psychiatrist
at San Quentin Prison, Wakefield*1162 suffers
from Organic Delusional Disorder. The disorder,
when untreated, renders Wakefield prone to violent
outbursts. In order to manage this disorder, Wakefield took Navane, a psychotropic medication. Indeed, while he was a prisoner at San Quentin,
Navane was prescribed for Wakefield, and delivered to him, at the direction of Dr. Dupre.
According to Wakefield's allegations, he met with
Dr. Dupre shortly before he was released from San
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Quentin. At this time, the doctor wrote Wakefield a
prescription for two-weeks worth of Navane to be
filled by prison officials and dispensed upon Wakefield's release from prison. On the day of his release, Wakefield asked John Doe, the officer handling the release procedure, for his two-week supply
of Navane. Doe replied that “there wasn't any medication available.” Despite Wakefield's protestations that the medicine had been prescribed and that
without the medicine he would suffer a relapse of
his mental disorder, Doe refused even to call the
prison medical staff to check on Wakefield's preFN4
scription.
Doe's only explanation for his actions was that the prison was “late paroling,” in other words, that he was too busy.
FN4. Wakefield also pled that “[t]here
should be no problem in finding officer
John Doe ... the officer that released [me]
on March 13, 1995.” Wakefield informed
the court that Doe's identity could be determined by inspecting the “parole papers
that plaintiff signed at the time of his release” and the “Duty Roster for that day.”
Plaintiff also expressed his intention to
subpoena this information and “amend the
complaint later with the correct information.”
Wakefield was, accordingly, released from San
Quentin prison without the medication necessary to
control his mental disorder. According to his allegations, eleven days after his release he suffered a
relapse. The relapse led to a violent outburst and to
Wakefield's subsequent arrest.
In dismissing Wakefield's civil rights action, the
district court stated that “Doe defendants are not
favored in the Ninth Circuit,” and held that
“[a]ccordingly, the Doe defendants are Dismissed.”
(CR 11 at 8) (citing Gillespie v. Civiletti, 629 F.2d
637, 642 (9th Cir.1980)). The court provided no
further analysis of Wakefield's claim against Doe,
nor any statement as to whether Wakefield had or
had not stated a claim against him upon which relief could be granted. The court ordered that Wake-
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field's complaint against Doe was “dismissed with
prejudice to filing another unpaid complaint.” (CR
11 at 5).
Wakefield appeals the district court's dismissal of
defendant John Doe. Because the district court
erred in dismissing Doe on the ground that this
court does not “favor” John Doe defendants, and
because we find that Wakefield has stated a claim
against Doe, we reverse and remand.
II.
DISCUSSION
A.
[1][2][3] Although neither party has addressed the
question, we must raise issues concerning our jurisdiction sua sponte, see, e.g., Abernathy v. Southern
California Edison, 885 F.2d 525, 527 (9th
Cir.1989). Under 28 U.S.C. § 1291, this court has
jurisdiction to hear appeals of “final decisions” of
the district court. Although there are exceptions to
the rule, dismissals with prejudice generally constitute final orders, while dismissals without prejudice
generally do not. See, e.g., Salveson v. Western
States Bankcard Ass'n, 731 F.2d 1423, 1432 (9th
Cir.1984). Here, the district court's dismissal of
Wakefield's § 1983 action against Doe was “with
prejudice to filing another unpaid complaint.” (CR
11). Although the court stated that Wakefield could
file a third amended complaint, it made clear that
Wakefield could “not file any more unpaid
amended complaints.” (CR 11 at 9). While we have
not previously had occasion to consider whether
such a dismissal amounts to an appealable*1163 final order, we conclude that, at least in this case, it
does.
The Supreme Court has held that the finality requirement should be given a practical rather than a
technical construction. See Gillespie v. United
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States Steel Corp., 379 U.S. 148, 152, 85 S.Ct. 308,
13 L.Ed.2d 199 (1964). We have held accordingly
that “an order which effectively sends a party out of
court is appealable.” United States v. Lee, 786 F.2d
951, 956 (9th Cir.1986); see also Herrington v.
County of Sonoma, 706 F.2d 938, 939 (9th
Cir.1983). Wakefield's in forma pauperis status reflects the fact that he could not afford to file a paid
complaint at the relevant time. Under the circumstances, for purposes of § 1291, a dismissal of his
complaint with prejudice as to the filing of any further unpaid complaints “effectively sen[t Wakefield] out of court.” Lee, 786 F.2d at 956. Accordingly, the order of dismissal was final and appealable, and we have jurisdiction under § 1291.
B.
[4] We next deal with the district court's conclusion
that dismissal of defendant Doe was required under
Gillespie v. Civiletti, 629 F.2d 637 (9th Cir.1980).
In Gillespie we stated in dicta, as the district court
reports, that “[a]s a general rule, the use of ‘John
Doe’ to identify a defendant is not favored.” Id. at
642. Our holding in Gillespie, however, was different. We held that in circumstances, such as those
before us today, “where the identity of the alleged
defendant[ ][is] not [ ] known prior to the filing of a
complaint[,] the plaintiff should be given an opportunity through discovery to identify the unknown
defendants, unless it is clear that discovery would
not uncover the identities, or that the complaint
would be dismissed on other grounds.” Id. We concluded in Gillespie that the district court's dismissal
of the complaint against the John Doe defendant
was error. See id. at 643. The case before us is indistinguishable. Far from supporting the district
court's action, Gillespie demonstrates that the district court erred in dismissing Wakefield's complaint against Doe simply because Wakefield was
not aware of Doe's identity at the time he filed his
complaint.
C.
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The more substantive question we must resolve is
whether the district court's dismissal of the complaint against Doe was appropriate because, even if
Doe's identity is discovered, the complaint would
have to be dismissed on other grounds. See, e.g., id.
at 642. That is, if Wakefield's complaint against
Doe does not state a claim upon which relief can be
granted, we must affirm the district court's dismissal. See id. We conclude, however, that Wakefield's allegation that Doe exhibited deliberate indifference to his serious medical needs by failing to
provide him with the medicine prescribed by Dr.
Dupre, or to make any effort to obtain it for him,
adequately states a § 1983 claim for the violation of
his Eighth and Fourteenth Amendment rights.
[5] As is well established, and as the respondent asserts, the Due Process Clause generally does not
place affirmative duties on the state. See, e.g., DeShaney v. Winnebago Cty. Dep't of Soc. Srvs., 489
U.S. 189, 196, 109 S.Ct. 998, 103 L.Ed.2d 249
(1989). The state, for example, has no duty to fund
medical services for the general public. See Harris
v. McRae, 448 U.S. 297, 317-18, 100 S.Ct. 2671, 65
L.Ed.2d 784 (1980). Over twenty years ago,
however, the Supreme Court recognized a critical
exception to this rule. In Estelle v. Gamble, 429
U.S. 97, 104, 97 S.Ct. 285, 50 L.Ed.2d 251 (1976),
the Court explained that “[i]t is but just that the
public be required to care for the prisoner, who cannot by reason of the deprivation of his liberty, care
for himself.” In the Court's words, the government
has an “obligation to provide medical care for those
whom it is punishing by incarceration. An inmate
must rely on prison authorities to treat his medical
needs; if the authorities fail to do so, those needs
will not be met.” Id. at 103. The Estelle Court concluded, *1164 accordingly, that the Eighth Amendment's prohibition against cruel and unusual punishment, made applicable to the states through the
Due Process Clause of the Fourteenth Amendment,
mandates that states provide adequate medical care
to all of their prisoners. Id. at 104-05.
In DeShaney, 489 U.S. at 198-202, the Court re-
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examined and clarified the Estelle rule. In that case,
the petitioner-the guardian of a child subjected to
severe abuse by his father-sued the Department of
Social Services alleging that the Department's failure to remove the child from his father's custody violated due process. In rejecting DeShaney's claim,
the Court offered this explanation of the Estelle
rule:
[W]hen the State takes a person into its custody and
holds him there against his will, the Constitution
imposes upon it a corresponding duty to assume
some responsibility for his safety and general
well-being. The rationale for this principle is
simple enough: when the State by the affirmative
exercise of its power so restrains an individual's
liberty that it renders him unable to care for himself, and at the same time fails to provide for his
basic human needs-e.g., food, clothing, shelter,
medical care, and reasonable safety-it transgresses the substantive limits on state action set
by the Eighth Amendment and the Due Process
Clause. The affirmative duty to protect arises not
from the State's knowledge of the individual's
predicament or from its expressions of intent to
help him, but from the limitation which it has imposed on his freedom to act on his own behalf.
Id. at 199-200
(emphasis added).

(internal

citations

omitted)

As the cases themselves recognize, it is clear that
while a prisoner is actually incarcerated the state
restricts completely his ability to secure medical
care “on his own behalf.” For that reason, the Court
has held, the state must provide prisoners with the
medical care they need during the period of their
incarceration. See Estelle, 429 U.S. at 103-05. It is
a matter of common sense, however, that a prisoner's ability to secure medication “on his own behalf” is not necessarily restored the instant he walks
through the prison gates and into the civilian world.
Although many patients must take their medication
one or more times a day, it may take a number of
days, or possibly even weeks, for a recently released prisoner to find a doctor, schedule an exam-
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ination, obtain a diagnosis, and have a prescription
FN5
filled.
Accordingly, the period of time during
which prisoners are unable to secure medication
“on their own behalf” may extend beyond the period of actual incarceration. Under the reasoning of
Estelle and DeShaney, the state's responsibility to
provide a temporary supply of medication to prisoners in such cases extends beyond that period as
well.
FN5. Indeed, it was undoubtedly for this
very reason that Dr. Dupre wrote Wakefield a prescription for two-weeks worth of
Navane to be filled upon his release from
San Quentin.
[6] We therefore hold that the state must provide an
outgoing prisoner who is receiving and continues to
require medication with a supply sufficient to ensure that he has that medication available during the
period of time reasonably necessary to permit him
to consult a doctor and obtain a new supply. A
state's failure to provide medication sufficient to
cover this transitional period amounts to an abdication of its responsibility to provide medical care to
those, who by reason of incarceration, are unable to
provide for their own medical needs.
D.
[7][8] As dictated by our precedents, in order to
state a § 1983 claim based on the failure to provide
such a supply of prescription medication, the
plaintiff must allege facts which if proved would
establish that the prison official or officials acted
with “deliberate indifference” to a “serious medical
need.” See, e.g., Frost v. Agnos, 152 F.3d 1124,
1130 (9th Cir.1998)(citing *1165 Estelle, 429 U.S.
at 104). Our cases make clear that mere negligence
in the provision of medical care does not constitute
a constitutional violation. See id.
Estelle, however, instructs that prison officials act
with
deliberate
indifference
when
they
“intentionally interfer[e] with ... treatment once
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prescribed.” 429 U.S. at 104-05. Following Estelle,
we have held that a prison official acts with deliberate indifference when he ignores the instructions of
the prisoner's treating physician or surgeon. For example, in Hamilton v. Endell, 981 F.2d 1062 (9th
Cir.1992), the defendant officials of the Fairbanks
Correctional Center transferred the plaintiff to an
Oklahoma prison via airplane despite the fact that
Hamilton's physician had instructed that, due to a
chronic ear problem, Hamilton “should ... not fly
anywhere for about six months.” Id. at 1064. As a
result of the flight, Hamilton alleged that he
suffered severe damage to his ear. We concluded
that the case was “akin to cases finding deliberate
indifference where prison officials and doctors deliberately ignore[ ] the express orders of a prisoner's prior physician for reasons unrelated to the
medical needs of the prisoner.” Id. at 1066-67 (citing White v. Napoleon, 897 F.2d 103, 106-10 (3d
Cir.1990); Martinez v. Mancusi, 443 F.2d 921, 924
(2d Cir.1970)). Accordingly, we held that, viewing
Hamilton's allegations in the most favorable light,
the prison official's “decision to force Hamilton to
fly to Oklahoma could have constituted deliberate
indifference to his medical needs.” Hamilton, 981
FN6
F.2d at 1067.
FN6. Our court is not alone in holding that
when prison officials ignore the instructions of a treating physician they exhibit
“deliberate indifference” to the prisoner's
medical needs. In Napoleon, 897 at
106-10, the Third Circuit held that deliberate indifference was shown where one prison doctor ignored the instructions of the
prisoner's prior prison physician that a
chronic ear infection required treatment
with valisone and not water-based medications. In Martinez v. Mancusi, 443 F.2d at
924, the Second Circuit held that the prisoner's allegation that guards forced him to
walk after leg surgery in violation of the
surgeon's orders was sufficient to state a
cause of action under § 1983. In Campbell
v. Beto, 460 F.2d 765 (5th Cir.1972),
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moreover, the court held that an allegation
that the prisoner was assigned to a work
detail more strenuous than his medical
classification admitted was sufficient to
state a cause of action under § 1983.
In short, allegations that a prison official has ignored the instructions of a prisoner's treating physician are sufficient to state a claim for deliberate indifference. Such are the allegations before us. According to Wakefield's complaint, Dr. Dupre prescribed two-weeks worth of Navane to be dispensed
by prison authorities at the time of Wakefield's release from San Quentin. Despite this instruction,
defendant Doe failed to provide Wakefield with the
psychotropic medication the prison doctor had determined that he needed. Doe, moreover, refused to
contact the prison medical staff to inquire into the
location of that medication within the prison, or to
make any other effort on Wakefield's behalf. Doe's
only explanation for his action was that he was too
busy-he was running behind in paroling prisoners
that day. We hold that Wakefield has alleged facts
sufficient to support a claim that Doe's actions constituted deliberate indifference to Wakefield's medical needs.
Under these circumstances, we conclude that the
district court erred in dismissing Wakefield's complaint against defendant Doe. Because the state has
a responsibility under the Eighth Amendment to
provide outgoing prisoners being treated for a medical condition with a sufficient supply of medication to cover their transition to the outside world,
and because Wakefield's allegations support a claim
that Doe's actions constitute deliberate indifference,
Wakefield has stated a valid § 1983 claim.
III.
CONCLUSION
The order of the district court is reversed. The case
is remanded to the district*1166 court for further
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proceedings consistent with this opinion.
REVERSED AND REMANDED AS TO DEFENDANT DOE.
C.A.9 (Cal.),1999.
Wakefield v. Thompson
177 F.3d 1160, 99 Cal. Daily Op. Serv. 3984, 1999
Daily Journal D.A.R. 5095
END OF DOCUMENT
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The judge ordered two sports-streaming websites to be returned to their owner
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IDG News Service (Washington, D.C., Bureau) — The U.S. Department of Justice has
dropped its case against two Spanish websites that stream sports events nearly 17
months after U.S. Immigration and Customs Enforcement seized the sites and shut
them down for alleged copyright violations.
In a one-page brief to the U.S. District Court for the Southern District of New York on
Wednesday, U.S. Attorney Preet Bharara of the district said his office had dropped the
case against Rojadirecta.com and Rojadirecta.org. ICE seized the two sites on Jan. 31,
2011, and the DOJ asked the court to order that Puerto 80 Projects, the owner of the
sites, forfeit the sites to the U.S. government.
Judge Paul Crotty agreed on Wednesday to dismiss the case and return the websites to
Puerto 80.
Bharara's office offered little explanation for the dismissal, although Puerto 80 had
fought the forfeiture. "As a result of certain recent judicial authority involving issues
germane to the [case], and in light of the particular circumstances of this litigation, the
government now seeks to dismiss its amended forfeiture complaint," Bharara's office
wrote in a letter to the judge. "The decision to seek dismissal of this case will best
promote judicial economy and serve the interests of justice."
Earlier this month, Puerto 80 filed a court brief pointing to an Aug. 2 ruling by the U.S.
Seventh Circuit Court of Appeals, which said linking to streaming videos hosted
elsewhere on the Internet did not encourage or assist copyright infringement.
Puerto 80 had also argued that a Spanish court had found the websites to be legal. A
lawyer for the company wasn't immediately available for comment, nor was a
representative of ICE.
The Rojadirecta seizures, along with the yearlong seizure of music site Dajaz1.com,
show the problems with ICE's copyright seizure methods, said Sherwin Siy, vice
president of legal affairs for digital rights group Public Knowledge.
"It is far too easy for the government to seize domain names and hold them for an
extended period even when it is unable to make a sustainable case of infringement," Siy
said in an email. "These sorts of abuses are likely to continue until there are adequate
safeguards to assure accountability."
Grant Gross covers technology and telecom policy in the U.S. government for The IDG
News Service. Follow Grant on Twitter at GrantGross. Grant's e-mail address is
grant_gross@idg.com.
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Feds held seized website Dajaz1.com for a year…

FEDS HELD SEIZED WEBSITE DAJAZ1.COM FOR A YEAR
WITHOUT PROOF OF COPYRIGHT INFRINGEMENT
By Andrew Couts — May 4, 2012
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United States federal authorities have released court documents that show that the government
seizure of popular hip hop website Dajaz1.com over claims of copyright infringement was extended
for months due to the failure of copyright holders, including the Recording Industry Association of
America (RIAA), to provide evidence of any wrongdoing, reports Wired. No charges were ever
brought against the site.

The documents, held in secret for six months, were finally released this week at the request of the
Electronic Frontier Foundation (EFF), the California First Amendment Coalition, and Wired
magazine.
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Dajaz1 was originally shut down by the Immigration and Customs Enforcement (ICE) division of the
Department of Homeland security in November of 2010 for allegedly posting links to four “pre-
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release” tracks, according to the seizure application (pdf). Dajaz1′s attorney, Andrew Bridges, as well
as the site’s owner, Andre Nasib, have both suggested that the tracks were provided by the record
labels themselves.
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“In other words, having goaded the government into an outrageous and very public seizure of the
blog, the RIAA members refused to follow up and answer the government’s questions,” writes the
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EFF. “In turn, the government acted shamefully, not returning the blog or apologizing for its apparent
mistake, but instead secretly asking the court to extend the seizure and deny Dajaz1 the right to
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seek return of is property or otherwise get due process.”
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Dajaz1 was finally allowed to go back online 13 months later, in December of last year. But until now,
it was not clear why the government had maintained control of the site. According to the newly
released court documents, however, ICE received two “secret” extensions on the seizure, while it
waited for the RIAA and other copyright holders to provide evidence that Dajaz1 had actually
committed copyright infringement. There is currently no record in the court document to suggest the
RIAA or others ever handed over evidence to support their claims.

Obviously, this case shows that the 2008 PRO-IP Act, which established the government’s right to
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seize domains, is broken. As it currently stands, the government is able to shut down a website
without having a scrap of evidence that the site’s owners or operators did anything wrong.

To date, ICE has seized some 750 domains as part of Operation in Our Sites. The U.S. government
maintains that it has the right to seize any domain ending in .com, .net, or .org, regardless of whether
those sites are hosted or run outside the U.S.

View all the Dajaz1 documents here.
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New York investigators seize 10 websites that illegally streamed copyrighted sporting and pay-perview events
NEW YORK - Seizure warrants have been executed against 10 websites that illegally streamed live sporting telecasts and payper-view events over the Internet, as part of an ongoing investigation by U.S. Immigration and Customs Enforcement's (ICE)
Homeland Security Investigations (HSI).
The websites, which were seized Tuesday pursuant to a federal court order in the Southern District of New York, were among the
most popular on the Internet for illegally distributing copyrighted sporting events. The websites are ATDHE.NET,
CHANNELSURFING.NET, HQ-STREAMS.COM, HQSTREAMS.NET, FIRSTROW.NET, ILEMI.COM, IILEMI.COM,
IILEMII.COM, ROJADIRECTA.ORG and ROJADIRECTA.COM.
The sites provided access to illegal, pirated telecasts of the National Football League, the National Basketball Association, the
National Hockey League, World Wrestling Entertainment, and the Ultimate Fighting Championship. Each of these organizations
holds the copyrights to the televised broadcasts of their respective sporting events. The U.S. Attorney for the Southern District of
New York is asking that the domain names for these websites be forfeited.
"This swift action by our HSI New York special agents and analysts sends a clear message to website operators who mistakenly
believe it's worth the risk to take copyrighted programming and portray it as their own," said ICE Director John Morton.
"Protecting legitimate business interests is a priority for HSI and the National Intellectual Property Rights Coordination Center
and we will continue to aggressively investigate this type of crime with our law enforcement partners."
"The illegal streaming of professional sporting events over the Internet deals a financial body blow to the leagues and
broadcasters who are forced to pass their losses off to the fans in the form of higher priced tickets and pay-per-view events," said
U.S. Attorney for the Southern District of New York Preet Bharara. "With the Super Bowl just days away, the seizures of these
infringing websites reaffirm our commitment to working with our law enforcement partners to protect copyrighted material and
put the people who steal it out of business."
According to the affidavit unsealed Wednesday, it is estimated that each year, sports leagues and broadcasters lose millions of
dollars from the illegal distribution of copyrighted, live sporting events over the Internet. Such piracy threatens the investment
that broadcasters and digital media companies are willing to make to distribute live content.
In addition, this illegal activity impedes the leagues' ability to sell game tickets and secure local television and radio carriage, and
the value of advertising revenue generated by broadcast, radio, and new media partners. Sports fans are also victims, as the costs
expended by sports leagues in an effort to address on-line piracy are passed on to fans when they purchase tickets or subscribe to
sports networks.
The websites seized yesterday were popular "linking" sites - a type of website that provides access, or "links," to other websites
where pirated sporting and pay-per-view events are hosted. Users simply click on a link to begin the process of downloading or
streaming to their own computer an illegal broadcast of a sporting event from the third party website that is hosting the stream.
Linking websites are popular because they allow users to quickly browse content and locate illegal streams that would otherwise
be more difficult to find. Visitors to these websites are being redirected to a banner that advises them that the domain name has
been seized by the New York office of ICE HSI because of criminal copyright violations.
This is the third phase of Operation in Our Sites, an ongoing investigation into websites that illegally offer copyrighted and
counterfeited goods. In June 2010, authorities executed seizure warrants against nine domain names of websites offering pirated
copies of first-run movies. In November 2010, 82 domain names of commercial websites engaged in the illegal sale and
distribution of counterfeit goods and copyrighted works were seized.
The Intellectual Property Rights Center is one of the U.S. government's key weapons in the fight against criminal counterfeiting
and piracy. The IPR Center is led by ICE HSI and includes partners from U.S. Customs and Border Protection; the FBI; the
Department of Commerce; the Food and Drug Administration; the Postal Inspection Service; the General Services
Administration, Office of the Inspector General; the Naval Criminal Investigative Service; the Defense Criminal Investigative
Service; the Army Criminal Investigative Division's Major Procurement Fraud Unit; the Consumer Product Safety Commission,
INTERPOL; and the Government of Mexico Tax Administrative Service.
The IPR Center allows law enforcement and the private sector jointly to address the growing transnational problem of counterfeit
products. The IPR Center coordinates outreach to U.S. rights holders and conducts domestic and international law enforcement as
well as coordinates and directs anti-counterfeiting investigations.
You may also visit us on Facebook (http://www.ice.gov/exec/leaving.asp?url=http://www.facebook.com/wwwicegov) , Twitter
(http://www.ice.gov/exec/leaving.asp?url=http://twitter.com/wwwicegov) and YouTube (http://www.ice.gov/exec/leaving.asp?
url=http://www.youtube.com/wwwicegov) .

U.S. Immigration and Customs Enforcement (ICE) is the largest investigative arm of the
Department of Homeland Security.
ICE is a 21st century law enforcement agency with broad responsibilities for a number of
key homeland security priorities. For more information, visit www.ICE.gov. To report
suspicious activity, call 1-866-347-2423 or complete our tip form
(http://www.ice.gov/tips/) .
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United States Attorney
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JANICE OH
PUBLIC INFORMATION OFFICE
(212) 637-2600
ICE
PAT REILLY
PUBLIC AFFAIRS
(202) 732-4219

MANHATTAN FEDERAL COURT ORDERS SEIZURES OF
SEVEN WEBSITES FOR CRIMINAL COPYRIGHT INFRINGEMENT IN
CONNECTION WITH DISTRIBUTION OF PIRATED MOVIES
OVER THE INTERNET
PREET BHARARA, the United States Attorney for the
Southern District of New York, and JOHN T. MORTON, the Assistant
Secretary of Homeland Security for the United States Immigration
and Customs Enforcement ("ICE"), announced today the unsealing of
warrants issued by the United States District Court in Manhattan,
authorizing the seizures of the domain names of seven popular
websites, TVSHACK.NET, MOVIES-LINKS.TV, FILESPUMP.COM,
NOW-MOVIES.COM, PLANETMOVIEZ.COM, THEPIRATECITY.ORG, and ZML.COM,
for violations of Federal criminal copyright infringement laws.
According to the seizure warrant application filed
today in Manhattan federal district court:
The American motion picture and television industries
employ approximately 2.4 million people, to whom the industries
pay over $140 billion in wages yearly. The industries also
support over 95,000 small businesses across all 50 states,
including caterers, dry cleaners, florists, hardware and lumber
suppliers, and other retailers. The industries contribute over
$15 billion in taxes annually. The U.S. economy loses an
estimated $25.6 billion per year, and an estimated 375,000 jobs
per year, to criminal copyright infringement.
The United States District Court for the Southern
District of New York, acting on an application by the Manhattan
U.S. Attorney’s Office, has authorized the seizure of seven
websites, all of which are involved in the illegal distribution
of copyrighted movies and television programs over the Internet.

Six of the websites, TVSHACK.NET, MOVIES-LINKS.TV, FILESPUMP.COM,
NOW-MOVIES.COM, PLANETMOVIEZ.COM, and THEPIRATECITY.ORG, are
"linking" websites, which provide access, or "links," to other
websites where pirated movies and television programs are stored.
Linking websites are popular because they allow users to quickly
browse content and locate illegal copies of movies and television
shows that would otherwise be more difficult to find.
The seventh website, ZML.COM, is a "cyberlocker," which
is a website on which illegal copies of movies and television
shows are stored for downloading. Linking sites advertising
infringing content are usually linked to cyberlockers, where the
illegal material is stored.
The Websites
MOVIES-LINKS.TV, is a popular linking site, advertising
"Free Full Length Movies" and "bootleg trailers, reviews [and]
soundtrack." MOVIES-LINKS.TV's homepage advertises links to
illegal downloads of "The Karate Kid," "Prince of Persia," "Sex
and The City 2," and "Splice," among other popular copyrighted
movies that are currently in theaters and not legally available
over the Internet. MOVIES-LINKS.TV is the 258th most popular
website in the world, with approximately 3.3 million visitors per
month as of May 2010.
TVSHACK.NET, also a linking site, advertises itself as
a user-friendly video sharing site. TVSHACK.NET's homepage
contains a list of the seven movies and television shows -- all
copyrighted and being distributed by TVSHACK.NET without
authorization -- that are most popular with the website's users.
Among the most popular copyrighted movies and shows distributed
by TVSHACK.NET, each of which are viewed thousands, and sometimes
tens of thousands, of times per day, are "Sex and the City 2,"
"The A Team," "Get Him To The Greek," and "Iron Man 2."
TVSHACK.NET had approximately 486,000 visitors per month as of
May 2010.
NOW-MOVIES.COM, another linking site, offers visitors
the ability to "watch full length movies for free." The
illegally distributed movies offered by the site include "Knight
and Day," "Jonah Hex," "Toy Story 3," and "The A-Team," among
other first-run movies still playing in theaters. NOW-MOVIES.COM
had over 162,000 visitors per month as of May 2010.
THE PIRATECITY.ORG is also a linking site, whose
homepage prominently displays movie posters and links for several
copyrighted movies, including "Knight and Day," "Jonah Hex," "The
-2

Karate Kid," "Marmaduke," and several other movies that are still
in theaters. As of May 2010, THEPIRATECITY.ORG had over 590,000
visitors per month.
FILESPUMP.COM is also a linking site. FILESPUMP.COM's
homepage contains a section called "Hot Movies," which contains
links to several pirated movies, including "The Karate Kid,"
"Prince of Persia: The Sands of Time," "Jonah Hex," which
FILESPUMP.COM advertises as the "*first on net*," and "Toy Story
3," among other copyrighted movies. As of May 2010,
FILESPUMP.COM had over 800,000 visitors per month.
PLANETMOVIEZ.COM is also a linking site. Its homepage
displays movie posters and links to numerous first-run movies,
organized into categories including "Action," "Adventure,"
"Animation," "Comedy," and "Drama." The illegally-pirated movies
available on PLANETMOVIEZ.COM include "Knight and Day," "Grown
Ups," "Cyrus," "I Am Love," and "Jonah Hex." PLANETMOVIEZ.COM
had over 27,000 visitors per month as of May 2010.
ZML.COM is a cyberlocker, which stores illegal content.
ZML's homepage features a tab entitled "Hot Movies," which
displays advertisements for numerous movies that are still in
theaters, including "The A-Team," "Killers," "Sex and The City
2," "Shrek Forever After," and "Date Night," among other movies.
Users are promised “the largest collection of movies in the
world: 10,000 titles to choose from," as well as "hundreds of
your favorite TV shows," and told that "at least 10 new titles"
are added daily. As of May 2010, ZML.COM had over 860,000
visitors per month.
The United States Attorney's Office for the Southern
District of New York will ask that the domain names for these
websites be forfeited. As authorized by the warrants, all
visitors to these websites will be redirected to a banner that
advises them that the domain name has been seized by Order of the
Court, in connection with criminal copyright violations. A copy
of the banner is attached. Several search warrants were also
executed today on servers associated with the subject websites
and other websites illegally offering copyrighted material.
U.S. Attorney PREET BHARARA said, "Criminal copyright
infringement occurs on a massive scale over the Internet, and
reportedly results in billions of dollars in losses to the U.S.
economy. That translates into lost jobs and real hardships for
ordinary working people. That's why we took today's action. If
your business model is movie piracy, your story will not have a
happy ending."
-3

Assistant Secretary of ICE JOHN T. MORTON stated: "ICE
and our partners at the National Intellectual Property Rights
Coordination Center have been tracking the proliferation of
pirate Web sites run by people who have no respect for creativity
and innovation. We are dedicated to protecting the jobs, the
income and the tax revenue that disappear when organized
criminals offer stolen movies for their own profit."
Mr. BHARARA praised the work of ICE and added that the
investigation is continuing.
This case is being handled by the Office's Complex
Frauds and Asset Forfeiture Units. Assistant United States
Attorneys THOMAS G.A. BROWN, REBECCA ROHR, JOSEPH FACCIPONTI,
JASON HERNANDEZ, and MICHAEL FERRARA are in charge of the
investigation.
10-211
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New York State PL Sections Applicable to IPR Enforcement
Failure to Disclose the Origin of a Recording in the 1st Degree (PL§ 275.40)
A person is guilty of failure to disclose the origin of a recording in the first degree when such person
commits the crime of failure to disclose the origin of a recording in the second degree as defined in
§275.35 of this article and either: such person has been convicted of failure to disclose the origin of a
recording in the first or second degree within the past five years; or commission of the crime involves at least
one hundred unauthorized sound recordings or at least one hundred unauthorized audiovisual
recordings.
An E felony can be charged when the police seize a total of 100 or more sound recordings (such as music
CDs) in which the origin was not disclosed, or at least 100 audiovisual recordings (such as DVD movies or
VHS videotapes) in which the origin was not disclosed. (PL§275.40)
Failure to Disclose the Origin of a Recording in the 2nd Degree (PL§ 275.35)
A person is guilty of failure to disclose the origin of a recording in the second degree when, for commercial
advantage or private financial gain, he knowingly advertises or offers for sale, resale, or rental, or sells,
resells, or rents, or possesses for such purposes, a recording the cover, box, jacket or label does not
clearly and conspicuously disclose the actual name and address of the manufacturer or the name of the
performer or principal artist. The omission of the actual name and address of the manufacturer, or the
omission of the name of the performer or principal artist, or the omission of both, shall constitute the
failure to disclose the origin of a recording
An A Misdemeanor can be charged if the police seized a total of less than 100 sound recordings (such as music
CDs) in which the origin was not disclosed, or less than 100 audiovisual recordings (such as DVD movies or
VHS videotapes) in which the origin was not disclosed. (PL§ 275.35)
Trademark Counterfeiting in the Third Degree (PL§ 165.71)
A person is guilty of trademark counterfeiting in the third degree when, with the intent to deceive or
defraud some other person or with the intent to evade a lawful restriction on the sale, resale, offering for
sale, or distribution of goods, he or she manufactures, distributes, sells, or offers for sale goods which bear a
counterfeit trademark, or possesses a trademark knowing it to be counterfeit for the purpose of affixing it
to any goods. Trademark Counterfeiting in the Third Degree is a class A misdemeanor.
Trademark Counterfeiting in the Second Degree (PL§ 165.72)
A person is guilty of trademark counterfeiting in the second degree when, with the intent to deceive or
defraud some other person or with the intent to evade a lawful restriction on the sale, resale, offering for
sale, or distribution of goods, he or she manufactures, distributes, sells, or offers for sale goods which bear a
counterfeit trademark, or possesses a trademark knowing it to be counterfeit for the purpose of affixing it
to any goods, and the retail value of all such goods bearing counterfeit trademarks exceeds one thousand
dollars. Trademark counterfeiting in the second degree is a class E felony.
Trademark Counterfeiting in the First Degree (PL§ 165.73)
A person is guilty of trademark counterfeiting in the first degree when, with the intent to deceive or
defraud some other person, or with the intent to evade a lawful restriction on the sale, resale, offering for
sale, or distribution of goods, he or she manufactures, distributes, sells, or offers for sale goods which bear a
counterfeit trademark, or possesses a trademark knowing it to be counterfeit for the purpose of affixing it
to any goods, and the retail value of all such goods bearing counterfeit trademarks exceeds one hundred
thousand dollars. Trademark counterfeiting in the first degree is a class C felony.

Manufacture of Unauthorized Recordings in the 2nd Degree (PL§ 275.05(1))
A person is guilty of the manufacture of unauthorized recordings in the second degree when such person:
- (1) Knowingly, and without the consent of the owner, transfers or causes to be transferred any sound
recording, with the intent to rent or sell, or cause to be rented or sold for profit, or used to promote
the sale of any product, such article to which such recording was transferred, or
- (2) transports within this state, for commercial advantage or private financial gain, a recording,
knowing that the sounds have been reproduced or transferred without the consent of the owner;
provided, however, that this section shall only apply to sound recordings initially fixed prior to
February fifteenth, nineteen hundred seventy-two.
Manufacture of unauthorized recordings in the second degree is a class A misdemeanor.
PL§ 275.05(1) can be charged in any case where there are indicia that the defendant is not only selling the
recordings, but created them as well. If a defendant is convicted of this crime again within five years, he can
be charged with an E felony. PL§ 275.10(1).
Manufacture of Unauthorized Recordings in the First Degree (PL§ 275.10)
A person is guilty of manufacture of unauthorized recordings in the first degree when he commits the crime
of manufacture of unauthorized recordings in the second degree as defined in section 275.05 of this article
and either: (1) has previously been convicted of that crime within the past five years; or (2) commits that
crime by the manufacture of one thousand unauthorized sound recordings; provided, however, that this
section shall only apply to sound recordings initially fixed prior to February fifteenth, nineteen hundred
seventy-two.
Manufacture of unauthorized recordings in the first degree is a class E felony.
Manufacture or Sale of an Unauthorized Recording of a Performance in the 2nd Degree (PL§ 275.15)
A misdemeanor; A person commits the crime of manufacture or sale of an unauthorized recording of a
performance in the second degree when he knowingly, and without the consent of the performer, records or
fixes or causes to be recorded or fixed on a recording a performance, with the intent to sell or rent or cause to
be sold or rented such recording, or with the intent to use such recording to promote the sale of any product;
or when he knowingly possesses, transports or advertises, for purposes of sale, resale or rental or sells, resells,
rents or offers for rental, sale or resale, any recording that the person knows has been produced in violation
of this section. Manufacture or sale of an unauthorized recording of a performance in the second degree is a
class A misdemeanor.
The definition of “performance” excludes movies, but includes live shows and radio and television programs.
Thus, if a defendant is caught tape recording a rock concert, or knowingly selling copies of a television show
recorded from a TV airing, he can be charged with this subsection. If a defendant has been convicted of this
crime within the last five years, or has over 1000 sound recordings or 100 audio-visual recordings, he can be
charged with Manufacture or Sale of an Unauthorized Recording of Performance in the First Degree (PL §
275.20), an E felony.
Manufacture or Sale of an Unauthorized Recording of a Performance in the First Degree (PL§
275.20)
A person commits the crime of unauthorized recording of a performance in the first degree when he commits
the crime of manufacture or sale of an unauthorized recording of a performance in the second degree as
defined in section 275.15 of this article and either: (1) such person has previously been convicted of that
crime within the past five years; or (2) commission of that crime involves at least one thousand unauthorized
sound recordings or at least one hundred unauthorized audio-visual recordings. Manufacture or sale of an
unauthorized recording of a performance in the first degree is a class E felony.

Advertisement or Sale of Unauthorized Recordings in the First Degree (PL§ 275.30)
A person is guilty of the advertisement or sale of unauthorized recordings in the first degree when such
person commits the crime of advertisement or sale of unauthorized recordings in the second degree as
defined in section 275.25 of this article and either: 1. such person has previously been convicted of that crime
within the past five years; or 2. commission of that crime involves at least one thousand unauthorized sound
recordings or at least one hundred unauthorized audiovisual recordings. Advertisement and sale of
unauthorized recordings in the first degree is a class E felony.
Unauthorized Operation of a Recording Device in a Motion Picture Theater (PL§ 275.32)
(1) A person is guilty of unlawful operation of a recording device in a motion picture or live theater in the
third degree when without authority or written permission from the operator of a motion picture theater or
live theater, the person operates a recording device in such theater. 2. As used in this section (a) "recording
device" means a photographic or video camera, or any audiovisual recording function of any device used for
recording the sound or picture of a motion picture; (b) "operator" means the owner or lessee of a motion
picture theater or live theater or the authorized agent or employee of such owner or lessee; (c) "motion
picture theater" means a theater, screening room, auditorium or other venue that is being utilized primarily
for the exhibition of a motion picture at the time of the offense; and (d) "live theater" means a concert hall,
recital hall, theater, or auditorium in which a presentation is rendered, consisting in whole or in part of a
musical, dramatic, dance, or other stage rendition by one or more professional performers who appear in
person in the immediate presence of their audiences, and admission to which is limited by its operator to
persons holding an admission ticket or who have other authority or written permission to enter. Live theater
shall not mean or include a musical, dramatic, dance, or other stage rendition that is performed by students
enrolled in a school or college or as a part of a children's camp or similar program. Unlawful operation of a
recording device in a motion picture or live theater in the third degree is a violation
Unauthorized Operation of a Recording Device in a Place of Public Performance (AC § 10-702, 3)
Administrative Code: No person may engage in or cause or permit another to engage in the unauthorized
operation of a recording device in a place of public performance.
Penalties: Any person who violates the provisions of this chapter shall be guilty of a misdemeanor which,
upon a first conviction, shall be punishable by a term of imprisonment not to exceed six months, by a fine
of not less than one thousand dollars nor more than five thousand dollars, or both such fine and
imprisonment, and be subject to a civil penalty not to exceed five thousand dollars. Any person who
violates the provisions of this chapter shall be guilty of a misdemeanor which, upon a second and any
subsequent conviction occurring within one year of a first conviction, shall be punishable by a term
of imprisonment not to exceed one year, by a fine of not less than five thousand dollars nor more than
ten thousand dollars, or both such fine and imprisonment, and be subject to a civil penalty not to exceed
ten thousand dollars. Such penalty shall be in addition to any other penalties or sanctions that may be
imposed, and such penalties shall not limit or preclude any cause of action available to any person or entity
injured or aggrieved by such action.
PL§ 165.07 Unlawful Use Of Secret Scientific Material
A person is guilty of unlawful use of secret scientific material when, with intent to appropriate to himself or
another the use of secret scientific material, and having no right to do so and no reasonable ground to believe
that he has such right, he makes a tangible reproduction or representation of such secret scientific material by
means of writing, photographing, drawing, mechanically or electronically reproducing or recording such secret
scientific material.

§165.07 - PRACTICE COMMENTARY by William C. Donnino
- “Secret scientific material” is defined in §155.00(6). “Unlawful use of secret scientific material”
works in tandem with the crime of larceny of secret scientific material [PL§ 155.30(3)] – [GL4]. In the
larceny, the defendant steals “property” consisting of secret scientific material, for example, a
document reciting a secret scientific formula. In the unlawful use, with the same larcenous intent with
respect to the contents of the formula, the defendant, for example, photographs the document. In the
absence of the unlawful use crime, the photographing would not be a crime since it does not
represent a traditional taking of the “property.”
Definitions and Terms: PL §155.00
- “Property” means any money, personal property, real property, computer data, computer program, thing in
action, evidence of debt or contract, or any article, substance or thing of value, including any gas,
steam, water or electricity, which is provided for a charge or compensation.
- “Secret scientific material” means a sample, culture, micro-organism, specimen, record, recording,
document, drawing or any other article, material, device or substance which constitutes, represents,
evidences, reflects, or records a scientific or technical process, invention or formula or any part or
phase thereof, and which is not, and is not intended to be, available to anyone other than the person
or persons rightfully in possession thereof or selected persons having access thereto with his or their
consent, and when it accords or may accord such rightful possessors an advantage over competitors
or other persons who do not have knowledge or the benefit thereof.
Statutory Authority
- §155.05 Larceny: A person steals property and commits larceny when, with intent to deprive another
of property or to appropriate the same to himself or to a third person, he wrongfully takes, obtains or
withholds such property from an owner thereof.
- §155.05 Larceny: Larceny includes a wrongful taking, obtaining or withholding of another’s property,
with the intent prescribed in subdivision one of this section, committed in any of the following ways:
- PL §155.30(3) – Grand Larceny in the 4th Degree: E Felony - A person is guilty of grand larceny
in the fourth degree when he steals property and when: (3) The property consists of secret scientific
material (Theft of Trade Secret Material as Grand Larceny).
PL§ 156.29 Unlawful Duplication of Computer Related Material
A person is guilty of unlawful duplication of computer related material in the second degree when having
no right to do so, he or she copies, reproduces or duplicates in any manner computer material that
contains records of the medical history or medical treatment of an identified or readily identifiable
individual or individuals with an intent to commit or further the commission of any crime under this
chapter. Unlawful duplication of computer related material in the second degree is a class B misdemeanor.
PL§ 156.30 Unlawful Duplication of Computer Related Material
A person is guilty of unlawful duplication of computer related material in the first degree when having no
right to do so, he or she copies, reproduces or duplicates in any manner:
- Any computer data or computer program and thereby intentionally and wrongfully deprives or
appropriates from an owner thereof an economic value or benefit in excess of $2500; or
- Any computer data or computer program with an intent to commit or attempt to commit or further
the commission of any felony. Unlawful duplication of computer related material in the first degree is
a class E felony.

Criminal Possession of Computer Related Material (PL§ 156.35)
A person is guilty of criminal possession of computer related material when having no right to do so, he
knowingly possesses, in any form, any copy, reproduction or duplicate of any computer data or computer
program which was copied, reproduced or duplicated in violation of PL§ 156.30 of this article, with intent to
benefit himself or a person other than an owner thereof. Criminal possession of computer related material is
a class E felony.
PL §156.50 Offenses involving computers; defenses.
In any prosecution:
1. under section 156.05 or 156.10 of this article, it shall be a defense that the defendant had reasonable
grounds to believe that he had authorization to use the computer;
2. under section 156.20, 156.25, 156.26 or 156.27 of this article it shall be a defense that the defendant had
reasonable grounds to believe that he had the right to alter in any manner or destroy the computer data or
the computer program;
3. under section 156.29 or 156.30 of this article it shall be a
defense that the defendant had reasonable grounds to believe that he had
the right to copy, reproduce or duplicate in any manner the computer data or the computer program.
AC §20.453: Unlicensed General Vendor
AC §20-461(a): Failure to Display a Valid Vendor's License
Applicable: in circumstances where a defendant appears to be displaying or offering items for sale, and was
not displaying a license issued by the Department of Consumer Affairs/could not produce a valid DCA
license when asked.
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access to knowledge and the ability to freely communicate and innovate in the
digital age.
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MEMORANDUM OF POINTS AND AUTHORITIES
I.

INTRODUCTION
This case raises a novel issue of extraordinary importance: the novel and

important issue of whether the First Amendment permits the seizure of the domain
names of websites that contain both allegedly infringing content and clearly noninfringing expressive materials, based solely on a finding of probably case, without
a prior adversarial hearing, and without consideration of whether the burden on
speech interests is more than necessary to further an important government
interest. Amici urge the Court to find that it does not.
Careful First Amendment scrutiny of the seizure in this case is particularly
crucial given its context. This is the first opportunity any appellate court has had
to consider the speech implications of a new government campaign involving the
mass seizure of domain names under the guise of intellectual property law
enforcement. Unfortunately, that campaign is causing significant collateral
damage, as happened here. The government’s seizure of the Rojadirecta domain
names was an unlawful prior restraint that violated both the procedural and the
substantive requirements of the First Amendment. The Southern District of New
York erred in failing to fully consider those requirements, let alone recognize
them. Indeed, the district court’s cursory analysis not only failed to justify its
ruling, it directly contradicted black-letter law.

1
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Further, because the issuing judge apparently did not consider the findings
of two Spanish courts that Puerto 80 has not violated copyright law, the seizure
order and the denial of Puerto 80’s subsequent petition has sent a dangerous signal
to foreign governments that the U.S. executive and judicial branches are willing to
disregard the liability determinations of foreign courts, inviting them to do the
same.
The government’s seizure of the Rojadirecta domain names, and the district
court’s refusal to order their return, was both unconstitutional and unsound. This
Court should reverse the district court’s decision and order that the domain names
be returned.
II.

BACKGROUND
The ramifications of this case go well beyond the petition at issue. The

Rojadirecta seizure was part of a broader enforcement campaign, the speech
implications of which have, thus far, escaped close judicial scrutiny.
A.

“Operation In Our Sites.”

Over the past few years, responding to pressure by major intellectual
property owners and their representatives, the U.S. government has increased
dramatically its efforts to stamp out infringing activities online. One of the
principal legal tools the government is wielding is 18 U.S.C. § 2323. As amended

2
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by the PRO-IP Act of 2008,2 it purportedly authorizes in rem warrants for seizure
of property used to commit infringement.
In June 2010, Immigration and Customs and Enforcement of the Department
of Homeland Security (ICE) launched “Operation In Our Sites” seeking and
executing warrants against nine domain names associated with websites that
allegedly offered unauthorized movie downloads.3 In November 20104 and
February 20115, the government seized a combined 92 additional domain names,
alleging the sale of counterfeit goods and illegally copied DVDs, and linking to
unauthorized streamed sports broadcasts.
B.

Seizure in the Form of Website Redirection.

The term “seizure” is something of a misnomer in this context. One
normally thinks of seizure in connection with the appropriation of real goods, such
as counterfeit handbags or cars used in the commission of a crime. In these cases,
however, the government has used section 2323 to obtain judicial orders requiring
2
3

PRO-IP Act of 2008, Pub. L. No. 110-403, 122 Stat. 4256 (2008).
“Operation In Our Sites” Targets Internet Movie Pirates, U.S. Immigration and
Customs Enforcement Newsroom (June 30, 2010),
http://www.ice.gov/news/releases/
1006/100630losangeles.htm.
4
ICE Seizes 82 Website Domains Involved in Selling Counterfeit Goods as Part of
Cyber Monday Crackdown, U.S. Immigration and Customs Enforcement
Newsroom (Nov. 29, 2010),
http://www.ice.gov/news/releases/1011/101129washington.htm; see also Corynne
McSherry, U.S. Government Seizes 82 Websites: A Glimpse at the Draconian
Future of Copyright Enforcement?, Electronic Frontier Foundation (Nov. 29,
2010), http://www.eff.org/deeplinks/2010/11/us-government-seizes-82-websitesdraconian-future.
5
New York Investigators Seize 10 Websites That Illegally Streamed Copyrighted
Sporting and Pay-Per-View Events, U.S. Immigration and Customs Enforcement
Newsroom (Feb. 2, 2011),
http://www.ice.gov/news/releases/1102/110202newyork.htm.
3
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service providers to lock domain names and to direct traffic to those domains to a
government web page announcing they have been seized.
To understand precisely what has occurred, it is helpful to clarify the terms
“websites,” “IP addresses,” and “domain names.” A “website” is a collection of
related web pages, images, videos etc., hosted together on a web server. An “IP
address” is a unique, numerical sequence — like “205.178.190.22” or
“208.132.238.34” — assigned to every computer connected to the Internet that
functions much like a street address or telephone number for the computer to
which it is assigned. A domain name is an easy-to-remember text representation
(often a word or phrase) that is linked through the “domain name system” to the IP
address. A series of domain name servers contains massive databases that list the
proper IP address for each domain name.
To analogize to the “real world,” a website is akin to a building, such as the
Empire State Building. An IP address is like the address of the building, “350 5th
Avenue, New York, NY 10001,” while the domain name is the commonly known
way to refer to the building — e.g., the words “Empire State Building.” Finally,
the “domain name system” is like a “yellow pages” directory that one can use to
look up “Empire State Building” and learn that it is located at “350 5th Avenue,
New York, NY 10001.” Thus, the court order authorizing the seizure of the
domain names in this case is akin to ordering the publisher of the yellow pages to

4
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transfer ownership of the listing for “Empire State Building” (which points visitors
to “350 5th Avenue, New York, NY 10001”) so that they may order it erased or, as
actually occurred, point visitors to a different address in which a notice of
infringement has been posted. To complete the analogy, the seizure replaces the
listing for the Empire State Building with the statement “The Empire State
Building is closed.”
C.

Collateral Damage.

The Operation’s “success” has come at a high price for speech. Domain
names are necessary instrumentalities of speech, and as such the legality of their
seizure cannot be fully assessed under the narrow criteria used to assess other
seizures that do not implicate protected speech. It is hardly surprising, then, that
while many of the seized domain names were associated with websites that were
dedicated to infringing activity, there have been a number of reports of overbroad
takedowns and/or fundamental flaws in the affidavits upon which the judges
issuing the seizure orders have relied. This is in contrast to claims made by the
government that they were only targeting sites and services that were “flagrantly
violating federal copyright laws.”6
For example, the November 2010 seizures included several music blogs that
were not dedicated to infringing activities, even if some portion their sites’ content
6

Ben Sisario, Music Websites Dispute Legality of Their Closing, N.Y. Times (Dec.
19, 2010), http://www.nytimes.com/2010/12/20/business/media/20music.html.
5
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may arguably have run afoul of copyright law. One site, OnSmash.com, was a
popular music blog that included links to hip-hop music. According to the site
owners, much of the music was provided by the musicians themselves or their
labels.7 While these musicians may or may not have been authorized to make their
music available in this way (the artists may not own the actual copyright),
OnSmash can hardly be faulted for supposing that it was permitted to support the
links absent a complaint. More importantly, OnSmash complied with takedown
notices under the Digital Millennium Copyright Act.8 In short, it was not a
“pirate” site — it was instead a site helping to enforce copyright while
simultaneously promoting creativity while complying with the DMCA takedown
process. Other music blogs, such as dajaz1.com, fell into the same boat.9
Perhaps the most egregious example of collateral damage resulting from a
domain seizure occurred in a contemporaneous ICE campaign using the exact
domain seizure process at issue in this case (but targeting child pornography rather
than infringement). In February 2011, ICE seized the “mooo.com” domain for
allegedly pointing to illegal content. The seizure temporarily blocked over 84,000
subdomains of mooo.com.10 Mooo.com is a domain used by FreeDNS, a service

7

Ben Sisario, Piracy Fight Shuts Down Music Blogs, N.Y. Times (Dec. 13, 2010),
http://www.nytimes.com/2010/12/14/business/media/14music.html.
8
17 U.S.C. § 512(c).
9
Sisario, supra note 7.
10
Thomas Claburn, ICE Confirms Inadvertent Web Site Seizures, Information
Week (Feb. 18, 2011).
6
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that allows users to register subdomains, which they can then point to Internet
content hosted at any IP address. No content is hosted immediately under the
mooo.com domain; all content — including personal blogs, discussion forums,
small business sites, and sites where academic researchers share papers and
professional information — is hosted under subdomains that take the form
“username.mooo.com.”11 The content hosted under any particular subdomain is
wholly distinct from the content hosted under other subdomains. But because of
illegal content allegedly present at one such subdomain, all were blocked when the
“parent domain,” mooo.com, was seized. This is the exact form of overblocking
that led a district court to find a Pennsylvania Internet blocking law
unconstitutional in Ctr. for Democracy and Tech. v. Pappert, 337 F. Supp. 2d 606,
652-53 (E.D. Pa. 2004).12 While the reason for redirection was somewhat
different, Amici fear the “Operation In Our Sites” and mooo.com seizures bespeak
a similar institutional disregard for collateral impact of the government’s online
seizures.
Moreover, the government also appears to base its decisions regarding
potential targets not just on its own investigation but also on one-sided sources of
http://www.informationweek.com/news/security/vulnerabilities/229218959. A
subdomain
is a division of a domain, such as “subdomain.example.com.”
11
See, e.g, William’s Personal Web Server & Random Thoughts,
http://greyghost.mooo.com (last visited June 19, 2011); Bluebird Jewelry Design
by Stephanie Waldie, http://cowbell.mooo.com/catalog/index.php (last visited June
19,
2011).
12
See infra Part III, section C.1.
7
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information. For example, the government affidavit that led to the music blog
seizures described above cites repeatedly to “discussions” with, and reports
prepared by, the Motion Picture Association of America (MPAA), the Recording
Industry Association of America (RIAA), and the International Federation of the
Phonographic Industry (IFPI).13 These sources may not have informed the
government of the myriad of non-infringing (and, at the very least, noncriminal)
activities on the sites, and that the source of some song files might have been the
labels themselves, as happened, for instance, with dajaz1.com.14
Leading Congressional representatives have expressed deep concern over
the ICE seizures.15 In an open letter to ICE, Senator Ron Wyden questioned ICE
procedures, stating “I worry that domain name seizures could function as a means
for end-running the normal legal process in order to target websites that may
prevail in full court.”16 And, in a statement issued corollary to ICE’s response to a
similar letter, Representative Zoe Lofgren was concerned the agency had
fail[ed] to address legitimate concerns about “Operation In Our Sites.”
Domain seizures without due process are a form of censorship. In this
instance, our government has seized domains with nothing more than
13

See Appl. and Aff. for Seizure Warrant [of Andrew T. Reynolds, signed Nov. 17,
2010], No. 10-2822, (C.D. Cal. Nov. 17, 2010), available at
http://www.docstoc.com/docs/67610787/45705510-Operation-in-Our-Sites-2-0.
14
Sisario, supra.
15
Nate Anderson, Senator: Domain Name Seizures “Alarmingly Unprecedented,”
Ars Technica (Feb. 2, 2011), http://arstechnica.com/techpolicy/news/2011/02/senator-us-domain-name-seizures-alarminglyunprecedented.ars.
16
Letter from Sen. Ron Wyden to John Morton, Director, ICE, and Eric Holder,
Attorney General (Feb. 2, 2011), available at
http://wyden.senate.gov/download/?id=103d177c-6f30-469b-aba8-8bbfdd4fd197.
8
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the rubber stamp of a magistrate, without any prior notice or
adversarial process, leaving the authors of these sites with the burden
of proving their innocence. While this might be enough for the
seizure of stolen cars or knock-off handbags, it is not enough for web
sites and speech on the Internet.17
Simply put, Petitioner and Amici are not alone in their concern that these seizures
raise issues that require careful judicial scrutiny.
III.

ARGUMENT
The district court concluded that the Rojadirecta seizure survives First

Amendment scrutiny – and thus does not amount to a “substantial hardship” under
the statute – because visitors can access site content via other means. SPA at 4. The
Supreme Court, and decades of constitutional jurisprudence, say otherwise.
A.

As the District Court Itself Recognized, the Seizure Implicates
Clear Speech Interests.

The First Amendment not only “embraces the right to distribute literature,”
it also “necessarily protects the right to receive it.” Martin v. City of Struthers, 319
U.S. 141, 143 (1943); see also Bd. of Educ. v. Pico, 457 U.S. 853, 867 (1982) (“the
right to receive ideas is a necessary predicate to the recipient’s meaningful exercise
of his own rights of speech, press, and political freedom”); Va. State Bd. Of
Pharmacy v. Va. Citizens Consumer Council, 425 U.S. 748, 756 (1976). This
17

Lofgren, Wyden Question Response to Seizure Inquiries,
http://lofgren.house.gov/index.php?option=com_content&task=view&id=637&Ite
mid=125 (last visited June 19, 2011); see also Nate Anderson, Silicon Valley
Congresswoman: Web Seizures Trample Due Process (and Break the Law), Ars
Technica (Mar. 14, 2011), http://arstechnica.com/tech-policy/news/2011/03/arsinterviews-rep-zoe-lofgren.ars.
9
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Constitutional right to receive information applies specifically to information
disseminated over the Internet. See, e.g., Reno v. ACLU, 521 U.S. 844, 874 (1997)
(invalidating law that restricted adults’ right to access information on the Internet).
Petitioner’s site, previously accessible through the seized domain name, had
hundreds of thousands of registered users and readers from around the world,
including the United States. See J.A., DN 36-3 at A-191; J.A., DN 36-1 at A-14.
Accordingly, the government’s domain name seizure implicated the public’s First
Amendment interests in receiving documents and information by preventing access
to them.
The Order below concedes as much: the district court did not dispute that
“First Amendment considerations” existed, but merely found that such
“consideration” did not amount to a substantial hardship. SPA at 4. That
conclusion, however, was based not on any First Amendment analysis. Rather, it
apparently was based on an assumption that § 983 could be applied in isolation and
that the section requires the return of property only where “lives and livelihoods”
are “in peril.” Id. (quoting 145 Cong. Rec. H4854-02 (daily ed. June 24, 1999)
(statement of Rep. Hyde))
This was clear error. Every statute must pass constitutional scrutiny; if the
government’s actions implicate speech interests, they must satisfy the First

10
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Amendment. If the court had considered the substantial case law presented to it by
Petitioner and Amici, it should have come to an entirely different conclusion.
B.

The Government’s Seizure of Petitioner’s Domain Names
Violated the Procedural Requirements of the First Amendment.
1.

The Seizures Operate As Prior Restraints.

The government’s use of 18 U.S.C. §§ 2323(a)(1) (A)-(B) and 18 U.S.C.
§ 981 to obtain pre-judgment process to block access to domain names (and the
internet content to which they point) constitutes a prior restraint of speech. “The
term ‘prior restraint’ is used to describe administrative and judicial orders
forbidding certain communications when issued in advance of the time that such
communications are to occur.” Alexander v. United States, 509 U.S. 544, 549-50
(1993) (citations and internal quotation marks omitted and emphasis in original)).
Compare Bantam Books, 372 U.S. 58, 70 (1963) (holding agency practice of
“requesting” book stores remove objectionable material “subject[s] the distribution
of publications to a system of prior administrative restraints”). That is precisely
what happened here and in the seizure campaign in general—the seizures’ entire
purpose is to prevent future communications between the targeted websites and
Internet users who attempt to contact those websites.
Moreover, as Petitioners argue, Opening Br. at 26-32, the government
cannot sidestep the prior restraint analysis on the excuse that it based its actions on
allegations of copyright infringement, given that it has not managed to articulate a
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cognizable theory of copyright liability and that it did not file a civil or criminal
copyright claim against Puerto 80. If it had, the judicial review that normally
occurs prior to, for example, the issuance of an injunction, would have occurred –
including an opportunity for notice and an adversarial hearing. See generally
William Patry, Patry on Copyright 22:7-22:73 (2010) (discussing injunction
procedures and standard). Having opted out of the traditional contours of copyright
law, the government cannot seek shelter within them now.
Prior restraints are subject to a strong presumption of invalidity under the
First Amendment. See, e.g., Capital Cities Media, Inc. v. Toole, 463 U.S. 1303,
1305 (1983); Staub v. City of Baxley, 355 U.S. 313, 321 (1958). Thus, any such
restraint must “take[] place under procedural safeguards designed to obviate the
dangers of a censorship system.” Se. Promotions, Ltd. v. Conrad, 420 U.S. 546,
559 (1975) (quoting Freedman v. Maryland, 380 U.S. 51, 58 (1965)). The
Supreme Court has only permitted prior restraint schemes “where it operated under
judicial superintendence and assured an almost immediate judicial determination of
the validity of the restraint.” Bantam Books, 372 U.S. at 70-71 (citing Kingsley
Books, Inc. v. Brown, 354 U.S. 436 (1957)). See also FW/PBS, Inc. v. City of
Dallas, 493 U.S. 215, 230 (1990) (“[T]he availability of prompt judicial review [is
necessary to] satisfy the ‘principle that the freedoms of expression must be ringed
about with adequate bulwarks.’” (quoting Bantam Books, 372 U.S. at 66)).
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Here, the government obtained a seizure order based not on a judicial
finding of illegality but rather on an ex parte proceeding that required only a
showing of probable cause. Such bare procedure is insufficient to satisfy the
Constitution when the property to be seized is an instrumentality of speech.
2.

A Mere Showing of “Probable Cause” Does Not Justify a
Prior Restraint.

The Supreme Court has recognized that among “the special rules applicable
to removing First Amendment materials from circulation” is “the admonition that
probable cause to believe that there are valid grounds for seizure is insufficient to
interrupt the sale of presumptively protected books and films.” Fort Wayne Books
v. Indiana, 489 U.S. 46, 65-66 (1989). The Court has noted that its cases “firmly
hold that mere probable cause to believe a legal violation has transpired is not
adequate to remove books or films from circulation.” Id. at 66. See also, e.g., New
York v. P.J. Video, Inc., 475 U.S. 868 (1986); Blount v. Rizzi, 400 U.S 410, 420
(1971) (courts cannot prohibit the distribution of materials via U.S mail based
solely on a probable cause determination of obscenity). Thus, a court cannot deny
access to expressive materials it decides are probably illegal; it must determine that
they actually are illegal.
That did not happen here. Instead the government sought and obtained
authority to seize the sites based solely on a showing of “probable cause” that the
domain names were “used or intended to be used to commit or facilitate the
13
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commission of criminal infringement of copyrights in violation of [18 U.S.C.
§ 2319].” See J.A., DN 36-4 at A-220. That determination simply does not
suffice.18
Indeed, the government could not have made such a case, for the reasons set
forth in Petitioner’s brief and for the even simpler reason that, as the district court
recognized, the websites contained clearly non-infringing content.
3.

The Lack of a Prior Adversarial Hearing Renders the
Domain Name Seizure Invalid.

The civil forfeiture process additionally fails to require an adversarial
hearing before the domain name seizure was authorized. The Supreme Court has
held that a “publication may not be taken out of circulation completely until there
has been a determination of [illegality] after an adversary hearing.” Fort Wayne
Books, 489 U.S. at 63; see also Heller v. New York, 413 U.S. 483, 492-93 (1973);
Marcus v. Search Warrant of Property, 367 U.S. 717, 735 (1961).
The process at issue here does exactly what Fort Wayne Books prohibits —
it denies access to certain web site content, removing it from “circulation” within
the domain-name system, without a prior hearing. When the goal or effect of the
seizure is to block the public’s access to a challenged work — as is clearly the
objective here — the adversarial hearing must take place before the seizure. See
18

As Petitioners note in their Opening Brief at 29-30, the government’s initial and
subsequent claims of infringing activity did not establish probable cause in any
event.
14
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Fort Wayne Books, 489 U.S. at 63. As no such procedure is contemplated by the
statute, let alone occurred here, a seizure authorized pursuant to that statutory
scheme is unconstitutional if it encompasses non-infringing speech.
4.

Whether or Not the Seizure Amounted to the Kind of
“Substantial Hardship” Contemplated by Congress in
Enacting Section 983 Is Irrelevant.

The district court based its denial of the petition in part on the conclusion
that cutting off access to content was not the kind of hardship envisioned by
Congress in enacting section 983(f). Of course it was not: when the provision was
enacted it doubtless never occurred to Congress that the civil forfeiture procedures
would be used to seize domain names. Indeed, that is part of what is so dangerous
about ICE’s activities — the agency is using a novel tactic that, thus far, has
allowed it to avoid the normal safeguards for free speech. But that does not render
such safeguards inapplicable, and they require the government to show its prior
restraint on speech was permissible. For the reasons set forth above, it did not and
has not.
C.

The Government’s Seizure of Petitioner’s Domain Names
Violated the Substantive Requirements of the First Amendment.

Even if the procedural requirements of the First Amendment had been met
under this seizure regime – and they were not – the substantive requirements of the
First Amendment were not satisfied. Accordingly, for this independent reason, the
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government’s seizure was improper and Puerto 80’s domain name must be
returned.
1.

Intermediate Scrutiny Applies to Government Seizures of
Domain Names Allegedly Associated with Criminal
Copyright Infringement, Where Such Seizures Implicate
Non-Infringing Content.

The substance of regulations that impact speech are unrelated to the content
of that speech are subject, at minimum, to an intermediate level of scrutiny. See
Turner Broad. Sys. v. FCC, 512 U.S. 622, 642 (1994); see also Center for
Democracy & Technology v. Pappert, 337 F. Supp. 2d 606, 652-53 (2004)
(applying scrutiny test to regulatory burdens on Internet Service Providers). As set
forth by the Supreme Court in United States v. O'Brien, 391 U.S. 367 (1968),
intermediate scrutiny requires that a regulation “[1] furthers an important or
substantial governmental interest; [2] the governmental interest is unrelated to the
suppression of free expression; and [3] the incidental restriction on alleged First
Amendment freedoms is no greater than is essential to the furtherance of that
interest.” Id. at 377. See also Pappert, 337 F. Supp. 2d at 653. The government’s
domain name seizure here should be analyzed under at least intermediate scrutiny.
2.

The Government’s Overbroad Seizures Unnecessarily
Interfered with Speech Interests.

The seizure here – and the seizure campaign in general – has gone far
beyond what might be necessary to further any permissible government interest.
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While the government may pursue actions that further important interests, “it must
do so by narrowly drawn regulations designed to serve those interests without
unnecessarily interfering with First Amendment freedoms.” Vill. of Schaumburg v.
Citizens for a Better Env’t, 444 U.S. 620, 637 (1980) (citing Hynes v. Mayor &
Council of Borough of Oradell, 425 U.S. 610, 620 (1976)). “Broad prophylactic
rules in the area of free expression are suspect. Precision of regulation must be the
touchstone . . . .” NAACP v. Button, 371 U.S. 415, 438 (1963) (citations omitted).
Here, the government alleged that links (located on pages accessible through
Petitioner’s domain names) to infringing content — i.e., pointers to content
accessible elsewhere on the Internet — constituted criminal copyright
infringement. J.A., DN 36-4 at A-220. By seizing Petitioner’s domain names,
however, the government blocked access to all content contained on Petitioner’s
site, including obviously non-infringing content, such as user-created forums,
discussions, and technical tutorials. This was precisely the kind of “prophylactic”
approach the First Amendment forbids.
Indeed, the government has alternative and less burdensome means to
address any legitimate interests that it may wish to further via the seizure
campaign. 19 For example, in most instances it can seek to identify and prosecute
the individuals who allegedly engaged in the criminal copyright infringement. The
19

As Petitioners note in their Opening Brief at 27-32, in this case at least it appears
that the government has not been able to articulate a viable theory of civil or
criminal copyright liability, much less prove it.
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copyright holders themselves can similarly seek to use civil copyright law to obtain
redress or, where they have a good faith belief material is infringing, take
advantage of the notice and takedown provisions of the Digital Millennium
Copyright Act. In this case, the copyright holders and/or the government could
seek the cooperation of Spanish authorities in policing Puerto 80’s activities.
Admittedly, that might require convincing a Spanish court to reconsider its prior
rulings, but that is not the type of obstacle that could justify resorting to prior
restraint tactics and brushing off First Amendment concerns. In any event, use of
such alternative means would have approached the alleged harm in a more careful
manner that would have safeguarded the First Amendment interests at stake. See
Maryland v. Macon, 472 U.S. 463, 468 (1985) (“The First Amendment imposes
special constraints on searches for and seizures of presumptively protected
material, and requires that the Fourth Amendment be applied with ‘scrupulous
exactitude’ in such circumstances.”) (internal citation omitted).
And, contrary to the district court’s conclusion (see Opening Br. at SPA 34), the fact that some or all of the information available through the targeted
domain names may still be available to the public, by (for example) using another
domain name or by typing in the site’s numerical IP addresses directly, does not
change the analysis. The Supreme Court has repeatedly held that “one is not to
have the exercise of his liberty of expression in appropriate places abridged on the
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plea that it may be exercised elsewhere.” Schneider v. New Jersey, 308 U.S. 147,
163 (1939); accord Va. State Bd. of Pharmacy, 425 U.S. at 757 n.15 (1976) (“We
are aware of no general principle that freedom of speech may be abridged when the
speaker’s listeners could come by his message by some other means . . . .”). The
government’s action in this case failed to sufficiently target alleged wrongdoers,
and ultimately suppressed far more speech that the First Amendment would permit.
The district court failed to consider, let alone apply, this controlling Supreme Court
precedent. Accordingly, it should be reversed.
D.

The Seizure Warrant Ignored the Judgment of Two Spanish
Courts, Disregarding Important International Norms.

Two Spanish courts have found Puerto 80’s activities, specifically the
operation of the Rojadirecta websites, legal. Opening Br. at 5. The issuing court
did not appear to consider these rulings before issuing the warrant or denying
Petitioner’s motion. Either the government chose to not to share this fact, which
should have emerged in any reasonable preliminary investigation, or the
government itself was unaware of it, which suggests it did not conduct such an
investigation. Principles of comity and public policy dictate that the court should
have been given an opportunity to consider the matter.
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The Seizure Order Should Not Have Issued Without
Consideration of the Foreign Judgment of NonInfringement.

Decisions of foreign courts are not binding on the U.S. judiciary; however, it
is a “well-settled rule” that unless findings offend fundamental standards of
procedural fairness or public policy, foreign judgments are generally conclusive.
See Telenor Mobile Commc’ns AS v. Storm LLC, 584 F.3d 396, 408 (2d Cir. 2009)
(citing Ackermann v. Levine, 788 F.2d 830, 837 (2d Cir. 1986)); Argo Fund Ltd. v.
Bd. of Dirs. of Telecom Arg, S.A., 528 F.3d 162, 171-72 (2d. Cir 2008) (comity
“generally appropriate where the foreign 'proceedings do not violate the laws or
public policy of the United States and if the foreign court abides by fundamental
standards of procedural fairness.”) Cunard S.S. Co. v. Salen Reefer Servs. AB, 773
F.2d 452, 457 (2d Cir. 1985) (“Comity will be granted to the decision or judgment
of a foreign court if it is shown that the foreign court is a court of competent
jurisdiction, and that the laws and public policy of the forum state and the rights of
its residents will not be violated.” (emphasis added)). Normally the issue arises
where parties seek to enforce foreign judgments, but the principles apply more
broadly. See, e.g., Kenner Prods. Co. v. Societe Fonciere et Financiere AgacheWillot, 532 F.Supp. 478, 479 (S.D.N.Y. 1982) (finding principles of international
comity as well as U.S. public policy required granting motion for suspension
pending French bankruptcy determination).

20
36 of 41

Case: 11-3390

Document: 53-3

Page: 30

09/23/2011

400172

34

The standard for exceptions is high and rarely met. Sarl Louis Feraud Int’l v.
Viewfinder, Inc., 489 F.3d 474, 479 (2d Cir. 2007); Ackermann, 788 F.2d at 841.
Indeed, comity principles apply even where a U.S. legal proceeding would have
produced a different result, either procedurally or on the merits. See, e.g., Sarl
Louis Feraud Int’l, 489 F.3d at 479; Pariente v. Scott Meredith Literary Agency,
771 F. Supp. 609, 616 (S.D.N.Y. 1991).
In the case of Rojadirecta, that standard was not applied, much less met.
There is no reason to believe the Spanish rulings were procedurally unsound or
offensive to public policy. Indeed, on the limited facts available in the record, U.S.
copyright law may have dictated the same outcome, at least under criminal law.
See Opening Br. at 28-32. At the very least, a court should have given appropriate
consideration to the matter before any warrant issued.
2.

The Rojadirecta Seizure Sends a Dangerous Signal.

As this Court has noted, respect for foreign judgments is good policy: “The
increasing internationalization of commerce requires ‘that American courts
recognize and respect the judgments entered by foreign courts to the greatest extent
consistent with our own ideals of justice and fair play.’” Ackermann, 788 F.2d at
845 (citing Tahan v. Hodgson, 662 F.2d 862, 868 (D.C. Cir. 1981). Such respect
promotes the fair treatment of foreign entities and citizens, and encourages other
countries to accord U.S. business and citizens the same respect. By choosing
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instead to ignore the judgments of foreign courts, the U.S. Government has
undermined that policy.
The effect may be felt well beyond the commercial context. Simply put, if
the United States courts allow — with no adversarial hearing and on a low legal
standard — the seizure of foreign-based content that is lawful in the home country,
then that will set an example for other countries to seek to seize U.S.-based speech
that is perfectly lawful in this country. As one example, U.S.-based websites have
provided a crucial safe haven for political speech, including speech that is critical
of foreign governments, in part because U.S. law offers strong protections for
political commentary. If such a website were seized by a foreign government
(even though the content is hosted in the U.S.), that action would likely be subject
to intense criticism, including disapproval by the U.S. government. Unfortunately,
it would be all too easy for the foreign censor to cite to the circumstances of this
case as reason to ignore such criticism. Having gone down the path of seizing
websites hosted around the world, we will be less able to complain when other
countries turn around and do the same thing to speech hosted here.
IV.

CONCLUSION
For the past year, U.S. agencies have taken it upon themselves to seize over

140 domain names, including several that contained non-infringing speech, with
little judicial scrutiny and no effort to meet well-established First Amendment
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requirements. It is time to call a halt to this unlawful and ill-advised activity.
Amici urge the Court to reverse the district court’s denial of Petitioner’s request for
return of property and confirm that, where a domain name includes non-infringing
speech, it may not be seized unless and until the First Amendment is satisfied.
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FOR THE SECOND CIRCUIT
Docket No. 11-3390

P UERTO 80 P ROJECTS, S.L.U.,
Petitioner-Appellant,
-v.U NITED S TATES OF A MERICA, D EPARTMENT OF
H OMELAND S ECURITY, IMMIGRATIONS AND C USTOMS
E NFORCEMENT,
Respondents-Appellees.

BRIEF FOR THE UNITED STATES OF AMERICA

Preliminary Statement
Puerto 80 Projects, S.L.U. (“Puerto 80”) appeals from
a final order entered on August 4, 2011 in the United
States District Court for the Southern District of New
York, by the Honorable Paul A. Crotty, United States
District Judge, denying its petition brought pursuant to
Title 18, United States Code, Section 983(f) for the
immediate return of certain property seized by the Government.
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On January 31, 2011, the Honorable Frank A. Maas,
United States Magistrate Judge, found probable cause to
believe that two domain names controlled by Puerto 80 —
rojadirecta.com and rojadirecta.org (collectively, the
“Rojadirecta Domain Names”) — had been used to
commit and facilitate the commission of criminal copyright infringement, and that therefore the domain names
were subject to seizure and civil forfeiture pursuant to
Title 18, United States Code, Sections 2323(a)(1) and
981(b). Accordingly, Judge Maas issued two seizure
warrants that same day, authorizing the Government to
seize the Rojadirecta Domain Names. The Government
seized the domain names on February 1, 2011, pursuant to
the January 31, 2011 warrants.
On June 13, 2011, Puerto 80 filed a petition pursuant
to Title 18, United States Code, Section 983(f), which
sought the immediate return of the Rojadirecta Domain
Names. On August 4, 2011, Judge Crotty denied that
petition in its entirety.
Statement of Facts
A.

The Rojadirecta Domain Names

Prior to their seizure by the Government on February
1, 2011, the Rojadirecta Domain Names,* which were both

*

A domain name is a simple way to identify
computers on the Internet. (A. 91). Each domain name is
composed of one or more parts, or “labels,” that are
delimited by periods, such as “www.example.com.” (Id.).
Each domain name is associated with an Internet Protocol
(“IP”) address, which is a unique machine-readable
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registered with GoDaddy.com, Inc., a popular registrar
located in Scottsdale, Arizona, directed Internet users to a
website commonly known as “Rojadirecta.” (A. 89, 124).*
Rojadirecta was a “linking” website that collected and
catalogued links to files on third-party websites, which, in
turn, contained illegal copies of copyrighted content,
namely, (1) broadcasts of daily live sporting event and
Pay-Per-View event telecasts, and (2) downloadable event
telecasts that had been previously aired. (A. 96-97, 12425). Users of the Rojadirecta website would simply click
on a particular link to begin the process of “streaming” (in
the case of live telecasts) or downloading (in the case of
prior telecasts) to their own computer an illegal broadcast
of a sporting or Pay-Per-View event from the third-party
website that hosted the program. (Id.). Linking websites
are extremely popular because they allow users to quickly
browse content and locate illegal streams that would
otherwise be more difficult to find through individual
manual searches of the Internet. (A. 96-97, 124).
numeric address that computers use to identify each other
on the Internet. (Id.). Every computer connection to the
Internet must be assigned an IP address so that Internet
traffic sent from or to that computer is directed properly
from its source to its destination. (A. 92). If an individual
or business wants to purchase a domain name, the
individual or business must buy it through a company
called a “registrar.” (Id.).
*

“Br.” refers to Puerto 80’s brief on appeal; “A.”
refers to the appendix to Puerto 80’s brief on appeal; and
“Add.” refers to the addendum to the Government’s brief
on appeal.

44

Case: 11-3390

Document: 70

Page: 11

11/15/2011

448056

4
The holder of the copyrights to all television broadcasts
and other footage of any given athletic event is the associated individual sports league. (A. 94). The U.S. Copyright
Act, Title 17, United States Code, Sections 101, et seq.,
gives the holder of such copyrights various exclusive
rights, including the right to control public performances
and distribution of the works. See 17 U.S.C. § 106. In
turn, the copyright holding sports leagues enter into
contractual arrangements with television networks, which
pay the leagues fees for the rights to broadcast telecasts of
their copyrighted sporting events. At no time did the
relevant copyright holding sports leagues in this case
authorize Rojadirecta to broadcast telecasts of their
sporting events over the Internet. (A. 94, 128, 130).
Prior to the February 1, 2011 seizure, Rojadirecta’s
homepage displayed three general categories of links to
content available for viewing: (1) “Today on Internet TV”;
(2) “Download last full matches”; and (3) “Last video
highlights.” (A. 124-25). Links for daily sporting events
were displayed under the “Today on Internet TV” category
header. (Id.). The links under the “Today on Internet TV”
category header changed on a daily basis; links were added
as the day progressed and an event’s start time drew
closer. (A. 125). The sporting events and their starting
times corresponded to individual sporting leagues’ official
events and starting times. (A. 125).
When a user selected a link for a particular sporting
event under the “Today on Internet TV” category header,
the type of link, the name of the broadcasting station (e.g.,
ESPN), the language option, and the type of Internet media
player were subsequently displayed. (A. 126). Once a user
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selected a specific link option, that user was then taken to
a new window, which displayed the selected program and
bore a Uniform Resource Locator, or “URL,”* containing
the words “rojadirecta.” (A. 125-26). Because the content
ran on a live stream from another website, the selected
show did not start at the beginning of the program; instead,
the program ran from whatever particular point the show
was presently at in the stream. (A. 127-30). The event
broadcasts on the Rojadirecta website were also identical
to the authorized broadcast of that same event, despite the
fact that these broadcasts were not authorized by the
relevant copyright holders. (A. 128, 130). In addition,
advertisements that were separate and distinct from any
commercials airing during the stream of the sporting event
broadcast were periodically displayed at the bottom of the
video during the live stream. (A. 126-30).
B.

The Government’s Seizure of the
Rojadirecta Domain Names

On January 31, 2011, the Honorable Frank Maas,
United States Magistrate Judge for the Southern District of
New York, considered the Government’s ex parte application for warrants to seize the Rojadirecta Domain Names.
(A. 88-154). In reviewing that application, Magistrate
Judge Maas found that probable cause existed to believe
that the domain names had been used to commit and
facilitate the commission of criminal copyright infringe-

*

A URL is code that specifies a particular webpage
or file on the Internet. If clicked on by a user, a URL can,
for example, bring up the relevant webpage in an Internet
browser or run a program. (A. 97 n.3).
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ment and that they contained evidence of that crime. (A.
69-82, 134). Accordingly, Magistrate Judge Maas issued
two warrants authorizing the seizure of the Rojadirecta
Domain Names (collectively, the “Seizure Warrants”).
(A. 69-82). The following day, on or about February 1,
2011, ICE agents executed the Seizure Warrants.
C.

Puerto 80’s Seized Asset Claim Forms
and the Government’s Complaint

More than a month and a half later, on March 22, 2011,
Puerto 80 filed Seized Asset Claim Forms with the U.S.
Department of Homeland Security, seeking the return of
the Rojadirecta Domain Names. (A. 156-59, 207-25). In
response to Puerto 80’s filing of the Claim Forms, the
Government was required to file any civil complaint
within 90 days of the filing of the Claim Forms and filed
such a complaint (the “Complaint”) on June 17, 2011,
pursuant to the procedures set forth in Title 18, United
States Code, Section 983(a)(3)(A), alleging that there was
probable cause that the Rojadirecta Domain Names
consisted of “property used or intended to be used to
willfully infringe a copyright in violation of 18 U.S.C. §
2319 and/or unlawfully transmit copyrighted sporting
event telecasts in violation of 18 U.S.C. § 2319B.” (A.
221). On August 5, 2011, Puerto 80 filed a motion to
dismiss the Complaint, which is presently pending before
the District Court. (Add. 5).
D.

Puerto 80’s Section 983(f) Petition

Separately, on June 13, 2011, and more than four
months after ICE’s execution of the Seizure Warrants,
Puerto 80 filed a petition pursuant to Title 18, United
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States Code, Section 983(f) (the “Petition”) in the United
States District Court for the Southern District of New
York, seeking the immediate release of property seized by
the Government on the basis that the seizure had caused
“substantial hardship” under Section 983(f)(1)(C). (A. 511). The case was assigned to the Honorable Paul A.
Crotty, United States District Judge. (A. 1-4). In its
Petition, Puerto 80 argued principally that the Government’s continued possession of the Rojadirecta Domain
Names would substantially and irreparably harm the
goodwill of the Rojadirecta website and drive customers
away. (A. 8-9, 193-94). Puerto 80 also asserted that the
seizure constituted an invalid prior restraint of Puerto 80’s
users’ and readers’ speech in violation of the First Amendment. (A. 8-9, 194-97).
On July 11, 2011, the Government argued in response
that Puerto 80 had failed to demonstrate the kind of
substantial hardship required by statute to require the
Government to immediately release the seized property.
(A. 264-69). In addition, the Government argued that
returning the Rojadirecta Domain Names to Puerto 80
would afford Puerto 80 the ability to commit additional
criminal acts, because Puerto 80’s prior use of the Rojadirecta Domain Names to operate the Rojadirecta website
had facilitated criminal copyright infringement. (A. 26978).
On August 2, 2011, the District Court heard oral
argument, during which counsel largely reiterated the
arguments from their written submissions. (A. 387-411).
On August 4, 2011, the District Court entered an Order,
denying Puerto 80’s Petition. (Add. 1-5). Judge Crotty
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found that Puerto 80 had not satisfied the substantial
hardship requirement of Section 983(f). (Add. 3-5).
Specifically, the District Court held that because the
Rojadirecta website was available on the Internet at other
domain names, and because Puerto 80 had not explained
how it generates profit or argued a loss of a significant
amount of revenue as a result of the seizure, the purported
reduction in visitor traffic to its website did not constitute
“substantial hardship” under Section 983(f). (Add. 3-4).
The District Court further held that the First Amendment
considerations raised by Puerto 80 did not establish the
kind of substantial hardship required to prevail under
Section 983(f). (Add. 4-5). The District Court did not
reach the question of whether Puerto 80’s prior use of the
Rojadirecta Domain Names had facilitated criminal
copyright infringement. (Add. 5).
On August 18, 2011, Puerto 80 filed a timely notice of
appeal. (A. 412).
ARG UM EN T
The District Court’s Denial of Puerto 80’s 18
U.S.C. § 983(f) Petition Was Proper
The sole issue for this Court to decide is whether the
District Court abused its discretion in denying Puerto 80’s
Section 983(f) Petition. As discussed below, the District
Court was well within its discretion in denying Puerto 80’s
Petition in its entirety. Further, the Government’s seizure
of the Rojadirecta Domain Names did not violate the First
Amendment.
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A.

The District Court Properly Found That
Puerto 80 Did Not Satisfy the Substantial
Hardship Requirement of Section
983(f)(1)(C).
1. Applicable Law

Congress enacted Section 983(f) as part of the Civil
Asset Forfeiture Reform Act of 2000, Pub. L. No. 106185, § 2, 114 Stat. 202, 208-09 (2000), in order to provide
a mechanism for the release of property during the
pendency of a civil forfeiture proceeding in certain
circumstances in which the Government’s continued
possession of the property would pose a substantial
hardship to a claimant. United States v. Undetermined
Amount of U.S. Currency, 376 F.3d 260, 263-64 (4th Cir.
2004). The statute places a hefty burden on the claimant,
and provides that a claimant is “entitled to immediate
release of seized property” if the claimant can demonstrate
the following, including a showing of “substantial hardship to the claimant”:
(A) the claimant has a possessory interest in the property;
(B) the claimant has sufficient ties to the
community to provide assurance that the
property will be available at the time of
trial;
(C) the continued possession by the
Government pending the final disposition of
forfeiture proceedings will cause substantial
hardship to the claimant, such as preventing
the functioning of a business, preventing an
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individual from working, or leaving an
individual homeless;
(D) the claimant’s likely hardship from
the continued possession by the Government
of the seized property outweighs the risk
that the property will be destroyed, damaged, lost, concealed, or transferred if it is
returned to the claimant during the pendency of the proceeding; and
(E) none of the conditions set forth in
paragraph (8) applies.
18 U.S.C. §983(f)(1). Paragraph (8), in turn, provides that
Section (f):
shall not apply if the seized property —
(A) is contraband, currency or other
monetary instrument, or electronic funds
unless such currency or other monetary
instrument or electronic funds constitutes
the assets of a legitimate business which has
been seized;
(B) is to be used as evidence of a violation of the law;
(C) by reason of design or other characteristic, is particularly suited for use in
illegal activities; or
(D) is likely to be used to commit additional criminal acts if returned to the claimant.
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Id. § 983(f)(8).
As reflected by the examples of “substantial hardship”
explicitly articulated in subsection 983(1)(C), the nature of
the difficulty encountered by a claimant must “go beyond
mere inconvenience.” In re Petition of Moran, No. 99-cv248-MMA (CAB), 2009 WL 650281, at *3 (S.D. Cal.
Mar. 10, 2009); see 18 U.S.C. § 983(f)(1)(C) (“substantial
hardship” includes examples “such as preventing the
functioning of a business, preventing an individual from
working, or leaving an individual homeless”). Indeed, the
statutory text makes clear that Congress intended this
hardship provision to apply only in “the most urgent
situations.” Kaloti Wholesale, Inc., v. United States, 525
F. Supp. 2d 1067, 1070 (E.D. Wis. 2007) (citing Matter of
Sinclair, 870 F.2d 1340, 1343 (7th Cir. 1989)). Thus,
while Section 983(f) offers a claimant a “detailed and
comprehensive mechanism” for obtaining the release of
property subject to civil forfeiture, it “strictly limits the
situation in which such relief is available.” United States
v. Contents of Accounts, Nos. 10-5799 & 10-5800, 2011
WL 9167, at *5 (6th Cir. Jan. 4, 2011).
In order to obtain the release of property under Section
983(f), a claimant bears the burden of demonstrating that
the statutory prerequisites are satisfied. Contents of
Accounts, 2011 WL 9167, at *5; Undetermined Amount of
U.S. Currency, 376 F.3d at 264 (citing Section 983(f)(6));
United States v. Huntington National Bank, No. 2:07-cv0080, 2007 WL 2713832, at *1 (S.D. Ohio Sept. 14, 2007)
(same).
This Court reviews the denial of preliminary injunctive
relief for an abuse of discretion. See, e.g., United States v.

44

Case: 11-3390

Document: 70

Page: 19

11/15/2011

448056

12
Contents of Accounts, 629 F.3d 601, 606 (6th Cir. 2001).
Moreover, the district court’s interpretation of statutory
provisions are reviewed de novo, whereas its findings of
fact are to be reversed only if this Court finds them to be
clearly erroneous. United States v. Undetermined Amount
of U.S. Currency, 376 F.3d 260, 264-65 (4th Cir. 2004).
2. Discussion
Before the District Court, Puerto 80 articulated two
purported hardships in support of its Petition: (1) an
alleged decrease in the total number of visits to the
Rojadirecta website combined with an associated loss of
goodwill from Internet users accessing that site; and (2) a
violation of the First Amendment rights of its website
users as a result of the seizure, which purportedly constituted an invalid prior restraint by the Government. (A. 8-9,
193-97). For the reasons discussed below, the District
Court did not abuse its discretion in deciding that these
alleged harms did not rise to the level of “substantial
hardship” as contemplated by Congress in authorizing a
district court to order the immediate release of seized
property under Section 983(f). (Add. 1-5).
First, the District Court found, as Puerto 80 itself
acknowledged, that shortly after the Government’s seizure
of the Rojadirecta Domain Names, Puerto 80 transferred
its website to alternative domain names on the Internet
which are beyond the jurisdiction of the United States.
(Add. 3-4). Thus, the Rojadirecta website itself remains
available on the Internet to its users this very day. (Id.). In
rejecting Puerto 80’s contention that the Rojadirecta
website’s experience of a 32% reduction in visitor traffic
constituted substantial hardship, the District Court noted
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that nowhere in its Petition had Puerto 80 explained how
its generates any profit in operating the Rojadirecta
website or argued that it had incurred a financial loss as a
result of the Government’s seizure. (Id.). On this record,
the District Court properly concluded that the claimed
reduction in visits to the Rojadirecta website did not give
rise to a substantial hardship for the purposes of Section
983(f)(1)(C).
Similarly, the District Court did not abuse its discretion
in finding that Puerto 80 likewise failed to satisfy the
substantial hardship requirement of Section 983(f) in
alleging its First Amendment claim. Before the District
Court, Puerto 80 argued that, in seizing the Rojadirecta
Domain Names, the Government suppressed content in the
“forums” located on the Rojadirecta websites. (Add. 4
(citing A. 194)). However, the District Court found that
“[t]he main purpose of the Rojadirecta websites . . . is to
catalog links to the copyrighted athletic events — any
argument to the contrary is clearly disingenuous.” (Id.).
“Although some discussion [chats] may take place in the
forums,” the District Court further reasoned, “the fact that
visitors must now go to other websites to partake in the
same discussions is clearly not the kind of substantial
hardship that Congress intended to ameliorate in enacting
§ 983.” (Id. (citing 145 Cong. Rec. H4854-02 (daily ed.
June 24, 1999)). Accordingly, the District Court concluded that “the First Amendment considerations dis-
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cussed here certainly do not establish the kind of substantial hardship required to prevail on this petition.” (Id.).*
Indeed, in crafting the text of Section 983(f), Congress
explicitly mandated that a claimant is entitled to the
immediate release of seized property only in the most
urgent of situations, including, among others, those that
make it impossible to run the impacted business. 18 U.S.C.
§ 983(f)(1)(C) (requiring petitioner to demonstrate that “.
. . the continued possession by the Government will cause
substantial hardship to the claimant, such as preventing the
functioning of a business . . . .”) (emphasis added); United
States v. $6,787 in U.S. Currency, No. 1:06-cv-1209
WSD, 2007 WL 496767, at *2 (N.D. Ga. Feb. 13, 2007)
(holding that while absence of a vehicle may decrease
petitioner’s profit margin, such loss does not amount to
substantial hardship because it does not prevent functioning of business).
Moreover, the legislative history of the Civil Asset
Forfeiture Reform Act underscores Congress’s intent to
severely limit the situations in which such immediate relief
would be available. In recommending its passage, the

*

Puerto 80 does not claim that the District Court’s
factual finding regarding the nature of the Rojadirecta
websites was in error, but in any event, the District Court’s
finding that the main purpose of the website was to list
copyrighted links is not clearly erroneous, as there is no
evidence to give this Court any “definite and firm
conviction that a mistake has been committed.” United
States v. United States Gypsum Co., 333 U.S. 364, 395
(1948).
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House Judiciary Committee laid out several examples of
situations, not unlike the ones contained in the actual text
of Section 983(f)(1)(C), in which irreparable damage may
be done to a property owner’s interests even if the owner
ultimately prevails in a civil forfeiture proceeding and, as
such, constitute a showing of hardship that may justify a
return of property before final judicial disposition of
forfeiture proceedings. First, a claim of substantial hardship may be shown if the property seized is “used in a
business,” wherein “its lack of availability for the time
necessary to win a victory in court could have forced its
owner into bankruptcy.” H.R. Rep. No. 106-192, at 17
(1999). Second, “if the property is a car, the owner might
not have been able to commute to work until it was won
back.” Id. Finally, “if the property is a house, the owner
may have been left temporarily homeless (unless the
government let the owner rent the house back).” Id. The
Judiciary Committee’s fear in such instances was that,
despite a weak government case, the property owner
would “settle with the government and lose a certain
amount of money in order to get the property back as
quickly as possible.” Furthermore, Congress did not want
“individuals’ lives and livelihoods . . . [to] be in peril
during the course of a legal challenge to a seizure.” 145
Cong. Rec. H4854-02 (daily ed. June 24, 1999) (statement
of Rep. Hyde).
Viewed in light of the statutory text and this legislative
history, the District Court did not abuse its discretion in
concluding that Puerto 80’s claims of purported hardship
did not rise to the sufficiently substantial degree that
motivated Congress to enact Section 983(f).
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B.

The Government’s Seizure Does Not
Violate the First Amendment

Puerto argues on appeal, as it did before the District
Court, that the Government’s seizure of the Rojadirecta
Domain Names constituted a substantial hardship because
the seizure violated the First Amendment, as it “constituted a prior restraint on speech.” (Br. 13). Puerto 80’s
argument should be rejected.
1. Applicable Law
The Supreme Court has consistently upheld “the
time-honored distinction between barring speech in the
future and penalizing past speech” — a distinction
“critical to our First Amendment jurisprudence.” Alexander v. United States, 509 U.S. 544, 553–54 (1993); accord
Near v. Minnesota ex rel. Olson, 283 U.S. 697, 714–20
(1931) (distinguishing “previous restraint” from “subsequent punishment”; the latter is “appropriate remedy,
consistent with constitutional privilege”). The danger of a
prior restraint — and the reason it receives “special
emphasis” in First Amendment jurisprudence, Near, 283
U.S. at 714 — is that the speaker can be punished solely
for violating an administrative or judicial order barring
that speech, even if the content of the speech itself is
protected: a prior restraint “permits sanctions to be imposed for failure to obtain the censor’s approval, regardless of the nature of the expression. Expression may be
punished in a censorship scheme upon proof of one fact —
the failure to obtain prior approval.” In re Halkin, 598
F.2d 176, 184 n.15 (D.C. Cir. 1979), abrogated on other
grounds by Seattle Times Co. v. Rhinehart, 467 U.S. 20,
31 (1984); accord Near, 283 U.S. at 712–13 (“[F]urther
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publication is made punishable as a contempt. This is of
the essence of censorship.”); Lawson v. Murray, 515 U.S.
1110, 1114 (1995) (Scalia, J., concurring in denial of
certiorari) (“The very episode before us illustrates the
reasons for this distinction between remedial injunctions
and unconstitutional prior restraints. . . . [T]he only
defense available to the enjoined party is factual compliance with the injunction, not unconstitutionality.”); see
Lusk v. Village of Cold Spring, 475 F.3d 480, 485-87 &
n.6 (2d Cir. 2007) (defining prior restraint as “law requiring prior administrative approval of speech”).
Where expression is conditioned on governmental
permission, the First Amendment generally requires
heightened procedural protections to guard against impermissible censorship. Freedman v. Maryland, 380 U.S. 51,
58 (1965); see id. at 54 (question is whether “danger of
unduly suppressing protected expression” warrants
procedural protections). However, prior-restraint regulations that operate less like “a censorship system” — such
as regulations that do not engage in “direct censorship of
particular expressive material,” or where the government
“does not exercise discretion by passing judgment on the
content of any protected speech” — do not require “the
full procedural protections set forth in Freedman.”
FW/PBS, Inc. v. City of Dallas, 493 U.S. 215, 228-29
(1990) (plurality opinion) (emphasis added; internal
quotation marks omitted). In any event, where there is no
prior restraint at all, Freedman’s heightened procedural
requirements to a regulation do not apply. See Southeastern Promotions, Ltd. v. Conrad, 420 U.S. 546, 559 (1975)
(“We held in Freedman . . . that a system of prior restraint
runs afoul of the First Amendment if it lacks certain
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safeguards” (emphasis added)); City News & Novelty, Inc.
v. City of Waukesha, 531 U.S. 278, 280-81 (2001) (describing Freedman’s procedural requirements as
“guard[ing] against unconstitutional prior restraint of
expression”; in Freedman, “expression [could not] begin
prepermission” (emphasis added)); Thomas v. Chicago
Park Dist., 534 U.S. 316, 321 (2002) (characterizing
Freedman as averting dangers of licensing scheme);
Waters v. Churchill, 511 U.S. 661, 687 (1994) (Scalia, J.,
concurring in judgment) (“Freedman . . . was . . . a prior
restraint case; review and requirement of procedures were
to be expected.”).
2. Discussion
a. The Government’s Seizure Is Not
a Prior Restraint
The Government’s seizure of the Rojadirecta Domain
Names, motivated not by a desire to limit expression, but
rather as an effort to combat the theft of intellectual
property, is not a prior restraint in violation of the First
Amendment. In Arcara v. Cloud Books, Inc., 478 U.S. 697
(1986), the Supreme Court sustained a court order, issued
under a general nuisance statute, that closed down an adult
bookstore that was being used as a place of prostitution
and lewdness. Specifically, in rejecting a claim that the
closure order amounted to an improper prior restraint on
speech, the Supreme Court reasoned:
The closure order sought in this case differs
from a prior restraint in two significant
respects. First, the order would impose no
restraint at all on the dissemination of par-
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ticular materials, since respondents are free
to carry on their bookselling business at
another location, even if such locations are
difficult to find. Second, the closure order
sought would not be imposed on the basis of
an advance determination that the distribution of particular materials is prohibited —
indeed, the imposition of the closure order
has nothing to do with any expressive conduct at all.
478 U.S. at 705-06 & n.2. Here too, the seizure in no way
imposes a restraint on particular materials, as Rojadirecta’s
users remain free to carry on the chat aspect of the website
via alternative domain names. Moreover, the Government’s seizure was not imposed based on an advance
determination about any expressive aspect of the
Rojadirecta website.
Similarly, in Alexander, a case involving a First
Amendment challenge to a forfeiture statute related to the
Racketeer Influenced and Corrupt Organizations Act
(“RICO”), the petitioner argued that the application of
RICO’s forfeiture provisions following his conviction on
certain racketeering offenses constituted a prior restraint
on speech and hence violated the First Amendment. In
rejecting petitioner’s prior restraint claim, the Supreme
Court noted that the “forfeiture order . . . does not forbid
petitioner from engaging in any expressive activities in the
future, nor does it require him to obtain prior approval for
any expressive activities.” 509 U.S. at 550-51. Rather,
unlike those traditional prior restraint cases, the forfeiture
order in Alexander “impose[d] no legal impediment to —
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no prior restraint on — petitioner’s ability to engage in any
expressive activity he chooses.” 509 U.S. at 551. The
Supreme Court noted that the petitioner was perfectly free
to resume his adult entertainment business; but he could
not finance that enterprise with assets derived from his
racketeering activity. Id. (“He is perfectly free to open an
adult bookstore or otherwise engage in the production and
distribution of erotic materials; he just cannot finance
these enterprises with assets derived from his prior
racketeering offenses”); cf. Arcara, 478 U.S. at 705 (“The
severity of this [First Amendment] burden is dubious at
best, and is mitigated by the fact that respondents remain
free to sell the same materials at another location.”). Here,
Rojadirecta’s users remain free to express themselves in
the chat forums found on the fully operational Rojadirecta
website, which remains accessible on the Internet to this
very day through alternative domain names. (A. 194 n.5).
Further, although Rojadirecta’s users will be unable to
access the links that present copyright issues via the
Rojadirecta Domain Names, such a limitation does not
present First Amendment issues. See Harper & Row
Publishers Inc. v. Nation Enterprises, 471 U.S. 539, 55560 (1985) (copyright infringement is not protected by the
First Amendment). As such, the Government’s seizure
cannot be fairly characterized as a prior restraint.
b. Extraordinary Procedural
Protections Are Required Only for
Prior Restraints
Because the Government’s seizure of the Rojadirecta
Domain Names is not a prior restraint, it is not subject to
the heighted procedural protections articulated in Freed-
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man (nor is it even subject to the lesser procedures mandated by, e.g., City of Littleton v. Z.J. Gifts D-4, L.L.C.,
541 U.S. 774, 781–84 (2004)). Relying on Fort Wayne
Books, Inc. v. Indiana, 489 U.S. 46 (1989), Puerto 80
argues that a greater showing than probable cause is
required to justify seizing the Rojodirecta Domain Names.
(Br. 24-25). Puerto 80’s reliance on this case is misplaced.
The Supreme Court’s imposition of procedural safeguards
in Fort Wayne Books turned on the nature of the seizure,
which was targeted at the books themselves because they
were allegedly obscene. 489 U.S. at 51. In other words, to
establish the criminal violation that led to the seizure, the
state was required to delve into an inquiry related to the
content of the books, i.e., expression.* Here, however, the
Government’s seizure was occasioned by a violation of
law unrelated to speech, namely, intellectual property
theft, and thus did not implicate the same risks of content
regulation that the presumptions of protection were
designed to protect.

*

To be sure, the Supreme Court’s ruling in
Alexander turned, in part, on there being more process
than was afforded in the Government’s obtaining of an ex
parte warrant here. However, Alexander involved a
prohibition on obscenity, and thus raised concerns about
Government infringement of presumptively protected
materials. The instant seizure involves no similarly
presumptively protected material.
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c.

The Government’s Seizure
Survives Traditional First
Amendment Scrutiny

To the extent that the Government’s seizure of the
Rojadirecta Domain Names had an unintended and
secondary impact on speech rights — and nothing in the
record reflects that there was such an impact — First
Amendment scrutiny would apply “only where it was
conduct with a significant expressive element that drew
the legal remedy in the first place . . . , or where a statute
based on a nonexpressive activity has the inevitable effect
of singling out those engaged in expressive activity.”
Arcara, 478 U.S. at 706-77.* Contrary to Puerto 80’s
assertions, however, nothing in the record suggests that the
Government’s seizure here was motivated by a desire to

*

This Court itself has rejected incidental-burden-onexpression arguments similar to those advanced here by
Puerto 80 based on the Supreme Court’s holding in
Arcara. See, e.g., Church of American Knights of the Ku
Klux Klan v. Kerik, 356 F.3d 197, 209 (2d Cir. 2004)
(concluding that New York’s anti-mask statute was a
conduct-regulating statute of general application that
imposed an incidental burden on the exercise of free
speech rights and did not implicate the First Amendment)
(citing Arcara, 478 U.S. at 706). Additionally, the
Supreme Court has recently reiterated the more general
point that “the First Amendment does not prevent
restrictions directed at commerce or conduct from
imposing incidental burdens on speech.” Sorrell v. IMS
Health, Inc., 131 S. Ct. 2653, 2664-65 (2001).
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stop the dissemination of expression. To the contrary, the
instant seizure was motivated solely by a desire to curtail
theft of valuable intellectual property on the Internet.
(A. 93-97). Moreover, like in Alexander, the seizure that
Puerto 80 challenges involves the Government’s application of a forfeiture statute that is wholly neutral as to
expression. Alexander, 509 U.S. at 551 (“The RICO
forfeiture statute calls for the forfeiture of assets because
of the financial role they play in the operation of the
racketeering enterprise. The statute is oblivious to the
expressive or nonexpressive nature of the assets forfeited;
books, sports cars, narcotics and cash are all forfeitable
alike under RICO.”). The Government seized the
Rojadirecta Domain Names pursuant to Sections
2323(a)(1)(A)-(B) and 981(b) of Title 18 — two provisions that are entirely neutral as to the nature of the assets
that may permissibly be civilly forfeited. See 18 U.S.C. §
981(b) (“[A]ny property subject to forfeiture to the United
States . . . may be seized by the Attorney General . . . .”);
18 U.S.C. § 2323(a)(1)(A)-(B) (“The following property
is subject to forfeiture to the United States Government:
(A) Any article, the making or trafficking of which is
prohibited under section 506 of title 17, or section . . .
2319 . . . of this title. (B) Any property used, or intended
to be used, in any manner or part to commit or facilitate
the commission of an offense referred to in subparagraph
(A).”) (emphasis added).
However, even assuming this to be a case where an
intermediate level of scrutiny is appropriate, the Government’s actions here clearly satisfy the test articulated by
the Supreme Court in United States v. O’Brien, 391 U.S.
367, 377 (1968) (“[W]e think it clear that a government
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regulation is sufficiently justified if it is within the constitutional power of the Government; if it furthers an important or substantial governmental interest; if the governmental interest is unrelated to the suppression of free
expression; and if the incidental restriction on alleged First
Amendment freedoms is no greater than is essential to the
furtherance of that interest.”).
First, the Government’s seizure was within its constitutional power and in furtherance of an important or substantial government interest, i.e., protecting the rights of
copyright holders. The Constitution explicitly grants
Congress authority to foster the progress of science and
creativity. U.S. Const. art. I, § 8, cl. 8 (“Congress shall
have Power ... [t]o promote the Progress of Science ... by
securing [to Authors] for limited Times ... the exclusive
Right to their ... Writings.”); see also 321 Studios v. Metro
Goldwyn Mayer Studios, Inc., 307 F. Supp. 2d 1085, 110102 (N.D. Cal. 2004) (recognizing the Government’s
substantial interest in copyright protection).
Second, the Government’s interest in preventing
copyright infringement is unrelated to the suppression of
expression. Courts have repeatedly upheld copyright
restrictions against challenges that such limitations restrict
speech. See, e.g., Harper & Row Publishers Inc. v. Nation
Enterprises, 471 U.S. at 555-60 (1985) (holding that the
First Amendment does not shield against liability for
copyright infringement); Universal City Studios, Inc. v.
Corley, 273 F.3d 429, 454-59 (2d Cir. 2001) (upholding
the district court’s granting of a preliminary injunction to
copyright holder over First Amendment challenge);
Universal City Studios, Inc. v. Reimerdes, 82 F. Supp. 2d
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211, 221 (S.D.N.Y. 2000) (noting that to the extent there
is any tension between free speech and protection of
copyright, the Supreme Court has found it to be accommodated fully by doctrines such as fair use).
Finally, the incidental restriction on the alleged First
Amendment freedoms of Rojadirecta’s users and readers
is no greater than is essential to the furtherance of the
Government’s compelling interests in preventing copyright
infringement and the theft of valuable intellectual property. Particularly in light of the fact that its users are still
free to exercise their speech rights in Rojadirecta’s chat
forums by accessing the website via alternative domain
names on the Internet, any incidental First Amendment
restrictions are no greater than necessary here. See Arcara,
478 U.S. at 706 (“It is true that the closure order in this
case would require respondents to move their bookselling
business to another location. Yet we have not traditionally
subjected every criminal and civil sanction imposed
through legal process to ‘least restrictive means’ scrutiny
simply because each particular remedy will have some
effect on the First Amendment activities of those subject
to sanction.”). For these reasons, the Government’s seizure
survives traditional First Amendment scrutiny.
Nevertheless, as a part of its attempt to argue that the
Government’s seizure does not pass muster under the First
Amendment, Puerto 80 asserts on appeal that the Complaint filed against Puerto 80 was insufficient to allege
copyright infringement. (Br. 26-32). However, that very
issue is still pending before the District Court, which has
yet to determine whether to grant the motion to dismiss
filed by Puerto 80 on August 5, 2011. (Add. 4-5; Puerto
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80’s Request for Judicial Notice, Ex. C). Indeed, claims
of the kind raised by Puerto 80 here are more traditionally
brought in connection with the filing of an answer to the
Government’s civil forfeiture complaint or as part of a
motion to dismiss, see, e.g., United States v. All Right,
Title and Interest in Real Property and a Building Known
as 16 Clinton Street, New York, New York, 730 F. Supp.
1265 (S.D.N.Y. 1990), or by filing its own civil complaint,
see, e.g., U-Series Intern. Services, Ltd. v. United States,
1995 WL 671567, at *3-*5 (S.D.N.Y. Nov. 7 1995). To
date, Puerto 80 has elected not to pursue either of these
avenues with respect to its First Amendment claim.
Although the District Court, in denying Puerto 80’s
Petition, specifically noted that Puerto 80 could raise its
First Amendment argument in a motion to dismiss the
Government’s civil forfeiture complaint, Puerto 80 chose
not to do so. (Add. at 4; Puerto 80’s Request for Judicial
Notice, Ex. C).
d. The Statute That Authorized the
Government’s Seizure Is Not
Overbroad
Finally, Puerto 80 argues that the statute under which
the Government seized the Rojadirecta Domain Names is
overbroad. (Br. at 32-34). This argument likewise fails.
The “overbreadth” doctrine permits a defendant to make
a facial challenge to an overly broad statute restricting
speech, even if the individual has engaged in speech that
could be regulated under a more narrowly drawn statute.
See, e.g., Broadrick v. Oklahoma, 413 U.S. 601, 612-13
(1973) (“Such claims of facial overbreadth have been
entertained in cases involving statutes which, by their
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terms, seek to regulate ‘only spoken words.’ . . .
Overbreadth attacks have also been allowed where the
Court thought rights of association were ensnared in
statutes which, by their broad sweep, might result in
burdening innocent associations. Facial overbreadth
claims have also been entertained where statutes, by their
terms, purport to regulate the time, place, and manner of
expressive or communicative conduct, and where such
conduct has required official approval under laws that
delegated standardless discretionary power to local
functionaries, resulting in virtually unreviewable prior
restraints on First Amendment rights.”) (omitting internal
citations); City Council of Los Angeles v. Taxpayers for
Vincent, 466 U.S. 789, 798-801 (1984) (“[T]he Court
concluded that the very existence of some broadly written
statutes may have such a deterrent effect on free expression that they should be subject to challenge even by a
party whose own conduct may be unprotected. The Court
has repeatedly held that such a statute may be challenged
on its face even though a more narrowly drawn statute
would be valid as applied to the party in the case before
it.”). A law is “substantially overbroad” when there is
more than a mere possibility that the law might be applied
in a way that violates the First Amendment; the standard
is not met “in cases where, despite some possibly impermissible application, the remainder of the statute covers a
whole range of easily identifiable and constitutionally
proscribable conduct.” Secretary of State of Md. v. Joseph
H. Munson Co., Inc., 467 U.S. 947, 964-65 (1984) (internal quotation marks and alterations omitted); accord
Members of City Council v. Taxpayers for Vincent, 466
U.S. 789, 800-01 & n.19 (1984); see Virginia v. Hicks,
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539 U.S. 113, 119 (2003) (substantiality requirement
avoids “substantial social costs created by the overbreadth
doctrine when it blocks application of a law to constitutionally unprotected speech”). Substantially overbroad
laws are those with an “embracing sweep . . . over protected expression,” that lack a “central core of constitutionally regulable conduct.” New York v. Ferber, 458 U.S.
747, 771 & n.26 (1982); accord Munson, 467 U.S. at
965-66. In the context of obscenity laws, the Supreme
Court has recognized that some degree of overbreadth is
both inevitable and acceptable: “deterrence of the sale of
obscene materials is a legitimate end of state antiobscenity
laws, and our cases have long recognized the practical
reality that any form of criminal obscenity statute applicable to a bookseller will induce some tendency to
self-censorship and have some inhibitory effect on the
dissemination of material not obscene.” Fort Wayne
Books, 489 U.S. at 60 (internal quotation marks and
citations omitted). The mere threat of arrest or prosecution
does not render a criminal statute substantially overbroad:
“overbreadth jurisprudence has consistently focused on
whether the prohibitory terms of a particular statute extend
to protected conduct; that is, [the Supreme Court has]
inquired whether individuals who engage in protected
conduct can be convicted under a statute.” Virginia v.
Black, 538 U.S. 343, 371 (2003) (Scalia, J., concurring in
part and dissenting in part); see, e.g., id., 538 U.S. at 365
(plurality opinion) (“The provision permits the Commonwealth to arrest, prosecute, and convict a person . . . .”
(emphasis added)); Houston v. Hill, 482 U.S. 451, 459
(1987) (a statute “that make[s] unlawful a substantial
amount of constitutionally protected conduct may be held
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facially invalid” (emphasis added)); Grayned v. City of
Rockford, 408 U.S. 104, 114 (1972) (a statute may be
overbroad “if in its reach it prohibits constitutionally
protected conduct” (emphasis added)); R.A.V. v. City of St.
Paul, 505 U.S. 377, 397 (1992) (White, J., concurring in
judgment) (deeming the ordinance at issue “fatally
overbroad because it criminalizes . . . expression protected
by the First Amendment.” (emphasis added)).
Puerto 80’s argument regarding the purported overbreadth of the Government’s seizure is nothing more than
an attempt to recast its argument that the Government’s
seizure suppresses speech or expression. Like the RICO
statute at issue in Alexander, however, the forfeiture
statute implicated here (Title 18, United States Code,
Section 2323(a)(1)) “does not criminalize constitutionally
protected speech and therefore is materially different from
the statutes at issue in [the Supreme Court’s] overbreadth
cases.” Alexander, 509 U.S. at 555 (comparing the RICO
forfeiture statute to the statutes at issue in Board of Airport
Comm’rs of Los Angeles v. Jews for Jesus, Inc., 482 U.S.
569, 574-75 (1987)). As such, the forfeiture statute under
which the Government’s seizure was authorized does not
present constitutional infirmities due to its purported
overbreadth.
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CONCLUSION
The order in the case should be affirmed.
Dated: New York, New York
November 15, 2011

Respectfully submitted,
P REET B HARARA,
United States Attorney for the
Southern District of New York,
Attorney for the United States
of America.

C HRISTOPHER D. F REY,
IRIS L AN,
Assistant United States Attorneys,
Of Counsel.
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Case 1:11-cv-03983-PAC Document 23

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

------------------------------------------------------------------J(
PUERTO 80 PROJECTS, S.L.U.,

Filed 08/04/11

Page 1 of 5

USDC SDNY
DOCUMENT
ELECTRONICALLY FILED
DOC#:
DATE FILED: August 4,2011

Petitioner,
11 Civ. 3983 (PAC)

- againstUNITED STATES OF AMERICA AND,
DEPARTMENT OF HOMELAND SECURITY,
IMMIGRATION AND CUSTOMS
ENFORCEMENT,

This Order also pertains to:
11 Civ. 4139 (PAC)

ORDER
Respondents.

------------------------------------------------------------------J(
HONORABLE PAUL A. CROTTY, United States District Judge:
On or about February 1, 2011, Immigration and Customs Enforcement ("ICE") agents
enforced a warrant signed by Magistrate Judge Frank Maas authorizing the seizure of two
domain names: Rojadirecta.com and Rojadirecta.org (the "domain names"). In signing the
warrant, Magistrate Judge Maas found probable cause to believe that the domain names were
subject to forfeiture because they had been used to commit criminal violations of copyright law.
On June 13,2011, Plaintiff Puerto 80 Projects, S.L.U ("Puerto 80") filed the instant petition for
the release of the domain names pursuant to 18 US.C. § 983(f). On June 17,2011, the
Government filed its Verified Complaint. On August 2, 2011, the Court conducted a conference
and heard oral argument on the instant petition. The Court also set a briefing schedule for Puerto
80's motion to dismiss the Verified Complaint.
For the following reasons, Puerto 80's petition for release of the domain names under §
983 is DENIED.
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Filed 08/04/11

Page 2 of 5

LEGAL STANDARD
Under 18 U.S.C. § 983(f)(1), an individual whose property has been seized is entitled to
"immediate release" of the seized property where:
(A) the claimant has a possessory interest in the property;
(B) the claimant has sufficient ties to the community to provide assurance that the
property will be available at the time of trial;

(C) the continued possession by the Government pending the final disposition of
forfeiture proceedings will cause substantial hardship to the claimant, such as
preventing the functioning of the business, preventing an individual from working, or
leaving an individual homeless;
(D) the claimant's likely hardship from the continued possession by the Government of
the seized property outweighs the risk that the property will be destroyed, damaged,
lost, concealed, or transferred if it is returned to the claimant during the pendency of
the proceeding; and

(E) none of the conditions set forth in paragraph (8) applies.
Under § 983(f)(8):
This subsection shall not apply if the seized property (A) is contraband, currency or other monetary instrument, or electronic funds unless such
currency or other monetary instrument or electronic funds constitutes the assets of a
legitimate business which has been seized;

(B) is to be used as evidence of a violation of the law;
(C) by reason of design or other characteristic, is particularly suited for use in illegal
activities; or
(D) is likely to be used to commit additional criminal acts if returned to the claimant.

DISCUSSION

Rojadirecta.com and Rojadirecta.org were websites that collected and organized links to
third-party websites which directed visitors to live athletic events and other pay-per-view

2
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presentations which were subject to copyright law. (Gov't Mem. 4.) The websites displayed three
categories of links including "Today on Internet TV," "Download last full matches," and "Last
video highlights." (Id.) The website also contained several other links, including one labeled
"Forums." (lfh)
The Government argues that the domain names should not be released because (i) Puerto
80 has failed to demonstrate a substantial hardship under §983(f)(1)(C); and (ii) because, under §
983(f)(8)(D), the domain names would afford Puerto 80 the ability to commit additional criminal
acts. The Government does not discuss the other elements of § 983(f)(1), and so the Court
assumes that the Government agrees that Puerto 80 meets these criteria.

I. Substantial Hardship Under § 938(f)(1}(C}
Puerto 80 argues that if the Government does not immediately release the domain names,
Puerto 80 will be caused substantial hardship, "including but not limited to, depriving it of lawful
business in the United States and throughout a substantial part of the world." (PI. Mem. 9.) In
addition, "continued seizure of the domain names infringes on Puerto 80's users' and readers'
First Amendment rights, thus imposing further hardship." (Id.) In support of their substantial
hardship assertion, Puerto 80 notes that Rojadirecta has experienced a 32% reduction in traffic
since the seizure and that continued seizure will cause further erosion of goodwill and reduction
in visitors. (IQ.,)
As the Government points out (and as Puerto 80 admits), however, Puerto 80 has, since
the seizure, transferred its website to alternative domains which are beyond the jurisdiction of the
Government, including www.rojadirecta.me, www.rojadirecta.es, and www.rojadirecta.in.
(Gov't Mem. 11, PI. Mem. 10 n.5.) The United States Government cannot seize these foreign
domain names, but United States residents can access them without restriction. Rojadirecta

3
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argues that, because "there is no way to communicate the availability of these alternative sites on
the .org or .com domains ... the vast majority of users will simply stop visiting the sites
altogether." (PI. Mem. 10 n.5.) This argument is unfounded - Rojadirecta has a large internet
presence and can simply distribute information about the seizure and its new domain names to its
customers. In addition, Puerto 80 does not explain how it generates profit or argue that it is
losing a significant amount of revenue as a result of the seizure. Specifically, Puerto 80 states
that it does not generate revenue from the content to which it links, and it does not claim to
generate revenue from advertising displayed while such content is playing. (Seoane Decl.

~

5,

10.) Accordingly, the claimed reduction in visitor traffic does not establish a substantial hardship
for the purposes of § 983(f)(1 )(C).
Puerto 80's First Amendment argument fails at this juncture as well. Puerto 80 alleges
that, in seizing the domain names, the Government has suppressed the content in the "forums" on
its websites, which may be accessed by clicking a link in the upper left of the home page. (PI.
Mem. 10.) The main purpose of the Rojadirecta websites, however, is to catalog links to the
copyrighted athletic events -

any argument to the contrary is clearly disingenuous. Although

some discussion may take place in the forums, the fact that visitors must now go to other
websites to partake in the same discussions is clearly not the kind of substantial hardship that
Congress intended to ameliorate in enacting § 983. See 145 Congo Rec. H4854-02 (daily ed. June
24, 1999) (statement of Rep. Hyde) ("Individuals lives and livelihoods should not be in peril
during the course of a legal challenge to a seizure."). Puerto 80 may certainly argue this First
Amendment issue in its upcoming motion to dismiss, but the First Amendment considerations
discussed here certainly do not establish the kind of substantial hardship required to prevail on
this petition.

4
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Accordingly, it is c]ear that Puerto 80 does not satisfy the substantial hardship
requirement of § 983(f)(1)(C). Indeed, the seizure certainly does not "prevent[] the functioning
of the business, prevent[] an individual from working, [] leav[e] an individual homeless," or
create any other similar substantial hardship. 18 U.S.C. §983(f)(1)(C); see United States v.
$6,786 in U.S. Currency, No. 06-cv-1209, 2007 WL 496747, at *2 (N.D. Ga. Feb. 13,2007). As
Puerto 80 has failed to demonstrate hardship, the balancing test discussed in § 983(f)(1)(O) does
not apply.

II. Additional Criminal Acts Under § 983(t)(8)(D)
A discussion regarding whether Puerto 80 would use the domain names to commit
additional criminal acts ifthe Court granted Puerto 80's petition would necessitate the Court's
consideration of whether Puerto 80 has committed criminal acts in the first instance. Given the
Court's resolution of the substantial hardship issue above, the Court will defer consideration of
this question until it considers Puerto 80's motion to dismiss, which is scheduled to be fully
briefed on September 2, 201l. Puerto 80 will have another chance to test the validity ofthe
seizure at that time.

CONCLUSION
For the foregoing reasons, Puerto 80's petition is DENIED. The Clerk of Court is
directed to close and enter judgment in case number 11 Civ. 3983.

Dated: New York, New York
August 4,2011
I

.'

PAUL A. CROTTY
United States District Judge
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GOVERNMENT DROPS DOMAIN SEIZURE CASE
AGAINST ROJADIRECTA STREAMING WEBSITES
SAN FRANCISCO–A case in which the federal government seized domain names being used by a sports
programming streaming website was dismissed at the request of prosecutors, according to an Aug. 29 order by
the U.S. District Court for the Southern District of New York (United States v. Rojadirecta.org, S.D.N.Y., No.
11-cv-04139-PAC, dismissed 8/29/12).
The government, in a letter to Judge Paul A. Crotty cited “certain recent judicial authority involving issues
germane” to the case and the “particular circumstances of this litigation” in seeking to dismiss its complaint.
The move comes two days after the U.S. Court of Appeals for the Second Circuit held that a paid online service
that streams broadcast content live to subscribers and offers a remote digital video recording service is not a
“cable system” entitled to a compulsory license under the Copyright Act (166 PTD, 8/28/12).
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Representatives of the Immigration and Customs Enforcement agency could not be reached for comment Aug.
29. Assistant U.S. Attorney Christopher Frey, who argued on behalf of the government, referred comments to
the press office of the U.S. Attorney’s Office for the Southern District of New York’s press office, which declined
comment.

SEIZURES
Rojadirecta.org was among several domain names that authorities seized in January 2011 for publishing
hyperlinks to unauthorized streaming videos (23 PTD, 2/3/11).
Authorities alleged the 10 websites offered access to illegal telecasts of copyrighted professional football,
basketball, hockey, wrestling, and ultimate fighting events.

Too Big To Fail in the Dodd-Frank
Era
MORE >>

“The decision to seek dismissal of this case will best promote judicial economy and serve the interests of
justice,” according to the letter from Frey and U.S. Attorney Preet Bharara.
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The order returning the domain names also directs the Public Interest Registry to return rojadirecta.org and
VeriSign Inc. to return rojadireca.com to the registrants.

Swiss Seen Passing U.S. Bank-Tax Law to
Avoid Worse Fate

HUNDREDS DOMAINS SEIZED

200 Richest Firms, K&L Gates, Locke Lord:
Business of Law

Of the nearly 900 domain names seized through Operation in Our Sites, the Rojadirect owner was the only
domain name owner to challenge ICE’s seizure in federal court.
“This shows that when a domain name owner fights back and challenges what was in this case a legally
improper seizure, that investment of time and resources can pay off even where this is a dispute that should
never have arisen of the first place,” said Joseph Gratz of Durie Tangri, San Francisco, who represented
Rojadirect.
“This is not a dispute that left anybody better off. My client has been without their domain name for 20 months
now, the government has been litigating a case that they have now, after substantial briefing and argument have
realized is a case that should have never been brought,” Gratz told BNA on Aug. 29.
“The winner here, if there is one, will be the interest of freedom and the freedom of speech against government
action to seize the means of speech,” Gratz said.
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CHALLENGE
Puerto 80 Projects S.L.U. challenged the seizure in a June 2011 petition, alleging unlawful prior restraint and
saying that it hosts no infringing content on the sites. Puerto 80 Projects S.L.U. v. United States, No. 11-3983
(S.D.N.Y. petition filed June 20, 2011) (120 PTD, 6/22/11). Oral arguments on Puerto’s motion to dismiss were
heard in June.
The court declined to return the domains prior to a hearing. The registrant appealed to the Second Circuit. The
Second Circuit heard arguments in the case Dec. 19, 2011, and has not yet ruled.
DOJ earlier in August seized three domains for selling illegal copies of Android cell phone apps (163 PTD,
8/23/12).
The ICE-led National Intellectual Property Rights Coordination Center in July announced seizure of 70 websites
that the agency said were illegally selling counterfeit merchandise (135 PTD, 7/16/12).

‘OUTSOURCING’ ENFORCEMENT
The sites may be returned but the economic cost cannot be recovered from the government.
“This is one reason I believe that outsourcing cases to the federal government is improper because if copyright
holders had brought this lawsuit and suppressed this domain name by getting a preliminary injunction, they would
have had to put a cash bond in place’’ to protect the owner, Andrew Bridges of Fenwick & West, San Francisco.
Copyright holders get the government to cover their legal expenses and “they get to completely avoid the risk of
having to put their own money at risk by having to put up a bond,” Bridges told BNA Aug. 29.
Bridges represented a second registrant, the operator of DaJaz1.com, a music blog, whose site was seized
during an early round of seizures in November 2010. He declined to comment on redress issues.

RECENT PRECEDENT
The iVi Inc. case “made it very, very clear that this is just about streaming, and streaming is just about public
performance, and public performance isn’t subject to the same” provisions as reproductions and distributions,
Bridges said.
Bridges pointed to the Seventh Circuit’s Aug. 2 ruling that the host of a “social bookmarking’’ website is unlikely
liable for contributory copyright infringement based on a service that allows users to “bookmark” infringing
content uploaded on third-party sites, and play that content through an embedded link surrounded by ads. Flava
Works Inc. v. Gunter, 7th Cir., No. 11-3190 (7th Cir. Aug. 2, 2012).
Regarding that decision, Bridges said, “it would have been very hard for the government to make a criminal case
based on a site that links to streaming sites.”
By Joyce E. Cutler
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FOR THE SECOND CIRCUIT
August Term, 2011
(Argued: February 16, 2012

Decided: April 11, 2012)

Docket No. 11-1126
- - - - - - - - - - - - - - - - - - - -x
UNITED STATES OF AMERICA,
Appellee,
- v.SERGEY ALEYNIKOV,
Defendant-Appellant.
- - - - - - - - - - - - - - - - - - - -x
Before:

JACOBS, Chief Judge, CALABRESI and
POOLER, Circuit Judges.

Sergey Aleynikov appeals from his conviction, following

30

a jury trial, for stealing and transferring proprietary

31

computer source code of his employer’s high frequency

32

trading system in violation of the National Stolen Property

33

Act, 18 U.S.C. § 2314, and the Economic Espionage Act of

34

1996, 18 U.S.C. § 1832.

35

alia, that his conduct did not constitute an offense under

On appeal, defendant argues, inter
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1

either statute.

2

a “stolen” “good” within the meaning of the National Stolen

3

Property Act, and [2] the source code was not “related” to a

4

product “produced for or placed in interstate or foreign

5

commerce” within the meaning of the Economic Espionage Act.

6

The judgment of the district court is reversed.

7

Calabresi concurs in the opinion and has filed an additional

8

concurring opinion.

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

He argues that: [1] the source code was not

Judge

KEVIN H. MARINO, Marino,
Tortorella & Boyle, P.C.,
Chatham, NJ, for
Appellant.
JOSEPH P. FACCIPONTI (JUSTIN S.
WEDDLE, on the brief), Assistant
United States Attorney, for
PREET BHARARA, United States
Attorney, Southern District of
New York, New York, NY, for
Appellee.
DENNIS JACOBS, Chief Judge:
Sergey Aleynikov was convicted, following a jury trial

25

in the United States District Court for the Southern

26

District of New York (Cote, J.), of stealing and

27

transferring some of the proprietary computer source code

28

used in his employer’s high frequency trading system, in

29

violation of the National Stolen Property Act, 18 U.S.C.

30

§ 2314 (the “NSPA”), and the Economic Espionage Act of 1996,
2
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1

18 U.S.C. § 1832 (the “EEA”).

On appeal, Aleynikov argues,

2

inter alia, that his conduct did not constitute an offense

3

under either statute.

4

was not a “stolen” “good” within the meaning of the NSPA,

5

and [2] the source code was not “related to or included in a

6

product that is produced for or placed in interstate or

7

foreign commerce” within the meaning of the EEA.

8

and reverse the judgment of the district court.

He argues that: [1] the source code

We agree,

9
10
11

BACKGROUND
Sergey Aleynikov, a computer programmer, was employed

12

by Goldman Sachs & Co. (“Goldman”) from May 2007 through

13

June 2009, developing computer source code for the company’s

14

proprietary high-frequency trading (“HFT”) system.

15

system is a mechanism for making large volumes of trades in

16

securities and commodities based on trading decisions

17

effected in fractions of a second.

18

the basis of algorithms that incorporate rapid market

19

developments and data from past trades.

20

programs used to operate Goldman’s HFT system are of three

21

kinds: [1] market connectivity programs that process real-

22

time market data and execute trades; [2] programs that use

3

An HFT

Trades are executed on

The computer
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1

algorithms to determine which trades to make; and [3]

2

infrastructure programs that facilitate the flow of

3

information throughout the trading system and monitor the

4

system’s performance.

5

developing code for this last category of infrastructure

6

programs in Goldman’s HFT system.

7

a competitive business that depends in large part on the

8

speed with which information can be processed to seize

9

fleeting market opportunities.

Aleynikov’s work focused on

High frequency trading is

Goldman closely guards the

10

secrecy of each component of the system, and does not

11

license the system to anyone.

12

policies bound Aleynikov to keep in strict confidence all

13

the firm’s proprietary information, including any

14

intellectual property created by Aleynikov.

15

as well from taking it or using it when his employment

16

ended.

17

Goldman’s confidentiality

He was barred

By 2009, Aleynikov was earning $400,000, the highest-

18

paid of the twenty-five programmers in his group.

19

2009, he accepted an offer to become an Executive Vice

20

President at Teza Technologies LLC, a Chicago-based startup

21

that was looking to develop its own HFT system.

22

was hired, at over $1 million a year, to develop the market

4

In April

Aleynikov
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1

connectivity and infrastructure components of Teza’s HFT

2

system.

3

based hedge fund Citadel Investment Group) emailed Aleynikov

4

(and several other employees) in late May, conveying his

5

expectation that they would develop a functional trading

6

system within six months.

7

of programmers to develop an HFT system from scratch.

Teza’s founder (a former head of HFT at Chicago-

It usually takes years for a team

8

Aleynikov’s last day at Goldman was June 5, 2009.

9

approximately 5:20 p.m., just before his going-away party,

At

10

Aleynikov encrypted and uploaded to a server in Germany more

11

than 500,000 lines of source code for Goldman’s HFT system,

12

including code for a substantial part of the infrastructure,

13

and some of the algorithms and market data connectivity

14

programs.1

15

could operate independently of the rest of the Goldman

16

system and could be integrated into a competitor’s system.

17

After uploading the source code, Aleynikov deleted the

18

encryption program as well as the history of his computer

19

commands.

Some of the code pertained to programs that

When he returned to his home in New Jersey,

1

In addition to proprietary source code, Aleynikov
also transferred some open source software licensed for use
by the public that was mixed in with Goldman’s proprietary
code. However, a substantially greater number of the
uploaded files contained proprietary code than had open
source software.
5
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1

Aleynikov downloaded the source code from the server in

2

Germany to his home computer, and copied some of the files

3

to other computer devices he owned.

4

On July 2, 2009, Aleynikov flew from New Jersey to

5

Chicago to attend meetings at Teza.

6

flash drive and a laptop containing portions of the Goldman

7

source code.

8

was arrested by the FBI at Newark Liberty International

9

Airport.

10

He brought with him a

When Aleynikov flew back the following day, he

The indictment charged him with violating the EEA by

11

downloading a trade secret “that is related to or included

12

in a product that is produced for or placed in interstate or

13

foreign commerce,” with the intent to convert such trade

14

secret and to injure its owner, to the economic benefit of

15

anyone other than the owner, see 18 U.S.C. § 1832(a) (Count

16

One); and with violating the NSPA, which makes it a crime to

17

“transport[], transmit[], or transfer[] in interstate or

18

foreign commerce any goods, wares, merchandise, securities

19

or money, of the value of $5,000 or more, knowing the same

20

to have been stolen, converted or taken by fraud,” 18 U.S.C.

21

§ 2314 (Count Two).

22

unauthorized computer access and exceeding authorized access

A third count charged him with

6
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1

in violation of the Computer Fraud and Abuse Act, 18 U.S.C.

2

§ 1030.

3

Aleynikov moved to dismiss the indictment for failure

4

to state an offense.

5

district court dismissed Count Three of the indictment but

6

otherwise denied Aleynikov’s motion.

7

Aleynikov, 737 F. Supp. 2d 173 (S.D.N.Y. 2010).

8

See Fed. R. Crim. P. 12(b)(3)(B).

The

United States v.

As to Count One, the district court concluded: [1] the

9

stolen source code is a trade secret; [2] the HFT system

10

constitutes a “product” to which the source code relates

11

because the system was developed and modified through the

12

labor of Goldman’s computer programmers; and [3] the HFT

13

system was “produced for” interstate commerce because it

14

facilitates the rapid execution of trades on financial

15

markets such as the New York Stock Exchange and NASDAQ.

16

at 177-79.

17

purpose of the HFT system was “to engage in interstate and

18

foreign commerce.”

19

Id.

The district court reasoned that the whole

Id. at 179.

As to Count Two, the court held that the source code

20

for Goldman’s HFT system constitutes “goods” that were

21

“stolen” within the meaning of the NSPA because, though

22

source code is intangible, it “contains highly confidential

7
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1

trade secrets related to the Trading System” that “would be

2

valuable for any firm seeking to launch, or enhance, a high-

3

frequency trading business.”

4

Id. at 187.

Count Three was dismissed on the ground that Aleynikov

5

was authorized to access the Goldman computer and did not

6

exceed the scope of his authorization, and that authorized

7

use of a computer in a manner that misappropriates

8

information is not an offense under the Computer Fraud and

9

Abuse Act.

Id. at 192-94.

10

The jury convicted Aleynikov on Counts One and Two.

11

was sentenced to 97 months of imprisonment followed by a

12

three-year term of supervised release, and was ordered to

13

pay a $12,500 fine.

14

Aleynikov, a dual citizen of the United States and Russia,

15

was feared to be a flight risk.

16

He

Bail pending appeal was denied because

Aleynikov appealed his conviction and sentence,

17

arguing, among other things, that the district court erred

18

in denying his motion to dismiss the indictment in its

19

entirety.

20

Count Three of the indictment.

21

The Government did not appeal the dismissal of

On February 17, 2012, following oral argument, we

22

issued a short order reversing Aleynikov’s convictions on

23

both counts, and indicated that an opinion would follow.
8
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1
2

DISCUSSION

3

On appeal, Aleynikov renews his challenge to the

4

sufficiency of the indictment on both Counts One and Two.2

5

As to Count One, he argues that the source code is not

6

“related to or included in a product that is produced for or

7

placed in interstate or foreign commerce” within the meaning

8

of the EEA.

9

source code--as purely intangible property--is not a “good”

10
11

As to Count Two, Aleynikov argues that the

that was “stolen” within the meaning of the NSPA.
Aleynikov’s challenge requires us to determine the

12

scope of two federal criminal statutes.

Since federal

13

crimes are “solely creatures of statute,” Dowling v. United

14

States, 473 U.S. 207, 213 (1985) (internal quotation marks

15

omitted), a federal indictment can be challenged on the

16

ground that it fails to allege a crime within the terms of

17

the applicable statute.

18

F.3d 86, 91-92 (2d Cir. 2000).3

See United States v. Pirro, 212
The sufficiency of an

2

Aleynikov challenges his conviction and sentence on
several additional grounds as well. Because we conclude
that the indictment failed to state an offense, we need not
resolve these additional challenges.
3

On appeal, both the Government and Aleynikov frame
their arguments in terms of the sufficiency of the
indictment rather than the sufficiency of the evidence.
9
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1

indictment and the interpretation of a federal statute are

2

both matters of law that we review de novo.

3

Fin. Indus. Regulatory Auth., Inc., 660 F.3d 569, 573 (2d

4

Cir. 2011); Pirro, 212 F.3d at 92.

See Fiero v.

5

Statutory construction “must begin with the language

6

employed by Congress and the assumption that the ordinary

7

meaning of that language accurately expresses the

8

legislative purpose.”

9

675, 680 (1985) (quoting Park ‘N Fly, Inc. v. Dollar Park &

United States v. Albertini, 472 U.S.

10

Fly, Inc., 469 U.S. 189, 194 (1985)).

11

prerogatives of Congress in defining federal crimes prompts

12

restraint in this area, where we typically find a narrow

13

interpretation appropriate.”

14

(internal quotation marks omitted).

15

“Due respect for the

Dowling, 473 U.S. at 213

We conclude that Aleynikov’s conduct did not constitute

16

an offense under either the NSPA or the EEA, and that the

17

indictment was therefore legally insufficient.

18

the statutes in the order they were briefed: the NSPA first,

19

the EEA second.

We consider

20
Because the result and analysis would be the same under
either formulation, for the purposes of this opinion we
adopt the one used by the parties, and do not decide which
is doctrinally more sound.
10
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I

2

The NSPA makes it a crime to “transport[], transmit[],

3

or transfer[] in interstate or foreign commerce any goods,

4

wares, merchandise, securities or money, of the value of

5

$5,000 or more, knowing the same to have been stolen,

6

converted or taken by fraud.”

7

statute does not define the terms “goods,” “wares,” or

8

“merchandise.”

9

and comprehensive designation of such personal property or

18 U.S.C. § 2314.

The

We have held that they provide “a general

10

chattels as are ordinarily a subject of commerce.”

In re

11

Vericker, 446 F.2d 244, 248 (2d Cir. 1971) (Friendly, C.J.)

12

(quoting United States v. Seagraves, 265 F.2d 876, 880 (3d

13

Cir. 1959)).

14

code that Aleynikov uploaded to a server in Germany, then

15

downloaded to his computer devices in New Jersey, and later

16

transferred to Illinois, constituted stolen “goods,”

17

“wares,” or “merchandise” within the meaning of the NSPA.

18

Based on the substantial weight of the case law, as well as

19

the ordinary meaning of the words, we conclude that it did

20

not.

The decisive question is whether the source

21
22

11
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A.
We first considered the applicability of the NSPA to

3

the theft of intellectual property in United States v.

4

Bottone, 365 F.2d 389 (2d Cir. 1966) (Friendly, J.), in

5

which photocopied documents outlining manufacturing

6

procedures for certain pharmaceuticals were transported

7

across state lines.

8

(as opposed to photocopies) were never transported across

9

state lines, the “serious question” (we explained) was

10

whether “the papers showing [the] processes that were

11

transported in interstate or foreign commerce were ‘goods’

12

which had been ‘stolen, converted or taken by fraud’ in view

13

of the lack of proof that any of the physical materials so

14

transported came from [the manufacturer’s] possession.”

15

at 393.

16

that what was “stolen and transported” was, ultimately,

17

“tangible goods,” notwithstanding the “clever intermediate

18

transcription [and] use of a photocopy machine.”

19

However, we suggested that a different result would obtain

20

if there was no physical taking of tangible property

21

whatsoever:

22

ever taken or transported, a court would be hard pressed to

Since the actual processes themselves

Id.

We held that the NSPA was violated there, observing

Id.

“To be sure, where no tangible objects were

12
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1

conclude that ‘goods’ had been stolen and transported within

2

the meaning of 2314.”

3

would presumably not extend to the case where a carefully

4

guarded secret formula was memorized, carried away in the

5

recesses of a thievish mind and placed in writing only after

6

a boundary had been crossed.”

7

treats its holding as the furthest limit of a statute that

8

is not endlessly elastic:

9

taken from the owner for there to be deemed a “good” that is

10
11

Id.

Hence, we observed, “the statute

Id.

Bottone itself thus

Some tangible property must be

“stolen” for purposes of the NSPA.
Bottone’s reading of the NSPA is confirmed by the

12

Supreme Court’s opinion in Dowling v. United States, 473

13

U.S. 207 (1985), which held that the NSPA did not apply to

14

an interstate bootleg record operation.

15

the Government’s argument that the unauthorized use of the

16

musical compositions rendered them “stolen, converted or

17

taken by fraud.”

18

always involved physical ‘goods, wares, [or] merchandise’

19

that have themselves been ‘stolen, converted or taken by

20

fraud’”--even if the stolen thing does not “remain in

21

entirely unaltered form,” and “owes a major portion of its

22

value to an intangible component.”

Dowling rejected

Cases prosecuted under the NSPA “have

13

Id. at 216.
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“This basic element”--the taking of a physical thing--

2

“comports with the common-sense meaning of the statutory

3

language: by requiring that the ‘goods, wares [or]

4

merchandise’ be ‘the same’ as those ‘stolen, converted or

5

taken by fraud,’ the provision seems clearly to contemplate

6

a physical identity between the items unlawfully obtained

7

and those eventually transported, and hence some prior

8

physical taking of the subject goods.”

9

Id.4

We join other circuits in relying on Dowling for the

10

proposition that the theft and subsequent interstate

11

transmission of purely intangible property is beyond the

12

scope of the NSPA.

13

In a close analog to the present case, the Tenth

14

Circuit affirmed the dismissal of an indictment alleging

15

that the defendant transported in interstate commerce a

16

computer program containing source code that was taken from

17

his employer.

United States v. Brown, 925 F.2d 1301, 1305,

4

In holding the NSPA inapplicable to copyright
infringement, Dowling also relied on particular features of
the Copyright Act, including the carefully calibrated
criminal penalties for infringement: Applying the NSPA to
copyright infringement would be a “blunderbuss solution to a
problem treated with precision when considered directly.”
Id. at 226. At the same time, the Court’s reasoning and
analysis focuses on the pure intangibility of a copyright,
and the requirement under the NSPA that there be a physical
taking and removal of goods.
14

Case: 11-1126

Document: 136

Page: 15

04/11/2012

576692

28

1

1309 (10th Cir. 1991).

Citing Dowling, the court held that

2

the NSPA “applies only to physical ‘goods, wares or

3

merchandise’” and that “[p]urely intellectual property is

4

not within this category.

5

such as through writing on a page, but the underlying,

6

intellectual property itself, remains intangible.”

7

1307.

8

is an intangible intellectual property, and as such, it

9

alone cannot constitute goods, wares, merchandise,

It can be represented physically,

Id. at

The Court concluded that “the computer program itself

10

securities or moneys which have been stolen, converted or

11

taken” for purposes of the NSPA.

12

Id. at 1308.

Similarly, the Seventh Circuit has held that numerical

13

“Comdata codes” used by truckers to access money transfers

14

at truck stops constitute intangible property the theft of

15

which is not a violation of the NSPA.

16

Stafford, 136 F.3d 1109 (7th Cir. 1998).

17

that the codes themselves were not “goods, wares, or

18

merchandise,” but rather “information”; that the defendant

19

had not been charged with transporting pieces of paper

20

containing the codes; and that the only conduct charged was

21

“transferring the codes themselves, which are simply

22

sequences of digits.”

Id. at 1114-15.

15

United States v.
The court reasoned
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The First Circuit has also concluded that the NSPA does

2

not criminalize the theft of intangible things:

3

“does not apply to purely ‘intangible information,’ the

4

theft of which is punishable under copyright law and other

5

intellectual property statutes” but “does apply when there

6

has been ‘some tangible item taken, however insignificant or

7

valueless it may be, absent the intangible component.’”

8

United States v. Martin, 228 F.3d 1, 14-15 (1st Cir. 2000)

9

(quoting Brown, 925 F.2d at 1307, 1308 n.14).

10

The NSPA

The Government argues that a tangibility requirement

11

ignores a 1988 amendment, which added the words “transmit[]”

12

and “transfer[]” to the terms: “transport[], transmit[], or

13

transfer[].”

14

reflect an intent to cover generally transfers and

15

transmissions of non-physical forms of stolen property.

16

evident purpose of the amendment, however, was to clarify

17

that the statute applied to non-physical electronic

18

transfers of money.

19

F.3d 670, 678 n.6 (2d Cir. 1994).

20

intangible, is specifically enumerated in § 2314 as a thing

21

apart and distinct from “goods,” “wares,” or “merchandise.”

22

The addition to the possible means of transport does not

The Government contends that the added words

The

See United States v. Piervinanzi, 23

16

Money, though it can be
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1

bespeak an intent to alter or expand the ordinary meaning of

2

“goods,” “wares,” or “merchandise” and therefore does not

3

obviate the Government’s need to identify a predicate good,

4

ware, merchandise, security, or money that has been stolen.

5
6
7

B.
By uploading Goldman’s proprietary source code to a

8

computer server in Germany, Aleynikov stole purely

9

intangible property embodied in a purely intangible format.

10

There was no allegation that he physically seized anything

11

tangible from Goldman, such as a compact disc or thumb drive

12

containing source code, so we need not decide whether that

13

would suffice as a physical theft.

14

transported portions of the source code to Chicago, on his

15

laptop and flash drive.

16

the statute unless the good is transported with knowledge

17

that “the same” has been stolen; the statute therefore

18

presupposes that the thing stolen was a good or ware, etc.,

19

at the time of the theft.

20

physical identity between the items unlawfully obtained and

21

those eventually transported.”

22

The later storage of intangible property on a tangible

Aleynikov later

However, there is no violation of

The wording “contemplate[s] a

17

Dowling, 473 U.S. at 216.
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1

medium does not transform the intangible property into a

2

stolen good.

3

The infringement of copyright in Dowling parallels

4

Aleynikov’s theft of computer code.

Although “[t]he

5

infringer invades a statutorily defined province guaranteed

6

to the copyright holder alone[,] . . . he does not assume

7

physical control over the copyright; nor does he wholly

8

deprive its owner of its use.”

9

Aleynikov did not “assume physical control” over anything

Id. at 217.

Because

10

when he took the source code, and because he did not thereby

11

“deprive [Goldman] of its use,” Aleynikov did not violate

12

the NSPA.

13

As the district court observed, Goldman’s source code

14

is highly valuable, and there is no doubt that in virtually

15

every case involving proprietary computer code worth

16

stealing, the value of the intangible code will vastly

17

exceed the value of any physical item on which it might be

18

stored.

19

crimes are “solely creatures of statute.”

20

at 213 (internal quotation marks omitted).

21

stretch or update statutory words of plain and ordinary

22

meaning in order to better accommodate the digital age.

See Aleynikov, 737 F. Supp. 2d at 187.

18

But federal

Dowling, 473 U.S.
We decline to
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II

We next consider the sufficiency of the indictment as

3

to the EEA.

As with the NSPA count, we conclude that the

4

indictment was insufficient as a matter of law.

5
6
7

A.
The EEA contains two operative provisions.

The first

8

section (18 U.S.C. § 1831(a)), which is not charged in the

9

indictment, applies to foreign espionage and is expressed

10

broadly:

“Whoever, intending or knowing that the offense

11

will benefit any foreign government, foreign

12

instrumentality, or foreign agent, knowingly . . . without

13

authorization . . . downloads, uploads, . . . transmits,

14

. . . or conveys a trade secret” is guilty of a federal

15

offense, and may be imprisoned for up to 15 years.

16

U.S.C. § 1831(a).

18

17

Aleynikov, however, was charged with violating 18

18

U.S.C. § 1832, which imposes the italicized limitation

19

(which is not found in § 1831):

20

convert a trade secret, that is related to or included in a

21

product that is produced for or placed in interstate or

22

foreign commerce, to the economic benefit of anyone other

19

“Whoever, with intent to
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1

than the owner thereof, and intending or knowing that the

2

offense will, injure any owner of that trade secret,

3

knowingly . . . without authorization . . . downloads,

4

uploads, . . . transmits, . . . or conveys such information”

5

is guilty of a federal offense, and may be imprisoned for up

6

to 10 years.

7

Id. § 1832(a) (emphasis added).

Thus there is a limitation--that products be “produced

8

for” or “placed in” interstate or foreign commerce--in the

9

statute Aleynikov is charged with violating, a limitation

10

that does not appear in the otherwise parallel foreign

11

espionage statute.

12

language in one section of a statute but omits it in another

13

section of the same Act, it is generally presumed that

14

Congress acts intentionally and purposely in the disparate

15

inclusion or exclusion.”

16

U.S. 16, 23 (1983) (internal quotation marks and alteration

17

omitted).

18

or “placed in” interstate or foreign commerce therefore must

19

be read as a term of limitation.

20

“Where Congress includes particular

Russello v. United States, 464

The requirement that products be “produced for”

The legislative history confirms this.

The version of

21

§ 1832 that appeared in the original Senate bill did not

22

contain the limiting language.

20

It applied to any person who
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1

steals “proprietary economic information having a value of

2

not less than $100,000”; it did not specify whether that

3

economic information relates to a product produced for or

4

placed in interstate commerce, and instead contained a

5

categorical finding that “the development and production of

6

proprietary economic information involves every aspect of

7

interstate commerce and business.”

8

§§ 2(a), 3 (2d Sess. 1996), reprinted in S. Rep. No. 104-

9

359, at 1, 3.

S. 1556, 104th Cong.

The limiting language was introduced in the

10

House Bill.

11

reprinted in 1996 U.S.C.C.A.N. 4021, 4021.

12

limitation in § 1832 were deliberately chosen.

13

See H.R. Rep. No. 104-788, at 2 (1996),
The words of

The natural reading that takes account of the distinct

14

meaning of the paired phrases (“produced for” and “placed

15

in”) is that § 1832(a) identifies two separate but related

16

categories.

17

introduced into the stream of commerce and have reached the

18

marketplace.

19

commerce but are still being developed or readied for the

20

marketplace can properly be described as being “produced

21

for,” if not yet actually “placed in,” commerce.

22

the statute in this way gives effect to both categories of

Products “placed in” commerce have already been

Products that have not yet been “placed in”

21

Reading
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1

product (those “produced for” commerce and those “placed in”

2

commerce), without making one a subset of the other.

3

This interpretation has the added virtue of construing

4

the two categories of product in relationship to one another

5

(a sequential or temporal relationship), and finds support

6

in the doctrine of statutory interpretation which instructs

7

that words in a statute are known by the company they keep.

8

See Gustafson v. Alloyd Co., Inc, 513 U.S. 561, 575 (1995)

9

(invoking this doctrine “to avoid ascribing to one word a

10

meaning so broad that it is inconsistent with its

11

accompanying words, thus giving unintended breadth to the

12

Acts of Congress” (internal quotation marks omitted)).

13

statute would fall short of critical protections if it

14

applied only to the theft of trade secrets relating to those

15

products that had already been “placed in” the marketplace;

16

left vulnerable would be the class of trade secrets inhering

17

in products that have not yet been placed on the market,

18

such as prototypes--precisely the kinds of trade secrets

19

that are likely to attract espionage.

20

a gap by extending the statute’s coverage to include

21

products “produced for” commerce as well as those already in

22

the marketplace.

22

The

Congress thus plugged

Case: 11-1126

1

Document: 136

Page: 23

04/11/2012

576692

28

The district court interpreted the phrase “produced

2

for” interstate or foreign commerce more broadly.

It held

3

that the HFT system was “produced for” interstate commerce

4

because “the sole purpose for which Goldman purchased,

5

developed, and modified the computer programs that comprise

6

the Trading System was to engage in interstate and foreign

7

commerce” and because “Goldman uses the Trading System to

8

rapidly execute high volumes of trades in various financial

9

markets” and “[t]he Trading System generates many millions

10

of dollars in annual profits.”

11

at 179.

12

for” interstate or foreign commerce if its purpose is to

13

facilitate or engage in such commerce.

14

Aleynikov, 737 F. Supp. 2d

Under that interpretation, a product is “produced

The district court erred by construing the phrase--

15

“produced for . . . interstate or foreign commerce”--“in a

16

vacuum.”

17

803, 809 (1989).

18

construction that the words of a statute must be read in

19

their context and with a view to their place in the overall

20

statutory scheme.”

21

“gathers meaning from the words around it.”

22

States, 527 U.S. 373, 389 (1999) (internal quotation marks

See Davis v. Mich. Dep’t of Treasury, 489 U.S.
“It is a fundamental canon of statutory

Id.

That way, a statutory phrase

23

Jones v. United

Case: 11-1126

Document: 136

Page: 24

04/11/2012

576692

28

1

omitted).

The district court’s broad interpretation of the

2

phrase “produced for” commerce becomes untenable in light of

3

the paired phrase “placed in” commerce.

4

actually sold or licensed is by definition produced for the

5

purpose of engaging in commerce, every product that is

6

“placed in” commerce would necessarily also be “produced

7

for” commerce--and the phrase “placed in” commerce would be

8

surplusage.

9

of the most basic interpretive canons, that a statute should

10

be construed so that effect is given to all its provisions,

11

so that no part will be inoperative or superfluous, void or

12

insignificant.”

13

(2009) (internal quotation marks and alteration omitted);

14

see also Duncan v. Walker, 533 U.S. 167, 174 (2001) (“It is

15

our duty to give effect, if possible, to every clause and

16

word of a statute.” (internal quotation marks omitted)).

17

“Judges should hesitate to treat statutory terms in any

18

setting as surplusage, and resistance should be heightened

19

when the words describe an element of a criminal offense.”

20

Jones v. United States, 529 U.S. 848, 857 (2000) (internal

21

quotation marks and alterations omitted; emphasis added).

Since every product

This interpretation is inconsistent with “one

Corley v. United States, 556 U.S. 303, 314

22

24
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Even construed in isolation, the phrase “produced for

2

. . . interstate or foreign commerce” cannot command the

3

breadth that the district court and the Government ascribe

4

to it.

5

131 S. Ct. 1177, 1184 (2011) (“[C]onstruing statutory

6

language is not merely an exercise in ascertaining ‘the

7

outer limits of [a word’s] definitional possibilities’

8

. . . .” (quoting Dolan v. U.S. Postal Serv., 546 U.S. 481,

9

486 (2006)).

See generally Fed. Commc’ns Comm’n v. AT & T Inc.,

At oral argument, the Government was unable to

10

identify a single product that affects interstate commerce

11

but that would nonetheless be excluded by virtue of the

12

statute’s limiting language.5

13

identify one such example, or two, it would not be a

14

category that would demand the attention of Congress, or be

15

expressed in categorical terms.

And even if one could

16

If § 1832(a) was intended to have such a sweep, we

17

would expect to see wording traditionally understood to

5

The only example provided by the Government of a
trade secret that affects interstate commerce but that is
beyond the purview of the EEA was a proprietary training
manual for stock brokers. But by the Government’s
explanation, such a trade secret would not be covered
because the broker to whom it relates is a person and not a
“product,” not because the training manual was not “produced
for . . . interstate or foreign commerce” as the Government
interprets that phrase.
25
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1

invoke the full extent of Congress’s regulatory power under

2

the Commerce Clause.

3

after the Supreme Court issued its landmark decision in

4

United States v. Lopez, which held that Congress’s Commerce

5

Clause authority is limited to those activities that

6

“substantially affect interstate commerce.”

7

558-59 (1995).6

8

between “legislation invoking Congress’ full power over

9

activity substantially ‘affecting . . . commerce’” and

10

legislation which uses more limiting language, such as

11

activities “‘in commerce,’” and thereby does not purport to

12

exercise the full scope of congressional authority.

13

529 U.S. at 856 (quoting Russell v. United States, 471 U.S.

14

858, 859-60 & n.4 (1985)).

15

the enactment of the EEA and the decision in Lopez makes

16

significant the omission from the EEA of the language

17

blessed in that case as invoking the outer limit of

18

Congress’s regulatory authority.

Notably, the EEA was enacted the year

514 U.S. 549,

The Supreme Court observes a distinction

Jones,

The temporal proximity between

6

Lopez held that Congress may regulate three
categories of activity under its commerce power: [1] “the
use of the channels of interstate commerce”; [2] “the
instrumentalities of interstate commerce, or persons or
things in interstate commerce”; and [3] activities that
“substantially affect interstate commerce.” Id. It is the
third of the three categories that is at issue in this case.
26

Case: 11-1126

Document: 136

Page: 27

04/11/2012

576692

28

1

B.

2

Goldman’s HFT system was neither “produced for” nor

3

“placed in” interstate or foreign commerce.

4

intention of selling its HFT system or licensing it to

5

anyone.

6

great lengths to maintain the secrecy of its system.

7

enormous profits the system yielded for Goldman depended on

8

no one else having it.

9

designed to enter or pass in commerce, or to make something

10

that does, Aleynikov’s theft of source code relating to that

11

system was not an offense under the EEA.

12

Aleynikov, 737 F. Supp. 2d at 175.

Goldman had no

It went to
The

Because the HFT system was not

Even if we were to conclude that the phrase “produced

13

for . . . interstate or foreign commerce” is susceptible to

14

a broader reading than we think it will bear, it would at

15

most render § 1832(a) facially ambiguous, which would not

16

assist the prosecution.

17

of criminal statutes should be resolved in favor of lenity.”

18

Rewis v. United States, 401 U.S. 808, 812 (1971).

19

choice has to be made between two readings of what conduct

20

Congress has made a crime, it is appropriate, before we

21

choose the harsher alternative, to require that Congress

22

should have spoken in language that is clear and definite.”

“[A]mbiguity concerning the ambit

27
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1

United States v. Universal C.I.T. Credit Corp., 344 U.S.

2

218, 221-22 (1952).

3

The conduct found by the jury is conduct that Aleynikov

4

should have known was in breach of his confidentiality

5

obligations to Goldman, and was dishonest in ways that would

6

subject him to sanctions; but he could not have known that

7

it would offend this criminal law or this particular

8

sovereign.

9
10
11
12

CONCLUSION
For the foregoing reasons, the judgment of the district
court is reversed.

13

28

