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Join FBI-LEEDA for one of
our biggest and best training
conference ever!
Excellent training and networking
opportunities for law enforcement
executives come together in one of
the premier locations of the south San Antonio.
Story on Page 5
2012 Conference Sponsor
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ATTEND
or
HOST

IDENTITY THEFT TRAINING

ONE DAY
LAW ENFORCEMENT
SUMMIT
LAW
ENFORCEMENT
EDUCATION
"In my 38 years of law
enforcement this is the most
informative one day seminar
I have attended."
-Chief Don Dixon
Lake Charles, Louisiana PD

"I am very proud to have been
a host of this program. Our local
personnel who attended a ll
beneﬁtted in some way, picking
up on new methods for ﬁghting
this insidious crime."
-Chief Glenn Ladd
North Kansas City, Missouri PD

TWO DAY
LAW ENFORCEMENT
SUMMIT
FBI-Law Enforcement Executive Development
Association (FBI-LEEDA) and LifeLock oﬀer one and
two day identity theft summits. The summits are
interactive and intensely focused on introducing the
newest trends of the complex crime of identity theft.
The instructor will address a range of identity theft
issues to include:
• Relevant identity theft laws
• High technology theft
• Investigative techniques
• Identity theft awareness and protection
strategies
• Databases to assist in networking and identity
theft investigations

Currently booking 2012 classes.
Ask how to host a law enforcement summit in your area.

Contact Paige Hanson, Manager of Education Programs, for more information.
Email paige@lifelock.com or call 480-457-2108

Visit www.fbileeda.org for upcoming training locations
LifeLock, the LockMan Logo and “Relentlessly Protecting Your Identity” are trademarks or registered trademarks of LifeLock, Inc.

2011 -12 Executive Board
PRESIDENT
Richard P. Thomas

Chief of Police
Port Washington Police Department
365 North Wisconsin Street
Port Washington, WI 53074
Telephone: 262-284-2611
Facsimile: 262-377-9648
E-mail: rthomas@pwpd.org

FIRST VICE PRESIDENT
Ozzie Knezovich

Sheriff
Spokane County Sheriff’s Office
1100 W. Mallon
Spokane, WA 99260
Telephone: 509-477-6917
Facsimile: 509-477-5641
E-mail: oknezovich@spokanesheriff.org

SECOND VICE PRESIDENT
Greg Hamilton

Sheriff
Travis County Sheriff’s Office
P.O. Box 1748
Austin, TX 78767
Telephone: 512-854-9788
Facsimile: 512-854-3289
E-mail: greg.hamilton@co.travis.tx.us

THIRD VICE PRESIDENT
Sam Pennica

Director
City County Bureau of Identification
330 South Salisbury, P.O. Box 550
Raleigh, NC 27602
Telephone: 919-856-6260
Facsimile: 919-856-6305
E-mail: sam.pennica@co.wakegov.com

SERGEANT AT ARMS
Gerard Ball

Chief Agent, Cherokee Alcohol Law
Enforcement Division
P.O. Box 455 Attn: A.L.E.
Cherokee, NC 28719
Telephone: 828-554-6370
Facsimile: 828-554-6379
Email: geraball@nc-cherokee.com

IMMEDIATE PAST PRESIDENT
Donald D. Dixon
Chief of Police
Lake Charles Police Department
830 Enterprise Boulevard
Lake Charles, LA 70602
Telephone: 337-491-1317
Facsimile: 337-491-1236
E-mail: ddixon@cityoflc.us

PAST PRESIDENT
Donald A. Dappen

Chief of Police
Vero Beach Police Department
1055 20th Street
Vero Beach, FL 32961-1389
Telephone: 772-978-4610
Facsimile: 772-978-4677
E-mail: ddappen@vbpd.org

EXECUTIVE DIRECTOR
Tom Stone

FBI – LEEDA, Inc.
Suite 125, 5 Great Valley Parkway
Malvern, PA 19355
Telephone: 1-877-772-7712 (toll-free)
Facsimile: 610-644-3193
E-mail: tstone@fbileeda.org

FBI LIAISON
Charles E. Robb, Jr.

Chief, Community Leadership Development
FBI Academy
Quantico, VA 22135
Direct: 703-632-1925
Facsimile: 703-632-3163
E-mail: charles.robb@ic.fbi.gov

February 2012 – Issue I

5 Great Valley Parkway, Suite 125, Malvern, PA 19355
Tel: 877-772-7712 • Fax: 610-644-3193 • www.fbileeda.org

table of CONTENTS

february 2012 issue I

1 | Mission Statement / Executive Board
2 | President’s Message – by President Richard Thomas
3 | The Reliable Source – Executive Director’s Report
4 | FBI Academy Update
5 | 21st Annual Executive Training Conference Announcement
6 | Training Opportunities – Course Schedules
6
6
7
7
7
8
8

Command Institute for Law Enforcement Executives®
Supervisor Leadership Institute®
Executive Survival: Policing in the 21st Century®
Leadership and Management Seminar
FBI-LEEDA Executive Services
Online Training – Distance Education Program
Training Graduates

9 | One-Day Summits and Seminars

Identity Theft – LifeLock®
Drug Diversion Summits – Purdue Pharma®
Heavy Equipment Theft – NER and NICB®

10 | Feature Articles

10 Leaders Without Titles – by Stephen J. Sampson PhD, SoIntelligence
11 Mobility: The Advancements in On-the-Move Policing – by Tom Joyce, LexisNexis Risk Solutions

13 | Thomas R. Norris Military Award of Excellence
FBI-LEEDA / LifeLock Scholarship Program

14 | General Counsel Update – Electronic Control Devices – Where are we now? – by Eric Daigle
17 | Feature Article
17 An N-DEx Evolution: Cooperation and Control
18 ID Theft 101 - CASH OUT: How Identity Theft Suspects Profit from the Theft of our Most
Sensitive Information – by Justin Feffer

22 | Corporate Partner Directory

New Corporate Partnerships

26 | Welcome New Members

the mission statement for
FBI – LEEDA is:
n To advance the science and art of Law Enforcement leadership and management;

The FBI–LEEDA Insighter magazine is a publication
of FBI–LEEDA, Inc., and is published three times
each year by FBI–LEEDA, Inc.
FBI–LEEDA, Inc. is a non-government, nonprofit corporation. Neither the Association, its
Executive Board, nor its representatives endorse or assure the completeness or accuracy
of information provided by outside sources
which is contained in this or any other FBI–
LEEDA publication.
The FBI–Law Enforcement Executive Development Association is a private, non-profit organization and is not part of the Federal Bureau of Investigation or acting on it’s behalf.
The FBI–LEEDA Insighter magazine is managed and produced by Judith A. Grubb, Graphics / Publisher. E-mail:
judith_a_grubb@yahoo.com; Tel: 484-571-4866
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n To develop and disseminate improved
administrative, operational and technical practices to meet the needs of Law
Enforcement executives throughout the
world;
n To promote the exchange of information and
training for executives of law enforcement;
n To actively seek the expansion of training
programs for Law Enforcement executives
and to encourage the participation of Law Enforcement
professionals in future
FBI – LEEDA training.
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FBI–LEEDA
president’s MESSAGE

Greetings
In January, your Board of Directors met at the Hyatt Regency River Walk in San
Antonio, Texas, to put the final touches on our 21st Annual Executive Training
Conference scheduled for May 6-9, 2012. This year’s event promises to be an
excellent training opportunity you will not want to miss. Again, I would like to update you on some significant FBI-LEEDA happenings and our goals for 2011-12.
Goal 1 – Offer additional distance learning classes in “Supervisory Liability”. We have completed
our fifth distance learning class on supervisory liability. Our sixth class started on February 1,
2012. More than 100 officers have graduated from this class this year. In January, we started
examining the need to offer a second tier of distance learning classes on this subject.
Goal 2 – Evaluate potential candidates for the Tommy Norris Military Award of Excellence. The
committee—consisting of Immediate Past President Don Dixon, FBI–LEEDA instructor and retired
Marine Corps Colonel Keith Bushy and our 2011 recipient SGT. Major Tommy Stone—will begin
evaluating nominees and recommend a candidate for this prestigious award in March 2012.
Goal 3 – Offer an FBI–LEEDA member’s son and/or daughter the opportunity to attend the Youth
Leadership Program at the FBI Academy in Quantico, Virginia. Packets will be forthcoming from
FBI NAA in early 2012. Nominations will be sought and a youth will be selected in March 2012.
Goal 4 – Advertise FBI–LEEDA’s Executive Services. We have discussed our options and will be
meeting with Voorhees and Associates, a professional search firm, to discuss the possibility of
partnering with them on some of these services.
Goal 5 – Explore, investigate and set the stage for FBI–LEEDA’s first international training seminar. We continue to meet and discuss this opportunity with our sister organizations, FBI NAA and
the NEI and considerable progress has been made. We believe there is an excellent opportunity
that will present itself for us to participate in a training conference in Europe or Australia in the
next two years.
There are some very exciting things happening with our training programs. We recently piloted “Leaders
without Titles” instructed by author Steve Sampson and hosted by our Second Vice President and Sheriff
Greg Hamilton in Austin, Texas. We hosted 58 law enforcement executives in the pilot class, and they gave
outstanding evaluations of this program. Refer to our Executive Director’s report for more information on this
topic.
Finally as I look to the next four months as President of FBI–LEEDA, I want you to all know how honored
and humbled I am to have served you this year as President of the finest professional executive law enforcement association in the country. I look forward to seeing you for our 21st Annual Executive Training
Conference in San Antonio, Texas, May 6-9, 2012. In the meantime visit us at www.fbileeda.org and check
out the link to the conference website featuring information about the training and networking opportunities,
hotel and events planned.

— Retired Chief Richard Thomas
President, FBI-LEEDA

FBI-LEEDA Insighter

2

fbileeda.org

The Reliable Source
executive director’s REPORT

As you can see from the information contained in this edition, the 21st Annual Executive Training Conference is going to be an outstanding event. We want to thank
our Host Committee for all of the hard work that they have done in its preparation.
We are excited about the new educational opportunity, “Leaders Without Titles”
that we will be offering in the spring of 2012. If you are interested in hosting this
event, please contact our office. We recently completed a pilot program hosted by
Sheriff Hamilton and the Travis County Sheriff’s Office and had 58 participants from a
variety of agencies. The evaluations were exceptional. See the course description on
page 10 of this issue of The Insighter.
Our training calendar for 2012 is beginning to fill and we encourage you to
contact the office so that we can reserve a date for the class you desire. Our
Distance Learning program has been widely received and we are in the process of developing an advanced online course.
We are pleased to offer email renewal notices as part of our effort to reduce
costs and upgrade our website. If you did not receive a 2012 renewal notice
in your email on November 17, please call or email our office. We also now offer online only registration for all of our courses. Please login to our website at
www.fbileeda.org to see our new look.
As always, please let us know if we can do anything for you.

— By Tom Stone

Office 877-772-7712

LifeLock named as 21st annual CONFERENCE SPONSOR
Our Special Thanks ... to Todd Davis and the LifeLock
team for sponsoring FBI – LEEDA’s 21st Annual
Executive Training Conference.
LifeLock provides superior training to law enforcement and has truly set the
benchmark in the complex crime of identity theft.

2011-2012 FBI – LEEDA Executive Board
(Pictured left to right): Gerard Ball, Sam Pennica,
Ozzie Knezovich, Richard P. Thomas,
Greg Hamilton, Donald D. Dixon,
Donald A. Dappen, and Tom Stone.
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FBI academy UPDATE

Congratulations, Kevin

Supervisory Special Agent (SSA) Kevin Crawford’s retirement from the FBI in March 2012, after
more than twenty-five years of dedicated service, is truly the end of an era. The shoes he leaves
will never be filled. The legacy he leaves at the FBI Academy will endure. His charisma, confidence,
and outlook on life are an inspiration to all of his colleagues, students, and executives.
the Law Enforcement Executive Development Seminar
(LEEDS) as Program Manager where he has spread good
will and developed strategic partnerships for years. For
his efforts, SSA Crawford has received numerous awards
from the FBI and the United States Department of Justice
and countless accolades from those with whom he has
had contact.

Kevin joined the FBI in 1986 as a first office agent in
Minneapolis and transferred to the Washington Field Office in 1990. During his field career, he has worked a variety of investigative matters specializing in Violent Crimes.
As a member of the SWAT programs in both Minneapolis
and Washington, D.C., Kevin has been involved in the
execution of numerous high risk arrests and search warrants.

Kevin leads by example and continually pursues perfection, inspiring others to dig deep and search for their
own perfection. He is an avid fitness enthusiast who has
completed numerous marathons and triathlons to include
the full Ironman competitions. He also is considered the
financial investment guru at the FBI Academy, helping
others as they approach retirement.

While assigned to the Violent Criminal Apprehension
Program (ViCAP), Kevin served as the Program Manager
for Region 1, which comprises the eastern seaboard of
the United States. In this capacity, he worked directly
with federal, state, local, and foreign law enforcement
agencies investigating unusual and/or repetitive violent
crimes. Kevin has given presentations regarding homicide and sexual assault investigations at numerous prestigious seminars worldwide.

Prior to the FBI, Kevin was a professional athlete and
has coached basketball on the high school, college, and
professional level.

Kevin has been a leadership, fitness, and defensive
tactics instructor at the FBI
Academy. He has taught
in numerous police academies domestically and internationally. Kevin leaves

Anyone who has spent time at the FBI Academy will
know that they were part of the wonderful legacy left by
“The Big Man”, Kevin C. Crawford, truly a class act!
– Russell T. Kleber
SSA, Community Leadership Development Unit
FBI Academy

Kevin Crawford
join the FBI-LEEDA TEAM
Announce Your Candidacy For Sergeant-At-Arms

Members who wish to take a more active role in FBI–LEEDA are encouraged to submit a letter of intent to run for the
office of Sergeant-at-Arms. This is an excellent opportunity to channel the direction of your organization.
Any active member in good standing who wishes to run for the office of Sergeant-at-Arms must submit to the President at the FBI – LEEDA office a written statement of his or her intention to seek office at least thirty days prior to the
2011 Conference. Deadline to submit your candidacy is: April 6, 2012.

FBI-LEEDA Insighter

4

fbileeda.org

May 6-9, 2012
21st Annual Executive Training Conference
in downtown San Antonio at the Hyatt Regency Riverwalk San Antonio
... exceptional speakers, networking opportunities, topics covering contemporary
issues facing today’s law enforcement executives.

Famous for Spanish Missions, the Alamo and the
unique River Walk, San Antonio, Texas is the next stop
for the FBI-LEEDA’s 21st Annual Executive Training
Conference, May 6-10, 2012, at the Hyatt Regency San
Antonio.
The conference program is packed with outstanding training sessions and speakers, including featured topics such as A Practical
Look at Terrorism, Border Violence, Protecting Agency Records, Identify Theft, Sovereign Citizens, and Social Media. A sample of presenters is available below and on the conference website.
The conference is open to all law enforcement personnel (FBILEEDA members and non-members), as well as guests and families.
Some of the sessions will be considered law enforcement sensitive
and open only to attendees due to the nature of the information and
visuals.
The San Antonio Host Committee rolls out the “Texas-size” red carpet for the grandest conference yet. The conference is fortunate to
have an excellent host committee comprised of leaders from top law
enforcement agencies in the State of Texas, as well as a few conference sponsors and corporate associates. The committee has spent
the better part of a year pulling together a great line-up of training
sessions and evening networking events that is sure to please and
entertain as only the Lone Star State could.
The conference will be a tremendous value for attendees. The group
hotel rate is a very reasonable $149 per night and the modest conference registration fee includes “all-access” to training, materials,
all day-time meals, and evening networking events. The host Hyatt
Regency Hotel is located along the famous River Walk and will be an
ideal spot for the 21st annual event. In addition, attendees will spend
quality time with colleagues at a few local hotspots, including the
Buckhorn Saloon and Pat O’Brien’s.
With the reputation as the “best law enforcement executive training
opportunity in the country”, this is the one to put at the top of your
2012 conference list.
We invite you to register today for this exceptional event. Check out
all the details at www.fbileeda2012.com.

February 2012 – Issue I
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Training Sessions and Presenters
Planned for San Antonio
A Practical Look at Terrorism
John Miller, American Journalist and Former ABC News
Reporter and Anchorman; Former Associate Deputy
Director of National Intelligence for Analytic
Transformation and Technology

Social Media
Nancy Kolb, Senior Program Manager, IACP

Border Violence
Chief Joe Garza, US Border Patrol

Protecting Your Agency Records
Robert Boback, Security Expert and CEO, Tiversa

Sovereign Citizens
Chief Bob Paudert, West Memphis Police Department

Leaders Without Titles
Steve Sampson, PhD, Founder and
President, SoTelligence

FBI-LEEDA Insighter

FBI – LEEDA

Training OPPORTUNITIES

Command Institute for Law Enforcement Executives©
The FBI–LEEDA Command Institute for Law Enforcement Executives© is a dynamic, intensive and challenging five day program specifically and uniquely designed to prepare law enforcement leaders for
command level positions.
The Command Institute focus is to provide real life contemporary and
futuristic strategies and techniques for those aspiring to command
level assignments. Command Institute faculty includes executive level
law enforcement experts with extensive leadership experience who
are passionate instructors.
Command Institute students will be engaged in such topics as preparing and testing for command, leading a new command, leading
change, organizational culture, surviving and succeeding as a police
executive, audits and controls, vicarious liability and establishing a
leadership legacy. The Command Institute is student centered with a
high degree of student involvement.
The registration fee for Command Institute for Law Enforcement
Executives© is $650.

Dates and Locations
• February 6-10, 2012
Austin, TX
• February 13-17, 2012
Augusta, ME
• February 27-March 2, 2012
Anderson, SC
• March 5-9, 2012
Harrisburg (PSU), PA
• March 12-16, 2012
Portland, ME
• March 19-23, 2012
LaPorte, TX
• March 19-23, 2012
Myrtle Beach, SC
• March 26-30, 2012
Nashville, TN

For additional information concerning any of these training
opportunities, or if you would be interested in hosting any of
these programs in your area, please contact Donna Carpentier
at 877-772-7712.

• June 4-8, 2012
Galveston, TX
• September 10-14, 2012
Hampton, NH

SEMINAR REGISTRATION IS OPEN TO ALL LAW
ENFORCEMENT – SWORN AND SUPPORT – YOU
DO NOT NEED TO BE A MEMBER OF FBI – LEEDA
TO ATTEND A SEMINAR

• September 24-28, 2012
Arlington, TX
• October 15-19, 2012
Spokane, WA

Supervisor Leadership Institute©
The FBI–LEEDA Supervisor Leadership Institute© is a cutting edge
five day program built especially for first-line supervisors and middle
managers with the goal of enhancing leadership competencies. The
Supervisor Leadership Institute faculty includes senior law enforcement experts on leadership who are committed to passing on their
lessons learned.
Attendees will be engaged in personality diagnostics, leadership case
studies, mentoring, developing your people, performance management, risk management and leadership legacy. This Institute is student centered and rich in facilitated dialogue and group work.
The registration fee for Supervisor Leadership Institute is $650.
©

Dates and Locations
• March 26-30, 2012
Stoughton, MA
• April 16-20, 2012
Spokane, WA
• May 21-25, 2012
Hampton, NH
• June 4-8, 2012
Lancaster, SC
• September 17-21, 2012
Nashville, TN
• October 22-25, 2012
Portland, ME

FBI-LEEDA Insighter
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Executive Survival: Policing in the 21st Century©
This innovative three and one half day program is designed for senior
law enforcement executives focusing on the emerging challenges facing our profession. This highly interactive program follows the FBI –
LEEDA “Cops Talking to Cops” model of professional development. The
seminar uses a wide range of source material and calls upon the participant’s professional experience to facilitate individual development and
enrich the learning environment.
The course first looks inward to identify the forces of change and
emerging trends within the law enforcement community, such as the
challenges of merging the perspectives of Traditionalist, Baby Boomer, and Generation X and Millennia employees and presents leadership strategies to manage and adapt to the future conditions. The
program also looks into the future to forecast several emerging global
“Megatrends” that are expected to shape conditions for the next few
decades; discuss how those trends will affect the global law enforcement community and how police executives can influence and shape
future conditions.
The registration fee for Executive Survival: Policing in the 21st
Century© is $550.

Dates and Locations
• February 21-24, 2012
Arlington, TX
• April 2-5, 2012
Longview, TX
• June 11-14, 2012
Spokane, WA
• June 25-28, 2012
Hampton, NH
• October 22-25, 2012
Erie County, NY

Leadership and Management Seminar — Procedures for Conducting
and Managing Internal Affairs Investigations
The three-day seminar is interactive, and attendees participate
in various scenarios presented by the instructors.
Procedures for Conducting and Managing Internal Affairs
Investigations focuses on ethics and integrity, agency policies
and procedures, the complaint process, investigation of personnel complaints, administrative law, and the interview process.

Dates and Locations
• Apr 17-19, 2012
Hampton, NH, 2012

The registration fee for the Leadership and Management
Seminar is $300.

FBI – LEEDA Executive Services
The FBI – LEEDA Executive Board is pleased to offer executive services to law enforcement agencies nationwide. Services are available for any agency, although members of FBI – LEEDA will have scheduling preference.
The FBI – LEEDA Executive Services include:

• Operation and management study
• Property room audit
• Provide qualified interim chiefs
• Selection process for chief executive officers and senior
command personnel
The individuals chosen to provide these services will be FBI – LEEDA
members in good standing, with exemplary knowledge, skills and expertise in the services being offered. The Executive Board realizes
the financial constraints facing many law enforcement agencies at
this time and is committed to provide agencies with the best services at reasonable costs.
Please contact the FBI – LEEDA office if you or a colleague has an interest in the services
being offered.

November 2011 – Issue III
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ONLINE TRAINING

Online Distance Learning Program
for Law Enforcement
FBI-LEEDA is proud to announce its first Online Distance Learning
Program course, Supervisory Liability, an online instructor-lead program
offered to law enforcement agencies. The four week course is segmented
into four modules that focus on specific issues facing today’s law enforcement
supervisors.
The Supervisory Liability Program covers constitutional supervisor liability, sexual
harassment, deliberate indifference, internal affairs standards, and use of force standards.
Students pace their studies weekly through lectures, reading assignments, quizzes and participate in forum-based discussions. Class enrollment is open every sixty (60) days.
FBI-LEEDA recommends the Supervisor Liability Program to all newly promoted and seasoned
supervisors to equip themselves with the knowledge of legal standards and best practices in
protecting themselves and their department from liabilities. The registration fee is $350.00.
Please contact FBI-LEEDA at 1-877-772-7712 or visit our website for more information and registration.

www.fbileeda.org

training

Graduates

Conducting and Managing INTERNAL AFFAIRS INVESTIGATIONS

Tilton, New Hampshire
Congratulations: Pictured are the attendees from the Leadership and Management Seminar – Procedures for
Conducting and Managing Internal Affairs Investigations class held in October 2011. We would like to thank
Chief Robert Cormier and the Tilton Police Department for their hospitality.

FBI–LEEDA

Leadership.
Courage.
Knowledge.

FBI-LEEDA Insighter
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Seminars
IDENTITY THEFT
FBI–LEEDA and LifeLock®, present one- and two-day summits on
Identify Theft, its economic, personal and employment impacts. The
Summit is open to all law enforcement personnel and addresses a range
of identity theft issues presented by distinguishsed law enforcement
personnel with specialized skills and experience in identity theft, high technology crimes and fraud.
Check our website for dates, locations and to register for this FREE law enforcement training, or contact Paige Hanson, Phone: 480-457-2108, e-mail: paige@lifelock.com or Chief Dean Crisp (Ret.), Phone: 803-240-3024, e-mail: hdcrisp@yahoo.com

DRUG DIVERSION
FBI-LEEDA and Purdue Pharma are expanding the Drug Diversion Summits.
These are FREE interactive summits covering local area specifics involving drug
diversion crime. Local case studies are presented along with information on specific law enforcement resources available in your area and how to access these
resources. An enhanced RxPATROL® program is introduced as well. RxPATROL® is
a collaborative effort between industry and law enforcement designed to collect, collate,
analyze and disseminate pharmacy theft information.
Visit our website for upcoming dates and information on the advanced Two Day Summit coming in 2012. For more information or to host a summit, please contact Elizabeth Percheson at Elizabeth.percheson@pharma.com or call 203-588-7817.

HEAVY EQUIPMENT THEFT
FBI–LEEDA, National Insurance Crime Bureau (NICB) and National Equipment
Register (NER) cordially invite you to participate in this informational one-day regional summit designed for law enforcement; equipment owners, dealers or rental;
insurance adjusters or agents. General sessions and break-out classes examine
theft problems, recovery challenges, prevention strategies and solutions.
Please check our website for specific dates and locations for these events and
registration details. Registration is free for law enforcement, equipment owners and
NICB or NER member insurers.

Trilology AWARD

Any individual who has successfully completed FBI–LEEDA’s Command Institute®, Supervisor Leadership Institute® and the Executive Survival: Policing in the 21st Century® is eligible to receive the FBI–
LEEDA Trilogy Award. This award will be presented during the opening ceremonies of the 21st Annual
Training Conference in San Antonio, Texas, May 6-9, 2012.
Please submit your name, phone number, e-mail and class locations and
dates to: Donna Carpentier at dcarpentier@fbileeda.org

February 2012 – Issue I
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coming this spring

NEW CLASS

We are currently developing a new course to add to the FBI-LEEDA
leadership offerings. Watch our website for spring dates.
If you have any questions, or would like to host this exciting new class,
please contact the FBI-LEEDA office.

Leaders Without Titles
How to Influence Others without Using Authority/Force
A New Perspective on Training Leaders

Potential leaders should be role models for how
human beings socialize, emotionalize, personalize, moralize, intellectualize, and maintain their
physical wellbeing while acting as a leader in the
lives of others. And although there are relatively few
people who can achieve maximum performance
in each of the six (6) competencies, a leader who
knows his/her flaws in these competencies can
benefit from recognizing them.

Many leaders are placed in positions of power due
to political connections, formal education, personal
charisma, vocational experience, and/or socio-economic status. Although these criteria may have a
correlation with leadership ability, they often leave
out the fundamental criterion for being a good leader: a person’s personal make-up, or characteristics,
as a human being. A leader’s human inadequacies
can often lead to leadership failure.

Leadership training should provide educational
experiences that help current and potential leaders develop knowledge and abilities in the six (6)
competencies of human functioning. The training experience should be different from the typical leadership-by-lecture training that focuses
on leadership theories, strategies, styles, and “the
rules”. Instead, it should provide a “technical” curriculum that addresses personal development in the
six (6) competencies, emphasizing a “human technology” approach versus a “human knowledge”
approach. In other words, it focuses on teaching
the trainee leadership knowledge and the techniques, or skills, for being a humane leader. As
such, it should be experiential. Leaders who have
the human attributes to lead before given the formal authority are less likely to abuse that authority.

These personal characteristics can be categorized into six (6) competencies of human functioning: physical well-being, intellectual ability, social
ability, emotional ability, personalization ability,
and moral make-up. The complete leader should
function at high levels in all of these domains.
Consider these examples. The leader who is intellectually capable, as evidenced by his or her ability to acquire an MBA or MPA, may lack the social
ability to relate to all types of individuals in a variety
of social contexts. On the other hand, a leader that
has personal charisma due to his or her social ability and physical attractiveness may lack the moral
make-up to maintain ethical boundaries. Or, a leader may have great intellectual, social and physical
abilities but lack the emotional resilience to apply
these abilities due to temper outbursts and/or grandiosity. Other leaders may be able to personalize
and recognize their emotional deficits but lack the
moral ability to use this knowledge for the good of
others versus themselves.

FBI-LEEDA Insighter
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J. Sampson PhD.

President, SoTelligence, Inc.
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feature
Mobility: The Advancements in On-the-Move Policing
Mobile technologies can significantly enhance the investigation process by better enabling intelligence led
policing, improving officer safety, and working to efficiently resolve casework. Specifically, there are four key
areas in which the use of mobile technologies and the
ability to access valuable data “on the fly” for investigations can assist dramatically:

Imagine you’re in the shoes of your law enforcement officers: they’re out conducting an investigation on a recent
violent crime – trying to uncover clues to who the perpetrator might be and the motive behind the act. You’re
beating the streets and knocking on doors, never knowing who or what awaits on the other side. People aren’t
talking and when they do, they provide misleading information that brings you to another dead end. Then, you
find a cooperating witness that is interested in helping
solve the crime – providing the details he or she knows or
can remember, but are unfortunately too vague to make
significant connections onsite.

• Enhancing interviews – having real-time knowledge-based authentication capabilities during an interview with a cooperative complainant helps generate leads and identify additional persons of interest
(POI). Officers are able to run queries in the presence
of the complainant and drill down on those search
results based on additional questions

You spend the next few days running back and forth
between the office – where your databases and investigative research tools exist – and the cooperating witness’
residence for interviews, attempting to draw connections. You request cell phone records, research criminal
records, and look at license plate/automobile titles. All
of this takes significant time, and time is of the essence
when trying to solve a crime, especially one that is violent
in nature.

• Keeping investigations moving – more often
than not, interviews are conducted with uncooperative complainants or in hostile environments. Mobile
technologies enable law enforcement personnel to
travel to safe field-based environments to perform
searches for POIs and to respond directly to new location information, without the need to return to the
station or call in research requests

“During my more than 30 years of law enforcement experience, I have been involved in tens of thousands of
investigations,” said Rick Graham, former Chief of Detectives, Jacksonville Sheriff’s Office and current law enforcement liaison for LexisNexis Risk Solutions. “It was
frustrating to me when detectives uncovered a new lead
and were forced to head back into the office to conduct
research before pursuing. This added significant time to
the process and often resulted in a change of heart by
the cooperating witness.”

• Assisting in surveillance/stakeouts – mobile
capabilities enhance the surveillance/stakeout experience, enabling real-time identification of vehicles
coming/going from the location running license
plates on the spot, as well as cross checking vehicle
owners with POIs
• Allowing on-the-spot interview verifications
– in the process of conducting an in-person interview, mobile technologies help identify the general
location of POIs when the complainant knows information but not the exact address. Officers are also
able to run an address and identify all potential occupants, relatives, associates, and/or assets tied to
that location

Law enforcement officers all recognize the above scenario. And, until now, this all-too-real scenario has been
the investigative method – not of choice, but of necessity – for the law enforcement community. Officers have
risked their safety and operational efficiencies by not
being equipped with the most up-to-date information
while conducting investigations outside of the office.
The adoption of mobile capabilities is addressing these
challenges, providing dynamic functionality to research,
receive, react, and respond to a variety of data sources
while on-the-move. Everything from criminal records, fugitive status, restraining orders, firearms possession, and
public records to tools identifying and locating people,
places, and things are available in the mobile information
technology world of today.
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In order to support the mobility requirements of its
law enforcement customers, LexisNexis Risk Solutions
engineered its premiere search tool, Accurint® for Law
Enforcement – a cutting-edge investigative technology
that can expedite the identification of people and their
assets, addresses, relatives and business associates by
providing instant access to a comprehensive database
of public records – in a mobile platform. Known as Accurint Mobile for Law Enforcement, the easily
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downloadable application (‘app’) connects law enforcement personnel to more than thirty billion public records
via Blackberry®, Apple® iPhone® /iPad®, or Android™
(coming soon) devices, providing critical investigative
tools needed to verify information in the field and allow
rapid follow-up on new leads as they develop.

gathering tools, CPAT is using Accurint Mobile for its
on-the-move investigations of high-risk cases to locate
the appropriate individuals. The app enables the parole
agents to continue following up on leads instead of being
forced to return to the office to run information – providing an overall more efficient and effective process.

The app gives officers the ability to locate people and
businesses, identify associations and generate comprehensive reports while doing investigations in the field.
Additionally, it enables officers to conduct field-based
identifications of POIs and gather additional information during field interviews, such as important details on
a person’s past residences, affiliations, and other items
that can add vital evidence or leads at critical moments in
the investigation. This unique app is helping solve cases
in a timely and cost effective manner, expediting lead
generation and offering immediate decision making capabilities.

“For these and other law enforcement agencies, the
advancements in mobile access to vital information have
significantly improved the way officers perform their duties and effectively achieve their missions,” said Graham.
“Accurint Mobile helps investigators solve cases faster,
keeps investigations flowing in the field, and potentially
saves lives. Officers can save precious minutes in time
sensitive cases, and often keep themselves from entering dangerous situations through the use of this mobile
app.”
Accurint Mobile was recently selected as one of the
“3 Great Police iPhone Apps” by PoliceOne.com and as
a recipient of a 2011 Cygnus Law Enforcement Group’s
Innovation Award for Best New Software. Additional information can be found here: http://www.lexisnexis.com/
government/accurintmobile/.

The Seattle (WA) Police Department has been using
the LexisNexis Accurint solution for several years and
recently added the Accurint Mobile iPad app to its program. The Seattle PD is leveraging the mobile version on
an almost daily basis for everything from robbery to homicide to narcotics investigations. One example of Accurint
Mobile’s use in the investigation process occurred during
a recent homicide case in which the perpetrator was hiding out trying to disguise his identity. Officers were able
to run information through the Accurint Mobile system to
discover known associates that led to the identification of
the suspect. This information also helped to better plan
for the apprehension of the individual, which resulted in
a non-confrontational arrest and improved officer safety.
It is estimated that the use of Accurint
Mobile has resulted in a 30-40% increase in the workforce out in the field
– due to eliminating the requirements
for in-office support/research – and
approximately a 15-20% increase in
overall efficiency and productivity.
Similarly, the California Department of Corrections and Rehabilitation is leveraging the mobile solution
with its California Parole Apprehension Team (CPAT). CPAT is responsible for the apprehension of parolees
who pose a threat to public safety and
who are avoiding parole supervision.
In conjunction with other information
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By: Tom Joyce
Director of Law Enforcement Strategy
LexisNexis® Risk Solutions

Person Search form in Accurint® Mobile
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Thomas R. Norris

MILITARY AWARD OF EXCELLENCE
FBI-LEEDA is seeking nominations for the
Thomas R. Norris Military Award of Excellence
To be eligible, a candidate must be the son or daughter of an Active FBILEEDA member who has distinguished themselves in the military. Please
send candidate’s name, member’s name (parent), and military record to:

FBI-LEEDA, Attn: Military Award Nomination
5 Great Valley Parkway, Suite 125, Malvern, PA 19355
Submissions must be postmarked by March 1, 2012, for the 2012 Award.
The award will be presented by Thomas R. Norris at FBI-LEEDA’s 21st
Annual Executive Training Conference to be held at the San Antonio Hyatt
Regency Riverwalk, San Antonio, Texas, on May 6-9, 2012.
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FBI – LEEDA / LifeLock

SCHOLARSHIP PROGRAM

FBI – LEEDA is pleased to announce the FBI – LEEDA / LifeLock Scholarship Program. Each year at
the Annual Executive Training Conference, FBI – LEEDA / LifeLock will award up to five $1,000.00 scholarships. To be eligible, you must be the child of a member of FBI – LEEDA who has been an active member in good standing for five or more years or a Life member. The complete list of guidelines for eligibility
and procedures for applying for a scholarship are listed on our website (in the Members Only web page).
Applicant must provide the following items:
• Application • Transcript • Answers to essay questions • High School Verification Form
• Documentation of acceptance to College/University/Trade or Vocational School
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Send your completed application to: FBI – LEEDA
Attn: Donna Carpentier, Executive Board Scholarship Program
5 Great Valley Parkway, Suite 125, Malvern, PA 19355
Application, essay questions, and high school verification forms
are available on our website: www.fbileeda.org

Deadline for submission is March 1, 2012

FBI-LEEDA

Submission must be postmarked by March 1, 2012.
®
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GENERAL COUNSEL

UPDATE

Electronic Control Devices - Where are we now?
The utilization of Electronic
Control Devices (“ECD”) has
led to a windfall of litigation
and court decisions which
police departments must interpret to draft policies, conduct appropriate training, and implement the ECD into
operation. A recent decision from the United States Court
of Appeals for the Ninth Circuit, Mattos v. Agarano,1 reinforced and clarified applicable standards regarding the
permissible use of an ECD. While agencies located within
the 9th Circuit are bound by this legal standard, the remainder of the country’s agencies would be wise to utilize the 9th Circuit court’s analysis and rulings as a gauge
when examining its current police practices as they relate
to its use of the ECD. The Mattos case involved the consolidation of two separate cases – Mattos v. Agarano and
Brooks v. City of Seattle – in which questions arose as to
whether the use of a (“ECD”) involved an excessive use
of force, and whether the officers were entitled to qualified immunity.

In Mattos v. Agarano, the police responded to a domestic dispute call and found the Plaintiff, Jayzel Mattos’
husband, Troy, sitting on the front stairs. He was large
in stature and smelled of alcohol. One officer asked to
speak the plaintiff to determine her status. The officer
followed Troy into the residence, who then became angry and yelled at the officer to get out. The officer asked
the plaintiff to speak with him outside. Before she could
comply, however, another officer told Troy that he was
under arrest. The plaintiff did not immediately step aside.
When trying to reach Troy, the officer brushed against the
plaintiff’s chest, causing her to extend her arms to protect
her body. Suddenly, without any warning, the officer shot
his taser at Mattos in dart-mode. Mattos felt incredible
pain, her joints and muscles locked up, and she fell hard
to the floor. Mattos was charged with harassment and
obstructing government operations, but all charges were
ultimately dropped. Jayzel Mattos sued the officers for
violations of her constitutional rights, including a Fourth
Amendment claim of excessive force from the tasing.

In Brooks v. City of Seattle, a woman was pulled over in
a school zone for driving 32 miles per hour in a 20 miles
per hour zone. She was cited for a speeding violation, but
refused to sign the citation. Another officer arrived and
also instructed Brooks to sign the citation and, when she
refused, ordered her to get out of the car, which she also
refused. When the officer then pulled out his taser, Brooks
informed both officers that she was seven months pregnant. The officer continued to display the taser. When
the officers opened Brooks driver’s side door, one officer twisted her arm behind her back, but she clutched
to steering wheel. With her arm still clutched, one officer
cycled the taser to show Brooks what it would do. Within
twenty-seven second of cycling the taser, and with her
arm still behind her back, the officer tased Brooks’ left
thigh in drive stun mode. Thirty-six seconds later, Jones
tased Brooks’ left arm and then, six seconds later, tased
Brooks’ neck. Brooks was then dragged from the vehicle
and handcuffed. Brooks sued the City for a violation of
her constitutional rights, including a Fourth Amendment
claim for excessive force.

In Mattos, the Appellate Court began its analysis by
stating that “[t]he doctrine of qualified immunity protects
government officials ‘from liability for civil damages insofar as their conduct does not violate clearly established
statutory or constitutional rights of which a reasonable
person would have known.”2 Qualified immunity will
shield a police officer from liability even if his or her actions resulted from “a mistake of law, a mistake of fact, or
a mistake based on mixed questions of law and fact.”3

FBI-LEEDA Insighter

Courts use a two-part test to determine whether officers are entitled to qualified immunity. First, the court
determines whether the officer violated an individual’s
constitutional rights. Second, if the court determines that
the officer violated those rights, it determines whether
the constitutional rights are “clearly established in light of
the specific context of the case” at that time.4
When addressing step one, courts look to Graham v.
Connor5 for guidance with excessive use of force claims.
In Graham, the court stated that “[d]etermining whether
the force used to affect a particular seizure is reasonable
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under the Fourth Amendment requires a careful balancing of the nature and quality of the intrusion on the individual’s Fourth Amendment rights against the countervailing governmental interests at stake.”6

in dart mode.”14 Therefore, since no guidance from the
courts existed, a reasonable officer could have made a
reasonable mistake of law regarding the constitutionality
of the taser use.15

To determine the governmental interests at stake,
courts look at “(1) how severe the crime at issue is, (2)
whether the suspect posed an immediate threat to the
safety of the officers or others, and (3) whether the suspect was actively resisting arrest or attempting to evade
arrest by flight.”7 Courts may also consider additional
facts necessary to account for the totality of circumstances in a given case.”8

In Mattos, the Court applied the three-part test to Jayzel Mattos’ facts. The court found: (1) Jayzel’s actions
did not rise to the level of obstruction, and therefore, the
severity of the crime, if any, was minimal;16 (2) Jayzel did
not pose a threat to the officers because she was not
armed, did not verbally threaten the officers, and her only
physical contact with the officer was a defensive move to
stop her breasts from being pressed against the officer;17
and (3) Jayzel, at most, only “minimally resisted Troy’s arrest.”18 The court also noted that Jayzel was attempting
to comply with the officer’s request when she got caught
in the middle between another officer and Troy. The court
also noted that the officer failed to warn Jayzel before using the taser. The court concluded that the officer’s use of
force on Jayzel was constitutional excessive in violation
of the Fourth Amendment.

In Mattos, the Court applied the three-part test listed
above to the facts and circumstances in the Brooks v.
City of Seattle matter to determine the reasonableness
of Officer Jones actions and found: (1) driving 32-milesper-hour in a 20-mile-per-hour zone was not a serious offense; (2) Brooks never verbally threaten the officers, was
unarmed, behind the wheel of the vehicle, and not physically threatening; and (3) Any resistance from Brooks did
not involve any violent actions towards the officers.10

The Mattos court makes several points that are important to law enforcement policy and the use of electronic
control devices: (1) The court makes it clear that it does
not prohibit the use of electronic control devices to gain
compliance from a suspect who is “actively resisting”
arrest. Rather, the Court sets forth certain guidelines for
the use of such weapons in the field; (2) The court also
made it clear that it will look at the totality of the circumstances, not just those factors provided in the three-part
test above, when deciding the applicability of qualified
immunity as provided in Graham; and (3) As more excessive force cases involving the use of tasers are decided
in the judicial system, and the law becomes more clearly
defined, the ability of officers to utilize qualified immunity
will shrink.

The court also looked at the totality of the circumstances and found that: (1) Brooks notified the officers that she
was pregnant, and the officers considered this information when deciding where to apply the taser; and (2) the
officers tased Brooks three times over the course of less
than one minute. The Court stated that tasing Brooks in
such a rapid succession allowed no time for her to recover from the pain and reconsider her refusal to comply
with the officers’ requests.
The Court concluded that the officers’ use of force was
unreasonable, and therefore constitutionally excessive.11
The court then considered whether, at the time the officer tased Brooks, the constitutional violation was “sufficiently clear” that every “reasonable official would have
understood” that his actions violated that right.12

The last point leads us to another very important detail,
officers and departments must keep current with developing case law. A department can protect itself and its
officers by maintaining vigilance when keeping current
with the ever-developing body of case law in the area
of electronic control devices and excessive use of force
claims. As this case law develops, departments should
provide regular bulletin updates and training sessions for
its officers to provide guidance for the use of electronic

To do so, courts look at the most analogous case law
that existed at that time. In Mattos, the court found only
three relevant opinions from other circuits. These cases,
however, were not applicable because they did not present similar facts and circumstances. Therefore, the court
looked to Bryan v. MacPherson,13 wherein the Court reasoned that there was no “Supreme Court decision or decision of [the district court] addressing the use of a taser
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(Continued from the previous page)

Electronic Control Devices - Where are we now?
control devices. It is imperative for a department to continually update its Use of Force and Electronic Control Device
policies. When a department reviews its current policies, it should make certain that these policies include the following
guidelines that were highlighted in the Mattos case:
3. Officers may not use an electronic control device
on a visibly pregnant woman (or one who informs
the officer of her pregnancy) unless deadly force
is the only other option. These same restrictions
would apply to children and the elderly.

1. Each and every application of an ECD must be
legally justified.
2. When using an ECD in “drive-stun” mode to gain
compliance from a suspect who is “actively resisting” arrest, the officer must give the suspect
reasonable opportunity to comply with the officer’s commands prior to each ECD application.
Specifically, as discussed in Mattos, the officer:

4. The reporting requirements contained in the policy must provide that an officer is required to include in his report specific information indicating
that all of these guidelines were followed prior to
the application of an ECD.

a. Must perceive that the suspect is “actively
resisting.”
b. Must be certain that the suspect is capable
of compliance with the officer’s commands.

In conclusion, to answer the question of “where does
this leave us” it is apparent now more than ever that police departments and officers must continue to review,
interpret, and understand the clearly established law
passed down by the courts. That clearly established law
identifies the legal standards which must be included in
policies, training, and application to protect departments
and officers from excessive force claims arising out of
the use of an electronic control device.

c. Must give a warning prior to each application
of the ECD.
d. Must give the suspect time to recover from
the “extreme pain” experienced during the
ECD application.
e. Must give the suspect a reasonable amount of
time to “gather herself.”
f. Must give the suspect a reasonable opportunity
to consider the consequences of her refusal to
comply with commands before each ECD application.

For a complete list of footnotes referenced in this story,
please visit www.daiglelawgroup.com/publications.
By Eric P. Daigle, Esq.
General Counsel FBI-LEEDA

membership RENEWALS were sent via email
Renewal invoices were sent via email on November 17, 2011. Please check
your inbox (and spam filter) for your renewal information. If you have not received your renewal, please contact Lynn Weber (lweber@fbileeda.org) or call
the FBI-LEEDA Office.

We’re doing our part to reduce costs and help the environment.
Please contact us if you have any membership questions.

FBI-LEEDA Insighter

16

fbileeda.org

ARTICLE

feature
An N-DEx EVOLUTION: Cooperation and Control
When the FBI decided it was time to provide law enforcement agencies across the country with an investigative
tool of unprecedented scope and capability, the Law Enforcement National Data Exchange (N-DEx) was born.
The idea was simple and pragmatic. Use the resources
and reputation of the FBI to encourage our law enforcement partners to join us in contributing timely and comprehensive data into a central repository that would be
made available to officers across the nation. With the addition of cutting edge search capabilities enhanced by
innovation geovisualization and mapping tools, N-DEx
began to take its logical place at the forefront of electronic investigation. Add to the mix the fact that N-DEx is
virtually free to use, and it became the offer you couldn’t
refuse.

N-DEx is a national
information sharing
system that helps solve
crimes and connect the dots
between people, places, and events.
exacerbated by this tremendous expansion of users and
contributors. The simple fact is, some agencies do not
want to share with certain specific entities or types of institutions Sometimes, this is the rational result of careful
consideration, while other times, it is age-old squabbling
and jurisdictional tension. Blissfully, we are not required
to judge or take sides. We have developed the tool to
make everybody master of their data domain.

Except… some folks did.
Reasons were expressed in different ways, but in the
end a pair of issues kept cropping up. First, the data
available has to be as all-encompassing as possible to
include the entire criminal justice system. Second, each
contributing agency wanted to retain as much control
over the use of their contributed data as technology
would allow. What to do? What to do?

The new and improved Data Sharing Management tool
allows any contributing agency to designate all or some
of their contributed data as Green (everybody reads), Yellow (limited info but a point of contact is provided for further inquiry), or Red (records blocked). Furthermore, the
contributor is able to use the Originating Agency (ORI)
numbers of other agencies to designate those they want
to single out for limited privileges vis-à-vis their data. Of
course, the we strongly encourage the most robust and
aggressive sharing strategy possible, but we truly believe
these enhancements indicate the system’s willingness
and ability to listen to our client base, analyze their situations, and strategically evolve into the system that is
most needed.

N-DEx is proud to announce a pair of policy amendments recently authorized by FBI Director Robert S.
Mueller, III, to address these concerns in a manner that
is responsive and responsible. Under these new directives, N-DEx is able to follow a criminal subject from
their first encounter with law enforcement on the street,
through the court system, into prison, and out with probation or parole. These enhanced search results are from
an influx of new contributors representing the greater
criminal justice community as well as current front-line
law enforcement. These new agencies include: prosecuting attorneys, attorneys general offices, pretrial service
agencies, railroad police, campus police, custodial medical and psychiatric institutions with criminal justice functions, and probation/parole office, among others. This
system enhancement can only increase the effectiveness
of the N-DEx tool and broaden its overall appeal.

N-DEx is proud to be participating in this year’s Law
Enforcement Executive Development Associations Training Conference, and representatives are on-site to answer any questions you may have about the changes
detailed above or any other N-DEx issues. We can walk
you through the process of becoming a contributor, user,
or hopefully, both.

While we are excited and pleased with the developments above, they necessarily lead to the second issue
where positive change has occurred – control. The understandable desire of some departments and agencies
to control the dissemination of their shared data is only
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For any questions or correspondence, call the
N-DEx Program Office at (304) 625-4242,
or email ndex@leo.gov.
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ID Theft 101 - CASH OUT:

How Identity Theft Suspects Profit from the Theft of our Most Sensitive Information.
Introduction

Access Card Fraud

In the October 2010 issue of FBI-LEEDA Insighter, I detailed the methods ID Theft suspects use to compromise
our Personal Identifying Information (PII). I warned of
the use of these methods by suspects against law enforcement agencies and officers seeking retaliation or
revenge. Unfortunately, my predictions came true, and
within the last several months there have been many well
publicized examples of the compromise of the PII of law
enforcement officers by suspects affiliated with groups
such as Anonymous and LulzSec. i Given the threat environment, I recommend redoubling our efforts to safeguard our PII and the sensitive information maintained by
our agencies. This article, however, shifts the focus from
compromise to cash out.

(Including Counterfeiting of Debit & Credit Cards)
Most ID Theft cash out schemes involve the fraudulent
use of stolen account numbers, particularly credit card,
debit card and ATM card numbers. Criminals can use the
stolen numbers alone, or they can use the stolen numbers to make counterfeit cards. Fortunately, most jurisdictions have statutes written broadly enough to cover
any kind of variation of this cash out scheme. For example, California Penal Code § 484d defines an access
card as “any card, plate, code, account number, or other
means of account access that can be used ... to obtain
money, goods, services, or any other thing of value, or
that can be used to initiate a transfer of funds[.]” This
statute makes it clear that access cards include things
beyond mere physical credit cards and debit cards.

Compromise and Cash-out: The Essential
Components of ID Theft Crimes

A very basic cash out scheme involves the use of
stolen credit card numbers to purchase merchandise
through online merchants to be shipped to the suspect.
This scheme has many advantages for the suspect. First,
the suspect need not produce a counterfeit card. Second, the suspect does not risk physical confrontation or
apprehension during the presentation of the stolen card
number to the merchant. Moreover, the suspect can use
a variety of techniques to insulate himself from apprehension during the delivery of the stolen merchandise.

Understanding the distinction between the compromise
of PII and the cashing out of stolen PII is fundamental
to effective prevention of identity theft crimes and the
apprehension of identity theft suspects. Suspects often specialize in either compromising PII or cashing out
stolen information. For example, criminals operating
overseas often lack the ability to cash out PII they have
stolen, and therefore need to enlist the aid of people in
the United States to monetize the stolen information. Depending upon the techniques used, the suspect may be
especially vulnerable to detection during one or the other
phase of the crime.

“Cash Paradise University” ii -- an online course that
taught suspects how to commit identity theft -- included
an entire block of instruction in the safe receipt of stolen merchandise. Course work included the recruitment
of “drops” or “mules” who receive the initial delivery of
stolen merchandise and then forward it on to the suspect. Suspects commonly recruit unwitting mules who
think they are participating in a work at home program
receiving packages for an “import-export company.” Solicitations to participate in these get rich while working
at home schemes are commonly found on Craigslist and
other free web advertisements.

Suspects use a variety of methods to monetize the
PII they have obtained through the various compromise
techniques detailed in my previous article. Common
methods of cashing out stolen PII include:

Access card fraud;
Check fraud;
Tax Return (refund) fraud;
Health care fraud; and
Fraudulent credit accounts.
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of fraudulent withdrawals. I urge patrol officers to notice
suspects wearing motorcycle helmets or sitting at chairs
at ATMs for unusual amounts of time.

More sophisticated access card fraud schemes include
the counterfeiting of physical cards. There are generally
two types of counterfeit cards: (1) cards intended to be
used at ATMs and other unattended locations; and (2)
cards intended to be used in stores and other locations
requiring face to face interaction.

Cards intended to be used during face to face transactions must appear to be authentic to the cashier. They
therefore require proper blanks, printing, embossing, tipping, encoding and the stamping of holograms on the
cards. Unfortunately the equipment to make these types
of counterfeits is also available online. Machines that can
turn a blank magnetic card into an authentic looking encoded counterfeit card are offered for sale for approximately $10,000. Despite the availability of sophisticated
counterfeiting equipment, these types of counterfeit
cards are becoming less common. They are more difficult
to produce and not as lucrative as the counterfeit ATM
cards.

Counterfeit ATM cards intended to be used for cash
withdrawals require only a properly encoded magnetic
stripe. The automated teller machine uses only the information on the card’s magnetic stripe and the PIN to
authenticate transactions.
A basic counterfeit card manufacturing plant (simply
referred to as a “plant”) requires only a laptop computer,
a magnetic card encoder and a supply of cards with magnetic stripes to use as blanks. The MSR-206 magnetic
card reader/encoder is commonly used by identity theft
suspects to produce counterfeit cards. A quick Google
check at the time of this writing revealed that the device
is offered online by at least 48 vendors for approximately
$260. The device connects to a computer with a USB
cable and makes the production of counterfeit cards
simple. The suspects use the information harvested from
their installed skimming devices to build a database of
stolen information to use in the encoding of counterfeit
cards.

Check Fraud
Early in my law enforcement career I encountered suspects who stole checks and then washed them with a
variety of compounds to remove the ink in order to obtain
a blank check drawn against the victim’s account. Today, with the advent of check printing software such as
VersaCheck, ironically advertised as the “#1 Finance and
Check Creation Software,” and the common availability
of blank check printing stock, suspects often do not even
bother washing checks. Instead, they print high quality
checks using stolen account numbers and routing numbers. Many big box stores do not even retain the checks
used to pay for merchandise. Instead, the cashier typically hand the check back to the customer after scanning
the account number and routing number from the check.
The fact that the counterfeit check is often unavailable
after the transaction significantly complicates the successful investigation and prosecution of the case even in
the event the suspect is identified.

Over the last three years I have taught thousands of officers ID Theft Investigation through FBI-LEEDA courses
sponsored by LifeLock. Part of the training includes cloning credit cards with the use of the MSR-206 encoder
and blank cards. After a few minutes of instruction, officers have reliably duplicated credit cards in class.
Based upon my experience and the discussions I have
had with officers in over 20 states, a very common cash
out technique includes the mass production of counterfeit
ATM cards. These cards will typically have the PIN number written on the card with a Sharpie pen. The suspects
then go to ATMs during early morning hours and methodically use the counterfeit cards to obtain cash from the
compromised accounts. The suspects are aware of surveillance cameras and take steps to avoid identification
including the use of hoods, hats and even motorcycle
helmets. In one case, the suspect even brought a chair
with him to sit down at the ATM while he made dozens

Tax Return Fraud
Suspects employing the most insidious cash out scheme
use victims’ PII in the preparation of fraudulent tax returns. The suspect in this type of cash out uses an E-Filing service to file tax returns using the names and Social
Security Numbers (SSNs) of identity theft victims. The
returns are typically cookie cutter with only the victim’s
PII changing, and are designed to generate a refund of
(Continued)
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ID Theft 101 - Cash Out
Fraudulent Credit Accounts

approximately $3,000. The suspect includes routing numbers for accounts he controls for the wiring of refunds from
the IRS. The suspect withdraws the money from the refund
before discovery of the fraud by the IRS.

The classic identity theft model contemplates the use of
stolen PII to open credit accounts in the victim’s name.
This method is still extremely common and often goes
undetected until the identity theft victim is tracked down
by a collection agency seeking payment for the fraudulent credit account. Cellular telephone subscriptions,
department store credit accounts, and building supply
store credit accounts appear to be the most common accounts to be fraudulently obtained using stolen PII. Suspects use the accounts to obtain merchandise they can
quickly sell. The investigation into fraudulently obtained
credit accounts is greatly aided by state and federal laws
that require financial institutions to provide account information to victims. v Victim designation forms exist that
allow victims to designate law enforcement agents to
whom all account records must be sent without the need
for a search warrant or subpoena. vi Many agencies in
California provide these forms to victims at the time of
the initial complaint and the completed form is forwarded
to the handling investigator with the initial report. The investigator can then simply fax the form to the particular
financial institution in order to obtain the account records
without delay.

This scheme works because the IRS typically authenticates only the SSN used in the filing and does not verify the
other information included in the return before funding refunds. To compound the impact of the crime, the victim often has a tough time with the IRS when they try to file their
legitimate return. The IRS will reject the legitimate return
telling the shocked taxpayer that they have already filed a
return. The moneys stolen through this scheme come directly from the US Treasury. I served as the investigating
officer in a case where the suspect stole over $300,000 in
one tax season alone using this method.

Health Care Fraud
The use of stolen PII for health care services is becoming
shockingly common. A 2010 study by PricewaterhouseCoopers found that 40% of doctors reported catching patients using stolen PII to obtain services! iii The same survey found that “medical identify theft is the fastest-growing
form of identity theft, affecting 1.42 million Americans in
2010 and costing more than $28 billion.” iv The use of stolen PII to obtain medical services (particularly cosmetic
surgery) is not the only form of health care fraud cash out.
Suspects often use stolen PII, including prescription drug
insurance information, to purchase expensive pharmaceuticals with high resale value in the underground economy.
Not surprisingly, the health care system is not prepared for
new challenges from ID Theft and there is a tremendous
need for law enforcement to work with health care professionals in this area.

By Justin

Feffer

Justin Feffer is an FBI-LEEDA faculty member. He has been a sworn law
enforcement officer in Southern California since 1988, and a California
attorney since 1994. He is the Supervising Investigator of the Los Angeles County District Attorney’s Bureau of Investigation Cyber Crime
Investigations Team. He is a graduate of information technology crimes
investigation programs conducted by the SANS Institute, Carnegie Melon’s CERT-CC, FBI, HTCIA, and the California Department of Justice.
He is also a member of the High Technology Crimes Investigation Association (HTCIA).
The views expressed herein are those of the author and do not necessarily represent the views of the District Attorney’s Office.

i See for example: “LulzSec hacks Ariz. police, posts officer info” June 24, 2011, Police One,
www.policeone.com/communications/articles/3871875-LulzSec-hacks-Ariz-police-posts-officer-info;
“Anonymous Hackers Expose Sensitive Law Enforcement Data” August 8, 2011
www.crn.com/news/security/231300433/anonymous-hackers-expose-sensitive-law-enforcement-data.htm;
and “Occupy Wall Street, Anonymous Hacked IACP & Exposed 600 MB of Personal Data” October 22, 2011, Voice of Grey Hat,
www.voiceofgreyhat.com/2011/10/occupy-wall-street-anonymous-hacked.html
ii www.cpuonline.in/en/programs.php (No longer online at time of publication)
iii Walker, Emily P., “Medical Identity Theft a Growing Problem” September 23, 2011, MedPage Today,
www.medpagetoday.com/PracticeManagement/InformationTechnology/28696
iv Ibid.
v Including the federal Fair Credit Reporting Act (15 U.S.C. § 1681g), and California statutes including Financial Code §§ 4002 and 22470, Civil
Code § 1748.95 and Penal Code § 530.8.
vi See, for example, the form published by the California Office of Privacy Protection:
http://www.privacy.ca.gov/res/docs/pdf/cis3aenglish.pdf

FBI-LEEDA Insighter

20

fbileeda.org

commemorative

GLOCK

FBI – LEEDA

REGIONAL REP

PROGRAM

The Regional Representative Program works hard to
promote FBI–LEEDA and the many member benefits
to law enforcement agencies and officers nationwide.
This program has helped form an excellent partnership
between the local FBI field offices and FBI–LEEDA,
with the hope of bringing FBI–LEEDA’s benefits to as
many officers as possible.
If you have any questions about any of the Regional
Representative training programs, contact your FBI–
LEEDA Regional Representative, or the FBI–LEEDA
office at (877) 772-7712.
This special commemorative Glock is available
to FBI – LEEDA members only and is shipped to
Federal Firearms licensees only. Standard delivery is 30-45 days after receipt of your order with
payment. Purchaser is responsible for cost of the
FFL transfer (if any), shipping, and any applicable
taxes. All prices include engraving – can engrave
up to three sides of the Glock.

12
8

3

7
9

10

6

11

• (.40) 22, 23, 27
• (9mm) 17, 19, 26
• (.357 sig) 31, 32, 33
$420.00

4

5

9

Region / Regional Representative / E-mail

• (.45) 21, 30, 36
$485.00

1
2
3
4

• Shadow Box
(engraved)
$100.00

(NY, VT, CT) - Chief Randy Szukala (NY) rszukala@ntpolice.com
(PA, NJ, DE) - Capt. Steve Dembowski (NJ) sdembowski@bcpo.net

Regional Representative Program Coordinator:
Deputy Chief Mark Sullivan, msully0909@gmail.com
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(ME, NH, MA, RI) - Lt. Don Cudmore (MA) dcudmore@georgetownma.gov

(WV, VA, MD, NC, SC, DC) - Chief Andy Robinson (SC)
arobinson@yorkcitysc.com
5 (MS, AL, GA, FL) - Lt. Mike Wills (MS) mwills@biloxi.ms.us
6 (MI, OH, KY, TN) - Vacant –
7 (WI, IL, IN) - Chief John Fryksdale (IL) jfryksdale@yahoo.com
8 (ND, SD, NE, MN, IA, MO, AR) - Chief Tom Alber (MO)
thomasalber@gardencitypolice.com
9 (CA, NV, AZ, HI, AK, MP, GU) - Sheriff Mark Pazin (CA)
mpazin@co.merced.ca.us
10 (WY, UT, CO, KS, OK, NM) - Lt. Jason Lyons (CO) jlyons@crpd.org
11 (TX, LA) - Asst. Director Frank Woodall (TX)
frank.woodall@txdps.state.tx.us
12 (WA, OR, ID, MT) - Capt. Eugene Smith (ID) esmith@cityofboise.org

For orders please contact:
Todd R. Ackerman
Chief of Police
Marysville Police Department
207 South Tenth
Marysville, KS 66508
Telephone: 785-562-2343
Facsimile: 785-562-3296
chiefackerman@bluevalley.net
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v DIAMOND LEVEL corporate partners

LifeLock

Contact: Paige Hanson, Manager of Educational Programs
60 East Rio Salado Parkway, Suite 400
Tempe, Arizona 85281
Telephone: 480-457-2108
Facsimile: 480-907-2946
E-mail: paige@lifelock.com

v PREMIER LEVEL corporate partners
Purdue Pharma, LP
Contact: Rick Zenuch, Director of Law Enforcement
Liaison and Education
One Stamford Forum, Stamford, Connecticut 06901
Telephone: 203-588-7281 • Facsimile: 203-588-6035
E-mail: richard.zenuch@pharma.com

5.11 Tactical Series
Contact: Ms. Linda Hischier
4300 Spyres Way, Modesto, California 95356
Telephone: 209-338-9478 • Facsimile: 209-527-1511
E-mail: Lindah@511tactical.com

Overwatch Textron Systems
Contact: Dee Brake, PMP
P.O. Box 91269, Austin, Texas 78709-1269
Telephone: 512-358-3761 • Facsimile: 512-358-2601
E-mail: dbrake@overwatch.textron.com

v PLATINUM LEVEL corporate partners
V.H. Blackinton & Co., Inc.
Contact: David Long, Chief Operating Officer
221 John L. Dietsch Blvd., Attleboro Falls, Massachusetts 02763
Telephone: 508-699-4436 x111 • Toll-free: 800-699-4436
E-mail: dlong@blackinton.com

DuPont Advanced Fiber Systems

- Life Protection

Contact: Jeff Fackler
Spruance Plant, 5401 Jefferson Davis Highway, Richmond, Virginia 23234
Telephone: 804-383-4920 • Facsimile: 804-383-4131
E-mail: jeff.g.fackler@usa.dupont.com
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v PLATINUM LEVEL corporate partners
Lexis Nexis
Contact: Thomas R. Joyce
125 Park Avenue, Suite 2200, New York, New York 10017
Telephone: 866-277-8407 • Facsimile: 206-238-2826
E-mail: thomas.joyce@lexisnexis.com

Tiversa, Inc.
Contact: Scott Harrer, Brand Director
144 Emeryville Drive, Suite 300, Cranberry Township, Pennsylvania 16066
Telephone: 724-940-9030 • Facsimile: 724-940-9033
E-mail: sharrer@tiversa.com

Verizon Wireless Communications
Contact: John G. Monroe, Program Manager, Corporate Security
1300 I Street, NW, Suite 400, Washington, D.C. 20005
Telephone: 202-589-3747
E-mail: john.monroe@verizonwireless.com

v GOLD LEVEL corporate partners
American Military University
Contact: Timothy J. Hardiman, Manager, Law Enforcement Programs, APUS
10110 Battleview Parkway, Suite 200, Manassas, Virginia 20109
Telephone: 304-919-9051
E-mail: thardiman@apus.edu www.amu.apus.edu/

Redflex Traffic Systems
Contact: Elizabeth Marcus
23751 North 23rd Avenue, Phoenix, Arizona 85085
Telephone: 623-207-2410 • Facsimile: 623-207-2057
E-mail: emarcus@redflex.com

Target Corporation
Contact: Ms. Mahogany Eller, Government and Community Partnerships - Asset Protection
1000 Nicollet Mall, TPS – 2087, Minneapolis, Minnesota 55403
Telephone: 612-696-2664 • Facsimile: 612-696-5163
E-mail: mahogany.eller@target.com

Thales Communications Inc.

TARGET CORPORATION

Contact: Stephen A. Nichols, Director, Business Development-DHS/Public Safety
22605 Gateway Center Drive, Clarksburg, Maryland 20871
Telephone: 240-864-7919
E-mail: steve.nichols@thalescomminc.com
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v SILVER LEVEL corporate partners
CargoNet
Contact: Anthony Canale, Vice President, Operations
FBINAA 195th, 545 Washington Boulevard, Jersey City, New Jersey 07310
Telephone: 201-469-3256
E-mail: acanale@cargonet.com

Shell Oil Company
Contact: Robert Ream
One Shell Plaza (OSP) Suite 4584A, 910 Louisiana Street
Houston, Texas 77002
Telephone: 713-241-1870 • Facsimile: 713-241-0078
E-mail: robert.ream@shell.com

v BRONZE LEVEL corporate partners
Fechheimer Brothers Company
Contact: Eric Miller, Sales Representative
4545 Malsbary Road, Cincinnati, Ohio 45242
Telephone: 513-793-5400 • Fascimilie: 513-793-7819 • Customer Service: 800-543-1939
E-mail: support@wearvertx.com www.wearvertx.com

®

™

Glock, Inc.
Contact: Bob Schanen
P.O. Box 1444, Brookfield, Wisconsin 53045
Telephone: 262-790-6823
E-mail: bob.schanen@glock.us

Justice Federal Credit Union
Contact: Joan Kayne
5175 Parkstone Drive, Suite 200, Chantilly, Virginia 20151
Telephone: 703-480-5300 Ext. 3130 • Facsimile: 703-480-5444
E-mail: kaynej@jfcu.org

National Equipment Register
Contact: David Shillingford
545 Washington Blvd., 22-19, Jersey City, New Jersey 07310
Telephone: 212-297-1805 • Facsimile: 212-354-9039
• Toll-free: 866-663-7872 E-mail: dshillingford@nerusa.com

National Insurance Crime Bureau (NICB)
Contact: Ivan Blackman, Director of Vehicular Investigations
1111 E. Touhy Ave., Suite 400, Des Plaines, Illinois 60018
Telephone: 847-544-7042 • Facsimile: 847-544-7101
E-mail: lblackman@nicb.org
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v CORPORATE partners
Brunswick Boat Group –

Raytheon

Boston Whaler Commercial and Government

Contact: Roman Kaluta
5800 Departure Drive, Raleigh, NC 27616
Telephone: 919-790-1011
Facsimile: 919-790-1456
E-mail: roman.kaluta@raytheon.com

Contact: Don Ellingsen
420 Megan Drive, Edgewater, FL 32132
Telephone: 386-423-2900
Facsimile: 386-423-9187
E-mail: dellingsen@whaler.com

Security Industry Alarm Coalition

Business Innovations
Contact: Scott Terrell
6579-B Peachtree Industrial Blvd., Norcross, GA 30092
Telephone: 770-242-8002
Facsimile: 770-242-8088
E-mail: sterrell@bi-ww.com

Contact: Stan Martin, Executive Director
13541 Stanmere Drive, Frisco, TX 75035
Telephone: 972-377-9401
Facsimile: 972-377-9285
E-mail: stan@siacinc.org

The Williams Institute

Laser Shot

for Ethics and Management

Contact: Steve White
25 Highlands Creek Way, Oxford, GA 30054
Telephone: 678-625-1821
Facsimile: 281-240-8241
E-mail: swhite@lasershot.com

Contact: James Young, Vice President
Education and Development
6615 N. Scottsdale Rd., Suite 250, Scottsdale, AZ 85250
Telephone: 480-517-1891
E-mail: j.young@ethics-twi.org

Police & Sheriffs Press

Thinkstream

Contact: Carol Conaway
P. O. Box 1489, Lyons, GA 30474
Telephone: 912-537-0780
Facsimile: 912-537-4894
E-mail: carol@pasp365.com

Contact: Kim Bergeron, Vice President
1303 Olympic Drive, Austin, TX 78733
Telephone: 512-419-1118
E-mail: kbergeron@thinkstream.com

NEW CORPORATE

PARTNERSHIPS

Welcome CargoNet - Silver Level
President Richard P. Thomas and FBI-LEEDA are pleased to
welcome CargoNet as a new Silver Level Corporate Partner.
A division of Verisk’s (Nasdaq: VRSK) ISO Crime Analytics unit, CargoNet® helps
prevent cargo theft and improve recovery rates through secure and controlled
information sharing among theft victims, their business partners, and law enforcement. CargoNet is centered on a national database and information-sharing
system managed by crime analysts and subject-matter experts. By applying a synchronized, layered approach, CargoNet
exploits the weakness of cargo thieves at multiple points. CargoNet offers integrated databases, a theft alert system, task
force and investigations support, a tractor/trailer theft deterrence program, and the TruckStopWatch® program. CargoNet
also provides driver education and incentives, secondary-market monitoring and interdictions, crime trend analysis and
loss control services, and training.
In its first year of operations, CargoNet helped law enforcement recover millions of dollars of stolen cargo. For more information on CargoNet’s services, please visit, www.cargonet.com To report a cargo theft, call 1-888-595-CNET (2638)
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NEW CORPORATE

PARTNERSHIPS

Welcome Fechheimer Brothers Company Bronze Level

®

™

President Richard P. Thomas and FBI-LEEDA are pleased to welcome Fechheimer Brothers Company as a new Bronze Level Corporate Partner.
“Vertx® is original and authentic apparel designed by and for the Operational Athlete. Vertx products are for the operator who wants the combination of low visual profile, but the fit and functionality of a battle garment. Vertx is
owned and operated by Fechheimer of Cincinnati, Ohio, founded in 1842. Fechheimer is also the manufacturer
of highly-recognized Flying Cross brand, dedicated to servicing the uniform needs of the public safety community”.
Visit the website: www.wearvertx.com

Welcome New Members
The FBI-LEEDA“family” continues to grow - Welcome!

Chief J. Michael Aaron – Washington County Detective Bureau, Washington, PA
Captain Darrin Lewis Abner – Albany Police Department, Albany, GA
Corrections Administrator Marsha Alexander – Kennebec Sheriff’s Office, Augusta, ME
Lieutenant Brent Allmon – Rock Hill Police Department, Rock Hill, SC
Captain John K. Anderson – Castle Rock Police Department, Castle Rock, CO
Lieutenant Aaron Anderton – Spokane County Sheriff’s Office, Spokane, WA
Chief Chad P. Andrews – Damariscotta Police Department, Damariscotta, ME
Supervisor Timothy Edward Anguish – City-County Bureau of Identification, Raleigh, NC
Sergeant Jeff J. Anreson – Lewiston Police Department, Lewiston, ID
Master Sergeant Rob Arbelo – Beaufort County Sheriff’s Office, Beaufort, SC
Lieutenant Bradley G. Arleth – Spokane Police Department, Spokane, WA
Lieutenant Alan J. Arnzen – Spokane Police Department, Spokane, WA
Sergeant Rolf Aaron Averill – University of Arizona Police Department, Tucson, AZ
Lieutenant Jimmie D. Baber – Davison Township Police Department, Davison, MI
Sergeant Detective Michael T. Ball – Rose Hill Police Department, Rose Hill, KS
Sergeant Kevin M. Beren – Westminster Police Department, Westminster, CO
Lieutenant Jeff R. Berys – Puyallup Tribal Police Department, Tacoma, WA
Chief of Police Jeff D. Besong – Point Park University Police Department, Pittsburgh, PA
Captain Mark Bollinger – Rock Hill Police Department, Rock Hill, SC
Assistant Chief of Police Robert J. Burgess – Westwood Kansas Police Department, Westwood, KS
Sergeant Kirk Lee Carroll – Lake Charles Police Department, Lake Charles, LA
Sergeant Mike Cavin – Boulder County Sheriff’s Office, Boulder, CO
Captain Robert H. Cline – Brighton Police Department, Rochester, NY
Sergeant Kerry Cole – Saratoga Springs Police Department, Saratoga Springs, UT
Sergeant Joe Connelly – Sheridan Police Department, Sheridan, CO
Sheriff Jeffrey A. Cope – Lyon County Sheriff’s Office, Emporia, KS
Lieutenant Francis J. Coppinger – Town of Dover Police Department, Dover, NJ
Commander Jesse D. Cox – Delta Police Department, Delta, CO
Sergeant William J. Crist – Boulder County Sheriff’s Office, Boulder, CO
Captain Bob D. Cynova – Jefferson City Police Department, Jefferson City, MO
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Lieutenant Joseph S. D’Agosta – Aurora Colorado Police Department, Aurora, CO
Captain Andrew M. Deak – Kootenai County Sheriff’s Department, Coeur D’Alene, ID
Lieutenant Donald Doster – Rock Hill Police Department, Rock Hill, SC
SGT Don Duncan – Mountlake Terrace Police Department, Mountlake Terrace, WA
Corporal Robert L. Eccleston – Swanzey Police Department, Swanzey, NH
Sergeant David Robert Egan – Frederick Police Department, Frederick, CO
Corporal Dave Ellis – Spokane County Sheriff’s Office, Spokane, WA
Sheriff Barry Faile – Lancaster County Sheriff’s Office, Lancaster, SC
Katy Fetherston – Colorado Bureau of Investigation, Lakewood, CO
Corporal Mark Fox – Spokane County Sheriff’s Office, Spokane, WA
Assistant Director Janet M. Girten – Colorado Bureau of Investigation, Lakewood, CO
Sergeant Jim Gladden – Spokane County Sheriff’s Office, Spokane, WA
Lieutenant Sean S. Goecke – Leavenworth Police Department, Leavenworth, KS
Lieutenant Fred Grenier – Lansing Police Department, Lansing, KS
Lieutenant Troy W. Griggs – Bel Aire Police Department, Bel Aire, KS
Chief of Police Randy A. Halstead – Lebanon Police Department, Lebanon, MO
Lieutenant Greg A. Hands – Finney County Sheriff Office, Garden City, KS
Sergeant Richard Wesley Harrell – The Lake Charles Police Department, Sulphur, LA
Patrol Commander Steven P. Hawkins – Tonganoxie Police Department, Tonganoxie, KS
Sergeant Jason Heathman – Boulder County Sheriff’s Office, Boulder, CO
Lieutenant Mark A. Hedrick – Liberty, MO Police Department, Liberty, MO
Lieutenant Don L. Hedrick – Rapid City Police Department, Rapid City, SD
Lieutenant John C. Holecek – Kootenai County Sheriff’s Department, Coeur D’Alene, ID
Chief Jim A. Howarth – Delhi Township Police Department, Cincinnati, OH
GS-13 Tony Howell – DHS - Legacy U.S. Customs, Auburn, AL
Lieutenant Jay Hughes – Spokane County Sheriff’s Office, Spokane, WA
CIV Elbert L Johnson – Provost Marshal’s Office, Arlington, VA
Lieutenant Frank E. Johnson – Colorado State University Police Department, Ft. Collins, CO
Lieutenant Joe Johnson – Rock Hill Police Department, Rock Hill, SC
Chief of Police Ira W. Jones – Morrisville Police Department, Morrisville, NC
Chief Jack Jones – Morrisville Borough Police Department, Morrisville, PA
Chief Deputy Kenneth M. Jones – Grant County Sheriff’s Office, Ephrata, WA
Lieutenant Mark G. Jones – Greeley Police Department, Greeley, CO
Sergeant Chris A. Juul – Aurora Colorado Police Department, Aurora, CO
Chief of Police Thomas Kiely – Trumbull Police Department, Trumbull, CT
Police Officer Kathy Kirk – Harlem Department of Public Safety, Evans, GA
Chief of Police David E. Kling – Ogallala Police Department, Ogallala, NE
Chief Deputy Joe M. Kriete – Grant County Sheriff’s Office, Ephrata, WA
Lieutenant Dik Kushdilian – Denver CO Police Department, Denver, CO (Spelling of first name??)
Sergeant John Lafferty – Johnson County Sheriff’s Office, New Century, KS
Sergeant Jay Lanphere – Louisville Police Department, Louisville, CO
Lieutenant Ken LaVelle – Parker Police Department, Parker, CO
Deputy Chief James Keith Lee – Decatur Police Department, Decatur, GA
Chief Joseph A. LeMire – University of Wisconsin Oshkosh Police, Oshkosh, WI
Lieutenant Gary R. Lively – Creve Coeur Police Department, Creve Coeur, MO
Lieutenant William W. Loescher – Puyallup Tribal Police Department, Tacoma, WA
Sergeant Michael J. Maestas – Lakewood Police Department, Lakewood, CO
Officer Kenneth P. Marcuson – City of Republic Police Department, Republic, WA
SAC Laura J. Mark – US Forest Service, Golden, CO
Captain James J. Martin – Lawrence Police Department, Lawrence, KS
Lieutenant Jay E. Mason – Tumwater Police Department, Tumwater, WA
Major Nick McBroom – Arnold Police Department, Arnold, MO
Lieutenant Donald A. Meador – Melvindale Police, Melvindale, MI
Lieutenant Gary Messer – York Police Department, York, SC
Robert L. Meyers – Mission Kansas Police Department, Mission, KS
Major Craig Miedl – Spokane Police Department, Spokane, WA
Lieutenant Stuart R. Miller – Kootenai County Sheriff’s Department, Coeur D’Alene, ID
Captain Darryl E. Milligan – Bristol VA Police Department, Bristol, VA
Undersheriff Wayne B. Minckley – Miami County Sheriff’s Office, Paula, KS
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Sergeant Richard A. Mitchell – Tukwila Police Department, Tukwila, WA
Lieutenant Michael J. Mohn – Abilene Police Department, Abilene, KS
Lieutenant Jim Monger – Beaverton Police Department, Beaverton, OR
Lieutenant John H. Moore – Hutchinson Police Department, Hutchinson, KS
Lieutenant Dennis R. Nayor – City of Oneonta Police Department, Oneonta, NY
Deputy Director Steve Neumeyer – Colorado POST Board, Denver, CO
Detective Douglas Allan Orr – Spokane Police Department, Spokane, WA
Lieutenant Robert Palmer – Snohomish County Sheriff’s Office, Everett, WA
Captain Steven Parker – Rock Hill Police Department, Rock Hill, SC
Lieutenant Michael Pedersen – Lewiston Police Department, Lewistoni, ID
Lieutenant Michael Peek – Rock Hill Police Department, Rock Hill, SC
Detective Sergeant Tyler J. Peninger – Port Angeles Police Department, Port Angeles, WA
Sergeant Luis Perez – Port of Seattle Police Department, Seattle, WA
Deputy Police Chief Donald E. Poore – Paola Police Department, Paola, KS
Lieutenant Jim Prior – Parker Police Department, Parker, CO
Lieutenant Pete Ragnone – Rapid City Police Department, Rapid City, SD
Sergeant Timothy M. Ratcliff – Castle Rock Police Department, Castle Rock, CO
Chief Deputy Ryan K. Rectenwald – Grant County Sheriff’s Office, Ephrata, WA
Lieutenant Brad Redfearn – Rock Hill Police Department, Rock Hill, SC
Deputy Chief Clifford S. Rosebohm – City of Riverview Police, Riverview, MI
Lieutenant John (JD) D. Ross – El Paso County Sheriff’s Office, Colorado Springs, CO
Chief Investigator John R. Sample – State of AL.-18th Judicial Circuit D.A., Pelham, AL
Special Agent Maria D. Sanfilippo – FBI - Houston Field Office, Houston, TX
Sergeant James Sawinska – Longmont Police Department, Longmont, CO
Captain Frank S. Scalise – Spokane Police Department, Spokane, WA
Chief of Police Donald L. Scheibler – Hays Police Department, Hays, KS
Captain/Chief Investigator James Sears – Jackson County Sheriff’s Department, Pascagoula, MS
Lieutenant Kevin L. Sexton – Haysville, Kansas Police Department, Haysville, KS
Sergeant Robert Sherar – Spokane County Sheriff’s Office, Spokane, WA
Lt. Col. Buddy G. Smith – USAF, Plano, TX
Assistant Chief of Police Joseph R. Sparks – Baxter Springs Police Department, Baxter Springs, KS
Sergeant Greg Stahl – Auraria Police Department, Denver, CO
Lieutenant Gerald Sticker – Mandeville Police Department, Mandeville, LA
Captain Brett W. Stone – Winfield Police Department, Winfield, KS
Lieutenant Steven Stone – Pocatello Police Department, Pocatello, ID
Chief of Police Kevin R. Suedmeyer – Auxvasse Police Department, Auxvasse, MO
Agent in Charge Lad S. Sullivan – Colorado Division of Gaming, Golden, CO
Lieutenant Scott Szoke – Spokane County Sheriff’s Office, Spokane, WA
Chief of Police Stephen Jeffrey Tanner – Kingston Police, Kingston, ON
Undersheriff Mark L. Taylor – Delta County Sheriff’s Office, Delta, CO
Officer Jeffery M. Thompson – Northwest - Shoals Community College Police, Muscle Shoals, AL
Lieutenant Steven Thompson – Rock Hill Police Department, Rock Hill, SC
James W. Tilton – Emporia Police Department, Emporia, KS
Lieutenant Kenyatta Tripp – Rock Hill Police Department, Rock Hill, SC
Captain Billy R. Upton – Wellington Police Department, Wellington, KS
Sergeant Sam C. Varela – Castle Rock Police Department, Castle Rock, CO
Sergeant Dustin Varney – Greenwood Village Police Department, Greenwood, CO
Lieutenant Larry Vaughan – Rock Hill Police Department, Rock Hill, SC
Sergeant Rich Vigil – Auraria Police Department, Denver, CO
Inspector Lee Waddell – Department of Homeland Security, Spokane, WA
Police Officer Joshua Wallace – Chicago Police Department, Chicago, IL
Lieutenant Karen Ward – North Carolina State Highway Patrol, Garner, NC
Chief Michael R. Warren – Ephrata Police Department, Ephrata, WA
Commander Shaun T. West – Fort Scott Police Department, Fort Scott, KS
Legal Advisor Dea Wheeler – Boulder County Sheriff’s Office, Boulder, CO
Captain Isiah White – Orlando Police Department, Orlando, FL
Sergeant William L. Willoughby – Gladstone Public Safety, Gladstone, MO
Chief Richard J. Witthuhn – Aurora MO Police Department, Aurora, MO
Sergeant Paul Wszolek – Sheridan Police Department, Sheridan, CO
Lieutenant Douglas W. Wydick – Cherokee County Sheriff’s Office, Columbus, KS
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The FBILEEDA VISA®
Credit Card offers
 0.00% APR* six-month
introductory rate

 11.90% non-variable APR*
after the first six months

 No annual fees
 Earn Rewards
 Receive a $50 VISA
statement credit**

Tried&True
The Official Card of The FBI Law Enforcement Executive Development Association

 Visit www.jfcu.org to apply online,
or call

800.550.5328

*Annual Percentage Rate. Information current as of December 1, 2011 and subject to change. Membership with Justice FCU must be established via a share account
prior to the approval of the FBILEEDA VISA card application. Subject to credit approval. **FBILEEDA card must be used within the first six months of opening the account or
the $50 credit will be revoked. For current rates, terms, and disclosures visit www.jfcu.org.
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Join us in San Antonio

21st Annual
Executive Training
Conference
May 6-9, 2012

Hyatt Regency San Antonio
123 Losoya Street
San Antonio, TX

