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from the chair
with Scott Sammons · IRMS Chair

Welcome to Bulletin 200! I was going
to write how autumn was here, but as I sit here
writing this it’s currently 22 degrees outside and
glorious sunshine. In October! I suspect, however,
that when this goes out in November, Autumn
will well and truly be here (and if it’s another
heatwave I will just have to eat my words).
As we approach the end of 2017, I’d like a
moment to look back at what a year it has been
for our society. We have launched our new online
website platform, delivered a brilliant annual
conference in Glasgow and held numerous events
all up and down the country on everything from
block chain through to GDPR. And that’s just to
name a few things (you’ll need to read the annual
reports for the full synopsis).
As we enter the end of the year our membership
renewal cycle will start to commence. This will be
the first time you would have been through the
new online renewal cycle so while we have tried
to anticipate every eventuality and need, please
do get in touch if something is wrong or you need
support. The process is designed to be simple

200 Bulletins!
We have come a long way from when Bulletin 1
was published in Autumn 1983. 34 years and
199 Bulletins later we have now published:
25,359,393 keystrokes/characters,
grouped into
4,135,240 words, on
461,079 lines, across
4,088 pages, containing
1500+ news items,
1000+ articles,
250+ regional and special interest group
meetings and
30 annual conference reports.
...200 Bulletins!

and totally managed by you. Once you log on to
the site, in the social platform simply click on the
welcome message on the top right-hand side
and click invoices. You can request a new invoice,
change your details, or pay your membership all
online.
You would have also received a notice saying that
we have automatically assigned you to your local
group based on your work or home address. You
now have access to all the events and discussion
that’s going on your area. If you then want to join
a special interest group based on your sector or
interests then login and have a browse. You as
a member can now connect and share ideas &
discussions with any other member of the IRMS.
The society is now better connected than it ever
has been, the possibilities are endless so if you
haven’t already logged in and had a look,
please do!
In the new year, we’ll also be sending out details
of the leadership team vacancies that we have
coming up and putting out a call for awards
nominations. So, 2017 was busy and 2018 will be
busier still!
Right, what else was on my list. Ah yes! The early
bird discounts for conference come to an end
in the New Year. If you haven’t checked out the
website for conference 2018 yet you should. It’s
our last time at the Hilton Metropole so we want
to reflect on what a great venue it’s been for us
but also look forward to new venues and indeed
the eve of GDPR enforcement (it comes in
that week!!).
That just leaves me to say that as this is the
last Bulletin for 2017 thanks to you all for your
continued support and on to an even
better 2018!
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irmsnews
Last chance to be a speaker
at the 2018 IRMS conference
Have you ever wanted to be part of Europe’s
premier conference on information and records
management? Now you have a chance to present
your ideas and share your experience with some of
the biggest names in the profession.
The IRMS conference has a reputation for being
innovative and thought provoking, so be bold and
wow us! All selected session speakers will receive a
conference pass for the day of their talk, and they

IRMS CONFERENCE

november 2017

will also be able to take advantage of a preferential
rate for the whole conference/social activities. With
a closing date soon upon us, and competition for
speaker slots always fierce, don’t delay in getting
your submission in.
The theme for the conference is ‘Back to the
Future: From Best Practice to Innovation,’ we are
particularly interested in hearing about end user
stories relating to:
• The creation of governance systems for records
management and privacy, including policies,
procedures, roles and responsibilities
• The implementation and ongoing management
of EDRM/ECM solutions
• The practicalities of physical records management
- scanning, space planning, disposal, re-filing,
archiving
All submissions should be with us than no
later than 10 November 2017. Those successful
will be notified by the Conference Director no
later than 1 December 2017. More information
about submissions can be found at <http://www.
irmsconference.org.uk/call>

New Information Officer appointed

20-22 05 2018

Paul Finnis has taken on the role of Information Officer. Paul is a qualified records manager with
extensive experience in the financial services industry, including in relation to risk management
and business process mapping.
Paul’s new role incorporates web content management in collaboration with eDirector Neil
Reeves as well as the data quality remit previously held by Lawrence Rodgers. After months of
hard work improving our membership data in conjunction with the move to the new website,
Lawrence has unfortunately had to step down due to work commitments - we wish him well and
thank him for his important contribution.
Content are two of the five streams in our strategic plan for 2017-18, and incorporate much of
what the society is doing for the benefit of its members. As such, this role will play an integral part
in the Executive Team’s work over the coming months, and we’re delighted to welcome Paul on
board.
IRMS news continues on page 60 >>>>>
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Opportunity calling:
The General Data Protection
Regulation (GDPR)
Matt Anslow

T

he General Data Protection
Regulation (GDPR) is a reform
of the current data protection
rules; it is currently being written
into UK law and will apply to all
organisations who hold personal
data from 25 May 2018.

Penalties for non-compliance
will be “effective, proportionate
and dissuasive” - the Information
Commissioner’s Office (ICO) can administer
(administrative) fines of up to 4% of global
annual turnover or 20 million Euros - whichever
is higher. It is unlikely that we will ever see a
maximum fine, in fact, fines are likely to be a last
resort, though there are other penalties (such as
the enforcement of corrective measures) and
liabilities (for example, the right for any person
who has suffered as a result of an infringement

to receive compensation) that need to be
understood.
One should also consider the reputational
damage that would likely result from the
publication of a breach.
Achieving compliance will take time and money,
but, if managed correctly, there are steps that
present opportunities and can be linked to other
business objectives that provide a return on
investment. >>>>>
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>>>>>
data governance board, comprising representatives
A strategic initiative
from a cross-section of stakeholder groups, if you
The GDPR needs to be dealt with at board level.
haven’t done so already). A good data governance
The accountability principle and the fact that it’ll
programme will naturally address large parts of
have an impact on all areas of the business should
the GDPR; see the articles
facilitate this. Once you accept
as more of a checklist for
that the GDPR is a “boardroom
If there are “fly-bychecking on the progress/
issue” and deem it to be a
nights” in your sector
success/GDPR alignment
strategic initiative, it becomes
of your data governance
an opportunity; an opportunity who refuse to align
programme.
to ensure that your business
is fit for the digital age. As part with the GDPR, there’s
The human element
of the process, you’ll help to
a chance they won’t
Unfortunately, the term “data
futureproof your products and
survive long once
subject” makes it easy to
services and gain competitive
advantage - particularly if you
awareness of the new forget that the GDPR puts
people (your customers, for
are one of the first in your
legislation is
example) back in control of
sector to achieve compliance.
widespread.
their personal data; start to
think strategically about the
GDPR compliant businesses
GDPR by asking questions,
will want to work with other
such as:
GDPR compliant businesses (particularly now
• How can we improve the customer experience,
that, under GDPR, Data Processors share liability
whilst ensuring transparency and building trust?
with Data Controllers), they’ll need to know that
• How do we ensure our customers see the use
their suppliers (and in some cases clients) are
of their data as a benefit?
GDPR compliant… in fact, there’s a good chance
• How do we avoid incidents that could lead to
they’ll want to know that the whole supply chain is
reputational damage, resulting in our customers
compliant. And perhaps equally as important is the
going elsewhere?
fact that consumers are about to become much
• How do we ensure our employees understand
more aware of their rights as “data subjects” - yes,
the consequences of getting this wrong?
the ICO is planning to run a campaign to educate
• How do we win new customers through
consumers on their new rights.
transparency and trust?
Personal data is arguably “your” most important
The answers to questions like those above can
asset, look after it - organisations are now more
be used to form part of your GDPR strategy, that
akin to custodians or guardians of much of the
way the human/customer element won’t get lost
data they hold, not owners - and use compliance
during your journey to compliance.
to drive business. If there are “fly-by-nights” in your
sector who refuse to align with the GDPR, there’s a
Opportunities aplenty
chance they won’t survive long once awareness of
The regulation is far-reaching and the
the new legislation is widespread.
opportunities it presents are therefore wide
and varied. The number (and type) of potential
Don’t get bogged down in the details
opportunities is dependent on many things,
Resist the urge to dive into the text on day
including current organisational maturity and
one, in an attempt to understand and interpret
particularly the maturity of any existing data
every article, to then try to use the articles to
governance initiatives (and level of compliance
drive the project. Instead, gain a good general
with the current Data Protection Act). Whilst
understanding (perhaps paying particular attention
organisations that lack maturity will have more
to the 6 principles (Article 5) and the ICO’s “12
work to do, there’ll be a greater scope to identify
steps to take now”) and use that to shape a data
opportunities and reap the benefits along the way.
governance programme (consider appointing a
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businesses delete the majority of the personal data
Get to know your data
they hold as part of an initial cleansing exercise.
As you get to know your data better (particularly
This might sound severe, but if the data lacks
how it flows through your organisation), you’ll start
legitimacy under GDPR (think back to the original
to realise how revealing the process can be; to
purpose for which the data was collected and how
some, the data mapping exercise is a revelation
long it’s been since you’ve been in contact with
and they use it to review their customer journey
the data subject), then getting rid will instantly
and improve business processes; this can also
reduce risk (it’s a high value, low cost, quick win);
happen quite naturally, as you look to reduce risk
the less you hold, the less you
by minimising the number of
have to worry about, though
data touch points and software
Many organisations
please seek expert advice
applications in use within the
have only ever
before pressing that delete
business - this consolidation
exercise should lead to leaner
accumulated data over key, as it’s sometimes possible
to re-engineer and/or reprocesses and, in some cases,
time and have done
permission the data to restore/
significant cost savings (think
licensing, storage costs and
very little in the way of retain legitimacy. Please also
be sure to check your data
operational efficiency).
data cleansing.
retention policy; you may have
to hold on to the data for
Clean up your data
other reasons/regulations - if you don’t have a data
Many organisations have only ever accumulated
retention policy, then that is one of reasons why
data over time and have done very little in the
you ought to appoint a data governance board.
way of data cleansing - it’s not unusual to see
>>>>>
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>>>>>
Manage your data
The GDPR will force many organisations
to make big improvements in the way
they collect, store, use and delete data;
some will make their first foray into PIMS
(Personal Information Management
Systems) or even MDM (Master Data
Management) as a result. Integrating
PIMS or MDM isn’t essential, but, for
those who are struggling to know where
to start, such a system could provide a
solid foundation for implementation and
help to pull everything together.
Many of the benefits that emanate
from a GDPR alignment programme
will come from improved records
management/data minimisation/better
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data quality, they include:
• Reduced risk exposure
• More efficient marketing campaigns
and customer service
• Improved operational efficiency
• Better and more profitable business
decisions
• A better understanding of customer
habits
Govern your data
And here we are: back at data
governance. Commit to data
governance and use it to form a
holistic approach to data security,
privacy, and related compliance
obligations such as the GDPR. Do it
well, embrace the GDPR, and your
efforts will be rewarded.

The Author
Matt Anslow of Citric
Data Protection has a
background in corporate
and consulting IT disciplines
and became experienced
in data governance and
ISMS whilst performing the
role of IT Manager/Director
in a number of sectors.
Matt now specialises
in data protection and
privacy, to which he takes
a holistic approach; he has
become known for helping
businesses to see the GDPR
as an opportunity and to
exploit the potential benefits
to emanate from it.

Matt can be contacted at
<matt.anslow@citrichq.com>

GDPR controls frameworks how do you know if they are
any good?
Stewart Room

I

t might be surprising to know that,
despite a very long history of laws,
regulations and operational practices
- nearly 50 years in Europe - there is
no consensus on what a good controls
framework for Personal Data Protection
actually looks like.

The need for a controls framework
Back to first principles, the law says that
controllers and processors of personal data have
to take “appropriate technical and organisational
measures” to deliver good outcomes for these data
(see GDPR Art. 24, 28 & 32). This is legal language
for a controls framework.

This paper attempts to shine some light on what
good looks like, or more accurately where a good
one comes from. It also attempts to show the
difference between controls frameworks and
Privacy by Design (PbD).

Applying this to the GDPR, a good controls
framework will deliver the Data Protection
Principles (fairness, accuracy etc); the Data Subject
Rights (subject access, portability etc); and the new
“build requirements” of the law >>>>>
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>>>>> (accountability, privacy impact
assessments, PbD etc).

Basically, the legal strength of the controls
framework is linked to the hierarchy.

Obviously, a GDPR controls framework that doesn’t
address all these matters will have restricted or
limited value.

The hierarchy involves:
1. Controls that originate from the language of
legislation.
2. Controls that originate from judicial
decisions.
3. Controls that originate from regulatory work
programmes.
4. Controls derived from “the consensus of
professional opinion”.
5. Controls derived from “custom, practice and
experience”.

The hierarchy of controls, their origins and
their legal strength
When building or commissioning a controls
framework, it is important to understand that there
is a natural “hierarchy” of controls, which is based
on the origins of the controls.

When building or
commissioning a
controls framework, it
is important to
understand that there
is a natural
“hierarchy” of controls,
which is based on the
origins of the controls.
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This idea of a natural hierarchy isn’t limited to data
protection, or GDPR. It is a general point of law.
Why is the legal strength of a controls
framework important?
The legal strength of a controls framework matters
because the GDPR is a piece of law, and therefore,
the resolution of any questions or disputes about
compliance is ultimately a legal matter. Putting
this slightly differently, if there is a dispute, which
cannot be resolved by agreement, only a judge can
make a finding about the quality of the controls.

the regulatory investigations and perhaps highly
compelling if the auditor is truly expert. However,
the regulator is not obliged to agree with the
auditor. This is because the auditor is subservient
to the law. And the regulator is subservient to the
judges.
Therefore, all experts have to acknowledge the
legal framework in which they operate.

A practical example is as follows:
Example - how professional negligence cases
are resolved
Imagine the situation of a medical accident, say
A good way of looking at this would be to think
where surgery goes wrong. The patient argues
about how data protection audits work and where
that the operating surgeon breached his duty of
they sit in the overall hierarchy of things. Basically,
care, because he should
auditors will form judgments
about compliance based on
Basically, auditors will have used a different medical
but the patient
the presence or absence of
form judgments about procedure,
needs expert evidence from
particular controls. Therefore,
compliance based on
another surgeon to be able
the quality of controls seems
to make out his case. The
to be an audit point. However,
the presence or
operating surgeon says that
if the organisation suffers
absence of particular
his choice of procedure was
operational failure, say a
right, that the accident was an
personal data breach or an
controls.
unavoidable risk, that the other
inability to properly deliver
surgeon’s opinion is wrong and that there was no
subject access, the issue of compliance will
breach of the duty of care. The dispute can only be
not remain an audit matter. It will move up the
resolved by the judge in court, who listens to the
hierarchy. The issue moves up the hierarchy, to the
expert medical evidence from both sides and then
regulator and then to the judges, if need be, who
decides which expert he prefers.
will be guided by the legislation and precedent
(previous binding case law).
This example proves three things:
Therefore, controllers and processors will want to
• In the event of an intractable dispute relating
know how strong their controls frameworks are in a
to a breach of a duty of care, the process of
legal sense.
resolution is always a legal one.
This is not a disguised play to make lawyers the
• All experts (surgeons, in this case) are subject
most important people in the world of the GDPR.
to the judgment of the law.
Controls that originate from the consensus of
professional opinion and from custom, practice and
• However, the law will always take into
experience are developed by a much wider pool of
consideration the opinions of genuine
experts, including risk professionals, management
experts.
consultants, engineers and scientists. Further, this
view recognises that the contents of legislation, the
Hopefully, the implications for the design of
basis of court judgments and the trajectories of
controls frameworks for the GDPR are clear, but I
regulatory work programmes are all influenced by
will spell them out anyway. If a controls framework
the wider pool of expertise.
is not drawn from the top three layers of the
hierarchy, then its strength will rest on the expertise
So, returning to the previous example, the auditor’s
of its creator. >>>>>
positions may be relevant in the conclusion of
INFORMATION AND RECORDS MANAGEMENT SOCIETY 13

>>>>> If the creator is not expert, the controls
framework is valueless.
So let’s look at the fourth and fifth layers of the
hierarchy.

they haven’t been designed for GDPR. Moreover,
even examples like GAPP and PIMS are not yet
recognised by EU law: they are not baked into
legislation and they never will be, nor have the
judiciary opined on their worth. They currently live
in an unhappy grey area of uncertain strength.

Industry and professional standards controls within the consensus of professional
opinion
The fourth layer is controls derived from industry
and professional standards, such as ISO standards
and codes of practice issued by professional
bodies.

Instead, what is going on is that people working
in data protection are now trying to borrow and
stitch together non-data protection standards and
codes to form GDPR controls frameworks. This
is a helpful endeavour, but the strength of these
controls frameworks may be considerably weaker
than perhaps has been thought, due to them not
having been tested by the legal
An expert management system, or, in fact, having been
accepted by the consensus of
consultant will operate opinion in the data protection
field. If they are stitched
within conditions of
together by one person, rather
client confidentiality,
than a consensus of people,
they have to be treated with
which prevents them
caution: remember, it is the
from disclosing
meeting of expert minds that
particular facts and
creates strength.

These standards are intended
to represent the “consensus
of professional opinion” on
the subject matter at their
heart. In other words, they
are a meeting of the minds
of a community of experts, in
contrast to the views of one
person. Their legal strength
draws from this expert
meeting of minds. And the law
accords them recognition as
matters to
a result. I cannot overplay the
world.
significance of this point: it is
the meeting of expert minds
that creates consensus. Returning to the medical
world, this is why serious researchers always
publish papers for peer review.

In an “influence sense”, controls from the
consensus of professional opinion may be afforded
more weight in business than the other layers of
the hierarchy, perhaps because they operate in
a larger zone of understanding and acceptance
than the others (there are a lot more security
professionals than lawyers, for example).
However, in the data protection world, it is
very much the case that the influence of these
standards is lower than would otherwise be
expected. This is because the consensus of
professional opinion hasn’t really coalesced
around standards and codes for data protection,
save for a few notable attempts, such as GAPP
(Generally Accepted Privacy Principles) in the US
and PIMS (Personal Information Management
Systems) in the UK, but it has to be stressed that
14 BULLETIN 200 · NOVEMBER 2017

the wider

Controls from custom,
practice and experience
Finally, there are controls
derived from custom, practice and experience.
They have a role to play, but their strength is at the
lower end of the spectrum.
Ultimately, their value turns on the expertise of the
people behind them, which necessarily causes a
debate about the meaning of the expertise. There
is case law on this issue, which shows that the
concept of expertise is highly nuanced. However,
what is crystal clear is that expertise is not a selfdeclared concept. Nor does it flow simply from
passing exams, or from having held an office. And
being an expert in one area, doesn’t constitute
expertise for every area.
Things that are not a matter of record confidential and danger zones
An expert will have experience and insights that
are not matters of public record. For example, an
expert management consultant will operate within
conditions of client confidentiality, which prevents
them from disclosing particular facts and matters

called into question. The most obvious danger
to the wider world. However, those confidential
zone is where the controls framework purports to
matters will inform their opinions and the value of
derive from the legislative, judicial or regulatory
them. Therefore, a controls framework based upon
zones, but where the origin of the controls cannot
custom, practice and experience does not have to
be identified. In other words,
flow completely from matters
The presence or
a person who says that they
of public record.
absence of matters of have knowledge of the top
three layers of the hierarchy
However, the presence or
public record can
should be able to pinpoint with
absence of matters of public
record can signal a “danger
signal a “danger zone”, accuracy the origins of any
controls derived from those
zone”, where the strength
where the strength of
layers. >>>>>
of the controls framework is

the controls framework
is called into question.
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>>>>> For example, imagine a situation where
a controls framework purports to be built upon
regulatory practice. This could point legitimately
to documents of public record (such as publicly
available enforcement cases, which underpin the
PwC Privacy and Security Enforcement Tracker, for
example, or guidance documents, such as ICO
codes of practice). It would also be legitimate for a
person to say that they have insight into regulatory
positions, as a result of acting in real regulatory
cases, albeit that the details would be confidential.
In these situations, the “safety net” against
distortion is the fact that the others can attest to
the truth of the claims being made.

believe that regulators will take action under the
GDPR against you, then it might not matter at all.
But, if you think that there is a chance of legal
exposure for your organisation, then you need
to understand your controls framework and the
strength of it. If you do not know the origins of the
controls framework that you are applying, then you
should try to find out. Otherwise, you are carrying
unascertained and non-quantified risk.

Controls frameworks and PbD
Finally, a few words about controls frameworks
and how they interact with PbD. Putting it bluntly,
they are not the same thing. Controls frameworks
provide a relatively blunt
In contrast, a controls
for looking for
framework based upon what
If you think that there instrument
the presence or absence of
the regulator has told someone
is a chance of legal
things that are consistent
off the record, for instance, in
with attempts to deliver good
a social environment, would
exposure for your
outcomes; in this case, for
be of no value whatsoever,
organisation, then you data protection. They are not
because of the lack of
intended to be, nor can they
verifiability and the inherent
need to understand
be, a blue print for actually
ambiguity of the ad hoc
your controls
delivering good outcomes.
situation.

framework and the
it.

I would advise any lone
strength of
expert, who is trying to build
a controls framework, to build
a consensus of professional opinion around their
work, wherever possible. That would be minimum
good practice.
Origin, origin, origin (and for good measure,
origin)
In conclusion, the only way a controller or
processor can have full confidence in a controls
framework is if it states its origin, in the sense
of describing from which part of the hierarchy it
derives and the materials that underpin it. If the
origin is limited, then the limitations have to be
stated. This statement of limitation provides the
only benchmark against which the strength of the
controls framework can be judged independently.
But why does any of this matter?
Ultimately, this matters if you feel that the GDPR
may create legal exposures for your organisation.
If you don’t sign contracts, if you’re not publicly
listed, if you don’t think that individuals will pursue
compensations claims against you, or if you don’t
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Let’s take the idea of
pseudonymisation in the
pharmaceuticals sector, which
is an important issue for pharmacovigilence (PV).
A controls framework may test for the presence
or absence of a PV Policy, a policy owner and
perhaps a coding strategy. However, to deliver
pseudonymisation in practice, scientists, engineers
and programmers will have to be engaged
alongside other experts.
They will operate at a level
of detail and granularity
that a controls framework
cannot replicate.
In other words, controls
frameworks and PbD
are different things, with
different purposes, albeit
they work together with
the same overall aim,
namely: delivering good
outcomes for personal
data.
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Data Protection Impact
Assessment Guidelines
Annette Hogan and Lorraine Power

F

ollowing the publication of its
guidance on a number of elements
of the General Data Protection
Regulation (GDPR) (the right to data
portability, Data Protection Officers,
and identifying the lead supervisory
authority), the Article 29 Data Protection Working
Party (WP29) has now published further
draft guidelines on Data Protection Impact
Assessments.

Examples of “high-risk” processing
The guidelines suggest some criteria that should be
considered in assessing whether the processing of
personal data is likely to be considered “high risk”.
These include where the processing involves:
• evaluation or scoring, including profiling and
predicting, especially relating to an individual’s
performance at work, economic situation, creditworthiness, health etc >>>>>
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• data processed on a large scale – “large scale” to
be interpreted by reference to matters such as
the number of data subjects, volume of data, and
the duration/permanence and geographic extent
of the data processing;
• data concerning “vulnerable” data subjects –
examples of such persons include employees,
children, the mentally ill, asylum seekers, the
elderly, patients - any case, according to the
WP29, where there is an imbalance in the
relationship between the data subject and the
controller;

The guidelines indicate that,
as a rule of thumb, processing
involving two of the criteria
will be “high risk” and require
a DPIA. Processing involving
only one criterion may not
require a DPIA.
• the innovative use of technology (eg combining
use of fingerprint and face recognition for
improved physical access, control, etc) or
technology involving novel forms of data
collection and usage (eg certain Internet of
Things applications);
• data transfers outside of the European Union.
The guidelines indicate that, as a rule of thumb,
processing involving two of the criteria will be “high
risk” and require a DPIA. Processing involving only
one criterion may not require a DPIA; however,
this will need to be assessed on a case by case
basis. As one would expect, in cases where it is not
clear if a DPIA is required, the WP29 recommends
carrying one out.
Timing of DPIAs
DPIAs will only be required for relevant processing
operations initiated on or after 25 May 2018. While
the WP29 “strongly recommends” that DPIAs be
carried out in relation to existing operations, this
is not required unless the processing changes
significantly eg where new technology is introduced.

The WP29 emphasises that, consistent with the
data protection by design and default principles
of the GDPR, a DPIA should be carried out
in advance of the relevant processing. The
WP29 further recommends that, as a matter of
good practice, a DPIA should be continuously
carried out on existing processing activities and
should be re-assessed every 3 years (or sooner,
depending on the nature of the processing, type
of technology, etc).
Process and methodology
The guidelines include a chart suggesting a
process for carrying out a DPIA. However, they
also emphasise that data controllers have flexibility
under the GDPR to determine the precise nature
and form of the DPIA. Helpfully, they clarify that
the form of the DPIA can be incorporated within
existing practices and risk assessment frameworks
(eg ISO standards). In this regard, the guidelines
also include examples
of existing EU DPIA
frameworks which can
be used, including ones
previously published by
the French and UK DPAs.
In addition, Annex 2 of
the guidelines includes
a helpful checklist which
data controllers can use
to assess whether a DPIA,
or the methodology
used to carry out a
DPIA, is sufficiently
comprehensive to comply
with the requirements
of the GDPR. Many
organisations will be
starting at this stage to
establish the format/
methodology for DPIAs
in readiness for the
(rapidly advancing) May
2018 GDPR deadline,
and should find these
guidelines helpful.
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Data protection accountability - do
you need a Data Protection Officer?
Michelle Goddard

T

he General Data Protection
Regulation (GDPR) will be
enforced in the UK, by the
Information Commissioner’s
Office (ICO), from 25 May 2018.
This means that organisations
processing personal data should be working
through a comprehensive compliance

programme that will ensure that they are ready
to address the new requirements in the data
protection framework.
Information management professionals have
always been well placed to advocate good data
management within their organisations and
embedding a privacy-centric culture >>>>>
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>>>>> through organisational processes,
policies and practices (with suitable technical
safeguards) will be vital in this new environment.
Data protection by design and default is at the
core of the GDPR – supported, on one side, by
transparency (which ensures full information is
provided to individuals) and, on the other side,
by accountability (which makes organisations
responsible for taking appropriate actions to
protect personal data). Accountability requires
organisations to put in place and document
appropriate effective technical and organisational
measures. For many organisations, the presence
of a Data Protection Officer (DPO), with formal
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responsibility for ensuring data protection
compliance within the organisation, will be an
important part of meeting this accountability
requirement.
Appointment of a DPO
The appointment of a DPO is compulsory in
specific circumstances, generally relating to “risky”
processing. In light of this, all organisations using
personal data need to examine whether their
core organisation activities involve:
• regular and systematic monitoring of individuals
on a large scale
• processing of sensitive personal data (racial or
ethnic origin; political opinions; religious beliefs;

membership of a trade union; physical or mental
health or condition; sexual life; sexual orientation,
biometric data used to identify; genetic health
data) or data on criminal convictions and
offences on a large scale
• is data processing activity carried out by a public
authority
Guidance from the grouping of EU data protection
authorities (the Article 29 Working Party) has made
clearer the types of organisations that are likely
to be affected. Organisations processing personal
data on a large scale, such as those in behavioural
advertising, online tracking, fraud prevention,
detection of money laundering, administering
loyalty programs, running CCTV systems, and
monitoring smart meters, will be caught by the
DPO requirement.
If you are uncertain as to whether your organisation
activity requires appointment of a DPO, it may
still be useful to designate a DPO as a central
compliance activity and to assist in fulfilling
accountability requirements. But take care with
what you call the role. If a DPO is appointed, even
on a voluntary basis, all the statutory protections
designed to enshrine independence will apply.

Skills and expertise
Suitably qualified DPOs need to have integrity
and high ethical standards. The appropriate level
of expert knowledge will relate back to the data
processing operations carried out and the level of
protection required for the personal data being
processed. For example, if the data processing
activity is particularly complex, or involves a large
amount of sensitive data, the DPO may need a
higher level of expertise and support.
Although largely a matter of common sense, some
of the essential skills and expertise you would
expect the DPO to possess include:
• expertise in national and European data protection
laws and practices, including an in-depth
understanding of the GDPR
• understanding of the processing operations
carried out
• understanding of information technologies and
data security
• knowledge of the organisation sector and the
organisation
• ability to promote a data protection culture within
the organisation

In-house or external recruitment/appointment
Organisations who appoint a DPO must provide
Role of the DPO
the necessary resources to fulfil the job and grant
The DPO plays both an internal and external
the DPO significant independence with a direct
role by acting as a compliance focus within the
reporting line to the highest management level.
organisation and providing an
This is underpinned by statutory
accessible contact point for
protection for their job security,
Take care with what
individuals and the ICO. Roles
which expressly prevents
will vary between organisations, you call the role. If a
dismissal or other sanctions
but will include:
DPO is appointed, even on grounds that relate to their
• informing their organisation
performance of the DPO tasks.
on a voluntary basis,
and its employees of their
obligations under the GDPR
You can appoint an internal
all the statutory
and other relevant data
DPO or outsource the
protections designed to position to suitably qualified
protection laws
• monitoring compliance with
enshrine independence consultants on the basis of a
the GDPR and other relevant
service contract. If you choose
will apply.
data protection laws, and
an internal DPO, the DPO
with the organisation’s data
cannot be responsible for
protection policies
tasks which are in conflict with the requirement
• providing advice on data protection impact
of independence, so avoid appointing persons in
assessments, where requested, and monitor their
senior managerial or information technology roles,
performance
such as the Chief Operating Officer, Information
• cooperating with the ICO
Technology Director or Head of Human Resources.
• acting as a point of contact for the ICO
>>>>>
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Now is the time to act
GDPR goes beyond current law in demanding
higher standards for organisations processing
data. Appointing a DPO may be a helpful step in
creating a privacy-centric compliant organisation.
So, at this point, take stock:
• Determine whether a DPO appointment is
necessary or desirable. Even if you decide that
a DPO is not necessary, you need to document
the rationale behind this, and make available to
the ICO, if requested
• Decide between outsourcing the role or
appointing an employee
• Consider any conflicts of interest before
appointing a current employee to a shared
DPO role
• Ensure sufficient autonomy and resources
• Once appointed, publish contact details and
advise the ICO
Remember that failure to appoint a DPO where
required can lead to fines of up to €10,000,000
or 2% of the organisations worldwide turnover,
depending on which amount is higher. But,
as with many GDPR obligations, see this a
fundamental building block that allows a reset of
privacy culture and encourages a privacy-centric
approach to flourish within an organisation.
The UK Data Protection Bill, published on 14
September 2017, will make its way through
Parliament over the autumn, so keep up to date
to see whether the UK takes advantage of the
flexibility to make any additional requirements in
this area.

GDPR goes beyond current
law in demanding higher
standards for organisations
processing data.
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T

he CCTV industry
has, almost from
its inception,
been portrayed in
popular culture as
the unofficial face
of unaccountable surveillance
overreach and invasion of
privacy. This position has been
cemented by a popular perception
of a lack of transparency and public
engagement on the part of its users.
More recently, it has become the
unwilling poster child for the hazards
of engaging with the Internet of
Things (IoT). The General Data
Protection Regulation (GDPR) thus
provides a welcome opportunity for
the CCTV industry and its users to
tackle this negative image head-on.

Watching the
watchers: CCTV, the
GDPR and the third
wave of data privacy
regulation
Andrew Charlesworth

Introduction
CCTV camera systems are a
ubiquitous feature of modern
Britain. Estimates of current camera
numbers run as high as 5.9
million, in locations as diverse as
homes, schools, surgeries, housing
associations, businesses and public
spaces. Installed CCTV systems
vary widely in quality and capability,
ranging from basic home security
systems to high-definition systems
containing advanced >>>>>
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>>>>> features including facial and gait
recognition. Between them, these systems can
capture and store vast amounts of data, including
personal data. It is said a person living in a UK
urban area may be captured by 30 different
systems on a daily basis. This brings those systems
and their operators within the scope of national
privacy and data protection laws.
To date, UK regulation of CCTV has been
relatively light touch: operators must demonstrate
compliance with the Data Protection Act 1998
when processing data, including the Information
Commissioner’s non-binding CCTV Code of
Practice 2015, as well as the Surveillance Camera
Commissioner’s non-binding Surveillance Camera
Code of Practice 2013.
The latest wave of international data protection
rules, notably the EU’s General Data Protection
Regulation 2016, will place significant new
obligations on operators, and the Court of Justice
of the EU’s decision in Rynes means those
obligations apply more broadly.
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Avoiding liability in this new regulatory environment
requires operators to be proactive in assessing,
improving and ‘evergreening’ their compliance
efforts. ‘Tickbox compliance’ will no longer
suffice, as the ability to demonstrate assessable
and auditable accountability for data processing
becomes the new norm.
Careful review of the use, effectiveness and
security of legacy systems and operational
processes will thus be essential, as will the
incorporation of data privacy assessments into
procurement and updating practices.
Developing technologies, such as cloud computing
and the IoT, provide new possibilities for CCTV
users and service providers, but also demand
a reassessment of the nature and scope of
contemporary data protection risks. The GDPR
provides a range of compulsory and voluntary
measures that, if effectively utilised and promoted,
will allow the CCTV industry to develop a robust coregulatory relationship with regulators, and provide
new technologies and services, while reducing

These concerns led to the development of
risk of data protection breaches. It also provides a
international agreements and guidelines that set
significant opportunity to enhance the industry’s
a baseline standard for data protection, notably
public image as a valued and trusted service, rather
the OECD’s Guidelines on
than an unaccountable and
the Protection of Privacy
privacy-invasive ‘eye in
It is possible, when
and Transborder Data Flows
the sky’.
reviewing the history
of Personal Data (1980)
and the Council of Europe’s
Initially, regulation
of data protection
Convention 108 for the
gave scope for national
regulation, to discern
Protection of Individuals with
variations
By the early 1990s, differences key shifts or ‘waves’ in regard to Automatic Processing
of Personal Data (1981). The
between EU Member State
international
principles contained in these
data protection laws (and the
regulation, and to
were the dominant influence
fact that some had no laws at
on national regulation across
all) led the EU Commission
examine the effects
Europe, including the UK Data
to propose a harmonising
they have had, and will Protection Act 1984 (DPA
Directive.
1984), until the 1990s. A
have, upon the UK
key distinction between the
It is possible, when reviewing
regulatory regime.
Guidelines and Convention
the history of data protection
was the former’s primary focus
regulation, to discern key
on international business facilitation and the latter’s
shifts or ‘waves’ in international regulation, and to
more human-rights-based approach.
examine the effects they have had, and will have,
A similar split could be seen in national legislation.
upon the UK regulatory regime.
The UK DPA 1984 was trade-focused; the word
‘privacy’ appearing nowhere in its text. The German
The first wave began during the mid-70s, when
equivalent, by contrast, was explicitly linked to
concerns began to arise in various countries about
constitutional rights.
the ‘database society’ - the ability of government
and corporations to accumulate and process large
By the early 1990s, differences between EU
amounts of data about an individual from disparate
Member State data protection laws (and the
sources. As countries reacted to these concerns

1980

Transborder data
flows of personal
data

1981

1984

Council of
Europe’s
Convention 108

UK Data
Protection Act
1984

1995

by passing national laws controlling the processing
of personal data by computer, it became apparent
that, without some international consensus, there
was a risk of creating both ‘data havens’ and undue
barriers to the transnational flow of personal data.

1998

Data Protection
Directive
(95/46/EC, DPD)

Data Protection
Act 1998
(DPA 1998)

EU’s General
Data Protection
Regulation 2016

2018

fact that some had no laws at all) led the EU
Commission to propose a harmonising Directive.
After several years of political
wrangling, the Data Protection Directive (95/46/
EC, DPD) emerged, and Member States >>>>>
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>>>>> were required to implement it in
national law - in the UK, the Data Protection Act
1998 (DPA 1998). The Directive took a broadly
human-rights-oriented approach, but left a wide
range of discretion to the Member States. This
meant that Member States could differ significantly
in their implementation, not least in defining critical
terms, such as ‘data controller’, ‘data processor’,
‘sensitive data’, ‘anonymous data’, ‘consent’, ‘third
party’, ‘establishment’ and ‘equipment’.

scope of EU legislation. These ongoing changes,
and their impact on data processing practices, mark
a key transition - the third wave of data privacy
regulation.
A central element of that third wave is the
EU’s General Data Protection Regulation ((EU)
2016/679, GDPR), which comes into force in
May 2018.

When it enters into force in 2018, the GDPR will
replace the Data Protection Act 1998. Unlike a
Yet, divergence in national implementation within
Directive, a Regulation does not require a Member
the EU has not prevented the Directive becoming
State to create new legislation – it automatically
a key international model over the last 20 years.
becomes part of the Member State’s law. This
Its principles and processes can be seen to have
means, initially at least, that the UK has much
influenced national laws worldwide - and this
less scope for creative interpretation of the EU
comprises the second wave of data protection
legislation, although national
regulation. In practical terms,
an organisation meeting the
Divergence in national judicial interpretation will
inevitably still lead to some
requirements of the EU DPD
implementation within differences between Member
will currently ensure a high
States’ practices.
level of compliance with the
the EU has not
majority of, if not all, current
prevented the Directive It is also unlikely that Brexit
data protection regimes
becoming a key
will significantly affect the
worldwide.
application of the GDPR. It will
international model
come into force before the UK
The worlds of 1995 and today
over the last 20 years. leaves the EU and, after Brexit,
are very different places if the UK makes significant
technologically, socially and
changes to its data protection law, the CJEU could
politically. Widespread access to the Internet and
decide that the revised UK law does not provide
mobile communications, the rise of e-commerce
adequate protection to personal data, making
platforms and social networks, cloud computing,
transfers of personal data from the remaining EU
and the development of the IoT are just some of
states by UK companies more difficult.
the technological innovations that have significantly
altered both the data protection environment and
It is important to note that the GDPR also applies
public perceptions of what constitutes acceptable
to all data controllers and processors outside the
data processing.
EU who process the personal data of citizens
within the EU.
Technology created a need for change and
the GDPR 2016
Core data protection principles will be
Over the same period, the variety of regulatory
retained
practices worldwide developed with public,
While the regulatory approaches of the first wave of
academic, corporate, and governmental
international data protection regulation have dated,
engagement and cross-fertilisation has produced
the underlying principles of the OECD Guidelines
valuable evidence about the advantages and
and CoE Convention have demonstrated an
disadvantages of particular modes of data
enduring robustness in practice. These principles
protection regulation.
are:
This has led, firstly, to review and revision of
existing international agreements and guidelines
and, secondly, to a refocusing of the nature and
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• Collection limitation: there should be limits to
the collection of personal data, which should be
obtained by lawful and fair means and, where

appropriate, with the knowledge or consent of
the individual.
• Data quality: personal data should be relevant to
the purposes for which they are used, and should
be accurate, complete and kept up-to-date.
• Purpose specification: the purposes for which
personal data are collected should be specified
and any subsequent use must be limited to that
specification.
• Use limitation: data should not be disclosed,
made available or otherwise used for purposes
other than those specified, except a) with the
consent of the individual or b) by the authority
of law.
• Security safeguards: data should be protected by
reasonable security safeguards to protect against
loss, destruction, use, modification or disclosure.

• Openness: there should be a general policy
about openness with respect to personal data.
• Individual participation: an individual should
have the right to find out information about
their data and to have incorrect data erased or
rectified.
• Accountability: a data controller is accountable
for complying with these measures.
Ongoing reforms to the OECD Guidelines and
CoE Convention, and the GDPR, have built on
these principles to encourage their incorporation
into data controller workflows, via requirements
for data management programmes, Privacy by
Design and privacy impact assessments and the
promotion of accountability frameworks.
>>>>>
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Data privacy applies to public and private
The GDPR shifts focus from compliance to
CCTV
accountability
The UK has been relatively permissive in its
A significant criticism of the EU data protection
approach to the deployment of CCTV systems.
directive has been that it tended to obstruct
Other EU countries place much stricter rules on the
corporate innovation in data privacy, by directing
permanent installation of cameras, particularly in
the attention of data controllers to compliance
public spaces.
with particular regulatory requirements, rather
than encouraging them to seek out and address
Any national data protection-related law which
non-compliance-related weaknesses, or to think
seeks to cover CCTV has to address a wide range
about data privacy issues holistically. The GDPR,
of systems in place across the
in contrast, draws upon
UK, both public and private,
developments from other
A significant criticism
ranging from household
jurisdictions, such as Privacy
of the EU data
setups through workplace
by Design and privacy impact
and business security and
assessments, as part of a shift
protection directive
monitoring systems to
from a focus on compliance to
a more reflexive accountability. has been that it tended large-scale public sector
implementations, such as city
to obstruct corporate
centre monitoring systems and
For both data controllers and
innovation in data
travel control cameras. The
processors, the impact of this
cost of basic CCTV cameras,
refocusing will be that they
privacy.
including those with the ability
have to adjust from thinking
to transmit captured data
primarily about ‘shallow’
wirelessly, and to store and display it via Internet
data privacy compliance to addressing ‘systemic’
services, is now well within the reach of ordinary
data privacy impacts and risks. Moving from
members of the public.
compliance to accountability may, for example,
mean that, while it may currently be possible to
Systems may be monitored and recorded by
meet compliance criteria easily, eg addressing the
human operators, but many are set up to record
data subject’s right to information by providing
images without human intervention. Data from
particular information to data subjects at a
such systems will usually be retained for a set
particular point in time - in other words, ‘ticking
period of time and then erased or recorded
the box’ - demonstrating ongoing and meaningful
over. Recording may be continual, or initiated by
accountability will require more thought.

Woolley v Akbar (2017)
The situation under the Data
Protection Act 1998 is concisely
summarised in the recent
Scottish case of Woolley v Akbar
(2017), a dispute between
two householders. It had been
thought that home CCTV systems
were exempt from the DPA 1998,
but in Case C-212/13 Rynes,
(2014) the Court of Justice of the
European Union (CJEU) held that
video surveillance that covers,
even partially, a public space does
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not fall within the exemption for
domestic use. A installed a CCTV
(and audio) recording system
that deliberately covered W’s
private property, and recorded
and stored data from which W
could be identified, making W
a ‘data subject’. This brought A’s
activity within the Data Protection
Act 1998. A then proceeded to
breach the DPA 1998 in a variety
of ways:
• When A processed (here, the
recording and storage) the

video, including personal data
of W, she was acting as a ‘data
controller’. Data controllers
must be registered with the
Information Commissioner
(unless specifically exempted),
and for 18 months A was not.
• Data controllers are supposed
to inform data subjects of
the processing of their data,
including the extent of coverage
and the use being made of it.
With CCTV camera systems,

environmental trigger factors, such as movement.
Specialist systems may include additional
features, such as audio capture, and identification
technologies, such as facial and gait recognition.
Until recently, the UK courts had held that damages
for breach of the DPA 1998 could only be awarded
where a data subject had suffered monetary loss,
but in the case of Vidal-Hall v Google Inc. (2015)
the Court of Appeal ruled that damages could be
awarded solely for distress. This is aside from any
damages that might now be claimed for breach of
private information if a CCTV controller knowingly
discloses footage of an identifiable individual to a
third party or the public without their consent, as in
Peck v UK (2003).

this usually involves a sign
indicating recording is occurring,
the purpose for which it is
occurring and who the data
controller is. A failed to provide
any information.
• When W requested information
about the data recorded,
including copies of the data,
under their data subject access
rights in the DPA 1998, A failed
to provide any information
about the recordings.

The Information Commissioner has produced a
code of practice for the use of surveillance cameras
under the DPA 1998 which provides advice and
recommendations for DPA compliance. The code
of practice is not legally binding, but the ICO will
consider the extent to which a CCTV operator has
adopted measures in the Code when assessing
complaints.
The GDPR requires major changes by all
CCTV users
Under existing data protection law, operators of
CCTV systems, large and small, have clear and
specific obligations to individuals whose data they
transmit, record and store, and breaches of those
obligations can carry both financial >>>>>

• A’s system held the recorded
data for 5 days. The DPA 1998
requires that personal data
should not be kept longer than
necessary for the purpose for
which it is collected. The 5
days period was simply the
system’s default. A arguably
had no legitimate purpose
for collecting the data, and,
even if she did, she failed
to demonstrate that it was
necessary to keep the data for
5 days.

A’s breaches cost her over
£17,000 in damages for distress
caused to W by breach of their
data protection rights. The court
in Woolley v Akbar was not asked
to consider whether it was kept
appropriately secure, whether the
data processed by A was accurate
and up to date, or whether it
might be transferred outside
the EEA, but these matters,
especially security, would also
be considerations for other data
controllers running CCTV systems.
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>>>>> and reputational penalties. What
then are the implications of the third wave of
data protection regulation for operators of CCTV
systems?
The following sub-sections indicate key changes of
relevance to the deployment of CCTV.
Data protection principles
The GDPR maintains the same underlying
principles as the Data Protection Act 1998, but
emphasises that processing should be highly
transparent to data subjects ie that it should be
clear to the individual where, when, how and by
whom their data will be processed. This will impact
provision of signage and fair processing notices
about CCTV usage. It also gives greater emphasis
to the requirement that data controllers not just
accept accountability for compliance, but they can
clearly demonstrate their processes for ensuring
accountability, discussed below.
Lawful processing and special categories of
personal data
The GDPR contains similar conditions for lawful
processing of personal data as the DPA 1998. The
fact that video imagery may involve the processing

of special categories of personal data, including
that revealing racial or ethnic origin, or biometric
data for the purpose of uniquely identifying a
natural person, may mean that, where CCTV is
deployed on the basis of data subject consent, eg
by housing associations, in some circumstances,
data controllers will need to show that consent is
both explicit and ‘freely given, specific, informed
and unambiguous’.
As far as public authority use of CCTV systems is
concerned, it should be noted that the condition
that the processing of personal data is ‘necessary
for the purposes of legitimate interests pursued
by the data controller’ will not apply to public
authorities. Instead, a public authority will need to
consider whether it can plausibly make use of one
of the other conditions, eg ‘performance of a task
carried out in the public interest’.
Accountability
A carrot for data controllers in the GDPR is the
removal of the notification/registration process,
where data controllers must register with the
ICO before beginning processing personal data.
However, this is balanced by new operational
obligations upon data controllers to demonstrate

A carrot for data controllers in
the GDPR is the removal of
the notification/registration
process, where data
controllers must register with
the ICO before beginning
processing personal data.
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that they have adopted and maintain technical
and organisational measures enabling them
to meet their responsibilities under the GDPR.
Accountability measures thus assume a much
greater prominence in the regulatory framework.
For example,
Privacy by Design: data controllers will need to
be able to demonstrate how they have assessed
and incorporated data compliance measures
into their data processing activities, and be able
to show specific examples of practice, eg for
CCTV systems, incorporating pseudonymisation
techniques into systems (eg the ability to blur
faces, or otherwise mask identity, in outputs) and
setting clear policies as to when these techniques
are to be used.
Privacy Impact Assessments (PIA): PIAs are a
form of pre-processing risk assessment designed
to identify and minimise risks to privacy and data
protection non-compliance. They have previously
been recommended by the ICO, but the GDPR
makes them mandatory for ‘high-risk’ processing.
Specifically mentioned in the GDPR as a ‘highrisk’ processing activity is large-scale, systematic
monitoring of public areas, eg by CCTV. Factors

that may also raise risk include the involvement
of ‘vulnerable data subjects’, eg children and
employees, who are less able to object to
surveillance.
A PIA will require a description of the envisaged
processing and the purposes of the processing
(including any legitimate interest pursued by
the controller); an assessment of the necessity

Whether a DPO is appointed
voluntarily or is mandated,
the GDPR contains a defined
set of requirements of their
capabilities and roles.
and proportionality of the processing for those
purposes; an assessment of the risks to the
rights and freedoms of data subjects; and details
of measures envisaged to address the risks, eg,
safeguards, security measures and mechanisms
to ensure protection of personal data and to
demonstrate GDPR compliance. A PIA should
include the views of affected data subjects or
their representatives. In the case of CCTV, this
may be with specific groups, eg employees, or
general.
Data Protection Officer (DPO): Appointment
of a DPO is mandatory for public authorities. It
is also compulsory for any organisation whose
core activities require regular and systematic
monitoring of data subjects on a large scale.
The EU Article 29 Working Party suggests that a
company providing CCTV surveillance of public
spaces as a service would fit that definition. A
commercial enterprise using CCTV for its own
security purposes, eg in and around its property,
probably would not. Whether a DPO is appointed
voluntarily or is mandated, the GDPR contains a
defined set of requirements of their capabilities
and roles. A DPO should be suitably qualified
with expert knowledge of the processing carried
out by the data controller, and should be involved
in all matters regarding data protection, including
data breaches. If an organisation chooses not to
appoint a DPO, it should document why it has
reached that decision.
>>>>>
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>>>>>
Data breach notification
Use of data processors and subcontractors:
Where a data processor or data controller suffers
The GDPR reinforces the responsibilities of data
a data breach, eg a breach of security leading
controllers with regard to data processors, and
to the accidental or unlawful destruction, loss,
specifies particular information that must be
alteration, unauthorised disclosure of, or access
contained in the contract between them. However,
to, personal data transmitted, stored or otherwise
the GDPR also places direct obligations on data
processed, a data processor must notify its
processors, meaning that data subjects can
data controller without undue delay and a data
enforce rights directly against data processors,
controller must notify the
and non-compliant data
ICO without undue delay and
processors can be directly
All data breaches
no later than 72 hours after
sanctioned by the ICO. The
must be internally
becoming aware of it. A data
ability of data processors to
controller may have to notify
subcontract will be subject
documented. Timely
data subjects without undue
to prior written consent from
notification of data
delay, unless the breach is
the data controller, and a
unlikely to affect their rights;
data processor is required
breaches does not
the data was adequately
to inform the controller of
preclude ICO sanctions protected, eg by encryption;
any new sub-processors,
if the data controller is or individual notification
giving the controller time
would be disproportionate.
to object. Where a data
at fault.
All data breaches must be
processor subcontracts work,
internally documented. Timely
its sub-processor contracts
notification of data breaches does not preclude
must contain the same contractual obligations
ICO sanctions if the data controller is at fault, but
it has with the controller and it remains liable
failure to provide timely notification can itself lead
to the controller for the actions or inactions of
to very serious financial sanctions.
its sub-processor. This has direct implications
for organisations that subcontract their CCTV
Codes of conduct
provision, and for CCTV service companies that
Under the DPA 1998, the ICO has provided
subcontract aspects of their service. It will also
various non-binding Codes of Practice, including
have implications for organisations that use data
the CCTV Code of Practice 2015. The GDPR
processors for cloud based processing of their
provides that associations and representative
CCTV footage.
bodies can prepare publicly accessible Codes for
particular aspects of data processing for approval,
Records of processing activities: Data controllers
registration and publication, either nationally by
and data processors are required to maintain
the ICO, or across the EU by the European Data
detailed written records of the processing activities
Protection Board. Compliance with such Codes
for which they are responsible, including, where
will be monitored by organisations accredited
possible, the envisaged time limits for erasure
by the ICO. Codes can be used to demonstrate
of the different categories of data and a general
sectoral best practice for compliance; to
description of technical and organisational security
identify and incorporate recognised standards
measures. This is waived if the controller has
and practices; and potentially to demonstrate
fewer than 250 employees, unless any of the data
‘adequacy’ for international data transfers. Taken
is sensitive personal data. The nature of footage
in conjunction with the possibility of approved
recorded by many CCTV systems will make it
certifications, seals and marks, this potentially
difficult to rule out the collection of sensitive
provides an important route for CCTV users and
personal data in many circumstances. In effect,
service providers, through trade associations,
many data controllers will be expected to hold,
to develop a clear and comprehensive set of
maintain and produce, on demand, a larger set of
practices and accreditations for the CCTV sector.
information than they would have been required
to provide for registration.
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Certifications, seals and marks
The GDPR provides for the creation of data
protection certification mechanisms, seals and
marks for particular aspects of data processing,
subject to approval by the ICO or EDPB.
Accredited certification bodies will be able to
issue certifications, seals and marks of up to
3 years’ duration and subject to renewal or
withdrawal dependent upon the maintenance
of the conditions for holding the certifications,
seals and marks. This may offer an alternative or
supplementary mechanism for CCTV users and
service providers to suggestions for a BSI ‘kitemark’
for CCTV services and products.

CCTV technologies have brought new possibilities,
but also significant new privacy and data protection
risks.

New IoT CCTV technology brings significant
data protection and privacy risks
The GDPR comes at a critical transition point for
CCTV users and service providers. The old image
of CCTV as a ‘dumb’, relatively low-resolution, fixed
camera trained on the high street, commercial
premises, or block of flats, and piping footage
to a control room or to a fixed recording device,
is changing. While expensively installed legacy
systems will not disappear overnight, expectations
about how their output is captured and processed
are also in transition. At the same time, advancing

However, Internet-connected IP cameras and
systems are more vulnerable to unauthorised
access and use. Attacks may take several forms:
unauthorised access to output; the ability to disable
cameras remotely; the co-option of cameras into
‘botnets’, which are then used for distributed denial
of service attacks; and the compromise, via the
cameras, of computer systems into which they
are connected. The first and last of these attacks
pose particular problems for data controllers and
processors in terms of potential liability for data
protection and privacy breaches. >>>>>

For example, digital Internet protocol cameras (IP
cameras), unlike analogue closed-circuit television
cameras, send and receive data via computer
networks and the Internet. IP cameras can back
up output to local or cloud-connected storage,
which is accessible to users over the Internet.
They can live-stream output for off-site monitoring,
be configured to record or stream on varying
environmental triggers, and send targeted outputs
to particular recipients or mobile devices.
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>>>>> Any CCTV user or service provider
seeking to use IP cameras will need to be aware
of the liability to which inadequate security may
expose them. Under the GDPR, when installing
a new system or upgrading an old system, they
will be expected to have identified security risks
and have clearly identified how those risks are to
be addressed. Additionally, given the high risk of
further discoveries of potential system or software
compromises, ongoing risk review of existing

The use of cloud-based, or
supported, CCTV systems
where camera output is
processed on a cloud service
is increasingly common.
systems - the ‘evergreening’ of accountability
- is likely to become the regulators’ default
expectation. Use of CCTV systems for large-scale,
systematic monitoring of public areas, or other
heightened risk environments, for example:
schools and workplaces, will require a PIA,
which will need to address the particular
vulnerabilities of IP cameras or which might
rule out their use altogether, based on the risk
assessment.
Any CCTV user or service provider seeking to use
IP cameras will need to be aware of the liability
to which inadequate security may expose them.
Under the GDPR, when installing a new system
or upgrading an old system, they will be expected
to have identified security risks and have clearly
identified how those risks are to be addressed.
The data controller (or their processor) will be
expected to address critical security issues eg
default hardware and software passwords; be
up to date with threat and risk assessments for
the technology generally, and their equipment
specifically; maintain the equipment to an
acceptable standard, eg applying critical bug
fixes and software updates; be aware of sectoral
best practices; and to have ensured that their
employees’ working practices include appropriate
training in data protection compliance and breach
notification. As noted above, this does not just
apply to organisations: homeowner use of CCTV
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camera systems where public space or the private
space of third parties is covered will fall within the
GDPR.
The GDPR requires more oversight of cloudbased systems
The use of cloud-based, or supported, CCTV
systems where camera output is processed on a
cloud service is increasingly common. However,
the use of cloud-based services to process
personal data raises a number of data protection
related issues.
For example:
Outsourcing. Outsourcing of data processing to
third parties raises governance and accountability
questions, particularly where there may be subcontracting.
Offshoring. Data processing that may take place
outside the EU increases risk factors and legal
complexity.
Virtualisation. There are risks in sharing machines,
eg loss of control over data location and who has
access to it.

Autonomic technology. If technological processes
are granted a degree of autonomy in decisionmaking, eg automatically adapting services to
meet changing needs of customers and service
providers, it is difficult to maintain consistent
security standards and provide appropriate
business continuity and backup.
Security and administrative access. Cloud
services can suffer from a range of technologybased security vulnerabilities. They may also not
have robust internal policies or safeguards on
employee access to stored data.
These issues were identified as problematic under
the DPA 1998 and will remain so under the GDPR.
However, the accountability requirements of the
GDPR undoubtedly raise the bar for the formal
contractual oversight of cloud service providers
by data controllers. It also imposes greater direct
liability upon data processors, which may heighten
the risk to cloud service providers of data subject
legal actions and regulatory sanction. Any CCTV
user or service provider considering utilising cloud
services will need to pay attention to both the

technology being offered and the contractual terms
available that may affect their data protection
liability, notably those terms pertaining to security
and confidentiality of data.
CCTV in the crosshairs: The GDPR as burden
or opportunity?
Traditional CCTV is an industry that finds itself in the
midst of a technological, social and legal paradigm
shift. The ways old and new CCTV technologies
could be used, how individuals and organisations
want to use them, and how contemporary data
protection law will permit them to be used, are all
in flux. This creates a fertile environment for both
technical and regulatory innovation, and a chance
to rethink existing organisational systems, structures
and strategies. There is no doubt that, for both
data controllers and data processors, implementing
the types of organisational and infrastructure
changes that will be required by the GDPR will
come at a cost. The issue is how and where that
cost is incurred to the greatest effect. Building the
new data protection accountability, security and
administrative compliance >>>>>

Traditional CCTV is an industry
that finds itself in the midst of
a technological, social and
legal paradigm shift.
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>>>>> requirements into a traditional CCTV
operational framework is likely to be both a highly
resource-intensive exercise, and potentially a
short-term fix.

of the Data Protection Directive. It adopts
a regulatory position that incentivises data
controller innovation in compliance, and actively
encourages the involvement of industries in
devising appropriate mechanisms, including
Codes of Practice and certification, to raise
standards and increase awareness of good
practices. It will undoubtedly be highly influential
outside the EU, as the Directive has been, and
CCTV service providers and equipment suppliers
with GDPR-compliant offerings will be well placed
to take advantage
of this.
at the

Undertaking an early GDPR impact assessment
to establish the risks, costs and opportunities
that the GDPR poses for any given CCTV system
will allow CCTV users and service providers to
evaluate new cost-effective strategies for achieving
and demonstrating compliance to the satisfaction
of data subjects and the ICO.
This might involve the adoption The GDPR is
of new compliance-friendly
forefront of a
The CCTV industry has,
technologies that reduce
operational overhead, eg
continuing evolution in almost from its inception,
been portrayed in popular
shifting security compliance for
international data
culture as the unofficial
legacy systems from restriction
protection law.
face of unaccountable
of manual access to CCTV
surveillance overreach and
equipment (lock-down) to
invasion of privacy; a position cemented by a
the use of compatible enabling technologies
popular perception of a lack of transparency and
that allow selective and secured online access
public engagement on the part of its users. More
to certain types of CCTV output by particular
recently, it has become (perhaps somewhat
employees for specified purposes (audited and
unfairly) the unwilling poster child for the hazards
granular access). At the same time, consideration
of engaging with the IoT. The GDPR thus provides
can be given to how technology improvements
a welcome opportunity for the CCTV industry and
that address compliance goals might also enhance
its users to tackle this negative image head-on.
the value of existing CCTV systems, eg where
Taking a lead in the development of public-facing
CCTV footage is to be used for crime prevention
accountability mechanisms, and seeking to
or investigation purposes, by making important
demonstrate effective compliance instead of data
data more rapidly accessible, by providing
protection ‘box-ticking’, would be a good start.
validation and authentication, or simply by
providing accurate timestamping.
The GDPR is at the forefront of a continuing
evolution in international data protection law, and
signals a move away from the highly
formalised and
prescriptive
approach
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The Data Protection Bill:
A summary
Lynn Wyeth

T

he text of the new Data Protection
Bill has finally been published
by the Government and, at 218
pages, 194 clauses, 18 schedules
and 112 pages of explanatory
notes, it is a huge chunk of legalese
spaghetti. You can find the main Bill here
<https://publications.parliament.uk/pa/bills/
lbill/2017-2019/0066/18066.pdf>.

As with the 1998 Data Protection Act (DPA98),
the Bill is cumbersome and repeatedly refers
to clauses within itself. This is compounded this
time by references to the General Data Protection
Regulation (GDPR) and other pieces of European
legislation. To translate all this and join all the dots,
you need to flick between many texts and screens,
but here’s a quick summary of some of the key
issues and where to find them in the Bill. >>>>>
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>>>>>
Law enforcement
Structure of the Bill
Part 3 of the Bill deals exclusively with law
There’s nothing hugely unexpected in the Bill,
enforcement under Clauses 27-79. Organisations
as long as you are familiar with the DPA98,
will only be subject to these clauses if they are:
and additional orders added to the DPA98 over
• a Competent Authority, or
the years, the GDPR and the Law Enforcement
• processing for the prevention, investigation,
Directive (EU) 2016/680! This has all been
detection or prosecution of criminal offences
merged into one large Bill to try and keep what
or the execution of criminal
we have now plus any new
requirements of GDPR and the There’s nothing hugely penalties, including the
safeguarding against and the
Directive. The Bill is set out in
unexpected in the Bill, prevention of threats to public
Parts, some of which may not
security.
be relevant to all organisations. as long as you are
Part 1 & 2 – Definitions and
General Processing
Part 3 – Law Enforcement
Part 4 – Intelligence Services
Part 5 – Information
Commissioner’s Office (ICO)
Part 6 – Enforcement
Part 7 – Miscellaneous!
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familiar with the
DPA98, and additional
orders added to the
DPA98 over the years.

Schedule 7 lists the
Competent Authorities and this
includes organisations such
as Government departments,
Police, Fraud Office, Probation,
Youth Offending Teams etc. If
you don’t meet the criteria above, you don’t need
to worry about this large part of the Bill.

There are some differences in Part 3 that
organisations do need to be aware of if they fall
into the law enforcement category. The Data
Protection Officer (DPO) has extra specified
tasks in clause 69, namely: the ability to assign
responsibilities, promote policies, undertake audits
and deliver training. There is also an additional
requirement to have specific audit trails (clause 60
– logging) on automated processing, ensuring a log
of who collected, altered, erased and transferred
data, amongst other things.

organisations, could face Civil Monetary Penalties
(CMPs) of up to £17m or 4% of the equivalent
of annual global turnover (although the ICO can
change this – perhaps due to currency fluctuation
or after Brexit). The reality is that the ICO will
continue to use CMPs as a last resort and they will
be proportionate.

Children
The Bill also confirms that, in the UK, the child’s
age in relation to information society services will
apply if the child is under 13 years old, rather than
16 years old. Providers of such services will have
Public authorities
to take reasonable steps to get the consent of a
The Bill confirms in clause 6 that, where it refers
parent or guardian to offer a child under 13 years
to public authorities or public bodies, it means
the service. The definition of information society
those organisations that are currently subject to
services can be found in the
FOI provisions. Interestingly,
E-Commerce Directive and it
it means any organisations
For those organisations should be noted this specific
brought under FOI in the
not involved in law
age of consent is only for
future may need to consider
this type of service. For all
issues such as DPOs and use
enforcement, their
other data protection issues,
of legitimate interests in future
DPO will only have to
children can make their own
too. Housing associations and
decisions if they have capacity
companies delivering public
undertake the tasks
or Gillick competency. Data
contracts may need to watch
set out in GDPR, not
Protection practitioners in
the FOI Private Member’s
Bill going through parliament
the additional ones set Scotland have the added
complexity in clause 187
next year or the ICO’s push
out in clause 69.
of separate rules for age of
for extending FOI through its
consent for Scottish children
reports to Parliament.
to reflect the existing provision there now that
“a person aged 12 or over is to be presumed to
Data Protection Officers
be of sufficient age and maturity to have such
For those organisations not involved in law
understanding, unless the contrary is shown”.
enforcement, their DPO will only have to undertake
the tasks set out in GDPR, not the additional ones
Fees
set out in clause 69. There are no extra surprises
The GDPR removes the obligation for data
here and the Article 29 Working Party guidance on
controllers to notify the ICO. The ICO had
this is comprehensive about when one is required
expressed concerns about this and the loss of
by law, the tasks it carries out and on the issue
income if they could not continue with notification
of conflict of interest. Senior managers, SIROs,
fees (currently £500 per annum for large
Caldicott Guardians, Heads of IT or HR… none of
organisations; £35 per annum for smaller data
them can be the DPO.
controllers). The Data Protection Bill therefore
makes provision for the ICO to continue to require
Data breaches
a form of notification fees under clause 129. In
As expected, in order to implement the GDPR
fact, the Bill looks like it allows the ICO to charge
requirements, any personal data breaches must
fees for other services too. The ICO will have to
be reported to the ICO, where there is a risk to
publish these fees and have them agreed by
an individual, within 72 hours, unless there is
the Secretary of State. The DCMS is currently
reasoned justification (breach notification). The
consulting on a 3-tier system with the top tier
potential derogation for public authorities has not
>>>>>
been taken advantage of and they, like all other
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>>>>> (businesses with over 250 staff) having
to pay up to £1000 (with a direct marketing top up
of £20).

Certification
Clause 16 allows for the accreditation of
certification providers. The only organisations
that can award certification are the ICO and the
National Accreditation Body (which looks set to
be UKAS). No organisation has been awarded
certification yet, so beware of organisations
claiming they can make you a ‘certified’ GDPR
practitioner at this time!

Conditions for processing
The ICO has already stressed that consent is
not the only condition for processing, despite
misleading stories elsewhere. As before, the Bill
lists several conditions for
processing non-sensitive
There will be a new
personal data and sensitive
Exemptions
criminal offence under All of the familiar exemptions
(now called special category
in GDPR) personal data. As
the Bill where anyone have been brought across
we already knew from GDPR,
from the current DPA98 eg
public authorities can no longer uses anonymised data
crime and taxation, journalism,
rely on legitimate interests, but “knowingly or
references, examination
all of the other conditions from
marks, honours, parliamentary
recklessly to rethe existing DPA98 have been
privilege, management
brought across eg counselling, identify information
forecasts, legal professional
insurance. There’s even one
privilege and negotiations. Also
that is de-identified
explicitly for anti-doping in
added is immigration, and
personal data”.
sport. Schedule 1 lists all of
clarity is given on archiving and
these conditions for processing
research. They can all be found
special category data.
in Schedules 2-4, with Schedule 3 focussing on
details on health and social care, and Schedule 4
Complaints and compensation
on education, child abuse and adoption.
Clause 157 sets out what individuals can expect
if they submit a complaint to the ICO and the ICO
Subject Access Requests
fails to address it adequately, and how the Tribunal
The Bill confirms the requirements in the GDPR.
can then become involved. Clause 159 provides
You cannot charge for a Subject Access Request,
for compensation claims for ‘damage’ and that can
unless repeated or manifestly unfounded or
include financial loss, distress and other adverse
excessive, and you must answer in 1 month
effects. Consumer support groups are disappointed
(unless it’s excessive and it can be extended for
that they are not able take class actions and seek
another 2 months).
redress without the data subject’s consent, as the
Government has decided against the use of that
What happens next?
derogation.
Its passage through
Parliament can be
New criminal offences
tracked here <http://
There will be a new criminal offence under the Bill
services.parliament.
where anyone uses anonymised data “knowingly
uk/bills/2017-19/
The Author
or recklessly to re-identify information that is
dataprotection.html>.
Lynn Wyeth is the Head
de-identified personal data”. Researchers and
There may be some
of the information
IT testers will need to be careful that they can
amendments made as it
governance function
demonstrate anything accidently re-identified or
works its way through the
of a large unitary
deliberately tested is done in the public interest
parliamentary process.
public authority and a
consultant with Act Now
and doesn’t trigger this offence. Data theft will also
Several Regulations will
Training.
be a recordable offence on the national police
also need to be made by
computer, as will unlawfully obtaining personal
the Secretary of State to
data and altering personal data in a way to prevent
implement some parts of
<www.actnow.org.uk>
it being disclosed.
the Bill.
40 BULLETIN 200 · NOVEMBER 2017

Good records management
programmes – saving your
organisation’s records
Beatrice Siu

O

ne of the great security risks
for agencies and organisations
is the ineffective management
of records. The best advice
is to invest in a good records
management programme to

minimise risk.

Throughout my contracts and working for clients in
various agencies, I see high-level documentation
like policy for records management, but I don’t see
many ongoing records management processes
being practised. Sure, staff are saving and storing
their records within a computer’s hard-drive, an
EDRMS or other system, >>>>>
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Security risks caused by poorly
managed records
The greatest security risks that come
with poorly managed records include:
• legal liabilities arising from an
inability to produce required
records
• financial costs and/or fines for
losing or improperly storing records
in a secure manner, including
circumstances where records are
lost and need to be recovered
• leaks of sensitive or confidential
information of any person,
customers, or the organisation itself
• damage to the organisation’s
reputation and the resultant loss of
trust
• vulnerability to organisations
retaining potentially damaging
information longer than required
• destroying records without proper
authorisation

42 BULLETIN 200 · NOVEMBER 2017

>>>>> or physical filing, but then what
happens? Do the staff appreciate why information
is being kept, who will want it in the future and
why? Do records simply accumulate, only being
dealt with once storage begins to run out OR after
an audit, at which point the organisation is pulled
up for not complying with current record standards
and practices?
Here lies the security risk for agencies and
organisations: the ineffective management of
records. It’s a topic that we all consider is important
and agree it is a high priority in any given company,
agency, or organisation.
The list in the box provides some idea of the
implications and consequences of poor records
management. Having a high-level records
management policy is not enough to address an
organisation’s secure records management needs.

There are inadequate record programmes where
staff are not regularly putting record management
practices to work. So what next? How do we deal
with this?

• protecting sensitive and confidential records on
individuals and/or the organisation
• sharing information
• ensuring business and knowledge continuity
• compliance and legal accountability.

Generally, the best advice to begin with is to invest
in a good records management programme. What
The second thing is to provide staff training. There
is a records management programme? Think of
is importance in educating people on safe and
it loosely as insurance for your records – and
secure practices because it makes staff realise
this applies to all forms of
how their work and records
records, regardless of their
can be compromised when
Before the worst
format, whether physical,
mishandled. It becomes a stark
fears become a reality, reality when a staff member
electronic, photographic or
otherwise. It is basically an
becomes personally liable for
lay down a solid
operational plan and process
not being able to retrieve or
foundation, so you can provide details of the records
for people to follow in their
daily, weekly, and even
themselves. Also, we don’t want
reap the benefits
monthly work process during
a records programme to be
sooner rather than
creation, storing, securing
ineffective – just another policy
later.
and disposal of records. A
document that doesn’t get put
good records management
into practice. Through training,
programme maps out not only where you should
we can help staff to understand why there is a need
be saving your files, but also how you should be
for good record practices – and it starts by getting
looking after them for future purposes. This means
people to cultivate good recordkeeping habits.
implementing a programme that addresses the
issue of minimising security risks concerning:
If you want to save your organisation time and
• the loss of records
money and, most importantly, gain better security
for your records, start thinking about:
• setting up a good records management
programme
• working on top management to provide training
support
• getting the right expert advice.
A good records
management programme
should be implemented
immediately with proper
training sessions. Before
the worst fears become
a reality, lay down a solid
foundation, so you can
reap the benefits sooner
rather than later. Secure
your organisation’s work
and legacy before it is
damaged or, worse still,
lost entirely.
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Legal Records at Risk pilot
project: A case study of records
and recordkeeping in a legal
publishing house
Lindsay McCormack

T

he Legal Records at Risk pilot
project at the Institute of Advanced
Legal Studies, University of London,
sets out to identify a broad range
of records relating to institutions
specialised to law (ISLs) which
are at risk, particularly in relation to gaps in
provision for their long-term preservation.
This pilot project set out to survey the paper and
born-digital records of a legal publishing house
based in the South East of England. It sought to
identify records of archival value and to make
recommendations about their permanent retention.
It aimed to create a bespoke records retention and
disposal schedule, including current, semi-current,
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hard copy and electronic records, based on legal
retention periods and current best practice.
Methodology
Two initial meetings took place between the
founder and current MD of the organisation, the
project archivist and Professor William Twining,
Emeritus Professor of Jurisprudence at UCL, to
understand the development of the publisher
and its current business situation. The project
archivist then undertook a survey of the current,
semi-current and historic records in paper form,
along with a sample of electronic records on the
business’s shared drives and databases. The survey
findings were recorded in a retention schedule,

management of records on shared drives
and e-mail were drafted and delivered to
the publisher. The organisation felt that the
survey and recommendations were useful,
and the positive will built up should result in
an improvement of recordkeeping practices,
especially around electronic records. There is an
The retention schedule was sent to the MD of
increased understanding in the organisation of
the organisation in advance of a meeting to
the historic importance of its early and accruing
discuss the findings. The retention schedule was
record series. An office move will prompt a
presented, along with guidance on managing
transfer of some of the semi-current records to
electronic records on shared or network drives
external storage, but there is
and e-mail, which was
an awareness of the eventual
tailored for their business
This ISL proved a
aim to transfer the historic
needs, with space for further
records to an appropriate
customisation by including job useful case study as it
local archive repository,
titles for delegating specific
is a small publishing
which has already been
responsibilities in managing
house with a short
identified.
records. Though a local
repository for transfer of the
history, yet significant
This ISL proved a useful
company’s historic records
within the industry
case study as it is a small
had been identified, this was
and thus of research
publishing house with a
not desired by the business
short history, yet significant
at present. Categories of
interest.
within the industry and thus
records for historic and legal
of research interest. In
permanent preservation
terms of recordkeeping, the firm benefits from
were discussed and advice on preserving records
a stable administration since its foundation and
was given. The MD is to enquire about records
a catalogue of interesting titles and authors. This
designated for permanent preservation at the end
enabled the project archivist to carry out a full
of the records cycle in the commercial records
survey of its paper records in a reasonably short
store, and the possibility of their transfer to a local
time, with a further sampling of digital records.
archive service at that point.
Having an in-depth overview of the administrative
history following the interview with the business’s
Time spent
founder, plus full access to the records and
This case study took 10 working days, broken
project support for the project by the current
down as follows:
MD, were essential. These factors (administrative
• Proposal: 0.5 day
context, high-level support, open access) were
• Records survey: 2 days
important to the success of the case study, as it
• Preparation of retention schedule: 2.5 days
allowed the project archivist to rapidly identify key
• Drafting essential electronic records guide: 2 days
record series. Understanding the business
• Interview and meeting with business staff: 1 day
helped target the
• Correspondence and meetings with project staff:
retention schedule and
2 days
e-records guidance to
their current business
Outcomes
The Author
situation. An appropriate
In total, approximately 17.5 linear metres of paper
Lindsay McCormack,
local archive repository
records were surveyed, in addition to a sample of
Pilot Project Archivist.
was identified from
2.35 TB of electronic records.
the outset should the
business wish to transfer
The survey methodology and the retention
Lindsay can be contacted
its historic records there in
schedule template were tested and amended
at <lindsayamccormack@
gmail.com>
the future.
during the process. Guidelines for the good
along with a specific retention period for each
series of records. The retention guidance was
based on current legislation, best practice in other
similar organisations, and/or current administration
use in the business.
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A whiff of hope for Hong Kong
public records management law?
Simon Chu Fook-keung

T

he Hong Kong Special
Administrative Region of China is
still an exception in the civilised
world because of its adamant
refusal to introduce an archives
law. But there seem to be signs of a
breakthrough recently.
With the stepping down of Mr Leung ChunYing, the most unpopular head of government
during Hong Kong’s history, the newly “elected”
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Chief Executive Mrs Carrie Lam, has pledged to
legislature pan-democrats that she would introduce
such a law, possibly by the end of this year.
Her declaration came after a report on the issue
was released by the Sub-Committee on Archives
Law of the region’s Law Reform Commission. The
Hong Kong Archives Action Group (AAG) remains
skeptical that Mrs Lam will stand by her words in
a Government that answers not to the people of
Hong Kong, but to Beijing.

So, instead of waiting passively for the bestowal
of a mercy from the government, the AAG has
adopted a more proactive strategy. Since early
this year, the group has been working with three
legislators from the democratic camp within the
government: Charles Mok, Dennis Kwok and
Tanya Chan.
Pressure on Chief Executive
They plan to place a Private Member’s Archives Bill
before the Legislative Council. All are fully aware
that it could be little more than a gesture. The most
that might be achieved would be to make some
noise and, perhaps, exert a little more pressure on
Chief Executive Lam.
The Bill covers creation of a statutory records
management structure and the appointment of
an archives and records council giving advice and
making recommendations to the Chief Executive
on appointment of a government archivist.
To prevent the statutory body becoming toothless,
the Bill includes sanctions for failure to create or
manage records, for unauthorised destruction and
for denial of public access.
The political reality is that Hong Kong’s Chinese
overlords since 1997 have made it very difficult for
Legislative Council members to introduce private
bills. Article 74 of the Basic Law – Hong Kong’s
mini-constitution – stipulates categorically that a
private member’s bill cannot be introduced if it has
a “substantive effect on public expenditure, political
structure or operation of the government”.
Bill could be thrown out
In a letter to the three Bill authors and the AAG, the
Legislative Council’s Director of Administration, Mrs
Kitty Choi, argued that the Bill posed significant
implications on the future records management
policies, implying that the Bill should be thrown out.
However, the Director seems to have forgotten
that in 2009 she issued the General Circular
No. 2/2009 - Mandatory Records Management
Requirements in an attempt to provide “teeth”
to the 2001 Records Management Manual
of the Government of the Hong Kong Special
Administrative Region. The General Circular was to
serve as a substitute for legislation, she said, and

declared the dawning of the new age for records
management policy in Hong Kong.
This most important 2009 policy statement
made it mandatory for public bureaus and
departments to start or continue undertaking a
number of measures to establish a comprehensive
management system for their records. It further
required that these reforms and measures be
completed before April 2012.
Therefore, the AAG and the three authors have
good reason to assume that by now, 5 years
after the deadline, a sound records management
infrastructure has already been laid down with
proper management measures and procedures
firmly established in all public departments.
No financial burdens?
To implement these policies, the departments will
have already invested substantially to establish
a sound RM infrastructure theory and practice.
Therefore, passage of the Bill would not induce
extra “substantial” financial pressure on the
departments.
On the contrary, the proposed legislation would
only help the Government’s cause by providing
a legal framework for all its ongoing undertakings
and make sure that all future budgetary allocations
would be used more cost-effectively.
But what is so sad is that,
even if the legislators win
the argument, in the end
they may lose the debate.
General Circular No.
2/2009 has proven to be
largely ineffective.
Nevertheless, as part of
the legislative procedure,
the draft Private Members
Bill has been forwarded
to the Department of
Justice for comments. The
AAG and the legislators
involved have little
further to do than wait
and see how Mrs Lam’s
government reacts.

The Author
Simon is a member and
former chairman of the
Hong Kong Archives
Society. He is a committee
member of HK Archives
Action Group, and is
an Honorary Associate
Professor of the University
of Hong Kong.

Simon can be contacted at
<simonfkchu@gmail.com>
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IRMS Public and Third Sector Event
28 July 2017, Westminster Archives, London
Theme: General Data Protection Regulation (GDPR) Workshop
Sarah Graham

T

Introduction
he meeting started at 9.30am
with a welcome address by the
Chairperson of the Event, Elizabeth
Barber, with a word of appreciation
to the host, Westminster Archives,
and the sponsors for today, Objective.

The format of the day was a series of workshop
sessions, chaired by Gary Shipsey and Rowenna
Fielding of Protecture (more details about
Gary and Rowenna can be found on the IRMS
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website). What followed was a very interesting and
informative session, which involved much group
participation. The session was fully booked and the
attendees very engaged.
GDPR – turning words into action
The most significant change in data protection law
is now less than 12 months away. The time for
talking is nearly over… now is the time for action.
But how do you assess whether you are ‘GDPR
ready’ and what gaps you have?

This workshop explored the steps that Protecture
believe are required to answer those questions –
so you are prepared for May 2018.
10am: Introduction – Gary Shipsey
Gary introduced the session and echoed the
Information Commissioner’s Office view that
putting the individual at the centre of GDPR plans
is critical to its success.
10.30am: Step One: Maintaining records of
GDPR compliance
Gary continued by highlighting the GDPR article
that reads ‘shall be responsible for and be able to
demonstrate compliance’ – the section The article
described the new key requirements of the GDPR,
which becomes law in May 2018.

The group was split up into smaller groups to
consider their own organisation’s set ups in relation
to key themes. The groups were asked to consider
their processes/standards around issues such as
breach notification. Each group was provided with
a template to fill in which explored the area of
interest.
12pm: Step Three: Establishing the personal
information landscape
In order to manage individual rights, deliver
transparency and demonstrate accountability, all
organisations will need know the purposes for
which they handle personal information, the lawful
basis that supports these purposes and how it
transparently manages the personal information.
The key challenge now is to relate these legal
terms to your organisation and the day to day
handling of personal information.

The GDPR requires evidence of how you are
complying with its principles. Gary and Rowenna
These two steps require you to define how your
believe this requires clarity on the strategic,
organisation is set up - eg the internal teams,
operational and tactical measures you have in
databases and systems,
place across your organisation.
physical office and storage
This step looked at the core
In order to manage
locations, and third-party
processes, standards and
supplier and partners you
procedures that will be needed individual rights,
work with – and then look, in
in order to assess whether your deliver transparency
detail, at each of the activities
current approach is compliant.
and demonstrate
each team delivers – eg who
accountability, all
is the personal information
11.30am: Step Two:
Defining your organisation’s organisations will need about; where does it come
from; where does it all live?
set up
know the purposes for
Rowenna then introduced
At this point, Gary provided
this step – noting that records
which they handle
an example of an information
were needed for accountability
personal information. review template that thirdpurposes, and therefore, it was
sector organisations could use
important to define how they
as a starting point for this process. The column
were being used. Rowenna noted that, if a policy is
headings were:
not effective, then there’s an argument that it is not
• Who is the personal data about?
worthwhile having it in place… organisations need
• Where is the personal data coming from?
to ensure that policies are adhered to and used as
• How does it reach you?
living documents/records. Information audit is an
• Where does it live?
inevitable need in order to identify the documents/
• Does any other team or organisation use the
records that an organisation is using and to identify
information?
the key strategic records.
Rowenna noted that the GDPR repeats the current
DPA need to take into account the state of the art
and the costs of implementation, and that these
aspects should be considered alongside the nature,
scope, context and purpose of processing.

From this information, a clear set of purposes,
lawful basis and transparency measures can be
documented. The information also assists in
delivering the operational and technical measures
defined in Step One >>>>>
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About the presenters
Gary Shipsey@
protectureDPO
Gary is IRMS Third Sector
Chair, and co-founder
and Managing Director of
Protecture.
Gary is approaching 13 years
of practical experience of
turning information law into
practice through a variety of
information management
roles.
Gary is co-author of the
Fundraising Regulator’s
Guidance ‘Personal
Information and Fundraising:
Consent, Purpose and
Transparency’ and regularly
speaks and advises on all
things GDPR, data protection
and privacy related.
Gary holds the BCS Practitioner
Certificate in the Data
Protection Act, Information Risk
Management and Freedom of
Information Act.

>>>>> eg enabling the
locating of personal data
for subject access, enabling
assessments of data
minimisation.
1.30pm: Sponsor
presentation – Objective
(Seamus Strong)
Seamus detailed the solutions
that Objective could provide in
terms of records management.
Objective Connect is a powerful
tool that can improve any
project and any process. He
asked that people interested in
any of the products; please get
in touch.
2pm: Step Four: Reviewing
personal information
management
An output from Step Three
will be the locations where
personal information is stored.
Step Four expands on this,
requiring that you consider

the controls and measures
in place to manage personal
information in three states: at
rest, in use and in transit.
In closing the day, Gary
highlighted five key items for
the group to take away with
them. Consider…
a) Awareness and leadership
– get senior management
on board. This is not a ‘tick
box’ exercise. It is a revision
of how the organisation
values and manages the
key asset of personal
information
b) Get to know yourself
(ie Step Two – define your
organisation’s set up)
c) Documented purposes and
lawful basis (ie define these
for your organisation)
d) Address the quick wins
e) Planning!
Much food for thought….

Rowenna Fielding
@MissIG_Geek
Rowenna is Data Protection
Lead at Protecture.
Rowenna brings her years
of experience at RNIB and
the Alzheimer’s Society to
Protecture.
Rowenna holds the BCS
Certificate in Data Protection;
ISO 27001 Internal Auditor;
Microsoft Certified Network
Administrator (Security
Specialist); Institute of Direct
Marketing; Award, GDPR.

The Author
Sarah Graham, Secretary,
IRMS Public Sector
Group.
Sarah can be contacted at
<sarah.graham7@nhs.net>
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Police officers sentenced for
selling car crash data
Two married constables working for Lancashire
Police were sentenced in October for stealing
police data about car crashes and selling it to
claims firms for £363,000.
Nigel Mungur was sentenced to five years in
prison and Nicola Mungur received a 12 month
conditional discharge at Chester Crown Court.
A third person, John Helton, was sentenced to
two years in prison suspended for two years and
ordered to carry out 300 hours of unpaid work.
The firms who were sold the data would use it to
cold call people who had been in accidents and
offer to get them compensation.
The police began an investigation in 2014 after
people complained they were getting calls from
law firms when they had not given their details to
anyone other than the police. One man was even
contacted by a claims firm before a police officer
had arrived to investigate his report of a collision.
Over seven years Nigel Mungur accessed the
personal data of individuals involved in road traffic
collisions on 21,802 occasions. He set up a firm
called the Personal Injury Company and used it to
sell the stolen police data to claims companies.
When the company licence was revoked in early
2009, he applied to set up another, paying the
registration fee with a cheque signed by his wife to
avoid the application being rejected.

The CPS presented evidence that Helton received
numerous screen shots and also phone evidence
of the two discussing how much money they could
make. In one message Mungur tells Helton that the
“police systems are down”.
Nigel Mungur also sent text messages to his wife
referring to payments received and how much
money they would make in the coming year. In
one message he complains to her that he is the
one “taking all of the risks”.
At an earlier hearing Nigel Mungur pleaded guilty
to misconduct in public office and conspiracy to
convert criminal property. Nicola Mungur pleaded
guilty to obtaining personal data and Helton
admitted conspiracy to convert criminal property
and conspiracy to commit unauthorised access to
a computer.
Richard Riley from the Crown Prosecution Service
said: “Nigel Mungur’s greed led him to take the
leading role in stealing confidential information
held on a police database and sell it for profit.
Nicola Mungur was clearly aware of her husband’s
crimes and encouraged, connived and acquiesced
in them by turning a blind eye and the pair reaped
the financial rewards. The public expect a high
standard of behaviour from the police but the
Mungurs’ conduct fell short of their duty and now
they are paying the price.”

John Helton was a contractor for a claims firm who
was paid on the basis of cases he referred to the
firm. Nigel Mungur passed the personal data onto
him and he would sell it to the firm. The pair would
then share the money paid out.
Nigel Mungur would upload up to 960 screen
shots of confidential information from the police
computer at a time to a virtual storage site and
share a link to the images with Helton. The
information included the time, date and place
of collisions and the personal details of people
reporting incidents to the police.
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New approach to FOI
enforcement in Scotland
begins to bite
The Scottish Information Commissioner,
responsible for issuing decisions on Freedom of
Information (FOI) requests, is increasingly using
additional powers to take tough action against
failures by public authorities.
The Commissioner’s Annual Report reveals that
the Commissioner used the power to issue
Enforcement Notices for the first time last year,
issuing six Enforcement Notices against public
authorities during 2016/17.
Enforcement Notices compel authorities to take
steps to comply with FOI law. They are a strong
power for the Commissioner, and are used as a last
resort only when working with the authority and
taking other enforcement steps have not worked.
The Commissioner also recorded 320
“interventions” against public authorities.
“Interventions” are action taken by the
Commissioner’s staff to address issues in public
authorities’ FOI practice. Though most of the
Commissioner’s interventions addressed one-off
or minor issues, 15 concerned serious, consistent
and ongoing failures to comply with FOI law and
guidance.
Acting Commissioner, Margaret Keyse,
said: “We monitor authorities’ FOI
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practice and take steps to improve that practice
where it’s not good enough. The Commissioner
has always issued decisions on appeals brought
by requesters who are unhappy with how their
information request has been handled. We
continue to do that. What’s new is the more
proactive work we’re doing on interventions,
and our first ever use of the power to issue
Enforcement Notices. Our first action is always
to alert authorities to any concerns and to offer
advice. Most will quickly resolve any issues. But
where authorities don’t, or can’t, respond, we
have to intervene, using the Commissioner’s
strong enforcement powers, because it is our
responsibility to protect the public’s legal right to
information.”
The 2016/17 Annual Report also shows that:
• Public awareness of the right to ask for
information remains at its highest ever level,
85%.
• Public authorities reported receiving 74,213
information requests across the year.
• The Commissioner received 425 appeals in
2016/17 from people who were unhappy with
how a public authority had handled their request
for information.
The Commissioner’s full Annual Report and
Accounts for 2016/17 can be read at <www.
itspublicknowledge.info/AnnualReports>.

House of Cards publisher exposed
thousands of sensitive files when their
backup was left publicly available
The Kromtech Security Center team has discovered
a new data breach which affected Bell Lomax
Moreton (BLM). The breach has exposed a
treasure trove of client information, revenue,
royalties and more. Founded in 2000 by Eddie &
June Bell, Pat Lomax and Paul Moreton, the Bell
Lomax Agency is based in London, this is small
but prestigious literary agency which represents a
wide range of distinguished authors and illustrators,
writing and illustrating adult fiction, non-fiction and
children’s books.
One of their most notable authors is Michael
Dobbs who not only wrote a series of novels
about Winston Churchill, but also wrote House
of Cards. The novel became a hit show as an
American political drama in a Netflix series of the
same name. Included in the backup is an “revised
version” in a simple Word document.
The publisher has accidentally exposed its backup
device to the public internet. The Rsync (remote
synchronisation protocol) was misconfigured with
no security protections and this could allow anyone
with internet access to see their most sensitive
data. Kromtech Researchers were able to access
thousands of documents, including Bell Lomax
Agency’s Quickbooks accounting files, archive email
boxes, financial data, expenses, administrative
details, royalties and client details for 2014-2015.
The danger of leaking your entire business
online
Kromtech Security Center experts issued several
community warnings in the past alerting about the
dangers of having non-protected Rsync protocols in
place, but this problem still happens far too often.
Bob Diachenko, chief security communication
officer at Kromtech Security Center:
“This breach is once again another reminder that
all companies who manage sensitive data must do
more to protect their files, customers, or intellectual

property stored online. There are serious potential
threats from cyber criminals who can access
sensitive data. These range from extortion to
identity fraud, and other cyber crimes.”
Researchers identified that the files were visible
via open port 873 which allowed anyone with an
internet connection to connect with a commandline utility. IT administrators can easily restrict
who has permissions or access, but far too often
they leave the remote synchronisation protocol
unprotected or with a public setting. It is imperative
that companies and organisations both large and
small have a security review processes or cyber
security audit in place to ensure security gaps are
identified and closed immediately.
Alex Kernishniuk, VP of strategic alliances at
Kromtech, commented on the breach:
“There has never been a greater public awareness
of data protection and it seems like almost daily
there is yet another reminder. As the last few
years have shown us the threats only increase
and security professionals must adapt fast to new
emerging threats. Unlike the scripted drama in
The House of Cards, the danger online is real.
Misconfigured backups are a serious issue could
severely damage a company’s business, customers,
employees or partners. If you or your company
use an Rsync protocol, take the time to review the
security configuration.”
After contacting the agency on August 29, backup
device was secured. Paul Moreton commented
with the following statement:
“We are grateful to Kromtech Security for pointing
out a flaw in the security of our back up files. We
recently moved to offsite back up but will now
return to backing up onsite only. We have disabled
the offsite back up with immediate effect.”
Written by the Kromtech Security Center
<security@kromtech.com>.
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ICO announces more
help for small and micro
businesses
The Information Commissioner’s Office will
launch a dedicated telephone service aimed at
helping small businesses prepare for new data
protection laws.
The phone service will add to a package of tools
and resources already available for organisations
getting ready for the General Data Protection
Regulation (GDPR) which comes into effect on
25 May 2018. This new law enhances rights and
obligations from the current Data Protection Act.

in the UK that employ fewer than 250 people.
When it comes to data protection, surveys show
they tend to be less well prepared. We know that
most businesses want to get things right but often
struggle to find the key steps to get started. They
also have less time and money to invest in getting
it right. They may not have compliance teams or
data protection officers or access to legal advice.
“The businesses may be small but they still hold
important personal information and the need to
gain the trust of their customers is just as real.”
Organisations that have yet to begin preparing for
the GDPR can access a range of resources on the
ICO’s dedicated data protection reform web pages.

The new service will go live on 1 November 2017
and will be based around the ICO’s existing public
helpline, which handled around 190,000 calls
last year.

The “12 steps to take now” graphic has been
viewed 73,000 times since it was updated in May
and is the most downloaded document on the ICO
website.

The ICO has also announced plans to simplify
its popular “12 steps to take now” graphic in
response to calls from small and micro businesses
that they need access to targeted information
about how to prepare for the GDPR.

In March the ICO’s annual conference for data
practitioners took GDPR as its theme. Some 800
delegates attended, and five times as many viewed
the livestream.

And the ICO is revising its simple-to-use SME
toolkit – a resource used by around 9,000
businesses a month since January 2016 – into
a GDPR checklist that will allow businesses
themselves to identify gaps in their own
preparation for the new law.
Information Commissioner
Elizabeth Denham said: “There
are 5.4 million businesses
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ICO staff have spoken at nearly 100 stakeholder
events where “getting ready for the GDPR” has
been a key theme and around 10,000 people
have viewed sector-specific webinars highlighting
GDPR issues.
By the end of the year, the ICO will publish a
Guide to GDPR. It expands the content of the
current overview to make it a comprehensive
guide along the same lines as the current Guide
to Data Protection.

Nearly a third of
directors unaware
of GDPR

necessarily aware, companies are
making good progress towards
becoming compliant – so that’s
a useful statement in itself.”

Four in 10 directors said
they were not aware of
how the GDPR would affect
their businesses, reports
the Institute of Chartered
Accountants in England and
Wales (ICAEW).

Kerr said regulatory factors
such as auto-enrolment, the
apprenticeship levy, changes to
the national living wage, new
reporting requirements and

with regards to understanding
confidentiality and security,” said
Taylor.
“They can use these as ways
of advising their clients and
trusted partners, and reassuring
them about the methods and
approaches that they can use to
become GDPR compliant, and

Jamie Kerr, head of external
affairs at the Institute of Directors
(IoD), which conducted the
research, points to the difference
between those that are unaware
and those already complying.
“On the one hand a lot of
people either don’t know about
it, don’t understand or don’t
know whether they’ll need to
be compliant with it, and on
the other hand those that do
are setting in place the right
structures to make sure they
are,” Kerr said.
“Quite frankly I’m not surprised
by the figures from the IoD,” said
Mark Taylor, ICAEW technical
manager, technical innovation.
“They’re in line with the
conversations we’ve been having
with members, the public and
other professional bodies, so this
is not unsurprising,” he added.

businesses’ contingency plans
approaching Brexit were pushing
back compliance deadlines for
smaller businesses.

Of those who were aware,
86% were very or somewhat
confident of being compliant by
the 21 May 2018 deadline.

When asked where they would
find information, the majority
(52%) said they would speak
to external private advisors and
45% said they would go to
the government or Information
Commissioner’s Office (ICO).

“I’m positive about the figures
with regards the levels of
businesses that feel confident
that they’re going to become
compliant,” said Taylor. “It shows
that while not every director is

The research also found that only
half of directors had engaged
with partners or vendors who
they shared data with.

“This is an opportunity for ICAEW
members, as they can take the
skills that they have already

surrounding the use of good
cyber security. A lot is going to
depend on the messaging being
stepped up by the Information
Commissioners Office and the
government,” Kerr said.
“It would help if [people] are
given step-by-step guidance
through the process of
complying with it. Possibly more
than they are getting at the
moment, as clearly that doesn’t
seem to be filtering through.”
In June, research suggested that
thousands of businesses would
be at risk of being fined over
GDPR, the maximum cost of
which would be €20m, or 4% of
annual turnover.
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Information Commissioner
for Ireland reports record
number of FOI requests made
to public bodies
Reviews accepted by Information
Commissioner up 32%
30,417 requests under the Freedom of Information
Act were made to public bodies in 2016. This
was the highest number of FOI requests ever
recorded. The number of applications made to the
Information Commissioner to review FOI decisions
rose by 32% in the same year.
Speaking on 7 June 2017, at the launch of his
Annual Report for 2016 Information Commissioner
and Commissioner for Environmental Information
Peter Tyndall said:
“Since the removal of fees for FOI requests in 2014
there has been a dramatic increase in the number
of requests made to public bodies. The demand
has not been met with a sufficient increase in
resources to process FOI requests. I am concerned
that many public bodies are not treating FOI with as
much importance as their other statutory functions.”

Despite the 32% increase in applications for
review accepted in 2016, the Commissioner’s
Office increased the number of cases it completed
by 34%.
An Garda Síochána
The number of FOI requests made to An Garda
Síochána increased by 150% (from 183 to
459) in 2016. In one case the Information
Commissioner directed An Garda Síochána
to release information relating to its staffing
levels. When there was a delay in releasing the
information the Commissioner said he considered
using his powers for the first time to apply for
a court order to require An Garda Síochána to
comply with his decision. 11 weeks after the
Commissioner’s decision An Garda Síochána
finally released the information.
At the launch of his Annual Report the Information
Commissioner also:
• noted that 2016 was the worst year recorded
by his Office for public bodies failing to provide
timely decisions. No decision issued by the
public body at either the original decision or
internal review decision stage in 24% of cases
accepted by his Office
• expressed concern about some public bodies
who appealed to the High Court in 2016,
seeking to challenge the procedures adopted by
his Office in the course of a review.
Key decisions made in 2016
The Commissioner also described
some of the key decisions he issued
in 2016:
• In one case the Commissioner
accepted that the Health Products
Regulatory Authority was justified
in refusing access to the location of
research institutions involved in animal
testing and the identity of individuals
involved. This was because disclosure
could reasonably be expected to
endanger the life and safety of the
individuals. He directed release of
some of the remaining information in
the inspection reports. The decision
has been appealed to the High Court
by the HPRA.
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• In another case the Commissioner overturned
the decision of Galway City Council to refuse
access to the names of hotels and B&Bs which
were paid by the Council to provide emergency
accommodation. A similar decision has been
appealed to the High Court by Dublin City
Council.
• The Commissioner accepted that the FOI Act
does not apply to NAMA in relation to the
records it holds which “concern purchasers or
potential purchasers of any asset or loan or of
any other asset securing loans held or managed
by NAMA”.
Commissioner for Environmental
Information
Peter Tyndall is also the Commissioner for
Environmental Information and reviews decisions
of public authorities made under the Access to
Information on the Environment (AIE) Regulations
2007 to 2014.
There was a 68% increase in the number of
appeals made to his Office in 2016 while the
Commissioner issued 27 decisions, which is
more than the four previous years combined.
Key decisions made in 2016
• In one case, ‘Galway Bay Against Salmon
Cages’ sought access to information held by
the Marine Institute on disease in farmed
salmon. The Commissioner for Environmental
Information found that the information should
be released, as any possible commercial
damage was outweighed by the public interest
in transparent regulation of the fish farming
industry.
• In another case, access to information held by
ESB Networks Ltd. on the power output of an
electricity generation facility was requested.
The Commissioner found that although release
of the information would adversely affect
commercial and industrial confidentiality, there
was a strong public interest in the transparent
operation of renewable energy policy and price
support mechanisms.
The 2016 Annual Report is available
on the Commissioner’s website at
<www.oic.ie>

Martin Wrigley appointed as
new Executive Director of the
Open Preservation Foundation
The Open Preservation Foundation has
announced the appointment of Martin Wrigley
as the Foundation’s new Executive Director.
Martin will be responsible for working with
members and the Board to develop the future
strategy and enhance the Foundation’s portfolio
of open source digital preservation tools.
Martin brings over 30 years’ experience of
working in the software industry, including
software development, mobile telecoms and
phone apps and over 20 years at Orange. He
is the Executive Director of the not-for-profit
Application Quality Alliance focussing on mobile
App quality and testing standards, and Martin
also holds several other Non-executive Director
appointments.
Barbara Sierman, chair of the OPF, said: “We
are delighted to welcome Martin as our new
Executive Director. His leadership experience, his
fresh look at digital preservation and his technical
background will be invaluable to achieving our
mission to deliver shared solutions for effective
and efficient digital preservation. We look forward
to working with him to grow and develop the
Foundation.”
Martin Wrigley, Executive Director of the OPF, said:
“I am thrilled to be appointed Executive Director
of the Open Preservation Foundation. This is an
exciting time to join the organisation. OPF is the
steward of open source tools including JHOVE
and veraPDF, which are relied upon across the
digital preservation community, and I’m looking
forward to developing the roadmap and ensuring
that OPF continues to deliver value to our
members.”
The Open Preservation Foundation is a global,
not-for-profit, membership organisation that
stewards and sustains open source tools and
knowledge to deliver reliable solutions to the
challenges of digital preservation of cultural
heritage. For more information and to join visit:
<http://openpreservation.org>.
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Apply for IRMS
Accredited
Membership
AMIRMS – Accredited
Member of the Information
and Records Management
Society. The benchmark of
information and records
management excellence.

Show employers and clients that you meet the standard
www.IRMS.org.uk/accreditation

Ex-council worker fined for stealing
vulnerable people’s personal information
Nilesh Morar, an ex-employee of Leicester City Council, has been prosecuted at Nuneaton
Magistrates’ Court for unlawfully obtaining personal data.
Mr Morar took the details of service users of Leicester City Council’s Adult Social Care Department
without his employer’s consent. The council became aware that after leaving the Council he had
set up his own business.
The defendant pleaded guilty to the offence under section 55 of the Data Protection Act, and was
fined £160, ordered to pay £364.08 prosecution costs and a £20 victim surcharge.
During an initial investigation, the council found the defendant had sent 34 e-mails to a private
e-mail account in February 2016, prior to him leaving the organisation.
It was later discovered that the personal information of 349 individuals were sent to his personal
e-mail address, including sensitive personal data in relation to service users including medical
conditions, details of care and financial details and records of debt.
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LAHP/AHRC Collaborative
PhD Studentship at UCL
and The National Archives
Applications are invited for a London Arts
and Humanities Partnerships/Arts and
Humanities Research Council fully funded
Collaborative Doctoral Award studentship
‘Delivering Digital Data: Humanities Data
Practices’ in collaboration with The National
Archives and University College London’s
Department of Information Studies to
commence in October 2018.
In this new and emerging environment, where
data is becoming more ubiquitous and the
repositories holding it are proliferating more
than ever before, the traditional skills of the
curator (trusted stewardship and preservation,
selection and interpretation) take on a new
significance at the same time as they face
challenge and change. This study seeks to
map out existing and evolving humanities
data practices, with particular emphasis on the
changing relationship this implies between
researchers and curators. The mapping
exercise will inform a work stream involving
data delivery services desired by humanities
scholars in respect of datasets held by The
National Archives. The datasets to observe will
be identified in consultation with the successful
candidate and the final choice made by the
student, but the datasets chosen will represent
a range of different creation and preservation
contexts, including public records, administrative
and research data, and open and controlled
access.
Collaborative Doctoral Awards (CDAs) provide
funding for doctoral studentship projects to
work in collaboration with an organisation
outside higher education. They are intended
to encourage and develop collaboration and
partnerships and to provide opportunities for
doctoral students to gain first-hand experience
of work outside the university environment.
For project details and how to apply, please see
the LAHP website: <https://www.lahp.ac.uk/
collaborative-doctoral-award-studentships/>

New report: Governance and
Compliance in 2017
Information governance (IG) is inadequate
at the majority of companies, and more
than one-third do not offer IG training, said a
new survey. Furthermore, data lost due to staff
negligence or bad practices plague companies,
many of which cannot find records that are

required for litigation. The study, “Governance
and Compliance in 2017: A Real World View,”
was conducted by AIIM.
The findings come at a time when regulations
are getting stricter, requiring more adherence
to regulatory, legal and industry operating
guidelines to protect corporate and customer
information.
“Organisations in all industries must come to
realise the importance of ensuring that their
data assets are managed and shared in a
sensible and secure manner,” the report states.
Lack of IG training “is most likely the reason
there is data loss due to staff negligence and
bad practices,” said Bob Larrivee, Chief Analyst
for AIIM.
The survey was conducted with a web-based
tool that collected responses from 218
individual members of the AIIM community
in June 2017. Respondents represented
organisations of all sizes and from various
regions: the UK, Ireland, Western Europe, North
America, the Middle East, Africa and South
Africa, and Asia.
To download the report, visit <http://info.aiim.
org/governance-and-compliance-in-2017-a-realworld-view>.
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IRMS news continued from page 6 >>>>>

A strategy for 2018 and beyond
The IRMS Executive Team recently met in
Birmingham to plan the society’s activities for
the coming year, the overall aims are to reduce
our operating costs, secure new and stable sources
of funding and to ensure we continue to offer
relevant and useful benefits to our members. The
programme is now broken up into 5 work streams:
Operational: ensuring we continue the roll-out of
accreditation, expansion of the training portfolio
and involvement in current industry projects and
initiatives.
Commercial: will look at any due reviews of our
partnerships, determining what commercial offering
we can provide to our partners and ensuring the
society is technically geared up to offer products
and services to members and partners.
Membership: will look at ensuring that our
membership offering and structure is as up-to-date
and relevant in the 21st century as it can be; this
includes utilising functionality now available on the
website to enhance the membership experience
and also ensuring that management of your
membership is easy and efficient.
Communications: will look at promotion of the
society and focused membership campaigns
to attract new members and those whose
membership has lapsed; this will also look at how
we can develop our online presence to
raise awareness of the society and any key issues
that affect our members and the profession
throughout the year.

Content: will look at our strategy and position for
creating and sharing content for our members and
the public to use; resources for our members will
always take priority, however the success of the
Toolkit for Schools and the podcasts shows there
is wider demand within the profession which the
society may be able to satisfy.

New Professionals Award
Every year the IRMS recognises excellence
in the field of the information management
with our prestigious Industry Awards. These
highly sought-after awards are presented at a
glittering ceremony following our Gala Dinner,
the centrepiece of our annual conference. The
IRMS New Professionals’ Award is open to those
who are within the first 3 years of their career in
information and records management, whether a
student, employed or self-employed. There is no
age limit. Entrance is via a written piece of work
between 1500 and 2000 words, this should be
emailed in MS Word format to the awards team,
the application will be judged by a small panel of
IRM experts including Alison North herself.
The prize is attendance at our Annual Conference
in May 2018 and comprises of full delegate fees
and accommodation, if the winner is already in
receipt of an employer paid/fully sponsored place
at conference, then the prize will be equivalent
monies to be used on IM/RM related books, DVDs
and/or CPD! For more information about the
application process and the award go to <http://
irms.org.uk/newprofessionals>

Benefits of IRMS Membership
With membership renewals coming up it’s time to remind you of the benefits of membership
with the IRMS, the IRMS is the foremost association for all information professionals. Our mission is
to provide leadership in records and information management by supporting and promoting activity
within the profession and being active in advocacy and collaboration.
Membership of the society is open to all and its membership rates are deliberately designed to be
accessible to all with annual individual membership set at £80 and Corporate Membership a modest
£350. Retired professionals get half-price membership and for full-time and part-time students, it’s
free! For more information visit <http://irms.org.uk/page/MemberBenefits>
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The Keeper’s
Annual
Report for 2017

to submit records management
plans to the Keeper for
agreement.

The Keeper’s Annual Report for
2017, published under the Public
Records (Scotland) Act 2011,
has been laid in the Scottish
Parliament. It reflects the fourth
year of activity since the Act was
implemented in January 2013.
The 2017 report can be viewed
here <https://www.nrscotland.
gov.uk/record-keeping/publicrecords-scotland-act-2011>.
The main aim of the Act is to
improve the quality of record
keeping in approximately
250 named Scottish public
authorities. It requires authorities

This year National Records
of Scotland (NRS) reached a
significant milestone when they
issued the 200th invitation to
a public authority to submit a
records management plan. They
will therefore achieve their 5 year
target of inviting all authorities to
submit a plan by 2018.
The Act remains central to a
long-term process of improving
the standard of record keeping
within the Scottish public
sector. NRS continue to build
on the lessons learned and
engage widely with authorities
to promote the benefits of the

Act and a wider understanding
of it. Plans agreed show that
good practice is being followed
and the Act continues to build
trust and promote a new culture
around record keeping.

IRMS Foundation Certificate in
Information Governance
An online qualification designed by the IRMS and leading IG experts

LIVE
WEBINARS

£449

ONLY

RECORDED
MODULES

ONLINE
ASSESSMENT

IRMS
CERTIFICATE

For more details visit
www.actnow.org.uk/irms
plus VAT

In partnership with

10% discount for IRMS members
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diary 2017 - 2018

November – January

1 November · Stirling · IRMS Scotland:
Cutting through the noise of GDPR (plus
Group AGM)
The session will focus on GDPR with presentations
and practical sessions. If you would like to get
involved and provide a short talk or show and
tell on how you are getting on with GDPR please
e-mail <Scotland@irms.org.uk>. There will also
be summary presentations from this year’s
conference and we will be holding our AGM with
nominations required for a number of roles.
<http://irms.site-ym.com/events/EventDetails.
aspx?id=1015552&group=>
2 November · London · IRMS London:
Information Asset Management Framework
With Tony McQuaid, Knowledge and Information
Assurance Manager at NS&I.
< www.irms.org.uk/group/irmslondon>
2 November · Dublin · Records
Management 1 - PDP Training
This invaluable training session, led by John
Wilson, examines core concepts of good records
management practice. Records Management
1 is an introductory level session that provides
delegates with a thorough grounding in the
fundamentals of records management.
<www.pdptraining.com/find-a-training-course/56records-management-1>
3 November · London · Caldicott Guardian
Training Course
Facilitated by Christopher Fincken, Independent
Member UK Caldicott Guardian Council,
(Chairman 2012-2017) this one day training
course about Caldicott Guardian principles has
been developed to provide both practical and
appropriate training for experienced Caldicott
Guardians, their deputies and others involved in
delivering the Caldicott Guardian function in a
wide range of organisations.
<www.healthcareconferencesuk.co.uk/courses/
caldicott-guardian-training.html>
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3 November · Dublin · Records
Management 2 - PDP Training
This course examines how to implement good
records management practice. Led by John
Wilson, Records Management 2 is an intermediate
level session that provides a grounding in the
fundamentals of records management.
<www.pdptraining.com/find-a-training-course/56records-management-1>
16 November · London · Cyber Security
Summit and Expo plus GDPR Conference
The UK’s largest 1-day event dedicated to cross
sector learning for cyber preparedness across public
and private sectors. Discover the latest intelligence,
technologies and best practice to renew and
enhance your cyber resilience in a fast-moving
digital world, and learn about how to prepare for
the GDPR, coming into force in May 2018.
<www.cybersecuritysummit.co.uk/>
22 November · London · Advanced Records
Management - PDP Training
This training course, led by John Wilson, provides an
in-depth analysis of the key issues and challenges
facing those responsible for the management of
records and information in the current business
environment. This training session is designed to
meet the needs of senior and more experienced
practitioners and builds on the basic and
intermediate skills and techniques covered on the
Records Management 1 and Records Management
2 training courses. <www.pdptraining.com/find-atraining-course/56-records-management-1>
23 November 2017 · Dublin · IRMS Ireland
Seminar: GDPR
IRMS Ireland’s next event will take place on
Thursday 23 November at the Irish Architectural
Archive, 45 Merrion Square, Dublin. We will be
looking at how records managers will be impacted
by GDPR, and actions they should be taking now.
<http://irms.site-ym.com/events/EventDetails.
aspx?id=1015488&group=>

1 December · London · IRMS Public Sector:
Christmas Event <http://irms.org.uk/events/
EventDetails.aspx?id=996531&group=>
4 December · London · Digital Imaging 2017:
Radiology Information Systems and PACS
This one day conference will examine how to
work with digital imaging, radiology information
systems and PACS to deliver the national ambition
of a paperless and filmless NHS, improving
imaging services and timeliness. <http://www.
healthcareconferencesuk.co.uk/digital-imagingradiology-information-systems-pacs>
6 December · Manchester · New Savoy
Conferences presents Disrupting IAPT: can
digital pathways ‘change the game’?
This national summit led by Jeremy Clarke CBE,
Chair of New Savoy Conferences, will focus on
the development of digital technologies in IAPT
following the government pledge to adopt digital
enabled service delivery in mental health.
<http://www.healthcareconferencesuk.co.uk/
digital-iapt-summit>
14 December · London · Records
Management 1 - PDP Training
This invaluable training session, led by John
Wilson, examines core concepts of good records
management practice. Records Management
1 is an introductory level session that provides
delegates with a thorough grounding in the
fundamentals of records management.
<http://www.pdptraining.com/find-a-trainingcourse/56-records-management-1>
15 December · London · Records
Management 2 - PDP Training
This course examines how to implement good
records management practice. Led by John
Wilson, Records Management 2 is an intermediate
level session that provides a grounding in the
fundamentals of records management.
<http://www.pdptraining.com/find-a-trainingcourse/56-records-management-1>
15 January · London · Electronic Prescribing
In Hospitals: Moving Forward
This National Summit looks at moving forward
with Electronic Prescribing and Medicines

Administration (EPMA) in a hospital setting and
where eprescribing fits within your digital roadmap
to a paper free at the point of care service. The
summit will look at developing your electronic
prescribing system towards advanced eprescribing
and ensuring the full clinical benefits are achieved.
<http://www.healthcareconferencesuk.co.uk/
electronic-prescribing-in-hospitals-epma>
19 January · London · The Caldicott Guardian
2018: Ethical Decision Making & The Duty of
Candour
Healthcare Conferences UK in association with
Christopher Fincken, Independent Member UK
Caldicott Guardian Council, (Chairman 20122017) are pleased to announce this National
Caldicott Guardian Conference which will focus on
the Caldicott Guardian and decision Making – with
particular emphasis on Ethical Decision Making
and the Duty of Candour. Following the sumcess
of our previous Caldicott Guardian National
Conferences, and feedback from our regular
Caldicott training masterclasses, this conference
will focus on developing your role as a Caldicott
Guardian and developing your skills in leading
Caldicott decision making in practice. <http://
www.healthcareconferencesuk.co.uk/caldicottguardians-conference>

Go to <http://www.irms.org.uk/
events> for an up-to-date list
of all forthcoming events, and
join the IRMS groups on our website to
be notified when new events are added. If
you’d like to get involved – including by
hosting, sponsoring or speaking at one of
our events – please e-mail <groups@irms.
org.uk>.
To advertise an event in the Bulletin,
e-mail <communications@irms.org.uk>;
please note the copy deadline on page 4,
and that due to space restrictions we
cannot guarantee that all events are
included.
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new members
november 2017
Since the beginning of 2017, 102 new members have
joined IRMS. Amongst those recently joining are:

affiliate
members
Godfrey Ekata		
Rebecca Fortune-Singh

individual
members
Osiyo Agama		
Simon Whitby		
Paul Stenton		
Adam Biggs		
Ben Birns		
Josie Medforth		
Yvonne Ladlow		

dilbert
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Nicola Waddington
Jacqueline Wilson
May Ladd
John Sheehy
Natalie Da Costa		

student
members
Ragna Kemp
Haraldsdottir
Madeleine Lecouturier
Isaac Nyagbe		
Sophie Jane Timmins
Helen Hargest		
Kayleigh Dodd		
Janina Powell		

Angharad Turner		
Danielle Joyce		
Elissa Truby		
Timothy Beveridge
Rob Stevens		
David Heelas		
Jonathan Isip		
Becky Bowd		

corporate
members
Greengate Integrated
Solutions Limited
S. Kaniklides (Cyprus)
Limited

FEATURING

IRMS CONFERENCE

20-22 05 2018

BACK TO THE FUTURE
FROM BEST PRACTICE TO INNOVATION

IRMS CONFERENCE 2018 · 20 – 22 MAY · HILTON BRIGHTON
BOOK YOUR PLACE AT EUROPE’S PREMIER INFORMATION AND RECORDS
MANAGEMENT EVENT NOW AT
WWW.IRMSCONFERENCE.ORG.UK
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The complete
document
management
service
From document creation
through to document
destruction, our hosted
records management
solutions will bring
full control to your
business documents
and information.
Scan it...

Host it...

Shred it...

Visit ascentas.co.uk or call 0800 075 2625

