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FROM THE
CHAIR
Dear members
Our 21st National Conference was a
fantastic event full of learning, fun and
community. Once again we demonstrated
that the true value of our community is
the connections that we make with one
another.

Our members also told us the conference
was fantastic with quotes like “Gala Event
amazing as always. A well organised and
run event with a community feel.
Outstanding!’

Our Conference Director, Aprill Allen, lead
the way in her final year as Conference
Director. She has now handed the reigns
to Kathryn Howard who will be our 2019
Conference Director.

Another said ‘Every session I went to, I got
something out of. Sometimes a lot more
than others, but everything was useful. I
have stored a wealth of URLs, learnt new
frameworks, and reignited my desire to
learn and improve just from two days at
this conference.’

We delivered 41 speakers selected from
across the itSMF community via our
community lead submission process. I am
absolutely delighted to report that the
feedback on the speakers told us that,
overall, the calibre of presenters was
fantastic. We also branched out into
newer topics like Cyber Security and
Modern Managed services in the cloud.

It is this sense of being a community that I
particularly value; this is the unique
contribution you, our members, make to
the IT world. Each year our community
grows stronger and our National
Conference is a key opportunity to grow
together while we learn.

Katrina MacDermid did an amazing job
keeping us on track and with the format
change using interviews to introduce the
speakers. Matina Jewell hosted our Gala
dinner and then brought many of us to
tears with her amazing life story as our
keynote speaker.

Enjoy the magazine.
Bradley Busch
Chair - itSMF Australia
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ITIL®, PRINCE 2®,
MSP®, RESILIA™,
RESILI…..what?
By Scott Tunn
To be resilient means to be able to defend and bounce back after an “incident”.
Being Cyber resilient is no different to being flu resilient. When you catch a
cold, you don’t want to be suffering the effects of that cold for weeks or months
after first being infected. Your business can’t afford to be continually infected
and suffer. Using global Best Practice RESILIA will give you the best
opportunity to ‘protect, detect and recover’.
RESILIA™ launched in 2015, is a cyber
resilience Best Practice framework
brought to you by AXELOS. When I
mention the name RESILIA™ most people
look at me blankly, then I say, you’ve
heard of ITIL right? In just seconds, their
expression changes from “What the….?”
to, “of course I’ve heard of ITIL what sort
of idiot am I?”.
If you agree with millions of ITSM
professionals and you like what ITIL
brings to the table, you really need to get
your head around RESILIA. This isn’t a
sales pitch, this is a certified expert giving
you the low-down on the future of Cyber
resilience and how it integrates with ITIL.
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How many data breaches do you think
occurred in August 2018?
10, 20, 100, 200 million? Well this is
where it gets tricky. The number that was
reported, was in excess of 215 million!
• 130 million was from a Chinese hotel
chain
• 380,000 customers credit card details
were stolen from British Airways by the
same group of attackers responsible for
the Ticketmaster UK breach. For access to
the full list of breaches see the link
below.
Don’t fool yourself, it’s not just big
business that is included in this list. As I
noted above, this is ONLY the reported

numbers, millions of individual and
smaller businesses were also
compromised and are not being reported.
The increased frequency and
sophistication of cyber-attacks means
that it’s no longer a case of if you will
suffer a cyber-attack, but when?! Let me
give you some examples of how your
information could easily be compromised.

It all starts with a click
No doubt you’ve heard of GDPR (General
Data Protection Regulation)? The GDPR
sets out a number of requirements for
anyone who controls personal data
(website owner) to lawfully process that
data. You would have noticed that if you
currently visit websites, it says “Hey we
use cookies. Are you ok with this?” Once
you click “ok” and use their site, you now
feel safe with nothing to worry about.
Hang on! Why is it so important you are
forced to click “ok”, to use their site?
When you click “ok”, you are giving them
the right to collect a treasure-trove of
data all about you!

make money from it. Keep in mind this is
only one of 18 trackers on just one
webpage! It’s almost impossible to know
how much information these companies
are collecting from you, and how far your
information can be trafficked. Information
trafficking makes you a product.
The most I’ve encountered is a massive
79 trackers on one page. The most
common defence I hear from uninformed
people when I tell people about these
trackers is, “I’ve got nothing to hide, so I
have nothing to fear”.
As Edward Snowden said, “Saying you
don’t care about the right to privacy
because you have nothing to hide, is no
different to saying you don’t care about the
freedom of speech because you have
nothing to say! This is a deeply antisocial
principal, because rights are collective, not
just individual, and what may not have
value to you today, may have value to an
entire population or way of life in the
future! And if you don’t stand up for your
privacy, who will?”

Making money in big business is all about
organisational value which resides in
“data plus people”. The more data they
collect, the more money they can make.
Most pages you visit will have scripts
running on them to collect data. For
example, if you were reading the news on
news.com.au the front page has 18
“trackers” that collect various pieces of
information.

This paragraph is a powerful statement,
and if you don’t get it, you will almost
certainly be compromised.
You don’t need to get off the internet
right now, or become a cyber security
expert to navigate today’s internet. All
What this means is the website owner will that is required is some common sense, a
collect whatever they can about you and
good framework to follow (RESILIA
"share it" with third parties. They receive processes) and some readily available
money from “sharing” the data and will
tools, to ensure the processes you
continue to do so until they can no longer implement will protect you.
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Ghostery is just one example of a tool that
you could be using. It is an open source
privacy and security-related browser
extension and mobile browser application.
By installing this browser add on, you are
alerted to what information is being
collected about you by each site as you
visit it. Recommended by Edward
Snowden. An example of what Ghostery
exposes as captured data is shown.
Data Collected:
Anonymouse (Ad Views, Analystics,
Browser Information, Cookie Data, Date/
Time, Demographic Data, Hardware/
Software Type, Internet Service Provider,
Interaction Data, Page Views, Serving
Domains)
Pseudonymous (IP Address (EU PII),
Location Based Data, Clickstream Data,
Devide ID (EUPII))
Data Sharing:
Aggregate data is shared with 3rd parties,
Anonymous data is shared with 3rd
parties. PII data is shared with 3rd parties
Data Retention:
As long as necessary to fulfill a business
need or as required by law
One approach hackers take is to setup a
website, link a “Free iPad giveaway” on
Facebook, Linkedin, email etc. Watch the
people roll in and then troll you and your
data. Once enough victims have been
fooled, the most promising targets are
chosen. They then track all of their social
media accounts using things like Namechk,
Zapier, Google Docs to automatically
collect information. They use this data to
compromise your account(s) and reap the
rewards.
In another recent example, three groups of
hackers wiped around 26,000 MongoDB
databases and demanded victims to pay
6

$650 to have them restored. The attackers
claim to hold a copy that can be purchased
for between 0.2BTC and 1BTC, but there's
no guarantee the data is actually available
if a payment is made. Most people
unintentionally have allowed this to
happen.

ITIL & RESILIA synergies
RESILIA is built on ITIL, having all of the
same lifecycle stages, Strategy through to
Continual Improvement. The processes
are the same other than some additional
cyber resilience related disciplines, but
the perspective of these processes is
cyber resilience not ITSM. This doesn’t
mean you are learning the ITIL course all
over again. The course has been designed
to integrate with other Best practice
methods to ensure a holistic approach.
I will give you an example of how a RESILIA
process would be used. If your company
was compromised by the Mongo DB hack
above, would you send a blanket email out
to all stakeholders notifying them that
you’ve been hacked? Probably not; and
you wouldn’t want to be working out who
to notify on the fly.

The best corrective strategy would be to:
1. Start an Incident investigation
(following standard process flow until
resolved)
2. Ensure its linked to your Problem,
Knowledge (KEDB), Change and Release
management
3. Enact the Stakeholder Categorization,
Communication plan and Information
classification
4. The communication plan would
determine who to notify of the incident,
based on their stakeholder categorization.
5. Identify who is to be informed and
what amount of information is shared with
that stakeholder
6. Implement change (if required),
release, test/validate, recover from the
incident
7. Repeat steps three and four

Cyber resilience demands a “whole
system” view (technology and people)
and has to be part of your organisational
culture. People’s behaviour is the cause
of most vulnerabilities (95% of cyberattacks succeed because of the unwitting
actions of a member of staff).
If your people aren’t trained with Cyber
Resilience in mind, your business will be
at a major disadvantage.
Using RESILIA is equivalent to a flu shot
for your business!

This response is at a very high level, but
clearly shows the approach of RESILIA and
how it integrates with ITIL.

Scott Tunn
Scott is an experienced consultant, trainer, author, designer and architect of
ITSM/Cyber Security and business solutions. Scott holds numerous degrees in
business and Best Practice management. He contributes to global solutions that
allow individuals and companies to work smarter and faster. He is up-to-date
with the latest technical developments and implementations within Cyber
Security.
We have set up additional resources if you’d like to test your knowledge on
Cyber Resilience, and as well as a video webinar of this article. Please visit
www.cobitism.com.au/cyber
RESILIA™ is a trade mark of AXELOS Limited. All rights reserved.
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Become a
Champion
Thought
Leader!
By Simon Dorst
Earlier this month I had the great honour to
be awarded the itSMF Australia ITSM
Champion of the Year and the Thought
Leader of the Year Awards (the latter
together with my indomitable colleague
Michelle Major-Goldsmith). Now, as thrilled
as I am with this recognition and as much as
I think it is a reward for my activities and
commitment, it also got me thinking how we
need more champions and thought leaders,
in all organisations, at all levels!

Champions
I need to clarify that the word ‘champion’ in
this context is not about being a winner
(although on the Industry Awards night I
certainly felt like one), but rather about
being an advocate (i.e. ‘to speak or write in
favor of; support or urge by argument;
recommend publicly’- dictionary.com)!
In order to be a champion\advocate, firstly
there needs to be an audience, otherwise
you are just ‘shouting in the desert’.
14

But, a champion provides a reminder to that
audience about what (in this case) service
management is, its correct application, new
developments and other noteworthy
aspects.
During the conference it was frequently
mentioned that organisations need a kind of
‘Service Management coach’ (similar to an
Agile coach etc.) to guide an organisation in
its use of the many different service
management practices available these days
(as well as the staff applying them).
But … it goes further. A champion is not
necessarily a person with expert knowledge
and capabilities or seniority, but can be
‘merely’ that one person in a team who is
motivated about the practices in use, and
advocates, encourages, guides, supports and
influences the team members around them
(regardless of hierarchic position).
We need those champions: from a global
expert perspective, but also as an

organisational coach or an operational
enthusiast … BE A CHAMPION!

Thought Leaders
Apart from Champions, we also need more
Thought Leaders. I think sometimes people
expect our ‘thought leaders’ to be
exceptionally brilliant people who amaze the
world\industry with creative and original
ideas …

and start the movement. Thought Leaders
are these first followers who recognise and
validate the potential of new ideas.
And with this comes the concept that
‘Continual Service Improvement’ is at the
heart of any (service management)
operating model and culture. We need to
question the status quo, we need to
judiciously apply new practices and
methods and constantly measure the value
of our outcomes.
Thus, if thought leaders do not need to be
exceptional thinkers, and we all need to be
thinking about bigger and better ways of
operating … BE A THOUGHT LEADER!

Why do we need Champion
Thought Leaders?
Now, all of the above has been true for some
time, but I think that in this current day and
age it is even more important to have
Champion Thought Leaders. First and
foremost, as Service Management is a
community that is fed by individuals
contributing to the collective wisdom (as
well as organisations, commercial or
otherwise). the more people that contribute,
the larger the collective wisdom available to
the community is.
Far be it for me to say that this isn’t true for
some luminary colleagues; however, I reckon
that most thought leaders do not necessarily
have all their original thoughts themselves.
Instead they observe their environment, the
community they operate in and collect
individual challenges, opportunities,
thoughts and solutions. They engage and
interact with the community to gather and
this information and proliferate, expand,
share it in a novel & structured way that is
recognised as ‘leading the way’.

I can see three current developments that
increase the need for Champion Thought
Leaders today:

1. Relevance

Unfortunately, a reality is that the field of
traditional service management is losing its
relevance. Not so much in real terms (as in
contributing to business outcomes and
value) but in terms of the attention it gets
(from the business, management but also
prospective
staff). It is just not ‘sexy’, and
It reminds me of the ‘Dancing Guy’ video
definitely not when compared to agile
from Derek Shivers YOUTUBE VIDEO
whereby the ‘lone nut’ is the person with the practices or artificially intelligent
technology!
original idea but indeed is only a lone nut,
until the ‘first followers’ validate the idea
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I think this is partially because we view
service management as operations only (i.e.
day-to-day, business-as-usual), rather than
seeing the full scope of it, of the complete
service lifecycle including strategy, design
and transition.
And, regardless of whether this is true or not
(and: it’s not!), service management is here,
it’s not going away and all those agile
projects, all those smart, connected
technologies still need to be part of a
service that delivers value to the consumer
and need to be operated (and improved, and
… well: managed).

3.

Relevance (again)

Yes, I know that service management
relevance (or rather the lack thereof) was my
initial development necessitating Champion
Thought Leaders but this one is more or less
the opposite of that first one, as there is an
increasing relevance of service management
in the enterprise, i.e. outside of the IT
department.

Enterprise Service Management is needed
for those organisations tackling digital
transformations (and let’s be honest: which
organisation isn’t … or doesn’t want to?) as
now we no longer have IT-services, but
rather technology-enabled business services.
Thus, we need Champion Thought Leaders to
The end-to-end service covers the
not only keep service management in the
technology, but also the other enterprise
forefront of people’s thinking, but also to
aspects and thus service management
look for improvements & new practices (and
capabilities need to be extended into the
that way linking service management to the
enterprise as well.
more sexy agile, lean and innovation\
transformation activities organisations are
Now, back at the same conference where
paying attention to).
we were awarded the ITSM Champion and
Thought Leader awards, we delivered a
presentation on VeriSM™, as one of the new
2. Complexity
ITSM kids in town, especially focussed on
The days of the de-facto standard in service service management in a digital age and in
management are gone (the one Thing to rule an enterprise setting.
us all, to repeat another theme discussed
during the itSMF conference) and instead we
are bombarded with a myriad of practices,
each promising to do things better or rather
to focus on a particular area of service
management (where pain is felt,
improvements can be achieved or
transitions made).
So, we need global experts to create and
introduce these new practices, and then
organisational ‘coaches’ to find the best
ways to introduce and apply them, but it all
starts with ‘local’, operational Champion
Thought Leaders who see existing practices
that need improving and are willing to
expand their scope beyond the known\
available\common theory.
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Afterwards we got the question of who
would talk to the business about this (i.e.
enterprise service management practices),
and the answer is: ‘well … you of course!’

Become a Champion Thought
Leader!
Service management is on the precipice of a
renaissance. Emerging technologies (cloud,
IoT, AI …) make IT service management less
relevant, but technology enabled business
services much more so. Digital
transformation is on everyone’s lips,
including of the organisational decision
makers (i.e. outside of, as well as over-andabove the IT department).

And because we’re entering unchartered
territory, it is not the usual channels that will
bring the message. Not the globally
recognised service management guru’s (or
skeptics), not the spruikers of new practices
and methodologies, not even the consulting
organisations and researchers, like Forrester,
Gartner and the like, that are usually keen to
provide an insight of ‘where it’s at’. Rather
the message needs to come from ‘within’,
from those that understand the business and
preferably have some real life experience in
this (warts and all, good and bad, lessons
learned, pitfalls and all that).
This is where you come in. Service
management is one of the things that we
have actually done quite well within the IT
environment, and it is our duty -and I mean:
all of our duties … including you as the reader
here- to share this with the business,
advocate service management practices and
lead the corporate thoughts on practices and
structures …

BE A CHAMPION THOUGHT LEADER!

Simon Dorst
simon.dorst@kineticit.com.au / @ITILZealot
Manager, Service Management Service, Kinetic IT
Simon has over 25 years’ international experience in the development and delivery of various
Service and Project Management consulting and training assignments. Known as the ‘ITIL
Zealot’, he is always looking for the most effective and efficient way of delivering managed
services, using ITIL©, SIAM™ or whichever other enabling practice.
Simon is the Lead Architect for the Scopism Service Integration and Management Professional
Body of Knowledge (BoK) and was a founder member of the SIAM Foundation
BoK architect team. He has also been involved in the creation of the
IFDC’s VeriSM™ approach and publications, including being one of the
authors of the VeriSM Pocket Guide.
Simon has been an active committee member of various service
management groups and forums for many years, including the
immediate-past-chair of the itSMF Western Australia Branch.
In 2018 Simon was presented with both the Thought Leader (together
with Michelle Major-Goldsmith) and Service Management Champion of
the Year awards at itSMF’s annual SM Conference and Industry Award Dinner.
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Wayne Scott
in conversation
with Brendan Cullen
What is your current job title and industry and what
do you enjoy the most about both?
I am currently working in the role of Senior Program
Manager with DXC Technology. I am working with a
large global team, delivering an exciting digital
transformation program, involving Service
Management, and cloud adoption.
The program is exciting enough, but when adding the
complexity and diversity of a truly global and flexible
delivery team, this brings its own set of challenges!
Celebrating customer success is the most enjoyable
part of the program.
How long have you been an itSMF Member?
My first itSMF event was back in 2005 where a
colleague convinced me to go along to a state
seminar. I managed to present at the 2008 National
Conference, which commenced a decade long
involvement with the itSMF! A good friend of mine,
Vaughn, has been through the entire itSMF journey
with me, and we still catch up at Branch seminars.
What itSMF Membership Benefits do you get most
value from?
• Seminars
• itSMF Bulletins / Publications
• itSMF Website

is critical to being a member. Serving as a committee
member on the NSW committee was also very
rewarding.
Has being an itSMF Member benefited you
professionally? If so please specify…
Without doubt, being an active member has
benefited me both personally and professionally.
From a professional stand-point, my membership
helped with my certifications, with access to
information and people. Meeting people through the
forum, has also enabled me to connect with people
in the Service Management community, many of
whom eventually became my customer! From a
personal view, building long lasting relationships
with people in the community such as Aprill Allen,
Brendan Cullen, Jon Jones, Karen Ferris, Dave Favelle
and the IT Skeptic, is extremely rewarding and
professionally challenging as I continue to learn.
What ITSM related certifications do you hold, if any?
• ITIL Foundation – Thanks to Harold Petersen, I
passed my ITIL v1.0 way back in 1998 !
• ITIL Expert
• ISO20000
What has been your biggest workplace or career
challenge and how did you face it?

Moving into a client facing, Service Management
Consulting role. This was a major decision point in
my career, and was very challenging, but hugely
rewarding. I was fortunate enough to have a
When I first joined the group, and became more active supportive boss at this time, who challenged me to
in the community, I was welcomed and encouraged by learn and grow quickly, through his coaching and
people such as Tristan Boot, Kathryn Howard, Simone mentoring. The challenge was helped by having
Moore and Peter Doherty. Over the years, I have met a people in my network that I could reach out to in
significant number of people through the itSMF, that I support of obstacles or issues that I faced.
now count as friends, not just industry colleagues.
There are so many new ways to collaborate, share
Catching up with these friends and colleagues at
and consume knowledge these days, but LinkedIn
state-based events, as well as the National Conference proved an important vehicle for me to connect and
is always a highlight for me! Sharing of information
broaden my network base.
What do you enjoy most about being an itSMF
Member?

22

Have you ever applied your ITSM skills outside of
work?
Like most of us in the community!! With a mix of
Service Management and Project Management skills,
my family and friends quickly grow tired on my
expectation for timely and friendly service when we
are out socially, or on holiday!! What about the CSAT
score, I’m thinking!!!
What do you see as the biggest challenge or ‘next big
thing’ for ITSM professionals over the next couple of
years and what do we as ITSM professionals need to
do to address these challenges/opportunities?
ITSM has a very strong base. But as new people join
the community, many having grown up with these
principals engrained in their daily routine, the
community needs to strengthen its adoption of areas
such as Devops, Service Design (customer experience)
and AI. Encouraging new ITSM members to join, by
seeing the value in being members of this extended
community, will help drive a new and energised
Service Management community.
What's the most valuable piece of advice you have
been given in your professional career?
Take ownership and responsibility for the positive
results and outcomes that are possible.
What advice would you give young people who have
chosen a career in technology?
For younger graduates and even more mature
members who have become part of the technology
sector, there are significant paradigm shifts required
for career success. Many businesses are now
“software application shops”, as without this
adoption, they would not possess any competitive
market advantage. Technology adoption, is all about
building a solution that solves a problem. Ask the
“why” question repeatedly, and this will help in your
solutioning and problem solving. Also, find someone
that can mentor and guide you through your early
career.

What do you like to do when you are not working?
I love to travel and enjoy sport, in particular golf. My
most enjoyable trip was taking our son to Disneyland,
and a fair bit of the USA a few years ago. It was
wonderful to share that experience with my family
and finish the trip in Hawaii, which is paradise!
What was the title and author of the last book you
read?
I’m a Dan Brown fan, so it was Origin. From a
professional related book, it was Leadership by
James MacGregor Burns, which was a great read,
focusing on inspiring groups to work collaboratively.
One word that could describe your experience of
itSMF Australia?
Career Changing
Sorry..two words. Being part of the community has
helped me develop and grow and meet some
wonderful people over the past 10 years!
Have you ever been to an itSMF Conference, if so
what was your conference experience like and do
you have a lasting memory?
I have been lucky enough to attend as both a
delegate and presenter. The highlights for me, are
watching people emerge, who are keen to network,
share their knowledge and continue to support the
community. For those attending conferences and
state-based events, the key is to seek some of the
“dinosaurs” out, and get them chatting about topics
that interest you.
Some of my lasting memories are seeing people
present for the first time, some of the great panel
discussions, and on the social side, enjoying the
various gala dinners over the years.
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