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CMLS Best Practices
OVERVIEW
There is no single standard of “Best Practices” for technology that applies to each and every MLS organization. Every
organization benefits from recognizing and applying reasonable guidelines for their technology operations. This section
will discuss and present concepts for technical operations and management. Having recognized principles for
accountability in place, not only benefits MLSs and board members by providing clear guidance, but ultimately benefits
the communities in which the MLSs serve.
The optimal goal of a “Best Practice” strategy is the preservation and effective stewardship of the MLS.

TECHNICAL MANAGEMENT
An organization today employs many systems to support its business activities. These systems include the obvious such
as telephones and copiers or multi-function printers to the not-so-obvious systems such as networks and automated
support systems. Together they are the nervous system of the organization; connecting it both internally and externally,
and providing the hardware and software to promote productivity, responsiveness and profitability. This backbone is
necessary for the organization’s health, risk management, and legal or policy compliance. Within an organization, there
is frequent reference to “IT” or Information Technology. Information technology (IT) is the application of computers and
telecommunications equipment to store, retrieve, transmit and manipulate data, often in the context of a business or
other enterprise. The term is commonly used as a synonym for computers and computer networks; however it
encompasses other information distribution technologies such as television and telephones as well. There are several
key areas that will establish success and they include:
1. Planning and budgeting provide for continuity and the ability to respond to current situations. It permits
evolving business needs, while acting as a guide for leadership and management decisions.
2. Maintaining the appropriate ‘housekeeping’ procedures assures security, productivity, and compliance.
3. Providing the necessary software and hardware systems ensures a well-supported staff, and ultimately a
superior product, along with superior customer experience.
The topics and concepts discussed in this document are meant to be comprehensive, but are by no means exhaustive of
possible scenarios and solutions. Each organization should tailor the issues to meet their business plan, their physical
resources, and any budgetary constraints or priorities. The Canadian Association of Information Technology
Professionals published a document entitled “The Ten Commandments of Computerization,” which still broadly applies
to the discussion of technology best practices. It can be located on this website www.cips.ca/practices.

Technical Planning Best Practices
Define clear responsibility for maintenance of internal systems and management of
outside service partners
Develop a plan to allocate resources to meet organizational needs
Staff works effectively with leadership and business partners to determine and direct
the ongoing execution of the plan
Outstanding relationships and clearly defined roles of staff and outside partners are
critical to the overall success of all technical systems
Oustide partners should be utilized when their expertise is benefitial

2

CMLS Technical and Information Technology (IT) Best Practices
Copyright 2014 Council of Multiple Listing Services

Goals and Planning
Organizations have different resources and skills available to them – all functions of talent, time, and budget
considerations. What are the overall technical goals? At a minimum, all smaller organizations will have computers that
are networked and include Internet access, accounting/customer software, telephone services and an MLS software
vendor/partner. These systems may be managed partially by the staff, with support from outside service providers for
such things as telecommunications, repair, maintenance, and operation.
A larger organization will have of all these and other systems, which may be managed by a separate technical staff with
responsibility for not only internal operations and maintenance of the systems, but also the management of the outside
service partners. These organizations may include software and systems development, web hosting and data center
management among their competencies.
Mission Critical Systems
Some internal and external systems may be critical to the organization. Examples include data (e.g. customer and
business information), communications (e.g. telephones and networks), hardware (e.g. servers), and software (e.g.
accounting and MLS). These systems require additional planning for their survival, and that of the ongoing business
efforts, in an emergency or service interruption. The associated and defined risks can be managed internally,
insured, or assigned to business partners as necessary.
Disaster Planning
In the event of a natural or other disaster or service interruption, a disaster plan should be available to guide the
management of the problem(s) and the restoration of services and systems. A disaster plan is a document that
identifies mission critical systems, the processes necessary to repair or restore systems to normal and the
individuals/business partners responsible for action. It needs to include any “temporary” or stopgap measures that
would allow for back-up of operations of the most critical components for the business. It should be prepared
before any event occurs. A brainstorming session among those responsible will identify various situations that could
occur and the actions that should be taken to restore normal operations. The scenarios that are developed should
be tested periodically to assure that mechanical systems work, the responsible individuals know their roles and
ensure that systems can be restored as expected. Communication between business partners, staff and customers,
as appropriate, is critical to success and full recovery. An “autopsy” of any event should be conducted following
restoration to better understand what occurred and the success of the actions that were taken.

Mission Critical Best Practices
Identify and document all systems within the organization
Develop plans for systems support and maintenance
Implement a formal written and proven disaster plan
Test the disaster plan annually

Budgeting and Expenditures
Technology is a moving target. Plans must be put in place to fund the current operations, commitments, maintenance,
and continued improvement upgrades (including replacement). Income, expense, and capital budgets should be
considered as part of the fiscal planning cycle. In larger organizations the IT Department will be responsible for
developing a budget proposal. In smaller organizations it may be the responsibility of management and select volunteer
leadership.
There is a business obligation to be current and competitive but no requirement to be “bleeding edge”. The
organization should not be put at risk by engaging in activities outside its competence, or that of the staff, volunteer
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leadership or customers. Short term solutions should not be pursued except as part of the overall plan. There is always
a business interest to be both progressive and competitive and demonstrate both to customers. Customer wants and
needs should be part of the planning process, but should not drive product and service delivery on a short term basis.
Agile software development and lean business processes are effective tools. Agile management or agile project
management is an iterative and incremental method of managing the design and build activities for engineering,
information technology, and new product or service development projects in a highly flexible and interactive manner,
for example agile software development. The ongoing planning and business cycles should take customers’ business
needs into account, as well as products and services available in the market to meet those needs and advance the
organization’s business.
Internal vs. External Activities
Staffing for all the activities and systems identified in the planning can be internal or external. Careful consideration
should be given to each element of risk, expense, necessary talent and facilities. Even experienced organizations
choose to retain business partners that specialize in various technical efforts. No company chooses (usually) to
repair and maintain their own copiers and printers – net of replacing toner and paper. Similar consideration should
be given to all other systems. Most MLS software systems are hosted on the vendor’s networks and servers – the
performance, backups and maintenance being the responsibility of the system vendor. Some organizations may
choose to host such systems internally and have staff take on the risks and responsibility for operations. The cost to
develop and maintain data centers (any size) has become a specialty and is often best as a shared cost and managed
set of risks. Data centers can be maintained internally; computer systems can be hosted in a co-location facility, or
virtualized in the cloud. Software is often a service (SaaS)1, a way of delivering applications over the Internet. It is
irrelevant where the software is located as long as the organization’s business needs are met. Responsibility for
maintenance and ongoing feature enhancement is done centrally by the vendor.
Resource Requirements
A plan should be developed to allocate available resources to meet the organization’s needs. Staff should work with
leadership and business partners to determine and direct the ongoing execution of the plan. Mission critical systems
should be identified and plans for their support and maintenance clearly developed. Single points of failure should
be identified, and all systems should be as redundant as possible. The organizations budget process should include
(and clearly identify) income and expenses for technical activities as well as consideration for ongoing capital
investments. Decisions should be made about what roles will be reserved to the organization’s staff and what roles
will be contracted out with business partners. These relationships are critical to the overall success of all technical
systems.

Technical Budget Best
Practices

Consider ongoing capital
investments

1

Clearly identify income and
expenses for technical
activities

Evaluate financial impact
and requirements for
internal staff vs. outside
contractors/partners

Software as a service (or SaaS) is a way of delivering applications over the Internet—as a service. Instead of installing and
maintaining software, you simply access it via the Internet, freeing yourself from complex software and hardware management.
Salesforce.com - https://www.salesforce.com/saas/
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OPERATIONS
There are many aspects to the services that an organization requires internally or provides to its customers in the course
of its business. A feedback cycle of information gathered from Customer Relationship Management (CRM), training and
support will benefit improvements for the customer. The objectives are always the same – reliability, convenience,
accountability and communications.

Customer Services Best
Practices in the Technical Arena

Reliability
Convenience
Accountability
Communications

Staffing of the organization is discussed throughout this document. Larger organizations will have the resources to
assign responsibilities to Chief Technology Officers (CTOs) or Chief Information Officers (CIOs) for overall technical
management. Smaller organizations will augment limited staff resources with outside services and business partners.
Both will need to develop policies and procedures to document the general and specific business activities as well as the
appropriate segregation of responsibilities.
Training
An effective organization will create, develop, and implement a variety of training and education programs for the
members and staff.
Training and Support Staff
The organization is responsible for staff training and support on its systems. Management must evaluate employee
needs and aptitudes and provide appropriate training and support. A “key operator” is often assigned the
responsibility of managing systems such as telephones, copiers and printers. Training on other systems may be
provided by the vendor of those systems with additional support provided. Depending on the size of the
organization, specific staff may have general responsibilities for software, hardware and other more complex
systems. Those responsibilities should be clearly communicated within the organization.
Some organizations provide training and support staff for programs at customer or local association offices. These
trainers can be provided with the equipment needed to connect and present topics, in a live and real-time event –
equipment may include an LCD projector, a laptop and a Wi-Fi connection. It may include a traveling set of laptops
or tablets and Wi-Fi that allow customers to work on their own. It may even allow customers to use their own
equipment while participating in the program.
Member Training and Education
Many associations and MLSs provide their customers with training and support on their software systems and
services. These may include a more formal training center, presentations at remote locations or web-based
programs. All of these venues require focused effort for their success. The equipment, not the content, is a
technical responsibility. A training center may train on multiple products or services, all of which are hosted on a
network, located in a secure facility with associated peripheral equipment such as printers. The facility must be
maintained in working order. Efforts should be coordinated with the education and support staff and leadership.
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Technical Education Best Practices

Provide staff with
systems education to
Develop environments
for education/
training presentations

Utilize technology
solutions for education

Develop ongoing support
and communication
activities

•Fulfill their duties
•Enrich their work
experience
•Benefit the customer
and business interaction

Web-Based Training and Meetings
Integrated web-based programs and webinars are an important part of customer service and support. The technical
aspects of these activities include installation, setup, and maintenance of software and hardware and the necessary
network support for production, deployment, and presentation.
Business meetings are often conducted by means of web-based services that integrate telephone (perhaps VoIP2),
video, and documentation. Technical services will support the networks and telecommunications – and perhaps
additional security – related to web-based meetings.
Documentation
Documentation of procedures and practices is a critical part of institutional knowledge and a notable weakness in most
organizations. It provides a clear set of guidelines for how certain activities are conducted, the accountability that
necessary steps are consistently followed, and a manual for continuity within the organization. Such documentation
should be created to track activities and problems, manage projects and define tasks that are regularly conducted. The
concept of the Wikipedia website, as an example, has been expanded to provide an environment for team
communication and collaboration as well as general documentation. It can be updated regularly, include dynamic
references and allow multiple users.
Some activities, such as Payment Card Industry (PCI) compliance or International Standards Organization (ISO)
certifications require very detailed documentation of the steps taken for related tasks – who does what and when,
where data is stored and secured, and how systems (both human and electronic) relate to each other and produce
expected outcomes.
Software, especially, and hardware systems require documentation. This documentation is often overlooked because
those responsible carry the information in their heads, on their smart phones or keep it somewhere in their offices.
Sufficient system-specific documentation should be created and maintained to assure continuity in the event of staff
(responsible party) turnover, restoration of systems in the event of a problem, planning purposes, and maintaining
ongoing systems. In many cases computer code provides its’ own documentation.
Users (customers, staff and volunteer leadership) are notorious for not referring to written documentation, often
including online references. The training and support staff will look at a variety of delivery methods for their messages
including context- sensitive help, both printed and online reference materials and examples, and knowledge bases that
build on the shared community experience and expertise. The various methods make the information available for
specific inquiries, good management and general compliance.

2

Voice-over-Internet Protocol (VoIP) is a methodology and group of technologies for the delivery of voice communications and
multimedia sessions over Internet Protocol (IP) networks, such as the Internet. (Resource www.wikipedia.com)
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Outsourcing
Outsourcing of various activities allows an organization to shift a workload or acquire talents. It does not possess or
desire to acquire. Relationships are developed with trusted business partners to respond and provide services such as
maintenance and repair, system development or helpline response as examples. The organization has the responsibility
to manage and evaluate these relationships regularly.

Decisions about
Organizational
Roles

These
relationships are
critical to the
overall success
of all technical
systems.

What roles will
be contracted
out with
business
partners?

What roles will
be reserved to
the
organization's
staff?

Consultants are frequently retained to provide technical advice and evaluations. Outside experience and knowledge
may provide additional support for implementation of the technical plan and goals. It is a worthwhile engagement for
the organization to have a technical consultant evaluate or audit systems for both compliance and currency – for the
existing systems as well as when contemplating acquisitions or when replacing systems or business partners’ systems. A
technical audit will review the processes and systems in use within the organization and report their findings to
management and to board leadership. Common areas for review include – appropriate documentation, segregation of
systems and staff responsibilities, both physical and logical security and data management, backup and recovery.
Consultants have specific roles and responsibilities. They are retained for specific purposes, which will be defined in a
contract or letter of engagement. That document will lay out the expected results and format of any recommendations
or actions. A common task for a consultant is the Request for Proposals (RFP) process when seeking and soliciting new
software, such as an MLS or CRM system. Consultants will have different approaches to the process; in general there
are a few major aspects:
 Identification of business needs.
 Identification of vendors with potential solutions.
 Development of the request, with specific requirements, timelines and contacts.
 Review of the responses and any follow-up inquiries.
 Selection of possible providers and product demonstrations.
 Product selection by management or select volunteer leadership.
Other tasks include business planning, competitive business reviews and organizational restructuring. A consultant
provides experience and an outside view that benefit an organization’s review of its business options, the environment
in which it does business and the development of structure to support its business operations. The organization retains
responsibility for the final analysis, decisions and execution on a consultant’s recommendations or advice.
Policies
Guidelines are necessary to provide a framework for the management of systems for and by staff. The concepts are to
encourage best and proper use of the systems employed by the organization in its business activities. These would
include email systems, use of software owned or licensed by the company and the business and personal use of
networks and hardware (e.g. PCs, tablets, smart phones). Policy examples would include that all emails, incoming and
outgoing, are property of the organization. Another would prohibit installation of unauthorized software on company
computers or copying of software owned or licensed by the organization (this would include intellectual property owned
by others but not licensed, e.g. movie, MP3 or game servers, software and automatic license key generators, or
anything that has been illegally downloaded into libraries by staff). Daily or periodic activities such as backups may
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benefit from a written departmental policy. Consideration should be given to the development of data and document
retention policies, including email.
These guidelines – or policies – should be developed and coordinated with human resources and clearly communicated
to staff; many will be included in a staff handbook. Some policies may be enforced by procedure – e.g. backups are
recorded in a log book. Other policies may be enforced upon discovery. The enforcement of policies is a responsibility of
management; the communication of infractions should be clear and prompt when discovered or disclosed. Resources
are often available through local or regional management support associations.
Email is a ubiquitous part of our daily communications – only a portion of which may be of any particular value. Spam
and malware can be introduced to otherwise secure systems via email. Therefore it is a potential threat to networks
and communication systems; a topic which will be covered later in this document. Policies should define the purpose,
privacy rights, and use of company email systems.
Many organizations operate in a partial or complete Wi-Fi environment – allowing connectivity from nearly anywhere.
In the world of BYOD – Bring Your Own Device – employees or customers may connect to networks with smart phones,
tablets or PCs. This applies to the networks operated by the organization as well. They belong to the organization and
are operated for the organizations benefit. Policies should address permissible uses, connection protocols, and security
issues. All networks should be segregated according to the user audience. Appropriate access limitations should be
defined and enforced. Organizations may incorporate Virtual Private Networks (VPNs), which allow private networks to
be extended over public Internet channels. They provide additional convenience and security but require further
policies and procedures.
Software is an asset as much as hardware and it should be protected as such. Policies should address the access, use,
copying, installation and security of all software owned by the organization. Contracts and Service Level Agreements
should be carefully negotiated and monitored for performance and compliance. Failed agreements ultimately result in
dissatisfied customers and unpleasant disputes. Legal issues such as compliance with the Digital Millennium Copyright
Act (DMCA), general copyright, licensing, and trademark laws should be reviewed and addressed. Policies and guidelines
for staff and customers should be developed in coordination with the organization’s legal staff.
Websites and Services
Organizations maintain one or more websites to create identity, communicate with customers, represent services and
benefits, provide portals to software and solicit business. These should be identified and a goal-oriented plan or process
that drives the content and features of the website should be executed. A written overall plan which describes the
goals of the website and outlines the content to be presented may be beneficial when working with volunteer
leadership. A website is a dynamic platform which requires constant review and revision by staff. Feedback from the
end-users of any website is invaluable in the process and should be gathered ongoing, reviewed and where appropriate
included in the update process. A website may be maintained and hosted by a business partner while the
organization’s staff retains responsibility for guiding the content management consistent with the website strategy and
plan.
Domains and URLs are both a business identifier and an Internet address. They should be protected and managed along
with other intellectual property. Many organizations reserve multiple Top Level Domain (TLD) names and extensions
that relate to their business, activities, region/area or company name. The technical, business, and billing contacts
required to register and maintain domains should be reviewed and kept updated. Expiration of domains should be
tracked. Management must determine how to best promote and publicize each domain. There are cost considerations
for the retention of multiple domains which should be included in the technical goals and the budget process. Many
MLSs and associations support or participate in the MLS Domain Association.
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Technical Best Practices
Create policies that protect technical assets

Websites require ongoing evaluation and updates. There should be a strategy and
plan for their development, maintenance, and content

Domains should be managed to protect brands and identity

Resources for business activities such as training and support, web-based meeting,
communication services, and sales and marketing must be allocated

Social media and Blogs
Organizations are using social media and blogs to communicate with customers and other communities – providing
information, participating in dialogs and gathering information. The content of such activities is usually a marketing
or communication responsibility, while managing the software and web environment is a technical responsibility.

SECURITY AND DATA
An organization has an obligation to protect its systems, and the data that those systems access, or contain. It can be
described as a variety of tactics and tools that are employed to prevent, identify, and resolve any breaches of the
systems. Security is common sense. Successful organizations continually encourage and educate both staff and
customers on the benefits and need for security. There are cost/benefit thresholds that an organization will need to
identify. The cost to provide the ultimate levels of security may be better allocated to human management and
monitoring.
General Security
“Basic” security activities include the locks on the office doors and perimeter defenses. A facility should be resistant to
strangers or any off-hour invasions. Alarms should be installed and monitored for such things as windows that open (or
break), movement within spaces that should otherwise be vacant when the business is closed, temperatures in sensitive
areas and perhaps water where any water would be unwelcome and perhaps dangerous. Fire protection should be
provided as appropriate for the facility – including extinguishers, sprinklers and non-water suppression systems.
Security systems providers can assess and advise on needs and costs. Some organizations will have secure areas that
require ID or pass cards for entry. Staff should be aware of their surroundings for any intruders, and trained in reporting
procedures, so that safety and security are assured. Video surveillance can be employed, along with alarm monitoring,
and can provide the recording and retrieval of events or disasters as they occur; including information for the post-event
analysis.
Passwords are a common first level of protection from unauthorized access. Passwords may be assigned or left to the
discretion of the employee or customer as appropriate. There should be guidelines for the complexity of the password,
avoiding obvious combinations or personal information that could lead to a breach of the system in use. Guidelines for
password security include:
 Change monthly or quarterly.
 Cannot be repeated within twelve months.
 Must not be shared.
 May not be used across multiple systems.
 Contains at least one number and one UC letter.
 No “default” passwords.
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The strength of a password depends on its complexity which includes its length and the variety of characters used. For
example, “Monday” is a weak password, while “M0nday%34” is a stronger variation. A longer password – eight or more
characters – with varied case and non-letter characters is best. It is best not to use the same password across multiple
systems and to avoid commonly known information such as pet or family names or other information that might be
associated with the user. The concern of weak passwords is that a trespasser may be able to make a number of guesses
to gain access to an individual’s accounts. Complexity is important.
Systems may require more complex security for access and may use secondary authentication. This process for
example, provides a user with a unique code/password to be entered following the user supplied personal password.
The unique code may be provided by software, a device (e.g. fob or USB3) that generates a code or perhaps supplies a
code via a text message to that specific user at the time of the system logon. The banking industry for example, requires
substantial security procedures for employees who login to corporate systems from remote and office locations.
Passwords can be managed. Devices are available that will securely store multiple passwords so that only one needs to
be recalled to access the others. Software may be employed by the organization to store or record multiple, seldom
used or shared passwords.
Single Sign On (SSO) provides a gateway to multiple related, but independent systems and servers by means of a single
password or code. The concept is to provide customers (or staff) with a single point of entry to allow greater ease-ofaccess without having to logon to each system. These SSO features may be provided by the organization’s technical
staff or through a business partner or vendor. Security Assertion Markup Language (SAML) is a common solution for the
exchange of user security between systems. User credentials are challenged and authenticated to provide the access or
services.
Organizations securely manage access to their information and systems. This means that access to the various systems
and services is on an authorized or need-to-know basis and that management evaluates who has access, for what
purposes, and what types of security will be in use. Policies would provide accounting staff access to the organization’s
financial systems and information. Customers would have access to the services they purchase. Training systems would
allow common or perhaps temporary access during coursework or a support session. A systems administrator would
have broad access rights to maintain servers and networks within their responsibilities. Access rights should be audited
periodically.
Systems should be segregated from one another to prevent unauthorized access or any potential breach of a system and
data. Customer information and accounting systems again are good examples – one contains personal information and
the other the finances of the organization. In some cases these systems share common hardware and networks, and in
other cases the systems are discrete and isolated from unwanted access or exposure. Credit card information, for
example, is sensitive and subject to specific procedures and processes. Credit card information should only be stored
when absolutely necessary. Training platforms are often segregated from the production platform to prevent accidental
corruption of that data and software.

3

A universal serial bus (USB) flash drive is a small, portable device that plugs into a computer's USB port. Like a hard disk, a USB flash
drive stores information, but with a flash drive you can easily transfer that information from one computer to another.
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Security systems should be employed to protect the organization

Systems Security
Best Practices

Physical security of the facility must be implemented
Passwords must adhere to standard industry security measures
Systems must be monitored and tested regularly
Certain systems may require segregation from others to assure security of their
content
Management should monitor activity and usage of systems and networks
The organization should be vigilant for any type of threats to its networks and
systems, and take action to resolve them

Most systems have utility software that monitors their activity and that of those who access the systems. These metrics
should be monitored as an indication of how the various systems perform to expectations and to review who and how
the systems are being used. Website monitoring provides information about traffic and their audiences. Both
management and leadership need to know this information and review it on a regular basis. The metrics will support
the measures of success for the systems as well as identify any problems as quickly as possible. Alarms and warnings
built into the software will disclose any problems – unauthorized access or performance problems – allowing the
organization to respond and resolve any issues. Many software features allow the systems to communicate incidents or
problems directly to responsible staff or business partners by means of text, email or telephone, 24/7.
Metrics are different for different systems, there is no exhaustive list. Organizations develop formats for statistics that
provide them with the information they need to effectively manage their systems, evaluate the effectiveness of
software and vendors, and report activity to leadership as requested. Software metrics may indicate what functions are
being used by customers, and when and for what areas, as well as response times for customer requests.
Network metrics may indicate volumes of traffic by time of day or day of week, as well as the
bandwidth used (required) for that traffic. System metrics may provide statistics on usage,
availability, access and threats. Websites are monitored for number and types of users, the web
pages viewed and perhaps the source location of the users to better understand the audience of the
website.
New employees or business partners require an orientation to the system security policies and procedures of the
organization, as relevant to their responsibilities. Departing employees require an additional degree of attention as
appropriate to their departure – e.g. resignation or dismissal. The entire organization should respond and revise any
(all) passwords or codes to other systems to which the previous employee might have had access. It is a technical
responsibility to see that email accounts are disabled and any hardware and/or software is accounted for. Departing
employees often are interviewed or processed through human resources who will have a checklist or documents to
assist with the formal procedure. The employee is informed of their obligations and those of the organization at
termination. A checklist may enhance the process for both.
Simple physical security is insufficient given the sophistication or persistence of a determined hacker, disgruntled
customer/employee or creative and curious teenager. Software and hardware must be installed and configured to
prevent intrusions, installation of malicious software or misappropriation of intellectual property. Firewalls should be
employed to repel unauthorized access to networks. Most routers have a limited, if effective, firewall that can be
configured for the needs of the organization. Larger systems and organizations will employ more complex firewalls
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specific to the systems they are protecting. Spam filters can intercept nearly ninety-nine percent of junk email. All of
these systems must be maintained and periodically checked to assure that they are performing as expected and up-todate. Managed firewall services 24/7 and network security monitoring services can be employed to augment staff
personnel in maintaining vigilance over network security.
Firewalls and Filters
Firewalls and security software can protect most systems from the majority of attacks, Trojan horses and inadvertent
downloads. The objective is to prevent an intrusion and any subsequent damage or service loss. Software adds a range
of “anti-“efforts for spam, malware, viruses and creative customers or staff. Data and communications can be encrypted
either as stored or when being sent or received. It is important that staff and business partners manage their activities
to prevent the introduction of viruses and other malware to any systems. All such breaches must be reported promptly;
and resolved to assure that no damage has been done, that the incident will not be repeated and that there will be no
secondary or unexpected effects on the systems.
Backups
The topic of backups – the regular replication of software and data and storage in a secure location – all too often results
in bored looks and sighs. Like any insurance, backups should be in place, appropriate for the situations and hopefully
never needed. When and if they are needed, the time, effort and cost to have done so will appear inconsequential.
Backups are performed in many ways and on different schedules. An organization will identify in its technical plan those
systems that require backups, how they will be done and on what schedule. The individual PC used by a staff member
may be backed up centrally via a network to a specified hard drive, a CD/DVD, an external network, or the cloud.
Backups may be continuous and real-time. The organization sets the priority for critical systems with secure off-site
storage (in a format as determined) and an appropriate backup cycle. Data which changes frequently may be backed up
daily – such as MLS and customer information. Large and/or heavily utilized data may be replicated to another physical
location in real-time to assure continued access in the event of a problem or disaster. Redundant systems are complex
and expensive but usually part of most MLS vendor-supplied services. A systems administrator may be responsible for
the process which is nearly invisible to the individual end-user.

Backup Best Practices

Backups of all critical and noncritical software and data
should be done on a schedule

Backups should be tested to
assure that they can be
recovered and restored

Recovery matters. The exercise of regular backups of critical and non-critical systems is incomplete without the testing
of those systems and confirmation of the ability to restore any lost data or software. The testing will be done
periodically to assure that what is backed up is what was expected to be backed up and that that data and/or software
can be restored to full use and functionality with little or no data loss – and within a reasonable timeframe. Risk
tolerance may allow financial reports to be delayed by hours or days due to system problems, while it may allow that
customers are unable to access services for no more than minutes.
The cloud represents shared resources and services and the economies of scale. Rather than buy and build the
infrastructure to support computing activities, including data storage and software, an organization uses the utility of
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the cloud services to provide either or both. Backups can be moved to the cloud to allow easy and secure storage and
retrieval. An organization must evaluate the costs and benefits of using cloud solutions in its backup strategies.
Data Breaches
Organizations often experience data breaches in systems that are used by their customers. The majority of these data
breaches are caused by the customer, who often will attempt to misuse a feature of the services for personal or
business advantage; or by business partners who may re-purpose data for unauthorized uses or distribution. These
breaches are usually infractions of contractual or membership obligations and can be managed as such. Breaches of
customer or consumer data can be damaging to business reputations.
Occasionally an organization will experience an attack on its networks or systems – malicious or curious – where the
attacker(s) seek(s) to acquire software or data or damage or disable the software or systems. Preventive measures
should repel these intrusions and protect the systems and data. The intruders will leave only minimal evidence of their
efforts in the system logs. Another type of system attack is a Denial of Service (DoS) where the attempt is to overload a
system preventing authorized access/use or causing poor system performance. Network managers should inform
management, leadership and legal counsel as appropriate, of any of these disruptions. The courses of action should be
defined in the disaster plan document.
Credit Cards and Personal Information
MLSs and associations usually accept payments for services and membership via credit cards. The Payment Card
Industry (PCI) was formed by the card issuers to set Data Security Standards for the acceptance and processing of
payments. This set of standards imposes requirements on nearly every business that accepts electronic commerce.
Business partners that provide payment systems may meet many of the requirements of the standards for an
organization. Those partners should confirm in writing that they comply and what further steps may be required of the
organization. The organization will still retain responsibility for secure storage and management of any personal
information that may reside in their customer files (physical and electronic) Audits are periodically conducted by the
PCI to assure that the internal procedures of an organization are secure, the software in use for processing payments
complies and all personal and financial data is segregated and secure, if retained.4 A customer management system that
does automated billing must meet PCI Data Security Standards requirements, for example. These efforts to share
responsibility for financial data security and prevent cybercrime place additional technical and procedural burdens and
awareness on the organization.
The PCI Data Security Standards follows common-sense steps that mirror security best practices. There are three steps
for adhering to the PCI Data Security Standards – which is not a single event, but a continuous, ongoing process.
1. First: Assess -- identify cardholder data, take an inventory of your IT assets and business processes for payment
card processing, and analyze them for vulnerabilities that could expose cardholder data.
2. Second: Remediate -- fix vulnerabilities and do not store cardholder data unless you need it.
3. Third: Report -- compile and submit required remediation validation records (if applicable), and submit
compliance reports to the acquiring bank and card brands you do business with.
Security systems should be employed to protect the physical and intellectual property of the organization.
 Such systems must be monitored and tested regularly.
 Certain systems may require segregation from others to assure security of their content. Those systems will be
identified and the appropriate procedures put in place.
 Management knows the activity and usage of its systems and networks through ongoing electronic monitoring
and physical examination and review. The organization is aware of any attacks or threats to its networks and
systems and takes action to resolve all problems.
 Firewalls and software that repels viruses and malware should be employed on all networks and systems. The
software should be regularly maintained and updated.
 Backups of all critical and non-critical software and data should be done on a schedule. The backups should be
tested to assure that they can be recovered and restored.
4

See the Financial Management Best Practices document for additional detail.
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Credit card and financial data are subject to specific policies and procedures.

Data – Big and Small
The business of MLSs is based on the aggregation, management and presentation of data. The data is acquired from
many sources – public and private – and presented through various software tools that support customer interests and
specialties. The management of these vast amounts of data can be accomplished internally or externally, usually in
some combination of systems, software and staff support. The organization is, at day’s end, responsible to meet
customer expectations through a variety of tailored products and services – as determined by the organization’s
business plan.
Distribution
Most MLSs and associations present an array of data services that include a set of core services and various optional
or custom services. An MLS will provide access to its data via a vendor-supplied interface – or in-house system with
similar features. It will usually provide access to various portions of its available data subject to the restrictions of
policies and user agreements or licenses for specific or custom programs or requests. The data is valuable, some
not available anywhere else, and the organization should have as a core principle the protection and effective
distribution of the data to its customers and their businesses.
An MLS or association is responsible for monitoring where the data and compilations are distributed and how they
are used. This enforcement of contract and license terms is all too challenging as data does flow like water and
many recipients are willing to bend rules or terms to their personal or business needs. Some monitoring can be
accomplished by merely listening to the customer base that frequently discovers problems in their review of
competition. Further periodic reviews of the destinations for data may reveal misuse. Each organization will need
to determine what resources need to be applied to monitoring data distribution, how to resolve a given situation
and what level of enforcement or sanction is appropriate. Leadership, management and legal counsel will all need
to review rules and policies as they are approved and what procedures should be followed to correct or stop misuse
or abuse.
Publication
Common data services include IDX, VOWs and syndication. Internet Data Exchange (IDX) allows for the publication
by the member of data on the member’s public-facing website. Virtual Office Websites (VOWs) allow the
publication of data to consumers subject to a brokerage relationship with the specific consumer – as defined by law
and policy. IDX and VOW services are subject to local and perhaps national policies and guidelines, as approved by
the organizations board of directors. They should be subject to agreements that define the rules, policies and
permitted use of the data. Syndication is the distribution and publication of a member’s data on various public
websites as specified by the member. Syndication can be accomplished by directly providing data to a website
provider or through a syndicator who redistributes data from a data feed.
Other common data feed situations may be unique to an organization and their goals. These may include data
sharing arrangements through software vendors or other networks, publication of limited information about market
activity and sales in area newspapers and custom defined data sets for specific uses such as government activities
and academic analysis.
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Data must be available to customers through effective,
competitive and progressive delivery systems allowing for analysis
and presentation of information

Custom and defined access to portions of the data will be
facilitated

Data Management Best
Practices
Appropriate controls will be put into place to manage the
distribution and auditing of data use

Clearly defined data use policies are essential

Data may be provided in structured formats where all recipients receive the same data and use the data as allowed
in the license. In other situations an un-structured format may be provided that allows the recipient to analyze the
data. This might include a recipient making direct inquiries of a database or a recipient who replicates the data for
use in their internal business systems.
Data may be provided in either a persistent or transient manner. A persistent data feed allows the data to leave the
main servers in various formats to be replicated elsewhere. Transient requires that only the specific, selected data
be retrieved from the servers for display upon request. There is substantial discussion within the industry about the
two methods and there are benefits and short-comings to each. A persistent download allows large quantities of
data to leave the control of the organization and be retained by the recipient. The customer seeking to operate an
in-house system may want to have the data available for brokerage and permitted website activities. A business
partner may provide services to several of an organizations customers and wish to maintain only one copy of the
data all of them. Both want the convenience of having control of the data for their business activities. Cons include
that the data is open to potential abuse or misuse as well as the fact that most data ages badly and must be updated
regularly. Transient data feeds provide only that data needed by the current request which is only a small portion of
the databases. The ability to retain and ultimately replicate the host data is severely limited, adding additional
protection for the data and any potential misuse.
There is ongoing discussion regarding the need to replicate data for various systems and services when the best data
comes from the system in which the original data is maintained and updated. Replication is costly and time
consuming for organizations and business partners. Regrettably many systems are not designed for the demand
that continuous queries would impose. As the industry evolves solutions and capacity will be developed.
RETS and APIs
RETS (Real Estate Transaction Standard) is a dictionary and schema of data items used in real estate systems that can
be queried and then transported from one server to another. RETS is a persistent data feed. This ‘standard’ allows
for custom data within an organization to be mapped to a common definition and made available for queries. The
RETS standard and ongoing support is provided through the Real Estate Standards Organization (RESO –
www.reso.org) and many MLSs, associations and business partners are members of the not-for-profit organization.
RESO meets several times per year to discuss industry changes and ideas submitted by the industry. Its efforts help
ensure data accuracy and transportability, increasing your value to customers.
Standards remove ambiguity and incompatibility across different computer systems within and outside
organizations, as well as between business partners resulting in more consistent and higher quality data among
those that support those standards. In short, standards make it easier for programmers to handle real estate
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information from many different entities as it forces consistency when exchanging data between different systems.
Without RETS, programmers would spend more time dealing with many different types of systems, fixing more bugs
and correcting erroneous data.
APIs (Application Programming Interface) are becoming more common as they provide a universal layout of specific
data which developers can use to power their applications. Many applications are written to be native to the
mobile device or tablet operating system to enhance their performance. An API allows that application to retrieve,
in real-time, the data that is required in order to perform the desired task. An API is a transient data feed. Webbased applications may not perform as well as they operate through a web browser and a server which then has to
query a database that was populated at some previous point in time rather than in real-time.

Data Standards Best
Practices

The organization will support data standards
Improve data integrity
Provide for the sharing of data, as permitted
Provide for the republication of data, as permitted

There are multiple aspects of data management that are necessary to meet customer business needs and to provide
adequate security for access to and the movement of data. One aspect allows for customers to select how their
portion of the data is used – they may opt-in or opt-out of a specific program or permitted use of their data.
Organizations maintain ‘dashboards’ or control software to set accounts and passwords for those who access
available data – including perhaps, when and what data can be accessed, what method is allowed and the tracking
of usage.

SOFTWARE SYSTEMS
There are several business functions that rely on software – from word processing to presentations, to accounting and
human resources and the underlying network and operating systems. Each requires different degrees of support and
monitoring. Different software packages may reside on different operating systems such as Microsoft® Windows,
UNIX®, Linux or other proprietary or open source systems. Each has benefits (or shortcomings) such as support services,
compatibility, bug fixes and cost. The organization needs to evaluate what systems best meet the needs identified in
their technology plan and through their ongoing business operations. MS Office® has become a “standard” software
application as it is easy to use and in common use within the business community. There are similar applications for an
Apple® Mac environment. MLSs and associations need to maintain several key enterprise systems as part of their
business and services.
A consultant may be retained to assist with the review of available software products and the review process for any
major system being purchased and deployed. Organizations will conduct a Request for Proposals (RFP) to identify and
invite qualified providers to present their software solutions. The RFP will define the specifications of the type of
product sought by the organization, the format of an acceptable response and the timelines under which the
organization is working. These parameters are essential to the evaluation process, which will often involve leadership.
The evaluation will create a framework of comparison of features, references and finances that will lead to discussion
and a decision for purchase or license.

Software Best Practices
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Software programs
should increase
productivity,
security and
accountability

Proper licenses
must be
maintained for all
software as
required by the
supplier(s)

Upgrades to
software will be
applied as
necessary and
included in budgets

Consultants may be
engaged to assist
the organization
with the
identification and
evaluation of
software

Careful consideration should be given to the costs (both upfront and ongoing), the satisfaction of other organizations
who utilize the products, the ability to transfer existing data into the new system and the learning curve for effectively
using the new software in the organizations business. There may be a substantial impact on staff (new association
management/CRM software) or customers (MLS software) that require a comprehensive plan for implementation. The
plan should include information about the decision process, rationales and timetable whether internal or external. No
one likes surprises. It should provide for the training and follow up support that will assure the software is properly
used. Care should be taken in the purchase review process to assure that the current needs of the organization are met
as well as providing room to grow as the business evolves.
Software is usually intellectual property and subject to licenses or other agreements. Even shareware and open source
applications have some limitations on their use, reuse or alterations. Management of the organization should assure
that appropriate licenses or agreements exist for all software used in the business, in coordination with legal counsel.
There are many resources available within the industry, to advise and assist organizations. One of the better resources
available is The Center for REALTOR® Technology (CRT) is a department of the National Association of REALTORS® (NAR).
The CRT offers open source solutions applications that address a number of industry challenges. The staff will respond
to questions and offer guidance or referrals.
MLS
At the core of most organizations are the MLS software systems. It has evolved from the computerized index found in
the front (or back) of the formerly ubiquitous “Active Book”, through the simple “search and print” phase to the now
robust “analyze and present” model. The current iterations provide a wide range of features that allow customers to
manage their real estate information, access a variety of related databases, maintain contact with clients and customers
and present analyses and presentations of the information to consumers. The issues of bandwidth, storage space and
computing power no longer limit the quantity of data that can be stored, the locations from which the services can be
accessed or the sophistication of the materials and reports that can be created and shared.
Organizations have several industry suppliers that provide competitive MLS software systems. The selection process is a
detailed procedure that involves money, personal preference and politics as well as technology in the mix. Most
vendors provide continuous improvements to their software as it evolves from user input and competition. MLS
systems today are web-based with vendor-hosted servers in secure locations. There are some larger organizations that
create and manage their own in-house systems with development and programming staff. But the cost of entry and the
complexity are prohibitive for most organizations. Software development and support is an art in itself and a
competency outside those of the general MLS or association.
Common features of MLS software include the ability to manage listing content, search that data and create
presentations and reports, maintain client and customer information – and keep in touch with them via email or web
portals, present maps and photos, manage documents and integrate related data from many sources.
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Infrastructure Software
Association Management and Customer Relationship Management
Customer Relationship Management (CRM) and association management software contain personal and business
information about customers and their services, purchases, involvement and other activities. There are several
commercial systems offered as stand-alone products or as part of an MLS software system. Regardless, almost all
integrate the varied activities of the customer as well as those of the organization. Some other methods of system
integration are organization’s websites, state and national organization’s National REALTORS® Database System
(NRDS), or other systems (e.g. lock boxes), and of course, financial systems such as PayPal, bank fund transfers, or
VISA/MasterCard. CRM applications vary in complexity and the ability to customize for local needs.
Accounting
Few companies can operate today with their finances managed solely with paper ledgers and a checkbook. Financial
accounting software varies greatly in complexity and features but in general provides for the functionality and
reporting capability required by Financial Best Practices. The software will be able to generate receivable accounts
based on customer activity on websites, MLS systems or other subscription services; provide general accounting for
the organizations assets and liabilities and create sufficient standard and ad hoc reports to meet internal and
regulatory reporting requirements. The selection of accounting software will be done in coordination with the
finance staff. Accounting systems should be operated in a secure manner to assure that only those employees
requiring access to the software can do so, much as the company checkbook is kept in a locked drawer or cabinet.
Contract Management
Most organizations manage many and diverse contracts, licenses and agreements for participation and services.
These documents have a lifecycle from agreement through fulfillment to renewal. Software can expedite this
process providing management of terms and dates, alerts for agreed to changes or price increases, records of
modifications and inclusion of electronic signatures. The benefits of these features include management of the
exceptions or subsequent events and financial and analytical tools as well as the reduction of paper files and
records.
Help Desk/Call Centers
Customer support is a key activity of most organizations and may be conducted by staff or outsourced to competent
vendors who will tailor the support to the needs of the organization. The software that supports this activity varies
in complexity depending on the size of the organization, the volume of calls and inquiries and management’s
requirement for system activity information and reports. The implementation of Help Desk software or applications
should be specified by and coordinated with the training and support staff.
A simple help desk application may allow the staff to access a customer’s business information when receiving a call
and then annotate those records to reflect the content of the inquiry and any resolution or outcome. Staff can
identify that callers have a repeated issue or that the issues are external to those systems operated by the
organization. These entries may contribute to a knowledge base of issues and resolutions that can be referred to by
staff or perhaps customers, providing yet another support resource.

Help Desk Software
Best Practices

Customer support and
help desk operations
require appropriate
software applications
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Sophisticated systems will be integrated with telephone systems (VoIP) to manage the incoming calls and track their
wait times and other statistics of interest to management. They may provide some degree of voice response,
requesting the caller to broadly identify their issue by voice or keypad, and directing the caller to a resolution more
quickly. Help desk add-ons might include use of software that allows the staff to view live what the customer sees
or is doing on their systems, providing a higher level of interaction and support.
The selection and deployment of a sophisticated help line or call center is a fairly complex project. If outsourced it
requires identification of the organizations requirements and a Request for Proposals (RFP) process to determine
the options and vendors. The potential service providers must be vetted and a contract for services carefully
negotiated. Following an installation and introduction, the system must be monitored for activity and performance.
If hosted in-house, once the software and telephone systems are determined, staff must be trained to operate and
maintain the high quality of response and aid offered and expected by customers.
Organizations must continually evaluate the effectiveness of any help line or call center operation. The evaluation
includes person-to-person and electronic surveys, analysis of the performance metrics (e.g. response times, traffic,
topics, length of calls) and the subjective observations of call center staff.
Office Productivity Suites
Many organizations are most familiar with the Windows™ Microsoft Office™ suite of products that provide word
processing, spreadsheet, database and presentation software and others. These products integrate with each other
and allow individual productivity as well as collaborative efforts. Similar solutions exist for Mac OSx and Unix
environments. The software can be licensed for individual users or for the enterprise. The software suites can be
extended to include web development and maintenance, as well as design and publication.
Product Management and Support
Software must be managed. Large systems require not only periodic updates, but frequent patches and fixes for
bugs and programming changes. These may be tracked internally by the software (e.g. Microsoft™ Service Packs or
MLS software vendor) or may require the organization to track patches and fixes made by the organization. Patches
and fixes are made internally to networks. These should be tracked and managed, either through simple
recordkeeping or more sophisticated software.
Services
Organizations utilize many web-based software services and applications. Net meetings and Voice over Internet
protocol (VoIP) such as Skype are two examples. Each provides an application for the conduct of business virtually,
removing the need to meet face-to-face. A schedule can be set, notices sent by email with the appropriate
login/dial-in codes and a meeting conducted, including the capacities for video (participants being able to see each
other), sharing of documents and the exchange of both voice and text information during the online meeting.
Training and customer service may employ webinars and video in their support efforts. Webinars can be conducted
using voice, prepared images or live video to present specific topics or general information. Benefits include the
convenience of flexible timing (perhaps available on demand), the ability to vary and specify content (“short bytes”)
and self-selection of the audience and interest. Software and services are available to the organization to support
these efforts or to produce them in-house.
Facsimile (fax) machines still exist in most offices as standalone devices or as part of a multi-function
printer/scanner. However many faxes today are generated by software and sent or received via the Internet. Email
has replaced the need to fax many documents as they can be sent as attachments rather than a paper-to-paper
transaction. Some organizations manage their high volume document systems by allowing customers to fax an
original document with a uniquely coded cover sheet, to an internal system that converts the document to a PDF
(portable data format) file. The system then assigns the PDF file to the appropriate place in the organizations
systems and data files.
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Emails are a preferred method of communication. They allow common information to be sent to a broad or
specified audience, or specific information to be sent to a select recipient. Many software applications will provide a
merge function to combine the communication with a mailing list of email addresses and automatically send the
communication. The software applications may provide detailed information about the delivery and receipt process
– how many were delivered, how many bounced and why. The organizations files can then be updated and any
errors or aged addresses corrected. Bulk emails to customers such as newsletters, system changes or calls-to-action
frequently direct the recipient to a website with detailed information and interactive links. This eliminates the need
to send bulky and often annoying emails. Occasionally an organization will outsource some of these activities to a
business partner that will provide all of the services and accountability.
Development
Notwithstanding the complexity of developing an MLS system, most organizations will have resources internally or
outsourced, which provide some degree of programming support and project management. Websites are an example.
The maintenance of programming on websites is often accomplished as a staff responsibility once the website template
is created. Content can be updated regularly and the layout modified as necessary.

Software Development
Best Practices
Software development and programming will be
undertaken only when appropriate and
consistent with business goals and competencies

New major software systems should be carefully
specified, evaluated, and tested prior to general
release

The specification, programming and testing of software should not be undertaken lightly as it requires talent, time and
money – usually more of the last two than planned. Enthusiasm and the desire for independence from vendors are not
sufficient reasons to proceed down the path. The competencies for this effort are usually separate from the core
business activities of an organization and require substantial management and oversight. Project management is an art
that not only holds the vision in sight, but also assures that schedules are met, programming is adequately documented
and resources (human and financial) are available and properly applied.
Software testing and evaluation are two activities that are common to nearly all organizations. The purchase or
licensing of new systems such as accounting, MLS and CRM require both. They require evaluation of the available
products and their features, costs and references prior to deployment and evaluation of the installation once complete.
Does the software function as expected? Did the data from the previous system (paper or electronic) convert correctly?
Is the software provider responsive to the organization following installation and any grace period? Testing can be both
a staff and customer responsibility. In the case of an MLS system it may be advisable to involve select end-users (many
of whom may have been involved with the initial evaluation) in the testing of the software functionality and usability
prior to a general release. This can assure the validity of the data as well as increase the acceptability quotient of the
customer base. There is no room for a launch debacle internally let alone with the general customer base. Success
should be mandatory.

HARDWARE SYSTEMS
The technology in the business world has changed greatly in the past thirty years and continues to do so at a rapid pace.
Where once, the “big iron” computers and equipment were behind locked doors and plate glass windows, they now
reside on nearly everyone’s desktop, tablet or smart phone. Where once, it was sufficient “to know only enough to
worship appropriately”, it is now incumbent on staff and customers to be “tech savvy”, to learn new skills ongoing and
for the organization to provide the physical and financial resources to maintain the technical tools to be competitive and
productive.
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The discussion of hardware systems encompasses the simple systems in daily and visible use and the more complex
systems that support and connect software, people and data. The organization must assure that employees are
equipped with the hardware needed to operate the software systems that drive the business activity, support the
services used by customers and provide the accountability demanded by leadership and management.
Computers
A wide variety of devices now provide computing power. The organization needs to manage all devices as both a
physical asset and a business tool, keeping track of the asset value and location and the quality and age of the operating
systems and software that reside on the devices. Computers should be replaced before they age to the point of likely
failures. Computer failures can and do occur on new and old systems, but are more likely to occur after three or four
years of use. Backups and periodic maintenance are key activities.
Peripheral Devices
An organization operates a wide variety of devices for the input, output and storage of data and information. Printers
have become more versatile and specialized. A multi-function printer may have scanning, faxing and copying
capabilities. Scanners can be independent devices, depending on the application. Often they are used to convert paper
documents (receipts, invoices, graphics, etc.) into electronic formats (.pdf or .jpg for example) allowing the paper
document to be discarded. Many have become very compact in size. These devices usually are no longer connected to
individual computers (except as required) and are accessible to multiple users via networks, including Wi-Fi. Specialized
printers and scanners may be used for high-resolution applications or large formats.
Copy machines now offer features previously available only through staff effort or a print shop. They make specific
copies, print on various size papers, and allow for two-sided printing. They can insert a cover or back, collate and bind
paper to produce a finished document or report. Usually connected through a network they are accessible to staff
through their individual computers. They can also fax or email scanned documents to the specified recipients. When
disposing of decommissioned copiers or printers, be sure to check for and destroy any internal device that may be
storing copies of documents that were printed.
Modems still exist. They are frequently attached to the credit card reader or banking system that processes checks or
credit cards. Infrequently they are used for the “dial up” communications now displaced by Internet connections.
Most computers contain and/or provide access to various storage devices. Local disk drives can be mechanical or solid
state – one having moving parts the latter employing only electronic storage. The capacity of these drives continually
increases and it is not uncommon to see drives with one terabyte of storage or more. Web and software servers often
have very large arrays of disk drives to provide not only capacity for data storage and access, but also provide
redundancy. Redundancy provides for replication of data and its protection in the event of a drive failure. Organizations
will assure that staff has sufficient storage capacity to accomplish their business responsibilities. They will assure that
any outsourced activities provide sufficient capacity through contracts and licenses and performance monitoring.
External DVDs, disk drives and USB drives are common. Many notebooks have a smaller footprint and lighter weight due
to the exclusion of an internal DVD drive – which can be connected via cable when needed. External disk drives are
available in many sizes (large capacity – small physical size) which can be employed for backups or storage of data that is
infrequently needed, shared or too large for storage on the computer. The USB drive – or ‘thumb drive’ – varies in
capacity but is usually smaller than a pack of gum. Like the external drive it provides great portability between
computers and can be shared or secured.
Most notebooks (and smart phones) now contain a camera and microphone. External cameras and microphones may
be employed for specific applications or especially high-quality or stand-alone production, although overall quality of the
base products continues to improve. Security of the video and audio functions can be managed by the specific user.
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Hardware Best Practices
Computers should be managed for capacity, connectivity, and currency
Equipment should meet the production requirements of the organization
All data centers require active monitoring
Communications networks must provide security, reliability, redundancy, and adequate bandwidth
Investments must be made to keep systems current
Critical systems require additional attention to performance and maintenance
Networks must be designed to provide secure connectivity for communications

Data Centers
Many organizations rely on their business partners to host and support critical or specialized business systems. The
business partners will provide a secure data center with adequate capacity for computing power, data storage, network
communications and security. Further, by definition, the data center will provide the necessary electric power, floor
space and access as required or agreed to. It is usually irrelevant where the data center is located although great
planning and evaluation goes into the location and construction of data centers. The web or other network connections
provide access to the data center to meet the needs of the organization and its customers. Some organizations will
choose to host their own data center in a secure location of their choice and assume the responsibilities connected with
such an operation. Most organizations are something of a hybrid, with critical systems hosted externally and other
systems hosted internally or through local business partners.
The successful data center(s) will provide redundancy and reliability that meets or exceeds the needs of the
organization. It may once have been acceptable to have customer services unavailable for some (perhaps extended)
period of time, but no longer. Customers expect and the organization must provide access to the online services. The
help desk is usually overloaded with calls when systems fail and that can be costly to the business and its reputation.
Sufficient bandwidth to support the actual and peak traffic is required as are adequate web servers and data storage to
respond to the user (and perhaps consumer) traffic. Redundancy of all three is required should a primary path or critical
device fail or become unavailable. Many data centers operate a secondary center to which traffic can be redirected in
the event of a failure or disaster. The fail-over to the secondary center would in most cases be transparent to the
customer or end-user.
A data center is a complex undertaking. Adequate facilities are available in most areas if local access is a criterion and
nationally many are located in areas with access to substantial bandwidth and power, and minimal natural (earthquakes,
storms, etc.) risks. Organizations will carefully evaluate their needs, tolerance for risks, and competency in this business
area.
Communications
Nearly everything discussed to this point relies on connectivity – whether people, software or hardware.
Communications are critical to the organization to assure the flow of data and information within the business, between
the business and customers and among the various systems and devices in use day-to-day. These communication
systems include the telephone system, the network connecting office systems and the Internet (and Wi-Fi) access.
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Most organizations will operate multiple networks both to connect systems and to isolate critical systems and provide
greater security. The example below shows both local computers in separate networks and VoIP telephone system.
Each organization should maintain a diagram of their networks and connections.

© Smartdraw.com

The routers are physical devices that identify the network using an Internet Protocol (IP) address, forward data packets
through neighboring networks to their final destination, and through their software, give the access rights and security
for both incoming and outgoing traffic. A Wi-Fi network could be added at some place on the network to yet further
expand connectivity. This would require a Wi-Fi router properly configured for secure or general use. Organizations
may choose to provide a Wi-Fi network onsite for the convenience of their customers or for specific situations such as a
training or support center. Customers may bring their own devices (BYOD) which can then quickly be connected.
Organizations that utilize Wi-Fi for all connectivity rather than physical cables needs to take additional steps and
establish procedures to ensure the security and performance of the system. Network Access Control (NAC) devices
should be employed to ensure devices that attempt to access the Wi-Fi are authorized and meet the required security
profile.
Telephone systems include both the hardware and the “networks” behind them. The technical responsibility may be to
select and support both. The providers of hardware and of the networks (much as with software selection), can be
identified and evaluated through the Request for Proposals (RFP) process, and a decision can be made. It may be a lease
or purchase decision and the provider(s) selected may be the same or different. The issues will include the features
required and number of devices, the ability of the providers, if separate, to work together and the integration of the
telephone system with other systems; especially help desk and CRM software.
Upgrades and Investment
As discussed, both software and hardware systems require management and maintenance. An organization will
inventory its systems so that it knows what it has, where it is located, what the capacities and ages are. This will allow a
staggered approach to upgrading the most critical and other systems and a continuity of operating systems and software
versions on the hardware. It will provide the organization with a framework for budget purposes. Critical systems
should receive the greatest attention and investment of both human and financial resources.
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There is a practical side to upgrades that is a function of real business needs as opposed to having the “newest and best”
hardware. A balance must be found. It is in the best interests of the organization to be aware of new technologies and
products – which can be partially accomplished through industry connections and events as well as the experience of its
customers and leadership. The organization can identify products and services that can then be evaluated (perhaps
even acquired for the evaluation) and then included in future plans and budgets.
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APPENDICES
Appendix A: Google Analytics – Websites
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Appendix B: Disaster and Business Interruption Plans

PROGRAM MANAGEMENT

Leadership Commitment
The preparedness program is built on a foundation of management leadership, commitment and financial support.
Without management commitment and financial support, it will be difficult to build the program, maintain resources
and keep the program up-to-date.
It is important to invest in a preparedness program. The following are good reasons:
 Up to 40% of businesses affected by a natural or human-caused disaster never reopen. (Source: Insurance
Information Institute)
 Customers expect delivery of products or services on time. If there is a significant delay, customers may go to a
competitor.
 Larger businesses are asking their suppliers about preparedness. They want to be sure that their supply chain is
not interrupted. Failure to implement a preparedness program risks losing business to competitors who can
demonstrate they have a plan.
 Insurance is only a partial solution. It does not cover all losses and it will not replace customers.
 Many disasters — natural or human-caused — may overwhelm the resources of even the largest public
agencies. Or they may not be able to reach every facility in time.
 News travels fast and perceptions often differ from reality. Businesses need to reach out to customers and other
stakeholders quickly.
 An Ad Council survey reported that nearly two-thirds (62%) of respondents said they do not have an emergency
plan in place for their business.
 According to the Small Business Administration, small businesses:
o Represent 99.7% of all employer firms
o Employ about half of all private sector employees
o Have generated 65% of net new jobs over the past 17 years
o Made up 97.5% of all identified exporters.
How much should be invested in a preparedness program depends upon many factors. Regulations establish minimum
requirements and beyond these minimums each business needs to determine how much risk it can tolerate. Many risks
cannot be insured, so a preparedness program may be the only means of managing those risks. Some risks can be
reduced by investing in loss prevention programs, protection systems and equipment. An understanding of the
likelihood and severity of risk and the costs to reduce risk is needed to make decisions.
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Preparedness Policy
A preparedness policy that is consistent with the mission and vision of the business should be written and disseminated
by management. The policy should define roles and responsibilities. It should authorize selected employees to develop
the program and keep it current. The policy should also define the goals and objectives of the program. Typical goals of
the preparedness program include:
 Protect the safety of employees, visitors, contractors and others at risk from hazards at the facility. Plan for
persons with disabilities and functional needs.
 Maintain customer service by minimizing interruptions or disruptions of business operations
 Protect facilities, physical assets and electronic information
 Prevent environmental contamination
 Protect the organization’s brand, image and reputation
Program Committee and Program Coordinator
Key employees should be organized as a program committee that will assist in the development, implementation and
maintenance of the preparedness program. A program coordinator should be appointed to lead the committee and
guide the development of the program and communicate essential aspects of the plan to all employees so they can
participate in the preparedness effort.
Program Administration
The preparedness program should be reviewed periodically to ensure it meets the current needs of the business. Keep
records on file for easy access. Lastly, where applicable, make note of any laws, regulations and other requirements that
may have changed. (www.ready.gov/program-management)
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Appendix C: RESO and RETS

Association/MLS Executives
What RETS Means to You
RETS provides an interface for you to easily access data through a RETS compliant MLS. Additionally, vendors who offer RETS
compliant utilities allow you the ability to use their services without having to perform double entry as well as gives you the
option to easily migrate to new services or systems.
RETS creates a way to easily share information allowing you to focus more on using the data than getting the data.
Getting Started
If your MLS already provides you with a data access program to their listing database, then you may not need to implement
any access using RETS. If your MLS doesn't provide you with any pre-built data access utilities or you are requiring more
advanced data access and manipulation control (i.e. management or statistical reports), then you have a few options.
There are various vendors and third party RETS Developer Clients and Products available, some of which are freely available.
Additionally, the Center for REALTOR® Technology has developed a wide range of freely available RETS utilities including
ezRETS, which can be used to import MLS data directly into an Excel spreadsheet.
Finally, you can outsource development of custom made utilities to meet the needs of your business logic. Please direct your
developer to the list of open and freely available utilities for RETS development.

What is RETS?
The Real Estate Transaction Standard is a common language spoken by systems that handle real estate information, such as
multiple listing services. A common language enables computers like the one on your desk to receive information from many
different real estate systems or MLSs without being specially "trained" to understand the information from each.
Standards like RETS exist in many different fields. Sometimes, the standard simply adopts one of many pre-existing languages
that everyone agrees to use. For example, air traffic controllers at international airports all speak English, no matter what
their native language, so pilots are guaranteed that they need learn only one language to fly anywhere in the world.
RETS, like many computer standards, is a language that was built for a specific purpose, but the goal is the same: to have all
computers that deal with real estate information "speak" the same language, so that you can use the same desktop computer
program with any MLS that has adopted RETS.
For software developers and for providers of services like IDX sites, RETS means having to write programs to use only one
language, the common language of RETS, in order to work with many different MLS systems. This means lower costs, more
products, more competition among vendors, and faster implementations of new systems, all of which directly benefit people
who work with real estate information as a living.
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Appendix D: Best Practices Checklist for Technical and IT
TECHNICAL/IT

YES

Management
Goals and objectives defined and clearly stated in a plan
Plan identifies critical and non-critical systems
Roles Clearly Defined
Mission critical systems identified
Formal written Disaster Recovery Plan (test plan annually)
Staffing meets plan requirements and operations
Additional staff/talent can be outsourced

Budgeting & Expenditures
Identify income and expenses
Capital investments
Internal and external resources

Operations
Staff equipped with technology required for job
Staff properly trained on use of technology(ies)
Activities and processes are documented in writing
Written policies govern use of business technologies
-

For email and networks?

-

For hardware and software?

-

Checklist for new and departing employees?

Websites are maintained by the organization
Business related domains are registered and maintained
Social media is used in the course of business activities

Security
Facility has adequate physical and electronic security
Security systems and alarms are properly monitored
Use of strong passwords and policies encourage such behavior
-

Guidelines available for staff and customers

-

Secondary authentication required?

-

SSO available, documented and monitored

Systems in secure facility, or secured as needed
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NO

COMMENTS

SECURITY CONTINUED
-

Routers, firewalls and spam/malware installed

-

Systems monitored for availability and performance

-

Staff notified of issues or failures requiring attention

YES

-

System reports reviewed for traffic and other quantitative
metrics
Networks are properly configured and maintained
-

Networks are segregated and secure

-

Wi-Fi networks provide security for staff and customers

Business information is properly secured and stored
-

Credit info and procession is PCI compliant

-

Backups are performed on a written schedule

-

Restoration of systems from a backup periodically tested

Data & Information
Policies and legal agreement govern data use and reuse
RETS is supported and data can be provided to a RETS request
IDX, VOW and Custom data feeds are available
Data can be syndicated in a general or custom format
Access and release of data is managed by control systems
API is available for software and developers
Market and trend reports are produced for customers and
management
Software
All business operations are met and supported
-

Software is provided to meet job requirements

-

Software versions are kept up-to-date

All software is properly inventoried and licensed
CRM or association management software is used
-

Integrates with MLS, state and national systems

-

Integrates with or provides the accounting systems

Software development projects are carefully considered
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NO

COMMENTS

HARDWARE
All business operations are met and supported
-

Hardware is provided to meet job requirements

-

Equipment is properly supplied and maintained

All hardware is properly inventoried
Critical systems are backed up and secure
Equipment no longer needed is disposed of properly
Data centers meet or exceed business plans and requirements
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Appendix E: References and Contributing Organizations
Reference List
Apple Inc.
ASAE – www.asaecenter.org
Center for REALTOR® Technology – www.crt.realtors.org
Clareity Consulting – www.clariety.com
Microsoft™
MLS Domains Association – www.mlsdomains.org
National Association of REALTORS® – www.realtor.org
PCI Compliance – www.pcisecuritystandards.org
Real Estate Standards Organization (RESO) – www.reso.org
Chart on page 23 – www.smartdraw.com
The Ten Commandments of Computerization – www.cips.ca/practices
Salesforce.com - https://www.salesforce.com/saas/
WAV Group – waves.wavgroup.com
www.wikipedia.com
Contributing Organizations
Heartland Multiple Listing Service and Kansas City Regional Association of REALTORS®
MLSListings, Inc.
Utah Real Estate
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