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Information and Communication
Technology (ICT) projects can fall
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It's hard to escape from the fact
that ICT Privacy and Security are
critical iIssues

e especially in healthcare where private and
highly sensitive data prevall

* In the media — the emphasis is on
Involving the consumers .......
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"The potential of health

Information exc

hange

. : . ;%fael, ,,,L,,ml,u,, Foonnology X
will be realized only if ’ @ME

privacy is addressed.” | me——"mm——n"t
Washington Post, 11 March 08 s - '
Leslie Harris, president and CEO, Center for & | =
Democracy & Technology.  [Jmm™ "
Healthcare ITNews -===ms oz= iz
:‘:‘:":;;g;::; sﬁ:’a:;':;z::nmprniectlnlacuePHR {0 Camnect
el mmn “The developers of a successor to the
i federal advisory panel on healthcare
== IT are being told by stakeholders that
"‘mm privacy should be a top concern”
i “and that consumers should be well
e represented this second time
around”
Stakeholders call for AHIC's (American Health Information
Community) successor to focus on consumers-
Healthcare IT News by Diana Manos, Senior Editor, 03/11/08
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BUT -Is it a case of the ‘too hard box’?

 Many critical aspects are not adequately addressed.

e.g. privacy, ethics, acceptance, appropriate security
measures, data linking, secondary data use and user
consent issues

e Too often these complex and
often emotive issues are placed .
in the infamous ‘too hard box’ | 48

« This is particularly prevalent G
when it involves consultation
with third parties and end users

a Better
Life through
Infermation and .
Communication Better Life ICT © 2008 5
Technology ™
BlLict.com



e
Baﬂg?’ﬁhﬂm“il but & wresthng belt

24 HOURS A DAY — lmatard ..more

Main zections v Mews

“11: news headlines | Dodgy data: Millions put at risk from faulty
. I IO n Waorld news Government ID records
City news By JAMES SLACK - Mara by this authar =
Last updated at Z209pm on 13th March 2008

Mail comment

I D CE l rd Benedict Brogan | <2 Comments (9)
Peter Hitchens

Millions of Brifons face having their lives

Photos & video .. i )
rmade a "misen” by mistakes on

Mar carteons Government dalabases, itwas claimed

Joe Martin last night.

HMems alerts

Expens warmead lhese errors could even

put livas at risk by leading 1o inappropriate

Message hoards | mgdical treatment.

LA ™ Research by IT specialists faund 4 per

cent of the population - almost twa million
peaple - had discovered incorrect
information storad under their name by
Whitehall or local authorities

E-editions

1 LI
Was Dawvid
Cameron right to
let TY cameras

 Filrn hix Familu st

The total climbs even higher when partial
o incormplete information is included

The British Camputer Society 2aid this lef

‘The survey found confidence in the Government's ability to handle sensitive data
had fallen among two thirds of adults, following the loss of discs containing the
details of 25 million child benefit claimants’.

Information should be treated as sensitively and carefully as hard cash.
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... then the Australia’s $1 Billion+ Health & Social
Services Access ‘Smart’ Card

theage.com.au

e Swim with the gellks on the stockmarket.

News Entertainment Lite & Siyle Business Sport Travel Tech Other Sections Classileds Jobs Cars HealkEsiale RSVP
—+ Hioimez = Matiorsl = Article

Access Card vote halted by privacy doubts

Lnnatoel Stafford, Canberra, and Ken Mouyen
March 16, 2007

wio charged over stab aftack
» Chaserteam to face courtin July

= Safety fears over Mildura crash hearing

= Firefighters rumble hydro pot house

= # Plea far help from dead backpacker's friends
% o F26waoe nse largelto light Tuse

LEGISLATION for the Government's controwvarsial
health and welfare Access Card will be withdrawn
from Parliament after it was sent back to be
redrafied by a cross-pany committee over
it represented a threat to priv

o arers io el lms sim bonies

“2) Research Appropriate Models that Address Perceived Privacy Risk

and Undertake More Extensive Surveys on User’s Attitudes”.

Dr P.R. Croll’s submission to the Government office of the Access Card
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BUT how well are we doing?

Royal Perth Hospital dump computers, patient details Adticle from: PerthNow
Font size: Email article: % Print article: [gj Submit comment:

EXCLUSIVE: Paul Lampathakis
April 04, 2008 10:00pm

CONFIDENTIAL patient details are being left on old computers = - T
dumped in an open skip bin in a busy laneway at Royal Perth -~ =
Hospital. 5 =

n W

Personal infarmation, including patient names and addresses,
dates of birth, medical conditions and patient numbers, was
accessed with ease by The Sunday Times this week.

Sources say up to 500 computers have been dumped in the bin,
pending collection, since Movember.

Sources also claimed computers had been sent to auction
yards in the pastwithout their hard drives wiped clean.

The hospital yesterday denied this, saying the computer hard
drives were cleaned and the computers were collected every
day by contractors to be crushed.

Health Minister Jim McGinty last night accused The Sunday

'] L n
Times of stealing the computers and hacking into their contents. PATIENT DETAILS ‘DUMPED ﬁ" CLAIM:

Records ‘in a bin’

The Sunday Times editor Sam Weir rejected the allegations. He

said The Sunday Times observed the computers in the bin for PRIVACY BREACH: Confidential patient qetails are being left on
= several days, easily available for anyone to pick them up. computers dumped by Royal Perth Hospital.
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We could (should) do better

Article from: mws

'Hacker shuts down government computers’ Emal article ™
Share article L]
BY PHOEBE STEWART May 16, 2008 07:10am
Printer friendhy Egl
Text zize A AT

EMERGENCY
TRANCE |

& Royal Darwin Hospital ... a hacker allegedly took down servers for hospitale, a prison and a supreme court / Amy Brabin

Hacker allegedly shut down hospital and prison computers
< Northern Territory Government still working to restore data
< Technology: Read more news and reviews in our tech section »

AN EXPERT hacker allegedly shut down the Northern Territory Government computer system and
deleted thousands of employees' identities. a Darwin court heard yesterday.

And the court heard the Government could still be at risk of another cyber attack.
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Privacy Impact Assessment (Australia)

« “A PIA can be a valuable tool to help identify what needs to be
done to ensure a project’s compliance with privacy legislation”

Key questions to be answered
through analysis phase of the PIA:

Q#1 “Does the project comply with

. . . Pri
privacy legislation and agency- Ass;‘;ﬁ;’;ﬁ:’gacf
vide

specific legislative requirements?”
August 2004
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A PIA Is:

“...an assessment tool that describes the
personal information flows in a project, and
analyses the possible privacy impacts that those
flows, and the project as a whole, may have on
the privacy of individuals

— It ‘tells the story’ of the project from a privacy
perspective.

The purpose of doing a PIA is to identify and
recommend options for managing, minimising or
eradicating privacy impacts.”

i [PIA 2006]



PlA - international

Country |Title Authority Web reference
UK Privacy Impact Information WWW.ic0o.gov.uk
Assessment Commissioners
Office
NZ Privacy Impact Privacy www.ahrg.gov
Assessment Commissioner
US Privacy Impact Department of www.dhs.gov
Assessments Official Homeland Security
Guidance
US Privacy and Security Office of the www.ahrg.gov
Solutions for National Coordinator
Interoperable Health
Information Exchange —
Impact Analysis
AU Privacy Impact Office of the Privacy | www.privacy.gov.au

Assessment Guide

Commissioner
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Document Mapping
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Undertaking a Privacy Impact Analysis involves
several stages requiring user involvement
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Handling complexity — Australian Health Privacy Map
can help demystify the complex legislative framework

1) WHAT ARE YOUR INTENTIONS &) WHAT YO SHOULD ENOW?T
ACT - Bicaaing your siadical Fecords - Wab inlo @
e i e i et i Huatth Records [Privacy snd Accean) Aci T8IT (ACT] @
copiss tor § fas Gdram 61100 ses sfischesd intomice Palvacy Aol 1988 [Commanssalth) 8
2) WHAT ARE YOU a i Wk el WD
LOQKING FOR? Wi oivsny gt OO v R ol ik ok

FEALTH PRIVACY MAF
]
www.healthprivacy.com.au
4) WHAT YOU SHOULD KNOW?
ACT - Accessing your medical records - Web Info &
".'_1_"' g you i record F rty of Health Records (Privacy and Access) Act 1997 (ACT) &
ACT Health, you a yrmally allowed t aw or get
opies for a fee (lrom $11:00) see attached information Privacy Act 1988 (Commonwealth)
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Handling Complexity - Privacy Impact Analysis

Nature of the Project |«
Threshold Assessment 1+
Mapping the Information Flows [=

IPF 1 - Manner and purpose
of collectian

1) I8 the persanal information to be
soliciled by the callactor fram (he
imdividiinl Someeimed

21 'Will "reasonable sieps” be laken to

I#P 2 . Solicitation of personal infarm the individual of the purposs of
information fram the individual the colleetion
concerned 31 i the collectian is to be “autharised

or “required” by aw, will the individual
ba 80 advigedT

4] Will the individual be advised abaul
i “usual dsclosunes™7

I PP 3 - Nature and method
of parsanal information salicied
+

A} Information Privacy Principles {IPPs) 4} IPP 4 - Storage and seourity

of personal information

PlA

1 IPP Compliance Checklist

+

5} IPP 5§ - Information related io reconds
B} IPP B - Accass =
THIPP T - Alteration of records +

B} IPF B - Record-keapar's abligation to
check accuracy etc

*
9} IPF 9 - Use only for relevant purposes
10) IPP 10 - Limits on use For other purposss :

11) IFP 11 - Disclosure =
1) HPP 7 - idantifiars
21 HPP 8 - Anonymity :
B] Commonwealth Contracts 3} HNPP 9 - Transborder dafa flows 3

4) NPF 10 - Bansitive infarmation
.
| Privacy Impact Analysis /&

. Privacy Management *
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Detalil of PIA

IPP 1 — Manner and purpose
of collection

IPP 2 - Solicitation of personal
information from the individual
concerned

3) IPP 3 - Nature and method

1) Is the personal information to be
solicited by the collector from the

_ individual concerned

2) Will “reasonable steps” be taken to
inform the individual of the purpose of
the collection

3) If the collection is to be “authorised”
or “required” by law, will the individual
be so advised?

of personal information solicited

A) Information Privacy Principles (IPPs) ..|*1§} 4) |PP 4 - Storage and security

1~
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4) Will the individual be advised about
the “usual disclosures”?
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What does a PIA In
Healthcare protect?

e depends on the values of the organisation

« consider question 2 of IPP 1 on the PIA checklist: ‘Will
the information collected be “necessary for” or “directly
related to” that purpose?’

 OR gquestion 2 of IPP 2: ‘Will “reasonable steps” be
taken to inform the individual of the purpose of the
collection?

‘reasonable steps’ allows for interpretation

 ALRC propose that the Privacy Commissioner provides
guidance about the meaning of ‘reasonable steps’.



ALRC Privacy Review Timetable

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

o 31 January 2006: Release of
formal Terms of Reference

e January 2006-April 2007:
community consultations and
release of Issues Papers 31 and 32

o September 2007: Release of
Discussion Paper 72

* Final report #108 (Dated May 08)
released at Privacy Awareness
week 24 Aug.

e ? New Federal Law ?
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Health Informatics Society of Australia - Submission

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Key Points of Concern

» 1) National Consistency

» 2) Capabilities of Human Research Ethics
Committee (HREC)

» 3) Wider Stakeholder Involvement

» 4) Maintaining Technology Neutrality

» 5) Towards ‘User-Centric’ Health
Provision

» 6) Pragmatic Approaches to Consent Issues

» 7) Recognition of National and Globalisation
trends with Health Data

» 8) Support for Clinical Audit and Quality

Assurance I P s
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Conclusions

Get staff that understand the views of all the stakeholders
Minimise your risks with comprehensive tools and guides

Don’t show fear of complex yet fundamental problems by
assigning them to the ‘too hard box’

Educate everyone to talk the same language

Have a vision that incorporates both current and future
policies, legislation and community expectations

Complex problems need breaking down, i.e. apply Occam’s
Razor = ‘don’t make things more complicated than they
need to be’

.... then you are ready to engage ‘the person in the centre’

a Better
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Want to find out more?

e Come and see me on exhibition Stand #8
- ‘Better Life ICT’

Peter Croll
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Life through
Infermation and
Communication
mmmmmmmmm



	Privacy Impact Assessments – the Organisation versus the Individual’s viewpoints
	Information and Communication Technology (ICT) projects can fail
	It’s hard to escape from the fact that ICT Privacy and Security are critical issues
	Slide Number 4
	BUT - is it a case of the ‘too hard box’?
	Consider the UK £4.5 billion ID card
	… then the Australia’s $1 Billion+ Health & Social Services Access ‘Smart’ Card
	BUT how well are we doing?
	We could (should) do better
	SECURITY ≠ PRIVACY
	Privacy Impact Assessment (Australia)
	A PIA is:
	PIA - international
	Undertaking a Privacy Impact Analysis involves several stages requiring user involvement
	Handling complexity  – Australian Health Privacy Map can help demystify the complex legislative framework  
	Handling Complexity - Privacy Impact Analysis
	Detail of PIA
	What does a PIA in �Healthcare protect?
	ALRC Privacy Review Timetable
	Health Informatics Society of Australia - Submission
	Conclusions
	Want to find out more?

