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ObjectivesObjectives
Describe the GRHANITE™

 
principles, 

methods and tools
operational, ethics and governance processes, 
and standard operating protocols during the 
collection and linkage of individual identifiers. 

Demonstrate the viability of large-scale 
pseudonymised data repositories with the 
capability to perform automated and generic 
data linkage and acquisition.



Guiding principles
Individual consent varies in extent and nature and over time;

Data linkage requires: 
accurate and reliable identification and authentication of individuals;
Capability to interface with many disparate technologies in a very 
generic manner;

Automated communications require external connections, 
usually through corporate firewalls; 

Security must be inherent in the collection, linkage, 
aggregation, storage and analysis system; and

Re-identification is often required e.g. clinical follow-up of 
abnormal tests or clinical trials safety monitoring 



UPP 1. Anonymity & Pseudonymity

Wherever it is lawful and practicable in 
the circumstances, agencies and 
organisations must give individuals the 
clear option of interacting by either:

1.

 

not identifying themselves; or
2.

 

identifying themselves with a pseudonym.

A pseudonym may be a name, term or combination of letters and 
numerals through which an individual can be addressed specifically
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Pseudonymity and Pseudonymity and 
privacy preserving  privacy preserving  
data managementdata management



cDOpy28aFAKyaqDdq5xo+OhmxGlOMGY 
NTyJ1qf+TSHZhC974lkxaixZSdTNGp5ne8 
UZPKF2mz0Xgw3QuSWaadwvKlYkKQ7b 
mFOPnpjnSHkM=

GRHANITEGRHANITE™™ privacy privacy 
preserving data managementpreserving data management

GRHANITE™ 
Data warehouse 

of non- 
identifiable 
information

Practice 
Computers

General 
Practice

Hospital 
Computers

Hospital

Name: Joe Smith

DoB: 14/07/1993

HBA1c: 11.2
Joe Smith pseudonymised

cDOpy28aFAKyaqDdq5xo+OhmxGlOMGY 
NTyJ1qf+TSHZhC974lkxaixZSdTNGp5ne8 
UZPKF2mz0Xgw3QuSWaadwvKlYkKQ7b 
mFOPnpjnSHkM=

If consent is valid, 
GRHANTE™

 
pseudonymises and 
transfers the personal 
information to the data 
warehouse

1 Data only leaves a site with consent

2 All messages are pseudonymised

3 Re-identification possible only in the 
originating general practice/hospital

If consent is valid, the 
pseudonymised data 
is made accessible to 
authorised agents in 
the network
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Name: Joe Smith

DoB: 14/07/1993

HBA1c: 11.2
cDOpy28aFAKyaqDdq5xo+OhmxGlOMGY 
NTyJ1qf+TSHZhC974lkxaixZSdTNGp5ne8 
UZPKF2mz0Xgw3QuSWaadwvKlYkKQ7b 
mFOPnpjnSHkM=

Joe Smith re-identifiable

Consent & 
Security

Consent & 
Security
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GRHANITE™
 

features

Connectivity to most major database technologies

Integrated, flexible consent mechanisms

Pseudonymisation prior to data extraction

Secure project-by-project distribution of data

Pseudonymised information storage

Ethical and pseudonymised record linkage

Tested technology

Peer-reviewed methodology



GRHANITE™
 

record linkage

1.

 

For clinical data sharing
A deterministic method used where only exact 
identifier matches are permitted

2.

 

For research and audit applications
A probabilistic technique utilising advanced phonetics, 
blocking and uniqueness weightings to give enhanced 
linkage performance

Both techniques use pseudonymised information 
and patient/client identifiers never leave the 
originating organisations.



Tested Tested technologytechnology
GRHANITE™

 
record linkage, using pseudonymisation 

techniques, has been tested in collaboration with BioGrid 
Australia (www.biogrid.org.au)

1.

 

Sample: 45,000 records from 10 different data sources;
GRHANITE™ probabilistic and hashed data linkage algorithm is 
as accurate and robust as existing techniques used by BioGrid;
Sensitivities and specificities of both techniques within 1%

2.

 

Sample: 850,000 Victorians and 2006 Australian Census 
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Key FeaturesKey Features

1.

 

flexible consent processes during the secure 
collection of individual identifiers, 

2.

 

accurate, reliable and confidential 
identification and re-identification of 
individuals for continuity of care, and

3.

 

accurate, reliable and confidential linkage of 
pseudonymised data for research

safety, quality & continuity of care



PeerPeer--reviewed methodologyreviewed methodology
GRHANITE™

 
currently being used to extract data for 

national Chlamydia sentinel surveillance by Burnet Institute 
ACCESS project:

68 sites across Australia (30 general practices, 30 laboratories and 8 
family planning centres),
waiver of consent from the RACGP Ethics Committee. 

© University of Melbourne



GRHANITEGRHANITE™™  
demonstrationdemonstration
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Before a clinical site 
can contribute data 
via GRHANITE™, 
they must be set-up 
and authorized by 

the central 
GRHANITE™

 authority. Digital 
Certification and 
other techniques 

secure all 
communications and 

verify authenticity



GRHANITE™

 

can export de-identified data securely to any number of destinations. Each 
project has a ‘definition’

 

that holds information on what database to connect to, what data can 
be exported from that database, for which patients and under which conditions.



on a large scale across sites with differing 
database technologies, differing ethical 
requirements and differing data extraction 
requirements and rules.

GRHANITE™

 
Installer: Because there may be many clinical, audit or research 

uses of extracting de-identified data, GRHANITE™

 
has a sophisticated system 

that allows the creation of installation USB Disks tailored to the requirements 
of each clinical site. This gives the capacity to implement GRHANITE™

 
easily 

GRHANITE™

 
normally 

operates without human 
intervention. The status of 
GRHANITE™

 
and various 

management functions can 
be accessed from a system 

tray icon.



Authorized administrative or clinical staff can view and update consent via a consent 
management application.  Where possible, this is done automatically ‘behind the 

scenes’

 

with GRHANITE™

 

checking consent information that is commonly recorded 
within existing clinical applications.

Different 
types of 
consent 
can be 

managed



Patients can grant or deny consent for the use of their data ANYWHERE 
across participating clinical sites. If consent is denied, ALL data is deleted 

from the central GRHANITE™

 
Databank



All GRHANITE™
 

activities are logged, and a full history of 
modifications to patient consent is maintained



GRHANITE™
 

pseudonymises patient information BEFORE it 
leaves the health organization

Everything GRHANITE™

 
does is encrypted 

using the latest, industry approved encryption 
standards (AES / RSA / SHA256)



Every time data is exported, a log is generated explaining 
EXACTLY what has been exported and for whom



Data is encrypted prior to export using one of 10,000 randomly allocated encryption 
keys (RSA public key). The web server used to forward such data to its final destination 

cannot decrypt any data (decryption keys are only held by GRHANITE™

 

databanks 
and each databank has its own set of keys).

 This protects data against unauthorized attack during transmission.



No person-identifiable information is extracted. Below is an 
example of the information that is used to link patients in the 

GRHANITE™
 

Databank

This form of encryption is 
non-reversible and heavily 

protected against dictionary 
attack



Typical GRHANITE™
 

Databank data

Some data has additional encryption because it has been 
deemed sensitive. Date of Birth has been extracted here, 
but can only be decrypted for research use if a specific 

study requires age-related information



Patients CANNOT be identified in the GRHANITE™
 Databank. However, patient keys provided to authorized users at 

the originating clinical sites allow re-identification

1. A list of 
patients requiring 
re-identification 
is saved to a file

2. An authorized clinic user 
looks-up these patients at the 
clinic / hospital



Benefits
Generic interfacing capability (no reliance on any 
individual standard or system)
No collection or storage of person identifiers; 
(pseudonyms)
No need for 3rd

 
party key holders for record linkage;

Strong technology and methodology arguments for 
opt-out or waiver of consent;

Given the above, GRHANITE is a key enabling 
technology that:

Simplifies governance requirements
Facilitates clinical audit, research and clinical data sharing
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Future & scope of GRHANITEFuture & scope of GRHANITE™™

Care of communitiesCare of communities

Care of patientsCare of patients

Service DevelopmentService Development

ResearchResearch

Audit & quality Audit & quality 

GovernanceGovernanceTraining & educationTraining & education
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Any questionsAny questions

www.conduit.unimelb.edu.au

www.grhanite.com

http://www.conduit.unimelb.edu.au/
http://www.grhanite.com/


GRHANITE™ Operational Flowchart - 1

A web connection is required.
Firewalls are not normally an 
issue



GRHANITE™ Operational Flowchart - 2
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