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Objectives

x Describe the GRHANITE™ principles,

methods and tools

® operational, ethics and governance processes,
and standard operating protocols during the
collection and linkage of individual identifiers.
x Demonstrate the viability of large-scale
pseudonymised data repositories with the
capability to perform automated and generic
data linkage and acquisition.
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Guiding principles

Individual consent varies in extent and nature and over time;

Data linkage requires:

)

x accurate and reliable identification and authentication of individuals;
% (Capability to interface with many disparate technologies in a very
generic manner;
Automated communications require external connections,
usually through corporate firewalls;

Security must be inherent in the collection, linkage,
aggregation, storage and analysis system; and

Re-identification is often required e.g. clinical follow-up of
abnormal tests or clinical trials safety monitoring



UPP 1. Anonymity & Pseudonymity

®  Wherever it is lawtul and practicable in
the circumstances, agencies and
organisations must give individuals the
clear option of interacting by either:
not identifying themselves; or

identifying themselves with a pseudonym.

x A pseudonym may be a name, term or combination of letters and
numerals through which an individual can be addressed specifically
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privacy preserving
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GRHANITE™ privacy

preserving data management

Hospital

/Computers
Name: Joe Smith *+,, If consent is valid,
I GRHANTE™
DoB: 14/07/1993

Joe Smith pseudonymised pseudohymises and

HBAlc: 11.2 eDOPy28aF AKyaqDAgs 0+ FomxGIOMGY transfers the personal it
NTyJ1gf+TSHZhCI74lkxpdxZSAdTNGp5nes : :
UZ)I;KEZr_nzOXgW3QuS Xaa)c(ivaIYkIEQr;i) |nformat|0n to the data . W
mFOPNpjnSHkM= Warehouse .,....
DOpy28a g +Oh GIQMGY
' N R R
UZPH F2mz0XgmedglnHWtaadva|Yk Q7b
I mFOPnpjnSHk§entifiable
. . "y nformation
If consent is valid, the L_]

pseudonymised data ettt N S

IS made .aecessible to
_..s==**""aUthorised agents in

Practice

mFOPNpjnSHkM=

3 Re-identification possible only in the
originating general practice/hospital

/ s the network

onsent &

Security I
Name: Joe Smith L
DoB: 14/07/1993 Joe Smith re-id | N

o N, o OhGIOMGY 1 Dataonly leaves a site with consent
- NTyJ1qf+TSHZhC974lkxaixZSdTNGp5ne8 .

HBAIc: 11.2 UZPKE2mz0XgwaQUSH aadwvKIYKKQTD I 2 All messages are pseudonymised
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GRHANITE™ features

Connectivity to most major database technologies
Integrated, flexible consent mechanisms
Pseudonymisation prior to data extraction
Secure project-by-project distribution of data
Pseudonymised information storage

Ethical and pseudonymised record linkage
Tested technology

Peer-reviewed methodology



GRHANITE™ record linkage

1. For clinical data sharing
x A deterministic method used where only exact
identifier matches are permitted
2. For research and audit applications

x A probabilistic technique utilising advanced phonetics,
blocking and uniqueness weightings to give enhanced
linkage performance

x  Both techniques use pseudonymised information
and patient/client identifiers never leave the

originating organisations.
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Tested technology

GRHANITE™ record linkage, using pseudonymisation
techniques, has been tested in collaboration with BioGrid
Australia (www.biogrid.org.au)

Sample: 45,000 records from 10 different data sources;
x  GRHANITE™ probabilistic and hashed data linkage algorithm is

as accurate and robust as existing techniques used by BioGrid;
x  Sensitivities and specificities of both techniques within 1%

Sample: 850,000 Victorians and 2006 Australian Census

GRHANITE™

GeneRic HeAlth

Network Information
Technology for  10GRLD
the Enterprise AUS TRAL

Haakth through infosmation
© University of Melbourne



Key Features

1. flexible consent processes during the secure
collection of individual identifiers,

2. accurate, reliable and confidential
identification and re-identification of
individuals for continuity of care, and

3. accurate, reliable and confidential linkage of
pseudonymised data for research

> safety, quality & continuity of care



Peer-reviewed methodology

& GRHANITE™ currently being used to extract data for
national Chlamydia sentinel surveillance by Burnet Institute

ACCESS project:

x 68 sites across Australia (30 general practices, 30 laboratories and 8
family planning centres),

% waiver of consent from the RACGP Ethics Committee.

@net Institute ’{';‘ Centre for Epidemiology and
g gt s et s Population Health Research
o | N e | ieeesmmm— | | [ [ e - |

» Home > Centre for Epidemiology and Population Health Research > Current CEPHR projects > The

Australian Collaboration for Chlamydia Enhanced Sentinel Surveillance (ACCESS)

The Australian Collaboration for Chlamydia
Enhanced Sentinel Surveillance (ACCESS)

’ GRHANITE™

GeneRic HeAlth Passive surveillance has indicated that chlamydia is a significant acce S S
Network Information problem; however it has not provided a systematic means of measuring '
Technology for any changes in testing levels by specific target groups, or assessing R CAPuRian SOl

W7 for Chiamydia Enhanced
Sentinel Surveillance

time trends with any confidence. The ACCESS system will fill these
gaps, and together with passive surveillance, give Australia a robust
chlamydia surveillance system.

the Enterprise

Click to zoom




GRHANITE™

demonstration

GeneRic HeAlth

’ GRHANITE 2

| Network Information
Technology for
the Enterprise

© University of Melbourne



RHANITE System Manager

File  Profiles  Interfaces  Clinical Data  Security  Help

GRHANITE Client Profile Management

— Clinic Profile

Site Hame IEH E_ Shepparton

Responsible Individual IDi-anne Tavlor. Practice Manager

Address |3EIEI Wyndham Street, Shepparton

Email Address Idta_j.llnr@g\rchs_cnm.au

Phone [58234521
Site Digital Certification - PERFORM ONCE OMLY
Cenerate Cabhinater | IMEgEQQDJETKuDuEzaIva+iE 03 MIIBOOIBAAJBAMISH eBib-nMogurn

Site-Generated Keys & Info - SHOULD ONLY BE UPDATED IF CPU OR HDD CHAMGED —
S_ite Digital Eertif_i-::até IBigByiuH!FIE1ivNieusBuH!spheEHTmE1q5U1 wlLG2alohaevWwV¥ig

CPU Serial Humber IEME FBFEOODOOF47

HDD 5Senal Humber I?AJ J2BCC

Created IZI]J'I]EJ'ZI]I]? 03:( Amended IZEIIB!ZI]I]? 04:1

Last edited by Idhnyle




GRHANITE Data Export Definition Management

Prdjéd Chlamydia_N5SW_FA Enable Interface: v Active Machines: |rH- |
<tumlwersion="1.0" encoding="utf-8"7» [
<GRHAMITEInteraceDefinition xmlns:xsi="http: a3, orgf2001 MMLS chema-instance" xeg amespaceSchemalocation='

: <InterfaceClinichlame>Chlamydia_NSW_FADS</InterfaceClinichlame>
. <InterfaceyersionHiston>
Sdersions1 .0 ersions
<Date>2008-03-11</Date>
<Comments:Initial Yersion</Comments> —
<fInterface’'ersionHistan>
<Interface’ebExponEnabled>true ¢/interf ebExportEnabled>
<DestinationDatabank*GHYEALTHSERYER</DestinationDatabank
<nterfacedorkingDirectony>CAProgram Files\UniMelb_SRHVGRHAMNITE_Client\ChlamydiaNSWFADS</Int:
<DatabazseMame>NSW_FADS</DatabaseMame:
<DatabaseVersion>¥1</Database’ersion?
<DatabaseConnectionProperties
<DatahaseConnectionLibrans>
<DLEDB»>Yes</OLEDE>
¢{DatabaseConnectionLibran>
<DatabaseConnectionString*Provider=Microsoft. Jet. OLEDB . 4.0:Data Source=CAGRHANITE_Sourc
<DatabazselserMame xsinil="trug"*</DatabaseUserMName?
<DatabaseFPassword xsinil="true"»</DatabaseFassword>
</DatabazeConnectionProperties»
<Consenttdanagement>
<FormofConsent>
<Optin>Yes</Optin>
<FormofConsent
<Consenttethods

<ResearchOnly>R</FesaarchOnly>» |
1] | ' 3

Status: GRHANITE Interface Syntax Valid

YWalidate S}'Intax | LIndao Eackup ta File Save L1 Cal1 it Lf
5 o




YWelcome to the GRHANITE™ Client
Setup Wizard

aCCess

Aumiralian Cofaboration
fer Chiamydia Enhanced
Sprvt vl Surynilinco

Export Daka Mow




6“ Consent Manager

1ol x|

File  Clinics Patients  Security  Maintenance  Help L’Mﬂiiﬁ f]ﬁ"deh”
~ Login [ Z]Logout | Current Clinic: CHC MO - | BiiMew Patient | ' Find Patient [ Find By Surname: -
iy North-East Victoria Rural Health Academic Network
Patient Consent Manager
— Consent
1 2 3
%lmc Surname Forename DoB IhI-:'I)edlcare ';«.E)eterans Address g:ausbefgrch' ggﬁ::;fh g::;l::[; gll:ﬂlt;zlnt
Consent onsent | DENIAL

Ol: [ED FRED 1270541955 12 MY-HOM... = [ Click

7 NERK SALLY 1271241997 '
1 ANDREWS MELISSA 1970171993 | 65002252211 5 JEFFERS ... = | = Click
2 ANDREWS |MICHAEL 08/05/1954 23 TANMER ... e - = Click
8 ANDREWS | SALLY 12/05/1998 21 BEST 5T... v v = Click
9 LOLLIE OLLIE 0170171800 B - Click
10 WAGTAIL WILLY 0170141800 THE EUCA... v v = Click
11 DUCK DONALD 0170141800 12 DISNEY ... = v = Click
12 ANDRBEWS |ANNA 08/12£1398 2 KENNEDY .. ~ v = Click
13 Andrews John 17{0641955 2 Kennedy R & I Click
14 SMITH FRED 23/08/1398 2 KENNEDY .. v v = Click
16 ANDREWS JENNIFER 2070471970 | 35002651221 2 KENNEDY .. = ¥ = Click
17 ANDREWS JULIE 037031956 65002252231 5 JEFFERS... = v r Click
18 DONNELLY |GEORGE 0270771922 22947244411 43 MAIN 5T . O d T Click
19 DILLON 04708£1335 = v Click
20 ANDERSON |DAVID 0470171955 | 41334002751 61 WALLAC ] v = Click
21 ANDERSON |PENNY 04/07/1993 61 WALLAC. .. = v = Click

Discard Changes Sawve Changes

Skatus: User: Systemn Administrator fccess: Site Administrator




Patients can grant or deny consent for the use of their data ANYWHERE
across participating clinical sites. If consent is denied, ALL data is deleted

from the central GRHANITE™ Databank

@Individual Patient Consent _ 1O x
I Clinic: CHC MD3 Clinic Patient 1D: 2
i Demographics -
Medicare ID | Veterans Association ID | Date of Birth  |08/05/1954 Sex (M |
Surname |ANDREWS Forename |MICHAEL Maiden Name |
Address (all) | =loj.xl
1
Street Number [23 Steq | Clinic: CHC MD3 Clinic Patient 1D: 2
Home Phone [02 234 1278 | Surname |[ANDREWS Forename |MICHAEL Date of Birth I]B,’I]511954

r Consent

You may have been asked previously for consent to use your data for clinical or research purposes - here or elsewhere. You may be
These questions refer solely| asked again. We cannot stop someone else asking you for consent. but we can ensure your rights are respected with regard to any use

of your data across the network._
1: Are you happy for any data (c

for the purposes of ethically a|

2: If NO, are you happy for data

ethically approved, anonymo Denial of consent for data held at THIS hospital or practice:
3: This clinic collects data for th Status Date Yerified By
data from this clinic with other The use of ANY of my data from this hospital / practice (wherever collected)

- 110141800 12:00 Unkno
“KEY- © -1THE paTiEN | for the purposes of ethically approved. ANONYMOUS RESEARCH is: [NOT DENIED x| [01/01/1508 [Unknawn

The use of ANY of my data from this hospital { practice {wherever collected)
for the purposes of my HEALTHCARE by authorised individuals involved in |NOT DENIED:I i(i?;‘i}i;'l 800 12:00 iu.—:kr:a‘;w:;
my healthcare:

If the patient is sensitive to ig

— History
Created |04/04/2007 05:35 Last

Denial of consent for data held ANYWHERE:

If you deny consent globally here, your data will not be shared anywhere by the network regardless of any previous statement
you may have made to the contrary.

The use of my data (wherever collected by the RHAN) for the purposes = /014800 1200 [Unknowr
of ethically approved. ANONYMOUS RESEARCH is: INOT DENIED -] [01/01/1600 12.00  [Unknown
The use of my data (wherever collected by the RHAN]) for the purposes —_— .
of my HEALTHCARE by authorised individuals involved in my healthcare: |N0T DENIED.'.J 0170171800 12:00 Il-”‘g"f“-”"“

Close ! Quit




All GRHANITE™ activities are logged, and a full history of

modifications to patient consent is maintained

GRHAMITE System Log

¥iewlLog -

=101 %]

|

Uszer: i.t‘-\ll Uszers

Wity I

DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
I |DaTE:
I |paTE:

DATE:

2007-04-20 09:53:20 Lsermane:
2007-04-20 09.53: 20 Uszemame:

aﬂnyle éiTE ID: CHC éhé;;;rtnn [6Ei Ei-léiﬁ.ﬁ\rﬂﬁ.l-f"_“.i:rrb_filé;axported to encrypted textfile: E_t_]

dboyple SITE 1D WALIDATION LOG: User login

2007-04-20 09.53: 20 Username: Administrator SITE 1D: VALIDATION LOG: User login
2007-04-20 09:53: 20 Username: Administrator SITE 1D: Adminigtrator LOG: Uzer Record Insertion
2007-04-20 09:53:20 Username: Administratar SITE 1D VALIDATION LOG: Uzer login
2007-04-20 09:53:20 Username: Administratar SITE 1D: CHC Shepparton LOG: Clinic profile added
2007-04-20 09:53:20 Usemame: ddministratar SITE 1D: dboyle LOG: Uzer Record Inzertion

2007-04-20 05:53 20 Usermname:
2007-04-20 09:53: 20 Uszername:
2007-04-20 09:53:20 Uzername:
2007-04-20 09:53:20 Uzername:
2007-04-20 05:53 20 Usemname:
2007-04-20 05:53:20 Usermame:;
2007-04-20 09:53: 20 Uszemname;
2007-04-20 03:53:20 Uszername:
2007-04-20 0353 20 Uzername:
2007-04-20 05:53 20 Username:
2007-04-20 05:53 20 Usemame;
2007-04-20 09:53:20 Uzername:
2007-04-20 035320 Uszername:
2007-04-20 05:53:20 Usemname:
2007-04-20 05:5% 20 Usemame;
2007-04-20 09:53: 20 Username:
2007-04-20 03:53: 20 Uszername:
2007-04-20 03:53:20 Uzername:
2007-04-20 05:53:20 Usemame:
2007-04-20 08:53 20 Usemname:
2007-04-20 09.53: 20 Uszername:
2007-04-20 03:53: 20 Uszername:
2007-04-20 03:53:20 Uzemname:
2007-04-20 05:53 20 Usermname:
2007-04-20 05:53 20 Usermname:
2007-04-20 09.53: 20 Uszername:
2007-04-20 09:53:20 Uszernames:
2007-04-20 05:53:20 Usemame:

dboyle SITE D WaLIDATION LOG: User login
dbople SITE ID: CHC Shepparton LOG: Clinic profile displaped

dboyle SITE ID: CHC Shepparton LOG: GRHAMITE™ Prafile exported to encrypted testfile: C

dbople SITE [D: WALIDATION LOG: Uzer login
dboyle SITE ID: CHC Shepparton LOG: Clinic profile displayed

dboyle SITE [D: CHC Shepparton LOG: GRHANITE™ Profile exported to encropted textfile: C

dbople SITE 1D: WALIDATION LOG: Uzer login
dbayle SITE D CHC Shepparton LOG: Clinic profile displayed

dboyle SITE ID: CHC Shepparton LOG: GRHAMITE™ Prafile exported to encrypted testfile: ©

dboyle SITE D WaLIDATION LOG: User login
dboyle SITE D CHC Shepparton LOG: Clinic profile displayed
dbayle SITE |D: CHC Shepparton LOG: Clinic profile updated

dbayle SITE ID: CHC Shepparton LOG: GRHAMITE Profile decrypted from textfile: C:AGRHAR

dboyple SITE [D: YALIDATIOM LOG: User login
dboyle SITE [0 CHC Shepparton LOG: Clinic profile displayed
dbople SITE |D; CHC Shepparton LOG; Clinic profile updated

dboyle SITE ID: CHC Shepparton LOG: GRHAMITE Profile decrypted from textfile: C:AGRHAR

dbople SITE ID: WALIDATION ERROR LOG: Invalid uzermame or pazzward
dbople SITE 1D VALIDATION LOG: Uzer login

dboyle SITE (D WaLIDATION LOG: User login

dbople SITE 1D: WALIDATION LOG: Uzer login

dbople SITE [D: WALIDATIOM LOG: Uzer login

dboyle SITE |D: CHC Sheppartan LOG: Clinic profile displayed

dboyle SITE |D: CHC Shepparton LOG: GRHAMITE™ Frofile exported to encrypted testfile; ©

dboyle SITE (D WaLIDATION LOG: User login
dbople SITE 1D WALIDATION LOG: Uszer login
dbayle SITE ID: CHC Shepparton LOG: Clinic profile displayed

dboyle SITE ID: CHC Shepparton LOG: GRHAMITE™ Prafile exported to encrypted testfile: C
2007-04-20 09.53:20 Usename: Administrator SITE 1D: VALIDATION ERROR LOG: Invalid usemame or pazsword

2007-04-20 09.53:20 Usename: Administrator SITE 10: WALIDATION ERROR LOG: Inevalid usermame or pazsword

2007-04-20 09:53:20 Username: Administratar SITE 1D: VALIDATION ERROR LOG: Uszer account locked - 3 unsuccessiul pa
2007-04-20 09:53:20 Uszername: Administratar SITE 1D VALIDATION ERROR LOG: Invalid uzermame or pazzward -

»

Cloze |

4

' 89e257d7-dal?-.,, Administrakor
|e5daceet-cods-. ., Administr ator

2711ch0z-f53c-..,

Administr atar

4/04/2007 5:44:42 PM
4/04/2007 5:44:54 PM
4/04/2007 5:45:06 PM

| Sikelm

Adrrinistrakor
Adrrinistrakor
Swskem

CHC MD3

CHC M3 _Inkerf...

CHC MD3

CHC MD3_Inkerf. .
CHC MD3_Inkerf...
CHC MD3_Inkerf..
CHC MD3_Inkerf..
CHC MD3_Inkerf..

Administrakor
Administrator
Administrator
System

CHC MD3

CHC MD3_Inkerf...
CHC MD3_Inkerf..

Swskem
CHC plexus

CHC plexus_Int. ..
CHC plexus_Ink, ..

Adrninistrator
Adrninistrator
Administrator

Administrakor

| Lag
CHC MD3_Inketf., .. Patie
CHC MD3_Inketf...
CHC MD3_Inketf ...
CHC MD3_Inketf..,
CHC MD3_Inketf..,
CHC MD3_Inkerf..,
CHC MD3_Inkerf...

fb34620b-a582-44e3-ae7d-99862017be. . i
c4549015-3d532-4d04-5f01-6d5eb485e5, .
efB06FEE-TI56-440a-bF3c-03d2F0939a4. .
d1923e4e-5e0d-46bb-91FF-3Fddeetabdl.,..
Ocffa0bE-dob3-4ere-af 72- 137621 23027, .,

Patient record added, ID Number:
Patient record added. ID Mumber:
Patient record added. ID Mumnbe:
Patient record added, ID Mumnbes:
Patient record added. ID Mumnber:
Patient records added via automated interface,

A list of consented patients has been returned for Clinic: CHIZ MD3

& patient record has been requested: ClinicID number: 1 for Clinic: CHC MD3
Patient record added. ID Number: 11d26121-0354-4c90-9405-653e75e855F .,
Client PC Conmection Successful: RH-245

Clinic profile returned: CHC MD3

Automated interface login,

Clinic profile returned: CHC MD3

Patient record added. ID Mumber: fafe240d-3870-4256-8d34-28220615d35. ..
Patient record added. ID Number: 43077052-0670-4b19-97F3-6f2af2dg016, .,
Patient record added. ID Number: 21558594-01c4-4aF4-9d21-259941d75F ..,
Patjent record added. ID Number: a7351737-ealc-40bd-ads9-e462b99bel..,
Patient record added. ID Number: d8docf0d-0e51-48d1-61F7-eb4cS528004a..,
Patient record updated. ID Mumber: c3434Fab-84d3-4758-bedd-6ceSFdfaac. .
Patient record updated, ID Mumber: S8666662-4865-45ae-9e0d-63c6804e9. .,
Patients with & surname or maiden name like: have been requested for Clini...
Client PC Connection Successful: RH-245

Clinic profile returned: CHC MD3

Automated interface login,

&4 list of consented patients has been returned Far Clinic: CHC MOD3

Clignt PC Connection Successful: RH-245

Climic prafile returned: CHC plexus

Automated interface login,

& list of consented patients has been returned For Clinic: CHC plexus

Patients with & surname or maiden name like: have been requested For Clini...
Patients with & surname or maiden name like: have been requested For Clini...
Patients with a surname or maiden name like: have been requested for Clini...

Patients with a surname or maiden narme like: have been requested for Clini,..




GRHANITE™ pseudonymises patient information BEFORE it

leaves the health organization

1 Results 1 3 Messages

Surhare ] Fharne 1 DB | AddiStreetMo 1 AddiStrest 1 AddiPCod
1 E\-"UthAmuDFHXDeEmJVScEIG:: | PyhgvR+pEelEZqlmigp37dS 2GETBEoEF iy Duoll=  FA54qagDGpgadRildedig== I=bzB+o0aBJwBET1CI el K== DOTmpe
2 4/mba1 2+ 3 tfumsFi9a== IDhG G 4udiB dH 3rmc) Fwgg== ctxPSoMo95Bo3esoM ZicgT prwl PVHAT fiwleiGedl= /04 E QykZSngIcdy dw== prodmtdLUjeT pln3bbsECg== 520
3 L3P vi) vgdR«D=FYimid== TRmiw CtbR G KptAat L ggé== 1k 2wpZ 2ulesC S vFR4aCzdt <Pl Sely $ui<R g=yiMg= EZ815FE I gl FekDibl== grCaOTIH!
4 WAYDALEAINF 423 O 7 hfjw== W abHD NG MYzl 2N 2 A w== WFlzhLE Hokhe bt 2b T gue2oebpBEiots TP SO M k= qxH A QwguCanGEmdendfrpF == i 220+E wpoZz 3 id U Dyl == 3s3/deDF
B ABglrR g ndspeF Snw== | BiLigslk syITB sk LA== ZIE cEQ+mnFrgSuIDPCPe2zRq7sH Svak 1 ccFreEwd= TOIOrd T 4B Gt+nBa+0++g== BHHaO w0 T Gkl BwH 21 hd== nrbcAd33
B KR#iby 2D wWEi7 W 3ATDO == Odwi5k alc2COPAW qegz/iw== RWd4dotsBv1RHODPy5HA0=IBRMWmEF 20Dy 1Dmpré= | exnpZcFhRmUmRFPHIMBWUS== kcrkBsUlwRalkvecaSkMhib== J+zKDIHy
¥ AbBgrR LsfngZfnd<peF Srw== FCFEpSYuuhhglhkDiZTTdl==  pd¥3UIPPCScOnuwl 0B pr7Cyyv3ktsBdD B/ gvindcErcd= WAHPYl BHxmMY e F I Higg== SalGEEynA+HWIN T 2ok +E B hw== parhd dgl
g SvZb+DiD+5Ybd/ QG 0jg== 36K guvgklKgTHoS 2ilis== Th2wpl 2ulestuCS vFRA4aCz kg Pl Sell v PR geuld g= b +2piEFURD Cry nival KBIZ ez 10 zbT RpuFE 2 didil=  5alZlvbyg
i eghfckEHpWF +/QicprGSwg== VEOERkGEPTsC+2PwAW 314==  ApapllpCxMwKeblA7EqGSfegFhivieiGal 3L S LyFHYE= TS #wSIPANEHI+BLE epli== 1q=871QcxUdEr 0EiB0dqg== heGwea
10 | 2rwvBmfMDIcSvFHNYEGE A== #»cETINQGYPRENSSIdMTO==  ApapllpCxiwKeblATEqRSisqFhvieiGAl 32L5LywFHYE= hpEWrHobSEBG - T LeAR gé== 10+ aTitsHA0Z 2et9zUL 0 == aalipOE 4l
11 | JRzubGIEkIERF+PTIkED == TiBGr3cloBoirw 0Zelib== 1k 2wpZ 2ulesiCSvFR4aCzdt <P Bel Y SR g<viMg=  TMNhURHZEJ302chaBbsg== VTRV VB G axfriddec2wll==
12 | arL9PvllyvgdR=D=PYimlé== TRmiw CtbR 3G Kptat L ggé== 1k 2wpZ 2ulesC S vFR4aCzdt g Pl Selly $ui<R g=yiMg= EZ815FGE IV gl FekDibl== grCaOTIH!
13 | LW 00pf0BY RWweknZ0w== | 2WBKJAgtu+<MPxi<GRC+Gw== | Kf6mO/plwGI4bS 0 Ki4IbzpiTrlAm3REBI0T SE+Co= TOIOmJ T 4B Gt+nBq+0++g== BeegadS CuwlKgpWHATLEK A== nrbcAd33
14 | (BBOJuzcmamsy e TEEMY BA== bwnpaDgchwlieFunael== BiE45z14BZL Th2ndint 9 5. ghteik.ozE GH DRy 0o= BajlllGrzrdchmdveFuHidu== rilByiaHz5gRkgSyE I8R5 0== MW
15 | AbgOrRusfngZfnd=<peF Snw== FiBGLI0etEY BN D 3yn2é== IKMpl2ZPELo? +k 70 IFIRGgUBChIHT /Biehd45fRnellgy'= BygdbE GpvpcO4nvD agoyiag== Salvns+w N1 2ok +K 8] thw== BAF 30wl
16 | Z25n9c2SEPZCYCuHERRW 1g== Puhgv'R+pE e JEZqL migp37dS2GBTBEaAF 2flhdwfDunl=  FF5454g0GpgadRldzdidg== kTS 77t asCLw Lz +Wia== BriPA L0
17 | ILOwE00pfOBYRWwWeklZlw==  ZwEkJRgsr+MPuixGRC+Gw== KfEm0plvwGI4bS 01KfIbzpiT 04 fm3REBI0T 9yE+Co= TOI0mJ T4B Gt+nBq+0++g== Beeg3ds CuwlFgpwHATLKK A== nrGcad433
18 | hnc/SUZmthgkbps207 2Fiw== IUyEwWBnE +a<BET YD gHT A== DZ2PdpGelT15CpfFOEIMACISTOMBHE s OHYSIM= TOOrT 4B Gt+nSgHl+fl +g== EHHgOWID TrGhgl SwH 2 hé== nrecad33
19 | ABgDRusfngZfind<peFSnu== Waukd/As . . SkMhd== J+zKDIH»
20 | BEMuzcmemsytyTBEN Y Bh== brveripayhT Everythlng GRHANITETM does ls encrypted WIBRS A== ZNZNVE
21 | 36w/ kDF/evHPpfAlLvelled== G {0438 == piyFEd
22 | PRewaxECAgckinlzylBla== BPf7Pho: 1 h 1 M d d M foFif)== WipZ/Los
23 | M+=alFuBYHnd cawvEvall== yinaql C+ uSlng t e ateSt’ ln uStry approve encryptlon Y Rig== JarDMEZ
24 | +EQA0Sklwixah2 7 zlyckygd== r1cU 9 MWD pEmFahE5pnopE+bREqoBd... | bE3bFhkS
25 | wdEwkfygicxb+we sk abdog== Ow3ShlAE Standards (AES / RSA / SHA256) UlhliDZw== S0 abirni,
26 | +EQan3klwah2?zlyckygd== bty a8 RARIO0E | Li== ELMMOL PCIpE DT W DG Y Lazos0 03 [/ ZarzduB ey al M= LW AUANVIE WS ESINgECa T diu== +2ZL oM Y U e WD pbmFghE5phgpE+bREqoBd..  BE3bFBES
27 | YOZ7PRopMU/ M Hijabprbd == dwDDRocl1 TepkD1T4d1bDg== = Q+t0FOWwildO/1 StaCyREE wASlI8LwFagalhglLf2s Fy'= +)Bmitk NS 9B N di Brg== r i+ BN koS C3bG M-+ /RS L7 GeHVITAREN .. dkkEWutT
28 | eal/MAThyi3g+bnTZbLaw U== AuDHIbG e/ B+iE<0hGWEIn/D S HEKLHYE 2bn7obl=  BVz4iB C40dK vPeCIdYqua== uRm S EEEBCM vy MbPig== YiyFEdA
29 | dglgOP2vizekMEgIBM Jusll== C7ZyEyaMbELLg2ZP e swwd == Wao0OLEHD Crmlok es/C2F qoglaf 30 e dpeM Skawilo= THmFINSvad2BeGeCFEERT W= m+Waky<71gFSRA35d0d)b== JUE el
30 | wFafpB+yOEn2WwWEBFYiGU gll== 12GAd/CT IG5 dM TP 4g== miDAb BT+ 7 A+ P FThBF T odollE ™ elFL b BhE = 3/04mE Lk IngIody dw== +Dpzk T pod+01H4R sppRA== B
31 FoqU+hieH hiByodE dnll== wa " VEGGEHZGspr 2y GdCHg==  BtdwiLEglQDIMyCY alwokdVUikzE pdpdsRrZy283mulbdd= (i es2zGRV2TEVdMNTiSvLeg== eRGuk b +mBnis TRk mia (== B4
32 | wapdazkyShalPgwl LK dhg== JrH1JDWhz05408FEMOMO== lxzhLI5K WG oHLBho/zuF CBhAA2PY 36mE T NzBNHE= Bsllwl VT o0 448k 720 3E20== EMnfzdwdw TG 3xL p288ml S40CmredPdokbive...  AKsdSMIE
33 1 PRIREFP+A7N Indlk riEFnn== I uRWhAF +2=RF TuilAHT A== KHZANZ + 710 RS a1 SHAARRFZZ + 7H. Invun3F wn= TNR TRH2F IR0 2k Rhan== 7T 51 RrmFirnk i S nPChw== L IuhR A7



B 200704050 EXPORT_LOG.kxt - Motepad

File Edit Format “iew Help

GRHAMITE™ Data Export Report for data exported, 05,/04/2007 05:43:43
GRHAMITE™ is a trademark of the uniwversity of Melbourne School of Rural Health

Site : CHC shepparton
Clinic : CHC MD3

B L R R R R R R R o o o

THE COMSENT PROCESS AT: CHC MD3 (CHC =Shepparton)
Data is only exported where exEWicit consent has been granted. Methods of
obtaining consent wary. This clinic inteface is using the following method:

OPT-IM consent is utilised - data is exported only if patients hawve opted-in

pata s only exported if consent for the research use of data has been granted

-
o
i
w
-
-
R L R e S T R R R R R R R R R o o o

The following data has bheen exported for consented patients:

Patient Demographics : No patient-identifiable details extracted - dob is taken, but in encrypted form
Patient Diagnoses : Diagnoses for consented patients

L T N L N T N T L T L T N N R T R R

cetailed export description:
B R e R R L R R R R )

* TAEBLE : CM_PATIEMT

* COMMEMTS: Patient Demographics : No patient-identifiable details extracted - dob is taken, but in enc
W W W W W N N N T R T T R T T T T T T T
MO, FIELD MAME EMCR¥PTED(reversihlel DE-IDENTIFIEDLCannot he recovered)
1 Patient_UUID True True

2 GEMDER_CODE False False

3 MARITAL_STATUS_CODE False False

4 OCCUPATION_ID True False

5 STATUS_CODE False False

4] DoB True False

7 DECEASED_DATE False False

8 CITY True False

e POSTCODE Falze Fal=e

10 STAMP_CREATED_USER_ID False False

11 STAMP_CREATED_DATETIME False False

12 STAMP_USER_ID False False

13 STAMP_ACTION_CODE False Falsea

14 STAMP_DATETIME False False

15 HEAD_OF_FAMILY_ID_Patient_UUID True True

R R R R R TR R R TR T R PR R T A PR T R R R R R M R R R R TR R R T T R R R R R R R R R R R TR R R PR R R R TR
% TAELE : MD_DIAGMOSIS

* COMMEMTS: Patient Diagnoses : Diagnoses for consented patients

B T T T T T T R R R R R T T R R T T R R T R T T T T R TR TR T T T T T T T T
Mo, FIELD MAME EMCRY¥PTED(reversihlel DE-IDENTIFIED(cannot he recovered)
1 Patient_UUID True True

2 DIAGNOSIS_ID False False

3 RESCOURCE_ID False False

4 DIAGHNOSIS_DATE False Fal=sa

5 REASON False False

4] REASON_CODE False False




Data is encrypted prior to export using one of 10,000 randomly allocated encryption
keys (RSA public key). The web server used to forward such data to its final destination
cannot decrypt any data (decryption keys are only held by GRHANITE™ databanks
and each databank has its own set of keys).

This protects data against unauthorized attack during transmission.

o 20070405094343_MD_MEASURE.enc.txt - Notepad

File Edit Faormat View Help

EITEMAME :CHC shepparton
2C1AE080AA00AFDELC22565CAlDFI57300303E107OB3ABE4B3IF37DLCFAATISECTTLO03311A4 8015442 FFBCEDE S JEDDAEQBEGSCO5ADOBGYEO0OB4CEFESBEZ 262
kZ7deYGET7UFDIXGEM7ZThKOOL 2Tk 1GEC YT 2yLC67 1 3THND ] 9nogovk xgf UmH+PwovBZ cdhoR ShgILcoye2ap+T TsKob+mGFG+,xh3 1P2 THRDk Y umXdt ¥ YBP44 PZZ
WHZ JAOM QoK B+ 55Tk A HAYGEZNFEUOW OHMI RSOEYFMP3GEAT HObATpOSLUGd CRHLOROEXrHiWE 53 T3rB]hZDsG2 tvni L nxPvagIHamyegdkr JnwHOh3 90wy pxEbz
JZPESY S PwBCy J0eTAT sHwWWEP 1 6wsMzTwoZ JkLZTEPI3ms tET Shgahzwg7 Oygl+Ssc/nyommRpUaI phodNTProlLokvko3 i vLRbEiar cok gt REMC ey jnebnkESas
ZpdwIun/HOESQULY /oowthdsvb+ZepwewdchwgxergEtCsTZyhOpPHNzhgezgaPsMs ] AerA00p] T1dYDgj e Pm?thJDRIefzdwvmgh0G¥uS?oh23NAEFECRchL55
+ExMCma 2wShdy T uSVHLW2Z Hu+ gt St 24w+ cm2 Y HQC L+HT s S IbQDHZZgEmE T KV SHIZE6) 3x0t V] AQexe9ayT i FxDalvtdvwBkroggTzL 906 1 T4 zno,/r ITY xCKLKNSEW
WG X OB HHLF SKETY kmaolwrwiykkP Sywel sMhmk ULl im] cSTKkwelNcZyx+sGpaaPLlelhn Sxk SSwiyxDDE+Z 1 pkBH3GZ eCEAKYC SHNOQ,/TeSCcr xwcnUSettZM030vT3 118
gNGclNthanDKSEMvaIWDyﬁQathwa%thva%kBKVEim?kkAnTciTYRB6KKASUszWJH+w4Hw0pLBlBJER?ycIeE UrEOhIw0RY pZC+MNOMEBSEY Ewsat hCAZd >
SndGaiulooHyd1Cfi+PILAT T ydkbPhFpESEfuADdGwgAbd XPNG SNOBMEI BpNEDZ 1T /mkveddaiGsoULGamTaZ numBpy tAoLs IXT 21 SNOW ] JmPWLgLUT oG4 EKPRACE
wEYRNTWLARCMTBxw3 | FEtwy | +MheoocF RvoMyvh eviCh Owd oo 6 Z2xg 6w Ky CLEL Y HawhLc T H+eSodnBOKObHG MW XvwhePloy /0a8+ SwAS 7t Cx/FhzwIbiTxby0,/pDZJEAT
thIyDjHbelSQKLewaQOSZBpSReSSkuEvaWSaniqu?ZeviyOEpkaMzk!SgcwaIinqunAszAHB?BSngdsDnSEDNpmNZPJIxtiefzszKVCuCNIKdOpqr
Eal1Z0dIxjKObbESww,/BFhTIZmMyYngTISy2bhclagtd smcLk 2o TTFwI emopCs nOOMbNNZGr oPDWd dMTA3 Q3CCwEYGECSEZT 2bABehJuht g+pJle7OowPd JCHROZR> 04 o2
pasd ZRTFSETgSYLyTYhyngevBSx5CosNIT0GTRANGIIOpPNY /BAr 1Ge] x 1 JzNWE 0T DZZ3EHpNps SYMZ90t 2 Tiggobykbow] pBNSxIUgI PROSWZ UMTK3W] S9e3Ne9Tw+
JQABE T yKrCZASxGxoDvxy 7 Igiah hSGQWiMBBuLFWVICtﬁleFWPSKQLODpEGDIH621gBEtmeA?6U+YSiCExBEIijy33gVE65XWUhJKGl2wM+E46hbyJUON RTYDWIT
OCRZXHMANZ X ACoKQIRTgFthverbv i oBhky3 Shoedk3uLhmTPx4 1 fvwkCs KNEYEeFPIag87 v nSw2 Ukt ropk xSwhk dPYmP2FIw2Dhot OvtyBhFyhI JxvlatekDBveny
XBNZUL /7501 3UF /beFUBF] A4EpoY SU it xwvar0zggl] 7hLog/UPhBLNIcdbmTn3vi giqz8sZEwS I'whgk sxdt INZ7 ] TMs Owxp 9303 CgoaGad bwt pUphTRCwWE D 2 oynrk v
OMEQI INOQETCZT S 9Z0xDCINSd k gOF TCCFAS IM-ANnnmMNTOws ke xNPHS zr Bogd o+K i GF 8T nkyhbFgly 26n3 d5xawvw I HMwIuSyPFCVOF SRV mRILOSLIZr4 vOAar PxvTah
thxID1] TThwSHUTzcEbOw+hlL 7Uuzd7Enhz] ogre] doxf Tk AwmogPTAGYGxaDY 1 ZLIR /T c8Ghy sCmunot i cadumwpxhkTdRAdt SxyvhDEanas T3 2gPKxGeYgod555r
BORbrzBMIBZmyS0UZ9HZ0SNNIFCDMT MxY oWoH3+sTvsEmdzvhwiZkoo,/+j cqoocaoHvmFoJkhchgaIBhInh2 1s+xgDbnik gEr SkGEcTmavhiF x+rBC,/6586,/ 7 SM+PxL
QEb40F1PABOuSKrtZDXBQfL+qyONBJr5U+Dnu3bkhIthManEPPQE?XdeaneWRbpxthursESVYOBljjkaYQvPHBZtNEkaMAYszDnUkYWEpp24civzﬁo@pzc
ukG/65er3o0C13120I5t08x 1 IMOIp62ET3hviGK+7a7dcswUBU2 TaBdud,vhgMBOdg3S0oJ+7Mo04GR T Tkt faBoNENMETwO T pdwwZFKhOST4 I3HIyxr ew] FIESLSDTSH3k
DhZwow,/ 7Py UDUCY LNZEZ+1 1k xsyzUnmlgqou 1 HPXAMFBK Qvyr Fcpd 2 KRN TOE78Y BExW JhPZyEDPHOLZ+EaHOF 61 r P14 OPY Yy /OC4+Er T hETFXWHCPLTT pxENAV YW
sHbthhdHXFM+Yqu?I?thLgcYMTidNQYQkjozKRmesHOIeyysz?sYdEHY2QijumeJ81leRasfce4GqQaWE2ABzPfquR20T1b5+iLtnkqquzwsvoﬁeFXWC
Dvswvd2s qipyBd 2Kz TNEEMp,k 2h3d6sSRv 087 chlvHEDhxpL+G8gLOIoEgST x 54 cvNpHoUyvk JRU AT xAwWI aPUOGCOZd /ZpIRyGU4 Seue] gaEdMS CHGS gPoUghy SvMk
J3rhlenmHZLo56CZ2xBnk bvMI4y6AISR TNZ+ghaMwlahT4 14 90Z L OKAGS MRS chcex0xBT 0BFHOCK Y wILEoonwgSGF ShZ6 EATIQ7vnBsP3 /02 BHMB+d 14 QGEx+NZC2C
SBtNABFZIrnOLEPrZ2+BAkEwyArpBEMiihx3wwrf1A1+4I6gIcz]eac oMy JwUDXOgQDTFrdUfhe7 107w, 7widvBIsEWbMBwWIgL jES+qdvuB+CcpwkhImdaP 57 1vwHD ]
UOFCAZPAITUT IComwy 2 ANxBohAszZX NI TwRcICEBT TONSalverk TLoero ICTrd Lo TUxxtZgw i C R IGLUY PY4ucnO98+H+ 1 DhrMvZcheNEIMr ADAEWh9pE S d+ZFEIL
O0+LwO k+hbGmbs 1 ITBKZ7m+ ZwkBobwiussI1EaP ] xazwvmebwHNEM TCUowk 3L2 T L+ps Ixafe2 0P KOSBalopsI+GoaPTrikCPCMFMOcajusk /3L wsSRSFTaxBEDIT3
SUKEBhAMULO4 VPN S w23 Thxhfi] DHE JBRGEKATNGZKB3TUT 13voKERTQI IcLUP3VSLIFT24C8 KO 3Nr /dHy 1 g4 HAXDLBSZUVUT Y XE 6kGIFOTROGT sMxx 1 CBak 2+
otui SvinBugP STMgFgRRAYLypwoldal 1SRy DD vy+vDSEvvsat Icd Lhnuk ThH P Zcdvpy 7 Td9LhocRehac 51 zo%pIyCTz2Cwm0s0+135b1 Tnrvk 1 /cIuwysd Foc
egwErwsH+ln?pFwnthcn3f8x5uCaBOLc1IKhAEquIMi2UbHHMDSUN5A?jGODNDOjJ?PCOBULXIB4FszbeQp?cHQMCAEGZkaKcTYOFk8KQEUqHa+eOyk30fejz
LRTOEZ7QEGILCS N TXGFPMs p+ROewWdOwC L dwar cPxFhl6s Bmn 7 INIMyhZFxhwh3amnesp? TRy avAYs 3k gaebl TvaTFxuv S /402 Sk IsrubyQdvEHDVOh] A3 ywik /0C
wIZOY ROl 2VpZU7s avBwWiz10avIL U0 1Y X UEZxasYvE30eNgEIKKOMUUS T2 0UUKY /203 S9ghNRObRIOMR 2 dOLHW, BSg] eU4hI 141507605y 96 hmmr qwimcL gl
Cot+kwBr4zZFFv,/ TGy SohGr FRUZYF ] SAKQAMNNOT SUBYXNx TV gy 3 r IGrm=-nt zUp 1y SOwrd ppm=8T1B3vBnaxgMIc St THVIT 10000, SNZK B85 1x4MExhHEgQt FHy G203
Z00h Iy 0Bt kOTSBwwr GYWIHXT er DaPho&Tw Uk nTRGE T wh 1 Tmwy oo+wMDMgs ki DEred p sy eLgsF 15IP+hncxn, v =<twBw1 s CRMCMD 7 F 0G+ekKNCOc3 BdlwsExgak gHHY
KNghFas7wEkYwGEs0TSABaC2VZ03 qUTATYRGUL xUSEGT qIFokeqHMy 0w Ay 7h7C Ny ci P2 T3 Bwixv UNAMr 7 umREK 2 /upxzqzkhnnlgd jogmc+7 i oGNSy S cL2ZMD
pf1thquu1bEPKquthm8v2T118bCLOKV83EykLIRaj34MQ?TtENUU8RaV61qWGYj3a5+trchpNTrLu1FLuuMqGVGCchLoklsdugTﬁpHcIv?nqe?ESBjjK2+6yc
2EMOGK V2 QS KUVSIEAIDIMBopARDR aVBOT akx30MO+, g Rk 5240293 vxbEX2 xCxOwCVOZTIhxpS*HRCINDWI TL X TMI /LQBE3 ZWRN, 0T 0 R+ef$rtrQIMRLGDVnkchN?
quakmax%1QBKuuLeAXcJOBDkBBJvPeWtOSQqDLXBk2+B2YkT03c+HEFLuklvaELZQEMxGVRDthHvuoaBCPWOcaQNASDYULqQRytxRbeD Mg Okw3InattsB8vL
FROLD3UT Tr3SOKanEESOJDSdEchMvafLRSuEgODSJLnNNGXdeGNsqu+uvxKMthPUWYqEDDQVPUUyRAeWhHWsJDsLRVKGqEFQAmhurZSsDxLuDGTfSRitwww
G5aA304 RbdoTEC4 gnkuiGd x1ekdvFuw ] cODZHHGER ZFHS 0BT 3xF DU PIDRIMSCETY TxZNNYFE7pLM3bLOQOETT 3F+MaL U+ ST NROL+USMMC THIWC 3NCny T ko 3 gvse
ng2a81Mer5thr]Klqwsz?PFOERArMQTOBSOJdTUimvaBTDDAWDX+1X1PF9+Jka9N6RDnP2aH1n95eQ1sziﬁ4bqpng3Tw4GryRH?sA+mNCS?pfrNPC6V14kc
Ouzo7nkoLucvabfxi2Bgds ABk zsMOMLcknhGyT3tgabAZfpoBaYEXwWCACYBwIPRPNGT+INNLIFOLjaDhC Twx 5 IDHX Svmvof owd N1T aeF 9uww7r ade0ERZUCTMhUNHZ x
k7mPzxdGIla3geshtm2vBMDpeqkES3Fhs2vgTMHW2EGS+LOTUOP T htwaL pvgkyofkor eB+HTtwiQUOXRFLxQQne0I Lowvd xOvi gAIXHZhHg8v et ADOnvWCSxI Onws g
060D2w50w2c2deds63hbgKECBQ+tAwbzGuekWFqu+1PWSFN2j8k?uHZquMxR40j?OIdgNOnU4P348nmrwr6DacIUtbnchun1NwiIGm155w21835vf8K0r5X5v?
Hhbne e +C T o0 amenl v Swk BHPT R4 K Avil R T nrAw S 12hin062 w11 hGaxT1 =7ran3 1 TPPARAT AAT7RRA+MuAd 7wt ik rrvd PRk Ad2mT TINRT x20wWcl vrw A T 57k 7




| Patient_LUUID

HashType | Hash

88593334-84b5-478b-9090-0058bboas 1 1
. 88593334-84b5-478b-9090-0058bboas 1 1
0944 2fes-adbd-4653-a750-01 34F39d5F 44
. 0944 2fes-adbd-4653-a750-01 34F39d5F 44
. 0944 2fes-adbd-4653-a750-01 34F39d5F 44
. alb51347-91ef-40fF-990b-043bazaz0421
. alb51347-91ef-40fF-990b-043bazaz0421
. alb51347-91ef-40FF-990b-043bazaz0421
| 3a310837-016d-490e-8431-046e0292b1F1
| 3a310837-016d-490e-8431-046e0292b1F1
3a310837-016d-490e-8431-046e0292b1F1
| 3a310337-016d-490e-8431-046e0292b1F1
| A755d1 al-65ae-4609-bE30-047 251 cadfaf
. A755d1 a0-65ae-4609-bE30-047 a5 1 cadfaf
| CZ2a%ac18-125b-423e-8380-05167 20340
. C2a%acls-125b-423e-838c-05167a0e340e
. C2a%ac18-125b-423e-8380-05167 20340
. Na328542-6831-4c88-a4cf-052c26970100
Nas28542-6831-4c88-a4cf-052c2697b100
. Na3z8542-6831-4c88-a4cf-052c26970100
. ledaal 2c-62ce-4d42-931F-05b8e06eab7 1
. ledaalZc-62ce-4d42-931f-05b8e08eab7 1
. ledaal 2c-62ce-4d42-931F-05b8e06eab7 1
. d9550c52-2109-40Fa-af80-07 a1 69cd23d2
: d98a0c52-2109-40F 3-af80-07a169cd93d2
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Typical GRHANITE™ Databank data
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Patient_UIUID [ TPE [ MEASUREMENT | MEASUREMENT_DATETIME
1| 34410857-016D-490E-8431-04EE0292E1F1 | HEIGHT 32 1996-07-22 00:00: 00,000
2 | 24410897-016D-490E-8431-046E029281F1  HEIGHT 102 1997-12-21 00:00:00.000
3 | 38410887-016D-490E-6431-D4GE0292B1F1  PEFR B7 1996-07-22 0000 00,000
4 | 38410887-016D-490E-6431-D4GE0292B1F1  UABLOOD s 1998-09-15 00:00: 00,000
5 | 24410887-016D-490E-8431-D4GE0292B1F1  UAGLUCOSE  ++ 1998-03-16 0000 00.000
Patient_ULID GENDER|DDE T T oy [ 'PosTcopE”
1 | A7D44E225106-4F4B-9FCS-1EDTIIEIBOIT | M w3qT DEFeQnpEyHddnumtn2k stZ520mE6wWPskLcaoukl=  2q0KpZecyNZOAASIFPM/D== 4000
2| 94E97F4E-5BBD-4EDB-BDST-1FDBAAEA0TTE  F ZF 02X M olP3DYnaRDiUARSa 22ICL DiewSg3tars= AObRiXBPesYBd+ThuaMhm== 4523
3 | ADS2FE031266-450F-9467-20F034BATDDE M shE Nk gewtGEJNNRT 1 beEigRG1iL/2932401 20 TAz0 = Aqdi/goa/CT v 08D BI2w== 1234
4| DA3EDOAB-43CE-ACFSBF02-373431915399 M 30 2Bl ed:ImPIpT MM v wZui0 Ttk w8l nd= pT+KLLRH7O0+2R8sElpw== 5678
5 | 77CDFBBAFIE-42C4-4CB6-ICRAF2TFO3EL M ntqZc QB ab/ AWMKOLvgev TPTNg+fssHSEQUBLAS=  40bRiXS+PesyBd+7huiMhw== 4523
6| CDF53477-DDB0-48D3-9987-44D547C6575 M PI1PrivsvRs2220B AW +uThZRKk2IPLUGUWBPDVaGU= | B202DesBLBvI111BLAG== 2007
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34149327-4543-4E 63-425E -8015F LR . . E 4523 1
e Some data has additional encryption because it has been ——
ciFmaptenz40er-aczzasa. - deemed sensitive. Date of Birth has been extracted here, - !
4E 4054F4-730C-4C1 3-8173-A04F N oo == 3256 )
e e but can only be decrypted for research use if a specific )
BC777CATE TDC-423F-ACTFABE study requires age-related information - w0
22057F30-F1E3-4605-B3DF-BDEEQL AF954E F d20 | oW AL [ LW 200U T ET el ol kR sl 4 R k= AqdUFgogsL Sl lbwLiDliy== 1234 ]
AF28M AB-08E8-46FA-8194-C342DEEF 3540 F hztdpwnl M al 3390 uk FuR ' SBOHE U prefliw +LFnnll= A0bRE=8+P sy B d+ PAxBh hw== 4523 |
4F15EDCC-549C-49F5-BB0F-CRE 27 CDART 7R b k3L Bwn detizS B+ 0ral =31 Dehd v 0GR4q1 U= [DOBGT azgkqCshl 2l vim== 2000 )
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30 34149327454 3-4E63-425E 305658426440 DIASTOLIC a8 1938-08-13 00:00:00.000

i1 34149327454 3-4EE9-A2RE-BD5E584 26440 DIASTOLIC 70 1998-10-28 00:00:00.000

32 | 3149327454 3-4EE9-A25E -BDEER84264AC  DIASTOLIC 95 1993-11-24 00:00:00 000

33 34149327454 3-4E63-425E 300658426440 DIASTOLIC 70 19359-071-25 00:00:00.000




Consent Manager 1Ol =]
File  cClinics  Patients  Security  Maintenance  Help |1ﬁmm!‘ﬁﬂaﬁ]

: lLogin Logout | Current Clinic:  CHC plexus = | By iMew Patient | 0 Find Patient O Find By Surname;
p 1] P / |

Y Sy North-East Victoria Rural Health Academic Network
. Patient Consent Manager ,
JGRHANITE patient re-linkage ”;]E[ﬂ

— Consent -
; I¥ Show Patient Unique ID Mumber 2 3

GRHANITE UNIQUE ID CLINIC CLINICID  SURNAME FORENAM - ‘Clinical | Global
___________________________________________________________________________________ Research :

5 Sharing | Consent
ZEEREEEN-ECCE-488C-972D-70D859C38E92 CHC plexus 13 Hartman Hanmah Consent e

DENIAL

DAZEOOAE-43CE-4CFE-ET0Z-3723A31315353 CHC MD3 1z DONNELLY GEORGE

EEOZES871-948F-458E-5346-7300FCEGEEEE CHC plexus 33 Holden Dominic

& linkages1.txt - Notepad
File Edit Format Wiew Help

25eBBED0_eCch-488c-072d-700850c3602
b503RE71-04 8F -4 5 8h-8346-7500F ca65 568
da3e00ab-43cé-4cF5-h702-373a3101 5360

|

Status: User: System Administrator Access: Site Administrator




Benetits

x Generic interfacing capability (no reliance on any
individual standard or system)

x No collection or storage of person identifiers;
(pseudonyms)

x No need for 3™ party key holders for record linkage;

x Strong technology and methodology arguments for
opt-out or waiver of consent;

Given the above, GRHANITE is a key enabling
technology that:

® Simplifies governance requirements
x  Facilitates clinical audit, research and clinical data sharing



Future & scope of GRHANITE™
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Any questions

www.conduit.unimelb.edu.au
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GRHANITE™ Operational Flowchart - 1
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GRHANITE™ Operational Flowchart - 2

GRHANITE ™ Webserver located behind a firewall configured for web services comms*
* This can ble hosted by the Victorian Partnership for Advanced Computing (VPAC), Melbourne
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