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Business Partner Spotlight 

Where is Your Network Now?  
By Doug Hafford, CEO Afinety, Inc.  

 

Most law firms today are considering whether to move to the cloud for their IT needs.  An overwhelming 

number of firms are either actively seeking a cloud solution or are in the midst of moving toward such a  

solution.  Many partners and firms, however, remain unconvinced for a number of reasons.   In most cases, 

there are two primary concerns: security and cost.  

Security  

Of the two concerns, security seems to be the more important, with cost being a close second.  To understand 

this, let’s start with a simple concept.  What does “in the cloud” actually mean?  Generally, it means your data 

is stored on a server that is accessible via the Internet.  That leads us to some simple questions you can ask 

yourself about your firm.  

 1. Does anyone in your firm have a handheld device that receives email? 

 2. Does your firm allow users to work from home or remote locations?  

 3. Can your users get to the web via a browser—for example for legal research? 

 4. Has anyone at your firm ever had a virus on their computer?  

If you answered yes to ANY of these, then let’s ask another question.  Do you know where your system is 

now?  Yes, that’s right:  Your firm is ALREADY in the cloud.   Unless your firm is extremely isolated—and 

almost nobody is—you are in the cloud now.  There really is no other way to look at it.  Having the ability to 

walk into a server room (or closet, or perhaps the kitchen!) and touch a server has nothing to do with being in 

the cloud.  

If you are in the cloud now, then we must ask ourselves a new set of questions about where we want our  

system for security purposes.   

 1. How many dedicated IT staff do you have on security alone?  

 2. Do you have a locked server room?  

  a. Is it monitored by cameras?  

  b. Is it under guard 24x7? 

  c:  Does it have a generator(s) in the vent the power is out?  

 3. Is your firm’s network certified to meet common requirements such as:  

  a. HIPAA (health information security)  

Network, continued on page 4 » 
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  b. ISO27001 (security management system standard) 

  c. SSAE16 (security controls)  

 4. Is your system redundant to geographically diverse locations?  

  a. Are those locations under the same standards?   

 5. Can you send encrypted email?  

 6. Is your data encrypted end to end?   

 

These are simple, easy choices from a very long list.  If your firm, for example, has banking clients, you may 

be required to meet some or all of the standards above and many more.  For most firms, meeting all of these is 

difficult if not impossible.  Even the largest firms find that meeting even simple and common requirements is 

costly.  Why are these requirements needed?  Obviously it is because your network is in the cloud and it must 

be protected.  

For a cloud based network, these questions are quite easy to answer, but we must first look at what a true cloud 

provider is.  Often we find “cloud” solutions being sold in the marketplace are not actually cloud solutions but 

rather data center.  There is nothing inherently wrong about this aside from the fact that firms who use those 

providers are wholly dependent upon them and the provider’s security policies.  Often these will meet the 

more basic certifications such as SSAE16 or ISO27001 but not always.  Thus if one of these hosting  providers 

(notice I’m not using cloud providers) is being considered, then inquiries about security certifications,  

geography redundancy and physical plant security are appropriate.  

For a true cloud provider however, such as AWS (Amazon Web Services), Microsoft or Google, all of the  

various security criteria are met and many more.  The largest provider in the world is AWS (by light years) and 

they also have the finest security in the world.  It is a simple matter of going to the AWS site and  examining 

their certifications to see that they meet anything a law firm might require.  Thus by simply moving an  

on-premises network into the cloud, your security is dramatically increased.  

COST 

So, if we agree that you are in the cloud now, then why not have proper security, redundancy etc.?  The  

answer for your firm may be cost, so let’s look at that next.  

The biggest issue with comparing a true cloud solution or even a hosted solution with an on premises network 

is gathering all the pertinent data.  We are often asked to help firms do this comparison and we can often do it 

quite quickly when we have historical data available, but how do you add it all up?  

Network, continued from page 3 
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Some firms do not care about security, or even best practices such as proper Disaster Recovery solutions.  For 

these firms the value of either of these areas is lessened and often ignored—that is until either a user gets a  

virus or data is lost due to poor backup policies.  When either of those things happen, partners tend to start  

noticing.  

We also encounter firms that put little or no value on productivity, thinking that if the work gets done, why 

does it matter how efficiently it is completed?  Again if this is the opinion of the partnership, then it is difficult 

to assess any value to productive users.  At the same time, the largest single cost in just about any law firm is 

personnel, so this in fact should be the primary area of focus.  

If we assume that these things ARE important, then how do we compare?  It is still more difficult than you 

might imagine, but a simplistic way to do it is to add up the costs below and compare them over time to the 

cost of a cloud solution.   

  Physical server, storage and peripheral equipment purchased and lifetime of those assets  

  HVAC costs to maintain that equipment  

  Backup and Disaster Recovery System costs  

  Monitoring, updates and anti-malware ongoing costs  

  IT staff to support these systems OR the portion of time used by staff to do so  

  Local PC lifetime and costs for replacement  

  Internal and outside IT support costs for server related issues  

  Costs of Internet provider which may rise with a Cloud Solution for performance reasons  

If you add all of this up over the lifetime of these assets (generally 3 – 5  years depending on the firm)  you 

have some feeling for your overall IT costs over time.  It is a simple matter then to compare this with the 

monthly costs involved in a hosted or cloud network solution.  We find that 9 times out of 10 when we do this 

comparison the costs are about the same.  

Once you add in the intangibles such as mobility, work from anywhere, instant disaster recovery, dramatically 

reduced support costs for your users and 24x7 availability the cloud solution quickly out performs any  

local network financially.   

To summarize, the cloud costs the same, is more secure (by light years) and offers significant intangible  

benefits.  So why not move to the cloud?  The answer to that can be recent investment in local equipment—

thus timing is not yet right.  It might be that the firm does not care about backup, mobility, user productivity  

Network, continued from page  4 
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and similar issues and simply wants the cheapest IT solution it can find.  In any case, it is prudent to look at 

cloud solutions when the firm’s timing IS right.  Security and cost can come off the table and you can decide 

which cloud offering is best for you.  

If you’d like more information about IT and cloud services designed specifically for law firms, please visit our 

website at www.afinety.com.  Contact us at dhafford@afinety.com or amoskalenko@afiney.com.   

Network, continued from page 5 
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       Wage and Hour Violations, continue on page 8 » 

J 
eff Ranen’s inbox filled up fast when a new  

California law opened the door to holding  

company executives personally liable for wage 

and hour violations. “I got a lot of panicked e-mails 

from clients,” said Ranen, a partner in the Los  

Angeles office of Lewis Brisbois Bisgaard & Smith.  

Relax, he responded. Although the change to the  

California Labor Code is not insignificant, it’s highly  

unlikely that supervisors, managers, directors—and, 

yes, HR professionals—will end up opening their  

wallets. “This statute’s bark is bigger than its actual 

bite in terms of individual liability,” said Ranen,  

national chair of the firm’s wage and hour  

class-action group.  

Senate Bill 588, which became law Jan. 1 as part of 

the A Fair Day’s Pay Act, is an addition to the state’s 

Labor Code. It allows an employer or “any other  

person acting on behalf of an employer” to be sued by  

employees alleging wage and hour violations.  

Apprehension about the interpretation of that phrase 

has prompted anxious clients to contact Ranen and his 

colleagues. The lawyers say they haven’t yet seen  

litigation naming individuals in wage and hour suits 

under S.B. 588, but noted it can take several years for 

cases to work their way through the legal system.  

Prudent moves for employers include adding  

supplemental insurance coverage and conducting   

periodic audits, management attorneys say.  

 

 

 

 

Protection via Indemnification  

The reassurance that these attorneys have been  

offering is based partly on another section of the  

Labor Code, one that protects managers, executives 

and other employees acting in the scope of their work. 

Section 2802 requires companies to indemnify  

employees in legal action, provide them with legal 

counsel and handle their defense. California law  

similarly shields managers and executives from  

personal liability in cases involving retaliation and 

discrimination, though they can be on the hook for 

sexual-, racial- and age-related harassment.  

That’s not to say that managers and directors won’t be 

sued, however. Listing the name of an executive as a 

defendant to a wage and hour lawsuit throws a strong 

psychological punch that might help drive a  

settlement, said Mark Spring, an attorney in the  

Sacramento office of Carothers DiSante &  

Freudenberger.  

So why was this language added to the Labor Code? 

Its intent, Ranen said, is to provide a vehicle to hold 

responsible the officers who set policies they know 

are illegal. The legislation also aims to make it easier 

for  employees to collect judgments from successor 

businesses and satisfy those judgments through liens 

on property and assets.  

Explore Insurance Coverage  

Labor and employment attorneys advise HR  

professionals to meet with their business insurance  

Human Resources  
 

Are You Personally on the Hook for Wage and Hour Violations?  

 

By June Bell 
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brokers to review the scope of their coverage and  

explore whether supplemental coverage would be 

worthwhile—or even available.  

Most California employment practices liability  

insurance (EPLI) policies exclude wage and hour 

claims, though some may provide coverage for legal 

costs, said Priya Cherian Huskins, an attorney in the 

San Francisco office of Woodruff-Sawyer & Co., an 

insurance brokerage.  

Ranen suggests that small and midsize employers—up 

to about 750 workers—purchase EPLI because,  

despite its sizeable deductibles, it offers protection 

against the tremendous costs of litigation.  

Directors’ and officers’ policies don’t necessarily  

include coverage for wage and hour claims, said 

Huskins, who specializes in business insurance. Very 

large companies may have specific policies that would 

pay the costs of wage and hour lawsuits, but these  

policies are typically very expensive.  

Periodic Audits  

Another smart move for HR professionals: Audit  

company wage and hour policies and practices.  

Ensuring compliance with California’s complex web 

of laws can prevent future litigation, said John  

Giovannone, a partner in Seyfarth Shaw’s Los  

Angeles office.  

An audit doesn’t have to be a massive undertaking. 

Start by pulling a few wage and hour records and  

interviewing a manager about how he or she is  

calculating overtime and bonuses. If discrepancies 

arise, expand your review. “You can do a small  

sampling so it doesn’t take a lot of time or cost a lot of 

money,” Spring said.  

 

 

Focus on high-risk areas in your field. Companies that 

rely on many independent contractors should make 

sure those workers are appropriately classified, while 

businesses that employ a large number of hourly 

workers should ensure compliance with rest breaks. 

“Just relying on the policies is not good enough,” he 

said. “You really need to see what’s going on in the 

weeds.”  

Out of the hundreds of labor and employment cases 

that Spring has handled in 25 years of practice, just 

one resulted in an employee having to contribute to 

the settlement amount. “It’s very rare, and just being 

sued is something HR professionals shouldn’t get 

overly worried about,” he said, “but at the same time, 

it’s not something to ignore.”  

 

June D. Bell is a San Francisco Bay Area reporter 

who covers California employment issues for SHRM.  

 

This article was originally published by the Society 

for Human Resource Management. Reprinted by  

permission of the publisher. All rights reserved. 

 

Wage and Hour Violations, continued from page  7 
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       Attorney Buy In, continued on page 11 » 

Attorney Buy In:  How To Get Your Attorneys To Participate In 

Their Own Marketing And Business Development  
By Jess Block Nerren, MA Communications 

Marketing and PR Director at Berger Kahn, ALC 

E very attorney should have a set of long and short-term marketing goals that they actively or passively 

pursue daily, but many times as administrators we find our attorneys deferring marketing activities for 

items that are perceived to be more urgent.  

When we encourage business development, we may hear “I’ll do it now,” but all too often what is really meant 

is “as soon as I have time.”  Sadly sometimes what is really being said is, “I’m not going to participate at all.”  

The problem is this:  court calendars aren’t going to change, deadlines aren’t going to change, law firm  

billable requirements aren’t going to get smaller, and the fast-paced nature of the industry isn't going to slow 

down.   

A fundamental flaw in the “wait until I have time” approach is the notion that marketing and business  

development are an “extra.”  Rather, ongoing marketing and business development are critical to law firm  

success.  

For instance, a relationship our attorney builds today can lead to a major account five years from now. Any 

column or article our attorney drafts today can turn into a wealth of potential interest next quarter.  Rarely is a 

marketing result immediate.  Business development is incompatible with an occasional effort because by the 

time an attorney finds himself or herself with free time, it is already too late.  

By following a few simple steps, there are many ways to capitalize on the drive attorneys already have to  

market themselves.  A small bit of well-placed guidance and encouragement can go a long ways to help  

attorneys participate in their own marketing, including to:   

 Listen:  Find out what attorneys want and help them reach that goal.  Match your  formal and 

 informal individual marketing plans around attorneys’ ideas, passions, personality and goals.  

  

 Lead by Example:  Our  involvement with ALA is an oppor tunity to lead by example.  To say in a 

 friendly manner, “I sit on a board, I mentor a new member and I spoke in front of a large group of my 

 peers.  You can do it too.  I can show you, is an illustration that you have knowledge and guidance to 

Gold Business Partners  

http://www.cnb.com/
http://www.nationwideasap.com/
http://www.lisareneephotography.com/
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 offer.  Your personal experience offers a wealth of intelligence for your attorneys on the various  

 methods to get involved.   

  Start Small:  Begin by asking attorneys to par ticipate in 5-minute actionable items that are very 

 straightforward, and produce measurable results.  These can include updating a bio, registering an  

 Avvo page, taking a new attorney headshot, inviting a friend from law school to lunch, or submitting  

 a Super Lawyers nomination.   

 Make it cultural or structural:   Make it “hip” to market instead of coming across as pushy or   

 boastful.  With this small shift in firm culture, a number of people can surprise you with their level of 

 participation.  Refer back to the successes and enthusiasm of the managing partner for the  

 effort you are initiating.  

 Have thought leaders:  Adopt your  willing attorney into an informal leadership marketing role 

 and he or she will establish themselves within the firm as a person others can turn to when they take 

 on their marketing or business development task.  Their enthusiasm will be contagious.  

 Offer hand-holding:  It isn' t always glamorous or  fun, but be prepared to help perform the un

 desirable steps for the attorneys who need help, which will in turn gain your attorneys’ confidence in 

 your willingness to support them.  It will help to turn unfinished projects into measurable results and 

 help reluctant attorneys understand that they too are invited and welcome to market themselves.   

 

 Produce a result for the naysayer:  If possible, conver t your  biggest naysayer  into a par ticipant.  

 If that attorney develops a trust in the marketing and business development process, then many will 

 follow because they will notice the shift in thinking and it will lend credibility to your efforts.  

 

 Have a method for showing results firm-wide:  Utilize the firm website, newsletter , social media, 

 and internal communications to showcase positive results and outcomes from attorney efforts.  

 

 Help leverage time:  As long as attorneys are on board, many marketing activities can become 

 automated or delegated without placing any significant impact to attorney time, making the task more 

 approachable during a busy period.   

 

 Set goals for 100% Participation:  Each attorney feels the pressure to be a team player , a great 

 attribute in a law firm.  Use that to your advantage.   

With an effort in building a solid foundation and through utilizing the tips and techniques above, even the 

most reluctant attorney can actively market themselves in a way that works for the individual, the  

administrative team, and for the benefit of the firm.   

 
Jess Block Nerren, MA Communications, is the Marketing and PR Director for Berger Kahn ALC, a full  
service law firm with four offices statewide.  She has been a member of ALA since 2015.  
jblock@bergerkahn.com    

Attorney Buy In, continued from page 10 
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Networking Event  

Murder Mystery Dinner Comedy Show  
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OC-ALA is proud to welcome and acknowledge its newest members. We’re honored to have you as part of the 

Chapter and look forward to working with you.  

Welcome New Members 

 

Renee Duran 

Regional Office Administrator  

Nossaman  LLP 

18101 Von Karman Ave., Ste. 1800 

Irvine, CA 92612  

P.  949.833.7800 

E. rduran@nossaman.com  

 

JuraLaw 

Grace Peterson 

Account Executive  

P. 949.230.0068 

E.  gpeterson@lbpc.com 

 

 

Members On The Move            Business Partners Update 

» 

Nancy A. Dillon, PHR 

nancy.dillon@att.net 

P. 818.800.5136 

Julie Logan  

Director of Human Resources 

Newmeyer & Dillion 

895 Dove Street, 5th Floor  

Newport Beach, CA 92660  

P. 949.271.7347 

E. julie.logan@ndlf.com  

Gail E. Ross, CLA 

Office Manager & Paralegal 

Rogers Nemeth Germain PC 

18201 Von Karman Ave.  

Suite 640 

Irvine, CA 92612 

P.  949.247.7966 

E.  geross@rnglawfirm.com  

William Donahoo 

Donahoo & Associates 

440 West First Street 

Suite 101 

Tustin, CA 92780 

P.  714.953.1010 

E. wdonahoo@donahoo.com  

Lisa Meadows 

Chief of Operations 

Murphy & Evertz  

650 Town Center Drive  

Suite 550 

Costa Mesa, CA 92626  

P.  714.277.1717 

E. lmeadows@murphyevertz.com 

Robert Santos 

Director of Administration 

Manning Kass Ellrod Ramirez  

Tester LLP  

801 S. Figueroa St. 15th Fl. 

Los Angeles, CA 90180  

P.  213.624.6900 

E. rfs@manningllp.com  
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Happy Anniversary - 3rd Quarter 2016 

» 

 

June  July  August   

Bonita Danser 35 years Sharon Owen 32 years  Judith Finnegan, CLM 33 years  

Patrick Smith 24 years  Andrea Bryant 23 years Maryann Aniversario 25 years 

Gabrielle Fischer 11 years  Toni Malkani 18 years  Steven Morris, CLM, SPHR 21 years  

Terry Vickrey 8 years  Marcia Peterson 16 years  Donna Tsuma, CLM 21 years 

Kathleen Whalen, CPA 6 years  John Fournier 16 years  Toni Burnside 19 years  

Gianna Stover 4 years  Susan Elsass 10 years  Debbie Randall 19 years  

Samantha Fabrigas 3 years  Tony Mannara 7 years  Dorothy Rausa 15 years  

Patrick Stevens 3 years  Judith Goodlin 6 years  Laurali Kobal 15 years  

  Christie Sullivan 4 years  W. James Van Dusen, CLM 13 years  

  Ann Thompson 3 years  Lisa Smith 8 years  

  Donna Bustos 3 years  Mark Neighbors 7 years  

  Miriam Granados 3 years  Diana Sobel 6 years  

  Cindy Bennett 2 years  Carrie Tinker 6 years  

    Hilary Martin 6 years  

    Dee Ramsey 4 years  

    Andrea Greil 2 years  

    Lisa Bettendorf 2 years  

    Kathleen Foster 1 year 
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Welcome New Business Partners  

A warm Orange County welcome to our  

newest Business Partner! 

The Westin South Coast Plaza  

Alexandra Carr 

Group Sales Manager 

686 Anton Blvd. 

Costa Mesa, CA 92626 

P.  714.662.6689 

E: alexandra.carr@westin.com 

Welcome Back Business Partner  

Second Image National  

Corinne Booth  

Account Executive Lead 

170 East Arrow Hwy 

San Dimas, CA 91773 

P.  909.358.7669 

E.  Corinne.Booth@Secondimage.com 

ww.Secondimage.com  

Attention Business Partners! 

Did you know about the ALA Business Partner Center?  Take a look here for everything  

to you want to know about ALA's Business Partner program. 

» 

http://business-partners.alanet.org/uploads/custom/78/index.php
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Silver Business Partners  

 

» 

http://orangecountyala.org/?USLegalSupport
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Wednesday, August 10, 2016—Finance & Technology Section Meeting, “FASB New Leasing Accounting 
Rules”, Newport Beach 

Wednesday, August 10, 2016—Project SELF Recognition Dinner, Costa Mesa 

Thursday, August 11, 2016—Board Meeting,  Irvine  

Friday, August 12, 2016—Project SELF Student’s Last Day at Firms  

Tuesday, August  16, 2016—Cyber ALA Webinar “Understanding What Your 401(k) is Costing You and Your 
Firm”, Your Office  

Wednesday, August 17, 2016—Webinar “Client Intelligence is the New Competitive Intelligence”, Costa Mesa 
 

Wednesday, August 24, 2016—General Meeting “Active Shooter Response Training”,  Santa Ana  

SAVE THE DATE NOW FOR THESE UPCOMING EVENTS! 

Thursday, September 8, 2016 Board Meeting, Irvine  

Thursday, September 26, 2016 Large Firm/Branch Office Meeting, Newport Beach 

Thursday, September 22, 2016 Networking Event ~ Bunco, Burgers & Bourbon, Newport Beach  

October 8—10, 2016 Business of Law Conference West, Phoenix, AZ  

Saturday, October 15, 2016—Under the Big Top: A Night of Giving Hope, Tustin 

Friday, February 10, 2017—ACES, Irvine  

To register for an event, click on the link.  To view the calendar in its entirety, click here. 

OC-ALA’s Upcoming Calendar of Events 

www.OrangeCountyALA.org 

» 

http://orangecountyala.org/events/EventDetails.aspx?id=802248&group=
http://orangecountyala.org/events/EventDetails.aspx?id=802248&group=
http://orangecountyala.org/events/EventDetails.aspx?id=781784&group=
http://orangecountyala.org/events/EventDetails.aspx?id=802264&group=
http://orangecountyala.org/events/EventDetails.aspx?id=847620&group=
http://orangecountyala.org/events/EventDetails.aspx?id=847620&group=
http://orangecountyala.org/events/EventDetails.aspx?id=822607&group=
http://orangecountyala.org/events/EventDetails.aspx?id=802266&group=
http://orangecountyala.org/events/EventDetails.aspx?id=802297&group=
http://orangecountyala.org/events/EventDetails.aspx?id=802317&group=
http://orangecountyala.org/events/EventDetails.aspx?id=802307&group=
http://orangecountyala.org/events/EventDetails.aspx?id=802419&group=
http://orangecountyala.org/events/EventDetails.aspx?id=792199&group=
http://orangecountyala.org/events/EventDetails.aspx?id=802786&group=
http://orangecountyala.org/events/event_list.asp
http://orangecountyala.org/?
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