Promulgation and Enforcement:
Navigating a Complex 21st Century Insurance Regulatory Environment
By James J. Wrynn, Daniel W. Gerber, and Aaron J. Aisen

Presenter and Authors:
James J. Wrynn
(Presenter and Author)
Partner, Goldberg Segalla
646.292.8716
jwrynn@goldbergsegalla.com
James Wrynn is a former New York State insurance regulator whose private practice now
focuses on assisting insurers and reinsurers with the full range of their regulatory needs. With
more than 25 years as an insurance-focused lawyer and wide recognition as a premier authority
on domestic and global insurance regulation, he leads Goldberg Segalla’s insurance regulatory
practice, an international team that has extensive experience serving the U.S., Europe, Bermuda,
and other key markets in regulatory matters.
As a representative and an adviser for clients in their relations with insurance regulatory
authorities nationally and internationally, Jim provides insurers and reinsurers with an inside
perspective and uniquely informed guidance through inquiries, investigations, regulatory
compliance, licensing issues, and other critical matters and proceedings. His practice also
includes advising on compliance and market conduct issues, the activities of insurance regulators
across the globe, and the formation and regulatory aspects of captive insurance companies. He
represents insurers and reinsurers in regulatory matters concerning compliance, solvency, and
other regulation modernization initiatives. Jim is a registered foreign lawyer in the United
Kingdom, and he serves on the board of an A-rated insurance company. His credentials include
the Associate in Risk Management (ARM) and Associate in Captive Insurance (ACI) distinctions.
Before joining Goldberg Segalla, Jim served as the 40th and last Superintendent of Insurance in
the State of New York until the Insurance Department merged with the Department of Banking to
form the new Department of Financial Services. He then served as the first Deputy
Superintendent of the new department. Prior to serving as Superintendent, Jim was the Executive
Director of the New York State Insurance Fund, New York’s largest workers’ compensation and
disability benefits carrier.

Daniel W. Gerber
(Author)
Co-Chair, Global Insurance Services, Goldberg Segalla
716.566.5425
dgerber@goldbergsegalla.com
Daniel Gerber co-chairs Goldberg Segalla’s Global Insurance Services Practice Group across the
firm’s 11 offices, including in New York and London. He maintains an international practice in
complex insurance coverage and reinsurance matters, including those involving supply chain
issues, and he has acted as a mediator, arbitrator, and umpire of insurance and reinsurance
disputes. He also advises insurance and reinsurance companies on the effective use of social
media platforms and mitigating the risks associated with these strategies.

Dan is the current Chair of the International Association of Defense Counsel’s Insurance and
Reinsurance Committee. He also chairs the Defense Research Institute’s Life, Health and
Disability Committee and recently chaired DRI’s Insurance Roundtable. In addition, Dan is the
past Chair of the 3,500-member Torts, Insurance and Compensation Law Section of the New
York State Bar Association, and he has served in the New York State Bar House of Delegates.
He is an ARIAS U.S.-certified arbitrator and is designated on the Res Loquitor “Select List” of
Life, Health and Disability Insurance attorneys.
Dan is a frequent author and national lecturer on topics in his areas of concentration. He has
authored chapters on reinsurance, discovery in insurance litigation, risk shifting, life insurance,
and transactional insurance. He is an author for Appleman on Insurance (Third Edition) and New
Appleman's Insurance Law Practice Guide, and he is a regular contributor to Mealey’s Emerging
Insurance Disputes. He is the co-editor of Goldberg Segalla’s Insurance and Reinsurance Report
blog (www.insurerereport.com), which was ranked as a Top 50 Insurance Blog by LexisNexis,
and several other publications.
Aaron J. Aisen
(Author)
Associate, Goldberg Segalla
716.566.5483
aaisen@goldbergsegalla.com
Aaron Aisen focuses his practice on regulatory matters as well as issues concerning electronic
discovery and cyber risk. With a background in policy, management, and law at the local, state,
national, and international levels, his experience includes working as a compliance investigations
officer at a major international bank. There, he had hands-on experience with a variety of federal
laws and regulations, with particular emphasis on the Bank Secrecy Act and the Patriot Act.
Aaron received his bachelor’s degree in international affairs from The George Washington
University in Washington, D.C., and he received his Master of Public Administration degree with
an emphasis in financial and management analysis from Brigham Young University. As part of his
international studies, he spent time at the University of Glasgow, Scotland, where he studied
European law, British administrative law, and international criminal law and furthered those
studies upon his return to the U.S. During law school at the University at Buffalo, he was an
executive editor on the Buffalo Public Interest Law Journal and sat on the Jessop International
Moot Court Board.

Table of Contents
I. Introduction ................................................................................................................... 1
II. Dodd-Frank .................................................................................................................. 1
FSOC............................................................................................................................... 2
FIO .................................................................................................................................. 2
III. FCPA/UK Bribery Act ............................................................................................... 3
IV. BSA/OFAC .................................................................................................................. 6
Law and Regulation ........................................................................................................ 9
Cyber Insurance .............................................................................................................. 9
Affordable Care Act ...................................................................................................... 11
VI. Regulatory Reform ................................................................................................... 12
The European Union and Solvency II ........................................................................... 12
NAIC and the Solvency Modernization Initiative ......................................................... 13
Equivalency ................................................................................................................... 14
VI. Conclusion ................................................................................................................. 15

i

I. Introduction
Since 2000, the regulatory landscape for insurance and reinsurance companies has
changed dramatically. These changes have taken place on the state, federal, and
international levels both in terms of promulgation and enforcement. Regulatory
development has been driven by the tragic events of 9/11, the 2008 financial crisis,
increased globalization, and advances in technology.
Navigating these challenges and the future regulation will no doubt bring
accompanying challenges. This paper examines some of these issues including new
regulations affecting the insurance industry well as legacy regulation enforcement. This
paper examines regulation broadly and looks at areas of potential future concern. All of
this is done with the optics that comprehensive compliance programs and effective
enterprise risk management strategies are essential to successfully navigate.
II. Dodd-Frank
Any discussion of insurance regulation in the 21st century must take into account
the financial crisis of 2008. Under current federal law (McCarran–Ferguson Act - 15
U.S.C. §§ 1011-1015) insurance regulation is generally left to the states. However, the
financial crisis provoked a strong federal response. One of the significant legislative
developments stemming from that crisis is the Dodd-Frank Act (“Dodd-Frank” or “Act”)
(Pub.L. 111-203, H.R. 4173). Dodd-Frank is intended to reform the financial markets,
prevent systemic meltdowns and protect consumers. While Dodd-Frank is commonly
associated with the banking industry, its impact on the insurance industry is extremely
important. Dodd-Frank added two new federal components to federal involvement in the
insurance industry.
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FSOC
First, Title I, § 111 of Dodd-Frank created the Financial Stability Oversight
Council (“FSOC” or “Council”). The FSOC is responsible for monitoring the financial
stability of the United States. This includes evaluating financial institutions for possible
designation as a Systemically Important Financial Institution (“SIFI”). In April 2012, the
FSOC issued a rule (12 CFR Part 1310) entitled “Authority to Require Supervision and
Regulation of Certain Nonbank Financial Companies”. This regulation outlines the
process by which non-bank entities (including insurance companies) are designated as
SIFIs.
Some of the factors the FSOC examines in making this designation include size,
interconnectedness, substitutability, leverage, liquidity risk, and existing regulatory
scrutiny. Companies receive the SIFI designation if the FSOC determines that they
“could pose a threat to the financial stability of the United States.” Dodd-Frank § 113.
The initial SIFI list for non-bank financial institutions is scheduled for publication in
2013. Insurance companies receiving this designation face additional federal regulation
and oversight to ensure solvency. For example, designated insurers must create “living
wills” outlining an orderly resolution process if the company experiences financial
distress and report these plans to regulators.
FIO
The second key element of Dodd-Frank is the creation of the Federal Insurance
Office (“FIO”). While the Act does not confer specific regulatory powers on FIO, it
confers the power “to monitor all aspects of the insurance industry, including identifying
issues or gaps in the regulation of insurers that could contribute to a systemic crisis in the
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insurance industry of the United States financial system.” 31 U.S.C. § 313(c)(1)(A). The
Act also allows FIO to recommend insurers to the FSOC for inclusion on the SIFI list. 31
U.S.C. § 313(c)(1)(C).
FIO is required “to conduct a study and submit a report to Congress on how to
modernize and improve the system of insurance regulation in the United States.” 31
U.S.C. § 313(p)(1). Specifically, the law requires FIO to examine systemic risk, capital
standards, consumer protections, national uniformity of insurance regulation,
consolidated regulation of insurers, and international coordination of insurance
regulation. See 31 U.S.C. §§ 313(p)(2)(A) – (F). This report, originally scheduled for a
January 2012 release, is still pending. FIO is required to examine the traditional federalstate relationship regarding insurance regulation. As the FIO is created as part of the
response to the 2008 financial crisis, it will therefore need to at least consider the
eventual national enforcement of regulation in order to effectively identify and control
systemic problems.
III. FCPA/UK Bribery Act
Insurers operating internationally, and their reinsurers, need to be mindful of laws
which regulate activities overseas. Like many markets, the insurance/reinsurance industry
is one centered on relationships. Brokers have relationships with underwriters and
coverholders. Insurer and reinsurers have relationships with managing agents. All have
relationships with regulators and officials charged with the responsibility to regulate
insurers. Bribery and corruption in each relationship threatens economic progress in
developing and emerging economies and the proper operation of free markets generally.
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Congress passed The Foreign Corrupt Practices Act of 1977 as amended (15
U.S.C. §§ 78dd-1, et seq.) (“FCPA”) to deal with increasing issues of bribery and
corruption. The principal goal of the FCPA is to make it illegal to give anything of value
to foreign officials for the purpose of obtaining or retaining business. This is ultimately
about quid pro quo. (FCPA Overview available at:
http://www.justice.gov/criminal/fraud/fcpa/; see also FCPA Guidance Opinion issued
November 2012 available at: http://www.justice.gov/criminal/fraud/fcpa/guide.pdf at 12.)
The FCPA imposes criminal and civil penalties on American enterprises that
bribe officials of foreign governments. The FCPA, in part, expressly provides for
corporate, as well as individual liability, for bribes paid to foreign government officials,
foreign political parties or officials, or candidates for foreign political office. The FCPA
covers bribery offenses taking place anywhere in the world.
The FCPA applies to all U.S. companies (15 U.S.C. § 78dd-2) and any company
publicly traded on a U.S. stock exchange. (15 U.S.C. § 78dd-1). This includes non-U.S.
companies. Unlike the UK Bribery Act discussed below, which prohibits bribery to any
person, the FCPA only prohibits bribery to foreign officials, although the application of
the term foreign official is broadly construed. This application includes corporate leaders
of foreign state owned entities. Moreover, the FCPA only prohibits payments to obtain or
receive business while the Bribery Act focuses on the act of the bribery itself, and not the
business nexus. The FCPA provides no minimum threshold for what constitutes a bribe.
The United Kingdom enacted an anti-bribery law called the Bribery Act 2010
(“Bribery Act”), which became effective on 1 July 2011. (Bribery Act 2010 (c. 23)). The
Bribery Act covers all potential bribery situations, such as active and passive bribes, but
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also situations where companies fail to prevent bribery being committed by an associated
person, thus casting a wide net. Like the FCPA, the Bribery Act covers any bribery
offenses taking place anywhere in the world. All British subjects or persons who are
resident in the UK, as well as companies incorporated in the UK, can be tried in the UK
for the offence of bribery, even if no part of the offence took place in the UK. This
applies to corruption both in and out of the UK.
The insurance industry may be particularly vulnerable to FCPA violations. This is
especially the case in light of developing insurance in emerging foreign markets. These
businesses are susceptible to what they believe are acceptable entertainment and other
expenses which help them procure business in foreign countries, but are considered
corrupt under the FCPA.
In a December 2011 non-prosecution action involving the DOJ and Aon Corp.,
one of the largest insurance/reinsurance brokerage firms in the world, Aon agreed to $1.8
million in enforcement penalties based on “Aon’s knowing violation of the anti-bribery,
books and records, and internal controls provisions of the FCPA . . . arising from and
related to the making of improper payments to government officials in Costa Rica in
order to assist Aon in obtaining and retaining business” or “for the conduct related to
improper payments and associated recordkeeping [. . .] relating to Aon’s improper
payments in Bangladesh, Bulgaria, Egypt, Indonesia, Myanmar, Panama, the United Arab
Emirates, and Vietnam that it discovered during its thorough investigation of its global
operations.” (The Non-Prosecution Agreement can be found at
http://www.scribd.com/doc/76194459/Aon-Non-Prosecution-Agreement)
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In a civil complaint filed the same day with the SEC, Aon reached a settlement
agreement with the SEC for $14.5 million. The SEC complaint stated that “from as early
as 1983 until as recent as 2007, subsidiaries of Aon Corporation in numerous countries
made improper payments to various parties as a means of obtaining or retaining insurance
business in those countries. During this period, over $3.6 million in payments were made,
including some directly or indirectly to foreign government officials who could award
business directly to Aon subsidiaries, who were in position to influence others who could
award business to Aon subsidiaries, or who could otherwise provide favorable business
treatment for the Company’s interest.” (Securities and Exchange Commission vs. Aon
Corporation, Civil Action No. 1:11-cv-02256 (D.D.C.) (filed Dec. 20, 2011).
The FCPA is concerned with motivation. By creating and adhering to written
guidelines which set forth travel and entertainment expense rules, insurers mitigate the
impression of impropriety. Insurance companies should also ensure that funds paid for
visits by government officials are for legitimate business expenses. Carefully tracking
these expenses as part of the normal course of business also mitigates the inference of
impropriety.
IV. BSA/OFAC
Another important area requiring understanding by insurance companies are laws
and regulations associated the Bank Secrecy Act (“BSA”), the Patriot Act, and
regulations issued by the Office of Foreign Asset Control (“OFAC”). These laws and
regulations are designed to counter the use of financial institutions in money laundering
and other criminal activity. Money laundering is not new, but in recent years, there is a
renewed emphasis on fighting its use in funding terrorism and other illegal activity.
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Federal regulators take a dim view of financial institutions without adequate programs to
fight illegal money movement or funding of illegal activities.
Laws and regulations applying anti-money laundering programs to insurance
companies are relatively new having been established in late 2005. While these programs
are commonly associated with banks, they do apply to insurers. 31 CFR § 103.137
requires insurers that sell certain insurance products (e.g. annuity contracts other than
group contracts, permanent life insurance contracts other than group life, or other
products which have a cash feature) establish anti-money laundering programs. A second
rule, also found at 31 CFR § 103.16, requires an insurer to file a Suspicious Activity
Report when it discovers activity which could be indicative of money laundering or other
criminal activity.
OFAC lays out the various U.S. sanctions against countries. (31 CFR § 500 et
seq.) These regulations also impose penalties on insurers for violating U.S. sanctions
against these countries. OFAC also establishes the Specially Designated Nationals
(“SDN”) list. Generally, it is illegal to have any dealings with anyone on this list.
Any anti-money laundering/OFAC program needs flexibility in that it must be
adaptive to new situations, new product lines, and expanding customer bases (especially
if the company is expanding globally). These include Know Your Customer programs.
These require insurers to perform adequate checks ensuring a customer identity. These
checks could include requiring specific types of identification and requiring information
such as current employment status. In the case of corporate entities, such checks may
include the production of corporate charters or other formation agreements – all with the
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goal of understanding the identity of the ultimate beneficial owner of the company or
product.
Agents, brokers, and others who interact with customers should be attuned to red
flags. For example, consider a customer who requests an insurance policy which is easily
convertible to cash and is more interested in understanding the penalties of an early
withdrawal rather than the long term benefits of the policy. This is a red flag and caution
should be exercised in that relationship.
A good anti-money laundering program will also perform Enhanced Due
Diligence on customers which are designated as high risk. A high risk designation is
based on several factors including residence and occupation. Finally, as briefly
mentioned, insurers must have in place an adequate reporting structure by which to report
to law enforcement, via a Suspicious Activity Report, activity which indicates money
laundering, terrorist financing, or other illegal activities.
These procedures should be applied to compliance with OFAC regulations. For
example, suppose a life insurance policyholder is living in the United States and the
beneficiary of that policy resides in a country that is the target of U.S. sanctions. The
insurer may be legally prohibited from paying policy benefits without OFAC permission
if the insured dies. By way of further example, suppose an individual living in U.S.
sanctioned-country attempts to purchase an insurance policy online. This too may
constitute an OFAC red flag for the insurance company. These situations require that
insurers employ policies to avoid regulatory scrutiny.
Fines for violating the Bank Secrecy Act and OFAC regulations vary depending
on the severity of the violation and the level of cooperation the company provides to
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regulators. Recent civil fines for banks violating these regulations ranged from a few
million dollars to nearly $2 billion dollars in a particularly egregious violation by one
bank. Regulators can also revoke licenses and press criminal charges against the
company and specific individuals.
V. Future Regulatory Concerns
Law and Regulation
Regulation generally results as a direct response to a problem -- whether that
problem is external and the government requires the industry’s help; or, is in direct
response to problems within the industry. Good regulation is evolutionary, not
revolutionary. In addition, it is proportional – a response to the issue at hand. It deals with
the material issues in question and not abstract or peripheral issues. It also addresses any
complexities in the issue.
In moments of crisis, new regulation can be revolutionary and a disproportional
response. Often, such regulation deals with superficialities and fails to take into account
the possible unintended consequences. In these instances, some industries face collateral
damage.
The future of regulation will be no different. Some of the regulatory concerns of
the future will involve technology and globalization and the new products that will
continue to develop. This includes product lines that potentially carry tremendous risk
and are not initially understood.
Cyber Insurance
Consider cyber insurance. The unparalleled growth of the internet in the past
decade has brought companies, individuals and economies closer together than at any
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time in history. One consequence of this increasing convergence and dependence on
technology is that organizations are more exposed than ever to the threat of a cyber
breach.
This could take the form of a theft of customer data, widespread fraud using
customers’ information, or the complete paralysis of a bank or online business. Insurance
and reinsurance companies underwriting this type of risk are operating in something of an
informational vacuum because there is new modeling and little actuarial data available on
these threats.
Cyber failures are becoming a more frequent threat to businesses and
organizations. Although there was no suggestion of cyber crime in this instance, the
Royal Bank of Scotland suffered a complete meltdown of its computer systems in June
2012, leading to a major disruption of service to customers. There have been reports the
bank could face a loss of up to £100 million on the back of the incident. In 2011, Sony
experienced a breach of credit card data associated with the Play Station. Hundreds of
millions of customers’ data was stolen.
Even with these well-publicized breaches, the insurance industry has not had a
truly catastrophic event — its Hurricane Katrina moment, so to speak. It will come,
though, and when it does, insurers and reinsurers may ask: ‘Why did we not see this
coming?’. The main challenges the reinsurance industry faces when it comes to writing
cyber insurance policies are first, understanding the risk itself and then second,
understanding what the policy they are writing entails.
At the moment, there are two approaches when it comes to underwriting cyber
products. The first is a box-ticking exercise after asking a few questions about IT

10

infrastructure and security. This is a somewhat risky proposition because of the dearth of
actuarial information available, and could be described as scattershot. The second
approach is more considered and generally involves entering the market at excess
attachment points or above large, self-insured retentions while actuarial data develops.
Alternatively, an insurer may partner with the potential policyholder to audit IT
infrastructure during the underwriting process. The cost of the audit may be shared or
even act as a refund of premium if cover is bound.
What would a Katrina moment look like? Imagine a scenario where one hacker or
multiple hackers acting in concert attacked multiple large entities which had cyber
insurance policies simultaneously or nearly simultaneously. When all of the costs are
added up, the total comes to billions of dollars. Now imagine that these cyber policies
were issued without due diligence and the insureds’ computer systems were particularly
susceptible to a breach and the events nearly bankrupt the insurance company or
companies. In this type of event, regulators could begin to impose rules on the
underwriting of risky new products. This is not an unrealistic scenario. Given the recent
financial crisis, regulators have a low appetite for terribly risky products. Cyber insurance
issued for large amounts with no due diligence could certainly qualify as a product that
insurance regulators would be interested in regulating if it looked like it could pose a
financial threat to consumers.
Affordable Care Act
Another major area of regulatory concern is the implementation of the Patient
Protection and Affordable Care Act. Several aspects of this law will require additional
regulation at the state level. The states and the federal government are currently
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establishing health insurance exchanges. 18 states and the District of Columbia are
setting up their own exchanges, 25 states are part of the federal exchange, and 7 states are
entering into some degree of partnership with the federal government for their exchanges.
Among the new rules which states will consider during this implementation is the role of
the “navigator” position.
Navigators are not agents or brokers, which are licensed by the state. Navigators
are educators and facilitators. They will educate the public on different options as well as
applicable tax benefits. They will also tailor their messages appropriately depending on
the audience to account for different cultures and languages. They will also facilitate
enrollment in health exchange plans. With these types of duties, states will determine
what, if any, license is required to become a navigator and determine any applicable rules
navigators must follow.
VI. Regulatory Reform
To help mitigate these types of risks, insurance regulators are implementing new
policies to help ensure solvency and mitigate risk. These programs will help ensure that
as insurance companies navigate new product lines, they will do so responsibly. These
programs are designed to not only ensure the solvency of insurers but to help them create
a climate of enterprise risk management within the company.
The European Union and Solvency II
In Europe, the European Union is implementing the Solvency II directive.
Solvency II consists of three pillars. Pillar 1 consists of Quantitative Requirements.
Insurers will be required to maintain a minimum solvency capitalization requirement
using either a standard formula or an internal model approved by regulators. Pillar 2
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requires appropriate governance within the company and appropriate supervision by
regulators. Companies must put into place effective risk management programs and
conduct tests to ensure adequate solvency in a program known as Own Risk and
Solvency Assessment (“ORSA”). Additionally, this requires regulators to perform
supervisory functions and timely intervention when an insurance company could fail.
Pillar 3 requires more disclosure and transparency. This includes detailed public
disclosures and timely reports to regulators. Currently, Solvency II is on hold because a
key piece of legislation, Omnibus II, is still pending in the European Parliament.
Omnibus II is a directive which will amend the original Solvency II directive to bring it
into compliance with the Lisbon Treaty and adjust implementation timetables. Currently,
implementation of Solvency II will not take place any earlier than 2016.
NAIC and the Solvency Modernization Initiative
The National Association of Insurance Commissioners (“NAIC”) is also
implementing programs to ensure insurer solvency. The Solvency Modernization
Initiative (“SMI”) began in 2008. The NAIC describes it as “a critical self-examination of
the United States’ insurance solvency regulation framework and includes a review of
international developments regarding insurance supervision, banking supervision, and
international accounting standards and their potential use in U.S. insurance regulation.”
(http://www.naic.org/index_smi.htm).
The Own Risk and Solvency Assessment is also an integral part of the Solvency
Modernization Initiative. When implemented, insurers will perform internal testing of
their internal risk management and solvency policies and report those findings to
regulators. ORSA places the responsibility on the insurer to determine appropriate
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solvency requirements and to create and assess an effective Enterprise Risk Management
program.
Equivalency
Insurance is a global industry and one company may operate in several
jurisdictions such as the United States and Europe. As governments evaluate their
insurance regulatory schemes, one of the challenges is to avoid creating so many different
schemes that it becomes burdensome on the insurer to operate in multiple jurisdictions.
Several governments, including the U.S. and the European Union are adopting
equivalency programs or a type of reciprocity with other jurisdictions.
Equivalency between the U.S. and Europe has been a point of contention. The EU
has been hesitant to grant equivalency to the U.S. due to fundamental differences that
exist between the two regimes. The U.S. has fifty-six separate insurance jurisdictions
while Europe has only one.
Although different jurisdictions may agree upon the same goals and principles for
solvency and risk management, this does not mean they will accomplish these goals in
the same way. Equivalency cannot be based on one size fits all regulatory model. It must
be more “outcomes” based recognizing the differences in legal regimes, market places,
consumer protections and corporate cultures that exist throughout the world. The
equivalence determination should be made sooner rather than later. Everyday that passes
without such a determination being made creates uncertainty in the market place that is
not good for anyone and with respect to the US system, it has been around for over 140
years and survived several financial crisis and has continually adjusted to meet the
changing demands of the insurance market place.
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VII. Conclusion
The 21st century is proving increasingly complex with increasing technology and
globalization. In addition, the world economy is still recovering from one of the largest
downturns since the Great Depression. As the insurance industry continues to adapt to the
new challenges of the 21st century, it will have to navigate an increasingly complex
regulatory environment. However, by maintaining vigilant compliance programs and
effective enterprise risk management structures, insurers will be able to navigate this
environment while still taking full advantage of upcoming markets and opportunities.

15

THIS IS THE AGE OF SOCIAL MEDIA
By Marc H. Harwell
Andrew J. Godbold
Leitner, Williams, Dooley & Napolitan
Third Floor
801 Broad Street
Chattanooga, TN 37402
Marc.harwell@leitnerfirm.com
Business attracts new clientele and strengthens relationships with existing
customers. Individuals “connect” with friends through social media and publish
personal information and life events on websites such as Facebook, Twitter, and
Linked-In.

Companies mine the wealth of information that consumers are

voluntarily publish online. Marketing departments explore social media avenues to
reach targeted customer audiences. Companies use social media for recruiting,
training, and to open up the exchange of ideas among existing employees.
According to a recent study conducted by the global public relations firm,
Weber Shandwick, the vast majority of corporate leaders want their CEO’s to utilize
social media.1

The study cites social media as an outlet for information-sharing,

improved reputation, trumpeting innovation, improving employee communications,
relationship building, increased business, and humanizing the company.2 These
focused social media applications for organizational benefits are referred to as
“formal applications” by human resource professionals.3
Although it is easy to champion the benefits of formal social media, social
media presents business with a host of potential problems, and business must
ensure that reputation, trade secrets, confidential information, employee and
Jennifer Norton, 70% of Global Executives Want Their CEOs to be Social, MSN
Money, May 29, 2013, http://money.msn.com/businessnews/article.aspx?feed=PR&Date=20130529&ID=16532840&industry=IND_MEDIA
&isub=
2 Id.
3 Robert E. Ployhart, Social Media in the Workplace: Issues and Strategic Questions,
SHRM Foundation Executive Briefing,
http://www.shrm.org/about/foundation/products/documents/social%20media%
20briefing-%20final.pdf
1
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customer information, . . . are protected in this new age of information sharing. In
order to safeguard against the risks, business needs to implement proactive and
reactive measures. Careful consideration and a common-sense approach to social
media can provide added safety to organizations in this area.
I.

PROACTIVE PLANNING
A proactive approach to social media issues starts with a social media policy.

The policy should be clear and concise and comprehensive.

Dr. Robert Ployhart,

who is an expert in social media strategy, highlights an important point: “even if an
organization has no official social media presence, its employees may be creating
one.”4
An effective social media policy should address the following:
(A)

Recruiting/Pre-Employment Checks
The social media policy should address the use of social media as a recruiting

tool and as part of the hiring process. Employers may wish to inquire into a
candidate’s previous publications, including social media and blogs as well as
related nicknames and screen names. Several studies have examined the use of
social media in pre-employment screening. In one such study, Donald Kluemper of
the Louisiana State University and Peter Rosen of the University of Evansville in
Indiana observed that “personal pages on Facebook and similar social networking
sites can be used to predict the personality of a job-type candidate, much like a
personality test.”5 If an employer is able to legally and properly access social media
sources, it can glean important information about the employee’s personality,
including his or her maturity, conscientiousness, creativity, agreeableness, and
experience.

Robert E. Ployhart, Social Media in the Workplace: Issues and Strategic Questions,
SHRM Foundation Executive Briefing,
http://www.shrm.org/about/foundation/products/documents/social%20media%
20briefing-%20final.pdf
5 Rita Zeidner, HR job prospects on the rise; obesity management; more, SHRM
Foundation Executive Foundation Executive Briefing, February 1, 2010,
http://www.shrm.org/Publications/hrmagazine/EditorialContent/2010/0210/Pag
es/0210execbrief.aspx
4

2

(i)

Diversity in Recruiting

Prudent employers will not rely solely on social media for recruiting or
internal promotion; rather, they will use it as one tool to complement a portfolio of
recruiting methods. The EEOC Compliance Manual has made clear that “recruiting
from racially segregated sources, such as certain neighborhoods, schools, religious
institutions, and social networks, leads to hiring that simply replicates the societal
patterns of racial segregation.” (EEOC Compliance manual)(emphasis supplied).
These concerns are highlighted by the fact that many social media networks do not
have diverse membership.

As one report noted, “the media analytics from

QuantCast [demonstrate that] only 5% of linked-in members are African-American
and only 2% are Hispanic.”6 Recruiting through certain social media outlets may
unwittingly limit an employer from reaching diverse candidates.
(ii)

Discrimination and Recruiting

Employers must be careful to avoid discrimination claims based on the
information they obtain from social media sources. Specifically, an employer’s
review of social media materials might reveal the protected status of an employee,
be it pregnancy, religion, sexual orientation, disability, etc. Thus, the information
that employers gain through social media analysis can expose employers to liability
for discrimination claims. To mitigate this problem, firms may wish to consider
utilizing third-party entities to conduct reviews of applicants’ profiles and social
media content. Utilizing the services of an outside search firm can shield the
employer from obtaining information that could be used against the employer in a
discrimination action.
Employers might consider delaying social media inquiries until after
interviewing and checking employee-provided references. This delayed approach to
using social media can benefit the employer because the information obtained
through social media is only obtained after an employer has determined that a

Robert Schepens, Media Recruiting Compliance Issues, Champion Personnel System,
April 29, 2010, http://championjobs.com/243/social-media-recruiting-complianceissues/
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candidate has met its basic requirements with primary interviews and reference
checking.
(iii)

Other Recruiting Concerns

Human Resource departments and managers should clearly document all
policies, procedures, and practices utilized during the recruiting process. Moreover,
the Society for Human Resource Managers suggests that firms “structure the
process (e.g. develop “scorecards”) for managers who review candidates’ social
media websites.”7 Similarly, internal promotions should be based on job analysis to
prevent discrimination claims.
The recruiting process offers employers a perfect opportunity to impress the
organizational values upon candidates. Candidates should be asked to review the
social media policy before the recruiting process is completed. Prudent employers
will explain the policy and start a dialogue with the prospective employees to see if
they have any concerns, questions, or problems with the policy. Organizations can
use these tactics to determine if an employee is likely to give careful consideration
to the social media policy.

Getting employees to buy-in to the organizational

interests that are outlined in the social media policy should begin early and be
reinforced often.
(B)

Work-Related Social Media
Special considerations need to be addressed for employees who are

authorized to utilize social media as a part of their job duties. An effective social
media policy should clarify who owns the social media accounts and related online
contacts, such as Twitter “followers” or Facebook “friends.” The importance of these
considerations was made evident in the 2011 case of PhoneDog v. Kravitz.8
PhoneDog, a mobile telecommunications technology company, terminated its
employment contract with its employee, Noah Kravits. Mr. Kravitz utilized a social
media account via Twitter in order to fulfill part of his job duties with PhoneDog.
Robert E. Ployhart, Social Media in the Workplace: Issues and Strategic Questions,
SHRM Foundation Executive Briefing,
http://www.shrm.org/about/foundation/products/documents/social%20media%
20briefing-%20final.pdf
8 PhoneDog v. Kravitz, 2011 WL 5415612 (N.D. Cal. Nov. 8, 2011).
7
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The Twitter username, or “handle,” that Mr. Kravitz used included the PhoneDog
name, but after his employment with PhoneDog was terminated, he edited the
Twitter handle associated with that account. However, at the time of his firing, Mr.
Kravitz’s account had approximately 17,000 followers, and a dispute arose as to
who owned the Twitter “followers.” The company’s social media policy did not
address ownership of the social media accounts, much less the followers or friends
of such accounts. The case highlighted the question of whether the followers of a
business-related Twitter account belong to the business. Ownership of all social
media accounts, usernames, followers, friends, etc. needs to be addressed.
(C)

Personal Use of Social Media at Work
An effective social media policy should discourage the use of personal social

media accounts while at work unless employees have an operational need to utilize
social media platforms as part of their job description.

If personal use of social

media networks is allowed on-the-job, it should be limited to approval from
superiors. Employees should be cautioned that there is no reasonable expectation
of privacy in the information submitted to social networking sites, regardless of the
privacy setting selected.9 The social media policy should explain that employee use
of company tools (phones, computers, telephones, etc) may be monitored.
(D)

National Labor Relations Act
The National Labor Relations Board (“NLRB”), which is tasked with

administrative enforcement of the National Labor Relations Act (“NLRA”), has taken
a special interest in regulating social media policies and related employment
interactions. Section 7 of the National Labor Relations Act gives employees the
ability to engage in concerted activities “for the purpose of collective bargaining or
other mutual aid or protection.” (emphasis supplied). The “or other mutual aid or
protection” language is of paramount importance, because that language
demonstrates that the protections afforded to concerted activities are not limited to
labor union members; rather, the concerted activities of all employees are
protected.
9

See Zimmerman v. Weis Markets, 2011 WL 2065410 (Pa. Com. Pl. May 19, 2011).
5

The NLRB General Counsel described the Board’s definition of a concerted
activity as “when an employee acts ‘with or on the authority of other employees, and
not solely by and on behalf of the employee himself.’”10 According to the NLRB
General Counsel memoranda, protected, concerted activities have been described as
those activities that “relate to the terms and conditions of … employment or seek to
involve other employees in issues related to employment.”11 The activities must,
generally, satisfy both elements before they are deemed protected.

Non-specific

complaints that are only loosely related to work and represent individual
viewpoints alone are most likely to be deemed unprotected. Employees who engage
in actual communications with coworkers with specific criticisms of the policies,
wages, actions, etc. of their employer are engaged in concerted activities.
The NLRB Guidance Memoranda demonstrates what aspects of social media
policies violate § 7. The NLRB struck down social media policy provisions that
prohibit disclosure of “non-public” information or matters concerning individual
privacy rights; discourage “friending” co-workers; require that grievances be
addressed through internal procedures rather than online; prohibit sending
unsolicited communications to other employees; restrict public discussions of
personal opinions regarding work; require that employees check with legal or
human resources departments prior to posting online or communicating with the
media; and prohibit employees from taking part in government inquiries.
The guidance memoranda published by the NLRB’s General Counsel also
describe unprotected employee activities. Some social media posts or comments,
including but not limited to Facebook “wall” posts, are not protected under the
NLRA, even if they are describing work-related issues.
Overly broad provisions in a social media policy concern the NLRB because
they have the effect of discouraging employees from exercising their rights under
See NLRB Memorandum OM 11-74 (Citing Meyers Industries (Meyers I), 268 NLRB
493 (1984), revd. sub non Prill v. NLRB, 755 F.2d 941 (D.C. Cir. 1985), cert. denied
474 U.S. 948 (1985), on remand Meyers Industries (Meyers II), 281 NLRB 882 (1986),
affd. sub non Prill v. NLRB, 835 F.22d 1481 (D.C. Cir. 1987) cert. denied 487 U.S.
1205 (1988)).
11 See NLRB Memorandum OM 11-74
10
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the NLRA.

Therefore, when drafting or reviewing a social media policy, use

limitations to narrow the scope of provisions.
(E)

Other Key Legislation
Key federal legislation that should be considered includes the Stored

Communications Act12, which is Title II of the Electronic Communications Privacy
Act13. Under those laws, employers must have true, voluntary authorization to
review online materials. Employers cannot access otherwise private employee
information through other employees’ accounts.

While Federal law does not

explicitly prevent an employer from asking to review the social media pages of
employees and candidates, authorization may not be gained through intimidation.14
Several states have passed legislation restricting what materials an employer
can access for current and prospective employees. Six states currently prohibit
employers from requesting the username and password of employees or applicants.
Those states prohibit employers from asking the employee or applicant to open a
social media account in the employer’s presence. Proposed legislation in this area is
pending in other jurisdictions as well. However, these laws should not prevent an
employer from exploring publicly available information, including social media
accounts.
(F)

Federal Trade Commission
Social media outlets, such as Facebook and Linked-in, have features that

provide opportunities for users to endorse businesses through likes, shares,
recommendations, and testimonials.

While businesses can benefit from these

activities, the Federal Trade Commission is concerned with connections between
endorsers and businesses that can materially affect the weight or credibility of the
endorsements.

Consequently, the Commission requires full disclosures of

connections, such as employer-employee relationships, between endorsers and the
related business unless such connections are reasonably expected by the audience.
Therefore, your company’s social media policy should advise employees to disclose
18 U.S.C. 121 §§ 2701 et. seq.
18 U.S.C. §§ 2510
14 See NLRB Memorandum OM 11-74
12
13
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their relationship to your company in any testimonials or endorsements given
through personal social media accounts.15
(G)

Sarbanes Oxley
Sarbanes Oxley is relevant to public companies that utilize social media, the

key SOX provision is Section 409. That provision requires disclosure of material
changes in financial conditions and operations by public companies. If companies
utilize social media, then they are compelled to disclose the updated “material
changes” through the social media channels the company utilizes. One author
suggests that the need to file a Form 8-K or Regulation FD disclosure are the type of
changes that would likely be deemed “material” for purposes of SOX compliance.
See http://www.socialmedialawupdate.com/tags/sarbanesoxley-act/.
FINRA, the Financial Industry Regulatory Authority, has issued multimillion
dollar fines to Credit Suisse and Merrill Lynch in 2011 for misrepresentations on the
banks’ websites.
Seehttp://www.finra.org/Newsroom/NewsReleases/2011/P123731.
Some commentators believe the SEC may employ the disclosure
requirements of Section 409 of SOX to effectuate similar sanctions on companies
who do not keep current disclosures on websites and social media. See
http://www.socialmedialawupdate.com/tags/sarbanesoxley-act/.
The aim of these laws is to encourage the dissemination of accurate material
across all channels of communications. Thus, it is imperative for organizations to
ensure that information that is published through newsprint, social media, websites,
etc. is accurate. Beyond that, companies should take great care to ensure that social

The relevant CFR for FTC endorsement regulations is 16 CFR § 255.0 et seq. See
also a 53 page packet that offers guidance related to implementing the FTC
regulations. This guidance was recently published (March, 2013). It gives specific
instructions for proper disclosure techniques. Specifically, the “biased” nature of
social media advertising and endorsements is addressed and whether actions are
taken with respect to the employee’s own company or that of a competitor must be
fully disclosed. The guidance can be found on the FTC website at
http://www.ftc.gov/os/2013/03/130312dotcomdisclosures.pdf.
15
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media posts do not offer any insight beyond what has been posted elsewhere. Such
actions can result in FTC, SEC, and FINRA actions.
(H)

Summary
Social media policies should include an employee code of conduct specific to

professional use of social media, an employee code of conduct specific to personal
use of social media, notification to employees that the organization has the right to
monitor, social media use in the workplace, guidelines for social media
communications, and guidelines for responding to feedback on social networking
environments.16 Social media policies should be careful to define what the terms
“social media” and “social networking” entail, in the context of the respective
organization.17 The purpose of the policy should be stated clearly, and the benefits
to the organization should be emphasized and communicated to all organization
members. The policy should carefully consider the legal ramifications addressed
above, while emphasizing the risks of exposing proprietary and confidential
information.
The policy should include a list of behavioral expectations such as employing
good judgment, common sense, courtesy, professionalism, and accountability while
discouraging anonymity.18 Employees should be cautioned not to confuse personal
opinions with organizational positions. The social media policy should encourage
employees to carefully consider what they post in the context of current events and
how their post might be interpreted given the same.
Employees should be counseled on the false-sense of privacy that social
media can offer. Individuals should be cautioned that “private” posts on “private”
accounts can be seen by the world if shared by those authorized to access their
information, such as Facebook friends.
The most effective social media policies will be carefully tailored to meet the
needs of the particular organization. All social media policies should have commonTeresa A. Daniel, Managing and Leveraging Workplace Use of Social Media, Society
for Human Resource Management, December 5th, 2012,
http://www.shrm.org/templatestools/toolkits/pages/managingsocialmedia.aspx
17 Id.
18 Id.
16
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sense prohibitions against harassment, physical threats, interfering with others’
work and engaging in illegal activities. The policy should require express, written
permission before an employee speaks on behalf of the company, posts companyowned images, videos, or other materials, or links company websites to other social
media activities.

Moreover, the policy should prohibit mentioning co-workers,

clients, customers, stakeholders, and managers by name without consent.
II.

REACTIVE: CALMING THE STORM
An organization’s public image depends on its ability to swiftly and

appropriately respond to negative social media publicity.

The line between

proactive and reactive measures can blur. After all, the best-prepared organizations
will identify potential public relations issues.

After identifying vulnerabilities,

organizations should establish a protocol that relies upon collaboration between the
human resources, legal, marketing, and risk management departments to develop
an action plan that addresses proper responses when issues do arise.
Social media can be used as an effective tool to mitigate negative publicity or
to quickly disseminate accurate information. The following case-studies highlight
issues that have garnered national attention and the responses, both appropriate
and inappropriate, that resulted.
(A)

National Rifle Association: Social Media in Times of Tragedy
The National Rifle Association (“NRA”) is well known for its staunch

protection of Second Amendment rights. It actively promotes responsible gun use.
However, the organization made an embarrassing public relations blunder when it
“tweeted” this seemingly harmless message: “Good morning, shooters.

Happy

Friday! Weekend plans?” on its American Rifleman publication Twitter account.19
The posting is innocuous enough, but it appeared on the NRA Twitter account at
9:20 in the morning following the theater massacre in Aurora, Colorado, where a
lone gunman executed 12 people and injured 58 others. One of the organization’s

Aimee Picchi, Durex condoms’ social media strategy goes wrong, MSN Money,
June 5th, 2013, http://money.msn.com/now/post.aspx?post=6d7eac81-29b0-4b9f8f13-123fc39d31b1
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followers replied with the Tweet, “Yeah, just gonna mourn a bit. And you?” 20
Sometimes timing is everything.
The NRA blunder identifies how even otherwise innocuous posts can make
an organization appear out of touch or apathetic if social media accounts are not
sensitive to current events. The easy solution in this case would be removal of the
post, followed by an apology. That is exactly what the NRA did. According to CNN,
the post was removed shortly after noon, about three hours after it was posted.21
NRA spokesman Andrew Arulanandam was quick to explain that the
individual who made the post was unaware of the Aurora tragedy and said that the
post was taken out of context.22 He went beyond the explanation, stating, “Our
thoughts and prayers are with the victims, their families and the community. NRA
will not have any further comment until all the facts are known.”23 Despite the
NRA’s quick response, the three hours the post was published created a firestorm of
criticism. One Twitter user, @ambermac, commented, “Perhaps the NRA should
read the news before tweeting.”24 The organization was described as oblivious and
insensitive.
This case study demonstrates how otherwise innocuous posts, published for
only a short time, can still have a damaging effect on the company. The NRA did an
effective job of removing the material online and providing a sincere apology.
However, even when the controversial materials are removed, the dialog they
initiate can often continue with damaging results for an organization’s good-will.
(B)

Chick-fil-A: Honesty and Transparency
Chick-fil-A found itself in the center of the national gay marriage debate

during the summer of 2012.

The company is a family owned, Christian, and

conservative chain of fast-food restaurants. In 2012, the company pulled a line of
Id.
John D. Sutter, NRA tweeter was ‘unaware’ of Colorado shooting, spokesman says,
CNN Tech, July 20, 2012, http://www.cnn.com/2012/07/20/tech/socialmedia/nra-tweet-shooting
22 Id.
23 Id.
24 Id.
20
21
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toys from its kids’ meal offerings, citing safety concerns. Some skeptics, however,
highlighted Chick-fil-A’s disapproval of the toy maker’s stance on gay marriage as
the real reason for Chick-fil-A’s decision to pull the toys from its kids’ meals.
Chick-fil-A received extensive criticism for its kids’ meal toy decision, and its
Facebook page was inundated with negative postings. The chain also received
support for what some saw as a courageous stance for the company founders’
beliefs. One Facebook user, named Abby Farle, came to the organization’s defense
through a series of postings. The Abby Farle postings garnered scrutiny because,
according to the online social media publication SocialMediaSun.com, the account
“profile picture was taken from stock photos and the profile was only created hours
before the young lady rushed to the company’s defense on their Facebook page.”25
Many assumed that the account was a fake and was established only as a platform
for Chick-fil-A to “fight off criticism … stemming from the company president’s
opposition to same-sex marriage,” creating distrust for the company.26 Chick-fil-A
apparently denied any involvement with the Abby Farle account.27
Amy Moczynski, a senior marketing director with 352 Media Group, advises
companies to “defend your company’s decisions tactfully and understand that if you
are dealing with a highly divisive topic, you might receive some backlash.” 28 She
also notes that “honesty will always be the best policy when it comes to … stances
on social media.”29 A healthy measure of transparency should also be employed.
Using phony accounts or misleading tactics is never good policy.

Amy Moczynski, 5 Social Media Blunders and the PR Responses that followed, Social
Media Sun, September 5th, 2012, http://socialmediasun.com/social-mediablunders-pr-responses/
26 Kashmir Hill, Chick-fil-A Has Completely Lost Control of Its Facebook Page, July 25,
2012, http://www.forbes.com/sites/kashmirhill/2012/07/25/chick-fil-a-hascompletely-lost-control-of-its-facebook-page/
27 Id.
28 Amy Moczynski, 5 Social Media Blunders and the PR Responses that followed, Social
Media Sun, September 5th, 2012, http://socialmediasun.com/social-mediablunders-pr-responses/
29 Id.
25
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(C) NASCAR: Accountability & Prior Planning
A crash during the opening race of the 2013 NASCAR season in Daytona,
Florida injured several fans when wreckage from the track struck fans in the stands.
Although several spectators were injured, NASCAR did not acknowledge the event
on its Facebook, Twitter, or Google+ social media accounts. Rather, NASCAR had
YouTube footage of the event removed, citing copyright concerns.30 NASCAR’s
stance on the event angered many fans, who were upset that it did not acknowledge
the injuries or express concern for the spectators.31 Lauren Formalarie of Social
Media Today identified three key takeaways from NASCAR’s response. First, “don’t
react—respond.”32 Second, “take the blame.”33 Fans and customers will appreciate
the sincerity of an apology and will trust an organization that is accountable. Third,
Formalarie urges organizations to act immediately, noting that “if NASCAR had
proper crisis training, they would already have a response to this very issue.”34
Again, organizations should have a plan for issues that could reasonably happen.
For NASCAR, a crash that injures spectators is exactly the type of organizationspecific planning that should have been in place.
(D) Lowe’s: Monitoring of Social Media Accounts
In late 2011, Lowe’s found itself in “Facebook Hell” when it failed to manage
an issue with a marketing campaign.35 In a decision announced on the Lowe’s
Facebook page and in response to intense pressure from the Florida Family
Association and other groups, Lowe’s withdrew sponsorship for a television show
on TLC entitled “All-American Muslim.”36 Lowe’s left its Facebook page unattended

Lauren Formalarie, 3 Ways NASCAR Failed with Social Media Crisis PR, Social
Media Today, February 28, 2013, http://socialmediatoday.com/laurenformalarie/1261041/3-ways-nascar-failed-social-media
31 Id.
32 Id.
33 Id.
34 Id.
35 Ben Popken, Lowe’s in Facebook Hell as Racist Comments Pile Up, Adweek,
December 13, 2011. http://www.adweek.com/adfreak/lowes-facebook-hell-racistcomments-pile-137070
36 Id.
30

13

for an entire weekend.37 The result? Well over 20,000 comments were posted,
many of which contained impassioned, often racist, and hateful remarks. 38 Lowe’s
later deleted the posting but allowed comments on another posting, expressing an
interest in allowing the dialogue to continue unedited for the interest of
transparency.39
A couple of important takeaways from this situation are as follows: First,
Facebook posts and accounts should be monitored. When controversial events take
place, “one of the worst things you can do is leave your social media profiles
unattended.”40

Monitoring should be increased when controversial topics are

broached so that the appropriate parties can be alerted to issues, including
inappropriate posts, when they arise.

While transparency and honesty are

important, transparency to the extent embraced by Lowe’s proved to be
problematic. At the least, Lowe’s should have had personnel in place to remove
offensive or racist postings - such posts do nothing to encourage an open and honest
dialogue. When Lowe’s allowed its own Facebook page to be the platform for the
hateful dialogue, it reflected poorly upon the company.

The Lowe’s issues also

demonstrate how Facebook has a snowball effect: more comments equal more
readers and more readers equal more comments. When a social media account gets
out of control, especially considering the nature of the comments being made, it may
be best to temporarily disable the comment features.
(E) Nestlé: Mixing Personal and Organizational Communications
Nestlé is a global organization that describes itself as a “health and wellness
organization.”41 Environmentalists, including Greenpeace, put intense pressure on
Nestlé in 2010 after documenting a connection between palm oil production and

Id.
Id.
39 Id.
40 Amy Moczynski, 5 Social Media Blunders and the PR Responses that followed, Social
Media Sun, September 5th, 2012, http://socialmediasun.com/social-mediablunders-pr-responses/
41 See Nestle.com
37
38
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rainforest destruction.42 At the time, Nestlé was using the palm oil in its Kit Kat
brand of candy bars.43 The dispute found its way to social media, and the response
offered by Nestlé only soured customer opinions.

As one commenter noted,

“companies used to fear word of mouth because of the damage it could do.” 44 Social
media gives word of mouth a global forum that can have disastrous consequences to
companies that do not respect the power and speed with which information is
disseminated.
Nestlé employees responsible for monitoring the company Facebook page
reacted poorly. As one social media expert noted, “the individual(s) responsible for
updating the fan page for Nestlé weren’t able to hold their tongue. They mixed
personal stance and personality into a corporate identity – and that’s when the fuse
was lit.”45 Nestlé employees resorted to inappropriate, rather juvenile responses to
their critics and made specific, sarcastic, and negative responses to individuals.46 In
one instance, Nestlé posted the following: “Thanks for the lesson in manners.
Consider yourself embraced. But it’s our page, we set the rules, it was ever thus.” 47
In other responses, individual commenters were called out by name in, what one
analyst noted, “is the first time that we’ve seen such a massive blow-up in the
comments of a Facebook fan page.”48

Nestlé stops purchasing rainforest-destroying palm oil, Greenpeace, September 13,
2011, http://www.greenpeace.org/international/en/about/history/Victoriestimeline/Nestle/
43 Id.
44 Joerg Weishaupt, Neslté Meltdown on Facebook shows Sticky Side of Social Media,
JoergWeishaupt.com, http://www.joergweishaupt.com/onlinemarketing/facebook-online-marketing/nestle-meltdown-on-facebook-showssticky-side-of-social-media.html, accessed on April 29, 2013.
45 Joerg Weishaupt, Neslté Meltdown on Facebook shows Sticky Side of Social Media,
JoergWeishaupt.com, http://www.joergweishaupt.com/onlinemarketing/facebook-online-marketing/nestle-meltdown-on-facebook-showssticky-side-of-social-media.html, accessed on April 29, 2013.
46 Id.
47 Id.
48 Caroline McCarthy, Nestle (sic) mess shows sticky side of Facebook pages, CNET,
March 19, 2010, http://news.cnet.com/8301-13577_3-20000805-36.html
42
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Angry, insincere responses add fuel to the fire and do nothing to quell the
frustration of critics. Zachary Sniderman, a contributor to the social media news
website Mashable.com suggests, “rather than try to argue to your audience that the
mistake wasn’t so bad or that you’re actually in the right, the best course is often
humility.”49 Other options for an organization in Nestlé’s position include offering a
sincere apology or a promise to customers that the organization will look into the
complaints. Organizations should take the opportunity, no matter how scathing the
criticism, to digest this valuable, often hard to swallow feedback.

Nestlé, for

example, later cut ties with its palm oil providers who were indeed destroying
thousands of acres of rainforest habitat.50 The whole debacle made Nestlé aware of
the bad practices of its suppliers, but more importantly, it gave the company insight
into what its customers truly value.
Nestlé is not the only company that has faced the issue of rogue employees
responding inappropriately on behalf of the organization. In fact, it is one of the
more common issues that organizations face. One might expect these issues to
appear more frequently in the context of closely held, small businesses. When these
small, often family-run, businesses receive criticism, the criticism, and consequently
the response is more likely to be personal. While employees may be more likely to
take the criticism personally when the organization is a sole-proprietorship or a
family-run businesses, that fact does little to console angry customers who are
attacked on social media after expressing legitimate concerns or grievances, and
unbridled personal attacks can be ruinous for businesses of all sizes.51

Zachary Sniderman, HOW TO: Recover from a Social Media PR Disaster,
Mashable.com, August 24, 2011, http://mashable.com/2011/08/24/pr-disasterrecovery/
50 Nestlé stops purchasing rainforest-destroying palm oil, Greenpeace, September 13,
2011, http://www.greenpeace.org/international/en/about/history/Victoriestimeline/Nestle/
51 Marshal Honorof, How Amy’s Baking Company Ruined Itself on Social Media,
NBCnews.com, May 16, 2013,
http://www.nbcnews.com/id/51911274/ns/technology_and_sciencetech_and_gadgets/t/how-amys-baking-company-ruined-itself-socialmedia/#.UcRxHuAQgUU
49
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The takeaway from these studies is that persons who use social media on
behalf of the company should be trained to respond. Attitudes of sincerity, honesty,
gratefulness, professionalism, moderation . . . should be the goal. They should also
be trained to forward comments/feedback to superiors so that it can be used as
constructive criticism for company improvement.

Organizations should have

protocols in place to prevent social media interactions from taking on the persona of
the individual poster. Individual opinions, attacks, and frustrations should never be
voiced through a social media account, no matter how inappropriate or unfair the
criticism may be.
(F) Associated Press: Social Media Account Security
Earlier this year, the following post or ‘Tweet’ appeared on the Associated
Press’s Twitter account: “Breaking: Two Explosions in the White House and Barack
Obama is injured.”52 There were no explosions, and President Obama was not
injured. The Associated Press, a trusted outlet for global news utilized by press
outlets around the word, had been hacked.53
The Associated Press quickly reacted to the message, but the damage was
done. Investors panicked, reacting quickly to the false information. In a span of less
than three (3) minutes, the S&P 500 index, a major investing benchmark, lost $136.5
Billion in value.54 The hack demonstrated the speed at which information can be
disseminated by social media, and “As more news moves online, as more consumers
turn to Twitter, Facebook, and the like before the AP, CNN, or other more
traditionally slower news sources, there will be less time to think and greater
pressure to react accordingly.”55 The AP was quick to respond, and it corrected the
post and acknowledged the security breach. Again, this scenario emphasizes the
Peter Foster, ‘Bogus’ AP Tweet about explosion at the White House wipes billions off
US markets, The Telegraph, April 23, 2013,
http://www.telegraph.co.uk/finance/markets/10013768/Bogus-AP-tweet-aboutexplosion-at-the-White-House-wipes-billions-off-US-markets.html
53 Id.
54 Id.
55 Ewan Spence, Fallout From the AP Hack’s ‘Priciest Tweet In The World,’ Forbes,
May 2, 2013, http://www.forbes.com/sites/ewanspence/2013/05/02/falloutfrom-the-ap-hacks-priciest-tweet-in-the-world/
52
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importance of securing electronic systems and planning for hacks and other social
media concerns.
(G) American Red Cross & Dogfish Head: Responding with Humor
The American Red Cross experienced an embarrassing social media issue in
2011 when an employee, who had access to the organization’s Twitter account
posted: “Ryan found two more 4 bottle packs of Dogfish Head’s Midas Touch beer….
when we drink we do it right #gettngslizzerd.”56 This singular incident highlights
elements of most of the issues discussed above. It is an example of mixing personal
and organizational personalities. The difference here is that this posting was made
by accident. The post was not intended to react to angry posts or comments. A
personal post was simply made on the organization’s Twitter account. While the
Tweet, itself, was not outwardly insensitive, one can imagine how it would have
looked if this Tweet had been made during an American Red Cross disaster effort.
Needless to say, it would have magnified the problem.
The American Red Cross’s response to the errant Tweet, however, is why this
example stands out. Instead of making excuses for the post, the social media
managers, who were monitoring the account, noticed the errant post.57 Resorting to
humor to address the situation, the American Red Cross responded apologetically,
saying, “the Red Cross is sober and we’ve confiscated the keys.”58 This humorous
approach acknowledged the mistake and quickly turned a potential public relations
problem into a humorous non-issue. Good judgment dictated a good response.
Takeaway:
The fast-paced information-driven world in which we operate offers ample
opportunities for rogue employees or accidental postings to damage an
organization’s image. Years of effort building goodwill for an organization can be
harmed by a few thoughtless posts or unruly employees. Social media offers a new,
Dean Pratorius, The Red Cross’ Roque Tweet: #gettngslizzerd On Dogfish Head’s
Midas Touch, The Huffington Post, February 16, 2011,
http://www.huffingtonpost.com/2011/02/16/red-cross-roguetweet_n_824114.html
57 Id.
58 Id.
56
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dynamic platform for otherwise anonymous employees, stakeholders, customers, or
community members to have their voices heard.

Now, more than ever,

organizations have to take these differing viewpoints into account or risk having
disputes blown out of proportion in social media.
Organizations should take care to learn the law and implement
comprehensive social media policies. Managers, from top to bottom, should be
educated so that they do not take actions that violate either state or federal law.
Managers should be prepared to plan for contingencies and to react properly.

If

your organization is subject to a rogue or accidental post, your public relations and
social media team should be prepared to act.
Prudent managers will take care to identify areas of potential exposure and
make contingency plans to address the anticipated issues. When issues do arise,
thoughtful and timely responses are essential.
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INTRODUCTION
The internal corporate risk assessment is more common today than ever. There are several
different types of risk assessments; this paper will focus on one of the most common: the security
risk assessment, particularly in the context of cyber risk. Specifically, this paper will suggest a
strategy for conducting data security risk assessments in a manner so as to minimize the potential
for such assessments being subject to disclosure in subsequent litigation.
THE GROWING NEED FOR DATA SECURITY RISK ASSESSMENTS
One of the main factors fueling the need for enterprise risk assessments to focus on cyber
security is the increase in digital storage capacity. It was estimated in 2007 that the then
worldwide digital storage capacity was 295 exabytes,1 doubling in size every two years. Just a
few years earlier, we were talking about the likes of terabytes (1,000 gigabytes) as being an
enormous amount of information, and it was. But an increasingly online world with companies
like Facebook and Google storing never imagined quantities of data (not to mention the
entertainment industry and the storage of DNA), we are now talking about petabytes (about
58,292 movies – or a number followed by 15 zeroes) and exabytes (1000 petabytes). But what is
beyond that? Well, there are zettabytes, yottabytes and then – well nothing else. In other words,
there is no current language to describe an amount of data larger than that.
Multiples of bytes

Decimal
Value
Metric
1000 kB kilobyte
10002 MB megabyte
10003 GB gigabyte
10004 TB terabyte
10005 PB petabyte
10006 EB exabyte
10007 ZB zettabyte
10008 YB yottabyte

Binary
Value
JEDEC
IEC
1024 KB Kilobyte KiB kibibyte
10242 MB Megabyte MiB mebibyte
10243 GB Gigabyte GiB gibibyte
10244 TB Terabyte TiB tebibyte
10245
PiB pebibyte
6
1024
EiB exbibyte
7
1024
ZiB zebibyte
8
1024
YiB yobibyte

The largest current number with a recognized prefix is a “yotta” – a digit with 24 zeroes after it.
In 2010 there was a campaign (I am sure you all heard about it) to name the number with 27
zeroes after it, a “hella” but it did not carry the day. In other words, data with 27 zeroes would
be a “hella” of a lot of data. But alas, the International Committee in charge of such things was
more concerned with more pressing matters such as redefining the weight of the kilogram. So
1

It is estimated that the information content of all human knowledge is equal to 10 exabytes.
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instead, there is a generally accepted movement to permit the use of compound prefixes such that
a “hella” could be legitimately expressed as a “kiloyotta”. Or alternatively, a yotta kilos.
What is important for our purpose is that with increased cyber storage capacity comes an
increase in potential exposure resulting from a breach. The costs and consequences of a breach
can cause havoc to an organization’s customers, management, and shareholders.
The importance of data security is driven in part by the fact that many kinds of information are
protected by regulation. Information which relates to the past, present, or future medical
condition of individuals is protected under HIPAA as protected health information ("PHI").
Non-public personal information is protected under the Gramm-Leach-Bliley Act. These
regulations require effective security programs. No effective security program can be completed
without an enterprise risk assessment focused on data security”.
A focused risk assessment on cyber security helps an organization’s management fulfill its
fiduciary duty of care. Information that is stored in digital form is susceptible of course to
intentional or accidental misuse, loss, and abuse. Oversight of cyber security risk is crucial for
an organization and its management to meet their obligations regarding the privacy and security
requirements and stakeholder expectations surrounding the collection, storage, use, and
dissemination of confidential information entrusted to them. A risk assessment is designed to
identify and remedy an organization’s potential cyber security weaknesses.
A significant concern of organizations is that the written reports generated at the culmination of
such a risk assessment, whether conducted internally or by an external party, may provide a
roadmap for an adversary. It is important for an organization to seek to protect such reports from
unwanted discovery.
PROTECTION FROM DISCLOSURE
When a written assessment report has been prepared by a non-lawyer, the potential protections
from discovery are limited. Organizations will not be able to rely on traditional discovery
protections such as trade secret or work product for such reports. One potentially applicable
protection is the so-called “voluntary self-critical analysis” doctrine, which protects from
disclosure analyses of a company’s own safety procedures. This protection has been recognized
by only a limited number of courts, and even in jurisdictions that allow such a privilege, a
necessary element is that the information to be protected must be of the type whose flow would
be curtailed if discovery were allowed. See, e.g., Dowling v. American Hawaii Cruises, Inc., 971
F.2d 423 (9th Cir. 1992); Abbott v. Harris Publications, 1999 U.S. Dist. LEXIS 11410 (S.D.N.Y.
July 28, 1999) ("Reviews such as these [concerning the defendant's internal investigation of the
processing of plaintiff's application to serve as a dog show judge] are conducted by organizations
because they are concerned with the integrity of their own operations and, while they no doubt
would prefer that the information not be made public, the fact that the results might be
discoverable in civil litigation will not deter them from doing what their business interest
requires"). It is highly questionable whether a data security risk assessment would satisfy this
element.
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Alternatively, an organization can attempt to cloak a risk assessment from disclosure by
employing counsel to manage the review process. In this scenario, counsel would be retained by
the organization to provide legal advice regarding data security exposures, and to develop a
strategy for risk minimization. As part of this process, counsel, rather than the organization,
would retain an independent cyber consultant to assist in the due diligence analysis and in the
preparation of a cyber risk assessment report detailing the organization’s vulnerabilities, threats
and lack of controls, as well as recommendations for addressing these issues. The report would
be addressed to counsel, which would then be incorporated into a more comprehensive report for
the organization.
Courts have recognized that reports generated by outside counsel are cloaked by attorney-client
status, but only “if the communication would not have been made but for the client’s need for
legal advice or services.” First Chicago Int’l v. United Exchange Co., 125 F.R.D. 55 (S.D.N.Y.
1989), quoting John E. Sexton, A Post-Upjohn Consideration of the Corporate Attorney-Client
Privilege, New York University Law Review, 57 N.Y.U.L. Rev. 443. Thus, for example, when
an organization has “an obvious and compelling business purpose to conduct an internal audit,”
and that audit would have been created even if the organization was not seeking legal advice, the
attorney-client protection may not attach. US v. ISS Marine Services, 905 F. Supp. 2d 121
(D.D.C. 2012). Thus, it is vital that outside counsel’s letter of retention recommend a
comprehensive data security analysis and that the letter clearly delineate the scope of counsel’s
role.
For the attorney-client privilege to attach to such a report, it is also crucial that outside counsel
serve in a true legal capacity rather than merely as a consultant or coordinator. This distinction
was at issue in US v. ISS Marine Services, 905 F. Supp. 2d 121 (D.D.C. 2012), where a federal
district court considered the discoverability of an internal audit report prepared for Inchcape, a
government contractor. The report was prompted when two Inchcape employees visited one of
their facilities in Dubai and discovered several apparent fraudulent practices. These practices
were reported to outside counsel, Arnold & Porter (“A&P”), which immediately sent a retention
letter to Inchcape recommending that an internal investigation be conducted by the firm.
Inchcape, however, decided to perform the audit through its own staff and to use A&P only for
providing advice as to Inchcape’s legal obligations. After the report was finalized, it was sent to
A&P via email marked “attorney client privilege.” Inchcape argued that A&P’s involvement,
and in particular the act of sending the report to A&P, invoked the attorney-client privilege. The
court disagreed, stating that Inchcape’s claim to privilege was “premised on a gimmick”
designed to “exclude counsel from conducting the internal investigation but retain them in a
watered-down capacity to ‘consult’ on the investigation in order to cloak the investigation with
privilege.” The court specifically rejected the notion that A&P’s “consultation lite” services
operated to protect the report, explaining that:
For the results of an internal investigation to enjoy the attorney-client privilege,
the company must clearly structure the investigation as one seeking legal advice
and must ensure that attorneys themselves conduct or supervise the inquiries and,
at the very least, the company must make clear to the communicating employees
that the information they provide will be transmitted to attorneys for the purpose
of obtaining legal advice. Only then do the candor-promoting purposes of the
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privilege outweigh the public's and the adversary system's longstanding and
important interest in scrutinizing "every man's evidence.”
It is just as crucial that the outside consultant’s role be clearly defined to assist counsel in
preparing its own legal analysis. For example, in Graff v. Haverhill North Coke Co., 2012 U.S.
Dist. LEXIS 162013 (S.D. Ohio Nov. 13, 2012), an Ohio federal district court held that a draft
environmental audit report prepared by an outside consultant was protected from discovery since
the consultant was hired to assist counsel in rendering legal advice regarding the client’s
compliance obligations. Specifically, the court held that the draft report was not discoverable
since “the presence of an agent or consultant who provides information to the lawyer to enable
the lawyer to give sound and informed legal advice does not destroy the confidential nature of
the communication.” This is in contrast to a situation such as in U.S. Postal Service v. Phelps
Dodge Refining Corp., 852 F. Supp. 156 (E.D.N.Y. 1994) where the court held that a
remediation plan prepared by an environmental consultant hired by outside counsel was
discoverable since the consultant was not hired to assist counsel in providing legal advice, but
instead to formulate a remediation plan and to oversee remedial activities. In other words, the
consultant’s “function was not to put information gained from defendants into usable form for
their attorneys to render legal advice … .”
Another factor to consider is that the organization must be counseled to take sufficient
precautions to maintain the confidentiality of the final report so as to prevent waiver of the
attorney-client privilege. This very issue was recently addressed in Dukes v. Wal-Mart Stores,
Inc., 2013 U.S. Dist. LEXIS 42740 (N.D. Cal. Mar. 26, 2013), a matter involving Wal-Mart’s
alleged practice of employment discrimination based on gender. At issue before the court was
the discoverability of a 1995 memorandum prepared by Wal-Mart’s outside counsel, Akin
Gump, concerning Wal-Mart’s employment practices, which purportedly identified significant
disparities between male and female employees. The memo was leaked anonymously to the
New York Times, which subsequently reported on the memo in several articles. Plaintiff
claimed that the Times’ articles operated as a waiver of the attorney-client privilege attached to
the memo. The district court disagreed, noting that because the leak was unauthorized, WalMart had not waived its privilege. But central to the court’ decision was that Wal-Mart had
taken substantial efforts to safeguard the confidentiality of the memo. The court concluded that
Wal-Mart “took reasonable steps to clearly mark the Memo as privileged and to maintain it in a
secure location and limit its dissemination” and that by doing so, the unauthorized disclosure of
the memo by an unidentified source did not constitute a waiver of the attorney client privilege.
CONCLUSION
The foregoing offers only a basic overview into some of the factors that must be considered
when seeking protection of a data security risk assessment report. Obviously, the case law of the
specific jurisdiction must be taken into account in this analysis, and there is no guarantee that
preparing a report in the manner recommended herein will ensure protection from discovery in
each instance. At a minimum, however, a comprehensive legal strategy for developing a data
security risk assessment offers a more realistic opportunity for an organization being able to
shield the final product from discovery than merely relying on non-attorney client protections
such as the “self-critical analysis” doctrine.
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Ten Tips to Minimize Your Risks Before,
During, and After a Data Breach
Advisen Cyber Liability Journal - Doug Pollack &
Jeremy Henley - August, 2012
Sony, Nasdaq, Epsilon, RSA, Some big names

ate, rapid breach response to reduce your

suffered big data breaches in 2011. And

chances for regulatory actions and litigation.

they’re not alone. Each year, hundreds of data
breaches compromise sensitive information
on tens of millions of individuals. At an average cost of $5.5 million per breach, according
to the Ponemon Institute’s seventh annual
U.S. Cost of a Data Breach, organizations can’t
afford to be lax in their breach protection
measures.
But how do you manage such diverse risks?
Every organization and each data breach has
unique risk factors based on industry, regulatory, customer, and technical circumstances.
To reduce the likelihood of a data breach,

To make things more complicated, not every
incident can be construed as a breach. A
privacy incident is caused by a suspected,
unauthorized exposure of sensitive data—
personally identifiable information (PII) or
protected health information (PHI). An incident becomes a legally defined data breach
when this suspicion is confirmed, or cannot
be proven to not have happened. In many
states and industries, an incident becomes
a breach when it is determined that the po-

during, and after a data breach.

Before a Data Breach
To The best time to minimize your risks is
before a privacy incident or data breach
ever happens. Given the prevalence of such
incidents, assessing risks and having a game
plan are not luxuries, but necessities. The
following steps can do much to mitigate the
likelihood and impact of a data breach.
1. Complete an annual privacy and security risk assessment.

tential for “harm” to the affected individuals

The cost of a risk assessment is less than

crosses a certain threshold.

1 percent of the average cost of a data

you must understand your specific risks and

With this distinction in mind, we’ve devel-

address them before a breach occurs. You

oped the following ten tips to help organiza-

must also plan ahead to ensure an appropri-

tions successfully manage their risks before,

breach—a worthwhile investment, according to our analysis of our clients. An assessment identifies the data your organization
holds, how they’re used, and how they are

1
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protected, providing a comprehensive view

team member of another healthcare organi-

analysis, mailing and call center services, as

into your breach risk profile. It identifies and

zation, and that person confirmed that they

well as identity monitoring and protection

analyzes any security weaknesses within

either returned or destroyed the information

products.

your IT systems. A thorough assessment also

and that they did not misuse it in any way,

identifies your legal and regulatory require-

this situation would not be considered a data

ments and any gaps that exist between

breach under the Health Information Technol-

these requirements and your data protection

ogy for Economic and Clinical Health (HITECH)

measures.

Act nor under most state laws.

2. Create a plan to assess privacy inci-

In using the term “nature of incident” or

dents

unauthorized disclosure, we are referring to

Organizations that plan in advance greatly
reduce their legal, reputational, and financial
liabilities. A holistic plan should cover two
distinct parts of a data breach response —

the question of whether the incident was malicious, accidental or somewhere in between
(snooping, for instance, is somewhere “in
between”).

assessment of the privacy incident and devel-

If the incident was malicious, and was done

opment of an appropriate breach response

by an outside party in conjunction with an

(item No. 3).

insider who has credentials for authorized ac-

As we’ve said, not all incidents constitute a
legally notifiable breach. You should have a
repeatable, disciplined process in place for
analyzing the:
• Breach circumstances

cess to PII, such a situation would typically be
intended in some way to perpetrate fraud, by
using the PII of the breached individuals.
If the situation is one where a website has left

Once you have your plan, make sure to
revisit and test it, as your organization’s needs
change.
4. Update policies and procedures to
keep pace with changing technologies
and laws.
More and more people are conducting business on their personal mobile devices, for
instance. This bring-your-own-device (BYOD)
trend enables employees to access secure
network data on unsecured devices, creating
an appalling number of security weak points.
The prevalence of social media sites is another
issue. Your policies should keep pace with the
changing world, to protect your organization
against emerging threats.

“open access” to files of information with PII

During a Data Breach

or PHI, in such a case, the determination as

Tensions are high when you discover a

• Nature of the unauthorized disclosure

to whether this incident is a notifiable data

privacy incident. A kneejerk reaction is to act

• Type of data disclosed

breach is typically based on forensic analysis

quickly and notify stakeholders immediately.

to determine whether the PII/PHI was “ac-

Notification without proper analysis, howev-

cessed” by an outside party. If such access did

er, can be costly, create needless worry, and

occur, there would typically need to be the

catch the unwelcome attention of regulators.

presumption that it could have been malicious

Take the time to gather the facts and employ

Under the heading, “breach circumstances,”

and therefore is a notifiable data breach. If

a response that is “proportionate” to the

one common circumstance would be the case

forensics can confirm that the PII was NOT ac-

potential risks to the affected population.

of a stolen or lost laptop that includes files

cessed, it would in most cases not be classified

with PII. If the laptop was encrypted and the

as a notifiable data breach.

• Applicable regulations
• Potential level of harm to the affected
individuals

encryption key was not disclosed, and if the
laptop was shut down or otherwise was inaccessible without the encryption key, then in

You should have a documented approach and
methodology for all this analysis.

5. Complete a forensics investigation to
determine the nature and severity of a
privacy incident.
Forensics—preferably by a neutral third par-

most states there is a “safe harbor” that would

3. Develop an appropriate breach re-

ty—will determine what types of data were

exclude such an incident from being a notifi-

sponse team and process

compromised, how they were exposed, how

able data breach.

When the data hits the fan, so to speak, you

Another breach circumstance would be an

should have a team already in place with

email of files that included protected health

clearly identified roles and responsibili-

information to a party outside of a healthcare

ties. Your team will include not just internal

organization, where that party was not the

stakeholders, but also vendor partners who

intended recipient. If the email was sent to a

can provide immediate legal counsel, forensic

many people were affected, and whether the
data were unencrypted or not. Documented
third-party findings may help you create a
defensible position in the face of a regulatory
investigation or class-action litigation.
We recently carried out a forensic investi-
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gation of an incident where it was initially

sible response in the event of a regulatory

thought that 50,000 records were exposed.

investigation.

However, the investigation revealed that the
information for fewer than 10,000 people was
actually compromised, saving the organization significant costs and the unaffected
people needless worry.
6. Analyze the facts to determine if the
incident constitutes a notifiable breach.

8. Monitor the status of affected indi-

legal advisory fees. Was that enough?
• How did the policy influence your level of
control over the data breach response pro-

viduals.

cesses? Did you have flexibility and choice,

Not every person whose data was com-

by your carrier?

promised will become a victim of fraud or
identity theft. But if they do, maintaining a
tracking file on their cases and subsequent
outcomes can be very useful. For instance,

or were you limited to prescribed methods
• Did participants in the response plan
understand how and when to involve the
insurance carrier—and who to contact—or
do new roles and responsibilities have to

Using your assessment process, analyze the

did you offer medical identity restoration

incident to determine the “harm threshold”

services to victims of medical identity theft,

and document your conclusions. Be aware

instead of less helpful credit monitoring?

that numerous state data breach notification

Can your case workers assist with investigat-

laws and federal statutes and rules have am-

ing and resolving common healthcare fraud

biguous language on how to determine the

scenarios?

your needs against a policy’s offering. Deci-

9. Revisit your overall security risks, and

you need to fill coverage gaps that may

close the gaps.

exist under traditional liability policies (for

“risk of harm.” It may be helpful to consider an
expert, third party assessment.
7. If it’s a notifiable breach, plan a
response that meets the needs of all
members of the affected population.

Before closing the door on a data breach,
review your overall security risks and profile.
This includes more than eliminating the

Your breach response should be based on

cause of this particular breach: for instance,

both the level of risk to affected individuals

encrypting all laptops if the cause of a breach

and the sensitivity of the personal informa-

was a stolen laptop. What about training

tion exposed.

employees on appropriate privacy and

A breach of a retailer’s credit cards may
only require credit monitoring and identity
recovery services to address the prospective
harm to people’s credit files. A breach involving sensitive medical data and insurance

security measures or updating policies and
procedures for employees and their mobile
devices? An annual privacy and security risk
assessment can help you allocate resources
for data breach prevention.

be defined for coordinating timelines with
insurance carrier notice requirements?
Conversely, if you don’t have a cyber-liability
policy, it’s important to carefully evaluate
sion points include: considering whether

breach notification costs, for example): the
limitations of specialty cyber policies (for lost
devices or third-party breaches, under some
policies); and the appeal and limitations of
value-added services (policies may offer free
legal advice or educational webinars, but
some may require the use of pre-approved
vendors for breach-response services.).

Putting It All Together
Not all data security incidents are data
breaches, and no two data breaches are alike.
Given their unique, unpredictable nature,

information, however, might include advisory

10. Assess your cyber liability risks and

data breaches must be handled with care.

and identity protection solutions to help with

the potential benefit of insurance.

(An accompanying “Management Tip Sheet”

fraudulent billings and medical identity theft
problems.
As with other steps taken during a data

Cyber insurance can be helpful in covering
the unpredictable costs of a data breach.

summarizes the common steps to follow
before, during and after a data breach.)

Reviewing your cyber coverage post-breach

Careful planning, thoughtful analysis, and a

breach, be sure to document your actions

can give you a good insight into the effec-

tailored response can mitigate the risks of

here.

tiveness of your policy. You might ask yourself

and effects from a data breach and ensure

these questions:

the most positive outcomes for your organi-

After a Data Breach
The effects of a data breach are not always
immediate. A few additional steps can ensure
the effectiveness of your response and
prevent future incidents. Demonstrating an
ongoing commitment to the safety of your
organization’s data can help create a defen-

• Did their panel provide you with a choice

zation and the customers you serve.

of vendors, such as legal counsel, forensics,

- See more at: http://www2.idexpertscorp.

or breach response providers that fit your

com/press/ten-tips-to-minimize-your-risks-

requirements?

before-during-and-after-a-data-breach/

• What about its sublimits? Maybe your
million-dollar policy only covers $50,000 in
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Window on the World – What is Different in Europe and Australia
by Stephen Carter, Christian Lang, and Chris Rodd

Historical Background
Legal systems are the result of a historical process of transforming values of a society into a set
of rules and sanctions. Those that transgress the rules are subject to the sanctions as the ultimate
means of enforcement of the rules.

Society therefore empowers bodies to enforce those

sanctions. The factors that have shaped each legal system are manifold. Military and economic
power of a country have played as important a role as its geography, its climate, its ethnic mix
and ancient traditions that had been passed on over decades and centuries. A major influence on
the shape of the legal systems that exist in Europe today came, on the one hand, from the roman
civil law and, on the other hand, from the church which for centuries was the only organization
that studied and discussed science and educated people in a society otherwise mostly focused on
agriculture or distracted by wars and political turmoil1. In 1088, the University of Bologna (Italy)
was one of the first independent universities in the world, and the first university to teach law
(both church law and roman civil law)2.
The big dividing line which splits Europe into a common law and a civil law part goes through
the channel between continental Europe and Great Britain. On the western side of the line the
common law system that goes back to the laws and directives promulgated by William the
Conqueror (1027-1087) and his successors on the throne. The case law system is a dynamic
system amenable to adaptations warranted by the change of the society. On the eastern side of the
line, on the continent, the civil law systems prevailed. Today's civil law systems in continental
Europe base or were substantially influenced by the French "Code Civil". The Code Civil was a
result of the French Revolution (which started in 1789) and promulgated by Napoleon in 1804.

1

Senn, Rechtsgeschichte – ein kulturhistorischer Grundriss, Zurich, 2007, p. 51, 165/6.
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Senn, supra, p. 179, 183.
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Although Napoleon later on ruled as an emperor, it was based on the achievements of the French
Revolution

and

its

mantra

of

"liberté,

égalité,

fraternité"

(liberty,

equality,

fraternity/brotherhood). The Code Civil included many legal concepts that were developed in the
ancient roman civil law such as various concepts governing contractual relationships between
equal parties (as opposed to tiefs granted by a liege lord in consideration for a part of the
proceeds), or the legal concepts governing the passing of property and possession3. It was one of
the first and clearly the most important codified body of law at the time, not at last because it was
put into force by Napoleon in a growing number of territories across continental Europe during
the rise of his empire.
These historical differences nowadays manifest themselves in various ways: in civil law systems,
the law is codified in an abstract form and is intended to encompass all situations that matter in a
society. As an example: Article 3 of the Swiss Code of Obligations ("CO") reads as follows:
"Whoever extends an offer to another person to enter into a contract, and sets a time limit for
acceptance thereof, shall remain bound by the terms of his offer until the expiration of such time
limit. The offeror shall be released therefrom if a declaration of acceptance has not reached him
prior to the expiration of the time limit." Article 5 further sets forth that "[i]f an offer is made
[…] without setting a time limit, the offeror shall remain bound until such time as he should
reasonably expect receipt of a reply dispatched properly an in due time."
The body of common law, on the other hand, is the entirety of precedents, each of which applies
certain general legal concepts to a specific set of facts. Common law systems, therefore, are an
ever developing and "self adjusting" system of precedents which deal with the questions that
matter in society and will bind future Courts. Obviously that is not to say that common law
systems do not have statutory legislation – plainly they do. However, common law can go
beyond the remit of statutes and is taken into account in interpreting statutes (especially where
those statutes are in essence codification of the common law, such as the English Marine
Insurance Act 1906). The judge in a common law system does not allocate facts to pre-existing
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Senn, supra, p. 293/4.
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categories by reference to a pre-existing map or scheme, but rather finds his decision by the
operation of several concurrent and cumulative considerations. 4
The English and Australian systems are both common law systems. The Australian legal system,
not surprisingly, is very much modeled on the English system.

As Australia is a British

Commonwealth country originally settled in 1888, primarily as a penal colony, the English body
of law was established shortly after colonization.
Both Australian contracts and tort law developed as an evolution of English law and much of the
English law applied directly to the judgement of the various colonial courts. Upon the federation
of Australian states (colonies) in 1901, Federal Courts were soon established and the Australian
independent legal system gradually evolved, although, again, very much influenced by English
law, in particular English common law, and procedures.
The Australian system therefore shares the same English common roots as does the US system,
but both Australian and US systems have since evolved in their own different ways with the
result that, although they still share many characteristics as common law systems, they also
importantly exhibit many differences.
While the common law system strives to achieve justice and fairness through the application of
general legal concepts to each individual case, civil law focuses more on the certainty and
predictability of the law by establishing a set of rules which, on an abstract basis, define the
consequences of certain actions or omissions. Where codified law applies, the average person
from the street will be able to get a basic understanding of how the law works by simply reading
the applicable code. (While this is the general idea of codifying the law, the major problem for a
layperson nowadays is to find out which code or codes apply to a specific issue.) The judge in a
civil law country is held to interpret the law and apply it to the individual case, but is not called to
develop it in a way better to meet the necessities of a developing society. Developing the law is
exclusively reserved to the lawmaker and not the Courts. Decisions from higher Courts,

4
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technically, are often not binding on lower Courts although they have persuasive authority as they
are in common law countries. The concept of stare decisis is not applied in civil law jurisdictions.
As Europe consists of 47 sovereign states with, although interacting, but nevertheless
independent legal systems, this paper will focus on the legal system of the authors' home
countries Switzerland (civil law system),and the United Kingdom (common law), with some
general references to the laws of Australia. On the one hand, English law is the most important
common law system in Europe. On the other hand, the Swiss Civil Code of 1907 and the Swiss
Code of Obligations of 1911 were two of the early modern codifications of civil law in Europe
and influenced the lawmakers in various other countries in continental Europe5.

The Judiciary
In continental Europe, the methods of election of judges vary from country to country. While for
lower Courts it is not uncommon that the judges are elected by the people of the relevant district,
judges of the higher Courts are often elected by parliament or appointed by the government or the
head of state. While some judges are elected for lifetime, a number of countries have fixed and
sometimes non-renewable terms, especially for judges of the Constitutional Courts (e.g. Germany
France or Spain). While in some countries (e.g. Germany) there is a defined career path to
become a judge, other countries' systems allows more political influence on the election or
appointment of judges.
In Switzerland, although most of the law is federal law, the organization of the judiciary is left to
the states6. Only the organization of the Federal Supreme Court is governed by federal law.
Accordingly, the system for the appointment of judges can vary from one state to another.
However, there are no longer substantial differences between the states. District judges are

5

After Turkey had become a republic in 1923, it adopted the entire Swiss Civil Code and Code of Obligations (with
only minor changes) in 1926 in order to support the creation of a secular civil society.

6

At least, since 1 January 2011, all the state level Courts operate under the same Federal Civil Procedure Code.
Before that, each state had its own code of civil procedure.

5

usually elected by the people of the relevant district. While any full age Swiss citizen can run in
such an election, in practice it is the major political parties that propose their candidates
following a voluntary system mirroring more or less the political strength (percentage of votes in
last election of parliament) of the respective parties. In many states it is still not a requirement for
a district judge to be a lawyer. Judges of the Courts of Appeal (which are organized at a state
level, not at the federal level) are usually elected by the parliament of the respective state, and the
judges of the Federal Supreme Court are elected by the national parliament. All judges are
elected for a fixed term, which in the case of the Federal Supreme Court is six years 7, with the
possibility of re-election.
In the UK, the Judicial Appointments Commission is responsible for selecting judges in England
and Wales. It is a non-departmental public body which was created on 3 April 2006 as part of the
reforms following the Constitutional Reform Act 2005. It took over a responsibility previously
that of the Lord Chancellor and the Department for Constitutional Affairs (previously the Lord
Chancellor's Department), although the Lord Chancellor retains responsibility for appointing the
selected candidates.8 The judges of the Supreme Court of the United Kingdom are formally
appointed by the Queen on advice of the Prime Minister after completion of a defined selection
process.9 They are appointed for life tenure.
In England first instance Judges are assigned to a particular division of the Court system.
International insurance and reinsurance cases will generally be heard in the Commercial Court by
Judges who, before their appointment, practiced as barristers in Commercial Court cases. Any
Court proceedings relating to international arbitrations are also heard in the Commercial Court.
Appeals lie to the Court of Appeal (usually a three Judge panel) and to the Supreme Court
(usually a five Judge panel). In both cases, leave to appeal must first be obtained either from the
Court the decision of which is being appealed, or from the appellate Court.

7

Art. 9 of the Swiss Federal Act on the Supreme Court (SR.173.110)

8

See: http://en.wikipedia.org/wiki/Judicial_Appointments_Commission

9

See Sections 25 to 31 and Schedule 8, of the Constitutional Reform Act 2005.
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In Australia, each state appoints its own judges and magistrates to the Magistrates Courts, County
/District Courts, Supreme Courts.
Appeals from a single judge of the Supreme Court are adjudicated by Court of Appeal, (the
appellant division of the Supreme Court). The highest appellant court for judicial review is the
High Court of Australia , consisting of Judges appointed from each of the Australian states and
appointed by the Federal Government.
Previously , as a member of the British Commonwealth Australia had the right to appeal beyond
the High Court , to the English Privy Council (a judicial arm of the House of Lords). However,
rights of appeal to the Privy Council were abolished in a 2 stage process . Rights of appeal to
consider matters in respect of states and federal rights and powers were abolished in 1975 and in
relation to ALL other matters (including criminal appeals )in 1986.
Overlayed with the state courts are courts exercising Federal Jurisdiction – The Federal Court
which operates at both state and federal level, and in addition courts exercising exclusive federal
jurisdiction such as the Family Court (applying Federal law).
All judges at every level are appointed by the Government of the day (state or federal) and cannot
be removed from office unless found incapable of performing their duties (by illness, mental
incapacity, etc.) or for acts of dishonesty, commission of a crime, etc. Their period of tenure is
limited only by age. Judges are required to retire at age 70.

Legal Proceedings
In Europe, Courts hearing civil cases are usually composed of either one, three, or five judges,
depending on the type of claim and the amount at dispute. In contrast to the U.S. jury system, the
Court is the fact finder in European civil proceedings. Today, juries can only be found in criminal
proceedings in a small minority of European countries, including the UK. In England defamation
cases are the only form of civil claim heard by a jury.
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In Switzerland, it is up to the Court to decide what evidence it considers necessary to decide a
case, and it will freely assess the reliability and weight of the evidence introduced into the
proceedings by the parties10. Thus, not all evidence offered by the parties will be taken by the
Court.
The Court applies the law to the found set of facts ex officio. It is deemed to know the relevant
law (concept of iura novit curia)11. The parties are therefore not obliged to plead the applicable
law (although a diligent lawyer will do so) and the Court is free to base its decision on a legal
provision the applicability of which has not been pled by any party12. However, it obviously is
crucial for legal counsel to know what legal provisions may apply to the respective case in order
to gather and submit all the relevant evidence13.
This system leads to a structure of legal proceedings which is fundamentally different from U.S.
and other common law based litigation, where both facts and law are argued in full by the parties’
lawyers at trial (including full cross-examination of witnesses). In Switzerland, the parties are
held to fully plead their case in their first brief14. This will usually include comprehensive
allegations with regard to the relevant facts, the identification of the pieces of evidence which are
submitted with the brief or which are requested to be taken by the Court in the course of the
proceedings, the specific prayers for relieve (including the amounts claimed) and the legal
arguments that justify the claim. It is then up to the Court to decide what evidence it considers
necessary to decide a case and it will only hear such relevant evidence. Swiss legal proceedings
in civil cases, therefore, include the following there phases: (i) first and often section round of
briefings with full pleadings by the parties, (ii) taking of evidence by the Court, and (iii) final

10

Article 157 of the Federal Civil Procedure Code ("CPC").

11

Article 57 CPC.

12

However, if a court intends to base its decision on a legal provision which has not been made an issue in any
party’s pleadings, the right to be heard requires the court to bring this to the parties’ attention and to give them the
opportunity to comment on it. See Hotz, N 28 Art. 29 in: Ehrenzeller/Mastronardi/Schweizer/Vallender, Die
schweizerische Bundesverfassung, Kommentar, Zürich 2002.
13

Staehelin/Staehelin/Grolimund, Zivilprozessrecht, Zürich 2008, p. 118.

14

Art. 221 CPC.
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pleadings by the parties, including pleadings on the result of the taking of evidence. The Judges’
role is much more inquisitorial than that in common law countries, where Judges decide cases on
the basis of the arguments and evidence that the parties, through their lawyers, choose to present.
Accordingly, in Swiss and other European proceedings, a plaintiff must be reasonably certain to
have a case and should be in possession of most of the relevant information before he or she
starts legal proceedings. It is not possible to "build up" a case in the course of pre-trial discovery
proceedings because such proceedings do neither exist in the Swiss nor in other continental
European legal systems (see below). Filing a claim prematurely might not only result in
substantial costs for the plaintiff (Switzerland, like most other European countries, generally
applies the "loser pays" rule), but will also lead to res judicata which prevents the plaintiff from
bringing another claim regarding the same subject matter. While this system evidently is an
effective way to keep frivolous claims out of the courtroom, it also allows that decisions are made
based on an incomplete set of facts because the party burdened with the onus of proof was not
able to provide all necessary evidence to prove its case.
Continental Europe, English and Australian Courts all generally apply the rule that “costs follow
the event”. The issue of costs is also referred to in the paper “Window on the World – What is
different in arbitration”, and as arbitrations generally deal with costs in a similar manner to
Courts, we will not repeat the points here. However, there are certain other cost considerations in
Australian litigation that are worthy of comment.
Class actions in Australia are more commonplace than in England and continental Europe, where
they do not exist in the same form. Australian costs orders apply to all civil litigation including,
class actions, which means that lawyers for a proposed plaintiff needs to be very circumspect
about issuing class action proceedings. In the event that the claim is unsuccessful the lead
plaintiff can be made responsible to pay the defendants costs. In proceedings involving multiple
defendants, such costs can be massive.
While contingency fees exist and are sanctioned by law, in Australia, rules apply governing the
amount that a solicitor can charge their client in the event of a successful outcome. There remains
a judicial power to vary or modify any unreasonable contingency fee arrangement. In England

9

too, the possibility of contingency fees, again subject to constraints, has recently been introduced
by a set of detailed procedural reforms, known as the “Jackson Reforms”. It remains to be seen
how this will affect the broad practice of litigation.
One innovation peculiar to Australia is that in personal injury cases, the solicitor must attest to
the prospects of success and in the event that a claim is unsuccessful a solicitor can in certain
circumstances, be held to be personally liable for an adverse costs order. 15
Litigation funders are having an increasing impact in both English and Australian markets.

In

Australia, litigation funding is also becoming increasingly prevalent in class action litigation and
there are moves, afoot, to legislatively regulate the activities of litigation funders.
We should finally mention that both England and Australia have introduced similar procedural
reforms, deriving from the enquiry carried out into the Civil Justice System in the UK by Lord
Woolf. In England, these are generically referred to as “The Woolf Reforms”. The essential
purpose of the reforms was to build a culture less adversarial, where Court was viewed as a
measure of last resort and the parties encouraged to ensure that the issues in dispute at trial are
narrowed by early exchange of documentation, the use of pre-trial negotiations16 and pre-action
protocols. Case management by the Court is a key element of the reforms.
No U.S. Style Pre-Trial Discovery
While some countries have moderate forms of pre-trail discovery proceedings, none of the
continental European jurisdictions will allow a U.S.-style discovery.
Sitting between the narrow Swiss approach and the wide US approach, is the English approach to
discovery. English discovery is based on relevance to the issues and proportionality. The Civil
Procedure Rules set out pre-action protocol designed to ensure that a party is aware of the other

15

16

Consistent with most Australian states – See Civil Procedure Act 2010 (Vic)

Chief Justice Warren “the duty owed to the court: the overarching purpose of dispute resolution in Australia
(speech delivered to the Bar Association of Queensland annual conference, March 6th 2011).
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parties’ claims and the main documents relied on, before proceedings are commenced. Once in
litigation, a party must disclose to its opponent documents (i) on which it relies, (ii) which
adversely affect its own case or another party's case, and (iii) which support another party's case.
Disclosure is not automatic and will usually take place after the Court makes an order for
disclosure, but such an order is a standard part of the procedure. Usually, each party must conduct
a "reasonable search" for documents, and set out the extent of the search undertaken 17. It must
certify in a disclosure statement that, to the best of its knowledge, it understands and has carried
out its ongoing duty of disclosure.18 It is the party’s solicitors’ duty as an Officer of the Court to
ensure that searches are made and documents are disclosed.
The Australian approach is similar. There is an obligation to disclose to the other party … “all
documents in the person’s possession custody or control of which the person is aware and which
the person considers, are critical to the resolution of the dispute, such disclosure to occur at the
earliest time after the person becomes aware of the document or such time as the court may
direct”19
The concept of pre-trail discovery is unknown in Switzerland (as in most of the continental
European jurisdictions). In Switzerland, a party seeking to draw any legal conclusion from an
alleged fact or circumstance must prove the existence of such fact or circumstance, unless
otherwise provided for by law20. This legal provision requires the plaintiff to produce all
necessary evidence in order to substantiate its claim. Only in special circumstances, may a
potential plaintiff be allowed to ask the Court for evidence to be taken before a claim is formally
filed with the competent Court21.

17

A new practice direction (PR31B) including a recommended form of electronic documents questionnaire was
issued on 1 October 2010. It provides clarification and guidance on the disclosure of electronic documents.
18

Jonathan Speed and Rachael Bobin, in PLC Dispute Resolution Multi-Jurisdictional Guide, 2012, "Litigation and
enforcement in UK (England and Wales): overview"
19

Victorian Supreme Court Practice Note 1 of 2010.

20

Article 8 Swiss Civil Code.

21

Article 158 CPC.
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If a party is not able to produce sufficient evidence to support a relevant fact, it has to bear the
procedural disadvantage resulting from such lack of evidence.22 Further, a party only needs to
provide the evidence which supports its own position. Evidence which is detrimental to its case
does not need to be submitted to the Court voluntarily. Thus, the opposing party might never
become aware of the existence of such evidence. Should the opposing party, however, know of
the existence of such helpful evidence, it can request the Judge to order its production. That
request must specify the document and its relevance for the case with sufficient particularity (e.g.
the approximate date of the document, its alleged content, materiality of the document for the
respective case, etc). It is then up to the judge to decide whether he considers the requested
document to be relevant to the question at issue and whether it is therefore justified to order its
production.23 The requesting party has to show that its request is not a mere “fishing expedition”,
which is not permitted, but that it has reliable indications that the requested evidence actually
does exist (or at least establish that it should exist in the circumstances)
Should the party which is ordered to produce evidence fail to comply with the Court’s order, the
Court can take this behavior into account by drawing inferences when considering the evidence.24
This can result in the Court accepting the requesting party’s allegation as proven. For example: if
the plaintiff alleges that the defendant had stated in a document addressed to a third party that its
product had a design defect, and the defendant refuses to produce that document, the Court – in
the absence of a contractual obligation of the defendant to give the plaintiff access to this
document – cannot force the defendant to produce it. It will rather sanction the non-compliance
of the defendant by accepting the alleged written admission of a design defect as being true.25

22

Federal Supreme Court, Decision 2C.662/2009, February 2, 2010, c. 2.

23

Spühler/Vock, Urkundenedition nach den Prozessordnungen der Kantone Zürich und Bern, SJZ 95 (1999) Nr. 3, p.
42.
24
25

Article 164 CPC.

Thus, the defendant will quite likely only refuse to produce the requested document if it is even more detrimental
to its case than plaintiff claims.
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There are certain statutory obligations to submit evidence26, 27. If a party fails to comply with
those obligations, the Court may issue a separate order to compel production of the documents,
under penalty of a fine in the case of non-adherence. Further, in certain areas of law it is the
statutory duty of the Court to establish the relevant facts itself (principle of judicial investigation,
e.g. in divorce proceedings, in the field of child custody and support, in employment matters, and
in landlord/tenant matters). Since civil courts are not as well equipped as the criminal prosecution
authorities it is nevertheless required that the involved parties present their case and identify the
necessary evidence to prove it. The difference is that under the principle of judicial investigation
the Court can and has to request the production of additional evidence from the litigants or third
parties if such evidence is considered as relevant for the outcome of the proceedings.
A third party may be obliged by procedural and sometimes also substantive law to produce, upon
request by the Court or another judicial authority, all documents in its possession.28 In addition,
any person residing in Switzerland is obliged to testify if called on the stand by a Court.29 Only in
special circumstances are third parties allowed to withhold documents in their possession or
refuse to testify (e.g. if the witness is related to one of the parties, if the witness is bound by
professional secrets or if a specific privilege applies).30 A third party’s refusal to cooperate, to
submit documents or to testify as witness may be sanctioned by fines and may result in criminal
prosecution.31
The Court's freedom to assess the evidence submitted according to its own discretion is limited
by Article 29 (2) of the Swiss Constitution and Article 8 of the Swiss Civil Code which provide
that a party generally has a right to be heard in Court and to present evidence to support its claim

26

E.g. Article 170 Swiss Civil Code, according to which a spouse has the right to request information on the other
spouse's income, assets and acquired debts. This includes the production of related documents.

27

Spühler/Vock, Urkundenedition nach den Prozessordnungen der Kantone Zürich und Bern, op. cit., p. 41.

28

Vogel/Spühler, op. cit., p. 279; also Art. 160 CPC.

29

Art. 160 para. 1 lit. a CPC.

30

Vogel/Spühler, op. cit., p. 281-282; see also Art. 163 f. CPC.

31

Art. 167 CPC.
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in accordance with the applicable procedural rules. The Court may, however, nevertheless restrict
the amount of evidence admitted and make an anticipatory assessment of the relevant evidence if
it is convinced that any additionally or newly offered evidence is clearly superfluous, concerns a
legally irrelevant fact, or if the additionally offered evidence would not be able to change the
outcome of the proceedings in any way.32
Documents filed by the parties and their legal briefs are generally not accessible to the public.
Thus, unlike in the U.S and England, court dockets are not public information and only
accredited journalists can get access to selected documents from the file 33. Accordingly, it is very
difficult to find out what cases are on a Court's roll before a hearing in open court is scheduled,
and almost impossible for an outside person to monitor what is going on in such cases. In
practice, there is a high level of confidentiality, even if cases are litigated in state courts.
If evidence located in Switzerland is to be obtained by a foreign party for the use in foreign
proceedings, such party needs to proceed according to the rules of the Hague Convention on the
Taking of Evidence Abroad in Civil and Commercial Matters ("the Hague Convention") of 1970.
Not adhering to the rules of this convention may lead to criminal prosecution for illegal activity
for a foreign state as stipulated in Article 271 (1) of the Swiss Penal Code (PC) which reads as
follows:
"Whoever, without being authorized, performs acts for a foreign state on Swiss
territory that are reserved to an authority or an official , whoever performs such
acts for a foreign party or another foreign organization, whoever aids and abets
such acts, shall be punished with imprisonment and, in serious cases, sentenced to
the penitentiary."

32
33

Federal Supreme Court, Decision 4A.71/2009, March 25, 2009, c. 3.5.

In England, the Claim Form as filed is publicly available and trials are open to the public. Pleadings and other
documents filed in a case are not generally available unless referred to in an open Court. All High Court and Appeal
judgments can now be accessed on the Court’s website.
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However, Article 271 (1) PC does not apply to the gathering of evidence in connection with
foreign arbitral proceedings because arbitral proceedings are not considered state proceedings,
and the taking of evidence to be introduced in arbitration is therefore not an act on behalf or at the
behest of a foreign state. Therefore, one is not required to obtain official authorization to gather
evidence in Switzerland for the use in arbitral proceedings.34
The performance of an act for a foreign state includes the collection of any evidence, be it
through witness statements (e.g. the taking of depositions35) or by means of documents. Article
271 (1) PC does not apply if documents are offered voluntarily. 36 Hence, if a Swiss witness has
to give a witness statement in accordance with the procedures of English litigation, it is best done
outside Switzerland to avoid falling foul of these provisions. Informal contacts intended to
determine whether a possible witness could be helpful regarding future proceedings are
admissible as long as the information received during such meetings is not submitted as evidence
in foreign proceedings.37
In Australia, documentary evidence including experts reports that a party intends to rely upon at
trial are required to be exchanged prior to trial.

38

Fast tracking procedures apply to ensure the

expeditious hearing of cases (case management). The procedures are applied to litigation and
limitations imposed on interlocutory processes such as Discovery and Interrogatories. 39

34

Schramm, Entwicklung bei der Strafbarkeit von privaten Zeugenbefragungen in der Schweiz durch Anwälte für
ausländische Verfahren, AJP / PJA 2006 p. 491 f; p. 492.

35

Donatsch, Art. 271 Ziff. 1 StGB und das Recht auf Befragung von Entlastungszeugen, p. 590 in: Festschrift für
Stefan Trechsel, Zürich 2002.
36

Hopf, Nr. 15 to Article 271 in: BSK-Strafrecht II, Art. 111-392 StGB, 2nd edition, Basel 2007.

37

Hopf, Nr. 15 to Article 271 in: BSK-Strafrecht II, Art. 111-392 StGB, 2nd edition, Basel 2007

38

Victorian Law Reform Commission ,Civil Justice Review Report no 14 (2008)

39

Ibid

 15 

The Judgment
In the tradition of civil law, judgments usually follow a more or less similar structure. They
should clearly distinguish between procedural history of the case, the parties' allegations, the facts
as established by the Court, the Court's application of the law to the relevant facts, and the
reasons for the Court's decision. The decision should deal with all material arguments raised by
the parties in order to enable the losing party to challenge the Court's findings on appeal.
Court sessions are generally open to the public. However, proceedings in matrimonial and family
law matters a never open to the public40 and the public can be excluded if protected interest of the
parties so request. The deliberations amongst the judges of the Federal Supreme Court are held in
open court, while only in a minority of the states the deliberations of the Courts of lower instance
can be attended by the public. In practice, however, many legal proceedings are conducted as
written proceedings with no oral argument in open Court, in particular in commercial matters41.
In both Australia and England, many cases are referred to mediation and conciliation with
compulsory pre trial conferences to encourage settlement negotiations.
In personal injury cases both verdict and damages awards are determined by the trial judge. Few
jury trials exist for personal injury claims. This is part of a trend towards restricting the right to a
civil jury trial. It has been abolished in South Australia and restricted to claims for defamation,
fraud, malicious prosecution, false imprisonment, and breach of promise of marriage in Western
Australia. In Tasmania it exists for most claims except MV personal injury, but is rarely used.
Civil jury trial are rarely used in Queensland. In NSW, significant statutory limitations are
applied. In ACT, Northern Territory and the Federal Court, there is no prima facie right to a civil
trial. Victoria is the one state of Australia in which the right to a jury trial still exists, but
consistent with the national trend, is in decline.

40
41

Article 54 CPC.

The parties have a right to at least a final oral argument but can waive it, which is often done in complex
litigations; Article 232 CPC.
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Punitive and exemplary damages awards are extremely rare and in any event are not covered by
policies of insurance. There have been few cases in which awards have been made, notably in an
asbestos litigation case and a case against a tobacco company (subsequently the verdict was
overturned on appeal).42
Awards of damages in personal injury cases are now capped as a result of significant tort law
reform in Australia in 2004. For example in NSW general damages for a personal injury claim is
limited to $385,000, with entry thresholds applying. To obtain an award of general damages a
plaintiff must establish a threshold of disability of 15% (loss of bodily function) of a maximum of
$385,000 ie $57,800. If they cannot do so they have no right to any general damages ( ie pain
and suffering , loss of enjoyment of life ) They must reach the threshold to have a right to claim ,
but still have a right to claim for special damages such as loss of earnings , medical and like
expenses etc.
The result of these changes is that there has been a dramatic reduction in personal injury
litigation, particularly in the area of medical malpractice and public liability slip and fall cases.
An observation of Justice Ipp in the Ipp report of 2007 was that as a result of the reforms many
people significantly suffering a disability, have no right to sue and receive compensation for
general damages. Allied to the costs indemnity rules, Australia has observed a dramatic reduction
in personal injury litigation.
One of the significant results of Tort Law Reform in Australia was the change that occurred in
the area of joint and several liability and proportionate liability. One of the consequences of the
changes to the proportionate liability laws is that for non personal injury claims , plaintiffs are
now very careful as to who they sue .ie only sue defendants with assets or insurance. Failure to
do so could result in a Pyrrhic Victory, with unsatisfied costs orders. This reform has resulted in a
genuine benefit to insurers in relation to property damage and economic loss claims as there as
their exposure is no longer to a joint and several liability.

42

Mc Cabe v British American Tobacco Australia Services Ltd [2002]VSC73 and see also XL Petroleum(NSW) Pty
Ltd v Caltex Oil (Australia) Pty Ltd (1985) 155CLR 448
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Appeal Proceedings
In Switzerland, there is usually one layer of appeal on a state level, with the Federal Supreme
Court above them as the highest Court in Switzerland. A few states also have Commercial Courts
which hear commercial cases only. Where there is a Commercial Court, it is the only instance on
a state level and there is only one instance of appeal, the Federal Supreme Court.
In most states of the Swiss confederation, first instance cases which are open to an appeal are
heard by a panel of three or five district judges43. Appeals on the merits on the state and the
federal level are heard by a panel of three or five judges as well. The Court speaks with one
voice. Dissenting opinions are only given in very exceptional cases.
Conversely, it is not unusual for there to be a dissenting opinion in an English Appeal Court.
Both in the Court of Appeal and in the Supreme Court, it is the practice for each Judge to set out
his judgment. This may simply be to agree with the leading judgment. It may expressly agree
with the leading judgment, but adding comment on certain issues, or additional issues. It may
even be a full judgment reaching the same conclusion as one or more of the others, but for
different reasons. It may also, of course, be a dissenting judgment.
In a monetary dispute, a decision from a Swiss first instance Court can be appealed if the amount
in dispute is at least CHF 10'000 (currently approx. USD 10'700). The threshold for an appeal to
the Federal Supreme Court is CHF 30'000 (currently approx. USD 32'000), and CHF 15'000 in
employment or tenant/landlord cases. Some exceptions to these rules apply for cases of general
importance and interest. Unlike many common law jurisdictions, no leave from the Court is
required to appeal a case to the next higher instance.
While the second instance can review a case in its entirety, including the proper finding of the
facts44, the Federal Supreme Court is bound by the facts as established by the trial Court and will
only review the proper application of the law45.

43

There are, however, states where all first instance cases are hear by a single judge (e.g. Geneva).

44

Article 310 CPC.
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England also has two layers of appeal. Leave to appeal to the Court of Appeal can be given by
the first instance Judge. He may do so, for example, if he considers the issues to be finely
balanced and important or if he would like to have decided otherwise but could not because of a
precedent set by a previous Appeal Court decision in another case involving like issues. If the
Judge does not give leave, the party can apply for leave to the Court of Appeal. Likewise, the
Court of Appeal can give leave to appeal to the Supreme Court, failing which the party can apply
to the Supreme Court for leave. By way of example, in AFG and WASA v Lexington46, a
leading international reinsurance case, AFG and WASA won at first instance. The Judge refused
leave to appeal, but the Court of Appeal granted it and overturned the decision unanimously (30). The Court of Appeal refused leave to appeal, but the House of Lords (the final Court of
Appeal until replaced by the Supreme Court in 2009) granted it and unanimously (5-0)
overturned the Court of Appeal (although not on entirely the same grounds as the first instance
Judge). Two of the five Judges gave full judgments. The other three judgments followed one or
other (or both) of the full judgments, but also made additional comments.
Rights of appeal to the High Court are not automatic in Australia either. Special leave application
is required and if granted a party may apply to the High Court by way of appeal. Many
applications are unsuccessful.
Summary and Conclusions
The common law and the civil law systems are very different and have led to different legal
cultures in the respective countries. It had been said that common law lawyers think in pictures
rather than in abstract concepts and systematic47. In the pure form of civil law, however, there is
only one way to come to the just solution – and it is found in a process of deduction.

45

Pursuant to Article 97 of the Federal Act on the Supreme Court ("SCA") the Supreme Court may correct facts
which are obviously wrong.
46

AGF Insurance Co Ltd & WASA International Ins Co Ltd v Lexington Ins Co [2009 UKHL 40]

47

Zweigert and Kötz, cited by Geoffrey Samuel, Elgar Encyclopedia of Comparative Law, M.A. 2006, p. 149.
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The fact that the United States have become a much more litigious place than Europe, however,
has little to do with the distinction between common law and civil law, but much to do with
higher or lower barriers to carry a dispute into the courtroom. The European combination of the
loser pays rule and the fact that one must have the most important pieces of evidence in one's had
before starting legal proceedings is generally a disincentive to start legal action in a European
civil law jurisdiction. Of course, the same loser pays philosophy applies in England, to similar
effect. In Australia, tort law reform lead to a dramatic reduction in litigation. This operated in one
way or another to the benefit of the insurance industry, and has encouraged international
participation in the liability market.
In the United States, on the other hand, the absence of a substantial financial risk in starting legal
proceedings combined with the possibility of finding relevant evidence during discovery to
further develop the case after it is filed, encourages a potential plaintiff to at least try to get
something with the help of the Courts. Similar considerations apply to the nature of damages. In
England and continental Europe, it is extremely exceptional to have a case where punitive
damages are sought, let alone awarded. Damages are assessed by Judges on a restitutionary basis,
to put a party in the position he would have been had the wrong not occurred. On the other hand,
the prospect of a U.S. jury awarding high punitive damages is an enticing one to the U.S. plaintiff
bar, whose contingency fees mean they will probably share in their client’s good fortune.
What continental Europeans struggle most with in the United States is that they can be sued by
people who do not have a good case, nevertheless have to disclose an abundance of documents
and finally end up picking up their own costs even if they win.
What Americans struggle with most in continental Europe is that they might have a case, but do
not have the evidence to prove it and only limited means to get a hold of such evidence, although
it might exist.
Whilst litigating in England will at least be more familiar to Americans, as a common law
system, the restrictions on discovery, lack of juries, lack of punitive damages and very different
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ways of obtaining and presenting witness evidence, mean that even litigating in another common
law country can seem a very foreign experience.48
Which system is to be preferred is a judgment call and a decision for each democratic society to
take on its own. However, history has demonstrated that a democratic society is usually reluctant
to change the legal system in which it has grown up and, unfortunately, does not even question its
system unless it produces terribly unsatisfactory results. This is a pity, because there is an unused
potential for the different legal cultures to learn from each other and improve their respective
judicial systems in an evolutionary process – just another reason to continue to discuss
international topics at the events of the Federation of Defense and Corporate Counsel.
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The procedures for obtaining and presenting witness evidence in English Courts are similar to those adopted in
English arbitrations, and are discussed in “Window on the World – What is Different in Arbitration”.
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WINDOW ON THE WORLD
WHAT IS DIFFERENT IN ARBITRATION?

Arbitration is a contractually agreed process designed to produce binding decisions in disputes outside of the
constraints of a national Court system. Some 148 countries have signed up to the 1958 New York Convention
on international commercial arbitration, thereby ensuring truly international recognition and enforcement of
arbitral awards. Indeed, an arbitration award is now generally more readily enforceable across borders than a
Court judgment. Indeed, Lord Mustill, an English Lord of Appeal, and author of “Mustill & Boyd”1, the leading
treatise on arbitration, has opined that:

“This convention has been the most successful international instrument in the field of arbitration, and
perhaps could lay claim to be the most effective instance of international legislation in the entire
history of commercial law.”
Likewise, the UNCITRAL2 Model Law has been adopted by many countries into their own arbitration legislation.
International arbitration institutions have emerged in the major commercial centres of the world, often basing
their administration and procedures on the UNCITRAL Model Rules. Arbitration legislation based on the
UNCITRAL Model Law has been adopted in both civil and common law jurisdictions. In Australia, for example,
an arbitration act based on the old English Arbitration Act was replaced in 2010 by an International Arbitration
Act based on the UNCITRAL Model Law. Yet despite this internationalisation and apparent harmonisation,
there remain many important differences in the arbitral process as practised in different jurisdictions, which
can catch the unwary by surprise – not only between civil and common law systems, but also between two of
the most developed common law systems in the world, USA and England.

It so happens that USA and England are probably also the two most usual venues for insurance and
reinsurance arbitration, certainly when involving insurers/reinsurers from those two countries, or indeed
Bermuda. In broad terms, the venue of an arbitration constitutes its “seat” (subject to very rare exceptions),
and the seat determines the procedural law (also known as the “curial law”) of the arbitration. It is the
1
2

Lord Mustill, Arbitration: History and Background (1989) 6:2 J. Int’l arb. 43
UNCITRAL is the United Nations Commission on International Trade Law

procedural law which determines how the arbitration will proceed. It is usually, but not always, the same as
the substantive law applicable to the insurance/reinsurance contract concerned. A notable exception to this is
the Bermuda form contract, in which the policy is expressly subject to New York law, but arbitration takes
place in London, in accordance with English procedural law.

Each seat had its own arbitral history, sometimes longstanding, others more recent. That history inevitably
affects a jurisdiction’s current law and practice, even where legislation is premised on the Model Law . It is
therefore interesting before dealing with the main differences in the arbitration process between the UK and
the USA, to look at a broad picture of arbitral history. It is, of course, a complex story involving many
countries, so the following will do little more than scratch the surface and will almost inevitably include some
outrageous generalisations!

Historical background

Arbitration in one form or another has featured in many cultures for a long time. The reasons for the growth
of an arbitral process in diverse locations and at different times, were often broadly similar. Official legal
systems had a tendency to be slow. Access to Courts tended to be an expensive and inflexible, formulaic
process applying laws unsuited to a new and developing world of commerce. Indeed, the Judges probably
were not drawn from the newly growing merchant classes and were not qualified to understand disputes
involving technicalities of trade. As long ago as 1st December 1663, the famous London diarist, Samuel Pepys,
visited the Court of King’s Bench to watch a marine insurance case being tried. His diary entry includes the
following comment:

“To hear how Counsel and the Judge would speak as to the terms necessary in the matter would make
one laugh”.

The merchantmen of the City of London at that time were not happy that the Courts really serviced their needs
or understood their business. Trade was growing and disenchantment was growing with it, but it was not until
a century later that the then Lord Chief Justice, Lord Mansfield, took a direct interest in the efficient resolution
of mercantile disputes. He adopted the practice of sitting regularly at the Guildhall in London during his 32
years as Lord Chancellor, between 1756 and 1788. Under his influence, consistent principles of mercantile law,
especially in relation to bills of exchange, insurance and shipping, were developed. Incorporation of mercantile
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usages into English law was achieved by his practice of empanelling a body of jurors, who were experienced
merchants from the City, to hear cases with him. Their decisions would not be binding, but he would
incorporate their verdicts on questions of mercantile usage into his judgment.

However, these procedures were simply practices of Lord Mansfield, and were not enshrined in the law or the
rules of Court. With his passing, the practice gradually fell away to be replaced by a return to the more rigid
and formulaic Court rules and procedures. Nevertheless, what it had done was to introduce the concept of a
court supported system involving merchantmen in the resolution of their commercial legal disputes.

The return to the old strict legal processes coincided with a period of exceptional commercial and trading
activities. During this time, in 1871, the first Lloyd’s Act was passed. This could be seen as a barometer of the
increase in commerce and the resultant need for the growth of insurance. Business and the British Empire
were booming. In America, heading for its first centenary since the Declaration of Independence, business was
also thriving. It was at this time that Levi Strauss patented the still ever-present blue jeans with copper rivets!

In 1869, in London, a Judicature Commission was set up to look into the Court system generally. The City
made great efforts to persuade the Commission to recommend the establishment of tribunals of commerce, or
judicial arbitration. Here are two snippets from witnesses who gave evidence to the commission:

“To guard myself against the possibility of litigation, this is the clause which I have inserted in my form
of charter parties:

‘Should any difference arise between the owners and the charterers as to the meaning and
intention of the charter party, the same shall be referred to three parties in London, one to be
appointed by each of the parties hereto and the third by the two so chosen, and their decision,
or any two of them, shall be final and binding …’”

This sort of phraseology still has a familiar ring today. Another submission stated:

“The number of arbitrations that take place daily in London is extremely numerous, and there is both in
the Baltic Coffee House and in other large centres of trade, a regular system of arbitration. At Mark
Lane there is a system of the kind”.
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These locations remain the centres of business in the City of London. The Baltic Coffee House became the
Baltic Exchange, which is now right next to the Gherkin – the Swiss Re building. The London Underwriting
Centre is now in Mark Lane.

Disenchantment with the law was causing business to take its dispute resolution into its own hands by way of
arbitration. The report of the Judicature Commission noted that the judiciary lacked technical knowledge of
commerce. It recommended that commercial actions be tried by a Judge assisted by two business assessors –
thereby borrowing from concepts of arbitration. This did not, in fact, happen, but the ensuing interaction
between commercial arbitration and the judicial system led to the development of the Commercial Court.
Supervision and promotion of arbitration by the Commercial Court was to become a theme over the years.

It may, indeed, be that this coexistent development of the English Commercial Courts and the arbitration
process influenced the development of “ad hoc” arbitration in London, rather than institutional arbitrations.
Even the more recently formed arbitration bodies in London, such as the London Court of International
Arbitration and, in insurance and reinsurance, ARIAS (UK), provide only a very basic framework for arbitration,
rather than the much fuller and more formulaic provisions contained in, for example, the rules of the Paris
based ICC.

It was in continental Europe that institutional arbitration came to flourish, beginning in Italy, which had
developed a very advanced and organised commercial and trading community at an early stage. Exclusive
power over such activities was often exercised by Guild tribunals. Whilst they may not have enjoyed the full
force of legal support and enforcement now enjoyed by the arbitral process, the social and business
consequences of falling foul of your Guild were usually potentially serious enough to ensure compliance with
its arbitral awards. Accordingly, the systems of mainland Europe, and those which are derived from them,
tended to favour institutional arbitration, whereas the English system had few such institutions.

In America, as in Europe and the UK, mercantile and commercial dispute resolution was in the early stages of
an important period of development when, on 4th July 1776, the American Declaration of Independence was
signed. Accordingly, whilst the US system of arbitration has its roots in the English common law system, most
of its development has been independent of that system, but growing from the shared background. As in
England, there was no tradition of institutional arbitration in the USA, but it was also a long time before
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statutory reinforcement of the arbitral system and consequent Court support (which had been adopted in the
English and Commonwealth jurisdictions for some time) was adopted in the USA.

The more hostile

relationship between the Courts and the arbitral process therefore seems to have remained for longer in the
USA than the other common law systems, and it even appears that some vestiges of this still remain,
notwithstanding the primacy of arbitration as provided for in the Federal Arbitration Act. In any event, the US
system of arbitration developed on a separate course from either continental Europe or the other common
law countries, alongside a Court system that was also developing separately but from common law roots.

In all of these cases, it is inevitable that features of the respective jurisdiction’s Court processes found their
way into the respective arbitral processes. It is a tendency amongst arbitrators to adopt and adapt procedures
with which they are familiar and therefore comfortable.

Before turning to the major differences that have emerged between arbitrating in the USA and in England in
particular, I should acknowledge Lord Mustill’s article “Arbitration: History and Background”, written for the
Journal of International Arbitration in 1989, and upon which I have drawn heavily, but not exclusively, in the
above tour through arbitral history. Lord Mustill’s article is far more learned than my brief excursion!

The differences

Some of the differences between arbitrating in the USA and England are based on their respective Arbitration
Acts, and others simply on practices that have developed in the different jurisdictions, although the
development of the law and practice are, of course, seldom unrelated. Equally, arbitration clauses and
practice can vary between different fields of commerce concerned. In this paper, my focus is on insurance and
reinsurance arbitrations. I also propose to restrict myself to some of the more striking differences that may
take the unwary by surprise when arbitrating in the other’s jurisdiction.
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1. The “Tribunal” and the “Panel”

The different words used in England (“tribunal”) and in the USA (“panel”) describe bodies of arbitrators with
very different dynamics. In both countries, the arbitration clause in an insurance/reinsurance contract will
generally provide for a three man panel or tribunal providing for the parties to appoint a member each, with
an appointment mechanism for the third member.

Focusing for the moment on the two party appointed arbitrators, it should be noted that, in England, they
have to be impartial and act entirely independently of the parties3.

Accordingly, the party appointed

arbitrators should not have private conversations with their appointing party about matters in dispute in the
arbitration. This applies both before and after they are appointed, although it is possible prior to appointment
to discuss availability, conflicts of interest, qualifications and terms, with a proposed party appointee. What
one cannot do is discuss his views on the merits of the actual dispute in question.

In the case of institutional arbitrations, such as the ICC, the arbitrators’ remuneration and terms will probably
be in accordance with the institution’s rules and, accordingly, these should not be discussed either. The ICC
has to approve arbitral appointments and, if there is any hint of inappropriate discussion between the
arbitrator and an appointing party, the ICC will not give its approval.

As a result, a party will normally appoint an arbitrator who it believes will understand the issues and decide
them fairly, but who it also believes will appreciate the appointing party’s arguments. After appointment,
there is no ex parte contact between the arbitrator and its appointor concerning the substance of the
arbitration. All communications between the appointor and its arbitrator must be copied to the whole tribunal
and the other party. Hence, there are no reports between arbitrator or appointor of what the tribunal may be
thinking and the parties have to rely on indications given by the tribunal during the course of the arbitration,
just as they would in a Court process. This is equally true in arbitrations in civil law countries, in former
Commonwealth common law countries and, indeed, in the rules of all major international arbitral institutions
of which I am aware.

3

Sections 24 and 55, the Arbitration Act 1996.
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The process of allowing ex parte contact between an arbitrator and its appointing party up until that contact is
cut off by the tribunal (very often immediately prior to the pre-hearing briefs) is, to the best of my knowledge,
exclusively American. The American arbitrator can therefore, in essence, be an advocate for its party’s case
within the panel discussions and is tasked with ensuring that the other panel members understand its
appointing party’s arguments. That is not to say that he is a “hired gun” (although this is not unknown). He is
supposed to, and no doubt in the vast majority of cases does, vote his conscience when it comes to making
decisions in the arbitration.

However, these different rules obviously create very different dynamics within the panel or tribunal and, in
turn, give rise to different considerations being applied when choosing one’s arbitrator.

Very often, a US arbitration clause sets out a process for appointment of the third arbitrator which is very
different from that in the typical London market clause. Again, England is more allied with the Commonwealth
common law countries, civil law countries and institutional arbitration bodies in this respect. The common
process contained in many US arbitration clauses, whereby each party’s arbitrator nominates three potential
panel chairmen, after which the opponent strikes two and lots are drawn between the remaining two
nominees (often implemented by reference to the Dow Jones closing odd or even), is very rarely encountered
in a London market insurance or reinsurance contract, or in continental European contracts. It is perhaps fair
to say that, even in the USA, there has been a move towards reference to an appointor, possibly ARIAS, in the
absence of agreement on the identity of a third arbitrator. Again, the process that is adopted will have an
effect on the parties’ consideration of potential third arbitrator nominees.

The usual London market clause will provide for the arbitrators to agree on a chairman between them. They
may consult with their appointors on this (and the ARIAS (UK) rules expressly allow for such consultation), but
do not have to. They may just get together and agree a third arbitrator, a process which is probably rendered
simpler by the fact that they are both truly independent of the parties in their deliberations and decisions. In
the absence of agreement between the arbitrators, a London market clause will normally provide for a default
appointor, which may be the Chairman of Lloyd’s or another insurance industry body, with ARIAS (UK) being
increasingly popular in more recent clauses.

However, a major difference arises between the English and other arbitral systems where the arbitration
clause provides for the appointment of an Umpire, rather than a third arbitrator or chairman. Historically, in
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England, an Umpire only enters into the reference as a decision-maker if, and when, the two party arbitrators
disagree on something. At that point, he takes over from the two party arbitrators and the arbitration,
henceforth, is heard by him as sole arbitrator. This process is recognised in Section 21 of the 1996 Arbitration
Act and also in Rule 2.16 of the ARIAS (UK) Arbitration Rules. It is a process that has rather fallen out of favour
in practice, such that very often, even if the Arbitration Clause provides for an Umpire, the parties agree to a
third arbitrator/chairman instead, so that all decisions will be decided by the three man tribunal. As the
arbitration is a creature of their contract, it is open to the parties by agreement to vary the provisions of the
arbitration clause. Most modern London market arbitration clauses provide for a three arbitrator tribunal with
a Chairman, not an Umpire.

2. The Award

I will move straight from the formation of tribunal or panel at the outset of an arbitration, to their duties in
making the award at its end, as these duties also have an effect on the dynamics of the tribunal and on the
considerations that go into arbitrator appointment.

Under Section 52(4) of the Arbitration Act 1996, English tribunals have to give a reasoned award, absent
agreement of the parties to the contrary (which is very unusual)4.

Like a Court judgment, a reasoned award,

sets out the award made and the reasoning behind it. A dissenting arbitrator will also set out his reasoning.
Although it is well established that arbitration awards are confidential in England, the reasoning is,
nevertheless, useful to the parties in that it explains the decision made and delineates the position as between
them for future reference. It follows that an award made by a tribunal must be capable of reasoned support,
which militates against purely compromise awards that are incapable of support by reasoned argument. The
reasoning is also necessary for the parties to consider whether it is appropriate to invoke the very limited
rights, which exist in England, to appeal on points of law.

As in the USA, an English award may be challenged on the basis of what may broadly be described as arbitrator
misconduct or lack of jurisdiction. Indeed, this is true of most jurisdictions, albeit that there are differences
between them as to the detail of the grounds available. However, the major difference between (in this case)
England on the one hand and most other jurisdictions on the other, is that the 1996 Arbitration Act provides
4

An agreement to dispense with reasons will constitute an agreement to exclude the Court’s appellate jurisdiction under
the 1996 Arbitration Act Section 69(1).
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for appeals of awards in arbitrations which have their seat in England and Wales, on questions of law5.
Appeals on questions of law are not contemplated by the UNCITRAL Model Law. Hence, for example, when
Australia replaced its arbitral legislation, which had been based on English legislation, with the Australian
International Arbitration Act in 2010, based on the UNCITRAL Model Law, the right to appeal on points of law
was lost, unless the parties agreed otherwise (and even then leave of the Court would be required). This
change was challenged as unconstitutional in that it delegated to tribunals the Courts’ powers of deciding
issues of law, with the result that an award which was wrong in law would still be enforceable by the Court6.
The Court upheld the constitutionality of the Australian International Arbitration Act, its reasoning including
the following:

“The inability of the federal court, as a competent court under articles 35 and 36 of the Model Law, to
refuse to enforce an arbitral award on the ground of error of law appearing on the face of the award
does nothing to undermine the institutional integrity of the Federal Court. Enforcement of an arbitral
award is enforcement of the binding result of the agreement of the parties to submit their dispute to
arbitration, not enforcement of any disputed right submitted to arbitration.

The making of an

appropriate order for enforcement of an arbitral award does not signify the federal court’s
endorsement of the legal content of the award any more than it signifies its endorsement of the factual
content of the award”.

The Australian Court also noted that:

“… The common law jurisdiction to set aside an award for error of law apparent on the face of the
award was an exception to the general rule that parties must abide by their agreement to accept an
arbitrator’s determination”.

That common law exception to the rule was retained by English law in its 1996 Arbitration Act, even though
that Act incorporated many others of the UNCITRAL Model Law concepts. Section 69 of the 1996 Arbitration
Act sets out the basis on which an award can be appealed on a point of law:

5

It should be noted that English Courts view questions of foreign law as questions of fact. The foreign law has to be
proved by expert evidence. Accordingly, the right to appeal on a point of law does not apply to the decision on foreign
law of a tribunal with its seat in England.
6
Air-Conditioner (Zhongshan) Co Limited v The Judges of the Federal Court of Australia [2013] HCA5
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“(1)

Unless otherwise agreed by the parties, a party to arbitral proceedings may (upon notice to the
other parties and to the tribunal) appeal to the court on a question of law arising out of an
award made in the proceedings.
An agreement to dispense with reasons for the tribunal’s award shall be considered an
agreement to exclude the court’s jurisdiction under this section.

(2)

An appeal shall not be brought under this section except –
(a) With the agreement of all the other parties to the proceedings, or
(b) With the leave of the court.”

These are high hurdles to jump, particularly as the Court takes a very restrictive view, so few awards actually
make it to appeal. It is therefore very unlikely that you will end up in a Court on appeal from an English
arbitration award.
If these hurdles are cleared and the Court takes the appeal, it has wide powers7. Section 69(7) of the
Arbitration Act 1996 provides:

On appeal under this section the court may by order –
(a) Confirm the award
(b) Vary the award
(c) Remit the award to the tribunal, in whole or in part, for reconsideration in the light of the court’s
determination, or
(d) Set aside the award in whole or in part.”
However, two recent decisions served to illustrate the limitations of the appeal process in setting legal
precedent. One case related to the recoverability under reinsurance contracts of various claims, including
accelerated claims for future losses arising out of inwards policy buy-backs and commutations (IRB Brasil
Resseguros S.A v CX Reinsurance Co8). The other related to whether the 9/11 attack on the Twin Towers
constituted one loss or two losses under the reinsurance in question (Aiowi Nissan Dowa Insurance Company v

7

Although arbitration awards are confidential, they may be referred to in Court on appeal and in that way can therefore
become public.
8
[2010} EWHC 974 (Comm)
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Heraldglen Limited and ANR9). In both cases, the Court found that the tribunals had applied the correct law in
reaching their respective decisions. This meant that the tribunals were entitled to reach the decisions that
they did. However, it would also have been possible in both cases that by application of the same correct law
to the facts, the tribunal could have reached a different conclusion. Accordingly, it did not necessarily follow
that, had the matter been heard in Court from the outset instead of arbitration, the outcome of the case as to
coverage in CX Re and the number of claims in the WTC case, would have been the same.

3. “Disclosure” and “Discovery”

Again, different words used in England and the USA to describe similar, yet very different, processes. I do not
intend here to go into detail on this topic, as it has already been covered in the paper entitled “Window on the
World – What is Different in Europe and Australia”, in relation to litigation. In both England and the USA,
arbitrators tend to adopt discovery processes similar to those in the Courts of the seat – which, in the case of
England, means the Commercial Court in London. One point to underline is the difficulty of obtaining third
party discovery in England. There are no depositions for discovery purposes. Nevertheless, a third party
documentary disclosure request has to be specific as to what is sought, must be proportional and necessary
and will require a Court Order in support, pursuant to s43 -44 of the 1996 Arbitration Act. An arbitrators’
authority only extends to the parties to the Arbitration Agreement (the arbitration being a creature of
contract) so he has no authority to order third party discovery. Third party discovery is regarded very much as
the exception, not the rule.

In continental Europe, third party discovery is not generally possible at all. As a result, a third party discovery
order made by a US Panel against a continental European national or company may prove impossible to
enforce in the jurisdiction concerned. It may even prove impossible to enforce in England if it does not comply
with English law.

In reinsurance disputes or coverholder disputes, for example, there may often be substantial volumes of
underwriting and accounting records involved. In dealing with party discovery, an English tribunal will look at
the proportionality of any disclosure suggested and may well incorporate inspection provisions (reinsurance
treaties and coverholder agreements, for example, will often include such a right anyway), and include

9

[2013}EWHC 154 (Comm)
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sampling techniques in order not to create over-burdensome disclosure requirements and to keep a control on
costs.

International arbitral institutions’ rules tend to follow a different route, more akin to the civil law positions in
litigation. Generally, in institutional arbitrations, the parties produce the documents upon which they intend
to rely at the same as they serve their pleadings, as annexures. If one party requires production of documents
from another, it specifies the documents required in a request served on that party and the tribunal. The
other party then gives its views on the request and, to the extent that any documents or categories of
documents are declined, the tribunal will make a ruling. In this respect, a tribunal will not countenance a
“fishing expedition”. The documents have to be shown to exist, or at least to be documents that should exist,
and their relevance to the issues pleaded will have to be established. If a party fails to produce documents
which it has been ordered by the tribunal to produce, the sanction generally is that the tribunal will draw
adverse inferences from that failure (unless, of course, there is a compelling explanation for it).

4. Witnesses

Whilst witness evidence may fall under the general ambit of “discovery” in the USA, in England it is an entirely
separate matter from “disclosure” (which relates only to documents, electronic or otherwise). As in English
Court proceedings, there is no process of depositions in English arbitration. The English procedure is to
exchange written Witness Statements (mirrored in most international arbitrations and indeed in English
litigation).

In summary, in England, written Witness Statements are exchanged and stand as the witness’ evidence in
chief, so that at the hearing he goes straight into cross-examination. The Witness Statement is, therefore, a
detailed document, which cross refers to the documentation and must be accurate to the witness’ best
recollection. If the Witness Statement is incorrect or exaggerates points, it is highly likely that the witness will
be tripped up on cross-examination with the risk that other parts of his evidence may also be considered
tainted. He will have had a considerable amount of time to consider his evidence and reduce it accurately to
writing, with the assistance of lawyers, to ensure that it says what he means it to say.

An English arbitration adopts the same procedure of exchange of written Witness Statements in respect of
expert evidence that the tribunal may allow (in which respect a tribunal comprising experts may be more
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difficult than a Court to persuade that yet further expert evidence is needed). A common procedure in English
arbitration, which often can strike trepidation into the hearts of overseas clients and lawyers who are not
accustomed to it, is the meeting of the expert witnesses without clients or lawyers present, with a view to
identifying areas of agreement and defining their differences10. At the end of the meeting, the experts usually
produce a joint memorandum which sets out points on which they have agreed and explains points on which
they differ. Although the meeting itself is generally held on a without prejudice basis, this concluding
memorandum usually forms part of the record of the arbitration and is filed with the tribunal. This procedure
may be included in an English tribunal’s procedural directions. It is, therefore, an important constituent of the
expert evidence. To this extent, neither the instructing solicitors nor the appointing client has control over the
experts’ evidence. Indeed, in England, the expert witness is considered an independent expert who owes his
primary duties to the tribunal rather than his appointing party.

5. Costs

The position on costs again tends to mirror the litigation practice of the seat of the arbitration. In England,
costs are dealt with in Section 61(2) of the 1996 Arbitration Act, which confirms this treatment:

“Unless the parties otherwise agree, the tribunal shall award costs on the general principle that costs
should follow the event except where it appears to the tribunal that in the circumstances this is not
appropriate in relation to the whole or part of the costs”.

Hence, in England, as indeed in Europe and in institutional arbitrations generally, the usual rule is that the loser
pays the winner’s costs (i.e tribunal fees, lawyers’ fees and disbursements), whereas, in the USA, it is rare for a
losing party to be ordered to pay such costs, unless that is specifically contemplated in the wording of the
arbitration clause.

Common Ethos

Of course, these differences are really only different ways of achieving the same end, the fair and just
resolution of disputes applying whatever law and practices the parties have agreed upon. England, USA,
continental Europe and Australia are all serious legal and commercial centres (and, of course, are not the only
10

This is also a standard process when dealing with expert witnesses in English Court proceedings.
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ones). Their domestic laws embrace and promote arbitration and ensure that its results are enforceable. As a
result of the New York Convention, arbitration is the most internationally acceptable and enforceable form of
dispute resolution. There is a strong common ethos with a common goal, but it is important to know and
understand the route to that goal which the seat of arbitration adopts, and indeed to realise that when
designating the seat in the arbitration agreement.

Stephen Carter
Partner
Carter Perry Bailey LLP
London, UK
stephen.carter@cpblaw.com
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I.

INTRODUCTION
Corporate survival in a changing economy requires companies to adapt. Currently, there

are daunting challenges corporations and insurers must tackle due to the growth of social media
and an economy that is still recovering from the downturn of the past few years. These issues
have a direct impact on not just retaining current employees, but recruiting those entering the
workforce as well. Moreover, there must be a greater commitment to understanding the needs of
the new labor force that are drastically different than those of the Baby Boomer generation.
The insurance industry faces a major obstacle in both retaining and recruiting new talent.
New and future entrants into the workforce have different values and goals than the generations
before them. The worker of today and tomorrow desires a balanced work life, job mobility,
independence and open communication, a more casual work environment and a career that
2 Likewise, “[fjresh job seekers want to be in a profession that is on the
integrates technology.
cutting edge, surrounded by energized and educated co-workers who push themselves
3
continually to meet the needs of the digital-savvy, mobile-enabled, highly skeptical consumer.”
Employers must be aware that potential employees are far more educated about their
4 Similarly, Generation Y and Millennials are
employment options than they were in the past.
more in touch with their own interests and agendas and will more readily change jobs and careers
5 These realities provide an opportunity for the
than previous generations to realize their goals.

2

Dan Schwabel, The Expanding Role of Millennials in the Workforce, FORBES, Dec. 13, 2011,
http://www.forbes.com/sites/danschawbe1/20 11/12/1 3/the-expanding-roles-of-millennials-in-the-workplace.
JAY D’APRILE, SLAYTON SEARCH PARTNERS, THE UPHILL BATTLE THE INSURANCE INDUSTRY FACES IN
RECRUITING TOP TALENT (MAY 2012), P. 1. http://www.slaytonsearch.comlwp-content/uploads/20 1 2/05/SlaytonSearch-The-Uphi ll-Battle-the-Insurance-Industry-Faces-in-Recruiting-Top-Talent.pdf.

Gavin Souter, Ways to Attract the next generation of industry talent: uS panel, BUSINESS INSURANCE. Jun. 18,
2013, http://www.businessinsurance.com/article/20130618/NEWS04/1 3061 9807#.
For purposes of this article. Generation Y refers to those individuals born in the late 1970’s through the early
1990’s. These individuals are currently members of the workforce and often at the crossroads of determining the
direction of their careers. Millennials refers to those individuals born in the mid-1990’s and after, who range from
high school students to those just graduating college now.

industry to educate prospective employees, even those still in high school, about the challenges
and benefits insurance and risk management careers offer. There is no reason why the insurance
industry cannot fulfill the desires and goals sought by both its current and future employees.
The economic downturn and weak job market have made previously inaccessible highquality talent available.
6 Now, the task at hand is to increase awareness of the industry to get
that talent in the door.
II.

THE CURRENT WORKFORCE

The dual issues of retention and recruitment are especially pressing given the state of the
insurance industry’s workforce. According to a McKinsey study, the number of insurance
workers 55 and older has increased by 74% over the last ten years, compared to a 45% increase
7 This imbalance means that nearly 20% of the insurance industry is
in the overall workforce.
nearing retirement age without sufficient prospects in the pipeline to replace them. The numbers
are stark

—

8
84% of CPCU members are age 40 or older.

In 1992, over 52,500 CPCU

examinations and over 16,500 AIC examinations were administered. By 2004, the number of
9 This drop has
examinations had declined markedly to just over 18,000 and 11,000, respectively.
occurred despite the fact that the risk management industry offers such desirable job attributes as
0 Moreover, risk and management programs have placement rates
stability and social relevance.’

6

Mark E. Ruquet, P&C Insurers’Problem Attracting New Talent Outlined, PROPERTY CASUALTY 360, Jan. 15,
2010, http://www.propertycasuaIty360.com/2O10/01/15/pc-insurers-problem-attracting-new-talent-outlined.
McKINSEY & COMPANY, BUILDING A TALENT MAGNET: How THE PROPERTY AND CASUALTY INDUSTRY CAN
SOLVE ITS PEOPLE NEEDS (2010),
shx.
8

DELOITTE DEvELOPMENT LLC, How INSURANCE COMPANIES CAN BEAT THE TALENT CRISIS, (2006),
http://www.aamga.org/files/hr/usjsi_insurance_talentcrisis_3_2006.pdf. (citing CPCU Society Member Statistics
2004).
Id. (citing American Institute for CPCU and Insurance Institute of America, respectively, 2004).
0
McKinsey, p. 2.

2

’ While this is impressive, the number of individuals placed
1
close to 100% for their graduates.
only meets approximately 10-15% of the industry’s current needs.
With an aggregate estimated turnover rate of 15% over the next ten years, it is anticipated
that there will be a need for 23,000 property & casualty underwriters and 84,000 property and
2 There are approximately forty undergraduate Risk
casualty claims adjusters during this time.’
13 Where will the rest of the
Management programs that only graduate 1,700 students a year.
industry’s employees come from? More importantly, how will these positions be filled without
diluting the skills and talent base necessary for the industry’s workforce? The answer is an
overhaul of both the industry’s programs for retention of current employees and recruitment of
new ones.
III.

RETENTION
Rather than focus solely on the “war for talent,” an equal effort must be placed on the
One unfortunate side-effect of the economic

acquisition and retention of key employees.

downturn is that training efforts were diminished, if not abandoned, as companies looked for
4
ways to make budget cuts.’

A commitment to retention needs to begin immediately.

Companies must build their “talent strategies around the things that matter most to employees
15
that is, their development, deployment and connection to others.”

—

Companies currently spend

Id. at pp.7-8.
Deloitte, p.5.
‘
McKinsey, p. 16.
‘
Dave Coons, Strengthening Your Claims Talent Pipeline, Jul. 8, 2012,
http://www.claimsjournal.com/magazines/idea-exchange/20 12/07/08/211321 .htm.
15
Deloitte, p. 3. Develop means providing the real-life learning employees need to master ajob, notjust providing
traditional education. Id. at p.7. Deploy means working with key individuals to (a) identify their deep-rooted skills,
interests and knowledge, (b) find their best fit in the company; and (c) craft the job design and conditions that help
them to perform. Id. Connect means providing critical employees with the tools and guidance they need to (a) build
networks that enhance individual and company performance, (b) improve the quality of their interactions with others
within the company, and (c) feel more connected to the company. Id.
2

3

6 Therefore, organizations should
fifty times more on recruitment than they do on training.’
refocus and reform their retention methods, utilizing three talent management processes. These
processes require companies to (1) take stock of current talent and processes for developing
people and culture; (2) adopt a performance management approach that includes a clear
performance review and recognition process; and (3) strengthen the existing pool through
7
enhanced deployment, development and retention practices.’
Too often, retention policies are reactive rather than proactive.

Rather than focus on

incentives to get employees to stay, companies should focus on what the employee cares about
while working: “being deployed in ways that engage their heads and hearts, developing (and
stretching) their capabilities, and connecting to the people who will help them achieve their
8 More specifically, “don’t just acquire talent, but develop and grow talent. Deploy
objectives.”
them into projects that engage them.

Connect them to communities of practice within the

9 In short, create an environment that an employee would not want to leave because
company.”
their career goals and objectives are already being satisfied.

Do not let employees get

complacent and bored. Instead, create an environment for growth through challenge and interest.
Insurers should not underestimate the value of devoting time and effort to employee
°
2
development and morale.
“Insurers can better retain new recruits and develop their existing talent base by
emphasizing career growth and job mobility, providing more cross-training so employees
continually learn new skills and broaden their capabilities, both through formal instruction and

‘
D
6
eloitte, p. 6.
‘
McKinsey, p.12.
8
Deloitte, p. 7.
‘
Deloitte, p. 6.
20
Dave Coons, Strengthening Your Claims Talent Pipeline, CLAIMs JOURNAL, Jul. 8,2012,
http://www.claimsjournal .com/magazines/idea-exchange/20 12/07/08/211321 .htm.

4

21 Tom Motamed, Chairman and CEO of CNA Financial, has stated that
hands-on-experience.”
“If you can challenge them they will respond and want to stay, but if you stop challenging them
22
you will lose them.”

Betsey Brewer, former president of the Chartered Property Casualty

Underwriters Society, also suggests an investment in both internal and external resources to
23 She has noted that it is not just about attracting
educate and train the industry’s own people.
people to the industry. Once they are there, the industry must “make sure they have the tools to
succeed ,,24 “Policy interpretation, complex business interruption claims adjusting, subrogation
and adjudication are just a few areas of expertise within the industry that any executive-level
25 If current employees are not given the opportunities to develop
professional should possess.”
these skills, the talent gap will forever exist as more and more experienced employees leave the
industry.
Another underutilized and underdeveloped retention mechanism is mentorship programs.
Mentors can bridge the gap between less experienced employees and those who are approaching
retirement. “Mentors can play a very important role in attracting and retaining younger talent
into the industry.. .By sharing their knowledge and developing talents in the next generation of
26
employees, the mentor can help to portray the insurance career as attractive and attainable.”
Similarly,

insurance companies may introduce programs that encourage professionals

approaching retirement to stay on in a part-time or advisory role to facilitate transition that
21
SAM FREEDMAN, DELO1TTE, 2012 GLoBAL INSURANCE OUTLOOK: GENERATING GROWTH IN A CHALLENGiNG
ECONOMY TAKES OPERATIONAL EXCELLENCE AND INNOVATION (2012). P. 10,

http://www.deloitte.com/assets/Dcom

Sweden/Local%20Assets/Documents/GloballnsuranceOutlook20 12_Oil 31 2US_FSI_.pdf.
Mark E. Ruquet, Insurers willing to Train Young Workers, but Wonder about Employee Commitment, PROPERTY
CAsuALTY 360, Oct. 2, 2012, http://www.propertycasualty3 6O.comJ2O 12/1 0/02/insurers-willing-to-train-youngworkers-but-wonder.
23
Betsey L. Brewer, Insurance Journal-West Region, Waging a War for Industry Talent (Sept. 3, 2007), P. 66,
http://www.cpcusociety.org/sites/dev.aicpcu.org/fi les/imported/WagingWarforTalent.pdf.

22

24

25 D’Aprile, 3.
p.
6
D’Aprile, p.4.

5

27 By taking these steps, companies will create arenas for
benefits both company and employee.
knowledge to be shared, rather than trial-by-fire when either new employees begin their careers
in the industry or an existing employee takes on a new, higher-level position.
Today’s employees are inherently less loyal and more willing to switch companies than
any generation before them. The easiest way to keep talent is to ensure that your employees love
working at your company and are just as invested in its success as you are. Insurance companies
that focus on developing, deploying and connecting are able to impart a strong sense of
28 Rather than focusing solely on getting talent in the door, companies
employee commitment.
should also focus internally to harness the critical skills and knowledge necessary for the
29 Ultimately, a stronger emphasis on what a
successful execution of the companies’ business.
company already has and how the company takes care of its existing employees may help the
company recruit new talent as the company’s reputation and focus become known.

Thus,

enhanced retention efforts go hand-in-hand with the ability to recruit and attract talented
employees.
IV.

RECRUITING

The biggest challenge in broadening recruitment begins and ends with overcoming the
°
3
insurance industry’s image as “stodgy” and uninviting to most students.

Insurers must

recognize that they have generally failed at recruiting Generation Y and are in the midst of
failing to attract the Millennials. A survey of late-Generation Y and Millennials reveals that they
typically do not have any real impression or opinion of the insurance industry, creating an

27
28
29
30

Deloitte, p. 7.
Deloitte, p.10.
Deloitte, p.10.
Mark. A Hoffman, Insurance Industry Defies Students’ Expectations as a Career Choice, BUSINEsS INSURANCE,

Aug. 15, 2013, http://www.businessinsurance.com/articIe/99999999/NEWS040 104/12071 9985?tags=5933 170.

6

’
3
opportunity for the industry to cultivate how it wants to be viewed by potential recruits.
Therefore, greater effort should be expended on attracting Millennials as they are just now
starting high school and college now. If these students are targeted through social media and
other efforts, they can then be directed to available industry-specific programs and opportunities.
If the industry does not take steps to educate prospects about the profession, attracting talent will
continue to be a major issue.
There are a number of reasons why the industry should be an appealing draw to
prospects.

With students facing a daunting and uncertain job market, the insurance industry

32 These attributes should be
offers employees job stability and a myriad of career opportunities.
emphasized, not just to upcoming graduates, but also to high school students who have not yet
decided where to go to school or what to study, and those just beginning college who have not
selected a career track.
Given the difficult job market of the past five to ten years, graduates have adapted,
33 For
changing their career focuses and expectations to accommodate the current atmosphere.
34 “As a new era
example, students are more willing than ever to consider one-year programs.
begins, students’ changing tastes offer recruiters considerable opportunity to reach outside of
35 Ultimately, it
normal recruiting practices to reel in the next generation of top candidates.”
comes down to the fact that just as new entrants to the workforce have changed their goals and
expectations, the insurance industry also must adapt its goals and expectations for the next
generation of insurance workers and how it will attract them.

Bill Kenealy, Attracting young talent to insurance industry may require tech upgrades, BusiNEss INSURANCE,
Aug. 15, 2013, http://www.businessinsurance.comlarticle/99999999/NEWSO4O 104/120809901.
32
Mark. A Hoffman, Insurance Industry Defies Students’ Expectations as a Career Choice.
KEvIN M. BINGHAM, ERICA VOLINI, AND JAY PATEL, ACTuARIAL JOB SEEKER, THE COMING WAR FOR YOUNG

TALENT, (SPRING 2011), p.2, http://www.contingencies.org/supplements/jobSeeker11.pdf.
“
Bingham, p. 3
Id.

7

The insurance industry faces three challenges in attracting top-level talent: (1) poor
reputation; (2) dim awareness and understanding of career opportunities among high school and
36 At
college students; and (3) a shortfall of trained students produced by professional schools.
the Insurance Education and Career Summit in September 2011, the attendees categorized the
challenge slightly differently, identifying the obstacles to attracting talent as “the industry’s poor
image as a career destination, uncoordinated recruiting resources and the lack of a compelling
37 The industry must, without excuse, overcome low awareness if it has
recruitment message.”
any designs on attracting the next wave of talent. High school and college students simply do not
know about the opportunities the industry offers, likely due to a lack of exposure. The Summit
attendees further identified three initiatives to begin remedying these obstacles: developing a
campaign or a unified message; creating a centralized hub for recruitment information; and
38
determining what marketing research is needed to achieve these goals.
One strategy to address the recruitment obstacles would be for the insurance industry to
recognize and embrace cutting-edge technology and utilize it as a tool to attract potential
39
employees.

There is an opportunity to mold the image and impression of the insurance

industry, specifically to Millennials. As the workforce as a whole continues to become more
tech-savvy, being technologically outdated is a deterrent to recruiting the next wave of insurance
40 The industry is a victim of old technology because large investments were made
employees.
41
into functional, but expensive systems decades ago.

Outdated technology, however, can be

combatted with current technological trends such as social media and the use of cloud-based
36

McKinsey, p. 4.

Friedman, p. 10; see also Laura Mazzuca Toops, Insurers, Academics and Students Tackle ‘Talent Gap’,
PROPERTY CASUALTY 360, Sep. 28, 2011, http://www.propertycasuaIty360.com/201 1/09/28/insurers-academicsand-students-tackle-talent-gap.
Toops, Insurers, Academics and Students Tackle ‘Talent Gap’.
40

D’Aprile, p.4.
Bill Kenealy, Attracting Young Talent to Insurance Industry may Require Tech Upgrades.

Id

8

technology.

These platforms speak to the current pool of candidates and are inexpensive

investments.
Betsy Brewer suggests that the industry must adapt itself to fit what the new members of
42 She has noted that people are seeking
the workforce are looking for out of their profession.
graduate degrees, as well as professional designations to bolster their competitive edge and their
43
industry knowledge.

Therefore, the opportunities to achieve these aims must be in place.

Brewer also suggests that it befits the insurance industry to look for quality people in other
44 By targeting non-standard pools
industries who can bring their experiences and perspectives.
or venues for recruitment, a larger talent spectrum can be mined, as well as creating a broader
general interest beyond specific risk management programs.
45 For the insurance
Brewer also notes that diversity is crucial for improving recruitment.
industry to attract top-level talent, there must be a refocus on diversity. “Diversity programs not
only can help brokers and insurers attract talented employees who seek a more inclusive
workplace, they also can enhance organizations’ ability to meet client needs, thereby improving
both organizations’ bottom lines.”
46 As the workforce continues to diversify, it would behoove
the industry to make concerted efforts to diversify its own workforce as well. More diverse
talent reflects the client population and leads to a more successful organization.
47

Chubb

President, Chairman and CEO John D. Finnegan echoes this sentiment, stating that “a company
whose employees bring different perspectives to their jobs is one that will always find more

42

Brewer, Waging a Warfor Industry Talent.
u Id.
u Id.
Id.
46
Joanne Wojcik, Broker, Insurer diversity can attract a wider range of clients, BUSINESS INSURANCE, Aug. 15,
2013,
http://www.businessinsurance.com/articIe/99999999/NEWS040 104/1208099 14?tags%7C59%7C332%7C70%7C3
42.
Id (quoting Celia Brown, HR director of Willis Group Holdings P.L.C.).

9

48 Diversity is a value that can be shared by
efficient ways to operate and new ways to grow.”
company, employee and clientele, and this shared value can directly lead to development of a
more talented, loyal workforce and customer-base.
Another strategy is for the industry to think outside the box to develop modern
recruitment techniques. For example, work force analytics should be developed to profile the
characteristics of the positions insurers are seeking to fill so that the recruitment process can be
49 In addition
adjusted to fit the needs of the specific position, rather than the company generally.
to getting more analytical, the industry needs to become more creative in its recruiting

—

° Maximizing social
5
sometimes inherent talent trumps experience when looking for a new hire.
51 The goal of
media can attract candidates to your company as well, and establish your brand.
modernizing the search for new employees should be to make your value as an employer known
52
through your recruiting and public messages.
Finally, and perhaps most importantly, the insurance industry has a “hidden resource: a
strong network of schools of risk management and professional associations that can provide a
53
platform for launching an effort to re-make its image.”

To help create better talent, risk

management programs should go beyond mere test scores to screen applicants. Additionally,
risk management programs should better align and evolve curricula with industry needs, enhance
the practical applications of risk management theory and participate in the continued education
of current industry employees. Conversely, insurers need to do more to work directly with these
programs to properly prepare the next generation of insurance workers.

48

Id.
Friedman, p. 11. By adopting predictive modeling, the insurer can begin to identif’ what other types of
professionals would make a good actuary, broker, etc. and broaden the talent base in that manner.
50
Dave Coons, Strengthening Your Claims Talent Pipeline.
‘
Id,
52
1d
McKinsey, p.4.
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Michael Costonis, Executive Director of Accenture’s Insurance Practice for North
America, has stated that in order for insurers to fill the talent gap, they should consider: (1)
influencing universities to add business analytics and insurance coursework to a broad number of
their programs; (2) getting the most of out of existing talent; (3) raising insurance awareness
among students by working more closely with universities to make students aware of the career
prospects the industry has to offer; and (4) making sure insurance jobs are appealing to
prospective students by developing distinct career paths for those with distinct skills or
54 “Students majoring in risk management and insurance already show the interest and
interests.
55 A key strategy must be to
are gaining the background necessary to succeed in the business.”
56 Insurance companies must seek out or even create
have stronger relationships with colleges.
opportunities to sponsor programs, seminars and the like on campuses to increase awareness.
Similarly, developing specific relationships with a school, including programs such as seminars,
internships and specific job training will enhance recruitment efforts.
V.

RECOMMENDED PROGRAMMING
To attract talent to the insurance industry, insurers must devote significant efforts into

increasing awareness, creating interest and developing industry loyalty. Companies should seize
the opportunity to develop programming and associations that foster interest, excitement and
commitment to working for an insurer. Relying on college programs with majors and other
degree-programs, alone, is not enough.

Michael Costonis, Attracting and retaining talent in a challenging P&C insurance industry, ACCENTURE, July 17,
2013,
Mark A. Hoffman, University Risk Management, Insurance programs can be good sources of talent, BUSINEsS
INSURANCE, Aug. 15, 2013,
http://www.businessinsurance.com/article/99999999/NEWS040 104/12071 9987?tags=5933 1 7076I83.
56
Id.

11

For example, programs such as InVEST, a school-to-work insurance program sponsored
by the Independent Agents & Brokers of America, provide unique exposure and experience for
57 InVEST offers training for the insurance workforce and strives to bring
potential employees.
58 It reaches a diverse group of employees, such as
new talent to carriers, agents and brokers.
urban and minority students; gets insurance professionals involved on a local level as classroom
liaisons; promotes positive public relations, positioning the industry as a respected liaison
between the academic and business worlds; and helps to produce knowledgeable insurance
59
consumers.

The industry should focus on developing and pursuing similar programs to

enhance the pipeline of potential employees.
A second area where there is room for growth is with Gamma Iota Sigma, the
international risk management, insurance and actuarial

science collegiate

60
fraternity.

Professional fraternities foster interest and commitment to an industry, as well as providing
invaluable networking among the industry’s likely future leaders. Currently, there are chapters
on thirty-nine college campuses around the country. Gamma Iota Sigma’s stated purpose is to
“promote, encourage, and sustain student interest in insurance, risk management, and actuarial
science as professions; to encourage the high moral and scholastic attainments of its members;
and to facilitate interaction of educational institutions and industry through networking and by
61 By encouraging and
fostering research activities, scholarship, and improved public relations.”
developing this purpose into a standard for the education of individuals learning about the
insurance industry, a broader and more positive outlook can be achieved.

More information on In VEST can be found on their website www.investprogram.org.
Dennis H. Pillsbury, The Warfor Talent. As Baby Boomers Retire, who will take their place?, ROUGH NOTES,
Oct. 8, 2008, http://www.roughnotes.comlrnmagazine/2008/october08/1 0p060.htm.
Id.
60
More information on Gamma Iota Sigma, can be found on their website www.gammaiotasigma.org.
61
Gamma Sigma Iota, www.gammaiotasigma.org (last visited Aug. 19, 2013).
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In addition, the risk management and actuarial sciences programs must play a central role
in recruiting new talent. These programs are the bridge between getting youths interested in the
insurance industry and providing them with the background and skills to be valuable
contributors.

Insurers must continue to develop relationships with these programs to provide

direct career opportunities and develop career paths. The prospect of a stable, exciting career is
an invaluable selling point, especially in today’s job market. Insurers simply cannot miss the
opportunity to lay the foundation to develop strong employee pipelines.
Finally, there must be awareness that it will take time to see the fruits of this labor.
Insurers, however, should take note
industries.

—

as well as tips

—

from the success achieved by other

In 2001, the accounting industry launched a campaign to attract more and better

62 After seven
talent and to adjust training and certification programs to meet industry needs.
years, the number of college graduates with bachelor’s degrees in accounting grew by 26%.63
This success should provide encouragement to the industry as it employs new methods to recruit
a talented, loyal workforce.
VI.

CONCLUSION
The time is ripe for different sectors and contributors to the insurance industry to work

together to (1) enhance the industry’s reputation; (2) build awareness of career opportunities
among students and their advisors; (3) expand the number of graduates from schools of insurance
64.
and risk management; and (4) improve the education and training of current risk professionals
For the industry to transition and thrive in the coming decades, it is time for a unified message.

62

Among other efforts, the American Institute of Certified Public Accountants (AICPA) created a website entitled
Start Here to Go Places (www.startheregoplaces.com) designed specifically for 12- to 20-year olds. The website
introduces the industry and conveys excitement. AICPA funds scholarships, internships, job-shadowing
opportunities and research programs. Over five years, this led to a 30% increase in the number of accounting
majors. There is no reason why the insurance industry cannot follow a similar model and achieve similar results.
63
McKinsey, p.5.
64
McKinsey, p.4.
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While most carriers and associates are working individually to retain and recruit, there has been
65
next to no “cross-industry collaboration” to address the talent issue.

There needs to be

recognition that a collaborative effort to rebrand the insurance industry will ultimately benefit
everyone involved. While a company’s personal and unique objectives should not be ignored, it
is well-established that a rising tide raises all ships.
Insurers unquestionably need a new approach that focuses on improving the industry’s
reputation

—

increasing awareness and understanding of the industry’s opportunities among high

66. The
school and college students, as well as enhancing the training of young professionals
industry should recognize that what it has to offer people entering the workforce is actually in
line with many of their career goals.

Indeed, the industry offers jobs with good work-life

balance, intellectual and professional development opportunities, interesting work content and
67
the ability to make a positive impact on society.
The insurance workforce is comprised of employees who value work flexibility and are
68 The industry offers
seeking job security, career advancement, social usefulness and autonomy.
69. All of the
high-proficiency work that is more accommodating to flexible work arrangements
ingredients are present to make the industry a sought after place to work, but efforts must be
made to get this message out to those about to enter the workforce and those who have not even
considered their career options yet. If the insurance industry is proactive in these efforts, it will
greatly enhance its ability to win the talent war and “stay ahead of the curve”.

65

Toops, Insurers, Academics and Students Tackle ‘Talent Gap’.
McKinsey, p. 11.
McKnsey, p. 9.
68
STEPHEN SWEET, MARUE PITT-CATSOUPHES, TALENT PREsSuRES AND THE AGING WORKFORCE: RESPONSIVE
ACTION STEPS FOR THE FINANCE AND INSURANCE SECTOR, INDUSTRY SECTOR REPORT 7.1 (August 2010), P. 18.
66

http://www.bc.edu!contentldam/files/research_sites/agingandworklpdf/publications/TMI SRO7_Financelnsurance.pdf
See generally, Sweet, pp. 23-30, see also Appendix 2.2, 3.1.

69
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I.

A NEW GENERATION OF WORKERS
It is necessary to the sustainability of the workplace to develop future talent and train

tomorrow’s leaders. With a population of 80 million, tomorrow’s leaders are quickly becoming
those born between 1980 and 1994.2 Generation Y is entering the workforce in significant
numbers and in order to run an effective business, the different generations must work together.
This new generation has come with a new work ethic that has dramatically revolutionized the
way companies, including those in the insurance industry, must operate. With an ease for
technology and a need for both autonomy and attention, Generation Y brings a different
viewpoint to the workforce altogether. Businesses today must learn to compete to attract and
retain these employees.
Unfortunately, Generation Y has received an unforgiving reputation.3 They are thought
to be overprotected, entitled, and too reliant on technology. Looking at these generalizations as
weaknesses only hinders the workplace. Generation Y has a desire for a balanced work life,
frequent job mobility, a need for independence and communication, more casual norms
regarding dress and conduct, and most importantly, an ease with technology.4 These qualities
can be used in the right way to create a prosperous and expanding work team. Employees must
capitalize on Generation Y’s strengths and learn to overcome perceived weaknesses.
II.

AUTONOMY: THE NEED FOR A LITTLE FREEDOM
Generation Y is a highly motivated generation that values being independent.5

Autonomy is a core credential in their work expectations. “Millennials view flexibility in when
2

This generation is known as “Generation Y”, “Gen Y”, or “Millenials.”
Howe, Neil, and William Strauss. Millenias Rising: The Next Great Generation. New York: Vintage Books, 3-5.
Print.
4
Rikleen, Lauren. "The Expanding Roles of Millennials in the Workplace." Forbes Magazine. 13 12 2011: n. page.
Web. 25 Jul. 2013. <http://www.forbes.com/sites/danschawbel/2011/12/13/the-expanding-roles-of-millennials-inthe-workplace/>.
5
Id.
3

1

and where one works as a sign that they are respected in the workplace.”6 The goal is not to let
this new generation have its way; it’s about utilizing their strengths to create a better workplace.7
The recession has impacted Generation Y in such a way that autonomy has become
increasingly important to them. Many Generation Y students have difficulty affording college,
college graduates face difficulty obtaining jobs, and many are still living in their parents’ home.
These factors have catapulted these workers into self-managing individuals. “They have been
forced to work in different ways such as building online businesses or freelancing. They know
that pension and 401K plans won’t operate the same way anymore. They know that getting a job
is about being innovative and working across fields.”8
A healthy balance of personal and work life is essential to Generation Y. These workers
prefer a certain freedom with their work schedules. They don’t always find it necessary to be
present at the office in the same place at the same time, everyday. Rather, they like to work from
home or have the option to switch up the scenery. Putting in long hours and hard work is of no
problem to these workers, they want to persevere. However they do enjoy the freedom of
choosing where they do their work, and this freedom could propel business to limitless fields.
III.

TELECOMMUNICATION: A NEW PLACE TO WORK.
Telecommuting allows employees to avoid lengthy commutes. This can relieve stress,

giving workers a greater work/life balance, which is a Generation Y priority. They’re the
technology generation; they grew up with and use new technology on an everyday basis, from

6

Id.
Id.
8
Dhawan, Erica. "Gen-Y Workforce And Workplace Are Out Of Sync." Forbes Magazine. 23 1 2012: n. page.
Web. 25 Jul. 2013. <http://www.forbes.com/sites/85broads/2012/01/23/gen-y-workforce-and-workplace-are-outof-sync/>.
7

2

Apple’s FaceTime to the Text Message.

If anyone is skilled at telecommuting, it is this

generation.9
According to the National Small Business Association, in 2012, work from home
arrangements jumped by 44%.10

42% of that telecommuting population, according to the

Telework Advisory Group, accounts for the Generation Y workforce.11

This shows that

technological advancements are already leading employers to embrace the idea of
telecommuting. Working from home is particularly appealing to Generation Y, but they are not
the only people on board. Many of today’s telecommuters are members of the Generation X
community.12 More importantly, telecommuting is essential because the incoming Generation Z
will be even more tech-savvy than Generation Y.13 Studies show that members of Generation Z
spend “virtually every waking moment connected to a computer, tablet, smartphone or other
electronic device.”14 New technology has made working out of the office much easier and
convenient. The only equipment required of a telecommuter is a phone, and a computer with
internet.15
It is a misnomer to think that telecommuting merely means working from home.
Telecommunication involves working from anywhere except the office.

9

This means that

Halvorson , Chad. "Understanding “Gen Y’s” Workplace Expectations." When I Work. When I Work, 19 Mar
2013. Web. 23 Jul 2013. <http://wheniwork.com/understanding-gen-ys-workplace-expectations/>.
10
Id.
11
Id.
12
Scheef , Devon, and Diane Thielfoldt . "Generation X and The Millennials: What You Need to Know About
Mentoring the New Generations ." Law Practice TODAY. AUG 2004: n. page. Web. 5 Aug. 2013.
<http://apps.americanbar.org/lpm/lpt/articles/mgt08044.html>. (Stating that Generation X includes those born from
1965 to 1976.)
13
Emelo , Randy. "Forget Gen Y. Get Ready for Gen Z. ." ASTD. N.p., 21 JUN 2013. Web. 5 Aug. 2013.
<http://www.astd.org/Publications/Blogs/Human-Capital-Blog/2013/06/Forget-Gen-Y-Get-Ready-for-Gen-Z>.
(Defining Generation Z as those born between 1995 to present.)
14
McCafferty, Dennis. "Workforce Preview: What to Expect From Gen Z." Baseline Magazine. 04 08 2013: n.
page. Web. 29 Jul. 2013. <http://www.baselinemag.com/it-management/slideshows/workforce-preview-what-toexpect-from-gen-z/>.
15
Halvorson , Chad. "Understanding “Gen Y’s” Workplace Expectations." When I Work. When I Work, 19 Mar
2013. Web. 23 Jul 2013. <http://wheniwork.com/understanding-gen-ys-workplace-expectations/>.

3

telecommuting employees are not just lounging around in pajamas eating potato chips. Many
employees do work in coffee shops, the library, on the go, or from a different office. The benefit
is that employees can do work on a schedule that fits their individual personality and at a time of
day when they feel most energized to do what is required.16
Having employees telecommute can save a company precious financial resources.
Telecommuting cuts ongoing expenses for companies such as the need for office space and
supplies.17 This is especially true in high density expensive cities such as New York and San
Francisco, where many insurers have business operations. Even a part time telecommuter can cut
down the amount of office space and real estate required to accommodate the other employees.18
Telecommuters can be more productive than their colleagues in the office.19

Along with the

improved morale, telecommuters use less sick time and come in late less often.20 According to
Global Workplace Analytics, companies with a telework program report on average, 63 percent
fewer unscheduled absences.21 They also don’t have the option of being distracted by socializing
in the office, which minimizes productivity loss. 22 Travel costs for visiting clients and investors
can also be reduced by video conferencing solutions rather than face-to-face interactions.23 Of
course some jobs require being physically present such as a nurse or a new hire, but for the
occupations that could be done at home, it’s industrious to at least give a telecommuting option.

16

Driscoll, Emily. "Telecommuting Attractive Option for Gen-Y Workers." Fox Business. N.p., 11 Feb 2011. Web.
23 Jul 2013. <http://www.foxbusiness.com/personal-finance/2011/02/11/telecommuting-attractive-option-gen-yworkers/>.
17
Id.
18
Erwin, Josh. "5 Ways Telecommuting Can Save Your Small Business Money." The Allstate Blog. Allstate, 13 Jun
2013. Web. 23 Jul. 2013. <http://blog.allstate.com/business-benefits-of-telecommuting/>.
19
Driscoll, Emily. "Telecommuting Attractive Option for Gen-Y Workers." Fox Business. N.p., 11 Feb 2011. Web.
23 Jul 2013. <http://www.foxbusiness.com/personal-finance/2011/02/11/telecommuting-attractive-option-gen-yworkers/>.
20
Id.
21
Id.
22
Erwin, Josh. "5 Ways Telecommuting Can Save Your Small Business Money." The Allstate Blog. Allstate, 13 Jun
2013. Web. 23 Jul. 2013. <http://blog.allstate.com/business-benefits-of-telecommuting/>.
23
Id.

4

Some organizations are already implementing this theory of “freedom” in the workplace.
Best Buy for example has already launched a Results-Only Work Environment (ROWE)
program.24 ROWE was implemented to allow employees to work wherever they want, at their
own hours. The only requirement is that their assignments be successfully completed on time.
Productivity was increased to 41% at headquarters and turnover was decreased by as much as
90%.25
More drastically, Google has implemented a “Twenty Percent Time” project among its
employees.26 This system calls for employees to take twenty percent of their paid time to work
on something company-related that personally interests them. The idea is that people work
better when they’re allowed to do what interests them. And that is precisely what Generation Y
believes. The proof is in the products; Gmail and Google News both originated from Twenty
Percent Time.
extremes.27

Google however pushes the boundaries of the workplace to unbelievable

But management styles focusing on goals (rather than action) seem to net

unprecedented results for businesses. Google understands that collaborative teams, rather than

24

ROWE was created at Best Buy by two Human Resources renegades named Cali Ressler and Jodi Thompson.
Ressler and Thompson left Best Buy and set up their own consulting shop called CultureRx which helps other
firms migrate to a Results Only Work Environment. The Gap Outlet has also began implementing ROWE.
Conlin, Michelle. "Gap To Employees: Work Wherever, Whenever You Want." Bloomberg Businessweek.
Bloomberg, 17 Sep 2013. Web. 23 Jul 2013.
<http://www.businessweek.com/careers/managementiq/archives/2009/09/gap_to_employee.html>.
25
Dhawan, Erica. "Gen-Y Workforce And Workplace Are Out Of Sync." Forbes Magazine. 23 1 2012: n. page.
Web. 25 Jul. 2013. <http://www.forbes.com/sites/85broads/2012/01/23/gen-y-workforce-and-workplace-are-outof-sync/>.
26
Mediratta, Bharat. "The Google Way: Give Engineers Room ." New York Times 21 Oct 2007, n. pag. Web. 25 Jul.
2013. <http://www.nytimes.com/2007/10/21/jobs/21pre.html?_r=0>.
27
Google lets many of its hundreds of software engineers, the core of its intellectual capital, design their own desks
or work stations out of what resemble oversize Tinker Toys. Some have standing desks, a few even have attached
treadmills so they can walk while working. Employees express themselves by scribbling on walls. The result
looks a little chaotic, like some kind of high-tech refugee camp, but Google says that’s how the engineers like it.
Stewart, James B. "Looking For a Lesson in Google’s Perks: ." New York Times 15 March 2013, n. pag. Web. 25
Jul. 2013. <http://www.nytimes.com/2013/03/16/business/at-google-a-place-to-work-andplay.html?pagewanted=all>.
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the traditional “from the top-down” workforce, allows for inspiration and creativity, while still
allowing the company to work toward set end goals.28
In actuality, Generation Y does not need a jungle gym and crayons, they just need some
flexibility. This flexibility can help get the Generation Y workforce to look at their work as a
“career” and not “just a job.” They want room to stretch and express their individuality. As selfdirected and result-oriented workers, Generation Y workers seek advancement opportunities in
ways that make them feel comfortable; and autonomy is the vehicle that brings them to it. With
their casual norms for dress and conduct, it is only rational for them to crave it in the workplace,
but it is also the reason for their success. Their need for balance between work and personal time
prevents them from being burnt out.

When employees enjoy working, the benefits to the

company (and everyone) are endless, especially in the case of Generation Y.
IV.

MEANINGFUL WORK
Generation Y values a sense of meaning and purpose in their work more than having a

high salary.29 It is crucial to allow individuals to find what it is that is meaningful to them and to
pursue these higher purpose goals in an effective and productive way. Generation Y should be
provided with the groundwork to find out what inspires them, and work roles should be affiliated
with the employee’s interest.30 Robin Barbacane, President of BlueHawk associates and SHRM
certified executive says, “Gen Y employees are wired to seek and give feedback. They want
their opinions to matter and they want to know how what they are doing is affecting the
company.”31 It is important for companies to create feedback mechanisms that link employee
28

Halvorson , Chad. "Understanding “Gen Y’s” Workplace Expectations." When I Work. When I Work, 19 Mar
2013. Web. 23 Jul 2013. <http://wheniwork.com/understanding-gen-ys-workplace-expectations/>.
29
Rikleen, Lauren Stiller. "Creating Tomorrow's Leaders: the Expanding Roles of Millenials in the Workplace."
Boston College Center for Work & Family: Executive Briefing Series. 29 Nov 2011: 5-6. Print.
30
Id.
31
Halvorson , Chad. "Understanding “Gen Y’s” Workplace Expectations." When I Work. When I Work, 19 Mar
2013. Web. 23 Jul 2013. <http://wheniwork.com/understanding-gen-ys-workplace-expectations/>.
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contributions to larger organizational goals so that Generation Y workers can see how their work
is being utilized.32 The younger generation is motivated by purpose.
Handing out surveys is a basic requirement that could benefit any business.33 Surveying
employees on important business issues allows for the employer to advise plans of action directly
correlated to the employees’ feedback. This type of strategy engages the employees and lets
them know that the company is listening and cares; which is imperative to Generation Y
workers. Input from this young generation has been used by many insurers to create products
geared toward younger, healthier, cost-conscious customers, such as lower premiums with less
coverage of unlikely visits.34 Insurers also engage Generation Y employees in the development
of associated marketing materials.
In 2009, Marriott received some feedback from young associates looking for new
opportunities to connect with senior leadership.35 The Marriott’s International Central Region
responded by holding five in-market “Evening of Engagement” dialogues.36 The senior leaders
in that area came by to host the events.37 This event became a networking opportunity for
Generation Y employees who had potentials of moving up in the workforce.38 It gave members
of Generation Y the opportunity to network and interact with senior leaders and share their
perspectives.39 Senior leaders were able to have meaningful discussions with managers to

32

Rikleen, Lauren Stiller. "Creating Tomorrow's Leaders: the Expanding Roles of Millenials in the Workplace."
Boston College Center for Work & Family: Executive Briefing Series. 29 Nov 2011: 5-6. Print.
33
Amoroso, Rebecca C. "Strategies to Attract and Engage Generation Y in the U.S. Insurance Industry." Deloitte
Financial Services: Generational Talent Management for Insurers. (2007): 8-10. Print.
34
Id.
35
Rikleen, Lauren Stiller. "Creating Tomorrow's Leaders: the Expanding Roles of Millenials in the Workplace."
Boston College Center for Work & Family: Executive Briefing Series. 29 Nov 2011: 5-6. Print.
36
Id.
37
Id.
38
Id.
39
Id.
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discuss their objectives and share insight on ways to achieve career goals.40 In 2010, attendance
at these sessions grew to include almost 900 early-career managers.41 Generation Y employees
appreciated these sessions so much that this initiative is now implemented all over the country.42
Generation Y employees value having access to mentors.43 Employers should allow
millennials to learn by doing.44 A company that offers mentors in either a formal and informal
setting can help employees adapt easier. Mentoring approaches should work with employees to
instill different career approaches while instructing them on their individual roles in the company
as well as new career opportunities. Comprehensive mentoring programs should be set up to
allow new Generation Y employees to learn technical competencies, and relational experiences,
but they should also learn about their own strengths.45 These mentoring programs can help
Generations Y employees acquire commitment to the company.
Some large insurance companies actually encourage older employees to pursue and
mentor their successors.46 “Several insurers have created a formal mentoring consortium, to
provide entrant workers with guidance on MDRT (Million Dollar Round Table- an industry
organization) membership qualification. Since its inception in 1995, 38% of program mentees
have successfully joined the MDRT.”47

There are many options to show Generation Y

employees just how meaningful their work really is.

40

Id.
Id.
42
Amoroso, Rebecca C. "Strategies to Attract and Engage Generation Y in the U.S. Insurance Industry." Deloitte
Financial Services: Generational Talent Management for Insurers. (2007): 8-10. Print.
43
Id.
44
Twenge, Jean M. Generation me: Why Todays Young Americans are more Confident, Assertive, Entitled, and
More Miserable than ever before. New York, NY: Free Press, 2006. 216-221. Print.
45
Amoroso, Rebecca C. "Strategies to Attract and Engage Generation Y in the U.S. Insurance Industry." Deloitte
Financial Services: Generational Talent Management for Insurers. (2007): 8-10. Print.
46
Id.
47
Id.
41
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V.

TECH-SAVVY WORK ENVIRONMENT
Generation Y has been exposed to digital technology since birth. They have grown up in

an online world of instant messaging and endless access and availability at the tip of their
fingers. At work, this tech-savy group demands and requires that same level of IT systems and
network usage that they’re used to. Employers should utilize online recruiting tools to attract the
younger generation.48 The internet is a go-to for Generation Y when looking for jobs. There are
many options such as electronic job boards, which provide transparency around available
opportunities. There are many large insurers that already utilize online recruiting tools.
It is crucial to leverage the technology with which Generation Y is so comfortable. For
communication within the workplace, options of online interactions should be utilized. Many
electronic interaction technologies expedite extensive and significant conversations.49
Generation Y is comfortable expressing feelings, ideas, and opinions under a computer setting.
Many insurance companies institute different types of electronic communications from the
simple e-mail to the instant message. This could exceptionally increase communication in the
office. Also, when teaching and training new employees, gaming simulations can be a great
mechanism for learning.50
Generation Y employees look for open communication within the company to express
and understand goals and objectives. It is best to communicate corporate goals clearly in a way
they can understand.51

Allowing them to give feedback is essential to working with the

Generation Y employees to further simplify company goals. Even more drastically, Generation

48

Id.
Amoroso, Rebecca C. "Strategies to Attract and Engage Generation Y in the U.S. Insurance Industry." Deloitte
Financial Services: Generational Talent Management for Insurers. (2007): 8-10. Print.
50
Id.
51
Twenge, Jean M. Generation me: Why Todays Young Americans are more Confident, Assertive, Entitled, and
More Miserable than ever before. New York, NY: Free Press, 2006. 216. Print.
49

9

Z workers have never known a world in which one could not be in conversation with anyone
anywhere any time, and they have an even lower tolerance than Generation Y workers for being
digitally cut off.52
Notwithstanding popular beliefs, members of Generation Y yearn for long-term career
development. They want to stick with a company for years to come but they want multiple
experiences within a single organization. It is imperative to create personal development plans
so that Generation Y employees can be aware of their path.53 It is also crucial to allow for career
mobility so that they can have multiple experiences within the company.54
It is best to allow potential Generation Y employees to take risks to figure out specifically
where they prefer working within the organization. It is great to offer customized internal
training, as well as access to formal external academic programs.55 Talking with Generation Y
employees about how their individual skills can help them in certain departments is a great way
to help them help the company. Great ideas for a talent development program include courses,
learning simulation exercises, job rotations, targeted assignments, and succession management.56
VI.

CONCLUSION
Generation Y workers will, and already have, become an integral part of the business

environment and by extension, the insurance world. By adapting the work environment to their
expectations, it is possible to make the most out of the good qualities they possess. Their drive,
spirit, and ingrained skills can be tended to in order to reap unprecedented rewards.

52

As

Tulgan, Bruce. "Column: High-maintenance Generation Z heads to work." USA TODAY. 26 Jun 2012: n. page.
Web. 29 Jul. 2013. <http://usatoday30.usatoday.com/news/opinion/forum/story/2012-06-27/generation-z-workmillenials-social-media-graduates/55845098/1>.
53
Amoroso, Rebecca C. "Strategies to Attract and Engage Generation Y in the U.S. Insurance Industry." Deloitte
Financial Services: Generational Talent Management for Insurers. (2007): 8-10. Print.
54
Id.
55
Amoroso, Rebecca C. "Strategies to Attract and Engage Generation Y in the U.S. Insurance Industry." Deloitte
Financial Services: Generational Talent Management for Insurers. (2007): 8-10. Print.
56
Id.
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demographics and economics shift the balance of talent, U.S. insurance leaders must proactively
research and establish the infrastructure for ongoing cultural change in order to attract and retain
a talented work force and prosper in the new frontier.
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THE LIFE CYCLE OF CYBER EXPOSURES—
COMPLIANCE AND LITIGATION
October 2013
David M. Governo and Corey M. Dennis
I.

REGULATORY COMPLIANCE AND ENFORCEMENT

Data breaches occur daily and are estimated to cost $5.4 million per breach, 1 while the
annual cost of cybercrime to the U.S. economy is estimated at $100 billion. 2 In addition to
the substantial financial costs associated with notification of consumers, government
investigations and enforcement actions, and private litigation, cyber attacks can ruin a
company’s reputation virtually overnight. Although companies in the health care, financial
services, retail, and hospitality industries are most commonly targeted, no company is
immune from these risks. The insurance industry is particularly vulnerable. In fact, a
report from last year found that despite increased focus on data security, approximately
40% of the 46 major insurance organizations had experienced data breaches in the
preceding 12 months. 3 Thus, it is imperative for companies to establish policies and
practices in compliance with the complex framework of state and federal data security
laws.
A. State Data Breach Notification Laws
Data breach notification laws have been enacted in 46 states, as well as the District of
Columbia, Puerto Rico, the U.S. Virgin Islands, and Guam. 4 Alabama, Kentucky, New
1

See Ponemon Institute, 2013 Cost of Data Breach Study: United States,
http://www.symantec.com/content/en/us/about/media/pdfs/b-cost-of-a-data-breach-us-report2013.enus.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2013Jun_worldwide_Cost
ofaDataBreach.
2
See Siobhan Gorman, “Annual U.S. Cybercrime Costs Estimated at $100 Billion,” The Wall Street
Journal (July 22, 2013). Since 2005, over 3,800 data breaches, resulting in more than 608 million
comprised records, have been reported in the United States. See Privacy Rights Clearinghouse,
Chronology of Data Breaches, http://www.privacyrights.org/data-breach. As the reported cyber
attacks “represent only a small fraction of cyber attacks carried out,” these figures may well be
underestimates. See Bipartisan Policy Center, Too many cyber attacks hushed up, US panel says
(July 19, 2012), http://bipartisanpolicy.org/news/articles/2012/07/too-many-cyber-attacks-hushedus-panel-says.
3
See Deloitte 2012 DTTL Global Financial Services Industry Security Study,
http://www.deloitte.com/assets/DcomGlobal/Local%20Assets/Documents/Financial%20Services/dtt_fsi_SecurityStudy2012.pdf.
4
See State Security Breach Notification Laws, National Conference of State Legislatures,
http://www.ncsl.org/issues-research/telecom/security-breach-notification-laws.aspx.

Mexico, and South Dakota have no such equivalent laws. Though the data breach
notification laws vary by jurisdiction, they generally require companies to notify consumers
whose personal information has been compromised by a security breach “in the most
expedient time possible” or “without unreasonable delay.” 5
B. State Data Security Laws
A minority of states—including Massachusetts, California, Connecticut, Rhode Island,
Oregon, Maryland, and Nevada—have also enacted data security laws requiring
companies to maintain certain safeguards to protect state residents’ personal information
from being compromised. 6 These laws, intended to prevent data breaches and identity
theft, typically require companies to implement and maintain reasonable security
measures.
The Massachusetts data security regulations, 201 CMR 17.00 et seq., effective as of
March 2010, are among the most comprehensive and burdensome of the state data
security laws. The Massachusetts regulations go beyond most other state data security
laws by requiring every “person” or entity—including companies inside and outside of
Massachusetts—holding, processing, or otherwise accessing personal information of
Massachusetts residents to:
•
•
•
•
•
•

develop a comprehensive written policy outlining its physical, administrative, and
technical information security measures;
maintain extensive computer system security requirements (e.g., secure user
authentication protocols/passwords, secure access control measures, monitoring of
systems, up-to-date firewalls and virus/malware protection);
encrypt all records containing personal information transmitted over wireless
networks or stored on portable devices;
require third-party service providers (e.g., payroll providers, outsourcers) receiving
personal information, by contract, to maintain security measures in compliance with
the regulations;
train employees on compliance with data security policies; and
regularly monitor and review security measures, at least annually, to ensure they
are preventing unauthorized access to personal information.

The Massachusetts Attorney General is authorized to enforce the Massachusetts data
security laws by bringing civil actions, which may result in substantial liability. 7 The
5

See, e.g., Cal. Civ. Code § 1798.82; Mass. Gen. Laws ch. 93H, § 3; N.Y. Gen. Bus. § 899-aa;
R.I. Gen. Laws 11-49.2-3.
6
See 201 CMR 17.00 et seq.; Cal. Civ. Code § 1798.81.5; Conn. Gen. Stat. § 42-471; R.I. Gen.
Laws § 11-49.2-2; Or. Rev. Stat. § 646A.622; Md. Code, Comm. Law § 14-3501; Nev. Rev. Stat. §
603A.210.
7
Recent Massachusetts data breach enforcement actions resulted in a $750,000 settlement with a
Massachusetts hospital, a $110,000 settlement with a major Boston restaurant group, and a
$140,000 settlement with a medical billing practice and associated medical providers. See
Massachusetts Attorney General Press Release, South Shore Hospital to Pay $750,000 to Settle
Data Breach Allegations (May 24, 2012), http://www.mass.gov/ago/news-and-updates/pressreleases/2012/2012-05-24-south-shore-hospital-data-breach-settlement.html; Massachusetts
2

Massachusetts Attorney General as well as other states attorneys general have been
active in investigating and enforcing violations of state data security laws. 8
When the Massachusetts regulations became effective, some speculated that they might
become a model data security standard nationally. However, although several states—
including Connecticut, Vermont, and Texas—have been active in amending their breach
notification laws in the past few years, none have adopted the comprehensive
requirements of the Massachusetts data security regulations.
C. Payment Card Industry Data Security Standard
The Payment Card Industry Data Security Standard (PCI-DSS), which was established in
2004 by the major credit card companies, contractually requires merchants accepting
credit and debit cards to protect cardholder data. The standard outlines a number of
information security goals and requirements, including maintaining a written information
security policy, incident response plan, employee training, firewalls, encryption, and antivirus software. Some states, such as Nevada, have incorporated the PCI standards,
including the encryption requirement, into their state data security laws. 9
Over the past decade, merchants have been fined millions due to alleged PCI noncompliance. However, a recent lawsuit filed by a retailer, Genesco, Inc.—which sells
shoes, hats, and sports apparel in over 2,400 stores across the world under various store
names, including Journeys, Johnston & Murphy, and Lids—is the first to challenge PCI
fines assessed by credit card companies. 10 Earlier this year, Genesco filed a complaint
against Visa seeking to recover $13.3 million in non-compliance fines and assessments
that Visa had imposed on two acquiring banks, Wells Fargo and Fifth Third Financial,
which processed the payment card information. These banks had paid the fines, which
stemmed from the December 2010 breach of Genesco’s payment processing network due
to a criminal cyber attack, and then collected the total from Genesco pursuant to an
indemnification agreement.
Genesco claims in its complaint that Visa had no reasonable basis for concluding that it
was non-compliant with the PCI standards, and that there was no actual theft of cardholder
data for the accounts in question. Genesco’s complaint brings claims for breach of
contract and violation of the California unfair business practices act, and related claims.
Attorney General Press Release, Major Boston Restaurant Group That Failed to Secure Personal
Data to Pay $110,000 Under Settlement with AG Coakley (March 28, 2011),
http://www.mass.gov/ago/news-and-updates/press-releases/2011/restaurant-group-pay-110000under-ag-settlement.html.
8
See Allison Grande, “As Data Breaches Rise, AGs Emerge As Primary Enforces,” Law360 (May
6, 2013). In fact, last year, the National Association of Attorneys General—comprised of the
attorneys general of every U.S. state (as well as the District of Columbia and several U.S.
territories)—announced a new initiative entitled “Privacy in the Digital Age,” which is exploring ways
to protect online privacy and manage the risks associated with data breaches and emerging
technologies. See National Association of Attorneys General, “Privacy in the Digital Age,”
http://www.naag.org/privacy-in-the-digital-age.php.
9
See Nev. Rev. Stat. § 603A.215.
10
See Genesco Inc. v. Visa U.S.A. Inc., No. 3:13-cv-00202 (M.D. Tenn., filed March 7, 2013).
3

The case is currently pending. An outcome in favor of Genesco could significantly
undermine the ability of credit card companies to assess PCI fines going forward.
D. Federal Data Privacy and Security Laws
1. Overview
During the past two decades, numerous federal laws governing data privacy and security
have been enacted, including:
•
•
•
•
•
•

the Health Insurance Portability and Accountability Act (HIPAA), which requires
health care providers to maintain privacy and security standards for protected health
information;
the Health Information Technology for Economic and Clinical Health (HITECH)
Act, which strengthens HIPAA and extends HIPAA violation liability to “business
associates” to whom protected health information is disclosed;
the Gramm-Leach-Bliley Act (GLBA), which mandates privacy and data security
requirements for “financial institutions” (broadly defined to include banks, mortgage
companies, insurance companies, financial advisors, investment firms, etc.);
the Children’s Online Privacy Protection Act (COPPA), which requires covered
website operators to maintain reasonable procedures to protect the personal
information of children;
the Fair Credit Reporting Act (FCRA), which imposes requirements for the
collection, disclosure, and disposal of data collected by consumer reporting
agencies; and
the FTC’s Red Flags Rule, which requires financial institutions and creditors
holding consumer accounts to maintain a written identity theft prevention program.
2. HIPAA and HITECH

HIPAA and the HITECH Act are the most aggressively enforced federal data privacy and
security laws. The HIPAA Privacy Rule, promulgated in 2000, generally prohibits the
unauthorized disclosure of protected health information by covered entities, including
health care providers, health insurers, HMOs, and health care clearinghouses. 11 Covered
entities must also require by contract any “business associates” to whom they disclose
protected health information (e.g., insurance brokers and agents, third party administrators
of health plans, accounting firms providing services to health care providers) to
appropriately safeguard the information. 12
The HIPAA Security Rule, promulgated in 2003, requires covered entities to maintain
certain safeguards for the protection of electronic health information, which must be
documented in written policies and procedures. 13 The Security Rule also imposes other

11

See 45 C.F.R. § § 164.500 et seq.
See 45 C.F.R. § 164.502(e); 45 C.F.R. § 160.103.
13
See 45 C.F.R. § § 164.302 et seq.
4
12

obligations, including training employees and conducting a thorough “risk analysis” to
prevent security violations. 14
The HITECH Act strengthens penalties for HIPAA violations, extends HIPAA violation
liability to business associates (e.g., third-party administrators, accounting firms providing
services to health care providers), establishes an audit program mandate, and authorizes
state attorneys general to bring civil enforcement actions for HIPAA violations. 15 The
HITECH Act’s breach notification regulations require HIPAA covered entities to report data
breaches affecting 500 or more individuals to the affected individuals, the U.S. Department
of Health and Human Services, as well as to “prominent media outlets serving a State or
jurisdiction.” 16
In January 2013, the U.S. Department of Health and Human Services (HHS) issued the
final omnibus HIPAA/HITECH rule, which makes important changes to the privacy and
security requirements under HIPAA and the HITECH Act. Some of the more significant
changes include:
(1) HIPAA violation liability is extended to “business associates” to whom protected
health information is disclosed (e.g., third-party administrators, accounting firms
providing services to health care providers);
(2) “business associate” is now more broadly defined to include subcontractors of
business associates (thus, business associates themselves must obtain business
associate agreements from their subcontractors);
(3) more breaches will be reported, because the threshold for reporting breaches has
been lowered (it previously required reporting only if the potential breach posed a
“significant risk of financial, reputational, or other harm to the individual”); and
(4) non-compliance penalties are increased based on the level of negligence, with a
maximum penalty of $1.5 million per violation.
With certain exceptions, covered entities and their business associates must come into full
compliance with the Omnibus Rule by September 23, 2013. Since July 2008, HHS has
issued nearly $17 million in penalties for violations of the HIPAA and HITECH rules. 17
Examples of recent investigations and fines include:
•

14

In July 2013, health insurer WellPoint, Inc. agreed to pay $1.7 million to settle
potential HIPAA violations following an incident in which security weaknesses in
WellPoint’s online application database left the electronic protected health

See 45 CFR 164.308(a).
See 42 U.S.C. § 17931 et seq.
16
42 U.S.C. § 17932. Breaches affecting fewer than 500 individuals must be reported to the
Department annually. See id. In addition, business associates must notify covered entities of any
breaches. See 42 U.S.C. § 17932(b).
17
See Rachel Landen & Joseph Conn, “WellPoint to pay $1.7 million HIPAA penalty,” Modern
Healthcare (July 11, 2013),
http://www.modernhealthcare.com/article/20130711/NEWS/307119954.
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information of over 600,000 individuals accessible to unauthorized individuals over
the Internet. 18
•

In September 2012, following an incident involving the theft of an unencrypted
laptop containing electronic protected health information, Massachusetts Eye and
Ear Infirmary agreed to pay $1.5 million to settle alleged HIPAA violations. 19

•

In March 2012, Blue Cross Blue Shield of Tennessee settled the first enforcement
action resulting from a HITECH Act breach report for $1.5 million. The action was
based an incident involving the theft of 57 unencrypted computer hard drives. 20
3. Federal Trade Commission

The Federal Trade Commission has also been active in investigating and enforcing
violations of federal statutes governing data privacy and security in specific contexts,
including the Fair Credit Reporting Act (FCRA) and the Children’s Online Privacy
Protection Act (COPPA). 21 There is currently no federal statute imposing general data
security standards on companies in all industries. However, the FTC—taking the position
that it has general authority over “unfair and deceptive practices” related to data security—
has brought numerous enforcement actions 22 against companies alleging data security
violations under Section 5 of the FTC Act, which bars “unfair or deceptive acts or practices
in or affecting commerce.” 23
There have been few challenges to the FTC’s authority to enforce Section 5 of the FTC
Act, since prior cases have settled by consent orders before any significant litigation
activity. However, a recent case, FTC v. Wyndham Worldwide Corporation, 24 raises the
unresolved question of the scope of the FTC’s authority to regulate data security in the
absence of specific legislation. In this case, Wyndham moved to dismiss the FTC’s
enforcement action on the ground that the Commission has no authority to establish and
18

See U.S. Department of Health and Human Services News Release, WellPoint pays HHS $1.7
million for leaving information accessible over Internet (July 11, 2013),
http://www.hhs.gov/news/press/2013pres/07/20130711b.html.
19
See U.S. Department of Health and Human Services News Release, Massachusetts provider
settles HIPAA case for $1.5 million (Sept. 27, 2012),
http://www.hhs.gov/news/press/2012pres/09/20120917a.html.
20
See U.S. Department of Health and Human Services News Release, HHS settles HIPAA case
with BCBST for $1.5 million (March 13, 2012),
http://www.hhs.gov/news/press/2012pres/03/20120313a.html.
21
See FTC Press Release, “Spokeo to Pay $800,000 to Settle FTC Charges Company Allegedly
Marketed Information to Employers and Recruiters in Violation of FCRA,”
http://www.ftc.gov/opa/2012/06/spokeo.shtm; FTC Resources for Reporters, “The Children’s Online
Privacy Protection Act (COPPA): What Parents Should Know,”
http://www.ftc.gov/opa/reporter/privacy/coppa.shtml.
22
See FTC Resources for Reporters, “Making Sure Companies Keep Their Privacy Promises to
Consumers,” http://www.ftc.gov/opa/reporter/privacy/privacypromises.shtml.
23
15 U.S.C. § 45.
24
See Federal Trade Comm’n v. Wyndham Worldwide Corp., No. 2:13-cv-01887 (D. N.J. 2013).
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enforce data security standards under the “unfairness” prong of Section 5. A decision in
Wyndham’s favor would undermine the FTC’s authority in the area of data security going
forward.
4. Best Practices
a. General
Complying with the complex web of data privacy laws is challenging, but necessary to
mitigate the liability and reputational damage that often results from data breaches today.
Best practices to minimize the likelihood of a data breach and potential liability include the
following:
•
•
•
•
•
•
•
•

conduct an inventory of all personal information handled by the company;
regularly review and update written information security policies;
consult with legal counsel to ensure compliance with applicable laws;
encrypt emails and electronic devices containing personal information;
regularly train employees on policies and practices;
ensure vendor/business associate compliance;
maintain an incident-response plan and team; and
consider cyber liability insurance.
b. Protecting Confidentiality of Data-Risk Assessments

In light of the growing risk of cyber threats to all companies, attorney-directed data risk
assessments have also become critical in detecting vulnerabilities and ensuring
compliance with applicable laws. Communications with in-house counsel are not always
protected by the attorney-client privilege, as in-house counsel typically hold dual roles,
providing both business and legal advice. 25 Therefore, it is recommended that outside
counsel be retained to preserve the attorney-client privilege applicable to any reports or
other communications relating to the assessment. Such documents may also be protected
by the work-product doctrine if they are prepared in anticipation of litigation, 26 or by the
“self-critical analysis privilege,” which some courts have recognized in limited
circumstances. 27
25

See Rossi v. Blue Cross & Blue Shield of Greater New York, 73 N.Y.2d 588, 592-93 (1989)
(explaining privilege must be applied with particular caution to in-house counsel, given blurred
roles); see also TVT Records v. Island Def Jam Music Group, 214 F.R.D. 143, 144 (S.D.N.Y. 2003)
(explaining privilege issues complicated by fact that “in-house attorneys are more likely to mix legal
and business functions”); In re Seroquel Products Liab. Litig., No. 606MD1769-ORL-22DAB, 2008
WL 1995058, a *8 (M.D. Fla. May 7, 2008) (holding “primary purpose” of communication must be
to provide legal, rather than business, advice for privilege to apply).
26
See Fed. R. Civ. P. 26(b)(3)(A) (providing documents prepared “in anticipation of litigation”
ordinarily not discoverable).
27
See Clark v. Pennsylvania Power & Light Co., Inc., No. 98-3017, 1999 WL 225888, at *2 (E.D.
Pa. Apr. 14, 1999) (applying “critical self-analysis privilege” in employment discrimination case); In
Re Crazy Eddie Securities Litigation, 792 F. Supp. 197, 205 (E.D.N.Y. 1992) (applying privilege to
audit and peer review reports in securities law case); Hickman v. Whirlpool Corp., 186 F.R.D. 362,
364 (N.D. Ohio 1999) (holding company’s minutes from safety meetings privileged in personal
7

II.

CLASS ACTION LITIGATION DEVELOPMENTS
A. Overview

Data breach class actions and related privacy class actions are on the rise. The potential
liability resulting from such lawsuits is so substantial that privacy may be the “next frontier
in consumer class actions.” 28 In fact, earlier this year, a class action was filed against
North Shore Long Island Hospital in New York state court seeking $50 million in punitive
damages and an unspecified amount of actual damages based on an incident involving the
theft of over 100 patients’ personal information. 29 And more recently, three class actions
were filed against MAPCO Express, a southern convenience store chain, based on a
hacking incident involving the compromise of its customers’ credit and debit card
information. 30
Plaintiffs in privacy and data breach class actions typically claim that the defendant—
whether a retailer, hospital, health insurer, payment card processor, or other company
handling their personal information—failed to adequately protect that information, used that
information for unauthorized purposes (e.g., online “tracking” or behavioral advertising), or
otherwise violated their privacy rights under state or federal statutes or common law.
However, such plaintiffs face several obstacles, including establishing standing, injury,
causation, and class certification.
B. Resnick v. AvMed, Inc.—Support for Class Actions
One recent noteworthy data breach case was Resnick v. AvMed, Inc. 31 The plaintiffs in
this putative class action claimed that their health insurer, AvMed, was negligent in failing
to secure two unencrypted laptops containing their personal information, as well as the
personal information of approximately 1.2 million other current and former AvMed
members. The laptops were stolen and later sold to an individual with a history of dealing
in stolen property. Ten and 14 months later, financial accounts were opened in the
plaintiffs’ names and used to make unauthorized purchases.

injury action). The self-critical analysis privilege has been defined as “a qualified privilege that
protects from disclosure documents reflecting a party’s own forthright evaluation of its compliance
with regulatory, legal or professional standards.” Robinson v. Troyan, No. CV 07-4846 ETB, 2011
WL 5416324, at *4 (E.D.N.Y. Nov. 8, 2011). Several states have enacted statutes codifying the
privilege as applicable to insurance companies. See N.J. Stat. Ann. 17:23C-1 et seq.; D.C. Code
Ann. § 31–853; 215 Ill. Comp. Stat. 5/155.35; Kan. Stat. Ann. § 60-3351; Or. Rev. Stat. § 731.761;
N.D. Cent. Code § 26.1-51-02.
28
See Lawrence T. Gresser and Karen H. Bromberg, “Privacy: The Next Frontier in Consumer
Class Actions?,” New York Law Journal (July 15, 2013),
http://www.newyorklawjournal.com/PubArticleNY.jsp?id=1202610687400&Privacy__The_Next_Fro
ntier_in_Consumer_Class_Actions.
29
See Joe Carlson, “Patients sue North Shore-LIJ over data theft,” Modern Healthcare (Feb. 12,
2013), http://www.modernhealthcare.com/article/20130212/NEWS/302129848.
30
See Tracy Kitten, “MAPCO Express Sued Over Malware Attack,” Bank Info Security (July 9,
2013), http://www.bankinfosecurity.com/mapco-express-sued-over-malware-attack-a-5894/op-1.
31
693 F.3d 1317 (11th Cir. 2012).
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The United States District Court for the Southern District of Florida dismissed the plaintiffs’
claims, concluding that, among its “other deficiencies,” the complaint failed to allege any
cognizable injury. However, on appeal, the U.S. Court of Appeals for the Eleventh Circuit
reversed, allowing the case to move forward. The court held that the plaintiffs’ allegations,
which indicated that they suffered identity theft after the unencrypted laptops containing
their sensitive information were stolen, easily established standing because the allegations
showed that the plaintiffs suffered an “injury in fact” that was “fairly traceable” to AvMed’s
actions and redressable. Moreover, the court held, the plaintiffs’ monetary loss was a
cognizable injury under Florida law.
Addressing the issue of causation, the AvMed court concluded that the plaintiffs’ claims
adequately demonstrated a “nexus” between the data breach and identity theft because
the allegations indicated that the compromised information was the same information used
to steal the plaintiffs’ identities and that the plaintiffs had taken “substantial precautions” to
protect their personal information. The court also held that the plaintiffs’ unjust enrichment
claim was sufficient because it alleged that they conferred a monetary benefit on AvMed in
the form of monthly premiums, which AvMed used to pay for the administrative costs of
data security, and that AvMed failed to implement adequate data security measures in
accordance with industry standards.
AvMed and other recent decisions seem to indicate a trend in which the courts have
become more willing to recognize the validity of data breach claims and allow them to
proceed. Other cases are discussed below.
C. Standing
The existing case law diverges on the allegations necessary to establish standing in data
breach cases. Some courts, such as the Ninth Circuit in Krottner v. Starbucks Corp., and
the Seventh Circuit in Pisciotta v. Old Nat. Bancorp, have concluded that the mere threat
of identity theft may be sufficient to confer standing. 32
Others have reached a contrary conclusion, including the Third Circuit in Reilly v. Ceridian
Corp. and the First Circuit in Katz v. Pershing, where dismissals for lack of standing were
affirmed, given the allegations of a mere risk of future harm. 33 In Reilly, the Third Circuit
distinguished Pisciotta and Krottner, reasoning that the threatened harms were
significantly more “imminent” and “certainly impending” in both cases because they
involved intentional and malicious breaches. Similarly, in Katz, the First Circuit explained
that the plaintiff’s decision to purchase identity theft insurance and credit monitoring
services must be “premised on a reasonably impending threat” of “actual or imminent”
harm to confer proper standing.

32

See Krottner v. Starbucks Corp., 628 F.3d 1139, 1143 (9th Cir. 2010); Pisciotta v. Old Nat.
Bancorp, 499 F.3d 629, 634 (7th Cir. 2007); see also Ruiz v. Gap, Inc., 380 F. App’x 689, 691 (9th
Cir. 2010) (same).
33
See Reilly v. Ceridian Corp., 664 F.3d 38, 43 (3d Cir. 2011), cert. denied, 132 S. Ct. 2395
(2012); Katz v. Pershing, LLC, 672 F.3d 64, 78 (1st Cir. 2012) (same).
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A recent U.S. Supreme Court decision, Clapper v. Amnesty International USA, 34 may
bolster defendants’ arguments regarding lack of standing in future cases. In Clapper, the
plaintiffs—attorneys and human rights, labor, legal, and media organizations—claimed that
they engaged in sensitive international communications with individuals who were likely
targets of surveillance under the Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. §
1881a, and that the Act was unconstitutional.
The issue before the Supreme Court in Clapper was whether the plaintiffs had established
Article III standing where they claimed that their communications would be intercepted
sometime in the future and that their present injuries included taking costly and
burdensome measures to protect the confidentiality of their communications from
surveillance. The Court held that the plaintiffs failed to establish standing, concluding that:
(1) the “threatened injury must be certainly impending to constitute injury in fact” and
“fairly traceable” to § 1881a;
(2) it was highly speculative that the government would imminently target the plaintiffs’
communications, especially given that the plaintiffs had no actual knowledge of the
government’s targeting practices; and
(3) although the plaintiffs claimed that § 1881a required them “to take costly and
burdensome measures to protect the confidentiality of their communications,” they
could not “manufacture standing merely by inflicting harm on themselves based on
their fears of hypothetical future harm that is not certainly impending.”
Defendants facing data breach litigation may rely on Clapper to support the argument that
the plaintiffs’ speculative claims that their privacy rights will someday be invaded, or that
they incurred costs to protect themselves from the risk of identity theft, are insufficient to
demonstrate standing unless the threatened injury was “certainly impending.” However,
while its principles will be helpful to the defense of such cases, Clapper may be
distinguished from data breach cases, where the “threatened injury” is often caused by a
malicious hacker (thus increasing the chance of an “impending” injury), rather than an
authorized government entity. In addition, although the Court in Clapper applied an
“especially rigorous” standing inquiry because the plaintiffs’ challenged the constitutionality
of a federal statute, the Court noted that it had applied a “substantial risk” of future harm
standard in other contexts, leaving open the possibility that a more lenient standard could
be applied in future cases.
D. Injury
Courts have also reached inconsistent conclusions on the injury requirement in data
breach cases, with some holding that “mitigation damages”—such as fees for replacement
credit/debit cards, identity theft insurance and credit monitoring—or the lost “value” of
personal information by a provider of paid services, constitute a cognizable injury. 35 Other
34

133 S. Ct. 1138 (2013).
See Anderson v. Hannaford Bros. Co., 659 F.3d 151, 162-67 (1st Cir. 2011) (holding class action
plaintiffs’ negligence and implied contract claims were cognizable where plaintiffs alleged
mitigation damages arising from the theft of millions of credit and debit card numbers); Claridge v.
RockYou, Inc., 785 F. Supp. 2d 855, 864-66 (N.D. Cal. 2011) (holding class action plaintiff’s
breach of contract and negligence claims were sufficient where they alleged lost unidentified
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35

courts have held that a showing of actual identity theft is necessary to establish the injury
requirement. 36
E. Class Certification
In class action lawsuits, including privacy and data breach class actions, plaintiffs are often
unable to overcome the class certification hurdle, which generally results in the failure of
the case. For example, class certification was denied in In Re Hannaford Bros. Co.
Customer Data Security Breach Litigation, 37 a recent data breach class action where the
plaintiffs claimed that, following an incident in which millions of customers’ debit and credit
card data was stolen from a grocery chain, they incurred mitigation damages, including
fees for new credit/debit cards, identity theft insurance, and credit monitoring. The court
found that the plaintiffs met the class certification requirements under Fed. R. Civ. P.
23(a)—i.e., numerosity, commonality, typicality, and adequacy of representation—but
failed to meet the predominance requirement of Fed. R. Civ. P. 23(b), which requires a
showing that questions of law or fact common to class members predominate over
questions affecting only individual members.
Similarly, earlier this year, the U.S. Supreme Court reversed class certification in Comcast
Corp. v. Behrend, 38 an antitrust class action brought by cable television subscribers,
concluding that the plaintiffs failed to meet Fed. R. Civ. P. 23(b)’s predominance
requirement. The Court held that the plaintiffs’ proffered damages methodology was
inconsistent with their theory of antitrust liability and inadequate to establish damages on a
classwide basis, emphasizing that a “rigorous analysis” of the plaintiff’s damages model
must be conducted. 39 The Comcast decision has established stricter class certification
standards, making certification more challenging going forward. 40 However, some
decisions have questioned its impact on the broader class action landscape, particularly in

“value” and/or a “property right” inherent in plaintiff’s personal information following data breach
affecting developer of social media applications); Kuhn v. Capital One Fin. Corp., 67 Mass. App.
Ct. 1111, 2006 WL 3007931 (2006) (slip op.) (holding that “the value of the time spent” by the
plaintiff to prevent further identity theft was compensable injury, even though she did not have to
pay charges on fraudulent accounts).
36
See Krottner v. Starbucks Corp., 406 F. App’x 129, 131 (9th Cir. 2010) (affirming dismissal of
plaintiffs’ negligence claims based on conclusion that the “mere danger of future harm” is not a
cognizable injury); In re Sony Gaming Networks & Customer Data Sec. Breach Litig., MDL No.
11MD2258, 2012 WL 4849054, at *12 (S.D. Cal. Oct. 11, 2012) (same).
37
No. 2:08-MD-1954-DBH, 2013 WL 1182733 (D. Me. Mar. 20, 2013).
38
133 S. Ct. 1426 (2013).
39
Although the plaintiffs proposed four theories of antitrust impact, the Court only accepted the
“overbuilder theory”—i.e., that Comcast’s activities reduced competition from companies building
cable networks in the market area. The damages model offered by the plaintiff’s expert calculated
damages for the entire class at $875,576,662, but did not isolate damages resulting from any
particular theory.
40
See Forrand v. Fed. Exp. Corp., No. 08-1360 DSF PJWX, 2013 WL 1793951, at *3 (C.D. Cal.
Apr. 25, 2013) (explaining that, under Comcast, a plaintiff must proffer a damages methodology
“that can be applied classwide and that ties the plaintiff’s legal theory to the impact of the
defendant’s allegedly illegal conduct”).
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cases involving less complex damages calculations or certification only as to liability
classes. 41
More recently, a class was certified in Harris v. comScore, Inc., 42 a privacy class action in
which the plaintiffs claim that comScore, an online data research company, unlawfully
collected data about their activities on the internet, analyzed that data, and sold it to third
parties. The plaintiffs seek statutory damages for violations of several federal privacy
statutes: the Stored Communications Act, the Electronic Communications Privacy Act, and
the Computer Fraud and Abuse Act.
The comScore court concluded that a class action was the most efficient method for
resolving the common issues and that “individual factual damages issues do not provide a
reason to deny class certification when the harm to each plaintiff is too small to justify
resolving the suits individually.” The court also reasoned that the U.S. Supreme Court’s
“assumption, uncontested by the parties,” in Comcast, that Fed. R. Civ. P. 23(b)(3)
requires a classwide damages calculation methodology in antitrust cases, “even assuming
it is applicable to privacy class actions in some way” was merely non-binding dicta. The
U.S. Court of Appeals for the Seventh Circuit subsequently denied comScore’s appeal of
the class certification ruling, allowing the case to proceed. 43 The comScore class is likely
to include millions of individuals, making it one of the largest class actions ever certified.
The caselaw in the area of privacy and data breach litigation continues to evolve. Given
the potential for substantial liability, companies should ensure they are mitigating these
risks by maintaining adequate data security measures and training employees on data
security compliance.
III.

INSURANCE COVERAGE
A. Traditional (Non-Cyber) Coverage

All companies face the real threat of liability associated with data security breaches and
other privacy violations. While cyber liability insurance is becoming a recommended
element in mitigating the financial exposure associated with such threats, companies have
found coverage under traditional insurance policies in some limited circumstances.
Relevant cases in the data breach and related contexts include:

41

See In re Whirlpool Corp. Front-Loading Washer Products Liab. Litig., No. 10-4188, --- F.3d ----,
2013 WL 3746205, *16-18 (6th Cir. July 18, 2013) (affirming liability class certification in product
liability case, reasoning that Comcast only applies in cases involving liability and damages
certification); Manno v. Healthcare Revenue Recovery Grp., LLC, 289 F.R.D. 674, 2013 WL
1283881, *18 (S.D. Fla. May 30, 2013) (certifying Telephone Consumer Protection Act (TCPA)
class action, and disagreeing that Comcast “treads any new ground in class action law”); Martins v.
3PD, Inc., No. 11-11313-DPW, 2013 WL 1320454, at *8 n.3 (D. Mass. Mar. 28, 2013) (certifying
wage act class action where damages calculation issues were neither “particularly complicated nor
overwhelmingly numerous”).
42
No. 11-C-5807, --- F.R.D. ----, 2013 WL 1339262 (N.D. Ill. Apr. 2, 2013).
43
See In re comScore, Inc., No. 13-8007 (7th Cir. June 11, 2013).
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•

CGL—Zurich Am. Ins. v. Sony Corp. of Am. 44—Zurich seeks a declaration that it
is not obligated under a CGL policy to defend or indemnify Sony against claims
arising from several data breaches of Sony’s Playstation network in which over 100
million customer records were improperly accessed. Over 50 class action lawsuits
have been filed against Sony, with alleged damages in excess of $170 million. The
case is currently pending.

•

Property—Ward Gen. Ins. Services, Inc. v. Employers Fire Ins. Co. 45—The
insured suffered a computer crash and loss of data due to “human error,” and later
sought recovery of costs to restore the data and attendant loss of business income
under the Building and Personal Property Coverage Form of its first-party
commercial insurance policy. The court held that data was not “tangible property”
covered by the policy.

•

Crime—Retail Ventures, Inc. v. Nat’l Union Fire Ins. Co. of Pittsburgh, Pa. 46—
The insured, Retail Ventures, Inc., prevailed on appeal in its coverage claim seeking
$6.8 million in data breach losses under a computer fraud rider to a commercial
crime policy. The court found that the loss resulted “directly from” the theft of
insured property by computer fraud, and rejected application of the exclusion for
losses of “proprietary information, trade secrets, confidential processing methods, or
other confidential information of any kind.”

•

E&O—Eyeblaster, Inc. v. Federal Insurance Co. 47—An online marketing firm
found coverage under its technology E&O policy when the firm’s online advertising
caused a third-party internet user’s computer to be infected with spyware, resulting
in computer damage and data loss. The court found that the insured’s acts were
not intentionally wrongful, and as such, fell within the policy’s coverage.

The law in this area is evolving, as are the insurance policies, making it difficult to predict
with certainty whether there will be coverage under traditional policies. Moreover,
traditional policies are unlikely to cover all costs associated with data breaches.
B. Cyber Liability Coverage
For many companies today, cyber liability insurance is recommended, as it is specifically
designed to cover losses arising from data breaches and related losses, such as business
revenue lost due to hacking, costs of restoring lost data, costs of notifying and providing
credit monitoring for affected parties, forensic investigation costs, regulatory compliance
costs, and costs of defending lawsuits and paying judgments or settlements. In any event,
it is advisable for companies to consult with legal counsel and insurance professionals to
ensure protection from the financial risks associated with data breaches and privacy
liability.
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