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Sean Carter is the founder of Lawpsided Seminars, a company devoted to solid legal continuing
education with a healthy dose of laughter.
Mr. Carter graduated from Harvard Law School in 1992. His ten years of legal practice focused
on corporate securities and mergers and acquisitions. During this time, he represented such
clients as GNC, Experian, The Boston Beer Company, Homeside Lending, Safelite Auto Glass,
J. Crew and many others, before eventually serving as in-house counsel to a publicly-traded
finance company.
In 2002, Mr. Carter left the practice of law to pursue a career as the country’s foremost Humorist
at Law. Since then, Mr. Carter has crisscrossed the country delivering his Lawpsided Seminars
for state and local bar associations, law firms, in-house corporate legal departments and law
schools. Each year, he presents more than 100 humorous programs on such topics as legal ethics,
stress management, constitutional law, legal marketing and much more.
Mr. Carter is the author of the first-ever comedic legal treatise -- If It Does Not Fit, Must You
Acquit?: Your Humorous Guide to the Law. His syndicated legal humor column has appeared in
general circulation newspapers in more than 30 states and his weekly humor column for lawyers
appeared in the ABA e-Report from 2003 to 2006.
Finally, Sean lives in Mesa, Arizona with his wife and four sons.

It’s Not the Fruit, It’s the Root

Deadly Sin #1:
Lust
Rule 1.8(j) prohibits a lawyer from entering into a sexual relationship with the
client. However, lust encompasses more than just physical lust. In a broader
sense, lust is the improper desire for anything to which one is not entitled.
Therefore, it’s possible to lust not only after a person’s body, but also their
possessions, status, etc. This type of desire may cause a lawyer to breach his/her
ethical obligations with regards to the following rules:
RULE 1.8:
(a)

(c)

CONFLICT OF INTEREST: CURRENT CLIENTS: SPECIFIC RULES

A lawyer shall not enter into a business transaction with a client or knowingly acquire an
ownership, possessory, security, or other pecuniary interest adverse to a client unless:
(1)

the transaction and terms on which the lawyer acquires the interest are fair and
reasonable to the client and are fully disclosed to the client in writing in a manner
that can be reasonably understood by the client;

(2)

the client is advised in writing of the desirability of seeking and is given a
reasonable opportunity to seek the advice of independent legal counsel on the
transaction;

(3)

the client gives informed consent, in a writing signed by the client, to the essential
terms of the transaction and the lawyer’s role in the transaction, including whether
the lawyer is representing the client in the transaction.

A lawyer shall not solicit any substantial gift from a client, including a testamentary gift,
or prepare on behalf of a client an instrument giving the lawyer or a person related to the
lawyer any substantial gift unless the lawyer or other recipient of the gift is related to the
client. For purposes of this paragraph, related persons include a spouse, child, grandchild,
parent, grandparent or other relative or individual with whom the lawyer or the client
maintains a close, familial relationship.

[6]
A lawyer may accept a gift from a client, if the transaction meets general standards of
fairness. For example, a simple gift such as a present given at a holiday or as a token of
appreciation is permitted. If a client offers the lawyer a more substantial gift, paragraph (c) does
not prohibit the lawyer from accepting it, although such a gift may be voidable by the client
under the doctrine of undue influence, which treats client gifts as presumptively fraudulent. In
any event, due to concerns about overreaching and imposition on clients, a lawyer may not
suggest that a substantial gift be made to the lawyer or for the lawyer’s benefit, except where the
lawyer is related to the client as set forth in paragraph (c).
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(d)

Prior to the conclusion of representation of a client, a lawyer shall not make or negotiate
an agreement giving the lawyer literary or media rights to a portrayal or account based in
substantial part on information relating to the representation.

(j)

A lawyer shall not have sexual relations with a client unless a consensual sexual
relationship existed between them when the client-lawyer relationship commenced.

RULE 8.4:

MISCONDUCT

It is professional misconduct for a lawyer to:
(a)

violate or attempt to violate the Rules of Professional Conduct, knowingly assist or
induce another to do so, or do so through the acts of another;

(b)

commit a criminal act that reflects adversely on the lawyer’s honesty, trustworthiness or
fitness as a lawyer in other respects;

(c)

engage in conduct involving dishonesty, fraud, deceit or misrepresentation;

(d)

engage in conduct that is prejudicial to the administration of justice;
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Deadly Sin #2
Gluttony
When we think of gluttony, we usually think solely of consuming too much food,
which creates a limited ethical problem with regards to a lawyer’s obligation under
Rule 1.16 to decline or terminate representation if the lawyer’s physical condition
materially impairs his/her ability to represent the client. However, gluttony
encompasses more than just consuming food to excess. It encompasses any excess
of consumption. Furthermore, it is not just limited to consumption. It can be
gluttonous to consume too soon (prematurely), too extravagantly or too
ravenously. In that regard, lawyers must be careful to avoid violating the
following ethical rules.
RULE 1.16: DECLINING OR TERMINATING REPRESENTATION
a)

Except as stated in paragraph (c), a lawyer shall not represent a client or, where
representation has commenced, shall withdraw from the representation of a client if:
(2)

RULE 1.3:

the lawyer’s physical or mental condition materially impairs the lawyer’s ability
to represent the client; or
DILIGENCE

A lawyer shall act with reasonable diligence and promptness in representing a client.
[2] A lawyer must control the lawyer’s work load so that each matter can be handled
competently.
RULE 3.1:

MERITORIOUS CLAIMS AND CONTENTIONS

A lawyer shall not bring or defend a proceeding, or assert or controvert an issue therein, unless
there is a basis in law and fact for doing so that is not frivolous, which includes a good faith
argument for an extension, modification or reversal of existing law. A lawyer for the defendant
in a criminal proceeding, or the respondent in a proceeding that could result in incarceration,
may nevertheless so defend the proceeding as to require that every element of the case be
established.
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RULE 3.4:

FAIRNESS TO OPPOSING PARTY AND COUNSEL

A lawyer shall not:
(a)

unlawfully obstruct another party’s access to evidence or unlawfully alter, destroy or
conceal a document or other material having potential evidentiary value. A lawyer shall
not counsel or assist another person to do any such act;

(b)

falsify evidence, counsel or assist a witness to testify falsely, or offer an inducement to a
witness that is prohibited by law;

(c)

knowingly disobey an obligation under the rules of a tribunal except for an open refusal
based on an assertion that no valid obligation exists;

(d)

in pretrial procedure, make a frivolous discovery request or fail to make reasonably
diligent effort to comply with a legally proper discovery request by an opposing party;

(e)

in trial, allude to any matter that the lawyer does not reasonably believe is relevant or that
will not be supported by admissible evidence, assert personal knowledge of facts in issue
except when testifying as a witness, or state a personal opinion as to the justness of a
cause, the credibility of a witness, the culpability of a civil litigant or the guilt or
innocence of an accused;
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Deadly Sin #3
Greed
Greed inhibits a lawyer’s ability to abide by the ethics rules in a number of ways.
Greed causes lawyers to inflate bills to clients, misappropriate client funds, and
even commit criminal acts of bribery, theft, fraud and the like. Furthermore, greed
may cause an attorney to violate his/her fiduciary duty to a client in other ways.

RULE 1.5:
(a)

FEES AND EXPENSES

A lawyer shall not make an agreement for, charge, or collect an unreasonable fee or an
unreasonable amount for expenses. The factors to be considered in determining the
reasonableness of a fee include the following:
(1)

the time and labor required, the novelty and difficulty of the questions involved,
and the skill requisite to perform the legal service properly;

(2)

the likelihood, if apparent to the client, that the acceptance of the particular
employment will preclude other employment by the lawyer;

(3)

the fee customarily charged in the locality for similar legal services;

(4)

the amount involved and the results obtained;

(5)

the time limitations imposed by the client or by the circumstances;

(6)

the nature and length of the professional relationship with the client;

(7)

the experience, reputation, and ability of the lawyer or lawyers performing the
services; and

(8)

whether the fee is fixed or contingent.

It’s Not the Fruit, It’s the Root
RULE 1.15: SAFEKEEPING PROPERTY
(a)

A lawyer shall hold property of clients or third persons that is in a lawyer’s possession in
connection with a representation separate from the lawyer’s own property. Funds shall be
kept in a separate account maintained in the state where the lawyer’s office is situated, or
elsewhere with the consent of the client or third person. Other property shall be identified
as such and appropriately safeguarded. Complete records of such account funds and other
property shall be kept by the lawyer and shall be preserved for a period of [five years]
after termination of the representation.

(c)

A lawyer shall deposit into a client trust account legal fees and expenses that have been
paid in advance, to be withdrawn by the lawyer only as fees are earned or expenses
incurred.

[3] Lawyers often receive funds from which the lawyer’s fee will be paid. The lawyer is not
required to remit to the client funds that the lawyer reasonably believes represent fees owed.
However, a lawyer may not hold funds to coerce a client into accepting the lawyer’s contention.
The disputed portion of the funds must be kept in a trust account and the lawyer should suggest
means for prompt resolution of the dispute, such as arbitration. The undisputed portion of the
funds shall be promptly distributed.

RULE 7.3:
(a)

(b)

A lawyer shall not by in-person, live telephone or real-time electronic contact solicit
professional employment from a prospective client when a significant motive for the
lawyer’s doing so is the lawyer's pecuniary gain, unless the person contacted:
(1)

is a lawyer; or

(2)

has a family, close personal, or prior professional relationship with the lawyer.

A lawyer shall not solicit professional employment from a prospective client by written,
recorded or electronic communication or by in-person, telephone or real-time electronic
contact even when not otherwise prohibited by paragraph (a), if:
(1)

the prospective client has made known to the lawyer a desire not to be solicited by
the lawyer; or

(2)

the solicitation involves coercion, duress or harassment.

RULE 5.5:

(a)

DIRECT CONTACT WITH PROSPECTIVE CLIENTS

UNAUTHORIZED PRACTICE OF LAW; MULTIJURISDICTIONAL
PRACTICE OF LAW

A lawyer shall not practice law in a jurisdiction in violation of the regulation of the legal
profession in that jurisdiction, or assist another in doing so.
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Deadly Sin #4
Sloth
A common cause of ethical violations is a lawyer’s failure to fully carry out the
duties owed to the client. In some cases, this failure is due to willful neglect. In
other cases, it is a matter of over-commitment. And, in yet other cases, it is a
matter of incompetence – not having the necessary experience to know that a
particular course of action is warranted under the circumstances. In any case, each
of these shortcomings can be classified as “sloth,” either in execution of the duty or
in preparation for performance of the duty.

RULE 1.3:

DILIGENCE

A lawyer shall act with reasonable diligence and promptness in representing a client.
[3] Perhaps no professional shortcoming is more widely resented than procrastination. A
client’s interests often can be adversely affected by the passage of time or the change of
conditions; in extreme instances, as when a lawyer overlooks a statute of limitations, the client’s
legal position may be destroyed. Even when the client’s interests are not affected in substance,
however, unreasonable delay can cause a client needless anxiety and undermine confidence in
the lawyer’s trustworthiness. A lawyer’s duty to act with reasonable promptness, however, does
not preclude the lawyer from agreeing to a reasonable request for a postponement that will not
prejudice the lawyer’s client.

RULE 1.1:

COMPETENCE

A lawyer shall provide competent representation to a client. Competent representation requires
the legal knowledge, skill, thoroughness and preparation reasonably necessary for the
representation.
[6] To maintain the requisite knowledge and skill, a lawyer should keep abreast of changes in
the law and its practice, engage in continuing study and education and comply with all
continuing legal education requirements to which the lawyer is subject.
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Deadly Sin #5
Wrath
In some cases, lawyers become so emotionally involved in a dispute that they lose
their ability to provide objective representation. In other cases, lawyers cross the
line from being zealous advocates to outright zealots, engaging in various forms of
unethical behavior.
RULE 1.7:
(a)

CONFLICT OF INTEREST: CURRENT CLIENTS

Except as provided in paragraph (b), a lawyer shall not represent a client if the
representation involves a concurrent conflict of interest. A concurrent conflict of interest
exists if:
(2)

RULE 3.4:

there is a significant risk that the representation of one or more clients will be
materially limited by the lawyer’s responsibilities to another client, a former client
or a third person or by a personal interest of the lawyer.

FAIRNESS TO OPPOSING PARTY AND COUNSEL

A lawyer shall not:
(a)

unlawfully obstruct another party’s access to evidence; unlawfully alter, destroy, or
conceal a document or other material having potential evidentiary value; or counsel or
assist another person to do any such act;

(c)

knowingly disobey an obligation under the rules of a tribunal, except for an open refusal
based on a good faith assertion that no valid obligation exists;

(d)

in pretrial procedure, intentionally or habitually make a frivolous motion or discovery
request or fail to make reasonably diligent effort to comply with a legally proper
discovery request by an opposing party;

(e)

in trial, allude to any matter that the lawyer does not reasonably believe is relevant or that
will not be supported by admissible evidence or by a good-faith belief that such evidence
may exist, assert personal knowledge of facts in issue except when testifying as a witness,
or state a personal opinion as to the justness of a cause, the credibility of a witness, the
culpability of a civil litigant, or the guilt or innocence of an accused;
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RULE 3.5:

IMPARTIALITY AND DECORUM OF THE TRIBUNAL

A lawyer shall not:
(d)

engage in conduct intended to disrupt a tribunal.

[4] The advocate’s function is to present evidence and argument so that the cause may be
decided according to law. Refraining from abusive or obstreperous conduct is a corollary of the
advocate’s right to speak on behalf of litigants. A lawyer may stand firm against abuse by a
judge but should avoid reciprocation; the judge’s default is no justification for similar
dereliction by an advocate. An advocate can present the cause, protect the record for subsequent
review, and preserve professional integrity by patient firmness no less effectively than by
belligerence or theatrics.
[5] The duty to refrain from disruptive conduct applies to any proceeding of a tribunal,
including a deposition.

RULE 4.4:
(a)

RESPECT FOR RIGHTS OF THIRD PERSONS

In representing a client, a lawyer shall not use means that have no substantial purpose
other than to embarrass, delay, or burden a third person, or use methods of obtaining
evidence that violate the legal rights of such a person.

RULE 8.4:

MISCONDUCT

It is professional misconduct for a lawyer to:
(b)

commit an criminal act that reflects adversely on the lawyer’s honesty or trustworthiness;

(d)

engage in conduct that is prejudicial to the administration of justice;

[3] A lawyer who, in the course of representing a client, knowingly manifests by words or
conduct, bias or prejudice based upon race, sex, religion, national origin, disability, age, sexual
orientation or socioeconomic status, violates paragraph (d) when such actions are prejudicial to
the administration of justice.
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Deadly Sin #6
Envy
The competitive nature of the practice of law makes attorneys particularly
susceptible to feelings of envy, whether this envy is directed towards judges,
colleagues, opposing counsel or even clients. In some cases, envy will cause a
lawyer to become uncivil or uncooperative with opposing counsel and even the
judge. In other cases, a lawyer who is envious of a client’s superior wealth or
status may attempt to “even the scales” by engaging in self-serving transactions
with the client. And finally, the lawyer who is jealous of another lawyer may
attempt to emulate such lawyer’s success without the requisite skills or knowledge
to do so.
RULE 1.8:
(a)

CONFLICT OF INTEREST: CURRENT CLIENTS: SPECIFIC RULES

A lawyer shall not enter into a business transaction with a client or knowingly acquire an
ownership, possessory, security, or other pecuniary interest adverse to a client unless:
(1)

the transaction and terms on which the lawyer acquires the interest are fair and
reasonable to the client and are fully disclosed to the client in writing in a manner
that can be reasonably understood by the client;

(2)

the client is advised in writing of the desirability of seeking and is given a
reasonable opportunity to seek the advice of independent legal counsel on the
transaction;

(3)

the client gives informed consent, in a writing signed by the client, to the essential
terms of the transaction and the lawyer’s role in the transaction, including whether
the lawyer is representing the client in the transaction.

RULE 1.1:

COMPETENCE

A lawyer shall provide competent representation to a client. Competent representation requires
the legal knowledge, skill, thoroughness and preparation reasonably necessary for the
representation.
[1] In determining whether a lawyer employs the requisite knowledge and skill in a particular
matter, relevant factors include the relative complexity and specialized nature of the matter, the
lawyer’s general experience, the lawyer’s training and experience in the field in question, the
preparation and study the lawyer is able to give the matter and whether it is feasible to refer the
matter to, or associate or consult with, a lawyer of established competence in the field in
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question. In many instances, the required proficiency is that of a general practitioner. Expertise
in a particular field of law may be required in some circumstances.
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Deadly Sin #7
Pride
Excessive pride can cause a lawyer to fall short of his/her ethical obligations in a
number of ways. For one, a bragging lawyer may violate client confidences in
his/her zeal for recognition. Similarly, a prideful lawyer may be tempted to boast
about his/her services in ways that violate the obligation to provide truthful
information about such services. Finally, pride may cause a lawyer to attempt to
conceal errors from clients and even bar authorities.

RULE 1.6
(a)

CONFIDENTIALITY OF INFORMATION

A lawyer shall not reveal information relating to representation of a client unless the
client gives informed consent, the disclosure is impliedly authorized in order to carry out
the representation or the disclosure is permitted by paragraphs (b) and (c).

[4]
Paragraph (a) prohibits a lawyer from revealing information relating to the
representation of a client. This prohibition also applies to disclosures by a lawyer that do not in
themselves reveal protected information but could reasonably lead to the discovery of such
information by a third person. A lawyer’s use of a hypothetical to discuss issues relating to the
representation is permissible so long as there is no reasonable likelihood that the listener will be
able to ascertain the identity of the client or the situation involved.

RULE 7.1:

COMMUNICATIONS CONCERNING A LAWYER’S SERVICES

A lawyer shall not make a false or misleading communication about the lawyer or the lawyer's
services. A communication is false or misleading if it contains a material misrepresentation of
fact or law, or omits a fact necessary to make the statement considered as a whole not materially
misleading.
[2] … A truthful statement is also misleading if there is a substantial likelihood that it will lead a
reasonable person to formulate a specific conclusion about the lawyer or the lawyer's services
for which there is no reasonable factual foundation.
[3] An advertisement that truthfully reports a lawyer's achievements on behalf of clients or
former clients may be misleading if presented so as to lead a reasonable person to form an
unjustified expectation that the same results could be obtained for other clients in similar matters
without reference to the specific factual and legal circumstances of each client's case. Similarly,
an unsubstantiated comparison of the lawyer's services or fees with the services or fees of other
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lawyers may be misleading if presented with such specificity as would lead a reasonable person
to conclude that the comparison can be substantiated….

RULE 1.4:
(a)

(b)

COMMUNICATION

A lawyer shall:
(1)

promptly inform the client of any decision or circumstance with respect to which
the client’s informed consent is required by these rules;

(2)

reasonably consult with the client about the means by which the client’s
objectives are to be accomplished;

(3)

keep the client reasonably informed about the status of the matter;

(4)

promptly comply with reasonable requests for information; and

(5)

consult with the client about any relevant limitation on the lawyer’s conduct when
the lawyer knows that the client expects assistance not permitted by the Rules of
Professional Conduct or other law.

A lawyer shall explain a matter to the extent reasonably necessary to permit the client to
make informed decisions regarding the representation.

[4] A lawyer’s regular communication with clients will minimize the occasions on which a client
will need to request information concerning the representation. When a client makes a
reasonable request for information, however, paragraph (a)(4) requires prompt compliance with
the request, or if a prompt response is not feasible, that the lawyer, or a member of the lawyer’s
staff, acknowledge receipt of the request and advise the client when a response may be expected.
Client telephone calls should be promptly returned or acknowledged.

RULE 8.1:

BAR ADMISSION AND DISCIPLINARY MATTERS

An applicant for admission to the bar, or a lawyer in connection with a bar admission application
or in connection with a disciplinary matter, shall not:
(a)

knowingly make a false statement of material fact; or

(b)

fail to disclose a fact necessary to correct a misapprehension known by the person to have
arisen in the matter, or knowingly fail to respond to a lawful demand for information
from an admissions or disciplinary authority, except that this Rule does not require
disclosure of information otherwise protected by Rule 1.6.
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When	
  writers	
  speak	
  of	
  narrative	
  flow,	
  they	
  are	
  speaking	
  of	
  the	
  dynamic	
  energy	
  in	
  a	
  
story	
  that	
  captures	
  a	
  reader’s	
  attention	
  and	
  carries	
  him	
  along	
  with	
  the	
  tale	
  so	
  fully	
  and	
  
so	
  well	
  that	
  he	
  forgets	
  he	
  is	
  reading	
  and,	
  instead,	
  feels	
  as	
  though	
  he	
  is	
  there,	
  watching	
  
the	
  story	
  unfold.	
  
	
  
Your	
  presentation	
  at	
  a	
  jury	
  trial	
  will	
  usually	
  be	
  best	
  told	
  as	
  a	
  story,	
  and	
  the	
  best	
  trial	
  
story	
  will	
  be	
  told	
  with	
  good	
  narrative	
  flow.	
  You	
  know	
  what	
  good	
  flow	
  feels	
  like	
  from	
  
your	
  experience	
  with	
  great	
  novels	
  or	
  movies.	
  Stories	
  with	
  good	
  narrative	
  flow	
  make	
  it	
  
hard	
  to	
  put	
  the	
  book	
  down.	
  You	
  are	
  surprised	
  at	
  how	
  many	
  pages	
  you	
  have	
  read.	
  You	
  
marvel	
  at	
  the	
  passage	
  of	
  time,	
  realizing	
  you	
  have	
  been	
  reading	
  for	
  hours	
  when	
  it	
  feels	
  as	
  
though	
  it’s	
  been	
  much	
  less.	
  	
  If	
  you	
  are	
  watching	
  a	
  movie	
  with	
  good	
  flow,	
  the	
  experience	
  
is	
  much	
  the	
  same.	
  Those	
  ninety	
  minutes	
  or	
  so	
  absorbs	
  you	
  completely	
  and	
  the	
  time	
  
absolutely	
  flies	
  by!	
  If	
  you	
  are	
  like	
  most	
  readers	
  (or	
  movie-‐goers),	
  you	
  enjoy	
  such	
  
engrossing	
  stories.	
  An	
  engrossing	
  trial	
  story	
  can	
  likewise	
  capture	
  jurors,	
  and	
  flow	
  is	
  part	
  
of	
  the	
  secret	
  of	
  success.	
  	
  But,	
  you	
  can’t	
  just	
  hope	
  to	
  have	
  a	
  story	
  with	
  this	
  quality.	
  You	
  
have	
  to	
  imagine	
  it	
  fully,	
  write	
  it	
  with	
  sufficient	
  richness	
  and	
  detail,	
  and	
  then	
  tell	
  it	
  with	
  
passion.	
  The	
  good	
  news	
  is	
  that	
  knowing	
  how	
  to	
  create	
  and	
  maintain	
  narrative	
  flow	
  at	
  
trial	
  is	
  an	
  acquirable	
  skill,	
  and	
  it	
  is	
  a	
  skill	
  worth	
  learning.	
  
	
  
Recall	
  the	
  underlying	
  reality:	
  Juries	
  organize	
  the	
  people	
  and	
  events	
  of	
  a	
  lawsuit	
  into	
  a	
  
story.	
  They	
  don’t	
  do	
  this	
  occasionally	
  or	
  a	
  lot	
  of	
  the	
  time	
  or	
  even	
  most	
  of	
  the	
  time.	
  They	
  
do	
  it	
  ALL	
  of	
  the	
  time.	
  Every	
  time.	
  The	
  casting	
  of	
  a	
  sequence	
  of	
  events	
  into	
  a	
  cause-‐and-‐
effect	
  narrative	
  is	
  a	
  natural	
  consequence	
  of	
  how	
  the	
  human	
  brain	
  stores	
  such	
  sequences	
  
and	
  links	
  together	
  information	
  related	
  to	
  those	
  sequences.	
  If	
  a	
  set	
  of	
  facts	
  is	
  reported	
  as	
  
merely	
  a	
  chronology	
  without	
  narrative	
  elements	
  included	
  in	
  the	
  telling,	
  each	
  listener	
  will	
  
be	
  compelled	
  to	
  automatically	
  create	
  his	
  own	
  version	
  of	
  a	
  story.	
  The	
  narrative	
  structure,	
  
the	
  style	
  and	
  thrust	
  of	
  these	
  unique	
  stories,	
  will	
  vary	
  widely	
  from	
  person	
  to	
  person	
  
under	
  these	
  circumstances.	
  	
  However,	
  if	
  good	
  narrative	
  elements	
  are	
  instead	
  included	
  in	
  
the	
  telling	
  of	
  the	
  events,	
  the	
  listeners	
  are	
  more	
  likely	
  to	
  record	
  the	
  facts	
  according	
  to	
  
the	
  narrative	
  proposed.	
  At	
  trial,	
  of	
  course,	
  two	
  or	
  more	
  narratives	
  often	
  compete,	
  and	
  
the	
  question	
  is	
  who	
  will	
  propound	
  the	
  more	
  compelling	
  one.	
  Finding	
  and	
  utilizing	
  
opportunities	
  to	
  create	
  and	
  maintain	
  flow,	
  an	
  accounting	
  rich	
  with	
  color	
  and	
  life,	
  is	
  one	
  
way	
  to	
  have	
  the	
  more	
  compelling	
  story	
  for	
  the	
  jury.	
  
	
  
Let’s	
  start	
  with	
  the	
  presumption	
  that	
  you	
  have	
  developed	
  a	
  solid	
  trial	
  story,	
  a	
  narrative	
  
with	
  all	
  the	
  necessary	
  elements	
  of	
  character,	
  setting,	
  plot,	
  conflict,	
  and	
  theme.	
  So,	
  when	
  

do	
  you	
  begin	
  introducing	
  your	
  story	
  into	
  the	
  trial?	
  From	
  the	
  moment	
  you	
  meet	
  the	
  
prospective	
  jurors,	
  that’s	
  when.	
  Usually	
  that	
  means	
  during	
  voir	
  dire.	
  
	
  
If	
  you	
  are	
  a	
  corporate	
  defendant	
  you	
  will	
  be	
  helped	
  in	
  voir	
  dire	
  if	
  you	
  introduce	
  very	
  
early	
  the	
  feeling	
  in	
  the	
  courtroom	
  that	
  there	
  is	
  a	
  story	
  to	
  be	
  told	
  and	
  that	
  all	
  its	
  
elements	
  may	
  not	
  be	
  obvious	
  to	
  the	
  jury	
  at	
  first	
  glance.	
  Many	
  people	
  can	
  relate	
  to	
  such	
  
situations.	
  You	
  should	
  create	
  opportunities	
  for	
  jurors	
  to	
  tell	
  anecdotes	
  about	
  their	
  work	
  
or	
  about	
  their	
  lives,	
  which	
  are	
  at	
  least	
  broadly	
  analogous	
  to	
  your	
  situation	
  as	
  a	
  
defendant.	
  There	
  are	
  many	
  ways	
  to	
  get	
  this	
  mood	
  of	
  inquiry	
  ignited.	
  Here’s	
  just	
  one	
  
approach	
  to	
  the	
  questioning:	
  
	
  
Ever	
  been	
  misunderstood?	
  Know	
  anybody	
  who	
  got	
  blamed	
  for	
  something	
  they	
  didn’t	
  do?	
  
Ever	
  seen	
  a	
  situation	
  where	
  somebody	
  got	
  in	
  trouble	
  and	
  they	
  hadn’t	
  done	
  anything	
  
wrong.	
  Ever	
  made	
  somebody	
  mad	
  or	
  disappointed	
  someone	
  and	
  you	
  just	
  couldn’t	
  make	
  
it	
  right	
  with	
  him	
  or	
  her?	
  Ever	
  tried	
  to	
  explain	
  something	
  to	
  a	
  customer	
  and	
  they	
  just	
  
wouldn’t	
  accept	
  it,	
  wouldn’t	
  believe	
  you?	
  	
  So,	
  tell	
  me	
  about	
  it…	
  	
  Wow.	
  If	
  you	
  end	
  up	
  on	
  
this	
  jury,	
  you	
  may	
  find	
  there’s	
  stuff	
  like	
  that	
  here,	
  too.	
  	
  
	
  
You	
  are	
  creating	
  flow	
  with	
  this	
  question	
  pattern	
  by	
  communicating	
  that	
  there	
  is	
  a	
  
quality	
  of	
  mystery	
  in	
  the	
  situation.	
  You	
  are	
  injecting	
  dramatic	
  tension	
  into	
  the	
  moment.	
  
You	
  are	
  saying	
  that	
  there	
  is	
  a	
  story	
  unfolding	
  right	
  in	
  front	
  of	
  these	
  prospective	
  jurors-‐	
  
and	
  they	
  will	
  realize	
  that	
  twelve	
  of	
  their	
  number	
  will	
  not	
  merely	
  judge	
  the	
  truth	
  of	
  some	
  
disputed	
  claims	
  to	
  be	
  presented,	
  they	
  will	
  become	
  part	
  of	
  the	
  story	
  itself.	
  They	
  will	
  need	
  
to	
  figure	
  out	
  who	
  is	
  the	
  good	
  guy	
  and	
  who	
  isn’t,	
  what	
  really	
  happened,	
  and	
  what	
  needs	
  
to	
  be	
  done	
  about	
  it.	
  Then,	
  they	
  will	
  bring	
  the	
  resolution	
  every	
  story	
  needs.	
  
	
  
Your	
  opening	
  statement	
  as	
  a	
  defendant	
  can	
  develop	
  your	
  narrative	
  and	
  offer	
  jurors	
  a	
  
context	
  within	
  which	
  to	
  engage	
  the	
  case	
  that	
  is	
  different	
  from	
  the	
  one	
  they	
  will	
  have	
  
been	
  putting	
  together	
  during	
  the	
  plaintiff’s	
  opening.	
  If	
  Plaintiff’s	
  counsel	
  has	
  done	
  a	
  
good	
  job,	
  he/she	
  will	
  have	
  tried	
  to	
  create	
  a	
  complete	
  narrative.	
  But,	
  even,	
  if	
  Plaintiff’s	
  
counsel	
  didn’t	
  try	
  to	
  give	
  a	
  guiding	
  narrative,	
  the	
  jurors	
  will	
  have	
  been	
  putting	
  one	
  
together	
  for	
  themselves.	
  	
  You	
  must	
  tell	
  them	
  directly	
  and	
  specifically	
  that	
  what	
  you	
  have	
  
for	
  them	
  will	
  be	
  better.	
  Do	
  not	
  be	
  satisfied	
  with	
  saying	
  things	
  like	
  “The	
  evidence	
  will	
  
show	
  it	
  just	
  isn’t	
  true”,	
  or	
  “no	
  evidence	
  to	
  support	
  that”,	
  or	
  –	
  worst	
  of	
  all	
  –	
  “they	
  can’t	
  
prove	
  it”.	
  This	
  will	
  not	
  get	
  the	
  job	
  done.	
  Period.	
  
	
  
You	
  might	
  consider	
  including	
  in	
  your	
  first	
  few	
  words	
  explicit	
  references	
  to	
  “the	
  story”,	
  or	
  
“the	
  real	
  story”,	
  or	
  “the	
  other	
  side	
  of	
  the	
  story”,	
  or	
  “a	
  different	
  story	
  entirely”.	
  	
  The	
  
variations	
  are	
  almost	
  endless.	
  The	
  point	
  here	
  is	
  that	
  you	
  want	
  the	
  minds	
  of	
  the	
  jurors	
  
drawn	
  to	
  the	
  assignment	
  of	
  constructing	
  a	
  fresh	
  narrative.	
  If	
  you	
  do	
  elect	
  to	
  follow	
  this	
  
advice,	
  do	
  it	
  completely.	
  Give	
  them	
  what	
  they	
  need	
  to	
  build	
  that	
  new	
  narrative.	
  Do	
  not	
  
give	
  a	
  half	
  effort.	
  Your	
  story	
  should	
  be	
  told	
  fully	
  and	
  completely,	
  with	
  as	
  little	
  emphasis	
  
as	
  possible	
  to	
  rebuttal	
  of	
  what	
  the	
  P	
  attorney	
  has	
  said.	
  The	
  reason	
  is	
  that	
  when	
  you	
  
directly	
  rebut	
  his	
  story,	
  you	
  of	
  necessity	
  bring	
  it	
  back	
  into	
  the	
  minds	
  of	
  the	
  jurors.	
  You	
  

should	
  avoid	
  this	
  as	
  much	
  as	
  possible.	
  Your	
  affirmative	
  narrative	
  is	
  itself	
  the	
  rebuttal	
  you	
  
most	
  need.	
  
	
  
Having	
  told	
  them	
  at	
  the	
  beginning	
  of	
  the	
  opening	
  that	
  there	
  is	
  a	
  story,	
  it	
  is	
  time	
  to	
  get	
  
them	
  interested	
  the	
  way	
  any	
  speaker	
  gets	
  an	
  audience	
  interested.	
  You	
  use	
  the	
  language	
  
of	
  color	
  and	
  life,	
  you	
  invoke	
  feeling;	
  you	
  want	
  your	
  audience	
  to	
  visualize	
  the	
  story,	
  to	
  
imagine	
  it	
  along	
  with	
  you	
  as	
  you	
  recount	
  it.	
  	
  It	
  might	
  sound	
  something	
  like	
  this:	
  
	
  
You	
  will	
  love	
  learning	
  about	
  Acme	
  Industry’s	
  Research	
  Center.	
  Their	
  lead	
  scientist	
  will	
  
testify	
  here.	
  I’ll	
  tell	
  you	
  more	
  about	
  him	
  in	
  a	
  moment,	
  but	
  he	
  will	
  describe	
  their	
  research	
  
center	
  for	
  you.	
  It	
  is	
  low	
  red	
  brick	
  building	
  set	
  on	
  property	
  like	
  a	
  college	
  campus,	
  green	
  
with	
  foliage	
  and	
  trees.	
  As	
  you	
  approach	
  the	
  building,	
  you	
  hear	
  this	
  pleasant	
  low	
  
humming	
  sound	
  and	
  notice	
  that	
  it’s	
  coming	
  from	
  what	
  appear	
  to	
  be	
  robins	
  egg	
  blue-‐
colored	
  air	
  conditioners	
  placed	
  about	
  every	
  twenty-‐five	
  feet	
  around	
  the	
  building.	
  These	
  
are	
  not	
  mere	
  air	
  conditioners,	
  you	
  will	
  learn	
  from	
  the	
  Dr.	
  Jones.	
  They	
  are	
  extraordinary	
  
air	
  purifiers.	
  Every	
  single	
  room	
  of	
  that	
  research	
  building	
  has	
  its	
  own	
  separate	
  air	
  system	
  
to	
  keep	
  its	
  atmosphere	
  as	
  clean	
  as	
  possible.	
  	
  
	
  
He	
  will	
  testify	
  that	
  you	
  have	
  to	
  enter	
  the	
  building	
  through	
  a	
  huge	
  stainless	
  steel	
  airlock,	
  
the	
  way	
  the	
  astronauts	
  do	
  in	
  a	
  space	
  station,	
  and	
  put	
  on	
  an	
  incredibly	
  clean,	
  sterile	
  
white	
  suit	
  with	
  a	
  helmet	
  and	
  faceplate	
  –	
  just	
  like	
  a	
  spacesuit.	
  Dr.	
  Jones	
  is	
  modest	
  and	
  
reserved,	
  and	
  he	
  may	
  not	
  say	
  the	
  words,	
  but	
  his	
  demeanor	
  will	
  show	
  you	
  how	
  proud	
  he	
  
is	
  to	
  put	
  on	
  that	
  researcher’s	
  spacesuit	
  and	
  walk	
  into	
  that	
  cathedral	
  of	
  science.	
  It’s	
  huge	
  
inside;	
  too,	
  the	
  evidence	
  will	
  show	
  –	
  bigger	
  than	
  three	
  football	
  fields.	
  And,	
  you	
  know	
  
what?	
  [Whisper]	
  You	
  can’t	
  hear	
  a	
  thing	
  when	
  you	
  walk	
  in	
  there.	
  The	
  halls	
  are	
  gray	
  tile	
  
with	
  soft	
  beige	
  walls	
  and	
  are	
  absolutely	
  silent.	
  Why?	
  Because	
  each	
  separate	
  laboratory	
  
is	
  hermetically	
  sealed	
  to	
  prevent	
  contamination	
  by	
  dirt	
  or	
  any	
  other	
  solid	
  substance	
  from	
  
within	
  the	
  building.	
  But,	
  he’ll	
  tell	
  you	
  that	
  you	
  can	
  see	
  what	
  is	
  happening	
  through	
  the	
  
glass	
  walls	
  of	
  those	
  dozens	
  of	
  labs.	
  Just	
  look	
  in	
  and	
  in	
  every	
  one	
  you	
  will	
  see	
  passionate	
  
scientists	
  excited	
  to	
  be	
  there,	
  working	
  to	
  make	
  a	
  difference	
  in	
  the	
  world.	
  Then,	
  he’ll	
  tell	
  
you	
  about	
  his	
  laboratory	
  and	
  what	
  he	
  is	
  passionate	
  about	
  and	
  how	
  it	
  relates	
  to	
  him	
  
being	
  in	
  this	
  courtroom.	
  
	
  
The	
  above	
  element	
  of	
  an	
  opening	
  should	
  draw	
  jurors	
  in.	
  It	
  is	
  not	
  exactly	
  “about”	
  the	
  
case,	
  and	
  hopefully	
  most	
  listeners	
  will	
  not	
  receive	
  it	
  through	
  the	
  filter	
  of	
  skepticism	
  they	
  
reserve	
  for	
  material	
  they	
  recognize	
  as	
  “on	
  point”	
  with	
  regard	
  to	
  the	
  dispute.	
  They	
  will	
  
simply	
  listen	
  to	
  this	
  word	
  picture	
  of	
  the	
  research	
  center	
  and	
  let	
  themselves	
  imagine	
  it.	
  
That	
  is	
  all	
  you	
  want.	
  That	
  is	
  how	
  to	
  begin	
  to	
  get	
  narrative	
  flow.	
  That	
  is	
  how	
  to	
  make	
  your	
  
story	
  compelling.	
  
	
  
You	
  might	
  also	
  notice	
  how	
  the	
  defense	
  attorney	
  said	
  that	
  he’d	
  “tell	
  you	
  more	
  about	
  him	
  
(his	
  scientist	
  witness)	
  in	
  a	
  moment”	
  and	
  then	
  painted	
  a	
  word	
  picture	
  that	
  oh-‐by-‐the-‐way	
  
taught	
  a	
  great	
  deal	
  about	
  the	
  character	
  of	
  the	
  company,	
  and	
  more	
  importantly,	
  of	
  his	
  
protagonist.	
  The	
  listener	
  is	
  focused	
  upon	
  the	
  description	
  of	
  the	
  research	
  center,	
  but	
  

follows	
  the	
  story	
  and	
  the	
  scientist	
  down	
  those	
  quiet	
  halls,	
  effortlessly	
  coming	
  to	
  know	
  
the	
  man.	
  The	
  defense	
  attorney	
  will	
  have	
  taught	
  the	
  character	
  of	
  his	
  hero	
  first,	
  the	
  work	
  
history	
  and	
  credentials	
  can	
  come	
  after,	
  and	
  will	
  matter	
  much	
  less.	
  
	
  
The	
  opening	
  should	
  couch	
  all	
  of	
  the	
  material	
  you	
  wish	
  to	
  preview	
  for	
  the	
  jury	
  in	
  the	
  
context	
  of	
  the	
  story	
  you	
  are	
  there	
  to	
  tell.	
  Documents	
  and	
  exhibits	
  should	
  be	
  linked	
  to	
  
the	
  story	
  and,	
  when	
  possible,	
  anecdotal	
  material	
  should	
  be	
  briefly	
  referenced	
  to	
  help	
  
jurors	
  place	
  the	
  evidence	
  into	
  the	
  narrative	
  in	
  way	
  that	
  will	
  stick.	
  It	
  might	
  sound	
  like	
  this:	
  
	
  
Here’s	
  another	
  letter	
  you	
  will	
  see	
  in	
  the	
  course	
  of	
  the	
  trial.	
  This	
  is	
  a	
  clean	
  copy,	
  of	
  course.	
  
Dr.	
  Smith	
  will	
  tell	
  you	
  that	
  we	
  certainly	
  couldn’t	
  use	
  his	
  copy	
  because	
  he	
  was	
  so	
  upset	
  
when	
  he	
  first	
  read	
  this	
  on	
  a	
  cold	
  December	
  morning	
  that	
  he	
  started	
  coughing	
  and	
  spilled	
  
coffee	
  on	
  the	
  letter	
  and	
  on	
  himself.	
  Let’s	
  look	
  together	
  and	
  see	
  what	
  caused	
  all	
  that	
  
coughing…	
  
	
  
In	
  the	
  course	
  of	
  examination	
  of	
  witnesses,	
  but	
  especially	
  when	
  you	
  cross-‐examine	
  
witnesses	
  during	
  the	
  plaintiff’s	
  case,	
  your	
  questions	
  should	
  make	
  reference	
  back	
  to	
  your	
  
narrative.	
  Good	
  questions	
  re-‐fit	
  the	
  material	
  into	
  the	
  story	
  in	
  just	
  the	
  right	
  place,	
  as	
  the	
  
jurors	
  might	
  have	
  missed	
  it	
  the	
  first	
  time.	
  	
  Do	
  not	
  hesitate	
  to	
  include	
  color	
  and	
  life	
  in	
  
these	
  questions.	
  If	
  you	
  are	
  working	
  hard	
  to	
  put	
  on	
  your	
  case	
  and	
  trying	
  to	
  help	
  jurors	
  
make	
  sense	
  of	
  things	
  through	
  a	
  narrative	
  questioning	
  style,	
  they	
  will	
  appreciate	
  it.	
  In	
  
cross-‐	
  examining	
  about	
  that	
  letter,	
  for	
  example,	
  you	
  might	
  do	
  the	
  following:	
  
	
  
Mr.	
  Jones	
  (P	
  witness),	
  Mr.	
  Brown	
  (the	
  P	
  counsel)	
  asked	
  you	
  earlier	
  about	
  exhibit	
  7,	
  the	
  
letter	
  you	
  wrote	
  to	
  Acme.	
  Do	
  you	
  remember	
  when	
  he	
  asked	
  you	
  about	
  that?	
  [Yes]	
  Well,	
  
let’s	
  get	
  exhibit	
  7	
  back	
  up.	
  By	
  the	
  way,	
  do	
  you	
  know	
  Dr.	
  Smith?	
  Senior	
  scientist	
  at	
  Acme	
  
Research	
  Center?	
  Super-‐smart	
  guy?	
  Kind	
  of	
  intense?	
  [No,	
  I	
  don’t	
  know	
  him].	
  Well,	
  the	
  
jury	
  hasn’t	
  met	
  him	
  yet	
  either,	
  but	
  they	
  heard	
  in	
  the	
  opening	
  that	
  he	
  got	
  so	
  upset	
  about	
  
this	
  letter	
  when	
  he	
  read	
  it	
  that	
  he	
  had	
  a	
  coughing	
  attack	
  and	
  spilled	
  coffee	
  everywhere.	
  
Are	
  you	
  ready	
  to	
  look	
  at	
  it	
  with	
  the	
  jury	
  and	
  try	
  to	
  figure	
  out	
  what	
  got	
  Dr.	
  Smith	
  
coughing?	
  
	
  
Here	
  our	
  defense	
  lawyer	
  is	
  re-‐invoking	
  a	
  scene	
  previewed	
  in	
  the	
  opening	
  and,	
  
importantly,	
  re-‐invoking	
  the	
  feelings	
  connected	
  with	
  it.	
  	
  Telling	
  about	
  a	
  letter	
  causing	
  a	
  
coughing	
  attack	
  is	
  a	
  far	
  better	
  way	
  to	
  describe	
  its	
  provocation	
  than	
  to	
  say	
  Dr.	
  Smith	
  was	
  
“very	
  angry”,	
  or	
  “shocked”,	
  or	
  “dismayed”,	
  etc.	
  This	
  is	
  a	
  way	
  to	
  help	
  cross-‐examination	
  
proceed	
  with	
  rich	
  narrative	
  flow.	
  Jurors	
  are	
  re-‐connected	
  to	
  the	
  story.	
  They	
  have	
  an	
  
image	
  to	
  contemplate	
  (the	
  letter),	
  and	
  a	
  scene	
  to	
  picture	
  (that	
  scientist	
  coughing	
  and	
  his	
  
coffee	
  getting	
  spilled).	
  
	
  
There	
  is	
  another	
  important	
  ingredient	
  in	
  a	
  compelling	
  narrative-‐driven	
  case	
  
presentation	
  that	
  is	
  hinted	
  at	
  in	
  the	
  cross-‐examination	
  example	
  above.	
  That	
  ingredient	
  
is	
  the	
  requirement	
  to	
  leave	
  some	
  amount	
  of	
  mystery	
  in	
  the	
  case	
  for	
  the	
  jury	
  to	
  discover.	
  
Do	
  not	
  communicate	
  in	
  words	
  or	
  demeanor	
  that	
  there	
  is	
  nothing	
  that	
  will	
  be	
  told	
  in	
  the	
  

trial	
  that	
  you	
  don’t	
  already	
  know.	
  The	
  jurors	
  must	
  be	
  allowed	
  to	
  examine	
  the	
  evidence	
  
in	
  a	
  way	
  that	
  is	
  fresh	
  and	
  new.	
  Frankly,	
  you	
  don’t	
  really	
  know	
  what	
  tack	
  the	
  opposing	
  
counsel	
  will	
  take	
  in	
  the	
  case,	
  nor	
  what	
  testimony	
  he	
  will	
  elect	
  to	
  feature.	
  Nobody	
  really	
  
knows	
  what	
  will	
  happen	
  in	
  a	
  trial!	
  Adopt	
  a	
  spirit	
  of	
  curiosity	
  and	
  openness	
  and	
  model	
  it	
  
for	
  the	
  jurors.	
  
	
  
Cross-‐examination	
  during	
  the	
  plaintiff’s	
  case	
  and	
  direct	
  examination	
  during	
  your	
  own	
  
case	
  in	
  chief	
  should	
  proceed	
  with	
  continuing	
  references	
  to	
  the	
  story	
  and	
  an	
  emphasis	
  on	
  
giving	
  jurors	
  the	
  opportunity	
  to	
  imagine	
  scenes,	
  events,	
  people	
  in	
  action,	
  conflict,	
  and	
  
drama.	
  	
  You	
  will	
  find	
  that	
  cross-‐examination	
  that	
  proceeds	
  from	
  your	
  story	
  will	
  often	
  be	
  
shorter	
  in	
  duration	
  but	
  more	
  memorable.	
  Similarly,	
  on	
  direct	
  examination	
  you	
  will	
  find	
  
yourself	
  looking	
  for	
  ways	
  to	
  invite	
  your	
  witness	
  to	
  share	
  information	
  anecdotally	
  with	
  
the	
  jury	
  that	
  fills	
  in	
  and	
  supports	
  the	
  narrative.	
  You	
  will	
  likely	
  be	
  less	
  focused	
  upon	
  
submitting	
  detailed	
  testimony.	
  That	
  is	
  good.	
  Less	
  is	
  usually	
  better.	
  
	
  
Closing	
  argument	
  will	
  give	
  you	
  an	
  opportunity	
  to	
  roll	
  out	
  your	
  complete	
  narrative.	
  Do	
  
not	
  fail	
  to	
  tell	
  it	
  all	
  and	
  tell	
  it	
  in	
  full	
  color.	
  The	
  jurors	
  will	
  have	
  forgotten	
  some	
  things	
  and	
  
they	
  will	
  have	
  just	
  heard	
  a	
  plaintiff’s	
  closing	
  that	
  should	
  have	
  at	
  least	
  some	
  of	
  them	
  
turning	
  the	
  plaintiff’s	
  way,	
  even	
  if	
  they	
  were	
  tracking	
  with	
  your	
  case	
  nicely	
  throughout	
  
the	
  presentation	
  of	
  evidence.	
  Bring	
  them	
  back	
  to	
  your	
  view	
  by	
  bringing	
  them	
  back	
  to	
  
your	
  story.	
  	
  Make	
  it	
  flow	
  again.	
  Make	
  it	
  compelling.	
  Add	
  that	
  final	
  layer	
  of	
  color	
  and	
  
concluding	
  perspective	
  (the	
  icing	
  on	
  the	
  cake).	
  	
  Make	
  the	
  courtroom	
  reverberate	
  with	
  
your	
  theme	
  and	
  echo	
  with	
  the	
  strong	
  tone	
  of	
  your	
  commitment.	
  Sound	
  the	
  call	
  for	
  the	
  
resolution	
  your	
  narrative	
  demands:	
  a	
  verdict	
  in	
  favor	
  of	
  your	
  client.	
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USING THE ELEMENTS OF RHYTHM, FLOW,
AND TONE TO CREATE A MORE EFFECTIVE
AND PERSUASIVE ACOUSTIC EXPERIENCE IN
LEGAL WRITING
Bret Rappaport*

―Yea, in my opinion no rhetoric more persuadeth or hath
greater power over the mind; nay hath music her figures, the
same with rhetoric?‖1

Rhythm: An alternating recurrence of similar elements.
Flow:
The seamless transition as the story moves along.
Tone:
The author‘s attitude toward the subject as expressed by word choice which, in turn, designates
the mood and effect of a work.
I. INTRODUCTION
Lawyers ―tend to be wretched writers, which is odd given that
the written word is their stock in trade. Perhaps the problem
comes from reading principally the work of other lawyers,‖2 writes
* © 2010, Bret Rappaport. All rights reserved. Bret Rappaport, a partner with
Hardt Stern & Kayne, is also an adjunct legal writing professor at DePaul University
College of Law; an adjunct Professor of English at Dominican University; and a graduate
student in DePaul University College of Arts and Sciences pursuing a master‘s degree in
Writing, Rhetoric, and Discourse. Professor Rappaport wishes to thank his long-time
friend Dr. Robert Karaba of the University of California State University, Chico, for his
critical comments on near final drafts, and his friend Bethany Schols for her final edits.
Bret also would like to thank Drs. Steven Brown, Joseph Carroll, Ellen Dissanayake, and
especially Peter Elbow for their comments and suggestions on various incarnations of this
article. Finally, Bret expresses his heartfelt appreciation and deep admiration and love for
his son Jeremy, whose interest in evolution as he pursues a career as a wildlife biologist
and his passion for music were the inspirations for this paper.
1. Gerard G. LeCoat, Music and the Three Appeals of Classical Rhetoric, 62 Quarterly
J. Speech 157, 157 (Apr. 1976) (quoting Henry Peacham, who was an English author best
known for his The Compleat Gentleman (1622), important in the tradition of courtesy
books, which dealt with the education, ideals, and conduct befitting a gentleman or lady).
2. Bryan J. Paul, Toward a More Impure Writing Style: The Opinions of Judge Posner
and Chief Judge Easterbrook and What the Bar Can Learn from Them, Cir. Rider (J. of 7th
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Chief Judge Frank H. Easterbrook. His colleague, Judge Richard
A. Posner, comments that ―[l]egal writing by federal judges and
the lawyers who appear before them is today generally serviceable, in the sense of being pretty clearly written, pretty careful,
businesslike, grammatical.‖3
By ―serviceable,‖ Judge Posner means that the writing is logical, cogent, and follows some form of the basic IRAC model.4 The
legal profession should collectively take some credit for having
come this far. In 1936, Yale Professor Fred Rodell famously wrote
that ―[t]here are two things wrong with almost all legal writing.
One is its style. The other is its content. That, I think about covers the ground.‖5 Over the decades, legal writing scholars have
penned articles and books to aid attorneys and judges in overcoming these failings, particularly as to content.6 But this type of
functionally acceptable legal writing is ―in fact mediocre or pedestrian,‖7 for among other reasons it is ―a style self-consciously professional‖ rather than a more effective legal writing style that is
―nontechnical, colloquial, narrative [and] essayistic.‖8
Even if a functional written message is presented in a logical
manner, it is not certain that the reader will grasp the message,
much less be persuaded by it. The ―messenger needs rhetorical
knowledge to be able to catch the attention of, and convince an
audience.‖9 In that regard, this article explores some sparsely
surveyed rhetorical terrain. As with all forms of non-fiction, legal

Cir. B. Assn.) 10, 10 (Jan. 2008); see also Girvan Peck, Writing Persuasive Briefs (Little
Brown & Co. 1984) (―As a group, lawyers are not particularly skilled in the use of ordinary
words.‖); Irvin R. Kaufman, Appellate Advocacy in the Federal Courts, 79 F.R.D. 165, 170
(1978) (―Language is a lawyer‘s scalpel. If he cannot use it skillfully, he is apt to butcher
his suffering client‘s case.‖).
3. Richard A. Posner, Legal Writing Today, 8 Scribes J. Leg. Writing 35, 35 (2001–
2002) (emphasis in original).
4. See generally Mary Beth Beazley, A Practical Guide to Appellate Advocacy 61–63
(2d ed., Aspen Publishers 2006); Charles R. Calleros, Legal Method and Writing 71–72 (5th
ed., Aspen L. & Bus. 2006); Andrea McArdle, Teaching Writing in Clinical, Lawyering and
Legal Writing Courses: Negotiating Professional and Personal Voice, 12 Clin. L. Rev. 501,
510 n. 43 (2005–2006).
5. Fred Rodell, Goodbye to Law Reviews, 23 Va. L. Rev. 38, 38 (1936–1937).
6. See e.g. Beazley, supra n. 4; Calleros, supra n. 4; McArdle, supra n. 4.
7. Posner, supra n. 3, at 35 (emphasis in original).
8. Id.
9. Mikael Assmundson, Persuading the Public: A Linguistic Analysis of Barak Obama’s Speech on ―Super Tuesday‖ 2008, at 8, http://dalea.du.se/theses/archive/4f1eb40e7171-4ce2-970d-f09c85c6e578/255f7fda-4959-4857-8d0b-8d98c0866954.pdf (Spring 2008).
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writing10 ―comes burdened with various unhelpful assumptions,
none more so than that it benefits from a pre-existing logical
structure. This allegedly cuts out much of the agony—and the
ecstasy—of writing: the author need only follow the yellow brick
road from start to finish.‖11
In law, that yellow brick road is IRAC—issue, rule, analysis,
conclusion. But slavish travel down the IRAC road only leads all
too often to ―the tedious march of sentences across the page.‖12
Tedium bores. Bored readers pay little attention to text and even
less to message. The reader may just stop reading. Boredom can
be battled with brevity. ―Let thy speech be short, comprehending
much in few words.‖13 Lawyers can also employ a narrative to
more effectively retain a reader‘s interest. These persuasive legal
writing techniques are explored elsewhere.14 This Article instead
explores, theorizes, and explains how to write more persuasively
by incorporating rhythm, flow, and tone into text. As recent scholarship reveals, there is a scientific basis for why rhythm, flow,
and tone attract and keep readers‘ interests—the innate connection between language and music.15
While legal writers‘ use of popular musical lyrics as metaphor
or adjective attests to music‘s superficial appeal,16 this article examines a different use of music in legal writing. Here, as a predicate to theorizing how musical elements should be incorporated
into legal writing, the author summarizes research establishing
10. See Edward A. Adams, Scalia: Legal Writing Doesn’t Exist, ABA J. Online,
http://abajournal.com/news/scalia_legal_writing_doesnt_exist/ (posted Aug. 9, 2008, 1:31
p.m. CST).
11. See Rebecca Adams, Writing Non-Fiction, in Instead of Full Stops; A Guide to
Writing and Publishing Non-Fiction 109, 116 (Women‘s Press Ltd. 1996).
12. Stephen V. Armstrong & Timothy P. Terrell, The Subtlety of Rhythm, 12 Persps.
174, 174 (Spring 2004).
13. Sirach 32:8 (King James, Aprocrypha) (available online at http://etext.virginia
.edu/toc/modeng/public/KjvSira.html). In Illinois Bell Telephone Co., Inc. v. Box, 548 F.3d
607, 609 (7th Cir. 2008), Judge Posner makes a similar point by noting that ―the parties
did not have to assault us with 206 pages of briefs, brimming with jargon and technical
detail, in order to be able to present the issues on appeal adequately. Clarity, simplicity,
and brevity, are underrated qualities in legal advocacy.‖
14. See generally Brian J. Foley & Ruth Anne Robbins, Fiction 101: A Primer for Lawyers on How to Use Fiction Writing Techniques to Write Persuasive Fact Sections, 32 Rutgers L.J 459 (2001); Donald E. Polkinghorne, Narrative and Self Concept, 1 J. Narrative &
Life History 135 (1991); Kathryn M. Stanchi, Feminist Legal Writing, 39 San Diego L. Rev.
387, 405 (2002).
15. See infra nn. 33–34 and accompanying text.
16. Alex B. Long, [Insert Song Lyrics Here]: The Uses and Misuses of Popular Music
Lyrics in Legal Writing, 64 Wash. & Lee L. Rev. 531 (2007).
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how music and language co-evolved. The neurological mechanisms that operate to perceive and be influenced by music are the
same ones (or many of the same ones) that operate in the brain
for language—first spoken and then written. We hear what we
read.17
Rhythm, flow, and tone are essential components of music,
and, therefore, essential components of well-written prose. Such
components must be consciously incorporated by attorneys into
their persuasive legal writing. By doing so, legal writers encourage readers to pay more attention to the text, facilitate a more
enjoyable experience, and entice readers to ultimately agree.
Part II offers background on evolutionary psychology and explores how human and proto-human brains evolved through natural selection to house information processing traits that we moderns call ―human nature.‖ It examines the scholarship of biomusicology and explains the neurological overlap of music and language—musilanguage. Part III examines the writings of Benjamin Cardozo, Frank H. Easterbrook, Ernest Hemingway, Robert
Jackson, and others to reveal how they effectively incorporated
musilanguage components of rhythm, flow, and tone into their
writings. Part IV provides practical ways for instructors to teach
rhythm, flow, and tone in legal writing and demonstrates how
attorneys can incorporate these musical elements in their memoranda and briefs. Part V offers some concluding observations
about the importance of using musically derived devices to make
legal writing more persuasive and the obligation that legal writing professors have to their students and the profession to go
beyond teaching unadorned IRAC.

17. Marianne Abramson & Stephen D. Goldinger, What the Reader’s Eye Tells the
Mind’s Ear: Silent Reading Activates Inner Speech, 59:7 Perception & Psychophysics 1059,
1059–1060, 1065–1066 (1997); Randy Bomer, Reading with the Mind’s Ear: Listening to
Text as a Mental Action, 49 J. Adolescent & Adult Literacy 524, 524–528 (Mar. 2006); see
generally Lev S. Vygotsky, Thought and Language (MIT Press 1986) (establishing the
connection between silent inner speech and oral language, and mental concepts and cognitive awareness).
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II. EVOLUTIONARY PSYCHOLOGY, LAWYERS,
BIOMUSICOLOGY, AND READING, SPEAKING, AND
SINGING
Changing environmental conditions require that species
adapt (evolve) or perish. Evolution achieves this result through
the combination of genetic drift (changing genes passed down to
descendants), and natural selection (survival of individuals within a population because of certain advantageous genetic traits).
These processes combine, over time, within a population of animals to allow that population to adapt to live and procreate in the
face of changing environmental conditions.18 From the pink sandcolored skin of the Grand Canyon Rattlesnake to the fuzzy ends of
the scarab beetle‘s antenna, natural selection and genetic drift
craft Nature‘s creatures. The human body, from toenails to eyebrows, is also the product of evolution,19 as is the human mind.
The founders of Evolutionary psychology observe,
Generation after generation, for 10 million years, natural selection slowly sculpted the human brain, favoring circuitry
that was good at solving the day-to-day problems of our
hunter-gatherer ancestors—problems of finding mates,
hunting animals, gathering plant foods, negotiating with
friends, defending ourselves against aggression, raising
children, choosing a good habitat and so on. Those whose
circuits were designed for solving these problems left more
children, and we are descended from them.20

A. Evolutionary Psychology and Lawyers
The principles of evolutionary psychology21 establish that the
complexity of human behavior requires attention to biology because (1) the brain directs behavior; (2) the brain is a computa18. See generally U. Cal. Berkeley, Understanding Evolution, http://evolution.berkeley
.edu/evolibrary/home.php (accessed Aug. 24, 2008).
19. Toenails and finger nails evolved to help humans to scratch things, peel things,
open things, and pick away the outer layers of things. E.g. Christophe Soligo & Alexandra
E. Müller, Nails and Claws in Primate Evolution, 36 J. Human Evolution 97 (Jan. 1999).
20. Leda Cosmides & John Tooby, Evolutionary Psychology: A Primer, ―Principle 2,‖
http://www.psych.ucsb.edu/research/cep/primer.html (updated Jan. 13, 1997).
21. Id.; see generally The Handbook of Evolutionary Psychology (David M. Buss ed.,
John Wiley & Sons, Inc. 2005). Evolutionary psychology is not without its critics. See e.g.
David J. Buller, Adapting Minds: Evolutionary Psychology and the Persistent Quest for
Human Nature (MIT Press 2005).
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tional organ that is bound by physical principles; and (3) ―the
brain‘s design, function, and behavioral outputs are all products
of gene-environment interactions that have been shaped through
time by various evolutionary and developmental processes.‖22
Lawyers and legal writers should understand and take into
account the principles of evolutionary psychology in their persuasive writing for several reasons. First, evolutionary psychology
and an evolutionary study of literature known as Literary Darwinism (or euphemistically the ―Darwinian lit-crit‖) can assist
lawyers to better understand how to persuade readers. Although
the development, administration, and application of the law are
conceived of as reason-based where notions of the unconscious
and instinct are banished,23 such an ideal does not exist. Humans, as humans, are affected by their emotions.24 While rational, analytical arguments convince people because of their truth,25
aesthetic concepts appeal to the emotional structure of the human
mind. To be persuasive, a writer must utilize both,26 because

22. Owen D. Jones & Timothy H. Goldsmith, Law and Behavioral Biology, 105 Colum.
L. Rev. 405, 422 (2005) (citation omitted).
23. Judge Posner notes,
[T]he judge‘s role is conceived as identifying the applicable rule of law and applying
it to the facts of the case. The task of identification may well be analytic, in the sense
that the applicable rule is not given but must be derived from some higher-order
principle; but the assumption is that the method of derivation is logical in the sense
that syllogistic reasoning is logical. The premises are given and the conclusion follows as a matter of logic rather than of emotion, hunch, or empirical inquiry.
Richard A. Posner, Law and Economics—Ethics, Economics, and Adjudication, http://ivrenc.info/index.php?title=Law_and_Economics_-_Ethics,_Economics,_and_Adjudicatio (last
updated Apr. 17, 2009).
24. See James Boyd White, Book Review: What Can a Lawyer Learn from Literature?
102 Harv. L. Rev. 2014, 2021 (1989) (―Obviously the law, and the lawyer, can make much
use of science, both social and natural, but the image of law as science is misleading, for it
erases the center of what lawyers actually do, which is to deal with the particulars of cases
in light of an array of authoritative texts: the statutes, judicial opinions, regulations,
constitutional provisions, contracts, and other documents that define the terms of their
thought and argument. The social sciences can provide data the lawyer can use, but to use
them he must translate them into terms that make sense to his audience.‖) (reviewing
Richard A. Posner, Law and Literature: A Misunderstood Relation (Harv. U. Press 1988)).
25. David Ray Papke & Kathleen H. McManus, Narrative and the Appellate Opinion,
23 Leg. Stud. Forum. 449, 450 (1999); Sarah Worth, Paper Submission, Narrative Knowledge: Knowing through Storytelling 7 (Fourth Media in Transition Conference, May 6–8,
2005) (available at http://web.mit.edu/comm-forum/mit4/papers/worth.pdf).
26. Jansen Voss, Student Author, The Science of Persuasion: An Exploration of Advocacy and the Science behind the Art of Persuasion in the Courtroom, 29 L. & Psychol. Rev.
301, 301 n. 1 ( 2005) (citing William C. Costopoulos, Persuasion in the Courtroom, 10 Duq.
L. Rev. 384 (1972)).
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emotion and learning are correlated.27 For example, thinking and
feeling are evolutionarily combined in the human art of storytelling to persuade people that the story points to truth.28 Looking
back through evolutionary time, literary Darwinists theorize that
storytelling evolved as an adaptive defense reaction to the expansion of human intelligence which occurred about 40,000 years ago.
Stories help humans regulate their complex ―‗cognitive machinery.‘‖29
Second, evolutionary psychology helps lawyers to understand
the ―why‖ of laws. Scholars have begun to explore Darwinian
Theory to understand and improve the effectiveness and efficiency of laws and legal systems.30 Because laws seek to regulate and
influence human behavior, and because, to a large degree, human
behavior is constrained by evolved dispositions, the exploration of
intersections of law and behavioral biology is a fertile and important area of study.31 Scholars make a compelling point and demonstrate through concrete examples how ―insights from behavioral biology into law can help discover useful patterns in some behaviors that law seeks to regulate . . . .‖32 Beyond storytelling and
examination of the evolutionary patterns of human behavior, an
emerging sub-discipline of evolutionary psychology known as
biomusicology demonstrates a more subtle lesson for lawyers who

27. Janice McDurury & Maxime Alterio, Learning through Storytelling in Higher
Education 26 (Routledge 2002) (noting that traumatic experiences, those filled with emotion, often yield the most significant learning).
28. Graham B. Strong, The Lawyer’s Left Hand: Nonanalytical Thought in the Practice of Law, 69 U. Colo. L. Rev. 759, 780 (1998) (―‗A good story and a well-formed argument
are different natural kinds. Both can be used as a means for convincing another. Yet
what they convince us of is fundamentally different: arguments convince one of their
truth, stories of their lifelikeness.‘‖ (quoting Jerome S. Bruner, Two Modes of Thought, in
Actual Minds, Possible Worlds 11, 11 (1986))); see also Markus Appel & Tobias Richter,
Persuasive Effects of Fictional Narratives Increase Over Time, 10 Media Psychol. 113, 113
(2007) (―Fact-related information contained in fictional narratives may induce substantial
changes in readers‘ real-world beliefs.‖); D.T. Max, The Literary Darwinists, N.Y. Times
Mag. (Nov. 6, 2006) (available at http://www.nytimes.com/2005/11/06/magazine/
06darwin.html).
29. E.g. Denis Dutton, The Pleasures of Fiction, 28 Phil. & Literature 453 (2004)
(available at http://denisdutton.com/carroll_review.htm); Steven L. Winter, The Cognitive
Dimension of the Agon between Legal Power and Narrative Meaning, 87 Mich. L. Rev.
2225, 2228 (1989).
30. See generally Owen D. Jones & Timothy H. Goldsmith, Law and Behavioral Biology, 105 Colum. L. Rev. 405 (2005); see also Cosmides & Tooby, supra n. 19.
31. Jones & Goldsmith, supra n. 30, at 410.
32. Id. at 432.
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want to avoid being the ―wretched writers‖ about whom Chief
Judge Easterbrook justly complains.
B. Biomusicology and Lawyers
Every known human culture has music, and every human being is capable of creating and responding to it.33 Music permeates
every aspect of every human culture because music is evolutionary.34 Charles Darwin recognized in Descent of Man:
When we treat of sexual selection we shall see that primeval
man, or rather some early progenitor of man, probably first
used his voice in producing true musical cadences, that is in
singing, as do some of the gibbon-apes at the present day;
and we may conclude from a widely-spread analogy, that
this power would have been especially exerted during the
courtship of the sexes,—would have expressed various emotions, such as love, jealousy, triumph,—and would have
served as a challenge to rivals. It is, therefore, probable that
the imitation of musical cries by articulate sounds may have
given rise to words expressive of various complex emotions. 35

Biomusicology, a term coined by Niles Wallin in 1991,36
builds on this Darwinian foundation by scientifically analyzing
the origins of music at the intersection with the origin of the human species.37 The three branches of biomusicology are evolutionary musicology, neuromusicology, and comparative musicology.
Through positron emission tomography (PET) scans and functional magnetic resonance imagery (fMRI) this emerging science
of biomusicology shows that music and language are processed in
many of the same areas of the brain.38 These studies establish
33. See Steven Brown et al., An Introduction to Evolutionary Musicology, in The Origin of Music 3, 11 (Nils L. Wallin et al. eds., MIT Press 2000) (discussing the ―large diversity of functional rules [that music plays] in all cultures‖); see generally Steven Mithen,
The Singing Neanderthals: The Origins of Music, Language, Mind and Body (Harv. Press
2006); John Bispham, Book Review, ―Music‖ Means Nothing If We Don’t Know What It
Means, 50 J. Human Evolution 587 (2006).
34. Daniel J. Levitin, This Is Your Brain on Music: The Science of a Human Obsession
261 (Penguin Group Inc. 2006); Evan Serpick, Music under a Microscope, 1022 Rolling
Stone 29, 29 (Mar. 22, 2007).
35. Charles Darwin, The Descent of Man, and Selection in Relation to Sex ch. III (2d
ed., 1874) (available at http://www.gutenberg.org/dirs/etext00/dscmn10.txt).
36. Brown et al, supra n. 33, at 5.
37. Id.
38. Dean Falk, Hominid Brain Evolution and the Origins of Music, in The Origins of
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that rhythmic ability appears to form a foundation for linguistic
ability39 and that reading and music are processed in both the left
middle, and superior temporal brain regions.40 It is no surprise,
then, to discover that music causes behavioral and electrophysiological priming effects that are indistinguishable from those
evoked by sentences. This observation, in turn, suggests that
musical aspects of language may help convey narrative meaning.41
This finding has led to practical applications in the schoolhouse. Educators, for example, have found that music is a valuable tool used to enhance beginning reading skills.42 Teachers realize that music creates a ―‗reality construct‘ for students in a
unique and captivating fashion‖ that in turn enhances learning.43
When letters of the alphabet are connected to pitch, some slow
learners learn faster, just as learning new information is enhanced when presented in song.44 This all starts at birth. As Professor Daniel J. Levitin points out in his recent book, The World
in Six Songs: How the Musical Brain Created Human Nature,
The brain learns music and language because it is configured to acquire rules about how musical and linguistic eleMusic, supra n. 33, at 197 (stating in the abstract that ―[r]ecent positron emission tomography and functional magnetic resonance imaging studies show that the cortical substrates for both language and music depend on widely distributed networks that in some
cases overlap; use both sides of the brain, but are dominated by opposite hemispheres . . .
.‖); Isabelle Peretz, The Nature of Music from a Biological Perspective, 100 Cognition 1, 20
(2006); Iain Morley, The Evolutionary Origins and Archaeology of Music 106–114, 123
(Darwin College Thesis Oct. 2003) (available at http://emma.dar.cam.ac.uk/dcrr/
dcrr002.pdf); see also Petr Janata, When Music Tells a Story, 7 Nature Neuroscience 203,
203 (Mar. 2004) (noting that in Prokofiev‘s ―Peter and the Wolf,‖ different instruments and
melodic themes are used to denote the different characters in the story).
39. Morley, supra n. 38, at 110.
40. See generally Steven Brown et al., Music and Language Side by Side in the Brain:
A PET Study of the Generation of Melodies and Sentences, 23 European J. Neuroscience
2791 (2006); C. J. Price et al., Brain Activity During Reading: The Effects of Exposure
Duration and Task, 117 Brain 1255 (1994).
41. Janata, supra n. 38, at 204.
42. Susannah J. Lamb & Andrew H. Gregory, The Relationship between Music and
Reading in Beginning Readers, 13 Educ. Psychol. 19, 19 (1993) (―Tests of phonemic awareness and of reading performance were also administered, with particular emphasis on
ability at employing phonic skills in reading. The results support the hypothesis that
discrimination of musical sounds is related to reading performance, but reveal that the
influential factor in this relationship is a specific awareness of pitch changes.‖).
43. Jesse Palmer & Susie Burroughs, Integrating Children’s Literature and Song into
Social Studies, 93 Soc. Stud. 73, 73 (Mar./Apr. 2002) (citation omitted).
44. Erika Engstrom, Cartoons as Education, 23 J. Popular Film & TV 98 (Fall 1995)
(citing various studies).
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ments are combined; its computational circuits (in the prefrontal cortex) ―know‖ rules about hierarchical organization
and are primed to receive musical and linguistic input during the early years of development. This is why a child who
is denied exposure to music or language before a certain age
. . . will never acquire normal music or language skills—the
pruning process has already begun and those neural circuits
that were waiting to be activated become eliminated.45

All of which leads to the conclusion that music is innate; we hear
what we read, and, like infants, we hear better with music than
with mere words.46
Several theories are offered by scholars to explain how music
and language co-evolved. Following Darwin‘s lead, several researchers point to the evolution of music as a courtship device in
the service of mate selection.47 Shakespeare wrote, ―If music be
the food of love, play on; [g]ive me excess of it[.]‖48 Geoffrey Miller, evolutionary psychologist, claims proof of the point. He has
studied all types of recorded music as well as the age and gender
of musicians. ―In every genre of music men produce 10 times as
much as women and their output peaks at around age 30—near
the time of their peak reproductive years.‖49 Miller concludes
what rock stars have realized for decades that ―good musicians,
particularly good singers, attract sexual interest.‖50 Led Zeppelin’s Robert Plant summed up the evolutionary notion of rock music as a vehicle for sexual encounter this way: ―‗I was always on
my way to love. Always. Whatever road I took, the car was heading for one of the greatest sexual encounters I‘ve ever had.‘‖51

45. Daniel J. Levitin, The World in Six Songs: How the Musical Brian Created Human
Nature 239 (Dutton 2008) (emphasis in original).
46. Morley supra n. 38, at 137 (quoting L.J. Trainor et al., Is Infant Directed Speech
Prosody a Result of the Vocal Expression of Emotion, 11 Psychol. Sci. 188, 194 (2000)).
47. Geoffrey Miller, Evolution of Human Music through Sexual Selection, in The Origin of Music, supra n. 33, at 329; see Morley supra n. 38, at 189–193.
48. William Shakespeare, Twelfth Night Act 1, scene 1, 1–3.
49. Josie Glausiusz, Power Pop, Brain 56, 58 (Winter 2008/2009).
50. Id. Singers like Elvis Presley, Frank Sinatra and David Cassidy were sex icons of
the 1950s and 1960s, as were many hard rock bands of the 1970s for which the phrase
―cock rock‖ was coined. See Steve Waksman, Every Inch of My Love: Led Zeppelin and the
Problem of Cock Rock, 8 J. Popular Music Stud. 5 (1996) (examining the band‘s music and
image as male sexuality).
51. Human Evolution Why Music? Economist On-Line (Dec. 18, 2008) (available at
http://www.economist.com/printedition/displayStory.cfm?Story_ID=12795510).
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Some view music as an adaptive bonding mechanism for a
mother and her child used as part of the nurturing process—
lullabies are universal.52 Music making is a successful way to
manage a baby and get it to sleep, according to University of Toronto‘s Sandra Trehub.53 An infant who sleeps well is easier to
care for, more likely to survive to adulthood, and more likely to
have children with a similar affinity for music.54
Others take the view that music‘s adaptive role is to promote
cooperation and cohesion of social groups.55 National anthems,
military marches, and even campfire songs are all examples of
group cohesion through music. ―Singing together releases oxytocin, a neurochemical now known to be involved in establishing
bonds of trust between people.‖56 Groups of ancestors who sang
and worked together were able to survive challenges that loners
or dysfunctional groups could not. Thus, musical affinity, as an
inheritable trait, was passed down to the descendants of those
members of the groups that survived. Individuals in the groups
that perished had no descendants.
Finally, there is the hypothesis that music is not a discrete
human activity, but rather that music and language are evolutionarily connected. Steven Brown of McMaster University in Ontario coined the phrase ―musilanguage‖ to describe how music and
language co-evolved.57 Brown and others argue that language
and music are merely opposite ends of a spectrum from referential meaning to emotive meaning and comprised of the essential
building blocks of combinatorial syntax and intonational phrasing. In this view,
52. Ellen Dissanayake, Antecedents of Temporal Arts in Early Mother-Infant Interaction, in The Origins of Music, supra n. 33, at 389; Ellen Dissanayake, If Music Is the Food
of Love, What About Survival and Reproductive Success, Musicae Scientiae 169, 176 (spec.
issue 2008).
53. Glausiusz, supra n. 49, at 58; see also Sandra E. Trehub & Laurel Trainor, Singing
to Infants: Lullabies and Play Songs, in Advances in Infancy Research vol. 12, 43, 48 (Carolyn Rovee-Collier et al. eds., Ablex Publg. Corp. 1998).
54. Dean Falk, Prelinguistic Evolution in Early Hominins: Whence Motherese? 27
Behavioral & Brain Sci. 491 (2004).
55. Thomas Geissmann, Gibbon Songs and Human Music from an Evolutionary Perspective, in The Origins of Music, supra n. 33, at 119.
56. Levitin, supra n. 45, at 50–51.
57. Steven Brown, The ―Musilanguage‖ Model of Music Evolution, in The Origins of
Music, supra n. 33, at 278–279; see Michael Vincent, The Language of Music, the Music of
Language, More Than a Metaphor 2–4, http://michaelvincent.ca/Design/Assets/Writing
/More%20than%20metaphor.pdf (Dec. 2, 2004).
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music and language differ mainly in their emphasis rather
than in their fundamental nature, such that language emphasizes sound reference while downplaying its sound emotion aspect (although it certainly makes use of sound emotion), whereas music‘s acoustic mode emphasizes sound emotion while downplaying its referential aspect (although it
certainly makes use of referentiality).58

Brown theorizes that music and language have the phrase as
their basic unit of structure and function, and that what makes
singing and talking different from grunting and screaming is a
limited repertoire of discrete sounds chosen from the infinite
number of possible acoustic elements. ―From this standpoint,
both speech phrases and musical phrases are melodorhythmic
structures in which melody and rhythm are derived from‖ the
same sources.59 Brown offers a schematic to illustrate his point,60
which is reprinted in the appendix to this Article.
Both music and language function on two levels (meaning
and phonological), which emerge out of a common set of principles
described above. The two differ more in emphasis than in kind,
as represented by their placement on different ends of the spectrum.61 Nearer the center are those speech-like styles of singing
used in opera and oratorio, called recitativo and the more songlike leitmotifs (a recurring theme or motif used to illustrate a character or idea like the string instruments for Peter in Peter and
the Wolf or the whinnying of the horses when Frau Blücher is
mentioned on screen in Young Frankenstein).
The notion that music is adaptive is not without critics. Steven Pinker, a Harvard psychologist, traces the evolution of modern man in How the Mind Works.62 He argues that music is not
adaptive, but rather mere ―auditory cheesecake—simply a byproduct of language evolution, taking advantage of our brain‘s pleasure centers in the same way cheesecake fulfills our innate desire
for fats and sugars . . . nothing more than empty-calorie instruments of instant gratification.‖63 Pinker states that the evolution58. Brown, supra n. 57, at 278.
59. Id. at 273.
60. Id. at 275.
61. Id.
62. Steven Pinker, How the Mind Works (W.W. Norton 1997).
63. Id. at 524–525; see also Karen Schrock, More Than Auditory Cheesecake; Daniel
Levitin’s New Book Explores the Science behind Humanity’s Love Affair with Music,
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ist arguments regarding the adaptive nature of music are ―‗completely bogus explanations, because they assume what they set
out to prove: that hearing plinking sounds brings the group together, or that music relieves tension . . . [b]ut they don‘t explain
why. They assume as big a mystery as they solve.‘‖64 Music may
well be innate, he argues, but it evolved as a useless byproduct of
language, which he sees, unlike music, as an actual adaptation.
Pinker‘s argument seems to have been undercut by some recent genetic studies and archeological evidence. For example, Dr.
Levitin notes the fossil evidence, which indicates that the Brodmann area 44—part of the frontal cortex that is important for
auditory motor function—may have been in place two million
years ago. He points out that the gene associated with human
language ―existed in Neanderthals [and] a form of it is found in
songbirds.‖65 Then, 37,000 years ago, at the time musical instruments first appeared, there was another genetic variation, all of
which ―primed the creation of the musical brain.‖66
This theory that music and language have a common lineage
is supported in practice by interesting and important advances in
education. For example, French researchers have shown that
humans learn new words more effectively if those words are associated with distinct pitches―a melody―as opposed to those words
being spoken in monotonous fashion.67 Music can be used to enhance concentration and cognitive function.68 The inclusion of
musical elements in writing has a similar positive effect on the
reader/listener‘s reception, perception, and memory of information.
Although Pinker‘s argument is in the minority, and regardless of whether further research and study show that Pinker or
the adaptivists are correct, the consequence for legal writers reScience On Line, http://scienceline.org/2006/11/22/bio-schrock-music/ (posted Nov. 22,
2006).
64. Drake Bennett, Survival of the Harmonious; Mounting Evidence Suggests That
Human Beings Are Hard-Wired to Appreciate Music, Boston Globe (Sept. 3, 2006)
(available at http://www.boston.com/news/globe/ideas/articles/2006/09/03/survival_of_the
_harmonious/).
65. Levitin, supra n. 45, at 267.
66. Id. at 268.
67. David Schon et al., Songs as an Aid for Language Acquisition, 106 Cognition 975
(2008).
68. Sima H. Anvari et al., Relations Among Musical Skills, Phonological Processing,
and Early Reading Ability in Preschool Children, 8 J. Experimental Child Psychol. 111
(2002).
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mains unchanged. Music is innate and understanding its structure and incorporating that structure into writing will enable
readers to absorb the words as the reader‘s mind is more in tune
with the writing. Lawyers can learn to better understand their
craft, writing, by better understanding what goes on neurologically in the brain of those who read what they write. These readers―judges, litigants, lawyers, clients―are not just extracting
words from the page but they are hearing what the lawyer has
written. To be better understood, that sound should be pleasing.
C. Reading, Speaking, Singing, and Musilanguage
The reading done by judges, litigants, lawyers, and clients,
like everyone else, can be mathematically represented by ―R=D x
C,‖ where D is the mental process of decoding symbols (letters
and punctuation) and C is comprehension (the use of context and
inference to establish meaning.)69 Incorporating musical elements into written text enhances the comprehension component
of this reading equation. Research by University of Massachusetts Professor Emeritus Peter Elbow demonstrates that including musical elements in writing accomplishes enhanced comprehension by pulling the reader in and pulling the reader along.
Musical elements of rhythm, and to a lesser degree melody (flow),
create energy to ―bind written words together so as to pull us
along from one part to the next and to make us feel that all parts
are held together into a magnetic or centripetal whole.‖70
Dr. Elbow, author of the landmark Writing without Teachers,71 was a pioneer of the process revolution in the teaching of
writing. He helped free students from formal rules during the
drafting stages of writing and helped them learn to explore themselves through creative uses of English.72 He points out how academics (and by analogy lawyers) fail to recognize that readers
hear what they read. These writers ignore the organizational les69. J. F. Ehrich, Vygotskian Inner Speech and the Reading Process, 6 Austr. J. Educ. &
Developmental Psychol. 12, 15 (2006).
70. Peter Elbow, The Music of Form: Rethinking Organization in Writing, 57 College
Composition & Commun. 620, 625 (June 2006).
71. Peter Elbow, Writing without Teachers (2d ed., Oxford U. Press 1998).
72. E-mail Peter Elbow, U. Mass. Prof. Emeritus, to Bret Rappaport, Author (Apr. 11,
2009) (on file with Author); see generally Encyclopedia of Rhetoric and Composition: Communication from Ancient Times to the Information Age 462 (Theresa Enos ed., Garland
Publg.1996); Ken Macrorie, Telling Writing (Boynton/Cook 1984).
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son of music ―to bind time.‖ Dr. Elbow cites to the evolutionary
concepts explained earlier to conclude that ―hearing—the modality that works in time—reaches an older, deeper, and more instinctual part of the brain than sight. Rhythm and movement
reach inside us.‖73 Those writers who ―lead us on a journey to
satisfaction by way of expectations‖ recognize that ―[s]entences
are little pieces of energy or music—they have rhythm and melody—even on the page . . . . ‖74
Dr. Elbow‘s notion of incorporating musical elements into
writing to pull the reader in and along is also used by speech
makers who implicitly recognize the musilanguage. Thus, from
the steps of the Lincoln Memorial, Martin Luther King resorted to
musical elements to pull the multitudes in and along. His I Have
a Dream speech is punctuated by musical elements of rhythm and
repetition (italicized), with its call-and-response cadences:
I have a dream that one day on the red hills of Georgia the
sons of former slaves and the sons of former slave owners
will be able to sit down together at the table of brotherhood.
I have a dream that one day even the state of Mississippi, a
state sweltering with the heat of injustice, sweltering with
the heat of oppression, will be transformed into an oasis of
freedom and justice.
I have a dream that my four little children will one day live
in a nation where they will not be judged by the color of their
skin but by the content of their character.
I have a dream today.
I have a dream that one day, down in Alabama, with its vicious racists, with its governor having his lips dripping with
the words of interposition and nullification; one day right
there in Alabama, little black boys and black girls will be
able to join hands with little white boys and white girls as
sisters and brothers.
I have a dream today . . . .75

73. Elbow, supra n. 70, at 626.
74. Id.
75. The full text of the speech is available on line at http://www.usconstitution
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Forty years later, President Obama‘s acceptance speech in
Denver and his victory night speech from Chicago‘s Grant Park
both echoed with similar musilanguage elements.76 But it is his
ten-minute concession speech upon losing the New Hampshire
primary to Hillary Clinton that is already being called ―one for
the ages,‖77 not for what he said as much as for how he said it.
These words are strong, short, upbeat, and incorporate musical
elements (italicized) of rhythm and tone. At the conclusion of his
remarks, Senator Obama said,
For when we have faced down impossible odds, when we‘ve
been told we‘re not ready or that we shouldn‘t try or that we
can‘t, generations of Americans have responded with a simple creed that sums up the spirit of a people: Yes, we can.
Yes, we can. Yes, we can.
It was a creed written into the founding documents that declared the destiny of a nation: Yes, we can.
It was whispered by slaves and abolitionists as they blazed a
trail towards freedom through the darkest of nights: Yes, we
can.
It was sung by immigrants as they struck out from distant
shores and pioneers who pushed westward against an unforgiving wilderness: Yes, we can.
It was the call of workers who organized, women who
reached for the ballot, a president who chose the moon as
our new frontier, and a king who took us to the mountaintop
and pointed the way to the promised land: Yes, we can, to
justice and equality.

.net/dream.html. Dr. King used music not only for structure but as a metaphor itself as he
proclaims ―let freedom ring‖ six times in the last two paragraphs of this, most memorable
of all speeches. See Mark Vail, The ―Integrative‖ Rhetoric of Martin Luther King Jr.’s ―I
Have a Dream‖ Speech, 9 Rhetoric & Pub. Affairs 51 (Spring 2006); see also Melisa Cahnmann, The Craft, Practice, and Possibility of Poetry in Educational Research, 32 Educ.
Researcher 29, 32–33 (Apr. 2003).
76. Barak Obama, Speech, The American Promise (Democratic Natl. Conv., Denver,
Colo., Aug. 28, 2008) (available at http://www.huffingtonpost.com/2008/08/28/barackobama-democratic-c_n_122224.html. James Wood, Victory Speech, New Yorker (Nov. 17,
2008) (available at http://www.newyorker.com/talk/2009/11/17/081117ta_talk_wood).
77. Garr Reynolds, Representation Zen, The Art of Repetition, http://www. presentationzen.com/presentationzen/2008/01/obama-speech.html (Jan. 11, 2008).
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Yes, we can, to opportunity and prosperity. Yes, we can heal
this nation. Yes, we can repair this world. Yes, we can.
And so tomorrow, as we take this campaign south and west;
as we learn that the struggles of the textile worker in Spartanburg are not so different than the plight of the dishwasher in Las Vegas; that the hopes of the little girl who goes to a
crumbling school in Dillon are the same as the dreams of the
boy who learns on the streets of LA; we will remember that
there is something happening in America; that we are not as
divided as our politics suggests; that we are one people; we
are one nation; and together, we will begin the next great
chapter in America‘s story with three words that will ring
from coast to coast; from sea to shining sea—Yes. We. Can.78

The repetition of ―yes, we can,‖ and the resort to a chronological litany of ancestors who each in their own way embodied that
creed, lead to the climax, a crescendo in music, that urges us—the
present—to carry forth that torchlight. The building ―thump
thump thump‖ can be heard in every succeeding sentence and in
the end with three single-word sentences.
Great speeches are not unique examples of how musical elements can be used to enhance memory, comprehension, and persuasiveness of words. The incorporation of musical elements like
rhythm to help students understand what they read has surfaced
in the recent resurgence of ―read-alouds‖ in high schools. A ―readaloud‖ is a text or passage selected by a teacher to read publicly to
a group of students so that they can better focus on the content of
the text.79 Many students who hear passages of information
aloud learn better than they otherwise would. This appears to be
true regardless of the subject matter.
Poetry presents perhaps the most patent use of words as lyrical art, and it is ―art [that] allows [humans to] focus another‘s attention on aspects of feeling or perception that he might not otherwise see.‖80 Poetry affects our emotions because it targets the
evolutionary recesses of the human brain. The necessity that
78. Barack Obama’s New Hampshire Primary Speech, N.Y. Times (Jan. 8, 2008)
(available at http://www.nytimes.com/2008/01/08/us/politics/08text-obama.html).
79. See Barbara Erickson, Read-Alouds Reluctant Readers Relish, 40 J. Adolescent &
Adult Literacy 212 (1996).
80. Levitin, supra. n. 45, at 21.
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good poetry, like music, include rhythm, flow, and tone is not a
novel notion. The modern theory that music and its relative poetry are evolutionarily adaptive can be traced back 2000 years.
Cicero wrote that the ability to understand ―the rhythms and
pronunciations of words‖ is a subconscious instinct, ―a faculty‖
that is ―rooted deep in the general sensibility.‖81 ―Nature, [Cicero]
tells us, has placed in the ears a register which tells us if rhythm
is good or bad‖ and everyone has rhythm.82 Here is how lawyers
should use it.
III.

USE OF RHYTHM, FLOW, AND TONE IN WRITING

H.L. Mencken observed that ―there are no dull subjects, only
dull writers.‖83 Thus, ineffective legal writers have only themselves to blame for boring briefs—the subject matter is guiltless.
Uninteresting, rote writing is helped mightily by the incorporation of rhythm, flow, and tone because, as demonstrated above,
music and language are evolutionarily linked. Incorporation of
these musical elements in writing is a technique traditionally
used in fiction writing. ―[N]on-fiction puts emphasis on the precise and skilled use of words and tone, and the assumption that
the reader is as intelligent as the writer.‖84 As Judge Posner
points out, however, ―[J]udges and lawyers who are disdainful of
‗fine‘ writing . . . are mistaken.‖ 85
As writers of non-fiction prose, lawyers should use the musical tools of fiction to enhance the appeal of their writing. Professor Kathryn M. Stanchi, while expressing caution, notes that literary devices can be persuasive on a number of levels.86 The ―poetry of the writing‖ (what Stanchi calls repetition, inversion,
rhythm, and emotion) catches the reader‘s attention and ―make[s]
the reader see and hear about experiences‖87 beyond his expe81. Steven Katz, Style, Rhetoric and Rhythm, Essays by Morris W. Croll, 19 Rhetoric
Socy. Q. 381, 383 (Fall 1989) (citing Cicero, De Orantore bks. 1–3, 195–197 (E.W. Sutton &
H Rachham, trans., Loeb-Harv. U. Press 1942)).
82. Albert C. Clark, Prose Rhyme in English 3 (Oxford at Clarendon Press 1913).
83. Favorite H.L. Mencken Quotes, http://nickelkid.net/quotes/mencken.html (accessed
Jan. 19, 2010).
84. Sol Stein, Stein on Writing 223 (St. Martin‘s Press 1995).
85. Richard A. Posner, Judicial Opinion Writing: Judge’s Writing Styles (and Do They
Matter?), 62 U. Chi. L. Rev. 1421, 1424 (1995).
86. Stanchi, supra n. 14, at 427–428.
87. Id.
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rience. The use of ―aphoristic‖ writing can also ―serve to embed
the thoughts and feelings into the reader‘s consciousness.‖88
Rhythm, flow, and tone are innate; neglecting them is folly.
A. Rhythm in Writing
Welsh poet Dylan Thomas, observed that rhythm is inborn:
The first poems I knew were nursery rhymes, and before I
could read them for myself I had come to love just the words
of them, the words alone. What the words stood for, symbolized, or meant, was of very secondary importance; what
mattered was the sound of them as I heard them for the first
time on the lips of the remote and incompressible grown-ups
who seemed, for some reason, to be living in my world. And
these words were, to me, as the notes of bells, the sounds of
musical instruments, the noises of wind, sea, and rain, the
rattle of milk-carts, the clopping of hooves on cobbles, the
fingering of branches on a window pane, might be to someone, deaf from birth, who has miraculously found his hearing. I did not care what the words said, overmuch, nor what
happened to Jack & Jill & the Mother Goose rest of them; I
cared for the shapes of sounds that their names, and the
words describing their actions, made in my ears; I cared for
colours the words cast on my eyes.89

Rhythm is recurrence, and recurrence captivates because recurrence is innate. Recurrence is seen in Nature‘s rolling waves,
patterns in leaves, and in the ―noise of the wind.‖ In music, recurrence is heard as the background beat that holds the piece together. In text, recurrence is heard in the mind‘s ear as it serves
to move the piece along from word-to-word, sentence-to-sentence,
paragraph-to-paragraph, and section-to-section, binding together
a comprehensive whole. The essential elements of rhythm are
balance, cycles of sound, and sentence structure and variety.
1.

Balance

Balance in music (once a button on a stereo equalizer but now
an iPod setting) moderates the acoustic relationship of sound
88. See Posner, supra n. 85, at 1423.
89. The Poems of Dylan Thomas xv (Daniel Jones ed., New Directions Publg. Corp.
2003) (preface by Dylan Tomas) (emphasis in original).
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sources to one another.90 Balance in writing is the relationship
between, or repetition of, words or sounds within a sentence, as
well as the variation of sentence length within a paragraph.
Literature offers an example. In For Whom the Bell Tolls
protagonist Robert Jordan receives his assignment that he must
blow up an enemy supply bridge. Ernest Hemingway wrote a set
of lines at the story‘s start that parallels a paragraph at the end
of the book, creating balanced rhythm. In Chapter 1, he writes,
That was not his business. That was Golz‘s business. He
had only one thing to do and that was what he should think
about and he must think it out clearly and take everything
in as it came along, and not to worry. To worry was as bad
as to be afraid.91

Each sentence contains a word from the previous sentence (bold)
and the sentences are short-long-short. After the bridge is destroyed and Jordan lies in wait to ambush the enemy as his comrades flee, Hemingway returns the reader in the final chapter to
the ―thump thump thump‖ of Jordan‘s thinking:
Think about them being away, he said. Think about them
going through the timber. Think about them crossing the
creek. Think about them riding through the heather.
Think about them going up the slope. Think about them
O.K. tonight. Think about them traveling, all night. Think
about them hiding up tomorrow. Think about them. God
damn it, think about them. That’s just as far as I can think
about them, he said.92

The passage pulsates. Hemingway‘s use of the staccato
rhythm parallels Jordan‘s heart beat—the pounding in his head—
and draws the reader into the scene. Each sentence builds on the
preceding one in Jordan‘s mind until the last sentence when the
thinking bursts out as he speaks.
90. William Moylan, Understanding and Crafting the Mix 155 (Focal Press 2007)
(providing an example of musical balance graph for ―Lucy in the Sky with Diamonds,‖ from
the album, Sgt. Pepper’s Lonely Hearts Club Band).
91. Ernest Hemingway, For Whom the Bell Tolls 17 (Charles Scribner‘s Sons 1968)
(emphasis added).
92. Id. at 493 (emphasis added); see also Gabrielle Rico, Writing the Natural Way:
Using Right-Brian Techniques to Release Your Expressive Powers 136–137 (J.P. Tarcher,
Inc. 1983) (analyzing these passages).
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Too many short sentences in a row can annoy readers, while
too many long sentences in a row can bore them. ―Short sentences are more dramatic; long sentences are calmer by nature
and tend to be more explanatory and descriptive.‖93 For example,
in I Am Charlotte Simmons, novelist Tom Wolfe varies sentence
length and brackets the following passage with two crisp sentences to keep the reader‘s interest:
Charlotte was astonished. The girl was reading one of the
greatest of all French novels in an English translation—and
Dr. Lewin hadn‘t so much as made note of the fact. Charlotte quickly glanced at the girl on her left and the boy on
her right. They were both reading the book . . . in English
translation. It was baffling. She had read it in translation
way back in the ninth grade under Miss Pennington‘s tutelage, and she had spent the better part of the past three
days reading it in the original, in French. Flaubert was a
very clear and direct writer, but there were many subtle
constructions, many colloquialisms, many names of specific
objects she‘d had to look up, since Flaubert put a big emphasis on precise, concrete detail. She had analyzed every line
of it, practically disassembled it and put it back together—
and nobody else was reading it in French, including the professor. How could that be?94

Just as Hemingway and Wolfe did in their novels, legal writers like Judges Learned Hand and Benjamin Cardozo employed
balance in their opinions.95 A good example of this effective use of
balance in persuasive96 legal writing is Palsgraf v. Long Island
Railroad, in which Judge Cardozo opened his opinion this way:

93. Ronald B. Tobias, Theme & Strategy 131 (Writer‘s Dig. Bks. 1989).
94. Tom Wolfe, I Am Charlotte Simmons 100 (Farrar Strauss Giroux 2004) (emphasis
in original).
95. See e.g. Jeffrey A. Van Detta, Learned Hand’s District Court Opinions, 1916–1917:
A Macrostructural Analysis Employing Cognitive Psychology Principles 78,
http://works.bepress.com/cgi/viewcontent.cgi?article=1000&context=jeffrey_van_detta
(accessed Apr. 22, 2010); Richard A. Posner, The Learned Hand Biography and the Question of Judicial Greatness, 104 Yale L.J. 511, 534–540 (1994).
96. There is little dispute that judicial opinions are persuasive writing. See Michael R.
Smith, Advanced Legal Writing: Theories and Strategies in Persuasive Writing 4 (Aspen
2002). Cardozo himself acknowledged this. Id. (citing Benjamin N. Cardozo, Law and
Literature in the Selected Writings of Benjamin Nathan Cardozo 342 (Fallon Publication
1947)).
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Plaintiff was standing on a platform of defendant‘s railroad
after buying a ticket to go to Rockaway Beach. A train
stopped at the station, bound for another place. Two men
ran forward to catch it. One of the men reached the platform of the car without mishap, though the train was already moving. The other man, carrying a package, jumped
aboard the car, but seemed unsteady as if about to fall. A
guard on the car, who had held the door open, reached forward to help him in, and another guard on the platform
pushed him from behind. In this act, the package was dislodged, and fell upon the rails. It was a package of small
size, about fifteen inches long, and was covered by a newspaper. In fact it contained fireworks, but there was nothing
in its appearance to give notice of its contents. The fireworks when they fell exploded. The shock of the explosion
threw down some scales at the other end of the platform,
many feet away. The scales struck the plaintiff, causing injuries for which she sues.97

As pointed out by others, notice how Cardozo varies the
length of the sentences and how after the word ―moving‖ the
choppiness of the sentences mirrors the chaos happening on the
railroad platform.98 It is the length of the sentences, individually
and in connection with those that precede and come after, that
creates rhythm.
2.

Cycles of Sound

The term ―cycles of sound‖99 refers to repetition of a sound,
syllable, word, phrase, line, stanza, or metrical pattern in a written work. It is the basic unifying device in all poetry, which itself
owes much to music. Repetition can operate on many levels within a written work.100 For example, alliteration is when repetition
97. 248 N.Y. 339 (1928).
98. Armstrong & Terrell, supra n. 12, at 175. For a more in depth discussion see e.g.,
Richard A. Posner, Cardozo: A Study in Judicial Reputation 39–48 (U. Chi. Press 1992)
(discussing Cardozo‘s rhetorical manipulation of the record facts in Palsgraf to set up the
discussion of duty on which, contrary to the trial and appeals courts, he sought to present
as the pressure point of the case).
99. Jack Hart, The Writer’s Coach: An Editor’s Guide to Words That Work 134 (Pantheon Bks. 2006).
100. See Brigham Young U., The Forest of Rhetoric silva rhetoricae, http://rhetoric
.byu.edu/Figures/Groupings/of%20Repetition.htm (accessed Jan. 17, 2010) (containing a
full compilation of the dozens of ways of repeated sounds, words, phrases, and ideas).

File: Galley Rappaport 6-18-10B.docx

2010]

Created on: 6/18/2010 5:36:00 PM

Last Printed: 6/18/2010 5:36:00 PM

Using the Elements of Rhythm, Flow, and Tone

87

of letters, syllables, or sound is found in the same sound at the
beginning of two or more stressed syllables. The repetition of
similar vowel sounds is called assonance.
Another oft-used and more obvious device to create a cycle of
sound is an anaphora, which is the emphasis of words and phrases by repeating them throughout a sentence or paragraph. The
most famous example is, perhaps, Dickens‘s opening lines to A
Tale of Two Cities:
It was the best of times, it was the worst of times, it was
the age of wisdom, it was the age of foolishness, it was the
epoch of belief, it was the epoch of incredulity, it was the
season of Light, it was the season of Darkness, it was the
spring of hope, it was the winter of despair, we had everything before us, we had nothing before us, we were all
going direct to Heaven, we were all going direct the other
way—in short, the period was so far like the present period,
that some of its noisiest authorities insisted on its being received, for good or for evil, in the superlative degree of comparison only.101

Similarly, in his famous poem, concentration camp survivor
Pastor Martin Neimoller uses an anaphora (bold) to make the
message of the pernicious effects of apathy towards the plight of a
people all the more poignant:
When the Nazis came for the communists
I remained silent;
I was not a communist.
When they locked up the social democrats,
I remained silent;
I was not a social democrat.
When they came for the trade unionists,
I did not speak out;
I was not a trade unionist.
When they came for the Jews,
I remained silent; I was not a Jew.

101. Charles Dickens, A Tale of Two Cities 1 (Penguin Classics 2003) (emphasis added).
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When they came for me,
there was no one left to speak out.102

Repetition of words and phrases (italicized), as these passages demonstrate, works as a memory tool because the repetition of
sound cues mental recall.103 And as Dylan Thomas lyrically attested, long before we read Dickens, nursery rhymes proved pleasurable, because as infants humans are already positively affected by sound similarities in syllables.104
These lessons of childhood are not lost on some judges. Justice William O. Douglas used repetition (bold and underscored)
and alliteration (italicized) to illustrate that Jacksonville‘s vagrancy ordinance was not only unconstitutional but bad for our
well being. He wrote of the right to wander, stroll, and loaf and
that:
These unwritten amenities have been in part responsible for
giving our people the feeling of independence and selfconfidence, the feeling of creativity. These amenities have
dignified the right of dissent and have honored the right to
be non-conformists and the right to defy submissiveness.
They have encouraged lives of high spirit rather than
hushed, suffocating silence.105

Justice Douglas deliberately chose words with similar front
end sounds, like ―self-confidence‖ and ―creatively,‖ ―dignified‖ and
―dissent‖ and ―defy,‖ and ―spirit‖ and ―suffocating silence,‖ to
create that cycle of sound that strolls through this passage, like
the plaintiff whose constitutional right to wander was being adjudicated.

102. Martin Niemoller, http://en.wikiquote.org/wiki/Martin_Niemoller (accessed Jan.
19, 2010).
103. David C. Rubin, Memory in the Oral Tradition: The Cognitive Psychology of Epic,
Ballads, and Counting-out Rhymes 305–306 (Oxford U. Press 1995); see also The Power of
Peter Piper: How Alliteration Enhances Poetry, Prose, and Memory, Sci. Daily,
http://www.sciencedaily.com/releases/2008/07/080730140837.htm (July 31, 2008).
104. Rachel A. Hayes & Alan Slater, Three-Month-Olds’ Detection of Alliteration in
Syllables, 31 Infant Behavior & Dev. 153 (Jan. 2008).
105. Papachristou v. City of Jacksonville, 405 U.S. 156, 164 (1972) (emphasis added);
see generally Laura Krugman Ray, Judicial Personality: Rhetoric and Emotion in Supreme
Court Opinions, 59 Wash. & Lee L. Rev. 193, 206 (2002) (for an excellent discussion of
Justice Douglas and others‘ rhetorical styles).
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Finally, the repetition of ideas is perhaps the most important
repetition device for a legal brief. Repetition of the main terms of
an argument is known as epanodos and can be used effectively by
lawyers. A traductio is a more subtle means of repeating the
same main terms of an argument by settling on a key term and
repeating that term throughout the work.
In the majority opinion in Texas v. Johnson,106 Justice William Brennan used a traductio (that the flag is ―cherished‖), several alliterations (italicized), and an anaphora (underscored) to
create a masterful piece of legal writing that illustrates the importance of upholding a person‘s right to burn the American flag.
We are tempted to say, in fact, that the flag‘s deservedly
cherished place in our community will be strengthened, not
weakened, by our holding today. Our decision is a reaffirmation of the principles of freedom and inclusiveness that
the flag best reflects, and of the conviction that our toleration of criticism such as Johnson‘s is a sign and source of our
strength. Indeed, one of the proudest images of our flag, the
one immortalized in our own national anthem, is of the bombardment it survived at Fort McHenry. It is the Nation‘s resilience, not its rigidity, that Texas sees reflected in the
flag—and it is that resilience that we reassert today. . . .
The way to preserve the flag‘s special role is not to punish
those who feel differently about these matters. It is to persuade them that they are wrong. . . . We can imagine no
more appropriate response to burning a flag than waving
one‘s own, no better way to counter a flag burner‘s message
than by saluting the flag that burns, no surer means of preserving the dignity even of the flag that burned than by—as
one witness here did—according its remains a respectful
burial. We do not consecrate the flag by punishing its desecration, for in doing so we dilute the freedom that this cherished emblem represents.107

Returning to the crossroads of music and persuasive writing,
lawyer and writer Bill Long noted one easy way to remember the
power and importance of cycles of sound like an epanodos. On his
website, he writes: ‗―Epi‘ is ‗upon,‘ ‗ana‘ is ‗again,‘ and ‗odos‘ is
106. 491 U.S. 397 (1989).
107. Id. at 419–420 (emphasis added).
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‗road.‘‖ I always hear Willie Nelson singing ‗On the Road Again,‘
whenever I think of the word epanodos.‖108
3.

Sentence Structure and Variety

Sentence structure and variety are the last two rhythmic
tools employed by writers to captivate and carry the reader. As in
music, the rhythms of writing occur on multiple levels. A cycle of
musical beats is known as a measure, and in writing, authors
create this with sentence length, as demonstrated by the Hemingway and Wolfe passages discussed above.109 An important
point can be made when a short, punchy sentence follows a long,
languid one. Former Professor and editor of the Oregonian Newspaper Jack Hart cited to the New York Times story in the aftermath of the 9/11 Attacks to make his point:
Many people were busy on their cell phone, trying to reach
friends and relatives they knew were in the buildings to
alert their own loved ones that they were all right. But circuits were overloaded. Fear mounted.110

The two-word sentence at the end provides a dramatic punch that
draws the reader into the event. A long sentence would have
failed.
Judges and lawyers often use sentence structure and variety
to more effectively make their point. A typical IRAC-modeled paragraph generally introduces the principle first, then illustrates
that principle with authorities, and finally provides some expanded conclusion.111 In Morehead v. New York ex. rel. Tipaldo,112
Chief Judge Hughes incorporated the specific rhythmic device of
sentence length variation to create a more effective paragraph
that transcends traditional IRAC which serves as the paragraph‘s
structural base:

108. Bill Long, Similar but Different, http://www.drbilllong.com/Words/Similar.html
(2004).
109. Supra nn. 91–92, 94, and accompanying text; Moylan, supra n. 90, at 17; Tobias,
supra n. 93, at 100.
110. Hart, supra n. 99, at 137 (discussing this quotation); see N. R. Kleinfield, U.S.
Attacked: Hijacked Jets Destroy Twin Towers and Hit Pentagon in Day of Terror, N.Y.
Times A1 (Sept. 12, 2001).
111. See Peck, supra n. 2, at 35.
112. Id. at 35–36 (providing this example).
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We have repeatedly said that liberty of contract is a qualified, and not an absolute, right. ―There is no absolute freedom to do as one wills or to contract as one chooses. . . . Liberty implies the absence of arbitrary restraint, not immunity from reasonable regulations and prohibitions imposed in
the interests of the community.‖ The numerous restraints
that have been sustained have often been recited. Thus, we
have upheld the limitation of hours of employment in mines
and smelters; the requiring of redemption in cash of store
orders or other evidences of indebtedness issued in payment
of wages; the prohibition of contracts for options to sell or
buy grain or other commodities at a future time; the forbidding of advance payments to seamen; the prohibition of contracts to pay miners employed at quantity rates upon the
basis of screened coal instead of the weight of the coal as
originally produced in the mine; the regulation of the size
and weight of loaves of bread; the regulation of insurance
rates; the regulation of the size and character of packages in
which goods are sold; the limitation of hours of employment
in manufacturing establishments with a specified allowance
of overtime payment; the regulation of sales of stocks and
bonds to prevent fraud; the regulation of the price of milk.
The test of validity is not artificial. It is whether the limitation upon the freedom of contract is arbitrary and capricious,
or one reasonably required in order appropriately serving
the public interest in the light of the particular conditions to
which the power is addressed.113

In each sentence, Justice Hughes has purpose; each sentence
leads to the next; and each sentence varies in length. The beginning starts with a long quote setting the purpose. The middle
offers examples in a rapid-fire power of semi-colons (stop like a
period but the with a shorter pause) and then ends with a conclusion stated in the negative and then positive. Rhythm like this
alone, however, cannot create a complete acoustic experience to
legal writing. Rhythm must be held together. It must be fastened, and that fastener is flow.

113. Morehead v. New York ex. rel. Tipaldo, 298 U.S. 587, 628 (1936).
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B. Flow in Writing
In music, flow is called melody—the movement from one pitch
seamlessly to another along with the structural principles that
govern such progression.114 In writing, flow is the mental linkage
between sentences, paragraphs, and ideas created by words.115
The mind‘s ear is sensitive to rhythm, whereas the mind itself is
sensitive to flow.116 The three elements necessary to accomplish
this flow in persuasive legal writing are structure, transition, and
logic.
1.

Structure

Reading is a temporal exercise and a linear experience.117 As
a person reads, the person‘s eyes retrace lines. The links from
word to word and line to line remain unbroken because of structure. Structure holds the experience together. Headings are an
obvious structural device. But structure includes other more subtle techniques like focus, which emphasizes a word or part of a
sentence with a strong adjective or emphasis with a correlative
conjunction like either-or, neither-nor, or but-also.118 Correlative
conjunctions have power in that they change the focus of the sentence for the reader in a way that a single conjunction (like ―and‖)
does not. Professor Kolln provides a simple example in her text
book on Rhetorical Grammar:119
Individuals and nations must learn to think about the environment.

Compared with
Both individuals and nations must learn to think about the
environment.
114. Carl Dahlhaus, Grove Music Online, Harmony (cited in Wikipedia,
http://en.wikipedia.org/wiki/Harmony).
115. Michael Fleming, Rhythm, Tone, and Flow: The Three Key Elements of Writer’s
Style, http://www.dutchgirl.com/foxpaws/essays/rhythmtoneflow.html (Mar. 1993).
116. Arthur Plotnik, Spunk & Bite: A Writer’s Guide to Punchier, More Engaging Language & Style 188–195 (Random House Ref. 2005).
117. Philip Gerard, Creative Non-Fiction: Researching and Crafting Stories of Real Life
158–159 (Story Press 1996).
118. Martha Kolln, Rhetorical Grammar: Grammatical Choices, Rhetorical Effects 40
(5th ed., Pearson Educ. 2007).
119. Id.
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By resort to correlative conjunctions, the emphasis shifts
from the predicate ―learn‖ in the first example, to the subject ―individuals and nations‖ in the second example. By doing so the
reader is set up to read on about the subject. This subject use of a
correlative conjunction effectively changes the structure and
rhythm of not only the sentence, but the expectation of what will
come next.120 It does so without bluster or bravado.
Perhaps the most famous and studied writing structure is
Lincoln‘s Gettysburg Address.121 President Lincoln arrived on
that bloodied battlefield to dedicate a national cemetery five
months after General Lee and the hopes of the Confederacy were
turned back. The graves spread out before Lincoln by the thousands, and the words expected from his lips by the attendant audience were those of sorrow and grief. But Lincoln created a story, structured it chronologically, and in doing so placed the battle
in context of a Nation ―conceived in liberty and dedicated to the
proposition that all men are created equal.‖122 The war was ongoing, but President Lincoln structured the speech with words that
manipulated time, beyond that present war, to include the past
and the future—one that envisioned ―a new birth of freedom‖ in
which ―this government of the people, by the people and for the
people shall not perish from this earth.‖123
Philip Gerard, Professor of Creative Writing at the University
of North Carolina, points out how structure made the Lincoln‘s
Gettysburg Address so effective:
Imagine if Lincoln had begun and ended with an account of
the battle, mentioning specific acts of heroism, selfless
deeds, moments of courage. Most writers probably would
have written it that way. A modern president would have
focused on some fallen boy who exemplified the virtues of the
good soldier; maybe even invited his grieving widow or
mother to the reviewing stand for a photo op and a sentimental plea for patriotism and solidarity. He would have
been meticulously citing the details of the battle . . . and in
doing so, he would have missed the story. The story wasn‘t
the dead at Gettysburg, but the living. The story was their
120. Id.
121. Id. at 164–166; see also Garry Wills, Lincoln at Gettysburg: The Words That Remade America (Simon & Schuster 1992).
122. Wills, supra n. 121, at 262.
123. Id.
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ongoing struggle with the idea of the Union―an idea so profound men were willing to die to test it, and must always be
so.124

Five score less three years later, the great trial lawyer Louis
Nizer wrote about the importance of being close to your adversary
lest you judge him wrongly by structuring a story where the reader becomes the story‘s protagonist:
[A farmer], before sunrise on a cold and misty morning, saw
a huge beast on a distant hill. He seized his rifle and walked
cautiously towards the ogre to head off an attack on his family. When he got nearer, he was relieved to find that the
beast was only a small bear. He approached more confidently and when he was within a few hundred yards the distorting haze had lifted sufficiently so that he could recognize the
figure as only that of a man. Lowering his rifle, he walked
towards the stranger and discovered he was his brother.125

The parable is structured to take the reader on that walk
with the farmer—seeing from his eyes as the haze lifts. The
structure is that of the walk. Structure is what holds stories, as
well as songs, together.126 Structure carries legal arguments, too.
2.

Transitions.

Flow within structure must be signaled. Transitions are this
textual ―attempt to persuade the readers that the reading is
worth their time.‖127 Transitions accomplish this feat by creating
bridges from paragraph to paragraph and section to section.
Bridges operate best when not necessarily noticed. In that regard, sentences should do the bulk of the work of carrying the
reader from section to section. Heavy reliance on transitional
phases like nonetheless, in addition, and in conclusion can be an124. Gerard, supra n. 117, at 165–166. Lincoln‘s rhetoric is oft cited as an example of
excellence in non-fiction prose. See Peck, supra n. 2, at 46 (describing the rhythm or order
of expression in Lincoln‘s farewell address to the people of Springfield, Illinois as he left for
the White House in February 1861).
125. Louis Nizer, My Life in Court 443 (Doubleday & Co., Inc. 1961).
126. Fred Lerdahl, Cognitive Constraints on Compositional Systems, 6 Contemporary
Music Rev. 97 (1992).
127. James B. Stewart, Follow the Story: How to Write Successful Non-Fiction 162
(Touchstone 1998).
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noying to the reader.128 Instead of resorting to such overused
phrases, a more effective transition is to repeat a key word from
the prior paragraph in the succeeding paragraph.129 Amongst
novelists this device is called a ―hook.‖130 The goal of authorship
in prose and music is coherent unity. Creativity, rather than reliance on worn-out phases, will not only serve as the transition
necessary to unite the piece, but also retain the reader‘s interest.
In the first paragraph of The Cricket Case,131 Lord Denning
offers an example of the well-placed use of subtle transitions (underscored) and repetition (bold) to paint a picture. The reader can
almost smell the grass and certainly taste the contempt for the
plaintiff:
(1) In summertime village cricket is the delight of everyone.
Nearly every village has its own cricket field where the
young men play and the old men watch. In the village of
Lintz in County Durham they have their own ground, where
they have played these last 70 years. They tend it well.
The wicket area is well rolled and mown. The outfield is
kept short. It has a good club house for the players and
seats for the onlookers. The village team plays there on
Saturdays and Sundays. They belong to a league, competing with the neighbouring villages. On other evenings after
work they practice while the light lasts. (2) Yet now after
these 70 years a judge of the High Court has ordered that
they must not play there anymore. He has issued an injunction to stop them. He has done it at the instance of a newcomer who is no lover of cricket. (3) This newcomer has
built, or has had built for him, a house on the edge of the
cricket ground which four years ago was a field where cattle
grazed. The animals did not mind the cricket. But now this
adjoining field has been turned into a housing estate. The
newcomer bought one of the houses on the edge of the cricket
ground. No doubt the open space was a selling point. Now
he complains that when a batsman hits a six the ball has
been known to land in his garden or on or near his house.
His wife has got so upset about it that they always go out at
week-ends. They do not go into the garden when cricket is
128. Theodore A. Rees Cheney, Getting the Words Right 87–88 (2d ed., Writer‘s Dig.
2005); see also Peck, supra n. 2, at 34.
129. Peck, supra n. 2, at 64.
130. Hart, supra n. 99, at 65.
131. Miller v. Jackson [1977] Q.B. 966.
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being played. They say that this is intolerable. So they
asked the judge to stop the cricket being played. And the
judge, much against his will, has felt that he must order the
cricket to be stopped: (4) with the consequence, I suppose,
that the Lintz Cricket Club will disappear. The cricket
ground will be turned to some other use. I expect for more
houses or a factory. The young men will turn to other things
instead of cricket. The whole village will be much the
poorer. And all this because of a newcomer who has just
bought a house there next to the cricket ground.132

Lord Denning uses transitions to set off the four parts of his
story each against the other shown above by alternating italics
and standard type font. The first part (1) sets the scene. The
second part (2) stops the action. The third part (3) is all about
―them‖―the bad guys―and the final part (4) is the cancerous
consequence of their selfishness. The transitions are underscored. Lord Denning also uses hooks (in bold) to present the
cricket field and village in a way that the reader remembers
throughout the rest of the opinion as the reader turns from the
facts to the legal reasoning. His conclusion becomes a foregone
conclusion: the newcomers were coming to the nuisance and,
therefore, had no cause of action.
3.

March of Logic

The most important element of flow in legal writing is the
movement of the argument from point to point logically. In musical composition there is logic to the progression. For example, the
piece may start slowly and build, such as Ravel‘s sensual Bolero133
or Queen‘s operatic masterwork Bohemian Rhapsody.134
In legal writing, there must also be a logical progression of
thought, building toward a concluding point. For example, Justice Jackson‘s majority decision in West Virginia State Board of
Education v. Barnette,135 striking down a state law requiring that
132. Id. at 976 (emphasis added).
133. This build up of tempo and sound in this piece of music has made it a romantic
favorite. See Tom Reichert & Jacqueline Lambiase, Sex in Advertising Perspectives on the
Erotic Appeal 202 (Lawrence Erlbaum Assocs. 2003).
134. See generally Ken McLeon, Bohemian Rhapsodies: Operatic Influences on Rock
Music, 20 Popular Music 189 (2001).
135. 319 U.S. 624 (1943).
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public school students salute the American flag, demonstrates a
seamless flow of logical progression. Justice Jackson wrote:
Struggles to coerce uniformity of sentiment in support of
some end thought essential to their time and country have
been waged by many good as well as by evil men. Nationalism is a relatively recent phenomenon but at other times and
places the ends have been racial or territorial security, support of a dynasty or regime, and particular plans for saving
souls. As first and moderate methods to attain unity have
failed, those bent on its accomplishment must resort to an
ever-increasing severity. As governmental pressure toward
unity becomes greater, so strife becomes more bitter as to
whose unity it shall be. Probably no deeper division of our
people could proceed from any provocation than from finding
it necessary to choose what doctrine and whose program
public educational officials shall compel youth to unite in
embracing. Ultimate futility of such attempts to compel coherence is the lesson of every such effort from the Roman
drive to stamp out Christianity as a disturber of its pagan
unity, the Inquisition, as a means to religious and dynastic
unity, the Siberian exiles as a means to Russian unity, down
to the fast failing efforts of our present totalitarian enemies.
Those who begin coercive elimination of dissent soon find
themselves exterminating dissenters. Compulsory unification of opinion achieves only the unanimity of the graveyard.
. . .
If there is any fixed star in our constitutional constellation,
it is that no official, high or petty, can prescribe what shall
be orthodox in politics, nationalism, religion, or other matters of opinion or force citizens to confess by word or act
their faith therein. If there are any circumstances which
permit an exception, they do not now occur to us.136

Notice the ―march of logic‖137 that Justice Jackson employs as
he opens with a sentence of what some try to achieve and carries
―us‖ through a history lesson. There are seven alliterations, woven together with seven variations of ―unity‖ and a concluding
sentence that leaves the reader with a hidden quandary: Does
―us‖ refer to the Supreme Court or all Americans? It seems that
136. Id. at 640–642.
137. Hart, supra n. 99, at 67–68; see also Ray, supra n. 105, at 208–211 (for in-depth
analysis of Justice Jackson‘s style).
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the flow of logic leads to the climactic conclusion of alliteration;
―our constitutional constellation‖ refers to all of us.
The logical flow of language is similarly demonstrated by
now-Justice Ruth Bader Ginsburg in her appellant‘s brief in Kahn
v. Shevin,138 a case challenging a $500 tax exemption Florida provided to widows but not widowers. Ginsburg, then counsel to the
American Civil Liberties Union, offered the following argument in
the opening brief:139
Historically, women have been treated as subordinate and
inferior to men. Although discrimination against women
persists and equal opportunity has by no means been
achieved, women have simultaneously been placed on a pedestal and given special benefits. Both discrimination
against, and special benefits for, women stem from stereotypical notions about their proper role in society.
Special benefits for women such as the tax exemption here
at issue result in discriminatory treatment of similarly situated men, themselves victims of male sex-role stereotypes.
Absent firm constitutional foundation for equal treatment of
men and women by the law, individuals seeking to be judged
by their own merits will continue to encounter lawsanctioned obstacles.140

Ginsburg‘s argument looks backward and forward, makes victims of both men and women and concludes with an inviting
statement logically suggesting but not proclaiming the remedy.
Finally, the march of logic done deftly is powerfully effective.
In Empro Manufacturing v. Ball-Co. Manufacturing,141 Judge
Easterbrook demonstrated this technique, reasoning that a letter
of intent was not enforceable:
The shoals that wrecked this deal are common hazards in
business negotiations. Letters of intent and agreements in
principle often, and here, do no more than set the stage for
negotiations on details. Sometimes the details can be ironed
out; sometimes they can‘t. Illinois, as Chicago Investment,
Interway, and Feldman show, allows parties to approach
138.
139.
140.
141.

416 U.S. 351 (1973).
The parties‘ briefs are reprinted in Peck, supra n. 2, at app. A.
Id. at 194.
870 F.2d 423 (7th Cir. 1989).
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agreement in stages, without fear that by reaching a preliminary understanding they have bargained away their privilege to disagree on the specifics. Approaching agreement by
stages is a valuable method of doing business. So long as Illinois preserves the availability of this device, a federal court
in a diversity case must send the disappointed party home
empty-handed. Empro claims that it is entitled at least to
recover its ―reliance expenditures‖, but the only expenditures it has identified are those normally associated with
pre-contractual efforts: its complaint mentions the expenses
―in negotiating with defendants, in investigating and reviewing defendants‘ business, and in preparing to acquire defendants‘ business.‖ Outlays of this sort cannot bind the other
side any more than paying an expert to tell you whether the
painting at the auction is a genuine Rembrandt compels the
auctioneer to accept your bid.142

Judge Easterbrook starts with a common-sense metaphor,
flows into alternating statements of law and business reality, and
ends by contrasting the plaintiff‘s words with an analogy that
proves the plaintiff mistaken. Alternatively, the judge could have
rested on the simple IRAC model, but instead his use of an overlap of law, fact, and his choice of sentences that are
―steps‖―similar to the manner in which a letter of intent operates―re-enforcing in the reader the rightness of the ruling.
C. Tone in Writing
In music, tone is simply the quality of musical sounds. Tone
in writing, often called ―voice,‖ is the connection between the
reader and the writer. Tone can be detached or personal.143 Tone
is set by the author‘s attitude toward his characters or subjects
and conveyed by the words and the literary techniques employed.144 Tone modifies objective meaning145 and helps establish
the writer‘s credibility with the reader—classically called
―ethos.‖146
142. Id. at 426.
143. See e.g. William J. Brennan, Reason, Passion and ―The Progress of the Law‖, 10
Cardozo L. Rev. 3 (1988–1989) (discussing Justice Brennan‘s view that judges should
speak in personal tones).
144. Writer’s Encyclopedia 450 (3d ed., Writer‘s Dig. Bks. 1996).
145. Theodore A. Rees Cheney, Getting the Words Right 48 (2d ed., Writer‘s Dig. 2005).
146. Smith, supra n. 96, at 101–126 (discussing ethos).
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Generally, tone is either subjective or objective. The writer
adopts the first when trying to affect the reader in some way. He
adopts the second when he wants to provide the reader with authoritative information.
Legal writing is a tonal slight of
hand―or slight of ear. The purpose is to affect the reader―persuade him or her to agree with the proposition, and yet
the surface presentation must be objective.
We all remember Lucy, Lady Duff Gordon—from the first day
of law school. What do we remember about her? Why? In Wood v.
Lucy, Lady Duff Gordon147 Judge Cardozo crafted the perfect example of tone. He opened with the following:
The defendant styles herself a ―creator of fashion.‖ Her favor helps a sale manufacturer of dresses, millinery and like
articles pay for a certificate of her approval. The things
which she designs, fabrics, parasols, and what not, have a
new value in the public when issued in her name. She employed the plaintiff to help turn this vogue into money. 148

Cardozo‘s statements are objective fact, but his tone resonates from every sentence. The reader is guided to the only possible outcome by the words; their placement—the tone. Lady
lost.149
Tone in legal prose should be ―measured rationality.‖150 Too
strident a tone and the reader will feel bludgeoned and may become angry; too colloquial and the reader will not believe the
writer or take the matter seriously.151 So between these poles, the
writer must find the use of words and phrases that fosters the
reader‘s trust in the writer. Such tone is achieved by a constant
level of discourse and atmosphere that emerges from the entirety
of the written work.152 This consistent level of tone is controlled

147. 118 N.E. 214 (N.Y. 1917).
148. Id. at 214.
149. Perhaps Judge Cardozo was right in his contempt for Lady Duff. Lucy and her
husband, Sir Cosmo, were passengers on the Titanic. They survived—in a lifeboat filled
with twelve people, seven of whom were crew. The boat had a capacity of forty. Richard
Warner, Blog, http://www.kentlaw.edu/faculty/rwarner/classes/contracts/consideration/lucy
.htm (accessed Sept. 7, 2008).
150. Pamela Samuelson, Good Legal Writing: Of Orwell and Window Panes, 46 U. Pitt.
L. Rev. 149, 156 (1984).
151. Id.
152. Hart, supra n. 99, at 196.
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by three levers: punctuation, descriptors, and the selection and
presentation of the information included.
1.

Punctuation

Punctuation reflects intonation in written text.153 The primary purpose of punctuation is clarifying structure by separating
some words from each other and from groups of words.154 But it is
more. Punctuation can be heard. In the 1950s, musician-turnedcomedian Victor Borge demonstrated the sound punctuation
makes in a skit with Dean Martin that can be seen today on You
Tube.155 Each punctuation mark has a distinct beat and serves to
create cadence,156 as well as help to set tone.
Punctuation marks fall into two sound categories.157 Full
stop punctuation marks include periods, question marks, exclamation marks, and semi-colons. For the period, the mind‘s ear
distinctly hears a drop and stop, whereas with the question mark
there is a rise in pitch. The exclamation point screams out, and
the semi-colon stops like a period, but the pause is shorter.
The second group of punctuation marks is half stop marks
such as a comma, dash, colon, and parenthesis. The comma is
―‗the most ubiquitous, elusive, and discretionary of all stops, and
it is the most significant.‘‖158 The ―sound of a comma is the sound
of the last word warning that more is coming.‖159 Colons sound
like commas, and for brackets, parenthesis, or ellipses, the voice

153. Geoffrey Nunberg, The Linguistics of Punctuation 11 (Ctr. for Study Lang. & Info.
1990).
154. Joseph Gibaldi, MLA Style Manual and Guide to Scholarly Publishing 66 (Mod.
Lang. Assn. Am. 1998).
155. Victor Borge & Dean Martin, Musical Phonetic Punctuation, http://www.youtube
.com/watch?v=N7L02tCNi0I&NR=1 (accessed Apr. 29, 2010); see also Victor Borge, Phonetic Punctuation, http://www.youtube.com/watch?v=lF4qii8S3gw&feature=related (accessed Apr. 29, 2010).
156. Garland H. Cannon, Punctuation and Sentence Rhythm, 8 College Composition &
Commun. 16–22 (Feb. 1957).
157. Robert C. Pinckert, The Truth about English 56–82 (Prentice-Hall, Inc. 1981)
(discussing the third category of punctuation called ―spelling marks,‖ such as an apostrophe that has no sound).
158. Murat Bayraktar et al., An Analysis of English Punctuation: The Special Case of
the Comma, 3, http://www.cs.bilkent.edu.tr/~akman/jour-papers/ijcl/ijcl1998.pdf (1998)
(published in the International Journal of Corpus Linguistics in 1998) (quoting G. Jarvie,
Chambers Punctuation Guide 10 (Chambers 1992)).
159. Kathryn Ann Lindskoog, Creative Writing: For People Who Can’t Not Write 63
(Zondervan Publg. House 1989).
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distinctly drops down to lessen the import of the words they embrace.160
The three varieties of dashes fall into this second group.161 A
hyphen is the shortest in length and divides words that break at
the end of a line, or to connect parts of compound words such as
tit-for-tat. An em-dash is the longest and is used to indicate a
break in thought or to separate a thought within a sentence. Finally, an en-dash, which is shorter than an em-dash and longer
than a hyphen, indicates a range of values similar to using the
words ―to‖ and ―from,‖ such as ―ages 15–30.‖ An em-dash is the
most powerful because it harshly sets off an interrupting thought.
Punctuation is critical to setting the tone for effective legal
writing. A good example of the effective deployment of punctuation is found in what has been called ―the greatest single piece of
legal writing‖:162 Justice Brandeis‘s concurrence in Whitney v.
California,163 where he wrote:
Those who won our independence believed that the final
end of the state was to make men free to develop their faculties, and that in its government the deliberative forces
should prevail over the arbitrary. They valued liberty both
as an end and as a means. They believed liberty to be the
secret of happiness and courage to be the secret of liberty.
They believed that freedom to think as you will and to
speak as you think are means indispensable to the discovery
and spread of political truth; that without free speech and
assembly discussion would be futile; that with them, discussion affords ordinarily adequate protection against the dissemination of noxious doctrine; that the greatest menace to
freedom is an inert people; that public discussion is a political duty; and that this should be a fundamental principle of
the American government. They recognized the risks to
which all human institutions are subject. But they knew
that order cannot be secured merely through fear of punishment for its infraction; that it is hazardous to discourage
thought, hope and imagination; that fear breeds repression;
that repression breeds hate; that hate menaces stable gov160. Id.
161. Ilene Strizver, Hyphens, En-dashes and Em-dashes, Font.Com, http://www.fonts
.com/AboutFonts/Articles/fyti/Hyphensdashes.htm (accessed Apr. 22, 2010).
162. Tom Goldstein & Jethro K. Lieberman, The Lawyer’s Guide to Writing Well 193 (U.
Cal. Press 2003).
163. 274 U.S. 357 (1927).
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ernment; that the path of safety lies in the opportunity to
discuss freely supposed grievances and proposed remedies;
and that the fitting remedy for evil counsels is good ones.
Believing in the power of reason as applied through public
discussion, they eschewed silence coerced by law—the argument of force in its worst form. Recognizing the occasional tyrannies of governing majorities, they amended the
Constitution so that free speech and assembly should be
guaranteed.
Fear of serious injury cannot alone justify suppression of
free speech and assembly. Men feared witches and burnt
women. It is the function of speech to free men from the
bondage of irrational fears. To justify suppression of free
speech there must be reasonable ground to fear that serious
evil will result if free speech is practiced. 164

Justice Brandeis‘s use of semi-colons in sets of three operates
to create dramatic rhythm and tone (bold) to the list of ―those who
won our independence,‖ ―believed,‖ ―recognized,‖ and ―knew.‖ The
em-dash harshly sets off the principle point of the argument—
that ―they eschewed silence coerced by law—the argument of force
in its worst form.‖
2.

Descriptors

Tone is helped by punctuation but set mostly by word
choice—those left in and those left out. Nouns and verbs are the
powerhouses of prose and in the editing process must remain so.
Descriptors—adjectives and adverbs—often fall victim to brevity‘s
modern scissors—the delete key. But stop. Although descriptors
are unnecessary to convey essential information, in some cases
like Cardozo‘s Lady Duff case discussed above, adjectives and adverbs are important because they often carry the load in setting
tone; they add color and texture to otherwise naked text.
Gentlemen jockey Crawford Burton sold his testimonial and
picture for use in a 1934 ad for Camel cigarettes. The photograph, with the legend beneath it that read, ―When you feel all
in—get a lift with a Camel,‖ was plastered on the pages of magazines across the country. It showed Mr. Burton holding his saddle
164. Id. at 375–376 (emphasis added).
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and girth ―reproduced in such a manner that to a prurient or imaginative eye it appeared to show Mr. Burton indecently exposed
as only a man could be.‖165 He sued for he was teased by coworkers about the penis picture. The district court dismissed the defamation action because there was no falsity. Judge Learned
Hand wrote an economical but powerful opinion reversing that
dismissal. His judicious use of descriptors adds to the persuasive
readability of this defamation decision where truth was not a defense:
We dismiss at once so much of the complaint as alleged that
the advertisement might be read to say that the plaintiff
was deformed, or that he had indecently exposed himself, or
was making obscene jokes by means of the legends. Nobody
could be fatuous enough to believe any of these things; everybody would at once see that it was the camera, and the
camera alone, that had made the unfortunate mistake. If
the advertisement is a libel, it is such in spite of the fact that
it asserts nothing whatever about the plaintiff, even by the
remotest implications. It does not profess to depict him as
he is; it does not exaggerate any part of his person so as to
suggest that he is deformed; it is patently an optical illusion,
and carries its correction on its face as much as though it
were a verbal utterance which expressly declared that it was
false. It would be hard for words so guarded to carry any
sting, but the same is not true of caricatures, and this is an
example; for, notwithstanding all we have just said, it exposed the plaintiff to overwhelming ridicule. The contrast
between the drawn and serious face and the accompanying
fantastic and lewd deformity was so extravagant that,
though utterly unfair, it in fact made of the plaintiff a preposterously ridiculous spectacle; and the obvious mistake only added to the amusement. Had such a picture been deliberately produced, surely every right-minded person would
agree that he would have had a genuine grievance; and the
effect is the same whether it is deliberate or not. Such a caricature affects a man‘s reputation, if by that is meant his
position in the minds of others; the association so established may be beyond repair; he may become known indefinitely as the absurd victim of this unhappy mischance. Lit-

165. Camel Jockey, Time (Jan. 18, 1937) (available at http://www.time.com/time/
magazine/article/0,9171,770495,00.html).
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erally, therefore, the injury falls within the accepted rubric;
it exposes the sufferer to ―ridicule‖ and ―contempt.‖166

This passage includes more than twenty descriptors including
the adjective/adverb laden decisive statement ―the contrast between the drawn and serious face and the accompanying fantastic and lewd deformity was so extravagant that, though utterly unfair, it in fact made of the plaintiff a preposterously
ridiculous spectacle; and the obvious mistake only added to the
amusement.‖ Without those descriptors, the power and effect of
the paragraph would be lost. Seeing the actual photograph is unnecessary to come to agreement with Judge Hand.167
In literature, descriptors are often associated with oldfashioned writing, but ―there is much to be said of the sentences
of Dickens.‖168 For example, in the third paragraph of Great Expectations, Pip describes the land where he grew up:
This bleak place overgrown with nettles was the church yard
. . . the dark flat wilderness beyond the church yard, intersected with dykes And mounds and gates, with scattered
cattle feeding on it, was the marshes; . . . the low leaden line
beyond was the river; and . . . the distant savage lair from
which the wind was rushing, was the sea. 169

Extract ―bleak,‖ ―dark,‖ ―leaden,‖ or ―savage‖ and tone vanishes.
Descriptors must be chosen carefully to be effective. In legal
writing, avoid adjectives that tell the reader how the writer feels
such as ―nice‖ or ―great.‖ Descriptors must be chosen carefully to
paint a picture to convey the proper tone. ―Mammoth,‖ for example, conveys a tone distinct from the word ―big.‖170
From the English moor let us go to the streets of North Philadelphia to see how the absence of descriptors can create tone. In
Pennsylvania v. Dunlap,171 a Fourth Amendment probable cause
case, Chief Justice Roberts employed a clear type of voice (noir
166. Burton v. Crowell Publg. Co., 82 F.2d 154 (2d Cir. 1936).
167. Modern resources make the photograph available on line at http://shop.vendio.com/
vintageads4u/item/939229160/index.html.
168. Robin Kacel, They Have Their Place: Adjectives and Adverbs, 22 Writing 14
(Apr./May 2000).
169. Charles Dickens, Great Expectations ch. 1 (1861) (cited in Kacel, supra n. 167, at
14) (available at http://www.online-literature.com/dickens/greatexpectations/).
170. Kacel, supra n. 168, at 15.
171. 129 S. Ct. 448 (2008).
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fiction)172 and started his dissent from a denial of certiorari as
follows:
North Philly, May 4, 2001. Officer Sean Devlin, Narcotics
Strike Force, was working the morning shift. Undercover
surveillance. The neighborhood? Tough as a three dollar
steak. Devlin knew. Five years on the beat, nine months
with the Strike Force. He‘d made fifteen, twenty drug busts
in the neighborhood.
Devlin spotted him: a lone man on the corner. Another approached. Quick exchange of words. Cash handed over;
small objects handed back. Each man then quickly on his
own way. Devlin knew the guy wasn‘t buying bus tokens.
He radioed a description and Officer Stein picked up the
buyer. Sure enough: three bags of crack in the guy‘s pocket.
Head downtown and book him. Just another day at the office.173

In this opinion, the voice is set by the absence of adjectives
and adverbs coupled with choppy short sentences and use of
terms and metaphors, they convey a gritty hard-bitten image, like
―tough as a three dollar steak.‖ Purists can argue that such writing has no place in the writings of the Supreme Court of the United States, but it is hard to argue with the fact that the two paragraphs that start this opinion covey a message and meaning that
the reader will remember. That is the first step in persuasion.
3.

Presentation and Selectivity of Information

Emphasis and presentation also set tone. The placement of
facts relative to each other serves to emphasize or de-emphasize
them. Buried in the middle, a fact takes on little import. Presenting those facts in a heading or subheading heightens the tone,
whereas avoiding headings and subheadings tends to lower the
tone.174 In Painting with Print,175 Professor Ruth Anne Robbins
172. Noir fiction was popular in the 1950s and is a sub genre of the crime novel style
known as Hardboiled. See George Tuttle, Noir Fiction, http://www.geocities.com/SoHo/
Suite/3855/ (accessed Jan. 14, 2009).
173. Dunlap, 129 S. Ct. at 448.
174. Posner, supra n. 85, at 1429.
175. Ruth Anne Robbins, Painting with Print: Incorporating Concepts of Typographic
and Layout Design into the Text of Legal Writing Documents, 2 J. AWLD 108, 109 (2004).
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outlines in detail the importance of typographic and layout design
in setting forth the tone of a legal brief.
Beyond descriptors and presentational emphasis, information
itself creates tone. Bob Seger croons of the pain of ―what to leave
in, what to leave out‖176 and that angst faces legal writers as they
use the editing process to set tone. In Palsgraf, Cardozo made a
deliberate choice on which facts to leave in and leave out to create
the appropriate tone in the opinion.177 In Debs v. U.S.,178 Justice
Holmes upheld the conviction of ―the defendant‖ but in doing so
he omitted any mention that Eugene Debs was a national labor
leader, four-time presidential candidate, or a nominee for the Nobel Peace Prize.179 Because the boundaries of legally relevant and
irrelevant are not fixed, lawyers who write briefs and judges who
write opinions have wide discretion on what to include (or not)
when crafting tone.180
IV. WRITING AND TEACHING RHYTHM, FLOW, AND TONE
IN LEGAL WRITING
Understanding the evolutionary foundations of music and the
primacy of music as a foundation of language and writing is essential to learning how to write with rhythm, flow, and tone. Understanding how to use these elements is necessary to teach others. Below are some steps to incorporating rhythm, flow, and tone
into both writing and teaching writing.
A. What Writers Can Do to Help Incorporate Rhythm, Flow, and
Tone
Putting into practice the inclusion of rhythm, flow, and tone
into legal writing first requires an awareness of these acoustic
devices. Second, it is important to recognize these techniques (or
the absence of them) in the writing of others—both fiction and
non-fiction. That has been the aim of this article so far. There
are several methods that legal writers should employ to enhance
the inclusion of the musilanguage elements into legal prose: two
176. Robert Seger, Against the Wind (Capitol Recs. 1980) (record).
177. See Posner, supra n. 85, at 1429.
178. 249 U.S. 211 (1919).
179. See Sanford Levinson & Jack M. Balkin, What Are the Facts of Marbury v. Madison? 20 Const. Commentary 255, 264 n. 21 (2003–2004).
180. Id. at 273–280.
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before the writing starts181 and two after the first draft is complete.182
First the writer must write in silence—real silence: the total
absence of distraction in any form. Purge the noise from the
room and with it the clutter from your mind. The ears on the side
of your head must sit idle for the mind‘s ear to truly hear. A recent study of college students proves the point.183 Twentysomethings often listen to music while they use a computer. Forty-five
psychology undergraduates wrote brief expository essays with
music playing. Others did so in silence. The results were clear
that background music significantly disrupted writing fluency
(words generated per minute controlling for typing speed and including those words deleted before the final draft) even though no
response to the music was required. The researchers concluded
that even unattended music places heavy demands on working
memory and disrupts writing. UCLA Professor Susan K. Perry
writes that rhythm must come from within and ―[a]ctual musical
rhythms coming from outside your mind may interfere with the
inner voices and cadence you‘re listening so intently for.‖184
Once silence is secured, it is a good idea for the author to
draw his or her brief—not write it—but draw it. One method of
this kind of brainstorming is called ―mind mapping,‖ which involves bubbles, lines, and sketches of ideas.185 It is a sophisticated doodle. By letting the ideas flow from mind to the paper,
there is an uninterrupted connection to the rhythm, flow, and
tone that are at the basis of musilanguage.
Another method of brainstorming that draws, in part, on musilanguage is to engage in an essentially uncensored stream of
consciousness process by writing down whatever comes to mind
on a topic—a process called free writing.186 The process is, unfor181. See generally Ann Humes, Research on the Composing Process, 53 Rev. Educ. Research 201–216 (1983).
182. See generally Jill Fitzgerald, Research on Revision in Writing, 57 Rev. Educ. Research 481–506 (1987).
183. Sarah Ransdell & Lee Gilroy, The Effects of Background Music on Word Processed
Writing, 17 Computers in Human Behavior 141–148 (Mar. 2001).
184. Susan K. Perry, Writing in Flow: Keys to Enhanced Creativity 171 (Writer‘s Dig.
Bk. 1999).
185. Tony Buzan, The Mind Map Book: How to Use Radiant Thinking to Maximize Your
Brain’s Untapped Potential (Plume 1996); Diane Murley, Mind Mapping Information, 99
L. Libr. 175 (2007); Janet Weinstein & Linda Morton, Stuck in a Rut: The Role of Creative
Thinking in Problem Solving and Legal Education, 9 Clin. L. Rev. 835, 858 (2003).
186. See Elbow, supra n. 71, at 3; Elizabeth Fajans & Mary R. Falk, Scholarly Writing
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tunately, too often ignored by lawyers in the writing process. Professor Moxley contends and this author agrees, that lawyers
should free write more often because,
[t]he free writing process—opening the mind to all associations, possibilities, hunches that may occur—provides a powerful basis for exploring the factual and legal possibilities
of the case. The ungrounded initial flights of fancy not only
facilitate but may be essential to the development of the
most grounded of plans.187

At the heart of free writing is the idea of banishing writer‘s
block by erasing the need to address formal rules and schema in
the brainstorming phase.188 Humans‘ innate musical ability is
unharnessed in a medium called spontaneous composition—a sophisticated term for a ―riff.‖189 Similarly, since musilanguage is
innate, writers can draw on their natural musical abilities by embracing free writing—a least in the first draft. Professor Elbow
calls this innate writing ―voice‖ and argues that a writer‘s ―voice
is damped out by all the interruptions, changes, and hesitations
between consciousness and the page. In your natural way of producing words, there is a sound, a texture, a rhythm—a voice—
which is the main source of power in your writing.‖190 Resorting
to free writing or mind mapping forces the legal writers to be
aware of the rhythm, flow, and tone in their text. ―Sentences are
little pieces of . . . music.‖191
Once the work is written, lawyers can take two more steps to
help facilitate the inclusion of rhythm, flow, and tone in their
writings. First, all writers know that they must proofread their
work looking for spelling, punctuation, and the like. Proofreading
for musilanguage elements is different. Sentences are the key for
for Law Students: Seminar Papers, Law Review Notes and Law Review Competition Papers 39–41 (3d ed., Thomson/West 2005); Kenney F. Hegland, On Essay Exams, 56 J. Leg.
Educ. 140, 143 (2006); Charles J. Moxley, Jr., Effective Litigative Writing, 10 J. Bus. &
Technical Commun. 143, 158 (Apr. 1996).
187. Moxley, supra n. 186, at 148.
188. Elbow, supra n. 71, at 40.
189. See David Pond, A Composer’s Study of Young Children’s Innate Musicality, 68
Bull. Council for Research in Music Educ. 1–12 (1981) (cited in A. P. Bell, The Heart of the
Matter: Composing Music with an Adolescent with Special Needs, 9 Intl. J. Educ. & Arts 9
(2008) (available at http://www.ijea.org/v9n9/)).
190. Elbow, supra n. 71, at 6.
191. Elbow, supra n. 70, at 626.
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―[s]entences are the arteries that bring the life‘s blood of the [writing] to the surface. If the arteries clog; the patient will die.‖192 By
working and reworking sentences, the words in them and their
placement in the paragraph, with a focus on rhythm, flow, and
tone, the writer is able to bring those elements to the surface.
The point of editing is often lost on writers and lawyers. Editing
is not throwing away, because one‘s best writing is ―often mixed
up together with his worst.‖193 Therefore, as Professor Elbow
counsels, ―editing must be cut-throat‖ and ―[e]very word omitted
keeps another reader with you. Every word retained saps
strength from the others.‖194
Finally, and perhaps most importantly, the legal writer must
read the brief out loud, because his outer ear will be a check on
his mind‘s ear.195 ―Hearing your own words out loud gives you a
vicarious experience of being someone else [and] brings the sense
of audience back into your act of writing.‖196 The lawyers of tomorrow can get a head start on following in the pen strokes of
Cardozo and Hand (or more likely keystrokes) if law school legal
writing instructors would incorporate some lessons about the innate persuasive power of musical elements in legal writing.
B. What Writing Instructors Can Do to Help Teach Rhythm,
Flow, and Tone
Law schools, like all schools, should be dedicated to learning.
Too frequently, however, ―schools tend to emphasize success and
thereby undermine learning not teaching. When the price of failure is very high, a learner tends to close himself off from improvement . . . [in learning a] complex, global skill‖ such as legal
writing.197 Student achievement is higher when the teaching approach emphasizes that writing is a process, not a product.198
192. Tobias, supra n. 93, at 131.
193. Elbow, supra n. 71, at 41.
194. Id. Professor Karaba challenged the author in the use of this quote in an article
that is so long—but by heeding Professor Elbow‘s wisdom, the author shortened the paper
by many a page.
195. Mauru Pilotti et al., Effects of Hearing Words, Imaging Hearing Words, and Reading on Auditory Implicit and Explicit Memory Tests, 28 Memory & Cognition 1406–1418
(2000).
196. Elbow, supra n. 71, at 82–83.
197. Id. at 136.
198. Hillocks, G., Jr., Research on Written Composition: New Directions for Teaching
(ERIC Clearinghouse on Reading & Commun. Skills 1986).
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Law schools, like most schools, tend to give students a prompt,
with a topic and desired form and length. Master this, and the
student earns an ―A.‖
Yet such a linear approach stifles learning and yields inferior
writing. This traditional approach neglects the important early
phase of writing (called pre-writing) that includes thinking, free
writing, and discussion.199 Law students start on a path to the
product the instructor seeks, because that is what they have been
conditioned to do. Obviously, law students need to learn IRAC,
need to incorporate IRAC, need to be graded, and that grade
needs to be based in large part on the final product. But the path
of getting there should be laced with learning, particularly when
students are being introduced to call on their innate skills to include rhythm, flow, and tone in the legal writing. Here are a few
suggestions on how to do that.
First, the instructor must encourage an environment that
enhances the student‘s ability to draw on his or her innate musilanguage skills. This author, for example, plays a song on his
iPod as students are filing in for class. It offers a nice change of
pace and encourages a better appreciation of the similarities between writing, speaking, and music. Reading and writing skills
are closely related, so legal writing teachers should encourage,200
or assign, their students to read a novel. This author has made
that argument elsewhere.201
Next, to encourage learning by making the assignment about
a process and not a product, the writing instructor should allow,
or require, that an ungraded draft be turned in. Research has
established that comments on students‘ final papers are ineffective in producing significant improvement in writing skills.202 By
contrast, having an early draft reviewed and returned allows students to understand and correct organizational flaws early, and
for him or her to worry about mechanical flaws later. This may
199. See generally D. Gordon Rohman, Pre-Writing; The Stage of Discovery in the Writing Process, 15 College Composition & Commun. 106 (May 1965).
200. Sandra Stotsky, Research on Reading/Writing Relationships: A Synthesis and
Suggested Directions, 60 Lang. Arts 627–642 (1983).
201. Bret Rappaport, Tapping the Human Adaptive Origins of Storytelling by Requiring
Legal Writing Students to Read a Novel in Order to Appreciate How Character, Setting,
Plot, Theme and Tone (CSPTT) Are as Important as IRAC, 25 Cooley L. Rev. 267 (2009).
202. See Kathleen Cotton, Teaching Composition: Research on Effective Practices 5
(Sch. Improvement Research Ser. 1998) (available on http://www.eric.ed.gov).
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well be a burden to already stretched teachers, but if the aim is
for the student to learn to write effectively, then the alternative of
an exclusively IRAC product centered result will fall short.
The final two suggestions to enhance the students‘ ability and
comfort in incorporating musical elements in their legal writing
are modeling examples and modes of instruction. By modeling
effective examples of use of musical elements in legal writing, like
those of Cardozo, Easterbrook, and Jackson, the teacher will help
the student to ―get the feel for good writing.‖203
Good writing is not just opinions, but also briefs. An excellent example of the patently obvious use of musilanguage in an
effective brief is the pro se reply authored by jazz musician Gregory Charles Royal in his post-decree fee dispute. Mr. Royal had
been sanctioned for bringing a post-decree action in federal court.
In his appeal, he stated that ―he respectfully submits this reply
brief utilizing rap/rhyme in the argument topics to better emphasize strong concept points.‖204 With cogent and brief explanation
below, Mr. Royal‘s rap headings include
Regarding frivolous filings, one thing is clear.
Notice to show cause and proper service before you appear.
*

*

*

And if Industrial vs. Marquardt is any measure,
It[‘]s the frivolous allegations, not the venue of your endeavor.
* * *
A domestic relations exception, I was supposed to know.
Appellee would know too, so why did he spend so much
[dough]?
*

*

*

Appellee dissed 814.04 for his 3 grand justification.

203. Id. at 6.
204. App.‘s Reply Br. at 3, Royal v. Royal, No. 08-AP-1082 (Wis. App. 4th Dist. Sept.
2008) (on file with Author); see also Ryan J. Foley, Rap Brief Hits Right Note with Judge:
Musician Wins Appeal with Rhyme, Milwaukee J. Sentinel (Jan. 25, 2009) (available at
http://www.jsonline.com/news/wisconsin/38306479.html).
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But he forgets that 977.08 puts the brakes on his compensation.205

The appellate court did not mention this musilanguage technique in its decision, but did find that the lower court had
erred.206 Although the author is not advocating that lawyers become Jay-Z, Da Brat, or Kanye West, the Royal brief is a simple
and straight-forward example of the use of rhythm in legal writing.
Classroom dynamics and the use of musical examples can also assist in teaching students the use of rhythm, flow, and tone in
their writing. University of Chicago English and Literature Professor George Hillocks analyzed the instructional modes and their
effect on students‘ writing achievement. His ground-breaking
study demonstrated that a presentational mode of teacher-led
discussion, specific assignments based on the instruction just given, and grades on a final product was significantly less effective
than the alternative natural process and environmental mode of
instruction.207 These modes, which include free writing, an emphasis on process rather than product, and a high level of one-onone interaction between the student and teacher, lead to a much
higher and more sustained level of learning.
In this regard, exposing law students to the concepts of
rhythm, flow, and tone in their writing may require a professor to
depart from the traditional presentational mode in order that
students may learn to be comfortable with their innate musilanguage skills in formal legal writing. For example, to demonstrate
the defining qualities of literary ―voice‖ which includes tone, University of New Hampshire English Professor Detheir cranks
―Johnny B. Goode‖ by Chuck Berry, followed by the same song by
the Beatles, the Rolling Stones, Beach Boys, Johnny Winter, the
Grateful Dead, Jimi Hendrix, and Judas Priest, each distinctive
yet the same.208 The author resorts to Ozzy and the ramped up
rock classic Crazy Train to make the same point, comparing it to
205. App.‘s Reply Br. at 3–4, Royal v. Royal, No. 08-AP-1082.
206. Id.
207. See George Hillocks, Jr., Research on Written Composition New Directions for
Teaching (ERIC Clearinghouse on Reading & Commun. Skills Natl. Inst. Educ. 1986)
(available at http://www.ncrll.org/Hillocks_ResearchOnWrittenComposition.pdf); George
Hillocks, Jr. What Works in Teaching Composition: A Meta-Analysis of Experimental
Treatment Studies, 93 Am. J. Educ. 93–170 (Nov. 1984).
208. Brock Detheir, Music as a Second Language, 80 Eng. Teacher 72–76 (Dec. 1991).
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a rendition by the Ohio State Marching Band, and another by—
believe it or not, Pat Boone.209 These methods have proven not
only effective in making the point, but an enjoyable departure
from the routine class methodology.
V. CONCLUSION
Many lawyers, and certainly most citizens, are hard pressed
to remember the Preamble to the United States Constitution.
But if you are one of the millions of Americans now between the
ages of 30 and 50 who watched Saturday morning cartoons on
ABC, then you (like me) learned the preamble because you
learned to sing this from Schoolhouse Rock:
We the people
In order to form a more perfect union,
Establish justice, insure domestic tranquility,
Provide for the common defense,
Promote the general welfare and
Secure the blessings of liberty
To ourselves and our posterity
Do ordain and establish this Constitution
for the United States of America.

Schoolhouse Rock‘s lesson is simple—music aids memory, increases enjoyment, and enhances learning.210
Humans are instinctively attuned to music. So we need to
get in the ―habit of listening to the words we write.‖211 Justice
Jackson, who admittedly predated (but perhaps portended)
Schoolhouse Rock, sang a similar tune. He urged us legal writers
to cultivate an interest in the sound of language:
The advocate will read and reread the majestic efforts of
leaders of profession on important occasions, and linger over
the manner of handling challenging subjects. He will master
the Short Saxon word that pierces the mind like a spear and
the simple figure that lights the understanding. He will
never drive the judge to his dictionary. He will rejoice in the
strength of the mother tongue as found in the King James

209. See Rappaport, supra n. 201, at 292.
210. Engstrom, supra n. 44.
211. Peck, supra n. 2, at 8.
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Version of the Bible, and in the power of the terse and flashing phase of a Kipling or a Churchill.212

Lawyers, as advocates for a client‘s cause, have an obligation
to make their writing not only accessible and understandable, but
interesting. This can be accomplished by including the ancient
and innate musilanguage techniques of rhythm, flow, and tone.

212. Robert Jackson, Advocacy before the Supreme Court: Suggestions of Effective Case
Presentations, 37 ABA J. 801, 863–864 (1951) (cited in Peck supra n. 2, at 8).
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NFL PLAYERS
ASSOCIATION

,20_, by and

This AGREEMENT made this _ day of

(hereinafter "Player") and

between

(hereinafter "Contract Advisor")
WITNESSETH:

In consideration of the mutual promises hereinafter made by each to the other, Player and
Contract Advisor agree as follows:
1. General Principles

This Agreement is entered into pursuant to and in accordance with the National Football League
Players Association (hereinafter "NFLPA") Regulations Goveming Contract Advisors (hereinafter
the "Regulations") effective September 9, 2011, and as amended thereafter from time to time.

2. Representations
Contract Advisor represents that in advance of executing this Agreement, he/she has been duly
certified as a Contract Advisor by the NFLPA. Player acknowledges that the NFLPA Certification
of the Contract Advisor is neither a recommendation of the Contract Advisor, nor a waiTanty by
NFLPA of

NFL PLAYERS
ASSOCIATION

STANDARD REPRESENTATION AGREEMENT

the Contract Advisor's competence, honesty, skills or qualifications.

7. Disclaimer of Liability

Player and Contract Advisor agree that they are not subject to the 'control or direction of any other

person with respect to the'timing, place, manner or fashion in which individual negotiations are
to be conducted pursuant to this Agreement (except to the extent that C;ontract Advisor shall com-

ply with NFLPA Regulations) and that they will save and hold harmless the NFLPA, its officers,
employees and representatives from any liability whatsoever with respect to their conduct, or
activities relating to or in connection with this Agreement or such individual negotiations.

8. Disputes
Any and all disputes between Player and Contract Advisor involving the meaning, interpreta,
tion, application, or enforcement of this Agreement or the obligations of the parties under this
Agreement shall be resolved exclusively through the arbitration procedures set forth in Section
5 of the NFLPA Regulations Goveming Contract Advisors.

9. Notices
All notices hereunder shall be effective if sent by confirmed facsimile or overnight delivery to
the appropriaie address contained in this Agreement.

10. Entire Agreement
This, Agreement, along with the NFLPA Regulations, sets forth the entire agreement between the

Contract Advisor hereby discloses that he/she (check one): ( ) represents 01' has represented;
( ) does not represent and has not represented NFL management personnel, any NFL

college
coaches, other professional football league coaches,
or, foothall coaches in matters per-

paities hereto and cannot be amended, modified or changed orally. Any wiitten amendments
or changes shall be effective only to the extent that they are consistent with the Standard
Representation Agreement as approved by the NFLPA.

11. Filing

taining to their employment by or association with any NFL Club, other professional football

league club or college. If Contract Ad,isor responds in the affil'l1lative, Contract Advisor
must attach a properly completed and signed SRACoaches and NFL PersòIinel Disclosure
Form (Appendix G of the Regulations).
3. Contract Services
Player,hereby retains Contract Advisor to represent, advise, counsel, and assist Player in the negotiation, execution, and enforcement of his playing contract(s) in the National Football League.

In perfomiing these services, Contract Advisor acknowledges that helshe is acting in a fiduciary
capacity on behalf of Player and agrees to act in such manner as to protect the best interests oJ

This contract is signed in quadruplicate. Contract Advisor agrees to deliver two (2) copies to

the NFLPA within five (5) days of its execution; one (i) copy to the Player; and retain one (I)
copy for hislher files. Contract Advisor further agrees to submit any other executed agreements
between Player and Cqntract Advisor to NFLPA.

12. Term
The term of this Agreement shall begin on the date hereof and shall remain in effect until such
time that it is teiminated by either party in which case termination of this Agreement shall be

,effective five (5) days after written notice oftemiination is given to the other party. Notice shall
Player and assure effective representation of Player in individual contract negotiations with
NFL
be effective
for purposes of this paragraph if sent by confirmed facsimile or overnight delivery

Clubs, Contract Advisor shall be the exclusive representative for the purpose of negotiating
player contracts for Player. However, Contract Advisor shall not have the authority to bind or
commit Player to enter into any contract without actual execution thereof by Player. Once Player

agrees to and executes his player contract, Contract Advisor agrees to also sign the player contract and send a copy (by facsimile or overnight mail) to the NFLPA and the NFL Club within
48 hours of execution by Player.

Player and Contract Advisor (check one): ( ) have ( ) have not entered into agreements
or contracts relating to services other than the individual negotiating services described in
this Paragraph (e.g. financial advice, tax preparation). If the parties have, complete 3(A)

and 3(B) below. '
A. Describe the nature of the other services covered by the separate agreements:

to the appropriate address contained in this Agreement. Notwithstanding the above, if this
Standard Representation Agreement is being signed by a prospective rookie player (a "rookie"
shall be defined as a person who has never signed an NFL Player Contract) prior to the date
which is thirty (30) days before the NFL Draft, then this Agreement shall not be terminable by
Player until at least 30 days after it has been signed by Player. .

If temiination pursuant to the above provision occurs prior to the completi0l1 of negotiations for
, an NFL player contract(s) acceptable to Rlayer and signed by Player, Contract Advisor shall be

entitled to compensation for the reasonable value of the services performed in the attempted
negotiation of such contract(s) provided such services and time spent thereon are adequately
documented by Contract Advisor. If temiination pursuant to the above provision'occurs after Player
has signed an NFL player contract negotiated by Contract Advisor, Contract Advisor shall be
entitled to the fee prescribed in Paragraph 4 above for negotiation of such contract(s).
In the eventthat Player is able to renegotiate any contract(s) previously negotiated by Contract

B. Contract Advisor and Player hereby acknowledge that Player was given the opportunity to
enter into any of the agreements described in Paragraph 3(A) above and this Standard

Representation Agreement, without ,the signing of one agreement being conditioned upon
the signing of any of the other agreements in violation' of Section 3(B)(22) of the NFLPA

Regulations Governing Contract Advisors. '
Player

Contract Advisor

4. Compensation for Services
A. If Contract Advisor succeeds in negotiating an NFL Player Contract acceptable to Player and'
signed by Player during the term hereof, Contract Advisor shall receive a fee as set forth in subparagraph B below, CONTRACT ADVISOR AND PLAYER AGREE AND ACKNOWLEDGE
THAT THE AMOUNT OF SUCH FEE IS FREELY NEGOTIABLE BETWEEN THEM, EXCEPT THAT NO AGREED UPON FEE MAYBE GREATER THAN:
(1) Three percent (3%) of the compensation received by Player for each playing season covered by a Player Contract which is the result of negotiations between Contract Advisor and an

Advisor prior to expiration thereof, and such renegotiated contract(s) for a given year equals or
exceeds the compensation in the original contract, the Contract Advisor who negotiated the original contract shall still be entitled to the fee lie/she would have been paid pursuant to Paragraph
4 above as if such original contract(s) had not been renegotiated. If Contract A.dvisor represents
Player in the renegotiation of the original contract(s), and such renegotiated contract(s) for a
given year equals or exceeds the compenatión in tl.ie original

contract, tiie 'f~e for such renegotia-

tion shall be based solely upon the amount by which the new compensation in the renegotiated
contract(s) exceeds the compensation in the original contract(s), whethel'otMi Contract Advisor

negotiated the original contract(s). '
In the event that the Player renegotiates any contract(s) and the renegotiated compensation for a
given year is less than the compensation in the original contract, the fee to the Contract Advisor
who negotiated the original contract shall be hislher fee percentage applied to the new compensation, but only after the 'new compensation is reduced by the percentage which the compensation
was reduced from the original contract. The fee to the Contract Advisor who negotiated the
new contract shall be hislher fee percentage applied to the new compensation, but only after the
new compensation is reduced by the compensation applicable to the original contract Advisor's
fee as calculated pursuant to the immediately preceeding sentence.

NFL Club; or '

If the Contract Advisor's certification is suspended or revoked by the NFLPA or the Contract
Advisoris otherwise prohibited by the NFLPA from performing the services he/she has agreed
to peiform herein, this Agreement shall automatically terminate, effective as of the date of such
suspension or termination.

(2) The lesser percentage specified in Section 4(B)(I)(a) of the Regulations in a case where
Player signs a one-year tender as a Franchise, Transition, or Restricted Free Agent player.

This Agreement shall be construed, interpreted and enforced according to the laws of the

B. The fee for Contract Advisor's services shall be as follows (Both çontract Advisor and Player
must initial the appropriate line below):

Contract Advisor

Player

13. Governing Law

State of
Contract Advisor and Player recognize that certain state statutes regulating sports agents require

specified language in the player/agent contract. The parties therefore agree to the following
additional language as required by state statute:

Three Percent (3%)

Two-and-one-halfPercent (21/2%)

Two Percent (2%)

One-and-one-half Percent (l 1/2%)
One Percent (1 %)

Other (specify below)

~~ .

EXAMINE THIS CONTRACT CAREFULLY BEFORE SIGNING IT

In computing the allowable fee pursuant to this Paragraph 4 the tenn "compensation" shall in-

clude only base salaries, signing bonuses, reporting bonuses, roster bonuses, Practice Squad
salary in excess of the minimum Practice Squad salary specified in Article 33 of the Collective Bargaining Agreement, and any peifonnance incentives actually received by Player. The

term "compensation" shall not include any "honor" incentive bonuses (Le. ALL PRO, PRO
BOWL, Rookie of

IN WITNESS WHEREOF, the parties hereto have hereunder signed their names as hereinafter

(CONTRACT ADVISOR)

the Year), or any collectively bargained benefits.

5. Payment of Contract Advisor's Fee

Contract Advisor shall not be entitled to receive any fee for the performance of hislher services
pursuant to this Agreement until Player receives the compensation upon which the fee is based.
However, Player may enter into an agreement with Contract Advisor to pay any fee attributable
to defelTed compensation due and payable to Player in advance of when the deferred compensa-

tion is paid to Player, provided that Player has performed the services necessary under his contract to entitle him to the deferred compensation. Such fee'shall be reduced to its present value
as specified in the NFLPA Regulations (see Section 4(B)): Such an agreement must also be in
writing, with a copy sent to the NFLPA.

In no case shall Contract Advisor accept, directly or indirectly, payment of any fees hereunder
from Player's club. Further, Contract Advisor is prohibited from discussing any aspect of his/
her fee arrangement hereunder with any club.

6. Expenses

(Street Address or P.O. Box)

(City, State, Zip Code)

(Telephone)

(Fax Number)

(PLAYER)

(Street Address or P.O. Box)

(City, State, Zip Code)

(In-Season Telephone)

(Off-Season Telephone)

(Player's Birthdate)

(CollegelUniversity)

A. Player shall reimburse Contract Advisor for all reasonable and necessai-y communication
expenses (Le., telephone and postage) actually incurred by Contract Advisor in connection with the
negotiation of Player's NFL contract. Player also shall reimburse Contract Advisor for all reasonable and necessary travel expenses actually incurred by Contract Advisor during the term hereof
in the negotiation of Player's NFL contract, but only if such expenses and approximate amounts
thereof are approved in advance by Player. Player'shall promptly pay all such expenses upon
receipt of an itemized, written statement from Contract Advisor.

B. After each NFL season and prior to the first day of May following each season for which
Contract Advisor has received fees and expenses, Contract Advisor must send to Player (with a
copy to the NFLPA) an itemized statement covering the period beginning March i of the prior
year through February 28th or 29th of that year. Such statement shall set forth both the fees
charged to Player for, and any expenses incurred in connection with, the peITormance of the fol-

lowing services: (a) individual player salary negotiations, (b) management of player's assets, (c)
financial, investment, legal, tax and/or other advice, and (d) any other miscella,neous services.

White Copy-Player

'Print Name and Signature PARENT
of
or GUARDIAN (ifPlayeris under

(Street Address)

(City, State, Zip Code)

(Telephone)

Yell¿w Copy - Contract Advisor

.~"

21 Years of Age)

PinkiGoldenrod - NFLPA

Effective 6/I2

~~$r;:):;=sæ..T~~-' ~~-re--'=;~§~' +"':a.."",~=-,-,~"'-"~;'--' -"--~~s§."§§¥~~¿"';:-..i::::O.' --~.:_:e_.?::S ;§&~:-. -"~"'t.l:L-'c=' :::J:b;:,;:i::;¿-'-- .~' -.~:E..=_, fr~

THE PRACTICE OF AN NFL AGENT
I.

BECOMING AN NFL AGENT

A.

Certification by NFLPA

1.
NFLPA is recognized as the sole and exclusive bargaining representative
of present and future employee players in the NFL (See Section 9(a) of the National Labor
Relations Act).
2.
NFLPA has authority under Federal labor law to regulate the conduct of
agents who represent players in individual contract negotiations with NFL teams (See Article 48,
Section 1, of 2011 CBA).
3.
NFL teams are prohibited from engaging in individual contract
negotiations with any agent who is not listed by the NFLPA as being duly certified by the
NFLPA in accordance with its role as exclusive bargaining agent for NFL players.
NFL Commission shall disapprove any NFL Player Contract between a
4.
player and a team unless such player is represented by a duly certified NFLPA contract advisor
in the negotiation of such NFL Player Contract or acts on his own behalf in negotiating such
NFL Player Contract.
5.
NFL teams are subject to a fine for negotiating any NFL Player Contract
with an agent not certified by NFLPA. Fine amount is $34,728.75 for 2014.
B.

Process to become certified

1.
To be eligible for certification, applicant must have received an
undergraduate degree and a post-graduate degree from an accredited four year college/university
(does not have to be a law degree). NFLPA may grant exception to this requirement in cases
where the applicant has at least 7 years sufficient negotiating experience.
2.
New applicants must attend the annual NFLPA seminar for new contract
advisors and pass a written examination. The seminar is a two-day affair. The first day is spent
learning various components of the NFL Collective Bargaining Agreement (CBA). The second
day, the prospective agents are tested on the CBA. Sixty percent of the test takers generally pass.
If an applicant fails the written examination on two successive occasions, he or she is barred
from applying for certification for 5 years. Application fee is $2,500.
3.
Any contract advisor who fails to negotiate and sign a player to any NFL
player contract (excluding practice squad contract) during any three-year period shall have his or
her certification automatically expire at the end of such three-year period. In many instances,
agents will co-sign a player contract with an established agent to avoid this sanction.
4.
Contract advisors must pay an annual fee to NFLPA ($1,200 if represent
fewer than 10 active players, $1,700 if represent more than 10), maintain liability insurance and

attend an annual seminar conducted by NFLPA. Failure to meet these requirements will cause a
lapse in certification.
5.
1,800 NFL players.
II.

There are approximately 800 certified contract advisors for approximately

CONFLICTS OF INTEREST

A.
Agents may represent players and NFL management personnel, NFL coaches,
other professional football league coaches and college coaches simultaneously. Agent must
disclose these potential conflicts to prospective player/client in writing prior to entering into
Standard Representation Agreement (“SRA”) with player and certify the disclosure to the
NFLPA. This disclosure is made directly in the SRA and the agent must attach a “Disclosure
Form” listing the NFL management and coaches represented by the agent. The SRA and
Disclosure Form are submitted to the NFLPA for approval.
The NFL requires this disclosure due to the perceived conflict of interest that may occur.
In reality, many agents use these “contacts” to their advantage in recruiting new clients. This
tactic is very effective when dealing with impressionable college athletes and family members
that are new to the agent process. Agents will use the names of NFL management and coaches
as an endorsement to the success and credibility of the agent. This is a very effective recruiting
tool.
B.
Agents often represent multiple players on the same team or multiple players
playing the same position. This can be perceived as a conflict due to the salary cap and limited
number of roster spots. Many agents turn this around and use it as a recruiting tool by asserting
that representing multiple players gives them influence with teams and coaches.
III.

AGENT REGULATIONS

As an agent, there is a myriad of rules, regulations and statutes that dictate the activities
of an agent. Most of the “rules” direct when, where and how an agent may recruit a studentathlete. Agents must abide by rules promulgated by the NFLPA, NCAA, State Statutes and
colleges and universities. Due to the various levels of oversight, even the most conscientious
and forthright agent may unexpectedly violate an agent regulation. The following are examples
of regulations that agents must abide by:
A.

NCAA Rules

1.
NCAA rules forbid student-athletes to agree, orally or in writing, to be
represented by an agent in the marketing of his or her athletic ability or reputation until after the
completion of the last intercollegiate contest, including postseason games. This prohibition
includes an agreement that is not effective until after the last game.
2.
NCAA rules forbid a student-athlete or his representative from negotiating
or signing a playing contract in any sport in which the athlete intends to complete, or to market
the name or image of the athlete.
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from an agent.

3.

NCAA rules forbid an athlete from accepting expenses or gifts of any kind

4.
NCAA rules forbid a student-athlete from receiving preferential benefits
or treatment because of the athlete's reputation, skill or potential as a professional athlete.
B.

State Statutes/Uniform Athlete Agents Act (UAAA)

1.
43 states have enacted the UAAA that was promulgated by the National
Conference of Commissioners on Uniform State Laws and adopted in 2000. Although many
states have enacted a significant portion of the UAAA, most states have modified the
recommended legislation to a certain extent. For instance, many states include a statute that
makes a violation of the statute a criminal offense. Thus, agents are required to review each
state’s statutes that regulate agents if they intend on recruiting a player within that state.
2.
The UAAA provides for the uniform registration, certification, and a
mandated criminal history disclosure of agents seeking to represent student athletes who are or
may be eligible to participate in intercollegiate sports, imposes specified contract terms on these
agreements to the benefit of student athletes, and provides educational institutions with a right to
notice along with a civil cause of action for damages resulting from a breach of specified duties.
3.
The UAAA requires agents to disclose their training, experience, and
education, whether they have been convicted of a felony or crime of moral turpitude, have been
administratively or judicially determined to have made false or deceptive representations, have
had their agent's license denied, suspended, or revoked in any state, or have been the subject or
cause of any sanction, suspension, or declaration of ineligibility.
4.
The UAAA provides student-athletes with a statutory right to cancel an
agency contract within 14 days after the contract is signed without penalty. In addition, both the
agent and the student-athlete must give notice of the contract to the athletic director within 72
hours of signing the agreement, or before the athlete's next schedule athletic event, whichever
occurs first.
5.
The UAAA prohibits agents from furnishing anything of value to a student
athlete or another person before that athlete enters into an agency contract. The agent may not
intentionally initiate contact with a student athlete unless registered under the act.
Agents are required to register in each state that has adopted the UAAA
6.
(or similar legislation) and pay a registration fee. Many states also impose a requirement that an
agent post a bond.
7.
A handful of states have enacted agent regulations that are substantially
different than the UAAA. Those states generally are considered more aggressive in their pursuit
of the agents that violate their state laws. Examples of those states include Texas, Oklahoma and
Alabama. Those states have enacted regulations making it virtually impossible for agents to
contact college athletes in those states. Violation of the statutes carry significant civil fines and
criminal charges.
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C.

University and NFLPA Rules and Regulations

1.
Many colleges and universities require agents to register with the
institution prior to initiating contact with student athletes. By registering with the colleges and
universities, agents attest that they will follow the agency policies set forth by the colleges and
universities. In many instances, colleges and universities virtually prohibit contact between
agents and the student athletes. Many colleges and universities enact these regulations in an
effort to protect the athletes. In reality, the student athletes are getting contacted by agents that
don’t mind breaking the rules and the policies limit honest agents’ contact with the student
athletes. Some schools completely prohibit an agent from contacting a player until that player is
no longer eligible to play at the college level.
2.
NFLPA regulations prohibit agents from providing or offering money or
any other thing of value to any player or prospective player, or a member of the player's or
prospective player's family or any other person, to induce or encourage that player to utilize his
services. NFLPA regulations prohibit agents from contracting athletes unless they are eligible
for the NFL Draft. A player is not eligible for the NFL Draft unless he is three years beyond his
last attendance at high school.
IV.

AGENT COMPENSATION

A.
NFLPA regulations provide that the maximum fee which may be charged or
collected by a contract advisor is 3% of defined compensation received by the player in each
playing season covered by the contract negotiated by the contract advisor. Fee can be less than
3% and often is especially for star players. More recently, there are players seeking flat fee
agreements or hourly rates.
B.
Compensation is defined as salaries, signing bonuses, reporting bonuses, roster
bonuses, practice squad salary in excess of the minimum practice squad salary specified in CBA,
and any performance incentives earned by the player during the term of the contract negotiated
by the contract advisor. Compensation does not include any "honor" incentive bonus (i.e., Pro
Bowl, Rookie of Year), or any collectively bargained benefits or other payments provided in the
player's contract.
C.
A contract advisor is prohibited from receiving any fee for his services until and
unless the player receives the compensation upon which the fee is based.
D.
The NFLPA's arbitration procedure is the exclusive method for resolving any and
all fee disputes including collection of a fee. The NFLPA selects the arbitrator.
V.

INJURIES/WORKERS' COMP

A.
An NFL player's contract may not be terminated when a player is injured.
"Injury Grievance" is a claim or complaint that, at the time a player's NFL contract
terminated by a Club, the player was physically unable to perform the services required of
by that contract because of an injury incurred in the performance of his services under
contract.
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B.
An injured player and his team may enter into an injury settlement which allows
the team to terminate the player's contract when he is injured. As part of the settlement the
player receives a payment which is generally equal to his salary for the number of weeks of the
season he would be expected to miss as a result of the injury.
C.
An NFL player is entitled to workers' compensation for injuries suffered while
playing in the NFL. As a result of the differences in state workers' compensation statutes,
players often forum shop to obtain the most advantageous benefits. Players who did not play for
the home team in a state that has generous workers' compensation laws would file claims in that
state based on playing a road game in that state.
California recently passed a law which prohibits athletes who spent most of their careers
playing for teams outside California from filing claims in the state. The NFL along with other
sports leagues were main proponents of this law. This "win" by the leagues has come at a cost as
more than 1,000 injury claims were made in California prior to the September 15, 2013 effective
date of the statute. These claims could cost the leagues hundreds of millions of dollars to
resolve.
D.
A controversial workers' compensation bill in Louisiana that sparked a battle
between the New Orleans Saints and the NFLPA was pulled from consideration earlier this year
as a result of intense lobbying by the NFLPA and its players. This bill was addressing how
workers' compensation benefits should be calculated in Louisiana.
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Is CGL insurance coverage
tonic for the data breach blues?

1. Introduction
“There are only two kinds of companies: those who have been breached and those who
will be breached.”1
Data breaches in North America are becoming alarmingly commonplace. One source
estimates there have been 4,227 data breaches since 2005, compromising the
security of over 864 million records in the United States alone.2 The threat posed by
hackers is of special concern to businesses entrusted with warehousing and securing
the valuable information of their customers.
The sheer size and volume of data breaches today pose a potentially significant liability
risk to businesses. One incident alone can involve theft of sensitive information for
millions of customers.3 For example, Heartland Payment Systems suffered a cyber
attack in 2008 that saw the theft of credit card information for some 130 million
customers. Heartland paid credit card companies $110 million in part to indemnify
them for the cost of reissuing millions of credit cards.4
In Canada, the federal government reported more data breaches over a 10 month
period ending in January 2014 than it had reported over the last 10 years,
compromising the personal data of more than a million Canadians.5 The Canada
Revenue Agency reported 80 percent of the data breaches and loss or theft of sensitive
taxpayer information.6 Similarly, the Quebec office of a Canadian public service agency
lost an unencrypted hard drive that contained personally identifiable information of
more than 583,000 student loan borrowers, including social insurance numbers.7
Canadian businesses have suffered data breaches as well, including a supplier of Bell
Canada that was hacked by thieves who stole the user names, passwords, and in some
cases credit card information of 22,000 small business customers.8 Likewise, an
unencrypted laptop containing personal information of as many as 620,000 patients
was stolen from a private healthcare clinic in Edmonton.9 A recent study concludes that
“Canadian organizations need to prepare more for the oncoming increase in exposed
confidential personal information.”10

1 According to cybersecurity expert Cynthia James and author of “Stop Cybercrime from Ruining Your Life.”
(Miller, 2014).
2 Chronology of Data Breaches Security Breaches 2005 – Present, Property Rights Clearinghouse, accessed
March 21, 2014, http://www.privacyrights.org/data-breach.
3 “2013 can best be described as the Year of the Mega Breach . . . as the total number of data breaches in 2013
was 62 percent greater than in 2012 . . . and eight of the breaches in 2013 exposed more than 10 million
identities each while in 2012 only one breach exposed over 10 million identities.” Internet Security Threat
Report, by Symantec Corporation, 2013 Trends, Volume 19, published April 2014, accessed on April 15,
2014 at http://www.symantec.com/content/en/us/enterprise/other_resources/b-istr_main_report_
v19_21291018.en-us.pdf.
4 “5 of the biggest-ever credit card hacks”, dated January 2014, accessed March 21, 2014.
5 “Canada Privacy Breaches: More Than A Million Canadians May Have Had Data Compromised”, dated April
23, 2013, accessed April 7, 2014, http://www.huffingtonpost.ca/2013/04/23/canada-privacy-breachcharlie-angus_n_3142560.html.
6 “Revenue agency largest source of data breaches, government figures show”, dated March 30, 2014,
accessed April 7, 2014, http://o.canada.com/news/national/revenue-agency-largest-source-of-databreaches-government-figures-show/.
7 “Canada Student Loans borrowers in giant data breach - 583,000 records gone”, dated January 14, 2013,
accessed April 7, 2014, http://nakedsecurity.sophos.com/2013/01/14/canada-student-loans-borrowersin-giant-data-breach-583000-records-gone/.
8 “Cyber-attack on Bell supplier highlights rising hacker threat”, dated February 2, 2014, accessed April 7,
2014, http://www.theglobeandmail.com/report-on-business/bell-small-business-customer-informationbreached-in-hacking-attack/article16653395/.
9 “Breach among largest ever in Canada,” dated January 23, 2014, accessed April 7, 2014, http://www.
databreachtoday.com/breach-among-largest-ever-in-canada-a-6422.
10 “Forecast of Data Breaches of Personal Information in Canada,” dated December 2012, accessed April 7,
2014, http://www.idc.com/getdoc.jsp?containerId=CA8CIC12; see also
http://www.marketresearch.com/IDC-v2477/Forecast-Data-Breaches-Personal-Information-7346916/.
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2. The hacking of Target
Eastern European cybercriminals breached Target’s US cash registers and purchase
processing systems in December 2013, stealing the credit card numbers of some
40 million shoppers and the personal information of an additional 70 million shoppers.11
Details of the assault may hold clues as to how similar attacks may take place in the
future and show where businesses need to invest in cyber security.12
The cybercriminals first stole the login credentials of a heating-and-air-conditioning
contractor named Fazio Mechanical Services, a Pennsylvania HVAC company.13 It’s not
uncommon for large retailers like Target to hire an HVAC company to monitor energy
consumption at their stores. Because this monitoring is typically done at night, vendors
need access to remotely connect to a building’s management system to perform
maintenance or troubleshoot connectivity issues with the software.14
After gaining access, the hackers uploaded card-stealing malicious software called
“malware” to cash registers within a small number of Target stores in the US.15 Once
satisfied their malware was working as intended,16 they pushed it to a majority of
Target’s stores and their point-of-sale (POS) units – devices on which customers swipe
their credit cards to make purchases.17 By the end of November, the thieves were
actively “scraping” – or stealing – credit card records from customers via Target’s
network.18
The data was then transmitted to an FTP server outside Target’s network, and the
hackers used a virtual private server in Russia to download the data, stealing a total of
11 gigabytes of sensitive customer information.19 Subsequently, a popular underground
store20 on the so-called “dark net”21 sold the stolen credit card and personal information
to interested buyers, including US banks that bought back the data of their own
customers.22

11 Target’s Data Breach Gets Worse: 70 Million Customers Had Info Stolen, Including Names, E-mails And Phones,
dated January 10, 2014, accessed March 21, 2014, http://techcrunch.com/2014/01/10/targets-databreach-gets-worse-70-million-customers-had-info-stolen-including-names-emails-and-phones/; Perlroth,
Target Investigates Breach Involving Credit Card Data, 2013.
12 Target’s breach was first detected by cybersecurity blogger, Brian Krebs. Mr. Krebs had seen criminals bragging
about stolen credit and debit cards on a private Internet forum. (Perlroth, Technology NY Times, 2014). It
appears Hollywood will make a movie about Mr. Krebs’ exploits.
13 Krebs, Target Hackers Broke in Via HVAC Company, 2014, Ziobro, 2014.
14 (Krebs, Target Hackers Broke in Via HVAC Company, 2014)
15 Canadian Target stores use a different software system and were not targeted in the attacks. But Canadian
shoppers who visited Target stores in the US during the attack may be affected. See “Target to offer some
Canadian shoppers credit monitoring after data breach”, dated January 24, 2014, accessed April 7, 2014,
http://www.theglobeandmail.com/report-on-business/target-to-offer-some-canadian-shoppers-creditmonitoring-after-data-breach/article16489050/.
16 Kosner, Researchers Report Exact Timeline Of Massive Target Data Breach, 2014) Block, 2014.
17 In a confidential report issued to retailers, the FBI warned that the spread of POS malware crime will continue to
grow over the near term. The FBI issued its report “Recent Cyber Intrusion Events Directed Toward Retail
Firms.” (Miller 2014).
18 (Krebs, Target Hackers Broke in Via HVAC Company, 2014).
19 (Kosner, Researchers Report Exact Timeline Of Massive Target Data Breach, 2014).
20 The purveyor of the stolen information is known to the police as “Rescator” and his dark net online stores are
“Rescatordotla”, “Kaddafidothk,Octaviandotsu” and cheapdumpsdotorg. (Krebs, krebsonsecurity, 2013).
21 “The dark side of the Internet”, dated November 26, 2009, accessed March 30, 2014, http://www.
theguardian.com/technology/2009/nov/26/dark-side-Internet-freenet.
22 Krebs, krebsonsecurity, 2013.
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2.1. The expensive aftermath of the Target attack
Target could face losses of up to $420 million as a result of this data breach, according
to Avivah Litan, a fraud analyst with Gartner, Inc.23 This amount includes reimbursing
banks for reissuance of millions of credit cards24, contractual fines for violations for
failing to adhere to payment card industry (PCI) security standards, legal fees, and
credit monitoring for those affected by the breach.25 This estimate does not include the
anticipated cost of implementing chip-and-PIN technology throughout its stores26 nor
the immeasurable cost of reputational loss.27 Standard & Poor’s recently downgraded
Target’s corporate debt rating by one notch due in part to the data breach.28 In early
May Target’s CEO resigned and importantly, the company has at least $100 million of
cyber insurance and $65 million of directors’ and officers’ liability insurance.29
3. Businesses in North America Are Unprepared for a Target-Type Attack
With the growing number of high-profile hacks like Target, some businesses are
investing in sophisticated security systems to mitigate the risk of a breach and in
insurance coverage specific to cyber attacks.
Other businesses, however, are failing to take measures to mitigate data breaches.
They may believe they already possess the tonic to cure any data breach problem in the
form of Commercial General Liability (CGL) Insurance.
This paper examines how insurers and courts have responded to businesses’ demands
that CGL insurance cover losses and expenses related to data breaches. This analysis
demonstrates that CGL insurance is not equipped nor is it intended to defend or
indemnify businesses against the lawsuits and potential liabilities that arise from a data
breach.
4. Executive summary
Businesses in North America are suffering from an enormous increase in the theft or
loss of sensitive customer and trade information at the hands of Internet hackers.
Hacking has infiltrated most fields of daily life, requiring cybercrime experts to cast a
wide net in search of a definition and a solution to data breaches. In many instances,
businesses react to the damage done by hackers by seeking coverage under their
commercial general liability (CGL) policies. Insurance companies have resisted such
efforts, and a mixed bag of court rulings have ensued. The lack of judicial consensus
indicates that CGL policies are not, nor ever were, intended to provide coverage for data
breaches.
Policyholders submit claims for data breaches primarily to Coverage A (as physical
damage to tangible property) or Coverage B (as personal or advertising injury via an
invasion of privacy) of a CGL policy. The small number of courts that have ruled in favor
of policyholders generally employ a definition of ‘tangible property’ under Coverage A
that is broad enough to include damage to electronic data. More commonly, courts
have ruled in favor of insurance companies, typically finding that electronic data is not
tangible, hence damage to it cannot fall within the definition of Coverage A.

23 (Krebs, Target Hackers Broke in Via HVAC Company, 2014).
24 It costs a bank between $3 and $5 to re-issue a credit card to a customer.
25 (Krebs, Target Hackers Broke in Via HVAC Company, 2014).
26 Upgrading Target’s system to handle chip-and-PIN could cost $100 million. (Krebs, Target Hackers Broke in Via
HVAC Company, 2014).
27 Target data breach spurs lawsuits, investigations, dated December 23, 2013, accessed March 21, 2014, http://
www.usatoday.com/story/money/business/2013/12/22/target-breach-suits-and-investigations/4167977/.
28 “S&P downgrades Target for data breach,” dated March 30, 2014, accessed March 30, 3014, http://www
local10.com/news/money/S-P-downgrades-Target-for-data-breach/25219206.30
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There is no clear tenet for how courts should handle coverage for data breaches under
Coverage B of a CGL policy. Rulings that address improper access to confidential
information generally favor policyholders and turn on whether there has been a
publication of confidential information that violates privacy. Courts considering cases
under Coverage B that involve loss of data have ruled in favor of insurance companies
where the policyholder was unable to prove publication occurred or that the
policyholder itself caused publication of confidential information.
Some data breach cases under Coverage B involve illicit access to, and dissemination
of, information, confidential and otherwise. Thus this type of case implicates violation by
a policyholder of another person’s statutory right to so-called “secrecy privacy” or
“seclusion privacy.” Where a CGL policy provides coverage for one of these types of
privacy violations and a statute provides protection for the same privacy type, a court
will rule in favor of coverage. Where a statute protects one type of privacy and a CGL
policy covers violations of the other type of privacy, a court will rule in favor of an
insurance company and no coverage.
While most reported case law on CGL coverage and data breaches come from US
courts, developments in Canadian law show potential for future data breach claims in
the CGL context. Thus, the development under Ontario common law of a tort of breach
of privacy and a new federal statute aimed at reducing spam e-mails both squarely
implicate Coverage B, though it remains to be seen whether Canadian courts will grant
CGL coverage.
Finally, the Insurance Services Office (ISO) has long made it clear that its CGL form does
not, nor was it intended to cover, loss due to a data breach. ISO has explicitly changed
its CGL form to exclude coverage for damage to electronic data and urged businesses
to use its new cyber liability product focused specifically on data breach liability.
The evidence clearly demonstrates that businesses in North America cannot rely on
their CGL insurance to cover damages due to any form of data breach, since CGL
insurance is not intended to cover liability for a data breach. Instead, given the growing
incidence of business data breaches, they would be well-advised to purchase specific
cyber liability insurance coverage.
5. What is a data breach?
A traditional definition of a data breach focuses on theft or unauthorized access to
electronic data, personal information and computer technology. For example, a federal
regulation dealing with pensions from the US Department of Veteran Affairs provides that:
Data breach means the loss or theft of, or other unauthorized access to, other than an
unauthorized access incidental to the scope of employment, data containing sensitive
personal information, in electronic or printed form, that results in the potential
compromise of the confidentiality or integrity of the data.30
Likewise, Illinois’ Personal Information Protection Act provides that:
“Breach of the security of the system data” or “breach” means unauthorized
acquisition of computerized data that compromises the security, confidentiality, or
integrity of personal information maintained by the data collector. “Breach of the
security of the system data” does not include good faith acquisition of personal
information by an employee or agent of the data collector for a legitimate purpose of
the data collector, provided that the personal information is not used for a purpose
unrelated to the data collector’s business or subject to further unauthorized
disclosure.31
30 38 C.F.R. § 75.112, Definitions and Terms, Subpart B. Data Breaches, Department of Veteran Affairs (2014).
31 815 ILCS 530/5 (2014), the Illinois Personal Information Protection Act.
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Given that so much of our daily interactions and transactions take place online, a
traditional definition of “data breach” may not be sufficient to shape our understanding
of data breaches and how to control them. This is especially true when it comes to
considering data breaches in the context of insurance.
6. What is a data breach for insurance purposes?
When analyzing the concept of a data breach for insurance purposes, a policyholder
may search for the broadest possible definition of the term in its quest to trigger
coverage under its insurance policy. Thus a data breach for insurance purposes may
include:
̤ Theft of confidential information from e-mails or computers;
̤ Loss of a customer’s electronic data by erroneously erasing a hard drive or losing a
medium such as a tape or CD containing a customer’s data;
̤ Damage to a customer’s software or data by a negligent policyholder’s software;
̤ Unauthorized access to a database of confidential information, such as a customer’s
or third-party’s credit report, including access forbidden by statute; or
̤ The sending of e-mail spam or junk faxes, including transmissions forbidden by
statute.
With those concepts in mind, one might define a data breach for insurance purposes as
simply an “unauthorized dissemination of or access to information.”32
7. CGL coverage, briefly
“Since its introduction in 1940, the most popular policy for insuring a commercial
enterprise has been the comprehensive general liability (CGL) policy.”33 This is true in
both the US and in Canada.34 ISO updated the form in 1986, calling it the “Commercial
General Liability” policy.35 The CGL policy is one of the broadest types of liability
insurance coverage a company can buy from a large number of insurance companies,
and CGL insurance often serves as the anchor for a company’s liability insurance
program. “Under the standard policy form, the CGL policy protects a company from
liability involving its premises, operations, products, completed operations, and
independent contractor hazards.”36 Policies are highly customizable such that coverage
can be increased, reduced, or eliminated by use of standard form endorsements.
The basic CGL policy today provides a number of coverage types:
̤ Coverage A provides general liability insurance, protecting the policyholder from
liability for bodily injury and property damage caused by the policyholder to third
parties. Examples include sickness, disease, or death. Covered property damage
must involve physical injury to tangible property, including loss of use of property.
̤ Coverage B protects the policyholder from liability for personal injury and
advertising liability. This part protects the policyholder against claims of false
detention, malicious prosecution, slander, liable, intellectual property infringement,
and publication of material that results in violation of a person’s right of privacy.
̤ Coverage C provides coverage for medical payments. This coverage part provides
insurance for injury to a third party regardless of the cause.
32 According to PC Magazine’s Encyclopedia of Computer Language, a “data breach” is “an unauthorized
dissemination of information.” http://www.pcmag.com/encyclopedia/term/61571/data-breach
33 Chapter 6, Commercial Liability Policies, § 6:1.Introduction, 15 La. Civ. L. Treatise, Insurance Law & Practice § 6:1
(4th ed.), Updated November 2013.
34 “The Ins and Outs of the CGL Policy”, by Encon Group Inc., opining that the CGL policy “ is one of the most popular
liability insurance policies sold in Canada.” dated November 2007, accessed on April 7, 2014, http://www.encon.
ca/English/resources/Articles/Documents/The_Ins_and_Outs_of_the_CGL_Policy.pdf
35 Id.
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A CGL policy generally requires the insurer not only to pay covered losses, but also to
defend the policyholder against lawsuits seeking to find the policyholder liable for its
acts that cause injury:
“An insurer’s duty to defend is … broader than its liability to pay covered losses. The
court pleadings alone determine whether claims absolve the insurer of the duty to
defend. An insurer owes a duty to defend unless the claims made against the insured
are clearly excluded from coverage in the policy. The insurer must defend the insured if
the complaint discloses even a possibility of liability under the policy. If only one claim
falls within coverage and the duty to defend but others do not, then the insurer must
defend the entire case.37“
Considering the CGL form has been in existence more than 70 years and that it was
born in an era before the omnipresence of computers and the Internet, it seems clear
that the policy form was never intended to address contemporary data breach liability.
ISO and other stakeholders have attempted to modernize the CGL policy; however, as
will be demonstrated below, it appears such renovation efforts did not fully adapt – nor
were intended to adapt – the policy to data breaches.
8. Overview of the case law
There appears to be a divergence of opinion between policyholders and their insurers
on whether a CGL policy provides coverage for a company’s liability arising from a data
breach. These views are well documented in reported rulings of courts in the US.
The case law informs us that policyholders most often allege that potential liability for a
data breach is covered as property damage in CGL Coverage A38, or as advertising
injury under CGL Coverage B, for publication of material that violates the right of privacy
of an individual or a class of plaintiffs.39 In some cases third parties may allege that
liability for a data breach arises from the policyholder’s violation of a statute, including
responsibility of the policyholder to pay statutory penalties or fines, and the
policyholder will seek payment of those penalties or fines from its CGL insurer.40
Rulings have been mixed for policyholders. The case law demonstrates that
establishing data breach coverage under a CGL policy is not a straightforward affair.
Instead, the situation strongly implies that CGL policies are not and never were intended
to cover data breaches.
37 Gregory v. Tennessee Gas Pipeline Co., 948 F.2d 203, 205 (5th Cir. 1991)(citations omitted).
38 Currently there does not appear to be reported case law finding coverage for a data breach as bodily injury
under a CGL policy’s Coverage A. Nonetheless, ISO has considered hypothetical loss scenarios and adding an
electronic data exclusion to the bodily injury coverage in Coverage A. See the ISO staff discussion on this topic
supra. Also, there does not appear to be reported case law finding coverage for a data breach under a CGL
policy’s Coverage C, Medical Payments.
39 A coverage dispute between a policyholder and its CGL insurer often begins with a third-party bringing a
lawsuit against the policyholder for damages. The policyholder notifies its insurer and “tenders” defense of the
lawsuit to the insurer to take over and pay the costs for defense in the lawsuit. The insurer may quickly
conclude that the facial allegations in the third party’s complaint do not implicate a risk that is insured by its
CGL insurance policy; hence, the insurer may declare there is no insurance coverage and refuse the tender. At
this point, the insurer or the policyholder may bring an action seeking a declaratory judgment from a court that
there is or is not coverage by the CGL policy of the allegations in the third-party lawsuit, thus affecting the
insurer’s duty to defend. Alternatively, once the insurer denies coverage and a defense, the policyholder can
continue defense at its own cost of the third-party lawsuit, bringing that matter to a judgment or settlement,
then suing its CGL insurer for reimbursement of the defense expenses and loss paid in the third-party lawsuit.
40 For a discussion on whether a CGL policy may cover statutory fines, see American Family Mut. Ins. Co. v.
C.M.A. Mortg., Inc., 2008 WL 906230 (S.D. Ind. 2008)(FCRA fines may be covered by a CGL policy);
Standard Mut. Ins. Co. v. Lay, 989 N.E.2d 591 (Ill. 2013) (Illinois law forbids insurance of punitive damages.
TCPA fines, however, are not punitive, hence they may be covered by a CGL policy); Hartford Casualty
Insurance Co. v. Corcino & Associates, 2013 WL 5687527 (C.D. Cal. Oct. 7, 2013)(court concluded that while
amounts paid for violation of statutes might be labeled as “statutory penalties,” such amounts were still
“damages” due to “personal and advertising injury” and therefore would be covered under a CGL policy).
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9. Is liability for a data breach covered as property damage under a CGL policy?
“Since 1966, property damage coverage has required damage to ‘tangible property.’
Thus purely intangible property is not covered” by liability insurance.41 As a result,
whether CGL coverage as property damage exists under Coverage A for a data breach
will turn on whether a court defines damaged information, data, software, or other
electronic information as “tangible” property.
The handful of courts that answer this question in the affirmative tend to rely on a broad
definition to find that damaged or lost data is in fact “tangible” property. On the other
hand, the apparent plurality of courts that answer the question in the negative conclude
that damaged or lost data is simply not tangible, hence CGL Coverage A does not
extend to electronic data in a data breach.
9.1. Case law finding coverage of a data breach under Coverage A
In Retail Systems Inc. v. CNA Ins. Cos.,42 a state political party tasked a consultant with
analysis of research data on voter preferences from a 1984 election campaign. The
political party delivered the data on computer tapes to the consultant. While it was in
the process of analyzing the data, the consultant had its offices remodeled and the
tapes disappeared. The political party sued the consultant over loss of the tapes and
data, and the consultant attempted to tender defense of the lawsuit to its insurer, CNA.
CNA denied coverage and refused to defend the consultant. The consultant sued CNA
for a declaration that its CGL policy provided coverage for the lost tapes.
CNA argued that its policy provided coverage “for damage claims resulting from
personal injury or property damage to which this insurance applies.” The policy also
defined property damage as “physical injury or destruction of tangible property.” Since
the missing voter research data was not tangible property, CNA argued that its policy
provided no coverage.
The court disagreed. It found that the CGL policy’s requirement that only tangible
property is covered is “at best” ambiguous. Thus the wording had to be construed in
favor of the insured. Comparing the data on the lost tapes to movies printed on celluloid,
the court concluded that “the computer tape and data are tangible property … and the
data on the tape was of permanent value and was integrated completely with the
physical property of the tape.” Since the tapes and data were tangible property, the
court ruled that there was likely coverage for the lost tapes as property damage under
the CGL policy, hence CNA owed the consultant a defense to the political party’s
lawsuit.
Similarly, in American Gur. & Liab. Ins. Co. v. Ingram Micro, Inc.43, Ingram was a
company that sold computers almost entirely through an electronic sales system. That
system suffered a power outage that halted Ingram’s US and European operations for
eight hours. Ingram had previously purchased a property damage policy that insured
against certain business interruption losses. In seeking recovery for its economic losses
due to the outage, Ingram conceded that the loss was caused or exacerbated in part
due to a special switch that Ingram had to circumvent then reprogram. Ingram agreed
that the switch was not “physically” damaged. Its insurer seized on this point to argue
that without physical damage, there could be no coverage under its policy. Ingram
countered by offering a “broader definition of the term ‘physical damage’ and
contended that physical damage includes loss of use and functionality.” The court
agreed, stating that “at a time when computer technology dominates our professional
as well as personal lives, the Court must side with Ingram’s broader definition of
41 Chapter 5, Commercial General Liability (CGL) Policies, Chapter 5, Commercial General Liability (CGL) Policies,
Section 5.5, Property Damage Liability, Minn. Prac., Insurance Law & Practice (2013).
42 469 N.W.2d 735 (Minn. Ct. App. 1991).
43 2000 WL 726789 (D. Ariz. Apr. 18, 2000).
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‘physical damage.’” The Court found that “physical damage” is not restricted to the
physical destruction or harm of computer circuitry but includes loss of access, loss of
use, and loss of functionality.” Thus the court concluded that Ingram’s CGL policy did
provide coverage for its losses due to the business interruption.
Finally, in Computer Corner, Inc. v. Fireman’s Fund Ins. Co. ,44 a state appeals court let
stand as uncontested a lower court’s finding that “computer data is tangible property”
for purposes of finding CGL coverage for loss of data mistakenly deleted from a
customer’s computer hard drive.
9.2. Case law finding no coverage of a data breach under Coverage A
On the other hand, it appears the more common and straightforward conclusion by
courts is that electronic data is intangible, thus, although it might be damaged by a
policyholder’s actions, such data cannot be considered covered damage to tangible
property under a CGL policy. This view is at the heart of the court’s conclusion in
America Online, Inc. v. St. Paul Mercury Ins. Co.45
In America Online, the Internet service and e-mail provider AOL issued new software to
thousands of its customers to install on their computers. Almost immediately after
installation the software caused corruption of other software and data and disrupted
network connections and locked up computers, rendering them unusable. The
customers subsequently sued AOL in a class action for the damage caused by the failed
software.
AOL’s insurer, St. Paul, refused tender of AOL’s defense, arguing that there was no
coverage as property damage (as alleged by AOL) under its CGL policy for damage to
computer software. St. Paul pointed out that its policy provided coverage for “property
damage” caused by AOL; the policy defined property damage as “physical damage to
tangible property of others including loss of use of that property, or loss of use of
tangible property of others that isn’t physically damaged.”
The court analyzed the allegations of the class and concluded that “the underlying
complaints ultimately claim damage to the consumers’ software.” The court stated that
the “insurance policy in this case covers liability for ‘physical damage to tangible
property,’ not damage to data and software, ie, the policy did not cover damage to
abstract ideas, logic, instructions, and information.” As a result, the court ruled that
there was no coverage under the CGL policy; hence, St. Paul owed no duty to defend
AOL.
A number of other courts have reached the same conclusion as the court in the America
Online decision:
̤ Magnetic Data, Inc. v. St. Paul Fire and Marine Ins. Co.46 (data accidentally erased
from a customer’s hard drive was intangible hence not covered as property damage
under a CGL policy);
̤ Eyeblaster, Inc. v. Federal Ins. Co.47 (company’s spyware that damaged software on
users’ computers did not cause “property damage” to “tangible property” because
CGL policy specifically excluded electronic data from the definition of tangible
property; however, coverage for loss of use of physical property not physically
damaged did create coverage due to loss of use of computers due to spyware);

44 46 P.3d 1264 (N.M. App. Mar 28, 2002).
45 347 F.3d 89 (4th Cir. 2003).
46 442 N.W.2d 153 (Minn. 1989).
47 613 F.3d 797 (8th Cir. 2010).
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̤ Recall Total Information Management, Inc. v. Federal Ins. Co.48 (record management
company’s loss of computer storage devices containing employee data of customer
wasn’t covered property damage because the data was intangible)
̤ Cf. State Farm Gen. Ins. Co. v. JT’s Frames, Inc.49 (insurance policy covered “property
damage caused by an occurrence” and policy defined an occurrence to mean, among
other things, an “accident”; policyholder was not entitled to a defense by insurer for
sending junk faxes in violation of federal law because sending faxes was intentional
and not an “accident;” hence it could not be property damage caused by an
occurrence);
̤ Resource Bankshares Corp. v. St. Paul Mercury Ins. Co.50 (virtually same facts and
holding as JT’s Frames decision).
In sum, an apparent majority of courts has concluded that data is not “tangible”
property; hence damage to such property cannot be a covered liability under CGL
Coverage A.
10. Is liability for a data breach generally covered as personal or advertising
injury in a CGL policy?
Policyholders seeking coverage under Coverage B of their CGL policies have been sued
for impermissibly “accessing” and/or “publicizing” confidential information. This
includes, for example, improperly accessing then disseminating private e-mail or
personal information in violation of a plaintiff’s general right to privacy.
Reported court decisions simply do not establish a clear rule that data breaches always
fit the category of Coverage B personal injury or advertising liability. Courts have both
accepted and rejected arguments for and against insurance of a policyholder’s personal
injury or advertising liability. This lack of a legal mandate on Coverage B liability for data
breaches persuasively indicates this part of the CGL policy is not specifically tailored to
defend or indemnify liability for a data breach.
What is notable about these decisions is how the courts carefully construe insurance
policy language in order to draw conclusions. Thus small differences in policy terms may
have a significant impact on whether a policyholder is entitled to a defense or coverage
of a loss.
10.1. Case law finding coverage of a data breach under CGL Coverage B
In Tamm v. Hartford Fire Ins. Co.51, Einar Tamm left his job at Eagle Investments and went
to work for a family company called Compendium Research. Once at his new job, Tamm
set to hacking into Eagle’s computer systems to read e-mails. While conducting one of
his illicit forays, Tamm discovered by reading privileged communications that Eagle was
planning a number of lawsuits against third parties. Tamm sent e-mails to Eagle’s outside
lawyers informing them that he knew about the company’s litigation plans and
threatened to divulge the plans to an Eagle investor. Eagle sued Tamm and his company
Compendium to stop further publication of the privileged information. Tamm and
Compendium tendered defense of the lawsuit to their CGL insurer, Hartford, which
refused to handle the lawsuit. Tamm and Compendium brought suit against Hartford
seeking a declaration that Hartford owed them a duty to defend the Eagle lawsuit.

48 83 A.3d 664 (Conn. App. 2014).
49 104 Cal. Rptr. 3d 573 (Jan 27, 2010).
50 407 F.3d 631 (4th Cir. 2005).
51 16 Mass. L. Rptr. 535 (July 10, 2003).
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The court stated that “in order to trigger the duty to defend under the invasion of privacy
language of the policy, an underlying complaint must allege two things: (1) an ‘oral or
written publication’ of (2) ‘materials’ that violate a person’s rights of privacy.” Eagle’s
complaint appeared to satisfy both prongs of this test since Tamm impermissibly
accessed privileged messages and sent those e-mails to third parties.
In applying earlier precedent, the court stated that “intra-corporate disclosures among
employees of the same company constitute publication for purposes of an invasion of
privacy. It would follow from this reasoning that disclosures to outside counsel for the
corporation may also qualify as a publication.” In other words, according to the court,
sharing private information among just a very small group constitutes “publication” –
hence an invasion of privacy. The court also concluded that Eagle’s request that the
court stop Tamm from further accessing and distributing confidential information
“supports the determination that the complaint generally implicates a claim for invasion
of privacy.” As a result, there was enough evidence for the court to conclude there was
coverage for Tamm’s and Compendium’s advertising liability under the CGL policy such
that Hartford owed them duty to defend the Eagle lawsuit.
In Netscape Communications Corp. v. Federal Ins. Co.52, Netscape installed
SmartDownload on its customers’ computers, a program designed primarily to assist
with the downloading of third-party software. The less well-known feature of the
program was to collect personal browsing habits of customers to use in the sale of
targeted advertising to third parties. Netscape shared this information with its parent
company, America Online.
Netscape and AOL had previously purchased a CGL policy from St. Paul that included
coverage for personal injury (advertising) liability except for liability that arises from
“online” activities. The relevant provision in the policy defined “personal injury” as
“making known to any person or organization written or spoken material that violates a
person’s right to privacy.”
A number of customers commenced a class action over Netscape’s surreptitious data
collection, alleging that the company had violated two federal electronic privacy
laws.53 Netscape tendered defense of the lawsuit to St. Paul, who refused to accept it
because, in its view, it had no duty to defend since the class’ complaint did not allege a
covered offense.
St. Paul argued that its policy offered no coverage because Netscape had failed to
engage in the form of publication required by the policy of “making known” information
to “any person or organization,” because only Netscape and AOL learned of the
confidential information, and they were related entities.
The court rejected this argument, stating that “making known” literally means the act of
making “others aware.” Since the policy indicated those other persons could broadly be
“any” person or organization, for purposes of its insurance analysis, the court indicated
that the “others” could include simply making aware the employees of Netscape and
AOL, as well as making aware the related legal entities themselves. These facts squarely
implicated the coverage of St. Paul’s CGL coverage for personal (advertising) injury,
hence, absent an exclusion54, St. Paul had a duty to defend Netscape in the underlying
class action.

52 2007 WL 2972924 (N.D. Calif Oct. 10, 2007).
53 Those laws were the Electronic Communications Privacy Act (“ECPA”) and the Computer Fraud and Abuse
Act (“CFAA”).
54 Unfortunately for Netscape, the court went on to find applicable the exclusion for personal injury involving
“online activities,” which defeated coverage, eliminating St. Paul’s duty to defend.
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In late 2013, in Hartford Cas. Ins. Co. v. Corcino & Associates,55 Stanford Hospital
supplied to Corcino Associates the confidential medical information of 20,000 patients
who visited the hospital’s emergency department. Corcino in turn supplied the
confidential information to a job applicant for the purpose of testing the applicant’s
ability to work with the data. Instead of using the data for the job test, the applicant
posted the confidential information on a public website, where it remained for almost a
year. The patients whose confidential information was posted brought two class actions
against both Stanford and Corcino for violations of their (California) constitutional
privacy rights, common law privacy rights, and privacy rights codified in California’s
Confidentiality of Medical Information Act or CMIA. Plaintiffs sought actual, statutory,
and punitive damages, as well as attorney’s fees, injunctive relief, and interest. Stanford
sought indemnity from Corcino.
Hartford had issued to Corcino a CGL policy. The “personal and advertising injury”
insuring clause of the policy promised to pay amounts Corcino becomes “legally
obligated to pay as damages because of … electronic publication of material that
violates a person’s right of privacy.” An exception to this coverage provided that the CGL
coverage “does not apply to Personal and Advertising Injury … arising out of the
violation of a person’s right to privacy created by any state or federal act.”
In the complaint for its declaratory judgment action, Hartford agreed there was in fact a
violation of the patients’ right to privacy in their medical information. The insurer
asserted, however, that the exception to the CGL policy’s coverage applied – that
Corcino had violated the underlying plaintiffs’ statutory rights to privacy in the CMIA –
to defeat coverage.
Corcino and Stanford moved for summary judgment, arguing that Hartford’s complaint
failed to state a claim upon which relief could be granted. In particular, Corcino and
Stanford argued that California had recognized a constitutional and common law
privacy right in medical records at least since 1931, and perhaps as far back as 100
years, while the CMIA came into existence in only 1979; thus Corcino and Stanford
“contend that the right at issue has long been recognized under the common law and
that the creation of new statutory remedies for the violation of that right do not place
the claims within the scope of the policy exclusion.” The court agreed with Corcino and
Stanford that there was in fact coverage under the CGL policy, and dismissed Hartford’s
complaint with prejudice.57,58

55 2013 WL 5687527 (C.D. Calif. Oct 7, 2013).
56 It’s likely that Stanford had an obligation to maintain confidentiality in the confidential medical records it gave
to Corcino; the simple act of Stanford giving the records to Corcino may have constituted an actionable
violation of patients’ rights to privacy.
57 2013 WL 6712994 (WJINSC), 1. Hartford said in a December 4, 2013 notice that it will take the trial court’s
decision to the 9th U.S. Circuit Court of Appeals. Thus the last word may have yet to be spoken in the Corcino
matter.
58 But see National Union Fire Ins. Co. v. Coinstar, Inc., No. 13-1014 (W.D. Wash. Feb. 28, 2014) (In a
declaratory judgment action, court found insurer had no duty to defend under Coverage B in CGL policy
where insured retained and published to third-party advertisers the personally identifiable information of
customers who rented insured’s DVDs, where such retention and publication was forbidden by the federal
Video Privacy and Protection Act of 1988, 18 U.S.C. § 2710, and CGL policy contained an exclusion for acts
that violated any statute).
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10.2. Case law finding no coverage of a data breach under CGL Coverage B
In Recall Total Information Management, Inc. v. Federal Ins. Co.59 IBM entrusted an
information management company named Recall to store computer records containing
data on thousands of current and former IBM employees. During transport between
offices, some of the records fell off the back of a truck of a Recall subcontractor named
Ex Log. An unknown person or persons removed the records from the road, and ExLog
didn’t realize the records were missing until some time later. The event triggered the
Connecticut Security Breach Notification law60, and as a result, IBM set up a call center
to notify affected employees and provide them with credit monitoring services. IBM
demanded that Recall indemnify it for the cost to comply with the Security Breach
Notification law and the parties settled the matter for $6 million. Recall then turned to
Ex Log for reimbursement and the two companies settled. The latter settlement
provided that Ex Log assign its right to Recall to collect the $6 million settlement from
Ex Log’s CGL insurer, Federal Insurance, who quickly denied coverage.
Recall brought suit against Federal seeking coverage. Federal argued, among other
things, that Recall’s complaint did not state a claim for which the court could provide
relief, because Recall did not allege a violation of its CGL policy’s personal injury and
advertising liability coverage, since there was no allegation that anyone’s right to
privacy had been violated.
The court agreed, stating that the CGL policy in question provides, in relevant part: “We
Federal will pay damages that the insured becomes legally obligated to pay by reason
of liability … for advertising injury or personal injury to which this coverage applies.” The
policy defined “personal injury” as “injury, other than bodily injury, property damage, or
advertising injury, caused by an offense of ... electronic, oral, written, or other
publication of material that ... violates a person’s right to privacy.”
Recall had alleged that by virtue of the loss and theft of the IBM tapes, the personal
information that was stored on the tapes, including social security numbers and other
private data, had been published to the thief who collected the records from the side of
the road and to other unknown persons. Thus, in Recall’s view there was coverage
under Federal’s CGL policy as advertising injury. The court rejected this assertion as
pure speculation, since Recall had introduced no concrete evidence that the IBM
employees’ confidential information had been in fact been published, nor that any IBM
employee had suffered any injury based on loss of the data. Due to the lack of any
evidence of injury, the court found no coverage under Federal’s CGL policy for the lost
IBM data.
The court also explained that the $6 million spent to help IBM comply with the Security
Breach Notification law triggered by the lost data “did not constitute a personal injury”
as defined in the CGL policy. “These notification statutes simply do not address or
otherwise provide for compensation from identity theft or the increased risk thereof;
they merely require notification to an affected person so that he may protect himself
from potential harm. Accordingly, merely triggering a notification statute is not a
substitute for a personal injury,” hence the court found no CGL coverage for the $6
million in costs incurred to comply with the notification statute.

58 3 A.3d 664 (Conn. App. Ct. 2014).
60 Forty-six US states have enacted security breach notification laws. “Security Breach Notification Chart,”
dated October 2013, accessed April 7, 2014, http://www.perkinscoie.com/statebreachchart/; The
Canadian Parliament has also considered two bills (Bills C-12 & C-475) to amend the Personal Information
Protection and Electronic Documents Act (PIPEDA) to add mandatory security breach notification rules. “Is
mandatory reporting of security breaches on its way?”, dated June 5, 2013, accessed April 7, 2014, http://
www.lexology.com/library/detail.aspx?g=1d1ea97f-a358-4b22-98a3-a032818eac9c. Note too that
Alberta, British Columbia, and Quebec have enacted their own data protection laws which have been
recognized as substantially similar to PIPEDA. “Security breach notification soon becoming mandatory in
Canada”, dated April 2013, accessed April 7, 2014, http://www.mcmillan.ca/security-breach-notificationsoon-becoming-mandatory-in-Canada.
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Finally, on February 21, 2014, a judge on the New York Supreme Court in Zurich
American Insurance Co. v. Sony Corp. of America et al. issued a bench order granting
summary judgment to the insurer Zurich American that it has no duty to defend Sony
Corp. under its CGL policy in litigation arising from the April 2011 hacking of the Sony
PlayStation online network.61
Criminals were able to break into Sony’s online systems and steal personal information
of millions of its customers. The theft spawned more than 50 class-action lawsuits
against Sony that analysts believe could cost the electronics company more than $2
billion.62
Zurich’s CGL policy provided that it would defend and indemnify Sony if it issued an
“oral or written publication in any manner of material that violates a person’s right of
privacy in Coverage B (personal and advertising injury coverage) of the policy.”63 The
judge agreed that there was in fact a “publication” of material that violated the privacy
rights of Sony’s customer. The court stated, however, that the hackers committed the
act of publication, not Sony. In order to trigger Zurich’s obligation to defend and
indemnify Sony under its CGL policy, Sony the policyholder itself had to commit the act
of publication. The judge refused to extend the policy’s coverage to the acts of third
parties. The judge thus concluded that Zurich owed Sony no duty to defend nor any
duty of indemnity under its CGL policy.
In sum, reported court decisions simply do not establish a clear rule that data breaches
fit the category of CGL Coverage B personal injury or advertising liability. This lack of a
legal mandate on Coverage B liability for data breaches strongly indicates this part of
the CGL policy is not specifically tailored to defend or indemnify liability for a data
breach.
11. Is Liability for a data breach covered as personal injury or advertising in a
CGL policy in light of an alleged violation of a statute?
Policyholders have sought coverage for advertising injury after they have been sued for
acquiring and publicizing confidential information from a database in violation of a
statute – such as accessing credit reports without permission or electronically sending
material to the public in violation of a law, as with so-called junk faxes – all of which is
forbidden as an impermissible invasion of an individual’s right to privacy.
As with data breaches generally, reported court decisions involving statutory violations
go both ways in accepting or rejecting arguments for and against insurance of a
policyholder’s advertising liability. These decisions carefully construe insurance policy
language and relevant statutes in order to draw conclusions. Thus small differences in
policy and statutory terms may determine if a policyholder is entitled to a defense or
coverage of a loss.

61 http://www.insurancejournal.com/news/east/2014/03/17/323551.htm
62 Id.
63 Id.
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For example, in Zurich American Ins. Co. v. Fieldstone Mortg. Co.64, Jeff Rhodes
received a letter from Fieldstone Mortgage indicating that he had been “prescreened”
and qualified to refinance his home mortgage. In his complaint for the class action he
later filed against Fieldstone, Rhodes alleged that Fieldstone’s prescreening had been
performed by way of impermissible access to his credit report. Under the Fair Credit
Reporting Act (FCRA), a company may access a person’s credit report only with the
permission of the person, or without the person’s permission but for a permissible
purpose. Fieldstone had neither Rhodes’ consent nor a permissible purpose. Rhodes
sought statutory damages under the FCRA as well as injunctive and other relief.
Fieldstone attempted to tender defense of the Rhodes action to its insurer Zurich, who
refused to accept. Zurich subsequently filed a declaratory judgment action seeking a
ruling that it owed no duty to defend Fieldstone because the conduct alleged by
Rhodes wasn’t covered by its CGL insurance.
Zurich had previously issued two CGL policies to Fieldstone that provided “Zurich
would pay those sums that Fieldstone becomes legally obligated to pay as damages
because of personal and advertising injury … caused by an offense arising out of
Fieldstone’s business.” According to the court, “personal and advertising injury is
defined to include injury arising out of one or more of several distinct and separate
offenses including … oral or written publication, in any manner, of material that violates
a person’s right of privacy.”
The court explained that the purpose of the FCRA is the protection of the privacy of the
content of consumers’ credit histories, referring to this type of protected privacy as
“secrecy privacy”. The court distinguished this type of privacy by comparing it to the
privacy protected by the Telephone Consumer Protection Act (TCPA). The court
described that the TCPA protected consumers from intrusion of their privacy by
unwanted receipt of junk faxes, which the court referred to as protected “seclusion
privacy” (the right to be left alone). Thus, the FCRA protected consumers from the
content of an advertisement, while the TCPA protected consumers from the intrusive
manner of the advertisement (not its content).
The court then established that there was in fact a prima facie violation of the FCRA and
a violation of Rhodes’ right to secrecy privacy due to (1) Fieldstone’s inappropriate
access to his credit history, and (2) the sending of an advertisement based on
information gained by that illicit access.
Next, to determine if there was coverage under Zurich’s CGL policies for Fieldstone’s
acts, the court had to ascertain if the CGL policies covered a violation of the type of
privacy interest protected by the FCRA, ie, whether the policies covered violations of
secrecy privacy. The court answered this question in the affirmative.
It analyzed the CGL policy’s “publication of material” requirement, finding that there is
CGL coverage for a publication “in any manner” that violates a person’s privacy. The
court concluded that applicable precedent gave broad scope to these terms, such that
“publication” under the policy could take place by sending illicitly obtained, private
material to the one person who was also the subject of the content of that material –
Rhodes.65

64 2007 WL 3268460 (D. Md. Oct. 26, 2007).
65 But see Defender Security Co. v. First Mercury Ins. Co., No. 13-245 (S.D.Ind. Mar. 14, 2014) (In a declaratory
judgment action, court found insurer had no duty to defend under a Coverage B in CGL policy where insured
recorded customer calls in violation of state law, because, even though state common law provides that
“publication” can occur when a recording is distributed to just one person, the customer herself published
her personal information to insured, and there was no evidence that the insured distributed or published that
same information, with the latter being needed to trigger coverage under the CGL policy).
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The court had established that the FCRA protected secrecy privacy and that the CGL
policy covered violations of the same secrecy privacy. As a result, the court concluded
that there was arguable coverage under Zurich’s CGL policy of Fieldstone’s alleged acts;
hence Zurich owed Fieldstone a duty to defend the Rhodes’ class action.
The courts in American Family Mut. Ins. Co. v. C.M.A. Mortg., Inc.66 and Pietras v.
Sentry Ins. Co.67 came to the same conclusion as the Fieldstone court, finding a duty to
defend under a CGL insurer’s policy where the policy covered violation of the same type
of secrecy privacy that was protected by the FCRA. Similarly, the court in Valley Forge
Ins. Co. v. Swiderski Electronics, Inc. 68, found that a policyholder’s sending thousands
of junk faxes had violated the TCPA’s protection of consumers’ right to be left alone –
violating their seclusion privacy. Because the CGL policy covered violations of the same
privacy right, the CGL insurer had a duty to defend the policyholder in a class action
against it for the violations. The Valley Forge court also opined that “it is difficult due in
part to the differences in the policy language at issue to discern a clear majority
approach in cases that have interpreted ‘advertising injury’ provisions.”
In contrast, the courts in Resource Bankshares Corp. v. St. Paul Mercury Ins. Co.69 and
State Farm General Ins. Co. v. JT’s Frames, Inc.70 found in a TCPA violation case that a
policyholder wasn’t entitled to a defense by its CGL insurer where the insurance policy
covered the insured’s violations of the right of secrecy privacy, while the TCPA covered
only seclusion privacy. Similarly, the court in Creative Hospitality Ventures, Inc. v. U.S.
Liability Ins. Co.71 found no right to a defense under a CGL policy that covered
publication of material that violates a person’s statutory privacy right in its credit card
information. In Creative Hospitality Ventures, a class action alleged that a restaurant
contravened the Fair and Accurate Credit Card Transaction Act, which forbids the
printing of more than the last five digits of a credit card on a receipt. The court found
that there was no “publication” that triggered the CGL policy coverage because the
receipt was not disseminated to the public and was only a private transaction between
the restaurant and its customer.
In conclusion, as with data breaches generally, reported court decisions involving
statutory violations go both ways in accepting or rejecting arguments for and against
insurance of a policyholder’s data breaches as personal injury or advertising liability. As
a result, there is no judicial mandate that CGL Coverage B fully extends to such liability.
12. Canadian legal developments that could lead to CGL claims for a data breach
In January 2012, the Ontario Court of Appeal in Jones v. Tsige72 ruled that a right of
action for the tort of “intrusion upon seclusion” should be recognized under Ontario
common law. In this case, Sandra Jones and Winnie Tsige worked at different branches
of the Bank of Montreal (BMO). Ms. Jones kept her personal bank accounts at BMO.
Ms. Tsige became involved in a relationship with Ms. Jones’ former husband and
allegedly used her work computer to impermissibly access information about Ms.
Jones’ bank accounts at least 174 times. Upon discovering the unauthorized access to
her data, Ms. Jones sued Ms. Tsige for invasion of privacy and for damages. The trial
court dismissed the lawsuit; however, the appellate court revived the action.

66 2008 WL 906230 (S.D. Ind. 2008).
67 2007 WL 715759 (N.D.Ill. March 6, 2007)
68 860 N.E.2d 307 (Ill. 2006).
69 407 F.3d 631 (4th Cir. 2005)
70 104 Cal.Rptr.3d 573 (Cal. App. 2010).
71 444 Fed.Appx. 370 (11th Cir. 2011).
72 Jones v. Tsige, 2012 ONCA 32 (CanLII), accessed April 7, 2014, http://www.canlii.org/en/on/onca/
doc/2012/2012onca32/2012onca32.html.
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The Court of Appeal examined the common law right to privacy and found that with so
much personal information online and available electronically there exists in Ontario
common law a right to sue a party for intrusion upon seclusion. The court set forth the
key elements of the tort as follows:
1. The conduct must be intentional (which includes recklessness);
2. A reasonable person must regard the invasion as highly offensive;
3. The defendant need not have published this information to anyone else.
Importantly, the court expressly indicated that information need not be published for an
actionable intrusion to occur; the fact that the plaintiff’s seclusion was intruded upon is
sufficient to meet the test for the tort of intrusion. The appellate court noted that a
plaintiff may suffer no pecuniary damages from intrusion by a defendant upon plaintiff’s
privacy. Nonetheless, the court opined based on prior case law and relevant statutes
that damages for an invasion of privacy may be compensable at a rate of $10,000 to
$20,000 Cdn. If a class-action lawsuit were filed under this tort theory, the damages
per claimant could add up quite fast for a prospective CGL insurer.
Another important aspect of this judge-made tort concerns scienter. In order to prove
intrusion upon seclusion conduct must be intentional, which includes recklessness.
Therefore, in theory, a CGL policy’s “intentional acts” exclusion may not be enough to
prevent coverage.
Turning to federal statutory law, and similar to the US Telephone Consumer Protection
Act (TCPA) and the Controlling the Assault of Non-Solicited Pornography and Marketing
(CAN-SPAM) Act, Canada’s new e-mail, anti-spam law will provide for a statutory cause
of action in data breaches. Canada’s Anti-Spam Law (known as CASL), which takes
effect July 1, 2014, is being hailed as the world’s toughest anti-spam law.73 Applying to
only commercial activity,74 CASL provides for penalties of up to $10 million for violations
of the law. CASL bans harvesting of e-mail addresses for spamming purposes but does
allow e-mail marketing based upon an explicit consumer opt-in approach. CASL also
prohibits unsolicited texts or cell phone spam. It also covers electronic threats to
commerce such as installation of unauthorized computer programs (malware and
adware). It seems almost certain that a violation of CASL by a business could wind up
on the desk of its CGL insurer.
13. Approach to CGL coverage of data breaches by the Insurance Services
Office (ISO)
As noted earlier, CGL property damage coverage (Coverage A) has for many years
required damage to ‘tangible property.’ Thus damage to purely intangible property –
such as damage to electronic data – has for some time by definition not been covered
by ISO’s CGL insurance form.
With the emergence of the Internet and the increasing number and size of data
breaches, ISO has since at least 2003 explicitly excluded electronic data from the
definition of tangible property in its CGL Coverage Form:

73 Government of Canada, Justice Laws Website, full copy of CASL: http://laws-lois.justice.gc.ca/eng/
acts/E-1.6/index.html; General Guidance on CASL: http://fightspam.gc.ca/eic/site/030.nsf/eng/home.
74 CASL does not apply to non-commercial activity, for example political parties or charities.
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2. Exclusions. This insurance does not apply to . . . . Electronic Data , which are
Damages arising out of the loss of, loss of use of, damage to, corruption of, inability to
access, or inability to manipulate electronic data. As used in this exclusion, electronic
data means information, facts or programs stored as or on, created or used on, or
transmitted to or from computer software, including systems and applications software,
hard or floppy disks, CDROMS, tapes, drives, cells, data processing devices or any other
media which are used with electronically controlled equipment.75
‘A review of ISO Circulars for its General Liability Panel meetings from 2003 to date
demonstrates that ISO very clearly intends that its CGL form does not provide coverage
for data or security breaches:’
̤ 2004 (GLP-2004-009-2): ISO staff recognizes that the latest filed version of its CGL
policy contains “an explicit exclusion for loss of electronic data.”(emphasis added)
̤ 2006 (GLP-2006-013-1): ISO staff explained that “several years ago, we began to
monitor the effects of the Internet and communications technology on general
liability coverage. In recent filings, we revised the Commercial General Liability
Coverage Form (and other General Liability coverage parts) in several areas to
address the impact of the Internet. Included in these changes was a revision to the
property damage definition to specify that electronic data is not tangible property
and therefore is not covered under the Commercial General Liability form.”
̤ 2007 (GLP-2007-005-4): Staff confirmed that the “intent of the Electronic Data
Exclusion in the CGL form is to eliminate coverage for the electronic data itself and
not the electronically controlled equipment.”
̤ 2009: (GLP-2009-008-1): Staff established that “ISO’s Electronic Data Liability
Coverage Form generally provides coverage with respect to damages because of
loss of electronic data that is caused by an electronic data incident . . . . and ISO has
introduced the Information Security Protection Policy to generally provide . . .
coverage for liability arising out of claims for wrongful acts committed by an insured
with respect to its failure to maintain the security of its computer systems . . . And in
2009 when the Electronic Data Liability Coverage Form was developed, the theft or
unauthorized use of data (ie, customer information) by a third party breaching a
network’s security was not as prevalent as it is today . . . . hence ISO staff is
considering revising the Electronic Data Liability Coverage Form to include an
exclusion specifically addressing data security breaches, in view of the coverage
available under the ISO Information Security Protection Policy.”
̤ 2012 (GLP-2012-003-2): “After considering (1) the feedback received with respect
to security breaches; (2) the prevalence of the theft or unauthorized use of data by a
third party breaching a network’s security in recent years; (3) that coverage for such
was generally not contemplated in the initial development of the CGL; and (4) the
availability of coverage for exposures arising out of security breaches in standalone
coverage forms such as ISO Information Security Protection Policy EC 00 10, staff
believes it may be appropriate to introduce a specific security breach exclusion
applicable to Coverage B – Personal And Advertising Injury under the CGL.”

75 Commercial General Liability Form, CG 00 01 12 04 (2003), available publicly as of March 21, 2014 at
http://rhkc.com/wp-content/uploads/CG-00-01-12-04.pdf.
74 CASL does not apply to non-commercial activity, for example political parties or charities.
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̤ 2012 (GLP-2012-003A-3): ISO staff considered “an endorsement that would
introduce a data breach exclusion applicable to bodily injury in Coverage A . . . After
considering certain scenarios under which such an exclusion may become
applicable (eg, a person is robbed and injured by someone who got that person’s
personal information from hacking into a company’s computer system and finding
out that the person was one of the company’s highest compensated employees) staff
believes that such an exclusion may be more appropriate as an optional endorsement
rather than introducing it in the CGL Coverage Form.
̤ 2013 (GLP-2013-002-2): ISO staff introduced an “endorsement that replaces the
Coverage A exclusion p. Electronic Data with a new Data Related Liability exclusion.
Unlike the prior Coverage A draft exclusion, the modified exclusion’s application with
respect to Coverage A is not limited to bodily injury. This exclusion contains newly
modified language . . . as well as language from the current CGL exclusion p.
Electronic Data. In keeping with the current exclusion p., this new exclusion also
contains an exception with respect to liability for damages because of bodily injury,
however, this exception will not apply if damages arise out of the access to or
disclosure of a person’s or organization’s confidential or personal information.” It
should be noted that some Canadian CGL forms already seek to limit the scope of
personal injury coverage against electronic privacy claims.76
ISO has made it very clear that its modern CGL form policy doesn’t (nor do earlier
versions) cover liability for data breach liability. For this reason, ISO has reiterated the
force of its electronic data exclusion for CGL policies, and its commitment that liability
for data breaches and cyber liability should be routed into its Cyber Liability Insurance
Program.77
14. Conclusion
The evidence clearly demonstrates that businesses in North America cannot rely on
their CGL insurance to cover damages due to any form of data breach, since CGL
insurance is not intended to cover liability for a data breach. Instead, given the growing
incidence of business data breaches, they would be well advised to purchase specific
cyber liability insurance coverage.

76 Commercial General Liability Policy, IBC 2100, Advisory Model Wording, 2010. According to the Insurance
Institute of Canada’s 2011 Commercial General Liability Policy, IBC form 2100, Section I, Coverage A, 2.
Exclusion l. Electronic Data, “Compensatory damages” arising out of the loss of, loss of use of, damage to,
corruption of, inability to access, or inability to manipulate electronic data. Also, Section V – Definitions, 25,
states under the definition of “Property damage” that for the purposes of this insurance, electronic data is not
tangible property.
77 ISO’s website provides a detailed description of its Cyber Liability Insurance Program, accessed on March
23, 2014, at http://www.iso.com/Policy-Programs/isos-cyber-liability-insurance-program.html.
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GCs As Firewalls: Three Familiar Roles That Place General Counsel
Squarely At The Cybersecurity Table
Sherrie L. Farrell
DYKEMA GOSSETT PLLC
“Firewalls provide protection against outside attackers by
shielding your computer or network from malicious or unnecessary Internet traffic. Firewalls can be configured to block
data from certain locations while allowing the relevant and
necessary data through.”1
Cyber breaches can affect every function of an organization and, as a result, cripple it. Just as firewalls protect a network, general counsel can serve as a buffer to help protect an
organization from cyber threats. The myriad roles played by
today’s general counsel position them as a logical and practical approach for an organization’s cybersecurity management,
mitigation and defense.
The analogy of general counsel as firewalls recognizes the
evolving role of a company’s top lawyer in cybersecurity. A
firewall is part of the perimeter defense of a network. It fails
its essential function if it analyzes incoming data after entry.
Similarly, the many hats of a company’s general counsel
uniquely position them as critical participants in the identification, assessment and response to cybersecurity and data
protection risks. Like firewalls on a network system, GCs can
protect and strengthen the organization against ubiquitous
cyber risks.
Operating within today’s complex business and legal environments, few general counsel have a static role within an
organization. Rather, most general counsel serve many functions, including: 1) legal advisor within the corporation to its
constituents; 2) officer of the corporation and member of the
senior executive team; 3) administrator of the corporation’s
internal legal department; and 4) agent of the corporation in
dealings with third parties, including external or outside counsel retained by the corporation.2
These roles, among others, position general counsel at the
apex of an organization’s preparation and response to legal and
business risks. A brief examination of three common areas of
general counsel responsibility – enterprise risk management,
legal advisor across organizational lines and top legal defender
of the organization – demonstrate why general counsel are
Sherrie L. Farrell is the Office Managing Member for
Dykema’s Detroit office and Leader of the firm’s Cybersecurity group, and Chair of the firm’s Diversity and Inclusion
Committee. Ms. Farrell advises clients on all aspects of
business disputes, including a broad range of complex litigation matters. She serves as national discovery counsel for
a Fortune 25 manufacturer. For the footnotes to this article,
go to http://www.metrocorpcounsel.com/articles/29812/
gcs-firewalls-three-familiar-roles-place-general-counselsquarely-cybersecurity-table.

invaluable participants in the development and implementation of a proactive
cybersecurity strategy.
General Counsel As
Enterprise Risk Manager
Most general counsel already assess
the risks facing their organization and
develop response strategies for those
risks. They know how to leverage expeSherrie L.
rience, historical knowledge, internal
Farrell
and external counsel, internal relationships with management and other organization constituents to
identify, quantify and strategize ways to avoid corporate risks
before crises evolve.
In detailing key cyber risk management concepts, a bulletin published by the United States Department of Homeland
Security (DHS) states: “Cybersecurity is NOT implementing
a checklist of requirements; rather it is managing cyber risks
to an acceptable level. Managing cybersecurity risk as part of
an organization’s governance, risk management, and business
continuity frameworks provides the strategic framework for
managing cybersecurity risk throughout the enterprise.”3
The DHS bulletin further advises organizations that using
a “risk-based approach to apply [industry] cybersecurity
standards and practices allows for more comprehensive and
cost effective management of cyber risks than compliance
activities alone.” 4
As an enterprise-focused risk manager, general counsel
can assess the legal, business and organizational risks that
are attendant with cyber dangers. Moreover, general counsel
can spot those issues related to a proactive cyber risk assessment and reduce the likelihood of compromising privilege or
opening the door to future litigation. General counsel also will
recognize if or when external experts, such as outside counsel,
may be needed as part of the strategic planning process.
General Counsel As Collaborator
Building a collaborative environment within the organization creates the ideal situation when tackling cybersecurity
issues. In the event of a significant data breach, major divisions
of an organization may be at risk. If such a breach occurs, key
decision makers must quickly get to the table – prepared to
manage and respond.
An integrated, multidisciplinary team, therefore, is necessary to deal with the issues that may arise. In most organizations, cybersecurity and data protection have long been the
domain of the IT department. But, the complicated nature of
cybersecurity and data protection, and the high revenue, reputational and litigation costs that can result from a significant
data breach, demands an inclusive team approach to cyber
risks. A general counsel and internal legal staff regularly provide legal and business advice to numerous clients throughout
the organization. Thus, general counsel can assist in breaking

down organizational silos that could stymie effective cybersecurity and data protection strategies. GCs can help align the
relevant business, security, governance, financial, regulatory,
compliance and legal interests.
This collaborative approach ensures that the organization’s
cybersecurity practices are tailor-made for the organization,
and not just a one-size-fits-all strategy. It also ensures that
key decision makers, i.e., CIO, chief security officer, IT head
and compliance officer, are engaged. (For a discussion on the
roles of the compliance officer and general counsel, see the
accompanying article below entitled, “General Counsel and
Chief Compliance Officer Collaboration Critical to Mitigate
Cybersecurity Risks,” written by Susan Asam.)
General Counsel As Defender
Not surprisingly, the proliferation of cyber crimes has
raised the stakes on the litigation landscape. Although class
actions and other litigation arising from data breach incidents
are nothing new, the recent high-profile data breach cases have
raised the ante, and litigation against companies has exploded.
Potential claims for data breach issues range from state data
breach notification laws, state unfair and deceptive trade practices laws, negligence, and breach of fiduciary duty to violations under the Fair Credit Reporting Act and Federal Trade
Commission (FTC) policies. These causes of action draw upon
numerous state and federal statutory, tort and contractual laws.
State attorneys general and federal agencies also have
brought suits against companies following major data
breaches. Central among the issues raised are notification of
the breach and the “reasonableness” of pre-breach and postbreach cybersecurity and protection measures. In Wyndham
v. FTC, for example, the FTC alleged that the hotel franchiser
failed to provide reasonable and appropriate data security to
prevent the unauthorized access of customers’ sensitive personal information.5
There is no argument that it makes sense for general counsel to assess litigation risks and devise strategies after a major
data breach has occurred. However, long before that initial
breach, the general counsel can provide a critical roadmap for
the mitigation of and the defense against claims. Throughout
the cyber risk and cyber defense planning process, a general
counsel will be cognizant of the necessity to protect information (privilege), whether the company is meeting the industry
standard of care, whether the company is acting with reasonableness, the reputation/brand risks and risks related to third
party’s access to internal information.
Conclusion
The myriad ways in which they already serve their clients
translates into a “must-have” place for general counsel at the
cybersecurity and data protection table. Organizations will be
better positioned to prevent or mitigate the legal and business
risks attendant with cyber risks if GCs are at the strategy planning table early and often.

Please email the author at sfarrell@dykema.com with questions about this article.

GC And CCO Collaboration Critical To Mitigate Cybersecurity Risks
Susan E. Asam
DYKEMA GOSSETT PLLC
Managing cybersecurity risk has become a necessity for boards
and C-suite executives, paving a critical role for chief compliance
officers in this area. Organizations are also facing increased legal
cyber obligations, requiring general counsel to be actively engaged
in cybersecurity planning and response activities. What is often
overlooked is how a general counsel and chief compliance officer
(“CCO”) can streamline their roles to best reduce cyber risks at an
organization.
A key aspect of cybersecurity risk mitigation deals with knowing what an organization’s compliance obligations are in order
to reasonably protect data and respond as swiftly as possible to a
cybersecurity and/or data breach event, whether at the organiza-

Susan E. Asam is an Associate in Dykema’s Detroit office
who focuses her practice on issues affecting organizations
in the area of cybersecurity and data protection as well as
commercial and product liability litigation. Ms. Asam also
specializes in helping clients in the emerging area of data
breach preparedness and response and is experienced in all
litigation phases and has assisted clients in resolving a broad
range of business issues.

tion or third-party vendor. Cybersecurity
events occur at a faster-than-normal pace,
thus, efficiency is critical. Even more critical is preparing and responding in such a
way that minimizes overlap between
organizational roles – not only roles on the
technology team, but also roles of those
responsible for protecting the organization from legal vulnerabilities: the general
Susan E. Asam
counsel and the CCO.
GCs and CCOs are both responsible
for making sure that an organization fulfills its compliance obligations. Typically, we think of a CCO as focusing on business-side
compliance functions and a GC focusing on legal compliance
functions. In large part, however, the mission of both roles is the
same – to mitigate overall risk. From a legal standpoint, reasonableness is key when it comes to measuring an organization’s
cybersecurity duty of care. GCs and CCOs should be sure to collaborate early during planning and preparedness activities about
how the organization’s cybersecurity and data privacy policies
and practices, and associated compliance measures, are guided
by a standard of reasonableness. In addition, facts demonstrating
reasonableness are gathered during a post-breach investigation and
are best dealt with under the cloak of attorney-client privilege. To
assert privilege over these facts, GCs should lead all activities relat-

ing to post-breach investigations and subsequent litigation, also
leveraging outside counsel for specialized advice on how to navigate through both. It follows that CCOs are best positioned to lead
compliance preparedness and audit activities that occur outside of
an actual breach event. A GC and CCO should work together to
draft a comprehensive cybersecurity compliance preparedness and
response plan to ensure that all responsibilities are defined and that
compliance obligations are proactively addressed.
Here is a breakdown of how GC and CCO roles can be divided:
• GC and CCO should jointly draft a cybersecurity compliance preparedness and response plan
• GC and CCO should collaborate during the planning and
preparedness phases to ensure that cybersecurity and data privacy
practices are guided by a standard of reasonableness
• CCO should be point of contact for cybersecurity compliance outside of breach event
• CCO should be point of contact for cybersecurity auditing
outside of breach event
• GC should be post-breach point of contact for breach notification compliance obligations
• GC should be post-breach point of contact for investigations
• GC should be post-breach point of contact for litigation
activities

Please email the author at sasam@dykema.com with questions about this article.
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Title 3—

Executive Order 13636 of February 12, 2013

The President

Improving Critical Infrastructure Cybersecurity
By the authority vested in me as President by the Constitution and the
laws of the United States of America, it is hereby ordered as follows:
Section 1. Policy. Repeated cyber intrusions into critical infrastructure demonstrate the need for improved cybersecurity. The cyber threat to critical
infrastructure continues to grow and represents one of the most serious
national security challenges we must confront. The national and economic
security of the United States depends on the reliable functioning of the
Nation’s critical infrastructure in the face of such threats. It is the policy
of the United States to enhance the security and resilience of the Nation’s
critical infrastructure and to maintain a cyber environment that encourages
efficiency, innovation, and economic prosperity while promoting safety, security, business confidentiality, privacy, and civil liberties. We can achieve
these goals through a partnership with the owners and operators of critical
infrastructure to improve cybersecurity information sharing and collaboratively develop and implement risk-based standards.
Sec. 2. Critical Infrastructure. As used in this order, the term critical infrastructure means systems and assets, whether physical or virtual, so vital
to the United States that the incapacity or destruction of such systems
and assets would have a debilitating impact on security, national economic
security, national public health or safety, or any combination of those matters.

srobinson on DSK4SPTVN1PROD with MISCELLANEOUS

Sec. 3. Policy Coordination. Policy coordination, guidance, dispute resolution,
and periodic in-progress reviews for the functions and programs described
and assigned herein shall be provided through the interagency process established in Presidential Policy Directive–1 of February 13, 2009 (Organization
of the National Security Council System), or any successor.
Sec. 4. Cybersecurity Information Sharing. (a) It is the policy of the United
States Government to increase the volume, timeliness, and quality of cyber
threat information shared with U.S. private sector entities so that these
entities may better protect and defend themselves against cyber threats.
Within 120 days of the date of this order, the Attorney General, the Secretary
of Homeland Security (the ‘‘Secretary’’), and the Director of National Intelligence shall each issue instructions consistent with their authorities and
with the requirements of section 12(c) of this order to ensure the timely
production of unclassified reports of cyber threats to the U.S. homeland
that identify a specific targeted entity. The instructions shall address the
need to protect intelligence and law enforcement sources, methods, operations, and investigations.
(b) The Secretary and the Attorney General, in coordination with the
Director of National Intelligence, shall establish a process that rapidly disseminates the reports produced pursuant to section 4(a) of this order to
the targeted entity. Such process shall also, consistent with the need to
protect national security information, include the dissemination of classified
reports to critical infrastructure entities authorized to receive them. The
Secretary and the Attorney General, in coordination with the Director of
National Intelligence, shall establish a system for tracking the production,
dissemination, and disposition of these reports.
(c) To assist the owners and operators of critical infrastructure in protecting
their systems from unauthorized access, exploitation, or harm, the Secretary,
consistent with 6 U.S.C. 143 and in collaboration with the Secretary of
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Defense, shall, within 120 days of the date of this order, establish procedures
to expand the Enhanced Cybersecurity Services program to all critical infrastructure sectors. This voluntary information sharing program will provide
classified cyber threat and technical information from the Government to
eligible critical infrastructure companies or commercial service providers
that offer security services to critical infrastructure.
(d) The Secretary, as the Executive Agent for the Classified National Security Information Program created under Executive Order 13549 of August
18, 2010 (Classified National Security Information Program for State, Local,
Tribal, and Private Sector Entities), shall expedite the processing of security
clearances to appropriate personnel employed by critical infrastructure owners and operators, prioritizing the critical infrastructure identified in section
9 of this order.
(e) In order to maximize the utility of cyber threat information sharing
with the private sector, the Secretary shall expand the use of programs
that bring private sector subject-matter experts into Federal service on a
temporary basis. These subject matter experts should provide advice regarding the content, structure, and types of information most useful to critical
infrastructure owners and operators in reducing and mitigating cyber risks.
Sec. 5. Privacy and Civil Liberties Protections. (a) Agencies shall coordinate
their activities under this order with their senior agency officials for privacy
and civil liberties and ensure that privacy and civil liberties protections
are incorporated into such activities. Such protections shall be based upon
the Fair Information Practice Principles and other privacy and civil liberties
policies, principles, and frameworks as they apply to each agency’s activities.
(b) The Chief Privacy Officer and the Officer for Civil Rights and Civil
Liberties of the Department of Homeland Security (DHS) shall assess the
privacy and civil liberties risks of the functions and programs undertaken
by DHS as called for in this order and shall recommend to the Secretary
ways to minimize or mitigate such risks, in a publicly available report,
to be released within 1 year of the date of this order. Senior agency privacy
and civil liberties officials for other agencies engaged in activities under
this order shall conduct assessments of their agency activities and provide
those assessments to DHS for consideration and inclusion in the report.
The report shall be reviewed on an annual basis and revised as necessary.
The report may contain a classified annex if necessary. Assessments shall
include evaluation of activities against the Fair Information Practice Principles and other applicable privacy and civil liberties policies, principles,
and frameworks. Agencies shall consider the assessments and recommendations of the report in implementing privacy and civil liberties protections
for agency activities.

srobinson on DSK4SPTVN1PROD with MISCELLANEOUS

(c) In producing the report required under subsection (b) of this section,
the Chief Privacy Officer and the Officer for Civil Rights and Civil Liberties
of DHS shall consult with the Privacy and Civil Liberties Oversight Board
and coordinate with the Office of Management and Budget (OMB).
(d) Information submitted voluntarily in accordance with 6 U.S.C. 133
by private entities under this order shall be protected from disclosure to
the fullest extent permitted by law.
Sec. 6. Consultative Process. The Secretary shall establish a consultative
process to coordinate improvements to the cybersecurity of critical infrastructure. As part of the consultative process, the Secretary shall engage and
consider the advice, on matters set forth in this order, of the Critical Infrastructure Partnership Advisory Council; Sector Coordinating Councils; critical
infrastructure owners and operators; Sector-Specific Agencies; other relevant
agencies; independent regulatory agencies; State, local, territorial, and tribal
governments; universities; and outside experts.
Sec. 7. Baseline Framework to Reduce Cyber Risk to Critical Infrastructure.
(a) The Secretary of Commerce shall direct the Director of the National
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Institute of Standards and Technology (the ‘‘Director’’) to lead the development of a framework to reduce cyber risks to critical infrastructure (the
‘‘Cybersecurity Framework’’). The Cybersecurity Framework shall include
a set of standards, methodologies, procedures, and processes that align policy,
business, and technological approaches to address cyber risks. The Cybersecurity Framework shall incorporate voluntary consensus standards and industry
best practices to the fullest extent possible. The Cybersecurity Framework
shall be consistent with voluntary international standards when such international standards will advance the objectives of this order, and shall meet
the requirements of the National Institute of Standards and Technology
Act, as amended (15 U.S.C. 271 et seq.), the National Technology Transfer
and Advancement Act of 1995 (Public Law 104–113), and OMB Circular
A–119, as revised.
(b) The Cybersecurity Framework shall provide a prioritized, flexible,
repeatable, performance-based, and cost-effective approach, including information security measures and controls, to help owners and operators of
critical infrastructure identify, assess, and manage cyber risk. The Cybersecurity Framework shall focus on identifying cross-sector security standards
and guidelines applicable to critical infrastructure. The Cybersecurity Framework will also identify areas for improvement that should be addressed
through future collaboration with particular sectors and standards-developing
organizations. To enable technical innovation and account for organizational
differences, the Cybersecurity Framework will provide guidance that is technology neutral and that enables critical infrastructure sectors to benefit from
a competitive market for products and services that meet the standards,
methodologies, procedures, and processes developed to address cyber risks.
The Cybersecurity Framework shall include guidance for measuring the performance of an entity in implementing the Cybersecurity Framework.
(c) The Cybersecurity Framework shall include methodologies to identify
and mitigate impacts of the Cybersecurity Framework and associated information security measures or controls on business confidentiality, and to protect
individual privacy and civil liberties.
(d) In developing the Cybersecurity Framework, the Director shall engage
in an open public review and comment process. The Director shall also
consult with the Secretary, the National Security Agency, Sector-Specific
Agencies and other interested agencies including OMB, owners and operators
of critical infrastructure, and other stakeholders through the consultative
process established in section 6 of this order. The Secretary, the Director
of National Intelligence, and the heads of other relevant agencies shall
provide threat and vulnerability information and technical expertise to inform
the development of the Cybersecurity Framework. The Secretary shall provide
performance goals for the Cybersecurity Framework informed by work under
section 9 of this order.
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(e) Within 240 days of the date of this order, the Director shall publish
a preliminary version of the Cybersecurity Framework (the ‘‘preliminary
Framework’’). Within 1 year of the date of this order, and after coordination
with the Secretary to ensure suitability under section 8 of this order, the
Director shall publish a final version of the Cybersecurity Framework (the
‘‘final Framework’’).
(f) Consistent with statutory responsibilities, the Director will ensure the
Cybersecurity Framework and related guidance is reviewed and updated
as necessary, taking into consideration technological changes, changes in
cyber risks, operational feedback from owners and operators of critical infrastructure, experience from the implementation of section 8 of this order,
and any other relevant factors.
Sec. 8. Voluntary Critical Infrastructure Cybersecurity Program. (a) The Secretary, in coordination with Sector-Specific Agencies, shall establish a voluntary program to support the adoption of the Cybersecurity Framework
by owners and operators of critical infrastructure and any other interested
entities (the ‘‘Program’’).
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(b) Sector-Specific Agencies, in consultation with the Secretary and other
interested agencies, shall coordinate with the Sector Coordinating Councils
to review the Cybersecurity Framework and, if necessary, develop implementation guidance or supplemental materials to address sector-specific risks
and operating environments.
(c) Sector-Specific Agencies shall report annually to the President, through
the Secretary, on the extent to which owners and operators notified under
section 9 of this order are participating in the Program.
(d) The Secretary shall coordinate establishment of a set of incentives
designed to promote participation in the Program. Within 120 days of the
date of this order, the Secretary and the Secretaries of the Treasury and
Commerce each shall make recommendations separately to the President,
through the Assistant to the President for Homeland Security and Counterterrorism and the Assistant to the President for Economic Affairs, that shall
include analysis of the benefits and relative effectiveness of such incentives,
and whether the incentives would require legislation or can be provided
under existing law and authorities to participants in the Program.
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(e) Within 120 days of the date of this order, the Secretary of Defense
and the Administrator of General Services, in consultation with the Secretary
and the Federal Acquisition Regulatory Council, shall make recommendations
to the President, through the Assistant to the President for Homeland Security
and Counterterrorism and the Assistant to the President for Economic Affairs,
on the feasibility, security benefits, and relative merits of incorporating
security standards into acquisition planning and contract administration.
The report shall address what steps can be taken to harmonize and make
consistent existing procurement requirements related to cybersecurity.
Sec. 9. Identification of Critical Infrastructure at Greatest Risk. (a) Within
150 days of the date of this order, the Secretary shall use a risk-based
approach to identify critical infrastructure where a cybersecurity incident
could reasonably result in catastrophic regional or national effects on public
health or safety, economic security, or national security. In identifying critical
infrastructure for this purpose, the Secretary shall use the consultative process established in section 6 of this order and draw upon the expertise
of Sector-Specific Agencies. The Secretary shall apply consistent, objective
criteria in identifying such critical infrastructure. The Secretary shall not
identify any commercial information technology products or consumer information technology services under this section. The Secretary shall review
and update the list of identified critical infrastructure under this section
on an annual basis, and provide such list to the President, through the
Assistant to the President for Homeland Security and Counterterrorism and
the Assistant to the President for Economic Affairs.
(b) Heads of Sector-Specific Agencies and other relevant agencies shall
provide the Secretary with information necessary to carry out the responsibilities under this section. The Secretary shall develop a process for other
relevant stakeholders to submit information to assist in making the identifications required in subsection (a) of this section.
(c) The Secretary, in coordination with Sector-Specific Agencies, shall
confidentially notify owners and operators of critical infrastructure identified
under subsection (a) of this section that they have been so identified, and
ensure identified owners and operators are provided the basis for the determination. The Secretary shall establish a process through which owners
and operators of critical infrastructure may submit relevant information and
request reconsideration of identifications under subsection (a) of this section.
Sec. 10. Adoption of Framework. (a) Agencies with responsibility for regulating the security of critical infrastructure shall engage in a consultative
process with DHS, OMB, and the National Security Staff to review the
preliminary Cybersecurity Framework and determine if current cybersecurity
regulatory requirements are sufficient given current and projected risks. In
making such determination, these agencies shall consider the identification
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of critical infrastructure required under section 9 of this order. Within 90
days of the publication of the preliminary Framework, these agencies shall
submit a report to the President, through the Assistant to the President
for Homeland Security and Counterterrorism, the Director of OMB, and
the Assistant to the President for Economic Affairs, that states whether
or not the agency has clear authority to establish requirements based upon
the Cybersecurity Framework to sufficiently address current and projected
cyber risks to critical infrastructure, the existing authorities identified, and
any additional authority required.
(b) If current regulatory requirements are deemed to be insufficient, within
90 days of publication of the final Framework, agencies identified in subsection (a) of this section shall propose prioritized, risk-based, efficient,
and coordinated actions, consistent with Executive Order 12866 of September
30, 1993 (Regulatory Planning and Review), Executive Order 13563 of January
18, 2011 (Improving Regulation and Regulatory Review), and Executive Order
13609 of May 1, 2012 (Promoting International Regulatory Cooperation),
to mitigate cyber risk.
(c) Within 2 years after publication of the final Framework, consistent
with Executive Order 13563 and Executive Order 13610 of May 10, 2012
(Identifying and Reducing Regulatory Burdens), agencies identified in subsection (a) of this section shall, in consultation with owners and operators
of critical infrastructure, report to OMB on any critical infrastructure subject
to ineffective, conflicting, or excessively burdensome cybersecurity requirements. This report shall describe efforts made by agencies, and make recommendations for further actions, to minimize or eliminate such requirements.
(d) The Secretary shall coordinate the provision of technical assistance
to agencies identified in subsection (a) of this section on the development
of their cybersecurity workforce and programs.
(e) Independent regulatory agencies with responsibility for regulating the
security of critical infrastructure are encouraged to engage in a consultative
process with the Secretary, relevant Sector-Specific Agencies, and other
affected parties to consider prioritized actions to mitigate cyber risks for
critical infrastructure consistent with their authorities.
Sec. 11. Definitions. (a) ‘‘Agency’’ means any authority of the United States
that is an ‘‘agency’’ under 44 U.S.C. 3502(1), other than those considered
to be independent regulatory agencies, as defined in 44 U.S.C. 3502(5).
(b) ‘‘Critical Infrastructure Partnership Advisory Council’’ means the council established by DHS under 6 U.S.C. 451 to facilitate effective interaction
and coordination of critical infrastructure protection activities among the
Federal Government; the private sector; and State, local, territorial, and
tribal governments.
(c) ‘‘Fair Information Practice Principles’’ means the eight principles set
forth in Appendix A of the National Strategy for Trusted Identities in Cyberspace.
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(d) ‘‘Independent regulatory agency’’ has the meaning given the term in
44 U.S.C. 3502(5).
(e) ‘‘Sector Coordinating Council’’ means a private sector coordinating
council composed of representatives of owners and operators within a particular sector of critical infrastructure established by the National Infrastructure Protection Plan or any successor.
(f) ‘‘Sector-Specific Agency’’ has the meaning given the term in Presidential
Policy Directive–21 of February 12, 2013 (Critical Infrastructure Security
and Resilience), or any successor.
Sec. 12. General Provisions. (a) This order shall be implemented consistent
with applicable law and subject to the availability of appropriations. Nothing
in this order shall be construed to provide an agency with authority for
regulating the security of critical infrastructure in addition to or to a greater
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extent than the authority the agency has under existing law. Nothing in
this order shall be construed to alter or limit any authority or responsibility
of an agency under existing law.
(b) Nothing in this order shall be construed to impair or otherwise affect
the functions of the Director of OMB relating to budgetary, administrative,
or legislative proposals.
(c) All actions taken pursuant to this order shall be consistent with requirements and authorities to protect intelligence and law enforcement sources
and methods. Nothing in this order shall be interpreted to supersede measures
established under authority of law to protect the security and integrity
of specific activities and associations that are in direct support of intelligence
and law enforcement operations.
(d) This order shall be implemented consistent with U.S. international
obligations.
(e) This order is not intended to, and does not, create any right or benefit,
substantive or procedural, enforceable at law or in equity by any party
against the United States, its departments, agencies, or entities, its officers,
employees, or agents, or any other person.

THE WHITE HOUSE,
February 12, 2013.
[FR Doc. 2013–03915
Filed 2–15–13; 11:15 am]
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Executive Summary
The national and economic security of the United States depends on the reliable functioning of
critical infrastructure. Cybersecurity threats exploit the increased complexity and connectivity of
critical infrastructure systems, placing the Nation’s security, economy, and public safety and
health at risk. Similar to financial and reputational risk, cybersecurity risk affects a company’s
bottom line. It can drive up costs and impact revenue. It can harm an organization’s ability to
innovate and to gain and maintain customers.
To better address these risks, the President issued Executive Order 13636, “Improving Critical
Infrastructure Cybersecurity,” on February 12, 2013, which established that “[i]t is the Policy of
the United States to enhance the security and resilience of the Nation’s critical infrastructure and
to maintain a cyber environment that encourages efficiency, innovation, and economic prosperity
while promoting safety, security, business confidentiality, privacy, and civil liberties.” In
enacting this policy, the Executive Order calls for the development of a voluntary risk-based
Cybersecurity Framework – a set of industry standards and best practices to help organizations
manage cybersecurity risks. The resulting Framework, created through collaboration between
government and the private sector, uses a common language to address and manage
cybersecurity risk in a cost-effective way based on business needs without placing additional
regulatory requirements on businesses.
The Framework focuses on using business drivers to guide cybersecurity activities and
considering cybersecurity risks as part of the organization’s risk management processes. The
Framework consists of three parts: the Framework Core, the Framework Profile, and the
Framework Implementation Tiers. The Framework Core is a set of cybersecurity activities,
outcomes, and informative references that are common across critical infrastructure sectors,
providing the detailed guidance for developing individual organizational Profiles. Through use of
the Profiles, the Framework will help the organization align its cybersecurity activities with its
business requirements, risk tolerances, and resources. The Tiers provide a mechanism for
organizations to view and understand the characteristics of their approach to managing
cybersecurity risk.
The Executive Order also requires that the Framework include a methodology to protect
individual privacy and civil liberties when critical infrastructure organizations conduct
cybersecurity activities. While processes and existing needs will differ, the Framework can assist
organizations in incorporating privacy and civil liberties as part of a comprehensive
cybersecurity program.
The Framework enables organizations – regardless of size, degree of cybersecurity risk, or
cybersecurity sophistication – to apply the principles and best practices of risk management to
improving the security and resilience of critical infrastructure. The Framework provides
organization and structure to today’s multiple approaches to cybersecurity by assembling
standards, guidelines, and practices that are working effectively in industry today. Moreover,
because it references globally recognized standards for cybersecurity, the Framework can also be
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used by organizations located outside the United States and can serve as a model for
international cooperation on strengthening critical infrastructure cybersecurity.
The Framework is not a one-size-fits-all approach to managing cybersecurity risk for critical
infrastructure. Organizations will continue to have unique risks – different threats, different
vulnerabilities, different risk tolerances – and how they implement the practices in the
Framework will vary. Organizations can determine activities that are important to critical service
delivery and can prioritize investments to maximize the impact of each dollar spent. Ultimately,
the Framework is aimed at reducing and better managing cybersecurity risks.
The Framework is a living document and will continue to be updated and improved as industry
provides feedback on implementation. As the Framework is put into practice, lessons learned
will be integrated into future versions. This will ensure it is meeting the needs of critical
infrastructure owners and operators in a dynamic and challenging environment of new threats,
risks, and solutions.
Use of this voluntary Framework is the next step to improve the cybersecurity of our Nation’s
critical infrastructure – providing guidance for individual organizations, while increasing the
cybersecurity posture of the Nation’s critical infrastructure as a whole.
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Framework Introduction

The national and economic security of the United States depends on the reliable functioning of
critical infrastructure. To strengthen the resilience of this infrastructure, President Obama issued
Executive Order 13636 (EO), “Improving Critical Infrastructure Cybersecurity,” on February 12,
2013.1 This Executive Order calls for the development of a voluntary Cybersecurity Framework
(“Framework”) that provides a “prioritized, flexible, repeatable, performance-based, and costeffective approach” to manage cybersecurity risk for those processes, information, and systems
directly involved in the delivery of critical infrastructure services. The Framework, developed in
collaboration with industry, provides guidance to an organization on managing cybersecurity
risk.
Critical infrastructure is defined in the EO as “systems and assets, whether physical or virtual, so
vital to the United States that the incapacity or destruction of such systems and assets would have
a debilitating impact on security, national economic security, national public health or safety, or
any combination of those matters.” Due to the increasing pressures from external and internal
threats, organizations responsible for critical infrastructure need to have a consistent and iterative
approach to identifying, assessing, and managing cybersecurity risk. This approach is necessary
regardless of an organization’s size, threat exposure, or cybersecurity sophistication today.
The critical infrastructure community includes public and private owners and operators, and
other entities with a role in securing the Nation’s infrastructure. Members of each critical
infrastructure sector perform functions that are supported by information technology (IT) and
industrial control systems (ICS).2 This reliance on technology, communication, and the
interconnectivity of IT and ICS has changed and expanded the potential vulnerabilities and
increased potential risk to operations. For example, as ICS and the data produced in ICS
operations are increasingly used to deliver critical services and support business decisions, the
potential impacts of a cybersecurity incident on an organization’s business, assets, health and
safety of individuals, and the environment should be considered. To manage cybersecurity risks,
a clear understanding of the organization’s business drivers and security considerations specific
to its use of IT and ICS is required. Because each organization’s risk is unique, along with its use
of IT and ICS, the tools and methods used to achieve the outcomes described by the Framework
will vary.
Recognizing the role that the protection of privacy and civil liberties plays in creating greater
public trust, the Executive Order requires that the Framework include a methodology to protect
individual privacy and civil liberties when critical infrastructure organizations conduct
cybersecurity activities. Many organizations already have processes for addressing privacy and
civil liberties. The methodology is designed to complement such processes and provide guidance
to facilitate privacy risk management consistent with an organization’s approach to cybersecurity
risk management. Integrating privacy and cybersecurity can benefit organizations by increasing
customer confidence, enabling more standardized sharing of information, and simplifying
operations across legal regimes.
1

2

Executive Order no. 13636, Improving Critical Infrastructure Cybersecurity, DCPD-201300091, February 12,
2013. http://www.gpo.gov/fdsys/pkg/FR-2013-02-19/pdf/2013-03915.pdf
The DHS Critical Infrastructure program provides a listing of the sectors and their associated critical functions
and value chains. http://www.dhs.gov/critical-infrastructure-sectors
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To ensure extensibility and enable technical innovation, the Framework is technology neutral.
The Framework relies on a variety of existing standards, guidelines, and practices to enable
critical infrastructure providers to achieve resilience. By relying on those global standards,
guidelines, and practices developed, managed, and updated by industry, the tools and methods
available to achieve the Framework outcomes will scale across borders, acknowledge the global
nature of cybersecurity risks, and evolve with technological advances and business requirements.
The use of existing and emerging standards will enable economies of scale and drive the
development of effective products, services, and practices that meet identified market needs.
Market competition also promotes faster diffusion of these technologies and practices and
realization of many benefits by the stakeholders in these sectors.
Building from those standards, guidelines, and practices, the Framework provides a common
taxonomy and mechanism for organizations to:
1) Describe their current cybersecurity posture;
2) Describe their target state for cybersecurity;
3) Identify and prioritize opportunities for improvement within the context of a
continuous and repeatable process;
4) Assess progress toward the target state;
5) Communicate among internal and external stakeholders about cybersecurity risk.
The Framework complements, and does not replace, an organization’s risk management process
and cybersecurity program. The organization can use its current processes and leverage the
Framework to identify opportunities to strengthen and communicate its management of
cybersecurity risk while aligning with industry practices. Alternatively, an organization without
an existing cybersecurity program can use the Framework as a reference to establish one.
Just as the Framework is not industry-specific, the common taxonomy of standards, guidelines,
and practices that it provides also is not country-specific. Organizations outside the United States
may also use the Framework to strengthen their own cybersecurity efforts, and the Framework
can contribute to developing a common language for international cooperation on critical
infrastructure cybersecurity.
1.1

Overview of the Fr amework

The Framework is a risk-based approach to managing cybersecurity risk, and is composed of
three parts: the Framework Core, the Framework Implementation Tiers, and the Framework
Profiles. Each Framework component reinforces the connection between business drivers and
cybersecurity activities. These components are explained below.
•

The Framework Core is a set of cybersecurity activities, desired outcomes, and
applicable references that are common across critical infrastructure sectors. The Core
presents industry standards, guidelines, and practices in a manner that allows for
communication of cybersecurity activities and outcomes across the organization from the
executive level to the implementation/operations level. The Framework Core consists of
five concurrent and continuous Functions—Identify, Protect, Detect, Respond, Recover.
When considered together, these Functions provide a high-level, strategic view of the
lifecycle of an organization’s management of cybersecurity risk. The Framework Core
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then identifies underlying key Categories and Subcategories for each Function, and
matches them with example Informative References such as existing standards,
guidelines, and practices for each Subcategory.

1.2

•

Framework Implementation Tiers (“Tiers”) provide context on how an organization
views cybersecurity risk and the processes in place to manage that risk. Tiers describe the
degree to which an organization’s cybersecurity risk management practices exhibit the
characteristics defined in the Framework (e.g., risk and threat aware, repeatable, and
adaptive). The Tiers characterize an organization’s practices over a range, from Partial
(Tier 1) to Adaptive (Tier 4). These Tiers reflect a progression from informal, reactive
responses to approaches that are agile and risk-informed. During the Tier selection
process, an organization should consider its current risk management practices, threat
environment, legal and regulatory requirements, business/mission objectives, and
organizational constraints.

•

A Framework Profile (“Profile”) represents the outcomes based on business needs that an
organization has selected from the Framework Categories and Subcategories. The Profile
can be characterized as the alignment of standards, guidelines, and practices to the
Framework Core in a particular implementation scenario. Profiles can be used to identify
opportunities for improving cybersecurity posture by comparing a “Current” Profile (the
“as is” state) with a “Target” Profile (the “to be” state). To develop a Profile, an
organization can review all of the Categories and Subcategories and, based on business
drivers and a risk assessment, determine which are most important; they can add
Categories and Subcategories as needed to address the organization’s risks. The Current
Profile can then be used to support prioritization and measurement of progress toward the
Target Profile, while factoring in other business needs including cost-effectiveness and
innovation. Profiles can be used to conduct self-assessments and communicate within an
organization or between organizations.
Risk Manageme nt and the Cybersecurity Framework

Risk management is the ongoing process of identifying, assessing, and responding to risk. To
manage risk, organizations should understand the likelihood that an event will occur and the
resulting impact. With this information, organizations can determine the acceptable level of risk
for delivery of services and can express this as their risk tolerance.
With an understanding of risk tolerance, organizations can prioritize cybersecurity activities,
enabling organizations to make informed decisions about cybersecurity expenditures.
Implementation of risk management programs offers organizations the ability to quantify and
communicate adjustments to their cybersecurity programs. Organizations may choose to handle
risk in different ways, including mitigating the risk, transferring the risk, avoiding the risk, or
accepting the risk, depending on the potential impact to the delivery of critical services.
The Framework uses risk management processes to enable organizations to inform and prioritize
decisions regarding cybersecurity. It supports recurring risk assessments and validation of
business drivers to help organizations select target states for cybersecurity activities that reflect
desired outcomes. Thus, the Framework gives organizations the ability to dynamically select and
direct improvement in cybersecurity risk management for the IT and ICS environments.
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The Framework is adaptive to provide a flexible and risk-based implementation that can be used
with a broad array of cybersecurity risk management processes. Examples of cybersecurity risk
management processes include International Organization for Standardization (ISO)
31000:20093, ISO/IEC 27005:20114, National Institute of Standards and Technology (NIST)
Special Publication (SP) 800-395, and the Electricity Subsector Cybersecurity Risk Management
Process (RMP) guideline6.
1.3

Docume nt Overview

The remainder of this document contains the following sections and appendices:
• Section 2 describes the Framework components: the Framework Core, the Tiers, and the
Profiles.
• Section 3 presents examples of how the Framework can be used.
• Appendix A presents the Framework Core in a tabular format: the Functions, Categories,
Subcategories, and Informative References.
• Appendix B contains a glossary of selected terms.
• Appendix C lists acronyms used in this document.

3

4

5

6

International Organization for Standardization, Risk management – Principles and guidelines, ISO 31000:2009,
2009. http://www.iso.org/iso/home/standards/iso31000.htm
International Organization for Standardization/International Electrotechnical Commission, Information
technology – Security techniques – Information security risk management, ISO/IEC 27005:2011, 2011.
http://www.iso.org/iso/catalogue_detail?csnumber=56742
Joint Task Force Transformation Initiative, Managing Information Security Risk: Organization, Mission, and
Information System View, NIST Special Publication 800-39, March 2011.
http://csrc.nist.gov/publications/nistpubs/800-39/SP800-39-final.pdf
U.S. Department of Energy, Electricity Subsector Cybersecurity Risk Management Process, DOE/OE-0003, May
2012. http://energy.gov/sites/prod/files/Cybersecurity%20Risk%20Management%20Process%20Guideline%20
%20Final%20-%20May%202012.pdf
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Framework Basics

The Framework provides a common language for understanding, managing, and expressing
cybersecurity risk both internally and externally. It can be used to help identify and prioritize
actions for reducing cybersecurity risk, and it is a tool for aligning policy, business, and
technological approaches to managing that risk. It can be used to manage cybersecurity risk
across entire organizations or it can be focused on the delivery of critical services within an
organization. Different types of entities – including sector coordinating structures, associations,
and organizations – can use the Framework for different purposes, including the creation of
common Profiles.
2.1

Framework C ore

The Framework Core provides a set of activities to achieve specific cybersecurity outcomes, and
references examples of guidance to achieve those outcomes. The Core is not a checklist of
actions to perform. It presents key cybersecurity outcomes identified by industry as helpful in
managing cybersecurity risk. The Core comprises four elements: Functions, Categories,
Subcategories, and Informative References, depicted in Figure 1:

Figure 1: Framework Core Structure

The Framework Core elements work together as follows:
•

Functions organize basic cybersecurity activities at their highest level. These Functions
are Identify, Protect, Detect, Respond, and Recover. They aid an organization in
expressing its management of cybersecurity risk by organizing information, enabling risk
management decisions, addressing threats, and improving by learning from previous
activities. The Functions also align with existing methodologies for incident management
and help show the impact of investments in cybersecurity. For example, investments in
planning and exercises support timely response and recovery actions, resulting in reduced
impact to the delivery of services.

•

Categories are the subdivisions of a Function into groups of cybersecurity outcomes
closely tied to programmatic needs and particular activities. Examples of Categories
include “Asset Management,” “Access Control,” and “Detection Processes.”
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•

Subcategories further divide a Category into specific outcomes of technical and/or
management activities. They provide a set of results that, while not exhaustive, help
support achievement of the outcomes in each Category. Examples of Subcategories
include “External information systems are catalogued,” “Data-at-rest is protected,” and
“Notifications from detection systems are investigated.”

•

Informative References are specific sections of standards, guidelines, and practices
common among critical infrastructure sectors that illustrate a method to achieve the
outcomes associated with each Subcategory. The Informative References presented in the
Framework Core are illustrative and not exhaustive. They are based upon cross-sector
guidance most frequently referenced during the Framework development process.7

The five Framework Core Functions are defined below. These Functions are not intended to
form a serial path, or lead to a static desired end state. Rather, the Functions can be performed
concurrently and continuously to form an operational culture that addresses the dynamic
cybersecurity risk. See Appendix A for the complete Framework Core listing.
•

Identify – Develop the organizational understanding to manage cybersecurity risk to
systems, assets, data, and capabilities.
The activities in the Identify Function are foundational for effective use of the
Framework. Understanding the business context, the resources that support critical
functions, and the related cybersecurity risks enables an organization to focus and
prioritize its efforts, consistent with its risk management strategy and business needs.
Examples of outcome Categories within this Function include: Asset Management;
Business Environment; Governance; Risk Assessment; and Risk Management Strategy.

•

Protect – Develop and implement the appropriate safeguards to ensure delivery of
critical infrastructure services.
The Protect Function supports the ability to limit or contain the impact of a potential
cybersecurity event. Examples of outcome Categories within this Function include:
Access Control; Awareness and Training; Data Security; Information Protection
Processes and Procedures; Maintenance; and Protective Technology.

•

Detect – Develop and implement the appropriate activities to identify the occurrence of a
cybersecurity event.
The Detect Function enables timely discovery of cybersecurity events. Examples of
outcome Categories within this Function include: Anomalies and Events; Security
Continuous Monitoring; and Detection Processes.

•

7

Respond – Develop and implement the appropriate activities to take action regarding a
detected cybersecurity event.

NIST developed a Compendium of informative references gathered from the Request for Information (RFI)
input, Cybersecurity Framework workshops, and stakeholder engagement during the Framework development
process. The Compendium includes standards, guidelines, and practices to assist with implementation. The
Compendium is not intended to be an exhaustive list, but rather a starting point based on initial stakeholder
input. The Compendium and other supporting material can be found at http://www.nist.gov/cyberframework/.
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The Respond Function supports the ability to contain the impact of a potential
cybersecurity event. Examples of outcome Categories within this Function include:
Response Planning; Communications; Analysis; Mitigation; and Improvements.
•

Recover – Develop and implement the appropriate activities to maintain plans for
resilience and to restore any capabilities or services that were impaired due to a
cybersecurity event.
The Recover Function supports timely recovery to normal operations to reduce the
impact from a cybersecurity event. Examples of outcome Categories within this Function
include: Recovery Planning; Improvements; and Communications.

2.2

Framework Implementation Tiers

The Framework Implementation Tiers (“Tiers”) provide context on how an organization views
cybersecurity risk and the processes in place to manage that risk. The Tiers range from Partial
(Tier 1) to Adaptive (Tier 4) and describe an increasing degree of rigor and sophistication in
cybersecurity risk management practices and the extent to which cybersecurity risk management
is informed by business needs and is integrated into an organization’s overall risk management
practices. Risk management considerations include many aspects of cybersecurity, including the
degree to which privacy and civil liberties considerations are integrated into an organization’s
management of cybersecurity risk and potential risk responses.
The Tier selection process considers an organization’s current risk management practices, threat
environment, legal and regulatory requirements, business/mission objectives, and organizational
constraints. Organizations should determine the desired Tier, ensuring that the selected level
meets the organizational goals, is feasible to implement, and reduces cybersecurity risk to critical
assets and resources to levels acceptable to the organization. Organizations should consider
leveraging external guidance obtained from Federal government departments and agencies,
Information Sharing and Analysis Centers (ISACs), existing maturity models, or other sources to
assist in determining their desired tier.
While organizations identified as Tier 1 (Partial) are encouraged to consider moving toward Tier
2 or greater, Tiers do not represent maturity levels. Progression to higher Tiers is encouraged
when such a change would reduce cybersecurity risk and be cost effective. Successful
implementation of the Framework is based upon achievement of the outcomes described in the
organization’s Target Profile(s) and not upon Tier determination.
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The Tier definitions are as follows:
Tier 1: Partial
•

Risk Management Process – Organizational cybersecurity risk management practices are
not formalized, and risk is managed in an ad hoc and sometimes reactive manner.
Prioritization of cybersecurity activities may not be directly informed by organizational
risk objectives, the threat environment, or business/mission requirements.

•

Integrated Risk Management Program – There is limited awareness of cybersecurity risk
at the organizational level and an organization-wide approach to managing cybersecurity
risk has not been established. The organization implements cybersecurity risk
management on an irregular, case-by-case basis due to varied experience or information
gained from outside sources. The organization may not have processes that enable
cybersecurity information to be shared within the organization.

•

External Participation – An organization may not have the processes in place to
participate in coordination or collaboration with other entities.

Tier 2: Risk Informed
•

Risk Management Process – Risk management practices are approved by management
but may not be established as organizational-wide policy. Prioritization of cybersecurity
activities is directly informed by organizational risk objectives, the threat environment, or
business/mission requirements.

•

Integrated Risk Management Program – There is an awareness of cybersecurity risk at
the organizational level but an organization-wide approach to managing cybersecurity
risk has not been established. Risk-informed, management-approved processes and
procedures are defined and implemented, and staff has adequate resources to perform
their cybersecurity duties. Cybersecurity information is shared within the organization on
an informal basis.

•

External Participation – The organization knows its role in the larger ecosystem, but has
not formalized its capabilities to interact and share information externally.

Tier 3: Repeatable
•

Risk Management Process – The organization’s risk management practices are formally
approved and expressed as policy. Organizational cybersecurity practices are regularly
updated based on the application of risk management processes to changes in
business/mission requirements and a changing threat and technology landscape.

•

Integrated Risk Management Program – There is an organization-wide approach to
manage cybersecurity risk. Risk-informed policies, processes, and procedures are
defined, implemented as intended, and reviewed. Consistent methods are in place to
respond effectively to changes in risk. Personnel possess the knowledge and skills to
perform their appointed roles and responsibilities.

•

External Participation – The organization understands its dependencies and partners and
receives information from these partners that enables collaboration and risk-based
management decisions within the organization in response to events.
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Tier 4: Adaptive
•

Risk Management Process – The organization adapts its cybersecurity practices based on
lessons learned and predictive indicators derived from previous and current cybersecurity
activities. Through a process of continuous improvement incorporating advanced
cybersecurity technologies and practices, the organization actively adapts to a changing
cybersecurity landscape and responds to evolving and sophisticated threats in a timely
manner.

•

Integrated Risk Management Program – There is an organization-wide approach to
managing cybersecurity risk that uses risk-informed policies, processes, and procedures
to address potential cybersecurity events. Cybersecurity risk management is part of the
organizational culture and evolves from an awareness of previous activities, information
shared by other sources, and continuous awareness of activities on their systems and
networks.

•

External Participation – The organization manages risk and actively shares information
with partners to ensure that accurate, current information is being distributed and
consumed to improve cybersecurity before a cybersecurity event occurs.

2.3

Framework Profile

The Framework Profile (“Profile”) is the alignment of the Functions, Categories, and
Subcategories with the business requirements, risk tolerance, and resources of the organization.
A Profile enables organizations to establish a roadmap for reducing cybersecurity risk that is well
aligned with organizational and sector goals, considers legal/regulatory requirements and
industry best practices, and reflects risk management priorities. Given the complexity of many
organizations, they may choose to have multiple profiles, aligned with particular components and
recognizing their individual needs.
Framework Profiles can be used to describe the current state or the desired target state of specific
cybersecurity activities. The Current Profile indicates the cybersecurity outcomes that are
currently being achieved. The Target Profile indicates the outcomes needed to achieve the
desired cybersecurity risk management goals. Profiles support business/mission requirements
and aid in the communication of risk within and between organizations. This Framework
document does not prescribe Profile templates, allowing for flexibility in implementation.
Comparison of Profiles (e.g., the Current Profile and Target Profile) may reveal gaps to be
addressed to meet cybersecurity risk management objectives. An action plan to address these
gaps can contribute to the roadmap described above. Prioritization of gap mitigation is driven by
the organization’s business needs and risk management processes. This risk-based approach
enables an organization to gauge resource estimates (e.g., staffing, funding) to achieve
cybersecurity goals in a cost-effective, prioritized manner.

11

February 12, 2014
2.4

Cybersecurity Framework

Version 1.0

Coordi nation of F ramework Implementation

Figure 2 describes a common flow of information and decisions at the following levels within an
organization:
•
•
•

Executive
Business/Process
Implementation/Operations

The executive level communicates the mission priorities, available resources, and overall risk
tolerance to the business/process level. The business/process level uses the information as inputs
into the risk management process, and then collaborates with the implementation/operations
level to communicate business needs and create a Profile. The implementation/operations level
communicates the Profile implementation progress to the business/process level. The
business/process level uses this information to perform an impact assessment. Business/process
level management reports the outcomes of that impact assessment to the executive level to
inform the organization’s overall risk management process and to the implementation/operations
level for awareness of business impact.

Figure 2: Notional Information and Decision Flows within an Organization
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How to Use the Framework

An organization can use the Framework as a key part of its systematic process for identifying,
assessing, and managing cybersecurity risk. The Framework is not designed to replace existing
processes; an organization can use its current process and overlay it onto the Framework to
determine gaps in its current cybersecurity risk approach and develop a roadmap to
improvement. Utilizing the Framework as a cybersecurity risk management tool, an organization
can determine activities that are most important to critical service delivery and prioritize
expenditures to maximize the impact of the investment.
The Framework is designed to complement existing business and cybersecurity operations. It can
serve as the foundation for a new cybersecurity program or a mechanism for improving an
existing program. The Framework provides a means of expressing cybersecurity requirements to
business partners and customers and can help identify gaps in an organization’s cybersecurity
practices. It also provides a general set of considerations and processes for considering privacy
and civil liberties implications in the context of a cybersecurity program.
The following sections present different ways in which organizations can use the Framework.
3.1

Basic Review of C ybersecurity Practices

The Framework can be used to compare an organization’s current cybersecurity activities with
those outlined in the Framework Core. Through the creation of a Current Profile, organizations
can examine the extent to which they are achieving the outcomes described in the Core
Categories and Subcategories, aligned with the five high-level Functions: Identify, Protect,
Detect, Respond, and Recover. An organization may find that it is already achieving the desired
outcomes, thus managing cybersecurity commensurate with the known risk. Conversely, an
organization may determine that it has opportunities to (or needs to) improve. The organization
can use that information to develop an action plan to strengthen existing cybersecurity practices
and reduce cybersecurity risk. An organization may also find that it is overinvesting to achieve
certain outcomes. The organization can use this information to reprioritize resources to
strengthen other cybersecurity practices.
While they do not replace a risk management process, these five high-level Functions will
provide a concise way for senior executives and others to distill the fundamental concepts of
cybersecurity risk so that they can assess how identified risks are managed, and how their
organization stacks up at a high level against existing cybersecurity standards, guidelines, and
practices. The Framework can also help an organization answer fundamental questions,
including “How are we doing?” Then they can move in a more informed way to strengthen their
cybersecurity practices where and when deemed necessary.
3.2

Establishing or Improving a Cy bersecurity Program

The following steps illustrate how an organization could use the Framework to create a new
cybersecurity program or improve an existing program. These steps should be repeated as
necessary to continuously improve cybersecurity.
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Step 1: Prioritize and Scope. The organization identifies its business/mission objectives and
high-level organizational priorities. With this information, the organization makes strategic
decisions regarding cybersecurity implementations and determines the scope of systems and
assets that support the selected business line or process. The Framework can be adapted to
support the different business lines or processes within an organization, which may have
different business needs and associated risk tolerance.
Step 2: Orient. Once the scope of the cybersecurity program has been determined for the
business line or process, the organization identifies related systems and assets, regulatory
requirements, and overall risk approach. The organization then identifies threats to, and
vulnerabilities of, those systems and assets.
Step 3: Create a Current Profile. The organization develops a Current Profile by indicating
which Category and Subcategory outcomes from the Framework Core are currently being
achieved.
Step 4: Conduct a Risk Assessment. This assessment could be guided by the organization’s
overall risk management process or previous risk assessment activities. The organization
analyzes the operational environment in order to discern the likelihood of a cybersecurity event
and the impact that the event could have on the organization. It is important that organizations
seek to incorporate emerging risks and threat and vulnerability data to facilitate a robust
understanding of the likelihood and impact of cybersecurity events.
Step 5: Create a Target Profile. The organization creates a Target Profile that focuses on the
assessment of the Framework Categories and Subcategories describing the organization’s desired
cybersecurity outcomes. Organizations also may develop their own additional Categories and
Subcategories to account for unique organizational risks. The organization may also consider
influences and requirements of external stakeholders such as sector entities, customers, and
business partners when creating a Target Profile.
Step 6: Determine, Analyze, and Prioritize Gaps. The organization compares the Current
Profile and the Target Profile to determine gaps. Next it creates a prioritized action plan to
address those gaps that draws upon mission drivers, a cost/benefit analysis, and understanding of
risk to achieve the outcomes in the Target Profile. The organization then determines resources
necessary to address the gaps. Using Profiles in this manner enables the organization to make
informed decisions about cybersecurity activities, supports risk management, and enables the
organization to perform cost-effective, targeted improvements.
Step 7: Implement Action Plan. The organization determines which actions to take in regards
to the gaps, if any, identified in the previous step. It then monitors its current cybersecurity
practices against the Target Profile. For further guidance, the Framework identifies example
Informative References regarding the Categories and Subcategories, but organizations should
determine which standards, guidelines, and practices, including those that are sector specific,
work best for their needs.
An organization may repeat the steps as needed to continuously assess and improve its
cybersecurity. For instance, organizations may find that more frequent repetition of the orient
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step improves the quality of risk assessments. Furthermore, organizations may monitor progress
through iterative updates to the Current Profile, subsequently comparing the Current Profile to
the Target Profile. Organizations may also utilize this process to align their cybersecurity
program with their desired Framework Implementation Tier.
3.3

Communicating C ybersecurity Requirements with Sta keholders

The Framework provides a common language to communicate requirements among
interdependent stakeholders responsible for the delivery of essential critical infrastructure
services. Examples include:
•
•
•
•

An organization may utilize a Target Profile to express cybersecurity risk management
requirements to an external service provider (e.g., a cloud provider to which it is
exporting data).
An organization may express its cybersecurity state through a Current Profile to report
results or to compare with acquisition requirements.
A critical infrastructure owner/operator, having identified an external partner on whom
that infrastructure depends, may use a Target Profile to convey required Categories and
Subcategories.
A critical infrastructure sector may establish a Target Profile that can be used among its
constituents as an initial baseline Profile to build their tailored Target Profiles.

3.4 Identifying Opportunities for New or Revised Infor ma tive
References

The Framework can be used to identify opportunities for new or revised standards, guidelines, or
practices where additional Informative References would help organizations address emerging
needs. An organization implementing a given Subcategory, or developing a new Subcategory,
might discover that there are few Informative References, if any, for a related activity. To
address that need, the organization might collaborate with technology leaders and/or standards
bodies to draft, develop, and coordinate standards, guidelines, or practices.
3.5

Methodology to Protect Privacy and Civil Liberties

This section describes a methodology as required by the Executive Order to address individual
privacy and civil liberties implications that may result from cybersecurity operations. This
methodology is intended to be a general set of considerations and processes since privacy and
civil liberties implications may differ by sector or over time and organizations may address these
considerations and processes with a range of technical implementations. Nonetheless, not all
activities in a cybersecurity program may give rise to these considerations. Consistent with
Section 3.4, technical privacy standards, guidelines, and additional best practices may need to be
developed to support improved technical implementations.
Privacy and civil liberties implications may arise when personal information is used, collected,
processed, maintained, or disclosed in connection with an organization’s cybersecurity activities.
Some examples of activities that bear privacy or civil liberties considerations may include:
cybersecurity activities that result in the over-collection or over-retention of personal
information; disclosure or use of personal information unrelated to cybersecurity activities;
cybersecurity mitigation activities that result in denial of service or other similar potentially
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adverse impacts, including activities such as some types of incident detection or monitoring that
may impact freedom of expression or association.
The government and agents of the government have a direct responsibility to protect civil
liberties arising from cybersecurity activities. As referenced in the methodology below,
government or agents of the government that own or operate critical infrastructure should have a
process in place to support compliance of cybersecurity activities with applicable privacy laws,
regulations, and Constitutional requirements.
To address privacy implications, organizations may consider how, in circumstances where such
measures are appropriate, their cybersecurity program might incorporate privacy principles such
as: data minimization in the collection, disclosure, and retention of personal information material
related to the cybersecurity incident; use limitations outside of cybersecurity activities on any
information collected specifically for cybersecurity activities; transparency for certain
cybersecurity activities; individual consent and redress for adverse impacts arising from use of
personal information in cybersecurity activities; data quality, integrity, and security; and
accountability and auditing.
As organizations assess the Framework Core in Appendix A, the following processes and
activities may be considered as a means to address the above-referenced privacy and civil
liberties implications:
Governance of cybersecurity risk
•
•
•
•

An organization’s assessment of cybersecurity risk and potential risk responses considers
the privacy implications of its cybersecurity program
Individuals with cybersecurity-related privacy responsibilities report to appropriate
management and are appropriately trained
Process is in place to support compliance of cybersecurity activities with applicable
privacy laws, regulations, and Constitutional requirements
Process is in place to assess implementation of the foregoing organizational measures and
controls

Approaches to identifying and authorizing individuals to access organizational assets and
systems
•

Steps are taken to identify and address the privacy implications of access control
measures to the extent that they involve collection, disclosure, or use of personal
information

Awareness and training measures
•
•

Applicable information from organizational privacy policies is included in cybersecurity
workforce training and awareness activities
Service providers that provide cybersecurity-related services for the organization are
informed about the organization’s applicable privacy policies
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Anomalous activity detection and system and assets monitoring
•

Process is in place to conduct a privacy review of an organization’s anomalous activity
detection and cybersecurity monitoring

Response activities, including information sharing or other mitigation efforts
•
•

Process is in place to assess and address whether, when, how, and the extent to which
personal information is shared outside the organization as part of cybersecurity
information sharing activities
Process is in place to conduct a privacy review of an organization’s cybersecurity
mitigation efforts
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Appendix A: Framework Core
This appendix presents the Framework Core: a listing of Functions, Categories, Subcategories,
and Informative References that describe specific cybersecurity activities that are common
across all critical infrastructure sectors. The chosen presentation format for the Framework Core
does not suggest a specific implementation order or imply a degree of importance of the
Categories, Subcategories, and Informative References. The Framework Core presented in this
appendix represents a common set of activities for managing cybersecurity risk. While the
Framework is not exhaustive, it is extensible, allowing organizations, sectors, and other entities
to use Subcategories and Informative References that are cost-effective and efficient and that
enable them to manage their cybersecurity risk. Activities can be selected from the Framework
Core during the Profile creation process and additional Categories, Subcategories, and
Informative References may be added to the Profile. An organization’s risk management
processes, legal/regulatory requirements, business/mission objectives, and organizational
constraints guide the selection of these activities during Profile creation. Personal information is
considered a component of data or assets referenced in the Categories when assessing security
risks and protections.
While the intended outcomes identified in the Functions, Categories, and Subcategories are the
same for IT and ICS, the operational environments and considerations for IT and ICS differ. ICS
have a direct effect on the physical world, including potential risks to the health and safety of
individuals, and impact on the environment. Additionally, ICS have unique performance and
reliability requirements compared with IT, and the goals of safety and efficiency must be
considered when implementing cybersecurity measures.
For ease of use, each component of the Framework Core is given a unique identifier. Functions
and Categories each have a unique alphabetic identifier, as shown in Table 1. Subcategories
within each Category are referenced numerically; the unique identifier for each Subcategory is
included in Table 2.
Additional supporting material relating to the Framework can be found on the NIST website at
http://www.nist.gov/cyberframework/.
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Table 1: Function and Category Unique Identifiers
Function
Unique
Identifier

ID

PR

DE

RS

RC

Function

Identify

Protect

Detect

Respond

Recover

Category
Unique
Identifier

Category

ID.AM

Asset Management

ID.BE

Business Environment

ID.GV

Governance

ID.RA

Risk Assessment

ID.RM

Risk Management Strategy

PR.AC

Access Control

PR.AT

Awareness and Training

PR.DS

Data Security

PR.IP

Information Protection Processes and Procedures

PR.MA

Maintenance

PR.PT

Protective Technology

DE.AE

Anomalies and Events

DE.CM

Security Continuous Monitoring

DE.DP

Detection Processes

RS.RP

Response Planning

RS.CO

Communications

RS.AN

Analysis

RS.MI

Mitigation

RS.IM

Improvements

RC.RP

Recovery Planning

RC.IM

Improvements

RC.CO

Communications
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Table 2: Framework Core
Function

IDENTIFY
(ID)

Category

Asset Management (ID.AM):
The data, personnel, devices,
systems, and facilities that enable
the organization to achieve
business purposes are identified
and managed consistent with their
relative importance to business
objectives and the organization’s
risk strategy.

Subcategory

Informative References

ID.AM-1: Physical devices and systems
within the organization are inventoried

•
•
•
•
•
•

CCS CSC 1
COBIT 5 BAI09.01, BAI09.02
ISA 62443-2-1:2009 4.2.3.4
ISA 62443-3-3:2013 SR 7.8
ISO/IEC 27001:2013 A.8.1.1, A.8.1.2
NIST SP 800-53 Rev. 4 CM-8

ID.AM-2: Software platforms and
applications within the organization are
inventoried

•
•
•
•
•
•

CCS CSC 2
COBIT 5 BAI09.01, BAI09.02, BAI09.05
ISA 62443-2-1:2009 4.2.3.4
ISA 62443-3-3:2013 SR 7.8
ISO/IEC 27001:2013 A.8.1.1, A.8.1.2
NIST SP 800-53 Rev. 4 CM-8

•
•
•
•
•

CCS CSC 1
COBIT 5 DSS05.02
ISA 62443-2-1:2009 4.2.3.4
ISO/IEC 27001:2013 A.13.2.1
NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9,
PL-8

ID.AM-4: External information systems
are catalogued

•
•
•

COBIT 5 APO02.02
ISO/IEC 27001:2013 A.11.2.6
NIST SP 800-53 Rev. 4 AC-20, SA-9

ID.AM-5: Resources (e.g., hardware,
devices, data, and software) are prioritized
based on their classification, criticality, and
business value

•
•
•
•

COBIT 5 APO03.03, APO03.04, BAI09.02
ISA 62443-2-1:2009 4.2.3.6
ISO/IEC 27001:2013 A.8.2.1
NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14

ID.AM-6: Cybersecurity roles and
responsibilities for the entire workforce and
third-party stakeholders (e.g., suppliers,
customers, partners) are established

•
•
•

COBIT 5 APO01.02, DSS06.03
ISA 62443-2-1:2009 4.3.2.3.3
ISO/IEC 27001:2013 A.6.1.1

ID.AM-3: Organizational communication
and data flows are mapped
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NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-11

•

•

COBIT 5 APO08.04, APO08.05, APO10.03,
APO10.04, APO10.05
ISO/IEC 27001:2013 A.15.1.3, A.15.2.1,
A.15.2.2
NIST SP 800-53 Rev. 4 CP-2, SA-12

ID.BE-2: The organization’s place in
critical infrastructure and its industry sector
is identified and communicated

•
•

COBIT 5 APO02.06, APO03.01
NIST SP 800-53 Rev. 4 PM-8

ID.BE-3: Priorities for organizational
mission, objectives, and activities are
established and communicated

•
•
•

COBIT 5 APO02.01, APO02.06, APO03.01
ISA 62443-2-1:2009 4.2.2.1, 4.2.3.6
NIST SP 800-53 Rev. 4 PM-11, SA-14

•

ISO/IEC 27001:2013 A.11.2.2, A.11.2.3,
A.12.1.3
NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-11,
PM-8, SA-14

ID.BE-4: Dependencies and critical
functions for delivery of critical services
are established
ID.BE-5: Resilience requirements to
support delivery of critical services are
established

Governance (ID.GV): The
policies, procedures, and
processes to manage and monitor
the organization’s regulatory,
legal, risk, environmental, and
operational requirements are
understood and inform the
management of cybersecurity
risk.

Informative References
•

ID.BE-1: The organization’s role in the
supply chain is identified and
communicated

Business Environment (ID.BE):
The organization’s mission,
objectives, stakeholders, and
activities are understood and
prioritized; this information is
used to inform cybersecurity
roles, responsibilities, and risk
management decisions.

Version 1.0

•

•
•
•
•

COBIT 5 DSS04.02
ISO/IEC 27001:2013 A.11.1.4, A.17.1.1,
A.17.1.2, A.17.2.1
NIST SP 800-53 Rev. 4 CP-2, CP-11, SA-14

•
•
•
•

COBIT 5 APO01.03, EDM01.01, EDM01.02
ISA 62443-2-1:2009 4.3.2.6
ISO/IEC 27001:2013 A.5.1.1
NIST SP 800-53 Rev. 4 -1 controls from all
families

ID.GV-2: Information security roles &
responsibilities are coordinated and aligned
with internal roles and external partners

•
•
•
•

COBIT 5 APO13.12
ISA 62443-2-1:2009 4.3.2.3.3
ISO/IEC 27001:2013 A.6.1.1, A.7.2.1
NIST SP 800-53 Rev. 4 PM-1, PS-7

ID.GV-3: Legal and regulatory
requirements regarding cybersecurity,

•
•

COBIT 5 MEA03.01, MEA03.04
ISA 62443-2-1:2009 4.4.3.7

ID.GV-1: Organizational information
security policy is established

21

February 12, 2014

Function

Category

Cybersecurity Framework

Version 1.0

Subcategory
including privacy and civil liberties
obligations, are understood and managed

ID.GV-4: Governance and risk
management processes address
cybersecurity risks

Informative References
•
•

ISO/IEC 27001:2013 A.18.1
NIST SP 800-53 Rev. 4 -1 controls from all
families (except PM-1)

•
•

COBIT 5 DSS04.02
ISA 62443-2-1:2009 4.2.3.1, 4.2.3.3, 4.2.3.8,
4.2.3.9, 4.2.3.11, 4.3.2.4.3, 4.3.2.6.3
NIST SP 800-53 Rev. 4 PM-9, PM-11

•
•
•

ID.RA-1: Asset vulnerabilities are
identified and documented

•
•
•

Risk Assessment (ID.RA): The
organization understands the
cybersecurity risk to
organizational operations
(including mission, functions,
image, or reputation),
organizational assets, and
individuals.

ID.RA-2: Threat and vulnerability
information is received from information
sharing forums and sources

ID.RA-3: Threats, both internal and
external, are identified and documented

CCS CSC 4
COBIT 5 APO12.01, APO12.02, APO12.03,
APO12.04
ISA 62443-2-1:2009 4.2.3, 4.2.3.7, 4.2.3.9,
4.2.3.12
ISO/IEC 27001:2013 A.12.6.1, A.18.2.3
NIST SP 800-53 Rev. 4 CA-2, CA-7, CA-8,
RA-3, RA-5, SA-5, SA-11, SI-2, SI-4, SI-5

•
•
•

ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12
ISO/IEC 27001:2013 A.6.1.4
NIST SP 800-53 Rev. 4 PM-15, PM-16, SI-5

•

COBIT 5 APO12.01, APO12.02, APO12.03,
APO12.04
ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12
NIST SP 800-53 Rev. 4 RA-3, SI-5, PM-12,
PM-16

•
•

ID.RA-4: Potential business impacts and
likelihoods are identified

•
•
•

COBIT 5 DSS04.02
ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12
NIST SP 800-53 Rev. 4 RA-2, RA-3, PM-9,
PM-11, SA-14

ID.RA-5: Threats, vulnerabilities,
likelihoods, and impacts are used to
determine risk

•
•
•

COBIT 5 APO12.02
ISO/IEC 27001:2013 A.12.6.1
NIST SP 800-53 Rev. 4 RA-2, RA-3, PM-16

ID.RA-6: Risk responses are identified and

•

COBIT 5 APO12.05, APO13.02
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ID.RM-1: Risk management processes are
established, managed, and agreed to by
organizational stakeholders

ID.RM-2: Organizational risk tolerance is
determined and clearly expressed
ID.RM-3: The organization’s
determination of risk tolerance is informed
by its role in critical infrastructure and
sector specific risk analysis

PR.AC-1: Identities and credentials are
managed for authorized devices and users

Informative References
•

NIST SP 800-53 Rev. 4 PM-4, PM-9

•
•
•

COBIT 5 APO12.04, APO12.05, APO13.02,
BAI02.03, BAI04.02
ISA 62443-2-1:2009 4.3.4.2
NIST SP 800-53 Rev. 4 PM-9

•
•
•

COBIT 5 APO12.06
ISA 62443-2-1:2009 4.3.2.6.5
NIST SP 800-53 Rev. 4 PM-9

•

NIST SP 800-53 Rev. 4 PM-8, PM-9, PM-11,
SA-14

•
•
•
•

CCS CSC 16
COBIT 5 DSS05.04, DSS06.03
ISA 62443-2-1:2009 4.3.3.5.1
ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3,
SR 1.4, SR 1.5, SR 1.7, SR 1.8, SR 1.9
ISO/IEC 27001:2013 A.9.2.1, A.9.2.2, A.9.2.4,
A.9.3.1, A.9.4.2, A.9.4.3
NIST SP 800-53 Rev. 4 AC-2, IA Family

•

PROTECT (PR)

Access Control (PR.AC): Access
to assets and associated facilities
is limited to authorized users,
processes, or devices, and to
authorized activities and
transactions.

•

PR.AC-2: Physical access to assets is
managed and protected

•
•
•
•

PR.AC-3: Remote access is managed
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•
•
•
•

COBIT 5 DSS01.04, DSS05.05
ISA 62443-2-1:2009 4.3.3.3.2, 4.3.3.3.8
ISO/IEC 27001:2013 A.11.1.1, A.11.1.2,
A.11.1.4, A.11.1.6, A.11.2.3
NIST SP 800-53 Rev. 4 PE-2, PE-3, PE-4, PE
5, PE-6, PE-9
COBIT 5 APO13.01, DSS01.04, DSS05.03
ISA 62443-2-1:2009 4.3.3.6.6
ISA 62443-3-3:2013 SR 1.13, SR 2.6
ISO/IEC 27001:2013 A.6.2.2, A.13.1.1,
A.13.2.1
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Subcategory

PR.AC-4: Access permissions are
managed, incorporating the principles of
least privilege and separation of duties

Informative References
•

NIST SP 800-53 Rev. 4 AC-17, AC-19, AC-20

•
•
•
•

CCS CSC 12, 15
ISA 62443-2-1:2009 4.3.3.7.3
ISA 62443-3-3:2013 SR 2.1
ISO/IEC 27001:2013 A.6.1.2, A.9.1.2, A.9.2.3,
A.9.4.1, A.9.4.4
NIST SP 800-53 Rev. 4 AC-2, AC-3, AC-5,
AC-6, AC-16

•

•

ISA 62443-2-1:2009 4.3.3.4
ISA 62443-3-3:2013 SR 3.1, SR 3.8
ISO/IEC 27001:2013 A.13.1.1, A.13.1.3,
A.13.2.1
NIST SP 800-53 Rev. 4 AC-4, SC-7

PR.AT-1: All users are informed and
trained

•
•
•
•
•

CCS CSC 9
COBIT 5 APO07.03, BAI05.07
ISA 62443-2-1:2009 4.3.2.4.2
ISO/IEC 27001:2013 A.7.2.2
NIST SP 800-53 Rev. 4 AT-2, PM-13

PR.AT-2: Privileged users understand
roles & responsibilities

•
•
•
•
•

CCS CSC 9
COBIT 5 APO07.02, DSS06.03
ISA 62443-2-1:2009 4.3.2.4.2, 4.3.2.4.3
ISO/IEC 27001:2013 A.6.1.1, A.7.2.2
NIST SP 800-53 Rev. 4 AT-3, PM-13

PR.AT-3: Third-party stakeholders (e.g.,
suppliers, customers, partners) understand
roles & responsibilities

•
•
•
•
•

CCS CSC 9
COBIT 5 APO07.03, APO10.04, APO10.05
ISA 62443-2-1:2009 4.3.2.4.2
ISO/IEC 27001:2013 A.6.1.1, A.7.2.2
NIST SP 800-53 Rev. 4 PS-7, SA-9

PR.AT-4: Senior executives understand
roles & responsibilities

•
•

CCS CSC 9
COBIT 5 APO07.03

PR.AC-5: Network integrity is protected,
incorporating network segregation where
appropriate

Awareness and Training
(PR.AT): The organization’s
personnel and partners are
provided cybersecurity awareness
education and are adequately
trained to perform their
information security-related
duties and responsibilities
consistent with related policies,
procedures, and agreements.

•
•
•
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PR.AT-5: Physical and information
security personnel understand roles &
responsibilities

PR.DS-1: Data-at-rest is protected

Data Security (PR.DS):
Information and records (data) are
managed consistent with the
organization’s risk strategy to
protect the confidentiality,
integrity, and availability of
information.

Version 1.0

Informative References
•
•
•

ISA 62443-2-1:2009 4.3.2.4.2
ISO/IEC 27001:2013 A.6.1.1, A.7.2.2,
NIST SP 800-53 Rev. 4 AT-3, PM-13

•
•
•
•
•

CCS CSC 9
COBIT 5 APO07.03
ISA 62443-2-1:2009 4.3.2.4.2
ISO/IEC 27001:2013 A.6.1.1, A.7.2.2,
NIST SP 800-53 Rev. 4 AT-3, PM-13

•
•

CCS CSC 17
COBIT 5 APO01.06, BAI02.01, BAI06.01,
DSS06.06
ISA 62443-3-3:2013 SR 3.4, SR 4.1
ISO/IEC 27001:2013 A.8.2.3
NIST SP 800-53 Rev. 4 SC-28

•
•
•
•
•
•

PR.DS-2: Data-in-transit is protected
•
•

PR.DS-3: Assets are formally managed
throughout removal, transfers, and
disposition

PR.DS-4: Adequate capacity to ensure
availability is maintained
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•
•
•
•

CCS CSC 17
COBIT 5 APO01.06, DSS06.06
ISA 62443-3-3:2013 SR 3.1, SR 3.8, SR 4.1,
SR 4.2
ISO/IEC 27001:2013 A.8.2.3, A.13.1.1,
A.13.2.1, A.13.2.3, A.14.1.2, A.14.1.3
NIST SP 800-53 Rev. 4 SC-8

•

COBIT 5 BAI09.03
ISA 62443-2-1:2009 4. 4.3.3.3.9, 4.3.4.4.1
ISA 62443-3-3:2013 SR 4.2
ISO/IEC 27001:2013 A.8.2.3, A.8.3.1, A.8.3.2,
A.8.3.3, A.11.2.7
NIST SP 800-53 Rev. 4 CM-8, MP-6, PE-16

•
•
•

COBIT 5 APO13.01
ISA 62443-3-3:2013 SR 7.1, SR 7.2
ISO/IEC 27001:2013 A.12.3.1
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PR.DS-5: Protections against data leaks
are implemented

Informative References
•

NIST SP 800-53 Rev. 4 AU-4, CP-2, SC-5

•
•
•
•

CCS CSC 17
COBIT 5 APO01.06
ISA 62443-3-3:2013 SR 5.2
ISO/IEC 27001:2013 A.6.1.2, A.7.1.1, A.7.1.2,
A.7.3.1, A.8.2.2, A.8.2.3, A.9.1.1, A.9.1.2,
A.9.2.3, A.9.4.1, A.9.4.4, A.9.4.5, A.13.1.3,
A.13.2.1, A.13.2.3, A.13.2.4, A.14.1.2, A.14.1.3
NIST SP 800-53 Rev. 4 AC-4, AC-5, AC-6,
PE-19, PS-3, PS-6, SC-7, SC-8, SC-13, SC-31,
SI-4

•

•
PR.DS-6: Integrity checking mechanisms
are used to verify software, firmware, and
information integrity
PR.DS-7: The development and testing
environment(s) are separate from the
production environment

Information Protection
Processes and Procedures
(PR.IP): Security policies (that
address purpose, scope, roles,
responsibilities, management
commitment, and coordination
among organizational entities),
processes, and procedures are
maintained and used to manage
protection of information systems
and assets.

PR.IP-1: A baseline configuration of
information technology/industrial control
systems is created and maintained

•

ISA 62443-3-3:2013 SR 3.1, SR 3.3, SR 3.4,
SR 3.8
ISO/IEC 27001:2013 A.12.2.1, A.12.5.1,
A.14.1.2, A.14.1.3
NIST SP 800-53 Rev. 4 SI-7

•
•
•

COBIT 5 BAI07.04
ISO/IEC 27001:2013 A.12.1.4
NIST SP 800-53 Rev. 4 CM-2

•
•

CCS CSC 3, 10
COBIT 5 BAI10.01, BAI10.02, BAI10.03,
BAI10.05
ISA 62443-2-1:2009 4.3.4.3.2, 4.3.4.3.3
ISA 62443-3-3:2013 SR 7.6
ISO/IEC 27001:2013 A.12.1.2, A.12.5.1,
A.12.6.2, A.14.2.2, A.14.2.3, A.14.2.4
NIST SP 800-53 Rev. 4 CM-2, CM-3, CM-4,
CM-5, CM-6, CM-7, CM-9, SA-10

•

•
•
•
•

PR.IP-2: A System Development Life
Cycle to manage systems is implemented
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•
•
•

COBIT 5 APO13.01
ISA 62443-2-1:2009 4.3.4.3.3
ISO/IEC 27001:2013 A.6.1.5, A.14.1.1,
A.14.2.1, A.14.2.5
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PR.IP-3: Configuration change control
processes are in place

Informative References
•

NIST SP 800-53 Rev. 4 SA-3, SA-4, SA-8, SA
10, SA-11, SA-12, SA-15, SA-17, PL-8

•
•
•
•

COBIT 5 BAI06.01, BAI01.06
ISA 62443-2-1:2009 4.3.4.3.2, 4.3.4.3.3
ISA 62443-3-3:2013 SR 7.6
ISO/IEC 27001:2013 A.12.1.2, A.12.5.1,
A.12.6.2, A.14.2.2, A.14.2.3, A.14.2.4
NIST SP 800-53 Rev. 4 CM-3, CM-4, SA-10

•

PR.IP-4: Backups of information are
conducted, maintained, and tested
periodically

•
•
•
•
•
•
•

PR.IP-5: Policy and regulations regarding
the physical operating environment for
organizational assets are met

•
•

PR.IP-6: Data is destroyed according to
policy

•
•
•
•
•

PR.IP-7: Protection processes are
continuously improved

•
•

•
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COBIT 5 APO13.01
ISA 62443-2-1:2009 4.3.4.3.9
ISA 62443-3-3:2013 SR 7.3, SR 7.4
ISO/IEC 27001:2013 A.12.3.1,
A.17.1.2A.17.1.3, A.18.1.3
NIST SP 800-53 Rev. 4 CP-4, CP-6, CP-9
COBIT 5 DSS01.04, DSS05.05
ISA 62443-2-1:2009 4.3.3.3.1 4.3.3.3.2,
4.3.3.3.3, 4.3.3.3.5, 4.3.3.3.6
ISO/IEC 27001:2013 A.11.1.4, A.11.2.1,
A.11.2.2, A.11.2.3
NIST SP 800-53 Rev. 4 PE-10, PE-12, PE-13,
PE-14, PE-15, PE-18
COBIT 5 BAI09.03
ISA 62443-2-1:2009 4.3.4.4.4
ISA 62443-3-3:2013 SR 4.2
ISO/IEC 27001:2013 A.8.2.3, A.8.3.1, A.8.3.2,
A.11.2.7
NIST SP 800-53 Rev. 4 MP-6
COBIT 5 APO11.06, DSS04.05
ISA 62443-2-1:2009 4.4.3.1, 4.4.3.2, 4.4.3.3,
4.4.3.4, 4.4.3.5, 4.4.3.6, 4.4.3.7, 4.4.3.8
NIST SP 800-53 Rev. 4 CA-2, CA-7, CP-2, IR
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Informative References
8, PL-2, PM-6

PR.IP-8: Effectiveness of protection
technologies is shared with appropriate
parties
PR.IP-9: Response plans (Incident
Response and Business Continuity) and
recovery plans (Incident Recovery and
Disaster Recovery) are in place and
managed

PR.IP-10: Response and recovery plans
are tested

PR.IP-11: Cybersecurity is included in
human resources practices (e.g.,
deprovisioning, personnel screening)

PR.IP-12: A vulnerability management
plan is developed and implemented

Maintenance (PR.MA):
Maintenance and repairs of
industrial control and information
system components is performed
consistent with policies and
procedures.

PR.MA-1: Maintenance and repair of
organizational assets is performed and
logged in a timely manner, with approved
and controlled tools

PR.MA-2: Remote maintenance of
organizational assets is approved, logged,
and performed in a manner that prevents
unauthorized access
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•
•

ISO/IEC 27001:2013 A.16.1.6
NIST SP 800-53 Rev. 4 AC-21, CA-7, SI-4

•
•
•
•

COBIT 5 DSS04.03
ISA 62443-2-1:2009 4.3.2.5.3, 4.3.4.5.1
ISO/IEC 27001:2013 A.16.1.1, A.17.1.1,
A.17.1.2
NIST SP 800-53 Rev. 4 CP-2, IR-8

•
•
•
•

ISA 62443-2-1:2009 4.3.2.5.7, 4.3.4.5.11
ISA 62443-3-3:2013 SR 3.3
ISO/IEC 27001:2013 A.17.1.3
NIST SP 800-53 Rev.4 CP-4, IR-3, PM-14

•

•
•

COBIT 5 APO07.01, APO07.02, APO07.03,
APO07.04, APO07.05
ISA 62443-2-1:2009 4.3.3.2.1, 4.3.3.2.2,
4.3.3.2.3
ISO/IEC 27001:2013 A.7.1.1, A.7.3.1, A.8.1.4
NIST SP 800-53 Rev. 4 PS Family

•
•

ISO/IEC 27001:2013 A.12.6.1, A.18.2.2
NIST SP 800-53 Rev. 4 RA-3, RA-5, SI-2

•
•
•

COBIT 5 BAI09.03
ISA 62443-2-1:2009 4.3.3.3.7
ISO/IEC 27001:2013 A.11.1.2, A.11.2.4,
A.11.2.5
NIST SP 800-53 Rev. 4 MA-2, MA-3, MA-5

•

•
•
•
•

COBIT 5 DSS05.04
ISA 62443-2-1:2009 4.3.3.6.5, 4.3.3.6.6,
4.3.3.6.7, 4.4.4.6.8
ISO/IEC 27001:2013 A.11.2.4, A.15.1.1,
A.15.2.1
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PR.PT-1: Audit/log records are
determined, documented, implemented,
and reviewed in accordance with policy

Informative References
•

NIST SP 800-53 Rev. 4 MA-4

•
•
•

CCS CSC 14
COBIT 5 APO11.04
ISA 62443-2-1:2009 4.3.3.3.9, 4.3.3.5.8,
4.3.4.4.7, 4.4.2.1, 4.4.2.2, 4.4.2.4
ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10,
SR 2.11, SR 2.12
ISO/IEC 27001:2013 A.12.4.1, A.12.4.2,
A.12.4.3, A.12.4.4, A.12.7.1
NIST SP 800-53 Rev. 4 AU Family

•
•
•

PR.PT-2: Removable media is protected
and its use restricted according to policy
Protective Technology (PR.PT):
Technical security solutions are
managed to ensure the security
and resilience of systems and
assets, consistent with related
policies, procedures, and
agreements.

•
•
•
•
•
•

PR.PT-3: Access to systems and assets is
controlled, incorporating the principle of
least functionality

•

•
•
PR.PT-4: Communications and control
networks are protected
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•
•
•

COBIT 5 DSS05.02, APO13.01
ISA 62443-3-3:2013 SR 2.3
ISO/IEC 27001:2013 A.8.2.2, A.8.2.3, A.8.3.1,
A.8.3.3, A.11.2.9
NIST SP 800-53 Rev. 4 MP-2, MP-4, MP-5,
MP-7
COBIT 5 DSS05.02
ISA 62443-2-1:2009 4.3.3.5.1, 4.3.3.5.2,
4.3.3.5.3, 4.3.3.5.4, 4.3.3.5.5, 4.3.3.5.6,
4.3.3.5.7, 4.3.3.5.8, 4.3.3.6.1, 4.3.3.6.2,
4.3.3.6.3, 4.3.3.6.4, 4.3.3.6.5, 4.3.3.6.6,
4.3.3.6.7, 4.3.3.6.8, 4.3.3.6.9, 4.3.3.7.1,
4.3.3.7.2, 4.3.3.7.3, 4.3.3.7.4
ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3,
SR 1.4, SR 1.5, SR 1.6, SR 1.7, SR 1.8, SR 1.9,
SR 1.10, SR 1.11, SR 1.12, SR 1.13, SR 2.1, SR
2.2, SR 2.3, SR 2.4, SR 2.5, SR 2.6, SR 2.7
ISO/IEC 27001:2013 A.9.1.2
NIST SP 800-53 Rev. 4 AC-3, CM-7
CCS CSC 7
COBIT 5 DSS05.02, APO13.01
ISA 62443-3-3:2013 SR 3.1, SR 3.5, SR 3.8,
SR 4.1, SR 4.3, SR 5.1, SR 5.2, SR 5.3, SR 7.1,
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Informative References
•
•

DE.AE-1: A baseline of network
operations and expected data flows for
users and systems is established and
managed

DE.AE-2: Detected events are analyzed to
understand attack targets and methods
Anomalies and Events (DE.AE):
Anomalous activity is detected in
a timely manner and the potential
impact of events is understood.
DETECT (DE)

Security Continuous
Monitoring (DE.CM): The
information system and assets are
monitored at discrete intervals to
identify cybersecurity events and
verify the effectiveness of
protective measures.

SR 7.6
ISO/IEC 27001:2013 A.13.1.1, A.13.2.1
NIST SP 800-53 Rev. 4 AC-4, AC-17, AC-18,
CP-8, SC-7

•
•
•

COBIT 5 DSS03.01
ISA 62443-2-1:2009 4.4.3.3
NIST SP 800-53 Rev. 4 AC-4, CA-3, CM-2,
SI-4

•

ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7,
4.3.4.5.8
ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10,
SR 2.11, SR 2.12, SR 3.9, SR 6.1, SR 6.2
ISO/IEC 27001:2013 A.16.1.1, A.16.1.4
NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, SI
4

•
•
•
•
•

ISA 62443-3-3:2013 SR 6.1
NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR
5, IR-8, SI-4

DE.AE-4: Impact of events is determined

•
•

COBIT 5 APO12.06
NIST SP 800-53 Rev. 4 CP-2, IR-4, RA-3, SI 
4

DE.AE-5: Incident alert thresholds are
established

•
•
•

COBIT 5 APO12.06
ISA 62443-2-1:2009 4.2.3.10
NIST SP 800-53 Rev. 4 IR-4, IR-5, IR-8

•
•
•
•

CCS CSC 14, 16
COBIT 5 DSS05.07
ISA 62443-3-3:2013 SR 6.2
NIST SP 800-53 Rev. 4 AC-2, AU-12, CA-7,
CM-3, SC-5, SC-7, SI-4

•

ISA 62443-2-1:2009 4.3.3.3.8

DE.AE-3: Event data are aggregated and
correlated from multiple sources and
sensors

DE.CM-1: The network is monitored to
detect potential cybersecurity events

DE.CM-2: The physical environment is
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•

NIST SP 800-53 Rev. 4 CA-7, PE-3, PE-6, PE
20

•
•
•

ISA 62443-3-3:2013 SR 6.2
ISO/IEC 27001:2013 A.12.4.1
NIST SP 800-53 Rev. 4 AC-2, AU-12, AU-13,
CA-7, CM-10, CM-11

DE.CM-4: Malicious code is detected

•
•
•
•
•
•

CCS CSC 5
COBIT 5 DSS05.01
ISA 62443-2-1:2009 4.3.4.3.8
ISA 62443-3-3:2013 SR 3.2
ISO/IEC 27001:2013 A.12.2.1
NIST SP 800-53 Rev. 4 SI-3

DE.CM-5: Unauthorized mobile code is
detected

•
•
•

ISA 62443-3-3:2013 SR 2.4
ISO/IEC 27001:2013 A.12.5.1
NIST SP 800-53 Rev. 4 SC-18, SI-4. SC-44

•
•
•

COBIT 5 APO07.06
ISO/IEC 27001:2013 A.14.2.7, A.15.2.1
NIST SP 800-53 Rev. 4 CA-7, PS-7, SA-4, SA
9, SI-4

•

NIST SP 800-53 Rev. 4 AU-12, CA-7, CM-3,
CM-8, PE-3, PE-6, PE-20, SI-4

DE.CM-8: Vulnerability scans are
performed

•
•
•
•

COBIT 5 BAI03.10
ISA 62443-2-1:2009 4.2.3.1, 4.2.3.7
ISO/IEC 27001:2013 A.12.6.1
NIST SP 800-53 Rev. 4 RA-5

DE.DP-1: Roles and responsibilities for
detection are well defined to ensure
accountability

•
•
•
•

CCS CSC 5
COBIT 5 DSS05.01
ISA 62443-2-1:2009 4.4.3.1
ISO/IEC 27001:2013 A.6.1.1

monitored to detect potential cybersecurity
events
DE.CM-3: Personnel activity is monitored
to detect potential cybersecurity events

DE.CM-6: External service provider
activity is monitored to detect potential
cybersecurity events
DE.CM-7: Monitoring for unauthorized
personnel, connections, devices, and
software is performed

Detection Processes (DE.DP):
Detection processes and
procedures are maintained and
tested to ensure timely and

Version 1.0
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adequate awareness of anomalous
events.
DE.DP-2: Detection activities comply with
all applicable requirements

DE.DP-3: Detection processes are tested

DE.DP-4: Event detection information is
communicated to appropriate parties

DE.DP-5: Detection processes are
continuously improved
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Informative References
•

NIST SP 800-53 Rev. 4 CA-2, CA-7, PM-14

•
•
•

ISA 62443-2-1:2009 4.4.3.2
ISO/IEC 27001:2013 A.18.1.4
NIST SP 800-53 Rev. 4 CA-2, CA-7, PM-14,
SI-4

•
•
•
•
•

COBIT 5 APO13.02
ISA 62443-2-1:2009 4.4.3.2
ISA 62443-3-3:2013 SR 3.3
ISO/IEC 27001:2013 A.14.2.8
NIST SP 800-53 Rev. 4 CA-2, CA-7, PE-3,
PM-14, SI-3, SI-4

•
•
•
•
•

COBIT 5 APO12.06
ISA 62443-2-1:2009 4.3.4.5.9
ISA 62443-3-3:2013 SR 6.1
ISO/IEC 27001:2013 A.16.1.2
NIST SP 800-53 Rev. 4 AU-6, CA-2, CA-7,
RA-5, SI-4

•
•
•
•

COBIT 5 APO11.06, DSS04.05
ISA 62443-2-1:2009 4.4.3.4
ISO/IEC 27001:2013 A.16.1.6
NIST SP 800-53 Rev. 4, CA-2, CA-7, PL-2,
RA-5, SI-4, PM-14

February 12, 2014
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Response Planning (RS.RP):
Response processes and
procedures are executed and
maintained, to ensure timely
response to detected cybersecurity
events.

RESPOND (RS)

Communications (RS.CO):
Response activities are
coordinated with internal and
external stakeholders, as
appropriate, to include external
support from law enforcement
agencies.

Analysis (RS.AN): Analysis is
conducted to ensure adequate
response and support recovery
activities.

Cybersecurity Framework

Version 1.0
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RS.RP-1: Response plan is executed
during or after an event

Informative References
•
•
•
•
•

COBIT 5 BAI01.10
CCS CSC 18
ISA 62443-2-1:2009 4.3.4.5.1
ISO/IEC 27001:2013 A.16.1.5
NIST SP 800-53 Rev. 4 CP-2, CP-10, IR-4, IR
8

•
RS.CO-1: Personnel know their roles and
order of operations when a response is
needed

•
•

ISA 62443-2-1:2009 4.3.4.5.2, 4.3.4.5.3,
4.3.4.5.4
ISO/IEC 27001:2013 A.6.1.1, A.16.1.1
NIST SP 800-53 Rev. 4 CP-2, CP-3, IR-3, IR-8

RS.CO-2: Events are reported consistent
with established criteria

•
•
•

ISA 62443-2-1:2009 4.3.4.5.5
ISO/IEC 27001:2013 A.6.1.3, A.16.1.2
NIST SP 800-53 Rev. 4 AU-6, IR-6, IR-8

RS.CO-3: Information is shared consistent
with response plans

•
•
•

ISA 62443-2-1:2009 4.3.4.5.2
ISO/IEC 27001:2013 A.16.1.2
NIST SP 800-53 Rev. 4 CA-2, CA-7, CP-2, IR
4, IR-8, PE-6, RA-5, SI-4

RS.CO-4: Coordination with stakeholders
occurs consistent with response plans

•
•

ISA 62443-2-1:2009 4.3.4.5.5
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

RS.CO-5: Voluntary information sharing
occurs with external stakeholders to
achieve broader cybersecurity situational
awareness

•

NIST SP 800-53 Rev. 4 PM-15, SI-5

•
•

COBIT 5 DSS02.07
ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7,
4.3.4.5.8
ISA 62443-3-3:2013 SR 6.1
ISO/IEC 27001:2013 A.12.4.1, A.12.4.3,
A.16.1.5
NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR

RS.AN-1: Notifications from detection
systems are investigated

•
•
•
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5, PE-6, SI-4
•

RS.AN-2: The impact of the incident is
understood

•
•
•
•
•

ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10,
SR 2.11, SR 2.12, SR 3.9, SR 6.1
ISO/IEC 27001:2013 A.16.1.7
NIST SP 800-53 Rev. 4 AU-7, IR-4

RS.AN-4: Incidents are categorized
consistent with response plans

•
•
•

ISA 62443-2-1:2009 4.3.4.5.6
ISO/IEC 27001:2013 A.16.1.4
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-5, IR-8

RS.MI-1: Incidents are contained

•
•
•
•

ISA 62443-2-1:2009 4.3.4.5.6
ISA 62443-3-3:2013 SR 5.1, SR 5.2, SR 5.4
ISO/IEC 27001:2013 A.16.1.5
NIST SP 800-53 Rev. 4 IR-4

RS.MI-2: Incidents are mitigated

•
•
•

ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.10
ISO/IEC 27001:2013 A.12.2.1, A.16.1.5
NIST SP 800-53 Rev. 4 IR-4

•
•

ISO/IEC 27001:2013 A.12.6.1
NIST SP 800-53 Rev. 4 CA-7, RA-3, RA-5

RS.IM-1: Response plans incorporate
lessons learned

•
•
•
•

COBIT 5 BAI01.13
ISA 62443-2-1:2009 4.3.4.5.10, 4.4.3.4
ISO/IEC 27001:2013 A.16.1.6
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

RS.IM-2: Response strategies are updated

•

NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

RC.RP-1: Recovery plan is executed
during or after an event

•
•
•

CCS CSC 8
COBIT 5 DSS02.05, DSS03.04
ISO/IEC 27001:2013 A.16.1.5

RS.AN-3: Forensics are performed

Mitigation (RS.MI): Activities
are performed to prevent
expansion of an event, mitigate its
effects, and eradicate the incident.

RS.MI-3: Newly identified vulnerabilities
are mitigated or documented as accepted
risks
Improvements (RS.IM):
Organizational response activities
are improved by incorporating
lessons learned from current and
previous detection/response
activities.
RECOVER (RC)

Recovery Planning (RC.RP):
Recovery processes and
procedures are executed and
maintained to ensure timely

ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7,
4.3.4.5.8
ISO/IEC 27001:2013 A.16.1.6
NIST SP 800-53 Rev. 4 CP-2, IR-4
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Communications (RC.CO):
Restoration activities are
coordinated with internal and
external parties, such as
coordinating centers, Internet
Service Providers, owners of
attacking systems, victims, other
CSIRTs, and vendors.

Informative References
•

NIST SP 800-53 Rev. 4 CP-10, IR-4, IR-8

RC.IM-1: Recovery plans incorporate
lessons learned

•
•
•

COBIT 5 BAI05.07
ISA 62443-2-1:2009 4.4.3.4
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

RC.IM-2: Recovery strategies are updated

•
•

COBIT 5 BAI07.08
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

RC.CO-1: Public relations are managed

•

COBIT 5 EDM03.02

RC.CO-2: Reputation after an event is
repaired

•

COBIT 5 MEA03.02

RC.CO-3: Recovery activities are
communicated to internal stakeholders and
executive and management teams

•

NIST SP 800-53 Rev. 4 CP-2, IR-4

restoration of systems or assets
affected by cybersecurity events.
Improvements (RC.IM):
Recovery planning and processes
are improved by incorporating
lessons learned into future
activities.

Version 1.0

Information regarding Informative References described in Appendix A may be found at the following locations:
• Control Objectives for Information and Related Technology (COBIT): http://www.isaca.org/COBIT/Pages/default.aspx
• Council on CyberSecurity (CCS) Top 20 Critical Security Controls (CSC): http://www.counciloncybersecurity.org
• ANSI/ISA-62443-2-1 (99.02.01)-2009, Security for Industrial Automation and Control Systems: Establishing an Industrial
Automation and Control Systems Security Program:
http://www.isa.org/Template.cfm?Section=Standards8&Template=/Ecommerce/ProductDisplay.cfm&ProductID=10243
• ANSI/ISA-62443-3-3 (99.03.03)-2013, Security for Industrial Automation and Control Systems: System Security Requirements
and Security Levels:
http://www.isa.org/Template.cfm?Section=Standards2&template=/Ecommerce/ProductDisplay.cfm&ProductID=13420
• ISO/IEC 27001, Information technology -- Security techniques -- Information security management systems -- Requirements:
http://www.iso.org/iso/home/store/catalogue_ics/catalogue_detail_ics.htm?csnumber=54534
• NIST SP 800-53 Rev. 4: NIST Special Publication 800-53 Revision 4, Security and Privacy Controls for Federal Information
Systems and Organizations, April 2013 (including updates as of January 15, 2014). http://dx.doi.org/10.6028/NIST.SP.800
53r4.
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Mappings between the Framework Core Subcategories and the specified sections in the Informative References represent a general
correspondence and are not intended to definitively determine whether the specified sections in the Informative References provide
the desired Subcategory outcome.
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Appendix B: Glossary
This appendix defines selected terms used in the publication.
Category

The subdivision of a Function into groups of cybersecurity outcomes,
closely tied to programmatic needs and particular activities. Examples
of Categories include “Asset Management,” “Access Control,” and
“Detection Processes.”

Critical
Infrastructure

Systems and assets, whether physical or virtual, so vital to the United
States that the incapacity or destruction of such systems and assets
would have a debilitating impact on cybersecurity, national economic
security, national public health or safety, or any combination of those
matters.

Cybersecurity

The process of protecting information by preventing, detecting, and
responding to attacks.

Cybersecurity
Event

A cybersecurity change that may have an impact on organizational
operations (including mission, capabilities, or reputation).

Detect (function)

Develop and implement the appropriate activities to identify the
occurrence of a cybersecurity event.

Framework

A risk-based approach to reducing cybersecurity risk composed of
three parts: the Framework Core, the Framework Profile, and the
Framework Implementation Tiers. Also known as the “Cybersecurity
Framework.”

Framework Core

A set of cybersecurity activities and references that are common
across critical infrastructure sectors and are organized around
particular outcomes. The Framework Core comprises four types of
elements: Functions, Categories, Subcategories, and Informative
References.

Framework
Implementation
Tier

A lens through which to view the characteristics of an organization’s
approach to risk—how an organization views cybersecurity risk and
the processes in place to manage that risk.

Framework
Profile

A representation of the outcomes that a particular system or
organization has selected from the Framework Categories and
Subcategories.

Function

One of the main components of the Framework. Functions provide the
highest level of structure for organizing basic cybersecurity activities
into Categories and Subcategories. The five functions are Identify,
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Protect, Detect, Respond, and Recover.
Identify (function)

Develop the organizational understanding to manage cybersecurity
risk to systems, assets, data, and capabilities.

Informative
Reference

A specific section of standards, guidelines, and practices common
among critical infrastructure sectors that illustrates a method to
achieve the outcomes associated with each Subcategory.

Mobile Code

A program (e.g., script, macro, or other portable instruction) that can
be shipped unchanged to a heterogeneous collection of platforms and
executed with identical semantics.

Protect (function)

Develop and implement the appropriate safeguards to ensure delivery
of critical infrastructure services.

Privileged User

A user that is authorized (and, therefore, trusted) to perform securityrelevant functions that ordinary users are not authorized to perform.

Recover (function)

Develop and implement the appropriate activities to maintain plans for
resilience and to restore any capabilities or services that were impaired
due to a cybersecurity event.

Respond
(function)

Develop and implement the appropriate activities to take action
regarding a detected cybersecurity event.

Risk

A measure of the extent to which an entity is threatened by a potential
circumstance or event, and typically a function of: (i) the adverse
impacts that would arise if the circumstance or event occurs; and (ii)
the likelihood of occurrence.

Risk Management

The process of identifying, assessing, and responding to risk.

Subcategory

The subdivision of a Category into specific outcomes of technical
and/or management activities. Examples of Subcategories include
“External information systems are catalogued,” “Data-at-rest is
protected,” and “Notifications from detection systems are
investigated.”
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Appendix C: Acronyms
This appendix defines selected acronyms used in the publication.
CCS
COBIT
DCS
DHS
EO
ICS
IEC
IR
ISA
ISAC
ISO
IT
NIST
RFI
RMP
SCADA
SP

Council on CyberSecurity
Control Objectives for Information and Related Technology
Distributed Control System
Department of Homeland Security
Executive Order
Industrial Control Systems
International Electrotechnical Commission
Interagency Report
International Society of Automation
Information Sharing and Analysis Center
International Organization for Standardization
Information Technology
National Institute of Standards and Technology
Request for Information
Risk Management Process
Supervisory Control and Data Acquisition
Special Publication
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Cybersecurity in the Private Sector:
The Evolving Role of General Counsel
A Brief Primer on Cybersecurity Issues Prepared by Dykema1

I. Introduction
According to a 2014 Board of Directors Survey performed by EisnerAmper LLP, cybersecurity risk was ranked by 62% of more
than 250 directors surveyed as the second greatest risk with which they were concerned. This represents a 10% increase over
last year’s survey. Among private companies, cybersecurity was the primary risk identified among 66% of directors surveyed. This
high level of concern reflects the increased vulnerability of businesses and organizations to cybersecurity incidents, which put
confidential information and intellectual property at risk, and the high stakes natures of such events. Cybersecurity and data theft
can have substantial impact—on both the public and private sectors. Estimates show that private sector cyber-attacks and cyberespionage, including intellectual property cyber-theft, cost the country $100 billion in revenue and 508,000 jobs annually. For the
government, this means a national security vulnerability, particularly to the nation’s critical infrastructure—i.e., energy, telecomm,
finance, health, and Fortune 500 companies.
With such high stakes, general counsels find themselves at the apex of mitigating the legal and business risks posed by
cybersecurity issues. The question for corporate leaders and managers is not whether cybersecurity attacks will occur but how
such events will be managed and the risk of their occurrence minimized. Success in cybersecurity risk management, therefore,
means preventing the preventable and achieving optimal results when prevention fails.
In approaching this critical issue, some of the issues to consider are:
• What is the nature of your business or operation that gives rise to cybersecurity risk?
• What are your legal, policy, regulatory, reputational, employee, product launch, global impact, supply chain disruptions,
privacy, and litigation risks?
• Is cybersecurity the sole responsibility of the IT team?
• What compliance issues are implicated relating to cybersecurity?
• What is the appropriate response to a cybersecurity incident?
• What is the role of state and federal governments relating to cybersecurity?
• What additional issues arise where you conduct business outside of the U.S.?
• Are you prepared for a major cyber-attack?
General counsel and their legal teams need to be proactive about getting involved in cyber-preparedness and response initiatives,
to reduce the risk of insufficient responses and unnecessary fall-out, including costly lawsuits.

II. What is Cybersecurity?
Cybersecurity is the protection of electronic data and systems from attack, loss, or other compromise. A breach in cybersecurity
can result in disclosure of confidential information, misappropriation of trade secrets, disruptions in supply chains, litigation,
significant economic losses, diminished brand names and business standing, and regulatory/compliance violations.

1 Updated September 2014.
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III. Why Cybersecurity is Not just an IT problem
As organizations have evolved technologically by storing increasing amounts of critical information on networks and enabling
employees to transfer it electronically, cybersecurity has evolved into a responsibility not only for technology teams, but also for
legal teams. Intellectual property and consumer data, and the networks on which this information is stored, can be an organization’s
most valuable asset.
Criminals and competitors know this. Therefore, to gain competitive advantages, steal trade secrets, or sabotage an organization’s
reputation, criminals have moved away from traditional methods of industrial espionage to cyber-industrial espionage. Cybertheft of intellectual property and consumer information is fast becoming one of the greatest legal risks to organizations. As a
result, new laws are being passed, creating a new area of compliance aimed at protecting organizations’ information, and thereby,
overall business success.

IV. President Obama’s Executive Order and its implications on the
private sector
In February 2013, President Obama signed the Improving Critical Infrastructure Cybersecurity Executive Order, which orders the
development of a standardized cybersecurity preparedness and response plan (known as the “Framework”).2 In signing the
Executive Order, the White House has sent the message that it wants organizations, particularly those in critical infrastructure
industries, to adopt and implement the Framework as a cybersecurity best practice. The White House’s commitment to prioritizing
cybersecurity is evident in the Executive Order’s first paragraph:
The cyber threat to critical infrastructure continues to grow and represents one of the most serious national
security challenges we must confront. The national and economic security of the United States depends on the reliable
functioning of the Nation’s critical infrastructure in the face of such threats. It is the policy of the United States to enhance
the security and resilience of the Nation’s critical infrastructure and to maintain a cyber-environment that encourages
efficiency, innovation, and economic prosperity while promoting safety, security, business confidentiality, privacy,
and civil liberties.
Id. (emphasis added).
The National Institute of Standards and Technology (“NIST”), which was charged with developing the “Framework,” held planning
sessions with the private sector to develop a comprehensive plan that can be tailored to address an individual organization’s particular
needs and obligations. The Framework was released on February 12, 2014 and is available for use by organizations of all sizes and
types as a model for cyber-preparedness and responsiveness3 The Framework can be used to create a new plan, or to perform a
gap analysis on an existing plan. On August 26, 2014, NIST issued a Request for Information in order to assess the level of awareness
of the Framework throughout critical infrastructure organizations and to better understand initial experiences with the Framework.4
Cyber-breaches can touch every part of an organization and can cripple its operations if successful. General counsel need to be
involved in the development and maintenance of a cyber-plan because the plan may well both establish, and fulfill, fiduciary duties
of an organization, including that of its Board of Directors or senior management. The cyber plan will also establish the
organization’s disclosure and legal compliance requirements that are triggered upon a cyber-breach.
An organization’s adoption of the Framework is voluntary. Therefore, to make its adoption more appealing to business, the White
House and Congress have been working to establish legislative incentives to promote adoption. On August 6, 2013, the White

2 Exec. Order No. 13,636, 78 C.F.R. 33 (Feb. 19, 2013).
3 See Preliminary Cybersecurity Framework Illustrative Examples, National Institute of Standards and Technology, Aug. 28, 2013,
http://www.nist.gov/itl/upload/discussion-draft_illustrative-examples-082813.pdf; see also Message to Senior Executives on the Cybersecurity Framework,
Aug. 28, 2013, http://www.nist.gov/itl/upload/discussion-draft_executive-overview-082813.pdf.
4 Experience With the Framework for Improving Critical Infrastructure Cybersecurity, 79 Fed. Reg. 50,891 (Aug. 26, 2014).
5 See Incentives to Support Adoption of the Cybersecurity Framework, White House Blog, Aug. 6, 2013,
http://www.whitehouse.gov/blog/2013/08/06/incentives-support-adoption-cybersecurity-framework.
6 See Senate Commerce panel unveils cybersecurity bill, The Hill, July 11, 2013, http://thehill.com/blogs/hillicon-valley/technology/310487-senate-commercepanel-announces-cybersecurity-bill.
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House announced possible acceptable incentives, including discounted cyber-insurance rates, cyber-attack recovery assistance,
liability protection, and research funding.5 Congress has been drafting proposed legislation in support of similar incentives, as well
as legislation that would codify the Executive Order.6
The Executive Order also increased the resources behind the Department of Homeland Security’s voluntary information sharing
program, which promotes information sharing from the private sector to the government in the event of a cyber-attack to help DHS’
crackdown efforts. DHS offers those private entities that share such information Enhanced Cybersecurity Services.
The Federal roll out of the Framework—a best practices model—along with proposed incentives to adopt the Framework and the
ECS information sharing mechanism, are just the beginning of a growing cybersecurity compliance program. This reflects not only
the increasing importance that organizations need to place on their cybersecurity preparedness and responsiveness, it also
demonstrates that the private sector and its legal teams need to stay informed and become more involved in this rapidly evolving
complex area of the law.

V. Cybersecurity Disclosure Obligations: State, Federal, Sec. 10-K
There continue to be increased efforts by both the federal and state governments to regulate cybersecurity, which has resulted in
many laws, which are sometimes conflicting. Forty-seven states, the District of Columbia, Guam, Puerto Rico and the Virgin
Islands have data breach laws that require organizations to disclose cyber-breaches when consumer information is compromised.7
In addition, the Federal Trade Commission has been trying to increase its enforcement authority as it relates to cybersecurity
standards. In FTC v. Wyndham, No. 13-1887, 2014 WL 1349019 (D.N.J. Apr. 7, 2014), a U.S. District Court held that the FTC has
such authority. The case is presently on appeal in the U.S. Court of Appeals for the Third Circuit. Another regulatory layer exists
in the more than 50 federal statutes, which address cybersecurity in varying forms.8 The Securities and Exchange Commission
has also provided guidance requesting public companies to make disclosures about cyber-threats and risks to its investors.9 The
guidelines suggest disclosure on the 10-K in the following areas:
1. Risk Factors: Risk factor disclosures under Item 503(c) should include a discussion of cybersecurity and cyber
incidents if such issues are among the most significant factors that make an investment in the company speculative or
risky. In determining whether to make such disclosure, companies should consider all available information, which the
SEC staff notes includes the frequency and severity of prior cyber incidents, the probability of and qualitative and
quantitative magnitude of risk from future attacks. The Disclosure Guidance states that companies also should take into
account the adequacy of any preventative measures taken to reduce cybersecurity risks, taking into account the industry
in which they operate.
Cybersecurity risk factor disclosures should be tailored to a company’s individual facts and circumstances and should
avoid “boilerplate” disclosures. Among the disclosures that may be appropriate are discussions of: the nature of the
company’s business or operations that give rise to cybersecurity risk; a description of outsourced functions that have
material cybersecurity risks, including how the company addresses those risks; the actual and likely costs and
consequences for the company of a cyber-incident; the occurrence and impact of any actual or threatened cyber
incidents at the company; and relevant insurance held by the company.
Companies also may need to disclose known or threatened cybersecurity incidents to put the cybersecurity risk factor
disclosures in context. Thus, where a company has experienced a specific type of cyber incident, the company should
consider discussing it as well as its known and potential costs and other consequences.
2. Management’s Discussion and Analysis of Financial Condition and Results Operations: Under Item 303, the
MD&A should include a discussion of cybersecurity risks and incidents if cyber incidents have had or are likely to have
a material effect on a company’s liquidity, results of operations or financial condition or would cause reported financial
information not to be necessarily indicative of future operating result or financial condition.
7 Security Breach Notification Laws, National Conference of State Legislatures, Sept. 3, 2014, http://www.ncsl.org/research/telecommunications-and-informationtechnology/security-breach-notification-laws.aspx; see also Data Security Breach Notification Laws, Congressional Research Service, Apr. 10, 2012,
http://www.fas.org/sgp/crs/misc/R42475.pdf.
8 Federal Laws Relating to Cybersecurity: Overview and Discussion of Proposed Revisions, Congressional Research Service, June 20, 2013 (including Table 2 list of
laws with cybersecurity provisions), http://www.fas.org/sgp/crs/natsec/R42114.pdf.
9 Securities and Exchange Commission, CF Disclosure Guidance, Topic No. 2: Cybersecurity, Oct. 13, 2011, www.sec.gov/divisions/corpfin/guidance/cfguidancetopic2.htm.
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3. Description of Business: Public companies should discuss cyber incidents in their Description of Business to the
extent that such incidents materially affect a company’s products and services, relationships with customers or suppliers,
or competitive conditions. Such disclosure should consider the impact of the cyber incidents on each reportable segment.
4. Legal Proceedings: Companies may need to include in their Legal Proceedings disclosure a discussion of material
pending legal proceeding involving a cyber-incident where the company or any of its subsidiaries is a party to the
litigation.
5. Financial Statement Disclosures: Cybersecurity risks and cyber incidents may have significant effects on a
company’s financial statements. For example, prior to a cyber-incident, a company may incur substantial costs in the
development of preventative measures.
6. Disclosure Controls and Procedures: Companies should consider the risks that cyber incidents may pose to the
effectiveness of their disclosure controls and procedures. If it is reasonably possible that a cyber-event might disrupt a
company’s ability to provide the SEC with information required to be disclosed in SEC filings, then a company may
conclude that its disclosure controls and procedures are ineffective.
7. Form 8-K: The Disclosure Guidance reminds companies that they may need to disclose the costs and other
consequences of material cyber incidents in a Form 8-K if necessary to maintain the accuracy and completeness of
information in the context of securities offerings.
Since these guidelines were issued, there has been a call to the SEC for mandatory cyber-risk disclosures. For now, SEC guidelines
indicate disclosing cyber-related information is voluntary, but actions from Congress signal that mandatory federal disclosure
requirements are likely coming.

VI. A Look Ahead to Potential Legislative Compliance Obligations
What we have addressed in this paper thus far is only the beginning. Congress is continuing to look for additional Federal means
to bolster cybersecurity. So far in 2014, several bills have been introduced in Congress, including the following:
Cybersecurity Information Sharing Act of 2014, which allows companies to monitor their computer networks and
encourages sharing of information by offering liability protections. (S. 2588).
Critical Infrastructure Research and Development Advancement Act of 2014, which intended to clarify the
Department of Homeland Security’s role in combatting cyberthreats facing U.S. critical infrastructure. (H.R. 3696).
Homeland Security Cybersecurity Boots-on-the-Ground Act, which is aimed at assessing the Department of
Homeland Security’s workforce needs. (H.R. 3107).
Critical Infrastructure Research and Development Advancement Act of 2014, which would create a new
cybersecurity technology research and development plan. (H.R. 2952).
As of now, legislation regarding cybersecurity has failed to pass through both houses of Congress. This sampling of Congressional
activity, however, signifies that cybersecurity compliance remains a top priority. General counsel are encouraged to stay abreast
of continued congressional action in order to ensure organizational compliance with these changing obligations.

VII. Internal Investigations
When a data breach occurs, it is important to conduct an internal investigation in order to assess disclosure obligations as well
as potential risk of litigation. Furthermore, an internal investigation should be conducted under the direction of counsel so that the
investigation will fall under the protections afforded by attorney/client privilege.
An internal investigation is important for several reasons:
• An investigation, for example, is necessary in order to assess the company’s obligations insofar as it must comply with
relevant disclosure laws. Breach of personal health information, personally identifiable information and payment card
identity information all may trigger disclosure requirements under various applicable laws.
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• The company may be legally liable for the breach of data in a cybersecurity attack under wide-ranging theories of
liability. An internal investigation can identify potential litigation risk relative to the factual situation at hand.
• An internal investigation can be used to preserve evidence for use by DOJ or other enforcement regulatory agencies
in an effort to prosecute or otherwise hold accountable those responsible for the attack. The investigation can be
coordinated with DOJ and other agencies.
Engaging outside counsel to conduct the internal investigation can be extremely useful in maintaining attorney/client privilege
throughout the investigation. The benefits of attorney/client privilege in such an instance include promoting candor in interviews
and discussions with employees of the company, allowing the company to formulate a strategy to address future breaches and
potential litigation, and it can assist with complying with relevant disclosure obligations.

VIII. Prosecuting Cyber Crimes
In addition, general counsels generally play a vital role in the decision about whether a cyber-attack should be criminally
prosecuted. General counsels should determine whether criminal prosecution is feasible and, if so, whether prosecution is in the
best interest of the organization. Among the considerations weighing in favor of prosecution are deterrence and possible recovery
of stolen information assets. Among the considerations weighing against prosecution are cost, additional business disruption,
inability to identify the cyber-thief, and possible increased public relations exposure. In either instance, it is important for general
counsels to work with DOJ and the appropriate US Attorney’s Office in the event that a breach occurs due to a cybersecurity attack.
Prosecutors have been successful in prosecuting major cybersecurity crimes. For example, a former employee of a major
automotive company was recently sentenced to 70 months in federal prison and ordered to pay a fine of $12,500 after pleading
guilty to two counts of trade secret theft. The former employee, on the eve of starting a new position at a Chinese competitor,
downloaded 4,000 company documents, including sensitive design specification documents, onto an external hard drive. The
downloaded, stolen trade secret information had been developed by the company through decades of research, development,
and testing and its theft cost the company an estimated $50 million. More recently, federal prosecutors issued indictments in the
biggest cyber-crime case in U.S. history, charging five men with a hacking and credit card fraud scheme that cost companies more
than $300 million. The hackers are thought to be responsible for security breaches at Nasdaq, Visa Inc., J.C. Penney Co, JetBlue
Airways Corp and Carrefour SA, a French retailer.

IX. How Cybersecurity Compliance Can Protect Management, Board
Members and Organizations
Given the recent Executive Order and increased governmental attention to cybersecurity issues, general counsels can help
implement effective cybersecurity measures that protect an organization’s valuable information assets. Below are key areas in
which general counsels can make an impact:

A. Advise Board of Director/Senior Management Regarding Cybersecurity Duty of Care
Inform executives, members of the board of directors, and employees about the growing legal responsibilities in this area. A
plaintiff injured by a cyber-breach—i.e., a customer or supplier whose private information was stolen and misused—may invoke
failure to adopt the Framework, the lack of cyber-preparedness, or a response plan generally, to argue that the organization and/or
board breached their duty to secure data. Better understood responsibilities make breaches less likely. It is important that all
levels of the organization understand their responsibilities to minimize risk of legal vulnerabilities.

B. Lead in Preparedness, Response, and Compliance
Typically, technology teams are viewed as the logical leaders of initiatives that involve system network security. Cybersecurity
compliance, however, has implications well beyond the technical ones because a major cyber-breach can halt business operations
and trigger legal obligations that further affect the company’s stability. Therefore, general counsel must take an active role in
leading preparedness, response, and compliance in this area. General counsel should consider appointing a cybersecurity point
person on their legal team to stay up-to-date on new laws, regulations, court decisions and plaintiffs’ trends, so as to ensure the
organization and its preparedness and response plans are protected, up-to-date, and ahead of cyber-threats. General counsels
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should also consider facilitating simulations of the response plan to confirm that leadership, employees, and attorneys at the
organization understand and can satisfy their roles and responsibilities in the event of a real threat.

C. Include Cybersecurity Terms in Intellectual Property and Supply Chain Contracts
Organizations are connected to supply chain and outsourcing partners at all levels. General counsels must include cybersecurity
protection provisions in all contracts that deal with the electronic sharing of their organizations’ intellectual property and information
assets. For example, if a vendor or outsourcing organization will receive or store trade secrets or customer information of any kind—
i.e., automotive design requirements stored by a supplier or utility company, customer data stored by an outsourced call center—
general counsels need to include contractual terms that require the partner to comply with all cybersecurity compliance obligations,
including an obligation that the partner maintain a suitable best practices plan, equivalent to the Framework. General counsels
should at least consider including contract terms that would require indemnification from any claims or lawsuits that arise due to
data breaches that occur because of the contracting partners’ insufficient cybersecurity practices.

D. Anticipate and Manage Civil and Criminal Lawsuits
Inevitably, new compliance areas bring with them the risk and usually the reality of related lawsuits. In the area of cybersecurity,
organizations can file lawsuits against hackers or breaching parties and will need to defend claims brought by a variety of plaintiffs.
General counsel should prepare a litigation assessment checklist, which could be built into the cyber-plan or stand-alone, that will
allow the legal team to perform critical first steps and determine whether a cyber-breach by a hacker, employee or vendor, warrants
a civil or criminal lawsuit, or both.
For possible civil claims, general counsel should seek advice from outside counsel who specialize in cybersecurity claims, such
as trade secret and employment agreement violations. For possible criminal prosecution against hackers, general counsel should
consult with local United States Attorneys Offices to assess the possibility of success with criminal claims. General counsel may
also wish to utilize outside counsel to act as liaisons with the United States Attorneys Office. Depending on the nature of the
breach, general counsel, or outside counsel, should also work with the United States Attorneys Office to contact other federal
authorities, such as the Federal Bureau of Investigation, for assistance with investigating the breach.

X. Practical Advice to Identify, Assess and Respond to Cybersecurity Risks
and Attacks
In addition to the categories of involvement described above, here are ten tangible actions that general counsel can take now to
help minimize risk and limit legal vulnerabilities in their client organizations:
1. Brief your legal team on cybersecurity compliance and appoint a cybersecurity point-person;
2. Partner with key members of appropriate business units to proactively develop a team to address cybersecurity
issues;
3. Define roles and responsibilities of the members of a cybersecurity response team;
4. Gather statistics to know how cyber-attacks are impacting your organization at operations and legal levels;
5. Review and revise intellectual property and supply chain contracts for cybersecurity preparedness and response
terms and conditions;
6. Brief C-suite or senior management on upcoming cyber-compliance programs;
7. Develop a litigation assessment checklist for civil and criminal lawsuits;
8. Establish an outside cybersecurity response team by establishing relationships with outside counsel and the U.S.
Attorneys Office;
9. Meet with your training coordinator about cyber-compliance training for employees;
10. Perform a baseline due diligence review of cyber legal preparedness and response plans;
11. Schedule recurring due diligence reviews; and
12. Stay plugged in as a leader in developing and executing your organization’s cyber-preparedness and response plan.
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XI. Data Breach Response Checklist
In the event of a data breach due to a cybersecurity attack, the following actions are recommended:
1. Hire outside counsel to conduct an internal investigation;
2. Meet with IT and an outside forensic team to understand the scope of the breach and what type of data was
compromised;
3. Identify governing legal authorities in order to fulfill disclosure obligations and potential liability;
4. Prepare a disclosure plan and set a disclosure completion date timeframe, where appropriate;
5. Prepare a statement for corporate representation and/or to management executives and board of directors, where
appropriate;
6. Include the Compliance Committee and Compliance Officer involved in cybersecurity and data privacy matters as part
of the breach investigation so that they help address proactive compliance efforts;
7. Contact the appropriate US Attorney’s Office and the investigating agency (e.g., the FBI or U.S. Secret Service), when
necessary;
8. Draft disclosure forms and deliver disclosures according to the previously established plan;
9. Prepare press releases and statements for website and social media platforms, ensuring that messaging is consistent
across all platforms;
10. Identify constituencies to contact regarding the breach (e.g., employees, suppliers, shareholders);
11. Schedule regular status calls with IT, forensics and outside counsel in order to review the cyber response plan steps
and identify legal risks;
12. Communicate updates to management executives and board of directors;
13. Analyze litigation risks and plan with counsel; and,
14. Check and confirm insurance coverage, if any.

XII. Conclusion
Cyber-threats have been called “one of most serious economic and national security challenges” facing corporate America. With
more and more of an organizations’ critical information assets—i.e., trade secrets, corporate strategies, consumer information—
being stored electronically, the private sector’s interest in developing robust cybersecurity preparedness and response plans is
equally if not more serious. As a result, general counsels and their legal teams should be proactive about taking a leadership role
on cybersecurity teams. By becoming and staying informed in the area of cybersecurity compliance, general counsels can provide
added protections to the company’s Board of Directors, senior management, and the organization itself. With proper cyberprotocols in place, general counsels can ensure that their companies’ most important business assets remain secure and their
risks—legal and otherwise—are kept at a minimum.
For more information, please contact the authors of this white paper: Sherrie Farrell, Jonathan Feld, Susan Asam, , Kristen Birdsall,
or your Dykema relationship attorney.
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GCs As Firewalls: Three Familiar Roles That Place General Counsel
Squarely At The Cybersecurity Table
Sherrie L. Farrell
DYKEMA GOSSETT PLLC
“Firewalls provide protection against outside attackers by
shielding your computer or network from malicious or unnecessary Internet traffic. Firewalls can be configured to block
data from certain locations while allowing the relevant and
necessary data through.”1
Cyber breaches can affect every function of an organization and, as a result, cripple it. Just as firewalls protect a network, general counsel can serve as a buffer to help protect an
organization from cyber threats. The myriad roles played by
today’s general counsel position them as a logical and practical approach for an organization’s cybersecurity management,
mitigation and defense.
The analogy of general counsel as firewalls recognizes the
evolving role of a company’s top lawyer in cybersecurity. A
firewall is part of the perimeter defense of a network. It fails
its essential function if it analyzes incoming data after entry.
Similarly, the many hats of a company’s general counsel
uniquely position them as critical participants in the identification, assessment and response to cybersecurity and data
protection risks. Like firewalls on a network system, GCs can
protect and strengthen the organization against ubiquitous
cyber risks.
Operating within today’s complex business and legal environments, few general counsel have a static role within an
organization. Rather, most general counsel serve many functions, including: 1) legal advisor within the corporation to its
constituents; 2) officer of the corporation and member of the
senior executive team; 3) administrator of the corporation’s
internal legal department; and 4) agent of the corporation in
dealings with third parties, including external or outside counsel retained by the corporation.2
These roles, among others, position general counsel at the
apex of an organization’s preparation and response to legal and
business risks. A brief examination of three common areas of
general counsel responsibility – enterprise risk management,
legal advisor across organizational lines and top legal defender
of the organization – demonstrate why general counsel are
Sherrie L. Farrell is the Office Managing Member for
Dykema’s Detroit office and Leader of the firm’s Cybersecurity group, and Chair of the firm’s Diversity and Inclusion
Committee. Ms. Farrell advises clients on all aspects of
business disputes, including a broad range of complex litigation matters. She serves as national discovery counsel for
a Fortune 25 manufacturer. For the footnotes to this article,
go to http://www.metrocorpcounsel.com/articles/29812/
gcs-firewalls-three-familiar-roles-place-general-counselsquarely-cybersecurity-table.

invaluable participants in the development and implementation of a proactive
cybersecurity strategy.
General Counsel As
Enterprise Risk Manager
Most general counsel already assess
the risks facing their organization and
develop response strategies for those
risks. They know how to leverage expeSherrie L.
rience, historical knowledge, internal
Farrell
and external counsel, internal relationships with management and other organization constituents to
identify, quantify and strategize ways to avoid corporate risks
before crises evolve.
In detailing key cyber risk management concepts, a bulletin published by the United States Department of Homeland
Security (DHS) states: “Cybersecurity is NOT implementing
a checklist of requirements; rather it is managing cyber risks
to an acceptable level. Managing cybersecurity risk as part of
an organization’s governance, risk management, and business
continuity frameworks provides the strategic framework for
managing cybersecurity risk throughout the enterprise.”3
The DHS bulletin further advises organizations that using
a “risk-based approach to apply [industry] cybersecurity
standards and practices allows for more comprehensive and
cost effective management of cyber risks than compliance
activities alone.” 4
As an enterprise-focused risk manager, general counsel
can assess the legal, business and organizational risks that
are attendant with cyber dangers. Moreover, general counsel
can spot those issues related to a proactive cyber risk assessment and reduce the likelihood of compromising privilege or
opening the door to future litigation. General counsel also will
recognize if or when external experts, such as outside counsel,
may be needed as part of the strategic planning process.
General Counsel As Collaborator
Building a collaborative environment within the organization creates the ideal situation when tackling cybersecurity
issues. In the event of a significant data breach, major divisions
of an organization may be at risk. If such a breach occurs, key
decision makers must quickly get to the table – prepared to
manage and respond.
An integrated, multidisciplinary team, therefore, is necessary to deal with the issues that may arise. In most organizations, cybersecurity and data protection have long been the
domain of the IT department. But, the complicated nature of
cybersecurity and data protection, and the high revenue, reputational and litigation costs that can result from a significant
data breach, demands an inclusive team approach to cyber
risks. A general counsel and internal legal staff regularly provide legal and business advice to numerous clients throughout
the organization. Thus, general counsel can assist in breaking

down organizational silos that could stymie effective cybersecurity and data protection strategies. GCs can help align the
relevant business, security, governance, financial, regulatory,
compliance and legal interests.
This collaborative approach ensures that the organization’s
cybersecurity practices are tailor-made for the organization,
and not just a one-size-fits-all strategy. It also ensures that
key decision makers, i.e., CIO, chief security officer, IT head
and compliance officer, are engaged. (For a discussion on the
roles of the compliance officer and general counsel, see the
accompanying article below entitled, “General Counsel and
Chief Compliance Officer Collaboration Critical to Mitigate
Cybersecurity Risks,” written by Susan Asam.)
General Counsel As Defender
Not surprisingly, the proliferation of cyber crimes has
raised the stakes on the litigation landscape. Although class
actions and other litigation arising from data breach incidents
are nothing new, the recent high-profile data breach cases have
raised the ante, and litigation against companies has exploded.
Potential claims for data breach issues range from state data
breach notification laws, state unfair and deceptive trade practices laws, negligence, and breach of fiduciary duty to violations under the Fair Credit Reporting Act and Federal Trade
Commission (FTC) policies. These causes of action draw upon
numerous state and federal statutory, tort and contractual laws.
State attorneys general and federal agencies also have
brought suits against companies following major data
breaches. Central among the issues raised are notification of
the breach and the “reasonableness” of pre-breach and postbreach cybersecurity and protection measures. In Wyndham
v. FTC, for example, the FTC alleged that the hotel franchiser
failed to provide reasonable and appropriate data security to
prevent the unauthorized access of customers’ sensitive personal information.5
There is no argument that it makes sense for general counsel to assess litigation risks and devise strategies after a major
data breach has occurred. However, long before that initial
breach, the general counsel can provide a critical roadmap for
the mitigation of and the defense against claims. Throughout
the cyber risk and cyber defense planning process, a general
counsel will be cognizant of the necessity to protect information (privilege), whether the company is meeting the industry
standard of care, whether the company is acting with reasonableness, the reputation/brand risks and risks related to third
party’s access to internal information.
Conclusion
The myriad ways in which they already serve their clients
translates into a “must-have” place for general counsel at the
cybersecurity and data protection table. Organizations will be
better positioned to prevent or mitigate the legal and business
risks attendant with cyber risks if GCs are at the strategy planning table early and often.

Please email the author at sfarrell@dykema.com with questions about this article.

GC And CCO Collaboration Critical To Mitigate Cybersecurity Risks
Susan E. Asam
DYKEMA GOSSETT PLLC
Managing cybersecurity risk has become a necessity for boards
and C-suite executives, paving a critical role for chief compliance
officers in this area. Organizations are also facing increased legal
cyber obligations, requiring general counsel to be actively engaged
in cybersecurity planning and response activities. What is often
overlooked is how a general counsel and chief compliance officer
(“CCO”) can streamline their roles to best reduce cyber risks at an
organization.
A key aspect of cybersecurity risk mitigation deals with knowing what an organization’s compliance obligations are in order
to reasonably protect data and respond as swiftly as possible to a
cybersecurity and/or data breach event, whether at the organiza-

Susan E. Asam is an Associate in Dykema’s Detroit office
who focuses her practice on issues affecting organizations
in the area of cybersecurity and data protection as well as
commercial and product liability litigation. Ms. Asam also
specializes in helping clients in the emerging area of data
breach preparedness and response and is experienced in all
litigation phases and has assisted clients in resolving a broad
range of business issues.

tion or third-party vendor. Cybersecurity
events occur at a faster-than-normal pace,
thus, efficiency is critical. Even more critical is preparing and responding in such a
way that minimizes overlap between
organizational roles – not only roles on the
technology team, but also roles of those
responsible for protecting the organization from legal vulnerabilities: the general
Susan E. Asam
counsel and the CCO.
GCs and CCOs are both responsible
for making sure that an organization fulfills its compliance obligations. Typically, we think of a CCO as focusing on business-side
compliance functions and a GC focusing on legal compliance
functions. In large part, however, the mission of both roles is the
same – to mitigate overall risk. From a legal standpoint, reasonableness is key when it comes to measuring an organization’s
cybersecurity duty of care. GCs and CCOs should be sure to collaborate early during planning and preparedness activities about
how the organization’s cybersecurity and data privacy policies
and practices, and associated compliance measures, are guided
by a standard of reasonableness. In addition, facts demonstrating
reasonableness are gathered during a post-breach investigation and
are best dealt with under the cloak of attorney-client privilege. To
assert privilege over these facts, GCs should lead all activities relat-

ing to post-breach investigations and subsequent litigation, also
leveraging outside counsel for specialized advice on how to navigate through both. It follows that CCOs are best positioned to lead
compliance preparedness and audit activities that occur outside of
an actual breach event. A GC and CCO should work together to
draft a comprehensive cybersecurity compliance preparedness and
response plan to ensure that all responsibilities are defined and that
compliance obligations are proactively addressed.
Here is a breakdown of how GC and CCO roles can be divided:
• GC and CCO should jointly draft a cybersecurity compliance preparedness and response plan
• GC and CCO should collaborate during the planning and
preparedness phases to ensure that cybersecurity and data privacy
practices are guided by a standard of reasonableness
• CCO should be point of contact for cybersecurity compliance outside of breach event
• CCO should be point of contact for cybersecurity auditing
outside of breach event
• GC should be post-breach point of contact for breach notification compliance obligations
• GC should be post-breach point of contact for investigations
• GC should be post-breach point of contact for litigation
activities

Please email the author at sasam@dykema.com with questions about this article.
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Federal Register
Vol. 78, No. 33
Tuesday, February 19, 2013

Title 3—

Executive Order 13636 of February 12, 2013

The President

Improving Critical Infrastructure Cybersecurity
By the authority vested in me as President by the Constitution and the
laws of the United States of America, it is hereby ordered as follows:
Section 1. Policy. Repeated cyber intrusions into critical infrastructure demonstrate the need for improved cybersecurity. The cyber threat to critical
infrastructure continues to grow and represents one of the most serious
national security challenges we must confront. The national and economic
security of the United States depends on the reliable functioning of the
Nation’s critical infrastructure in the face of such threats. It is the policy
of the United States to enhance the security and resilience of the Nation’s
critical infrastructure and to maintain a cyber environment that encourages
efficiency, innovation, and economic prosperity while promoting safety, security, business confidentiality, privacy, and civil liberties. We can achieve
these goals through a partnership with the owners and operators of critical
infrastructure to improve cybersecurity information sharing and collaboratively develop and implement risk-based standards.
Sec. 2. Critical Infrastructure. As used in this order, the term critical infrastructure means systems and assets, whether physical or virtual, so vital
to the United States that the incapacity or destruction of such systems
and assets would have a debilitating impact on security, national economic
security, national public health or safety, or any combination of those matters.

srobinson on DSK4SPTVN1PROD with MISCELLANEOUS

Sec. 3. Policy Coordination. Policy coordination, guidance, dispute resolution,
and periodic in-progress reviews for the functions and programs described
and assigned herein shall be provided through the interagency process established in Presidential Policy Directive–1 of February 13, 2009 (Organization
of the National Security Council System), or any successor.
Sec. 4. Cybersecurity Information Sharing. (a) It is the policy of the United
States Government to increase the volume, timeliness, and quality of cyber
threat information shared with U.S. private sector entities so that these
entities may better protect and defend themselves against cyber threats.
Within 120 days of the date of this order, the Attorney General, the Secretary
of Homeland Security (the ‘‘Secretary’’), and the Director of National Intelligence shall each issue instructions consistent with their authorities and
with the requirements of section 12(c) of this order to ensure the timely
production of unclassified reports of cyber threats to the U.S. homeland
that identify a specific targeted entity. The instructions shall address the
need to protect intelligence and law enforcement sources, methods, operations, and investigations.
(b) The Secretary and the Attorney General, in coordination with the
Director of National Intelligence, shall establish a process that rapidly disseminates the reports produced pursuant to section 4(a) of this order to
the targeted entity. Such process shall also, consistent with the need to
protect national security information, include the dissemination of classified
reports to critical infrastructure entities authorized to receive them. The
Secretary and the Attorney General, in coordination with the Director of
National Intelligence, shall establish a system for tracking the production,
dissemination, and disposition of these reports.
(c) To assist the owners and operators of critical infrastructure in protecting
their systems from unauthorized access, exploitation, or harm, the Secretary,
consistent with 6 U.S.C. 143 and in collaboration with the Secretary of
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Defense, shall, within 120 days of the date of this order, establish procedures
to expand the Enhanced Cybersecurity Services program to all critical infrastructure sectors. This voluntary information sharing program will provide
classified cyber threat and technical information from the Government to
eligible critical infrastructure companies or commercial service providers
that offer security services to critical infrastructure.
(d) The Secretary, as the Executive Agent for the Classified National Security Information Program created under Executive Order 13549 of August
18, 2010 (Classified National Security Information Program for State, Local,
Tribal, and Private Sector Entities), shall expedite the processing of security
clearances to appropriate personnel employed by critical infrastructure owners and operators, prioritizing the critical infrastructure identified in section
9 of this order.
(e) In order to maximize the utility of cyber threat information sharing
with the private sector, the Secretary shall expand the use of programs
that bring private sector subject-matter experts into Federal service on a
temporary basis. These subject matter experts should provide advice regarding the content, structure, and types of information most useful to critical
infrastructure owners and operators in reducing and mitigating cyber risks.
Sec. 5. Privacy and Civil Liberties Protections. (a) Agencies shall coordinate
their activities under this order with their senior agency officials for privacy
and civil liberties and ensure that privacy and civil liberties protections
are incorporated into such activities. Such protections shall be based upon
the Fair Information Practice Principles and other privacy and civil liberties
policies, principles, and frameworks as they apply to each agency’s activities.
(b) The Chief Privacy Officer and the Officer for Civil Rights and Civil
Liberties of the Department of Homeland Security (DHS) shall assess the
privacy and civil liberties risks of the functions and programs undertaken
by DHS as called for in this order and shall recommend to the Secretary
ways to minimize or mitigate such risks, in a publicly available report,
to be released within 1 year of the date of this order. Senior agency privacy
and civil liberties officials for other agencies engaged in activities under
this order shall conduct assessments of their agency activities and provide
those assessments to DHS for consideration and inclusion in the report.
The report shall be reviewed on an annual basis and revised as necessary.
The report may contain a classified annex if necessary. Assessments shall
include evaluation of activities against the Fair Information Practice Principles and other applicable privacy and civil liberties policies, principles,
and frameworks. Agencies shall consider the assessments and recommendations of the report in implementing privacy and civil liberties protections
for agency activities.
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(c) In producing the report required under subsection (b) of this section,
the Chief Privacy Officer and the Officer for Civil Rights and Civil Liberties
of DHS shall consult with the Privacy and Civil Liberties Oversight Board
and coordinate with the Office of Management and Budget (OMB).
(d) Information submitted voluntarily in accordance with 6 U.S.C. 133
by private entities under this order shall be protected from disclosure to
the fullest extent permitted by law.
Sec. 6. Consultative Process. The Secretary shall establish a consultative
process to coordinate improvements to the cybersecurity of critical infrastructure. As part of the consultative process, the Secretary shall engage and
consider the advice, on matters set forth in this order, of the Critical Infrastructure Partnership Advisory Council; Sector Coordinating Councils; critical
infrastructure owners and operators; Sector-Specific Agencies; other relevant
agencies; independent regulatory agencies; State, local, territorial, and tribal
governments; universities; and outside experts.
Sec. 7. Baseline Framework to Reduce Cyber Risk to Critical Infrastructure.
(a) The Secretary of Commerce shall direct the Director of the National
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Institute of Standards and Technology (the ‘‘Director’’) to lead the development of a framework to reduce cyber risks to critical infrastructure (the
‘‘Cybersecurity Framework’’). The Cybersecurity Framework shall include
a set of standards, methodologies, procedures, and processes that align policy,
business, and technological approaches to address cyber risks. The Cybersecurity Framework shall incorporate voluntary consensus standards and industry
best practices to the fullest extent possible. The Cybersecurity Framework
shall be consistent with voluntary international standards when such international standards will advance the objectives of this order, and shall meet
the requirements of the National Institute of Standards and Technology
Act, as amended (15 U.S.C. 271 et seq.), the National Technology Transfer
and Advancement Act of 1995 (Public Law 104–113), and OMB Circular
A–119, as revised.
(b) The Cybersecurity Framework shall provide a prioritized, flexible,
repeatable, performance-based, and cost-effective approach, including information security measures and controls, to help owners and operators of
critical infrastructure identify, assess, and manage cyber risk. The Cybersecurity Framework shall focus on identifying cross-sector security standards
and guidelines applicable to critical infrastructure. The Cybersecurity Framework will also identify areas for improvement that should be addressed
through future collaboration with particular sectors and standards-developing
organizations. To enable technical innovation and account for organizational
differences, the Cybersecurity Framework will provide guidance that is technology neutral and that enables critical infrastructure sectors to benefit from
a competitive market for products and services that meet the standards,
methodologies, procedures, and processes developed to address cyber risks.
The Cybersecurity Framework shall include guidance for measuring the performance of an entity in implementing the Cybersecurity Framework.
(c) The Cybersecurity Framework shall include methodologies to identify
and mitigate impacts of the Cybersecurity Framework and associated information security measures or controls on business confidentiality, and to protect
individual privacy and civil liberties.
(d) In developing the Cybersecurity Framework, the Director shall engage
in an open public review and comment process. The Director shall also
consult with the Secretary, the National Security Agency, Sector-Specific
Agencies and other interested agencies including OMB, owners and operators
of critical infrastructure, and other stakeholders through the consultative
process established in section 6 of this order. The Secretary, the Director
of National Intelligence, and the heads of other relevant agencies shall
provide threat and vulnerability information and technical expertise to inform
the development of the Cybersecurity Framework. The Secretary shall provide
performance goals for the Cybersecurity Framework informed by work under
section 9 of this order.
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(e) Within 240 days of the date of this order, the Director shall publish
a preliminary version of the Cybersecurity Framework (the ‘‘preliminary
Framework’’). Within 1 year of the date of this order, and after coordination
with the Secretary to ensure suitability under section 8 of this order, the
Director shall publish a final version of the Cybersecurity Framework (the
‘‘final Framework’’).
(f) Consistent with statutory responsibilities, the Director will ensure the
Cybersecurity Framework and related guidance is reviewed and updated
as necessary, taking into consideration technological changes, changes in
cyber risks, operational feedback from owners and operators of critical infrastructure, experience from the implementation of section 8 of this order,
and any other relevant factors.
Sec. 8. Voluntary Critical Infrastructure Cybersecurity Program. (a) The Secretary, in coordination with Sector-Specific Agencies, shall establish a voluntary program to support the adoption of the Cybersecurity Framework
by owners and operators of critical infrastructure and any other interested
entities (the ‘‘Program’’).
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(b) Sector-Specific Agencies, in consultation with the Secretary and other
interested agencies, shall coordinate with the Sector Coordinating Councils
to review the Cybersecurity Framework and, if necessary, develop implementation guidance or supplemental materials to address sector-specific risks
and operating environments.
(c) Sector-Specific Agencies shall report annually to the President, through
the Secretary, on the extent to which owners and operators notified under
section 9 of this order are participating in the Program.
(d) The Secretary shall coordinate establishment of a set of incentives
designed to promote participation in the Program. Within 120 days of the
date of this order, the Secretary and the Secretaries of the Treasury and
Commerce each shall make recommendations separately to the President,
through the Assistant to the President for Homeland Security and Counterterrorism and the Assistant to the President for Economic Affairs, that shall
include analysis of the benefits and relative effectiveness of such incentives,
and whether the incentives would require legislation or can be provided
under existing law and authorities to participants in the Program.
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(e) Within 120 days of the date of this order, the Secretary of Defense
and the Administrator of General Services, in consultation with the Secretary
and the Federal Acquisition Regulatory Council, shall make recommendations
to the President, through the Assistant to the President for Homeland Security
and Counterterrorism and the Assistant to the President for Economic Affairs,
on the feasibility, security benefits, and relative merits of incorporating
security standards into acquisition planning and contract administration.
The report shall address what steps can be taken to harmonize and make
consistent existing procurement requirements related to cybersecurity.
Sec. 9. Identification of Critical Infrastructure at Greatest Risk. (a) Within
150 days of the date of this order, the Secretary shall use a risk-based
approach to identify critical infrastructure where a cybersecurity incident
could reasonably result in catastrophic regional or national effects on public
health or safety, economic security, or national security. In identifying critical
infrastructure for this purpose, the Secretary shall use the consultative process established in section 6 of this order and draw upon the expertise
of Sector-Specific Agencies. The Secretary shall apply consistent, objective
criteria in identifying such critical infrastructure. The Secretary shall not
identify any commercial information technology products or consumer information technology services under this section. The Secretary shall review
and update the list of identified critical infrastructure under this section
on an annual basis, and provide such list to the President, through the
Assistant to the President for Homeland Security and Counterterrorism and
the Assistant to the President for Economic Affairs.
(b) Heads of Sector-Specific Agencies and other relevant agencies shall
provide the Secretary with information necessary to carry out the responsibilities under this section. The Secretary shall develop a process for other
relevant stakeholders to submit information to assist in making the identifications required in subsection (a) of this section.
(c) The Secretary, in coordination with Sector-Specific Agencies, shall
confidentially notify owners and operators of critical infrastructure identified
under subsection (a) of this section that they have been so identified, and
ensure identified owners and operators are provided the basis for the determination. The Secretary shall establish a process through which owners
and operators of critical infrastructure may submit relevant information and
request reconsideration of identifications under subsection (a) of this section.
Sec. 10. Adoption of Framework. (a) Agencies with responsibility for regulating the security of critical infrastructure shall engage in a consultative
process with DHS, OMB, and the National Security Staff to review the
preliminary Cybersecurity Framework and determine if current cybersecurity
regulatory requirements are sufficient given current and projected risks. In
making such determination, these agencies shall consider the identification
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of critical infrastructure required under section 9 of this order. Within 90
days of the publication of the preliminary Framework, these agencies shall
submit a report to the President, through the Assistant to the President
for Homeland Security and Counterterrorism, the Director of OMB, and
the Assistant to the President for Economic Affairs, that states whether
or not the agency has clear authority to establish requirements based upon
the Cybersecurity Framework to sufficiently address current and projected
cyber risks to critical infrastructure, the existing authorities identified, and
any additional authority required.
(b) If current regulatory requirements are deemed to be insufficient, within
90 days of publication of the final Framework, agencies identified in subsection (a) of this section shall propose prioritized, risk-based, efficient,
and coordinated actions, consistent with Executive Order 12866 of September
30, 1993 (Regulatory Planning and Review), Executive Order 13563 of January
18, 2011 (Improving Regulation and Regulatory Review), and Executive Order
13609 of May 1, 2012 (Promoting International Regulatory Cooperation),
to mitigate cyber risk.
(c) Within 2 years after publication of the final Framework, consistent
with Executive Order 13563 and Executive Order 13610 of May 10, 2012
(Identifying and Reducing Regulatory Burdens), agencies identified in subsection (a) of this section shall, in consultation with owners and operators
of critical infrastructure, report to OMB on any critical infrastructure subject
to ineffective, conflicting, or excessively burdensome cybersecurity requirements. This report shall describe efforts made by agencies, and make recommendations for further actions, to minimize or eliminate such requirements.
(d) The Secretary shall coordinate the provision of technical assistance
to agencies identified in subsection (a) of this section on the development
of their cybersecurity workforce and programs.
(e) Independent regulatory agencies with responsibility for regulating the
security of critical infrastructure are encouraged to engage in a consultative
process with the Secretary, relevant Sector-Specific Agencies, and other
affected parties to consider prioritized actions to mitigate cyber risks for
critical infrastructure consistent with their authorities.
Sec. 11. Definitions. (a) ‘‘Agency’’ means any authority of the United States
that is an ‘‘agency’’ under 44 U.S.C. 3502(1), other than those considered
to be independent regulatory agencies, as defined in 44 U.S.C. 3502(5).
(b) ‘‘Critical Infrastructure Partnership Advisory Council’’ means the council established by DHS under 6 U.S.C. 451 to facilitate effective interaction
and coordination of critical infrastructure protection activities among the
Federal Government; the private sector; and State, local, territorial, and
tribal governments.
(c) ‘‘Fair Information Practice Principles’’ means the eight principles set
forth in Appendix A of the National Strategy for Trusted Identities in Cyberspace.
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(d) ‘‘Independent regulatory agency’’ has the meaning given the term in
44 U.S.C. 3502(5).
(e) ‘‘Sector Coordinating Council’’ means a private sector coordinating
council composed of representatives of owners and operators within a particular sector of critical infrastructure established by the National Infrastructure Protection Plan or any successor.
(f) ‘‘Sector-Specific Agency’’ has the meaning given the term in Presidential
Policy Directive–21 of February 12, 2013 (Critical Infrastructure Security
and Resilience), or any successor.
Sec. 12. General Provisions. (a) This order shall be implemented consistent
with applicable law and subject to the availability of appropriations. Nothing
in this order shall be construed to provide an agency with authority for
regulating the security of critical infrastructure in addition to or to a greater
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extent than the authority the agency has under existing law. Nothing in
this order shall be construed to alter or limit any authority or responsibility
of an agency under existing law.
(b) Nothing in this order shall be construed to impair or otherwise affect
the functions of the Director of OMB relating to budgetary, administrative,
or legislative proposals.
(c) All actions taken pursuant to this order shall be consistent with requirements and authorities to protect intelligence and law enforcement sources
and methods. Nothing in this order shall be interpreted to supersede measures
established under authority of law to protect the security and integrity
of specific activities and associations that are in direct support of intelligence
and law enforcement operations.
(d) This order shall be implemented consistent with U.S. international
obligations.
(e) This order is not intended to, and does not, create any right or benefit,
substantive or procedural, enforceable at law or in equity by any party
against the United States, its departments, agencies, or entities, its officers,
employees, or agents, or any other person.

THE WHITE HOUSE,
February 12, 2013.
[FR Doc. 2013–03915
Filed 2–15–13; 11:15 am]
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Executive Summary
The national and economic security of the United States depends on the reliable functioning of
critical infrastructure. Cybersecurity threats exploit the increased complexity and connectivity of
critical infrastructure systems, placing the Nation’s security, economy, and public safety and
health at risk. Similar to financial and reputational risk, cybersecurity risk affects a company’s
bottom line. It can drive up costs and impact revenue. It can harm an organization’s ability to
innovate and to gain and maintain customers.
To better address these risks, the President issued Executive Order 13636, “Improving Critical
Infrastructure Cybersecurity,” on February 12, 2013, which established that “[i]t is the Policy of
the United States to enhance the security and resilience of the Nation’s critical infrastructure and
to maintain a cyber environment that encourages efficiency, innovation, and economic prosperity
while promoting safety, security, business confidentiality, privacy, and civil liberties.” In
enacting this policy, the Executive Order calls for the development of a voluntary risk-based
Cybersecurity Framework – a set of industry standards and best practices to help organizations
manage cybersecurity risks. The resulting Framework, created through collaboration between
government and the private sector, uses a common language to address and manage
cybersecurity risk in a cost-effective way based on business needs without placing additional
regulatory requirements on businesses.
The Framework focuses on using business drivers to guide cybersecurity activities and
considering cybersecurity risks as part of the organization’s risk management processes. The
Framework consists of three parts: the Framework Core, the Framework Profile, and the
Framework Implementation Tiers. The Framework Core is a set of cybersecurity activities,
outcomes, and informative references that are common across critical infrastructure sectors,
providing the detailed guidance for developing individual organizational Profiles. Through use of
the Profiles, the Framework will help the organization align its cybersecurity activities with its
business requirements, risk tolerances, and resources. The Tiers provide a mechanism for
organizations to view and understand the characteristics of their approach to managing
cybersecurity risk.
The Executive Order also requires that the Framework include a methodology to protect
individual privacy and civil liberties when critical infrastructure organizations conduct
cybersecurity activities. While processes and existing needs will differ, the Framework can assist
organizations in incorporating privacy and civil liberties as part of a comprehensive
cybersecurity program.
The Framework enables organizations – regardless of size, degree of cybersecurity risk, or
cybersecurity sophistication – to apply the principles and best practices of risk management to
improving the security and resilience of critical infrastructure. The Framework provides
organization and structure to today’s multiple approaches to cybersecurity by assembling
standards, guidelines, and practices that are working effectively in industry today. Moreover,
because it references globally recognized standards for cybersecurity, the Framework can also be
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used by organizations located outside the United States and can serve as a model for
international cooperation on strengthening critical infrastructure cybersecurity.
The Framework is not a one-size-fits-all approach to managing cybersecurity risk for critical
infrastructure. Organizations will continue to have unique risks – different threats, different
vulnerabilities, different risk tolerances – and how they implement the practices in the
Framework will vary. Organizations can determine activities that are important to critical service
delivery and can prioritize investments to maximize the impact of each dollar spent. Ultimately,
the Framework is aimed at reducing and better managing cybersecurity risks.
The Framework is a living document and will continue to be updated and improved as industry
provides feedback on implementation. As the Framework is put into practice, lessons learned
will be integrated into future versions. This will ensure it is meeting the needs of critical
infrastructure owners and operators in a dynamic and challenging environment of new threats,
risks, and solutions.
Use of this voluntary Framework is the next step to improve the cybersecurity of our Nation’s
critical infrastructure – providing guidance for individual organizations, while increasing the
cybersecurity posture of the Nation’s critical infrastructure as a whole.
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Framework Introduction

The national and economic security of the United States depends on the reliable functioning of
critical infrastructure. To strengthen the resilience of this infrastructure, President Obama issued
Executive Order 13636 (EO), “Improving Critical Infrastructure Cybersecurity,” on February 12,
2013.1 This Executive Order calls for the development of a voluntary Cybersecurity Framework
(“Framework”) that provides a “prioritized, flexible, repeatable, performance-based, and costeffective approach” to manage cybersecurity risk for those processes, information, and systems
directly involved in the delivery of critical infrastructure services. The Framework, developed in
collaboration with industry, provides guidance to an organization on managing cybersecurity
risk.
Critical infrastructure is defined in the EO as “systems and assets, whether physical or virtual, so
vital to the United States that the incapacity or destruction of such systems and assets would have
a debilitating impact on security, national economic security, national public health or safety, or
any combination of those matters.” Due to the increasing pressures from external and internal
threats, organizations responsible for critical infrastructure need to have a consistent and iterative
approach to identifying, assessing, and managing cybersecurity risk. This approach is necessary
regardless of an organization’s size, threat exposure, or cybersecurity sophistication today.
The critical infrastructure community includes public and private owners and operators, and
other entities with a role in securing the Nation’s infrastructure. Members of each critical
infrastructure sector perform functions that are supported by information technology (IT) and
industrial control systems (ICS).2 This reliance on technology, communication, and the
interconnectivity of IT and ICS has changed and expanded the potential vulnerabilities and
increased potential risk to operations. For example, as ICS and the data produced in ICS
operations are increasingly used to deliver critical services and support business decisions, the
potential impacts of a cybersecurity incident on an organization’s business, assets, health and
safety of individuals, and the environment should be considered. To manage cybersecurity risks,
a clear understanding of the organization’s business drivers and security considerations specific
to its use of IT and ICS is required. Because each organization’s risk is unique, along with its use
of IT and ICS, the tools and methods used to achieve the outcomes described by the Framework
will vary.
Recognizing the role that the protection of privacy and civil liberties plays in creating greater
public trust, the Executive Order requires that the Framework include a methodology to protect
individual privacy and civil liberties when critical infrastructure organizations conduct
cybersecurity activities. Many organizations already have processes for addressing privacy and
civil liberties. The methodology is designed to complement such processes and provide guidance
to facilitate privacy risk management consistent with an organization’s approach to cybersecurity
risk management. Integrating privacy and cybersecurity can benefit organizations by increasing
customer confidence, enabling more standardized sharing of information, and simplifying
operations across legal regimes.
1

2

Executive Order no. 13636, Improving Critical Infrastructure Cybersecurity, DCPD-201300091, February 12,
2013. http://www.gpo.gov/fdsys/pkg/FR-2013-02-19/pdf/2013-03915.pdf
The DHS Critical Infrastructure program provides a listing of the sectors and their associated critical functions
and value chains. http://www.dhs.gov/critical-infrastructure-sectors

3

February 12, 2014

Cybersecurity Framework

Version 1.0

To ensure extensibility and enable technical innovation, the Framework is technology neutral.
The Framework relies on a variety of existing standards, guidelines, and practices to enable
critical infrastructure providers to achieve resilience. By relying on those global standards,
guidelines, and practices developed, managed, and updated by industry, the tools and methods
available to achieve the Framework outcomes will scale across borders, acknowledge the global
nature of cybersecurity risks, and evolve with technological advances and business requirements.
The use of existing and emerging standards will enable economies of scale and drive the
development of effective products, services, and practices that meet identified market needs.
Market competition also promotes faster diffusion of these technologies and practices and
realization of many benefits by the stakeholders in these sectors.
Building from those standards, guidelines, and practices, the Framework provides a common
taxonomy and mechanism for organizations to:
1) Describe their current cybersecurity posture;
2) Describe their target state for cybersecurity;
3) Identify and prioritize opportunities for improvement within the context of a
continuous and repeatable process;
4) Assess progress toward the target state;
5) Communicate among internal and external stakeholders about cybersecurity risk.
The Framework complements, and does not replace, an organization’s risk management process
and cybersecurity program. The organization can use its current processes and leverage the
Framework to identify opportunities to strengthen and communicate its management of
cybersecurity risk while aligning with industry practices. Alternatively, an organization without
an existing cybersecurity program can use the Framework as a reference to establish one.
Just as the Framework is not industry-specific, the common taxonomy of standards, guidelines,
and practices that it provides also is not country-specific. Organizations outside the United States
may also use the Framework to strengthen their own cybersecurity efforts, and the Framework
can contribute to developing a common language for international cooperation on critical
infrastructure cybersecurity.
1.1

Overview of the Fr amework

The Framework is a risk-based approach to managing cybersecurity risk, and is composed of
three parts: the Framework Core, the Framework Implementation Tiers, and the Framework
Profiles. Each Framework component reinforces the connection between business drivers and
cybersecurity activities. These components are explained below.
•

The Framework Core is a set of cybersecurity activities, desired outcomes, and
applicable references that are common across critical infrastructure sectors. The Core
presents industry standards, guidelines, and practices in a manner that allows for
communication of cybersecurity activities and outcomes across the organization from the
executive level to the implementation/operations level. The Framework Core consists of
five concurrent and continuous Functions—Identify, Protect, Detect, Respond, Recover.
When considered together, these Functions provide a high-level, strategic view of the
lifecycle of an organization’s management of cybersecurity risk. The Framework Core
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then identifies underlying key Categories and Subcategories for each Function, and
matches them with example Informative References such as existing standards,
guidelines, and practices for each Subcategory.

1.2

•

Framework Implementation Tiers (“Tiers”) provide context on how an organization
views cybersecurity risk and the processes in place to manage that risk. Tiers describe the
degree to which an organization’s cybersecurity risk management practices exhibit the
characteristics defined in the Framework (e.g., risk and threat aware, repeatable, and
adaptive). The Tiers characterize an organization’s practices over a range, from Partial
(Tier 1) to Adaptive (Tier 4). These Tiers reflect a progression from informal, reactive
responses to approaches that are agile and risk-informed. During the Tier selection
process, an organization should consider its current risk management practices, threat
environment, legal and regulatory requirements, business/mission objectives, and
organizational constraints.

•

A Framework Profile (“Profile”) represents the outcomes based on business needs that an
organization has selected from the Framework Categories and Subcategories. The Profile
can be characterized as the alignment of standards, guidelines, and practices to the
Framework Core in a particular implementation scenario. Profiles can be used to identify
opportunities for improving cybersecurity posture by comparing a “Current” Profile (the
“as is” state) with a “Target” Profile (the “to be” state). To develop a Profile, an
organization can review all of the Categories and Subcategories and, based on business
drivers and a risk assessment, determine which are most important; they can add
Categories and Subcategories as needed to address the organization’s risks. The Current
Profile can then be used to support prioritization and measurement of progress toward the
Target Profile, while factoring in other business needs including cost-effectiveness and
innovation. Profiles can be used to conduct self-assessments and communicate within an
organization or between organizations.
Risk Manageme nt and the Cybersecurity Framework

Risk management is the ongoing process of identifying, assessing, and responding to risk. To
manage risk, organizations should understand the likelihood that an event will occur and the
resulting impact. With this information, organizations can determine the acceptable level of risk
for delivery of services and can express this as their risk tolerance.
With an understanding of risk tolerance, organizations can prioritize cybersecurity activities,
enabling organizations to make informed decisions about cybersecurity expenditures.
Implementation of risk management programs offers organizations the ability to quantify and
communicate adjustments to their cybersecurity programs. Organizations may choose to handle
risk in different ways, including mitigating the risk, transferring the risk, avoiding the risk, or
accepting the risk, depending on the potential impact to the delivery of critical services.
The Framework uses risk management processes to enable organizations to inform and prioritize
decisions regarding cybersecurity. It supports recurring risk assessments and validation of
business drivers to help organizations select target states for cybersecurity activities that reflect
desired outcomes. Thus, the Framework gives organizations the ability to dynamically select and
direct improvement in cybersecurity risk management for the IT and ICS environments.
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The Framework is adaptive to provide a flexible and risk-based implementation that can be used
with a broad array of cybersecurity risk management processes. Examples of cybersecurity risk
management processes include International Organization for Standardization (ISO)
31000:20093, ISO/IEC 27005:20114, National Institute of Standards and Technology (NIST)
Special Publication (SP) 800-395, and the Electricity Subsector Cybersecurity Risk Management
Process (RMP) guideline6.
1.3

Docume nt Overview

The remainder of this document contains the following sections and appendices:
• Section 2 describes the Framework components: the Framework Core, the Tiers, and the
Profiles.
• Section 3 presents examples of how the Framework can be used.
• Appendix A presents the Framework Core in a tabular format: the Functions, Categories,
Subcategories, and Informative References.
• Appendix B contains a glossary of selected terms.
• Appendix C lists acronyms used in this document.

3

4

5

6

International Organization for Standardization, Risk management – Principles and guidelines, ISO 31000:2009,
2009. http://www.iso.org/iso/home/standards/iso31000.htm
International Organization for Standardization/International Electrotechnical Commission, Information
technology – Security techniques – Information security risk management, ISO/IEC 27005:2011, 2011.
http://www.iso.org/iso/catalogue_detail?csnumber=56742
Joint Task Force Transformation Initiative, Managing Information Security Risk: Organization, Mission, and
Information System View, NIST Special Publication 800-39, March 2011.
http://csrc.nist.gov/publications/nistpubs/800-39/SP800-39-final.pdf
U.S. Department of Energy, Electricity Subsector Cybersecurity Risk Management Process, DOE/OE-0003, May
2012. http://energy.gov/sites/prod/files/Cybersecurity%20Risk%20Management%20Process%20Guideline%20
%20Final%20-%20May%202012.pdf
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Framework Basics

The Framework provides a common language for understanding, managing, and expressing
cybersecurity risk both internally and externally. It can be used to help identify and prioritize
actions for reducing cybersecurity risk, and it is a tool for aligning policy, business, and
technological approaches to managing that risk. It can be used to manage cybersecurity risk
across entire organizations or it can be focused on the delivery of critical services within an
organization. Different types of entities – including sector coordinating structures, associations,
and organizations – can use the Framework for different purposes, including the creation of
common Profiles.
2.1

Framework C ore

The Framework Core provides a set of activities to achieve specific cybersecurity outcomes, and
references examples of guidance to achieve those outcomes. The Core is not a checklist of
actions to perform. It presents key cybersecurity outcomes identified by industry as helpful in
managing cybersecurity risk. The Core comprises four elements: Functions, Categories,
Subcategories, and Informative References, depicted in Figure 1:

Figure 1: Framework Core Structure

The Framework Core elements work together as follows:
•

Functions organize basic cybersecurity activities at their highest level. These Functions
are Identify, Protect, Detect, Respond, and Recover. They aid an organization in
expressing its management of cybersecurity risk by organizing information, enabling risk
management decisions, addressing threats, and improving by learning from previous
activities. The Functions also align with existing methodologies for incident management
and help show the impact of investments in cybersecurity. For example, investments in
planning and exercises support timely response and recovery actions, resulting in reduced
impact to the delivery of services.

•

Categories are the subdivisions of a Function into groups of cybersecurity outcomes
closely tied to programmatic needs and particular activities. Examples of Categories
include “Asset Management,” “Access Control,” and “Detection Processes.”
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•

Subcategories further divide a Category into specific outcomes of technical and/or
management activities. They provide a set of results that, while not exhaustive, help
support achievement of the outcomes in each Category. Examples of Subcategories
include “External information systems are catalogued,” “Data-at-rest is protected,” and
“Notifications from detection systems are investigated.”

•

Informative References are specific sections of standards, guidelines, and practices
common among critical infrastructure sectors that illustrate a method to achieve the
outcomes associated with each Subcategory. The Informative References presented in the
Framework Core are illustrative and not exhaustive. They are based upon cross-sector
guidance most frequently referenced during the Framework development process.7

The five Framework Core Functions are defined below. These Functions are not intended to
form a serial path, or lead to a static desired end state. Rather, the Functions can be performed
concurrently and continuously to form an operational culture that addresses the dynamic
cybersecurity risk. See Appendix A for the complete Framework Core listing.
•

Identify – Develop the organizational understanding to manage cybersecurity risk to
systems, assets, data, and capabilities.
The activities in the Identify Function are foundational for effective use of the
Framework. Understanding the business context, the resources that support critical
functions, and the related cybersecurity risks enables an organization to focus and
prioritize its efforts, consistent with its risk management strategy and business needs.
Examples of outcome Categories within this Function include: Asset Management;
Business Environment; Governance; Risk Assessment; and Risk Management Strategy.

•

Protect – Develop and implement the appropriate safeguards to ensure delivery of
critical infrastructure services.
The Protect Function supports the ability to limit or contain the impact of a potential
cybersecurity event. Examples of outcome Categories within this Function include:
Access Control; Awareness and Training; Data Security; Information Protection
Processes and Procedures; Maintenance; and Protective Technology.

•

Detect – Develop and implement the appropriate activities to identify the occurrence of a
cybersecurity event.
The Detect Function enables timely discovery of cybersecurity events. Examples of
outcome Categories within this Function include: Anomalies and Events; Security
Continuous Monitoring; and Detection Processes.

•

7

Respond – Develop and implement the appropriate activities to take action regarding a
detected cybersecurity event.

NIST developed a Compendium of informative references gathered from the Request for Information (RFI)
input, Cybersecurity Framework workshops, and stakeholder engagement during the Framework development
process. The Compendium includes standards, guidelines, and practices to assist with implementation. The
Compendium is not intended to be an exhaustive list, but rather a starting point based on initial stakeholder
input. The Compendium and other supporting material can be found at http://www.nist.gov/cyberframework/.
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The Respond Function supports the ability to contain the impact of a potential
cybersecurity event. Examples of outcome Categories within this Function include:
Response Planning; Communications; Analysis; Mitigation; and Improvements.
•

Recover – Develop and implement the appropriate activities to maintain plans for
resilience and to restore any capabilities or services that were impaired due to a
cybersecurity event.
The Recover Function supports timely recovery to normal operations to reduce the
impact from a cybersecurity event. Examples of outcome Categories within this Function
include: Recovery Planning; Improvements; and Communications.

2.2

Framework Implementation Tiers

The Framework Implementation Tiers (“Tiers”) provide context on how an organization views
cybersecurity risk and the processes in place to manage that risk. The Tiers range from Partial
(Tier 1) to Adaptive (Tier 4) and describe an increasing degree of rigor and sophistication in
cybersecurity risk management practices and the extent to which cybersecurity risk management
is informed by business needs and is integrated into an organization’s overall risk management
practices. Risk management considerations include many aspects of cybersecurity, including the
degree to which privacy and civil liberties considerations are integrated into an organization’s
management of cybersecurity risk and potential risk responses.
The Tier selection process considers an organization’s current risk management practices, threat
environment, legal and regulatory requirements, business/mission objectives, and organizational
constraints. Organizations should determine the desired Tier, ensuring that the selected level
meets the organizational goals, is feasible to implement, and reduces cybersecurity risk to critical
assets and resources to levels acceptable to the organization. Organizations should consider
leveraging external guidance obtained from Federal government departments and agencies,
Information Sharing and Analysis Centers (ISACs), existing maturity models, or other sources to
assist in determining their desired tier.
While organizations identified as Tier 1 (Partial) are encouraged to consider moving toward Tier
2 or greater, Tiers do not represent maturity levels. Progression to higher Tiers is encouraged
when such a change would reduce cybersecurity risk and be cost effective. Successful
implementation of the Framework is based upon achievement of the outcomes described in the
organization’s Target Profile(s) and not upon Tier determination.
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The Tier definitions are as follows:
Tier 1: Partial
•

Risk Management Process – Organizational cybersecurity risk management practices are
not formalized, and risk is managed in an ad hoc and sometimes reactive manner.
Prioritization of cybersecurity activities may not be directly informed by organizational
risk objectives, the threat environment, or business/mission requirements.

•

Integrated Risk Management Program – There is limited awareness of cybersecurity risk
at the organizational level and an organization-wide approach to managing cybersecurity
risk has not been established. The organization implements cybersecurity risk
management on an irregular, case-by-case basis due to varied experience or information
gained from outside sources. The organization may not have processes that enable
cybersecurity information to be shared within the organization.

•

External Participation – An organization may not have the processes in place to
participate in coordination or collaboration with other entities.

Tier 2: Risk Informed
•

Risk Management Process – Risk management practices are approved by management
but may not be established as organizational-wide policy. Prioritization of cybersecurity
activities is directly informed by organizational risk objectives, the threat environment, or
business/mission requirements.

•

Integrated Risk Management Program – There is an awareness of cybersecurity risk at
the organizational level but an organization-wide approach to managing cybersecurity
risk has not been established. Risk-informed, management-approved processes and
procedures are defined and implemented, and staff has adequate resources to perform
their cybersecurity duties. Cybersecurity information is shared within the organization on
an informal basis.

•

External Participation – The organization knows its role in the larger ecosystem, but has
not formalized its capabilities to interact and share information externally.

Tier 3: Repeatable
•

Risk Management Process – The organization’s risk management practices are formally
approved and expressed as policy. Organizational cybersecurity practices are regularly
updated based on the application of risk management processes to changes in
business/mission requirements and a changing threat and technology landscape.

•

Integrated Risk Management Program – There is an organization-wide approach to
manage cybersecurity risk. Risk-informed policies, processes, and procedures are
defined, implemented as intended, and reviewed. Consistent methods are in place to
respond effectively to changes in risk. Personnel possess the knowledge and skills to
perform their appointed roles and responsibilities.

•

External Participation – The organization understands its dependencies and partners and
receives information from these partners that enables collaboration and risk-based
management decisions within the organization in response to events.
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Tier 4: Adaptive
•

Risk Management Process – The organization adapts its cybersecurity practices based on
lessons learned and predictive indicators derived from previous and current cybersecurity
activities. Through a process of continuous improvement incorporating advanced
cybersecurity technologies and practices, the organization actively adapts to a changing
cybersecurity landscape and responds to evolving and sophisticated threats in a timely
manner.

•

Integrated Risk Management Program – There is an organization-wide approach to
managing cybersecurity risk that uses risk-informed policies, processes, and procedures
to address potential cybersecurity events. Cybersecurity risk management is part of the
organizational culture and evolves from an awareness of previous activities, information
shared by other sources, and continuous awareness of activities on their systems and
networks.

•

External Participation – The organization manages risk and actively shares information
with partners to ensure that accurate, current information is being distributed and
consumed to improve cybersecurity before a cybersecurity event occurs.

2.3

Framework Profile

The Framework Profile (“Profile”) is the alignment of the Functions, Categories, and
Subcategories with the business requirements, risk tolerance, and resources of the organization.
A Profile enables organizations to establish a roadmap for reducing cybersecurity risk that is well
aligned with organizational and sector goals, considers legal/regulatory requirements and
industry best practices, and reflects risk management priorities. Given the complexity of many
organizations, they may choose to have multiple profiles, aligned with particular components and
recognizing their individual needs.
Framework Profiles can be used to describe the current state or the desired target state of specific
cybersecurity activities. The Current Profile indicates the cybersecurity outcomes that are
currently being achieved. The Target Profile indicates the outcomes needed to achieve the
desired cybersecurity risk management goals. Profiles support business/mission requirements
and aid in the communication of risk within and between organizations. This Framework
document does not prescribe Profile templates, allowing for flexibility in implementation.
Comparison of Profiles (e.g., the Current Profile and Target Profile) may reveal gaps to be
addressed to meet cybersecurity risk management objectives. An action plan to address these
gaps can contribute to the roadmap described above. Prioritization of gap mitigation is driven by
the organization’s business needs and risk management processes. This risk-based approach
enables an organization to gauge resource estimates (e.g., staffing, funding) to achieve
cybersecurity goals in a cost-effective, prioritized manner.
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Coordi nation of F ramework Implementation

Figure 2 describes a common flow of information and decisions at the following levels within an
organization:
•
•
•

Executive
Business/Process
Implementation/Operations

The executive level communicates the mission priorities, available resources, and overall risk
tolerance to the business/process level. The business/process level uses the information as inputs
into the risk management process, and then collaborates with the implementation/operations
level to communicate business needs and create a Profile. The implementation/operations level
communicates the Profile implementation progress to the business/process level. The
business/process level uses this information to perform an impact assessment. Business/process
level management reports the outcomes of that impact assessment to the executive level to
inform the organization’s overall risk management process and to the implementation/operations
level for awareness of business impact.

Figure 2: Notional Information and Decision Flows within an Organization
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How to Use the Framework

An organization can use the Framework as a key part of its systematic process for identifying,
assessing, and managing cybersecurity risk. The Framework is not designed to replace existing
processes; an organization can use its current process and overlay it onto the Framework to
determine gaps in its current cybersecurity risk approach and develop a roadmap to
improvement. Utilizing the Framework as a cybersecurity risk management tool, an organization
can determine activities that are most important to critical service delivery and prioritize
expenditures to maximize the impact of the investment.
The Framework is designed to complement existing business and cybersecurity operations. It can
serve as the foundation for a new cybersecurity program or a mechanism for improving an
existing program. The Framework provides a means of expressing cybersecurity requirements to
business partners and customers and can help identify gaps in an organization’s cybersecurity
practices. It also provides a general set of considerations and processes for considering privacy
and civil liberties implications in the context of a cybersecurity program.
The following sections present different ways in which organizations can use the Framework.
3.1

Basic Review of C ybersecurity Practices

The Framework can be used to compare an organization’s current cybersecurity activities with
those outlined in the Framework Core. Through the creation of a Current Profile, organizations
can examine the extent to which they are achieving the outcomes described in the Core
Categories and Subcategories, aligned with the five high-level Functions: Identify, Protect,
Detect, Respond, and Recover. An organization may find that it is already achieving the desired
outcomes, thus managing cybersecurity commensurate with the known risk. Conversely, an
organization may determine that it has opportunities to (or needs to) improve. The organization
can use that information to develop an action plan to strengthen existing cybersecurity practices
and reduce cybersecurity risk. An organization may also find that it is overinvesting to achieve
certain outcomes. The organization can use this information to reprioritize resources to
strengthen other cybersecurity practices.
While they do not replace a risk management process, these five high-level Functions will
provide a concise way for senior executives and others to distill the fundamental concepts of
cybersecurity risk so that they can assess how identified risks are managed, and how their
organization stacks up at a high level against existing cybersecurity standards, guidelines, and
practices. The Framework can also help an organization answer fundamental questions,
including “How are we doing?” Then they can move in a more informed way to strengthen their
cybersecurity practices where and when deemed necessary.
3.2

Establishing or Improving a Cy bersecurity Program

The following steps illustrate how an organization could use the Framework to create a new
cybersecurity program or improve an existing program. These steps should be repeated as
necessary to continuously improve cybersecurity.
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Step 1: Prioritize and Scope. The organization identifies its business/mission objectives and
high-level organizational priorities. With this information, the organization makes strategic
decisions regarding cybersecurity implementations and determines the scope of systems and
assets that support the selected business line or process. The Framework can be adapted to
support the different business lines or processes within an organization, which may have
different business needs and associated risk tolerance.
Step 2: Orient. Once the scope of the cybersecurity program has been determined for the
business line or process, the organization identifies related systems and assets, regulatory
requirements, and overall risk approach. The organization then identifies threats to, and
vulnerabilities of, those systems and assets.
Step 3: Create a Current Profile. The organization develops a Current Profile by indicating
which Category and Subcategory outcomes from the Framework Core are currently being
achieved.
Step 4: Conduct a Risk Assessment. This assessment could be guided by the organization’s
overall risk management process or previous risk assessment activities. The organization
analyzes the operational environment in order to discern the likelihood of a cybersecurity event
and the impact that the event could have on the organization. It is important that organizations
seek to incorporate emerging risks and threat and vulnerability data to facilitate a robust
understanding of the likelihood and impact of cybersecurity events.
Step 5: Create a Target Profile. The organization creates a Target Profile that focuses on the
assessment of the Framework Categories and Subcategories describing the organization’s desired
cybersecurity outcomes. Organizations also may develop their own additional Categories and
Subcategories to account for unique organizational risks. The organization may also consider
influences and requirements of external stakeholders such as sector entities, customers, and
business partners when creating a Target Profile.
Step 6: Determine, Analyze, and Prioritize Gaps. The organization compares the Current
Profile and the Target Profile to determine gaps. Next it creates a prioritized action plan to
address those gaps that draws upon mission drivers, a cost/benefit analysis, and understanding of
risk to achieve the outcomes in the Target Profile. The organization then determines resources
necessary to address the gaps. Using Profiles in this manner enables the organization to make
informed decisions about cybersecurity activities, supports risk management, and enables the
organization to perform cost-effective, targeted improvements.
Step 7: Implement Action Plan. The organization determines which actions to take in regards
to the gaps, if any, identified in the previous step. It then monitors its current cybersecurity
practices against the Target Profile. For further guidance, the Framework identifies example
Informative References regarding the Categories and Subcategories, but organizations should
determine which standards, guidelines, and practices, including those that are sector specific,
work best for their needs.
An organization may repeat the steps as needed to continuously assess and improve its
cybersecurity. For instance, organizations may find that more frequent repetition of the orient
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step improves the quality of risk assessments. Furthermore, organizations may monitor progress
through iterative updates to the Current Profile, subsequently comparing the Current Profile to
the Target Profile. Organizations may also utilize this process to align their cybersecurity
program with their desired Framework Implementation Tier.
3.3

Communicating C ybersecurity Requirements with Sta keholders

The Framework provides a common language to communicate requirements among
interdependent stakeholders responsible for the delivery of essential critical infrastructure
services. Examples include:
•
•
•
•

An organization may utilize a Target Profile to express cybersecurity risk management
requirements to an external service provider (e.g., a cloud provider to which it is
exporting data).
An organization may express its cybersecurity state through a Current Profile to report
results or to compare with acquisition requirements.
A critical infrastructure owner/operator, having identified an external partner on whom
that infrastructure depends, may use a Target Profile to convey required Categories and
Subcategories.
A critical infrastructure sector may establish a Target Profile that can be used among its
constituents as an initial baseline Profile to build their tailored Target Profiles.

3.4 Identifying Opportunities for New or Revised Infor ma tive
References

The Framework can be used to identify opportunities for new or revised standards, guidelines, or
practices where additional Informative References would help organizations address emerging
needs. An organization implementing a given Subcategory, or developing a new Subcategory,
might discover that there are few Informative References, if any, for a related activity. To
address that need, the organization might collaborate with technology leaders and/or standards
bodies to draft, develop, and coordinate standards, guidelines, or practices.
3.5

Methodology to Protect Privacy and Civil Liberties

This section describes a methodology as required by the Executive Order to address individual
privacy and civil liberties implications that may result from cybersecurity operations. This
methodology is intended to be a general set of considerations and processes since privacy and
civil liberties implications may differ by sector or over time and organizations may address these
considerations and processes with a range of technical implementations. Nonetheless, not all
activities in a cybersecurity program may give rise to these considerations. Consistent with
Section 3.4, technical privacy standards, guidelines, and additional best practices may need to be
developed to support improved technical implementations.
Privacy and civil liberties implications may arise when personal information is used, collected,
processed, maintained, or disclosed in connection with an organization’s cybersecurity activities.
Some examples of activities that bear privacy or civil liberties considerations may include:
cybersecurity activities that result in the over-collection or over-retention of personal
information; disclosure or use of personal information unrelated to cybersecurity activities;
cybersecurity mitigation activities that result in denial of service or other similar potentially
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adverse impacts, including activities such as some types of incident detection or monitoring that
may impact freedom of expression or association.
The government and agents of the government have a direct responsibility to protect civil
liberties arising from cybersecurity activities. As referenced in the methodology below,
government or agents of the government that own or operate critical infrastructure should have a
process in place to support compliance of cybersecurity activities with applicable privacy laws,
regulations, and Constitutional requirements.
To address privacy implications, organizations may consider how, in circumstances where such
measures are appropriate, their cybersecurity program might incorporate privacy principles such
as: data minimization in the collection, disclosure, and retention of personal information material
related to the cybersecurity incident; use limitations outside of cybersecurity activities on any
information collected specifically for cybersecurity activities; transparency for certain
cybersecurity activities; individual consent and redress for adverse impacts arising from use of
personal information in cybersecurity activities; data quality, integrity, and security; and
accountability and auditing.
As organizations assess the Framework Core in Appendix A, the following processes and
activities may be considered as a means to address the above-referenced privacy and civil
liberties implications:
Governance of cybersecurity risk
•
•
•
•

An organization’s assessment of cybersecurity risk and potential risk responses considers
the privacy implications of its cybersecurity program
Individuals with cybersecurity-related privacy responsibilities report to appropriate
management and are appropriately trained
Process is in place to support compliance of cybersecurity activities with applicable
privacy laws, regulations, and Constitutional requirements
Process is in place to assess implementation of the foregoing organizational measures and
controls

Approaches to identifying and authorizing individuals to access organizational assets and
systems
•

Steps are taken to identify and address the privacy implications of access control
measures to the extent that they involve collection, disclosure, or use of personal
information

Awareness and training measures
•
•

Applicable information from organizational privacy policies is included in cybersecurity
workforce training and awareness activities
Service providers that provide cybersecurity-related services for the organization are
informed about the organization’s applicable privacy policies
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Anomalous activity detection and system and assets monitoring
•

Process is in place to conduct a privacy review of an organization’s anomalous activity
detection and cybersecurity monitoring

Response activities, including information sharing or other mitigation efforts
•
•

Process is in place to assess and address whether, when, how, and the extent to which
personal information is shared outside the organization as part of cybersecurity
information sharing activities
Process is in place to conduct a privacy review of an organization’s cybersecurity
mitigation efforts
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Appendix A: Framework Core
This appendix presents the Framework Core: a listing of Functions, Categories, Subcategories,
and Informative References that describe specific cybersecurity activities that are common
across all critical infrastructure sectors. The chosen presentation format for the Framework Core
does not suggest a specific implementation order or imply a degree of importance of the
Categories, Subcategories, and Informative References. The Framework Core presented in this
appendix represents a common set of activities for managing cybersecurity risk. While the
Framework is not exhaustive, it is extensible, allowing organizations, sectors, and other entities
to use Subcategories and Informative References that are cost-effective and efficient and that
enable them to manage their cybersecurity risk. Activities can be selected from the Framework
Core during the Profile creation process and additional Categories, Subcategories, and
Informative References may be added to the Profile. An organization’s risk management
processes, legal/regulatory requirements, business/mission objectives, and organizational
constraints guide the selection of these activities during Profile creation. Personal information is
considered a component of data or assets referenced in the Categories when assessing security
risks and protections.
While the intended outcomes identified in the Functions, Categories, and Subcategories are the
same for IT and ICS, the operational environments and considerations for IT and ICS differ. ICS
have a direct effect on the physical world, including potential risks to the health and safety of
individuals, and impact on the environment. Additionally, ICS have unique performance and
reliability requirements compared with IT, and the goals of safety and efficiency must be
considered when implementing cybersecurity measures.
For ease of use, each component of the Framework Core is given a unique identifier. Functions
and Categories each have a unique alphabetic identifier, as shown in Table 1. Subcategories
within each Category are referenced numerically; the unique identifier for each Subcategory is
included in Table 2.
Additional supporting material relating to the Framework can be found on the NIST website at
http://www.nist.gov/cyberframework/.
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Table 1: Function and Category Unique Identifiers
Function
Unique
Identifier

ID

PR

DE

RS

RC

Function

Identify

Protect

Detect

Respond

Recover

Category
Unique
Identifier

Category

ID.AM

Asset Management

ID.BE

Business Environment

ID.GV

Governance

ID.RA

Risk Assessment

ID.RM

Risk Management Strategy

PR.AC

Access Control

PR.AT

Awareness and Training

PR.DS

Data Security

PR.IP

Information Protection Processes and Procedures

PR.MA

Maintenance

PR.PT

Protective Technology

DE.AE

Anomalies and Events

DE.CM

Security Continuous Monitoring

DE.DP

Detection Processes

RS.RP

Response Planning

RS.CO

Communications

RS.AN

Analysis

RS.MI

Mitigation

RS.IM

Improvements

RC.RP

Recovery Planning

RC.IM

Improvements

RC.CO

Communications
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Table 2: Framework Core
Function

IDENTIFY
(ID)

Category

Asset Management (ID.AM):
The data, personnel, devices,
systems, and facilities that enable
the organization to achieve
business purposes are identified
and managed consistent with their
relative importance to business
objectives and the organization’s
risk strategy.

Subcategory

Informative References

ID.AM-1: Physical devices and systems
within the organization are inventoried

•
•
•
•
•
•

CCS CSC 1
COBIT 5 BAI09.01, BAI09.02
ISA 62443-2-1:2009 4.2.3.4
ISA 62443-3-3:2013 SR 7.8
ISO/IEC 27001:2013 A.8.1.1, A.8.1.2
NIST SP 800-53 Rev. 4 CM-8

ID.AM-2: Software platforms and
applications within the organization are
inventoried

•
•
•
•
•
•

CCS CSC 2
COBIT 5 BAI09.01, BAI09.02, BAI09.05
ISA 62443-2-1:2009 4.2.3.4
ISA 62443-3-3:2013 SR 7.8
ISO/IEC 27001:2013 A.8.1.1, A.8.1.2
NIST SP 800-53 Rev. 4 CM-8

•
•
•
•
•

CCS CSC 1
COBIT 5 DSS05.02
ISA 62443-2-1:2009 4.2.3.4
ISO/IEC 27001:2013 A.13.2.1
NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9,
PL-8

ID.AM-4: External information systems
are catalogued

•
•
•

COBIT 5 APO02.02
ISO/IEC 27001:2013 A.11.2.6
NIST SP 800-53 Rev. 4 AC-20, SA-9

ID.AM-5: Resources (e.g., hardware,
devices, data, and software) are prioritized
based on their classification, criticality, and
business value

•
•
•
•

COBIT 5 APO03.03, APO03.04, BAI09.02
ISA 62443-2-1:2009 4.2.3.6
ISO/IEC 27001:2013 A.8.2.1
NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14

ID.AM-6: Cybersecurity roles and
responsibilities for the entire workforce and
third-party stakeholders (e.g., suppliers,
customers, partners) are established

•
•
•

COBIT 5 APO01.02, DSS06.03
ISA 62443-2-1:2009 4.3.2.3.3
ISO/IEC 27001:2013 A.6.1.1

ID.AM-3: Organizational communication
and data flows are mapped
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NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-11

•

•

COBIT 5 APO08.04, APO08.05, APO10.03,
APO10.04, APO10.05
ISO/IEC 27001:2013 A.15.1.3, A.15.2.1,
A.15.2.2
NIST SP 800-53 Rev. 4 CP-2, SA-12

ID.BE-2: The organization’s place in
critical infrastructure and its industry sector
is identified and communicated

•
•

COBIT 5 APO02.06, APO03.01
NIST SP 800-53 Rev. 4 PM-8

ID.BE-3: Priorities for organizational
mission, objectives, and activities are
established and communicated

•
•
•

COBIT 5 APO02.01, APO02.06, APO03.01
ISA 62443-2-1:2009 4.2.2.1, 4.2.3.6
NIST SP 800-53 Rev. 4 PM-11, SA-14

•

ISO/IEC 27001:2013 A.11.2.2, A.11.2.3,
A.12.1.3
NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-11,
PM-8, SA-14

ID.BE-4: Dependencies and critical
functions for delivery of critical services
are established
ID.BE-5: Resilience requirements to
support delivery of critical services are
established

Governance (ID.GV): The
policies, procedures, and
processes to manage and monitor
the organization’s regulatory,
legal, risk, environmental, and
operational requirements are
understood and inform the
management of cybersecurity
risk.

Informative References
•

ID.BE-1: The organization’s role in the
supply chain is identified and
communicated

Business Environment (ID.BE):
The organization’s mission,
objectives, stakeholders, and
activities are understood and
prioritized; this information is
used to inform cybersecurity
roles, responsibilities, and risk
management decisions.

Version 1.0

•

•
•
•
•

COBIT 5 DSS04.02
ISO/IEC 27001:2013 A.11.1.4, A.17.1.1,
A.17.1.2, A.17.2.1
NIST SP 800-53 Rev. 4 CP-2, CP-11, SA-14

•
•
•
•

COBIT 5 APO01.03, EDM01.01, EDM01.02
ISA 62443-2-1:2009 4.3.2.6
ISO/IEC 27001:2013 A.5.1.1
NIST SP 800-53 Rev. 4 -1 controls from all
families

ID.GV-2: Information security roles &
responsibilities are coordinated and aligned
with internal roles and external partners

•
•
•
•

COBIT 5 APO13.12
ISA 62443-2-1:2009 4.3.2.3.3
ISO/IEC 27001:2013 A.6.1.1, A.7.2.1
NIST SP 800-53 Rev. 4 PM-1, PS-7

ID.GV-3: Legal and regulatory
requirements regarding cybersecurity,

•
•

COBIT 5 MEA03.01, MEA03.04
ISA 62443-2-1:2009 4.4.3.7

ID.GV-1: Organizational information
security policy is established
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Subcategory
including privacy and civil liberties
obligations, are understood and managed

ID.GV-4: Governance and risk
management processes address
cybersecurity risks

Informative References
•
•

ISO/IEC 27001:2013 A.18.1
NIST SP 800-53 Rev. 4 -1 controls from all
families (except PM-1)

•
•

COBIT 5 DSS04.02
ISA 62443-2-1:2009 4.2.3.1, 4.2.3.3, 4.2.3.8,
4.2.3.9, 4.2.3.11, 4.3.2.4.3, 4.3.2.6.3
NIST SP 800-53 Rev. 4 PM-9, PM-11

•
•
•

ID.RA-1: Asset vulnerabilities are
identified and documented

•
•
•

Risk Assessment (ID.RA): The
organization understands the
cybersecurity risk to
organizational operations
(including mission, functions,
image, or reputation),
organizational assets, and
individuals.

ID.RA-2: Threat and vulnerability
information is received from information
sharing forums and sources

ID.RA-3: Threats, both internal and
external, are identified and documented

CCS CSC 4
COBIT 5 APO12.01, APO12.02, APO12.03,
APO12.04
ISA 62443-2-1:2009 4.2.3, 4.2.3.7, 4.2.3.9,
4.2.3.12
ISO/IEC 27001:2013 A.12.6.1, A.18.2.3
NIST SP 800-53 Rev. 4 CA-2, CA-7, CA-8,
RA-3, RA-5, SA-5, SA-11, SI-2, SI-4, SI-5

•
•
•

ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12
ISO/IEC 27001:2013 A.6.1.4
NIST SP 800-53 Rev. 4 PM-15, PM-16, SI-5

•

COBIT 5 APO12.01, APO12.02, APO12.03,
APO12.04
ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12
NIST SP 800-53 Rev. 4 RA-3, SI-5, PM-12,
PM-16

•
•

ID.RA-4: Potential business impacts and
likelihoods are identified

•
•
•

COBIT 5 DSS04.02
ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12
NIST SP 800-53 Rev. 4 RA-2, RA-3, PM-9,
PM-11, SA-14

ID.RA-5: Threats, vulnerabilities,
likelihoods, and impacts are used to
determine risk

•
•
•

COBIT 5 APO12.02
ISO/IEC 27001:2013 A.12.6.1
NIST SP 800-53 Rev. 4 RA-2, RA-3, PM-16

ID.RA-6: Risk responses are identified and

•

COBIT 5 APO12.05, APO13.02

22

February 12, 2014

Function

Cybersecurity Framework

Category

Subcategory
prioritized

Risk Management Strategy
(ID.RM): The organization’s
priorities, constraints, risk
tolerances, and assumptions are
established and used to support
operational risk decisions.
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ID.RM-1: Risk management processes are
established, managed, and agreed to by
organizational stakeholders

ID.RM-2: Organizational risk tolerance is
determined and clearly expressed
ID.RM-3: The organization’s
determination of risk tolerance is informed
by its role in critical infrastructure and
sector specific risk analysis

PR.AC-1: Identities and credentials are
managed for authorized devices and users

Informative References
•

NIST SP 800-53 Rev. 4 PM-4, PM-9

•
•
•

COBIT 5 APO12.04, APO12.05, APO13.02,
BAI02.03, BAI04.02
ISA 62443-2-1:2009 4.3.4.2
NIST SP 800-53 Rev. 4 PM-9

•
•
•

COBIT 5 APO12.06
ISA 62443-2-1:2009 4.3.2.6.5
NIST SP 800-53 Rev. 4 PM-9

•

NIST SP 800-53 Rev. 4 PM-8, PM-9, PM-11,
SA-14

•
•
•
•

CCS CSC 16
COBIT 5 DSS05.04, DSS06.03
ISA 62443-2-1:2009 4.3.3.5.1
ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3,
SR 1.4, SR 1.5, SR 1.7, SR 1.8, SR 1.9
ISO/IEC 27001:2013 A.9.2.1, A.9.2.2, A.9.2.4,
A.9.3.1, A.9.4.2, A.9.4.3
NIST SP 800-53 Rev. 4 AC-2, IA Family

•

PROTECT (PR)

Access Control (PR.AC): Access
to assets and associated facilities
is limited to authorized users,
processes, or devices, and to
authorized activities and
transactions.

•

PR.AC-2: Physical access to assets is
managed and protected

•
•
•
•

PR.AC-3: Remote access is managed
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•
•
•
•

COBIT 5 DSS01.04, DSS05.05
ISA 62443-2-1:2009 4.3.3.3.2, 4.3.3.3.8
ISO/IEC 27001:2013 A.11.1.1, A.11.1.2,
A.11.1.4, A.11.1.6, A.11.2.3
NIST SP 800-53 Rev. 4 PE-2, PE-3, PE-4, PE
5, PE-6, PE-9
COBIT 5 APO13.01, DSS01.04, DSS05.03
ISA 62443-2-1:2009 4.3.3.6.6
ISA 62443-3-3:2013 SR 1.13, SR 2.6
ISO/IEC 27001:2013 A.6.2.2, A.13.1.1,
A.13.2.1
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Subcategory

PR.AC-4: Access permissions are
managed, incorporating the principles of
least privilege and separation of duties

Informative References
•

NIST SP 800-53 Rev. 4 AC-17, AC-19, AC-20

•
•
•
•

CCS CSC 12, 15
ISA 62443-2-1:2009 4.3.3.7.3
ISA 62443-3-3:2013 SR 2.1
ISO/IEC 27001:2013 A.6.1.2, A.9.1.2, A.9.2.3,
A.9.4.1, A.9.4.4
NIST SP 800-53 Rev. 4 AC-2, AC-3, AC-5,
AC-6, AC-16

•

•

ISA 62443-2-1:2009 4.3.3.4
ISA 62443-3-3:2013 SR 3.1, SR 3.8
ISO/IEC 27001:2013 A.13.1.1, A.13.1.3,
A.13.2.1
NIST SP 800-53 Rev. 4 AC-4, SC-7

PR.AT-1: All users are informed and
trained

•
•
•
•
•

CCS CSC 9
COBIT 5 APO07.03, BAI05.07
ISA 62443-2-1:2009 4.3.2.4.2
ISO/IEC 27001:2013 A.7.2.2
NIST SP 800-53 Rev. 4 AT-2, PM-13

PR.AT-2: Privileged users understand
roles & responsibilities

•
•
•
•
•

CCS CSC 9
COBIT 5 APO07.02, DSS06.03
ISA 62443-2-1:2009 4.3.2.4.2, 4.3.2.4.3
ISO/IEC 27001:2013 A.6.1.1, A.7.2.2
NIST SP 800-53 Rev. 4 AT-3, PM-13

PR.AT-3: Third-party stakeholders (e.g.,
suppliers, customers, partners) understand
roles & responsibilities

•
•
•
•
•

CCS CSC 9
COBIT 5 APO07.03, APO10.04, APO10.05
ISA 62443-2-1:2009 4.3.2.4.2
ISO/IEC 27001:2013 A.6.1.1, A.7.2.2
NIST SP 800-53 Rev. 4 PS-7, SA-9

PR.AT-4: Senior executives understand
roles & responsibilities

•
•

CCS CSC 9
COBIT 5 APO07.03

PR.AC-5: Network integrity is protected,
incorporating network segregation where
appropriate

Awareness and Training
(PR.AT): The organization’s
personnel and partners are
provided cybersecurity awareness
education and are adequately
trained to perform their
information security-related
duties and responsibilities
consistent with related policies,
procedures, and agreements.

•
•
•
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PR.AT-5: Physical and information
security personnel understand roles &
responsibilities

PR.DS-1: Data-at-rest is protected

Data Security (PR.DS):
Information and records (data) are
managed consistent with the
organization’s risk strategy to
protect the confidentiality,
integrity, and availability of
information.
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Informative References
•
•
•

ISA 62443-2-1:2009 4.3.2.4.2
ISO/IEC 27001:2013 A.6.1.1, A.7.2.2,
NIST SP 800-53 Rev. 4 AT-3, PM-13

•
•
•
•
•

CCS CSC 9
COBIT 5 APO07.03
ISA 62443-2-1:2009 4.3.2.4.2
ISO/IEC 27001:2013 A.6.1.1, A.7.2.2,
NIST SP 800-53 Rev. 4 AT-3, PM-13

•
•

CCS CSC 17
COBIT 5 APO01.06, BAI02.01, BAI06.01,
DSS06.06
ISA 62443-3-3:2013 SR 3.4, SR 4.1
ISO/IEC 27001:2013 A.8.2.3
NIST SP 800-53 Rev. 4 SC-28

•
•
•
•
•
•

PR.DS-2: Data-in-transit is protected
•
•

PR.DS-3: Assets are formally managed
throughout removal, transfers, and
disposition

PR.DS-4: Adequate capacity to ensure
availability is maintained

25

•
•
•
•

CCS CSC 17
COBIT 5 APO01.06, DSS06.06
ISA 62443-3-3:2013 SR 3.1, SR 3.8, SR 4.1,
SR 4.2
ISO/IEC 27001:2013 A.8.2.3, A.13.1.1,
A.13.2.1, A.13.2.3, A.14.1.2, A.14.1.3
NIST SP 800-53 Rev. 4 SC-8

•

COBIT 5 BAI09.03
ISA 62443-2-1:2009 4. 4.3.3.3.9, 4.3.4.4.1
ISA 62443-3-3:2013 SR 4.2
ISO/IEC 27001:2013 A.8.2.3, A.8.3.1, A.8.3.2,
A.8.3.3, A.11.2.7
NIST SP 800-53 Rev. 4 CM-8, MP-6, PE-16

•
•
•

COBIT 5 APO13.01
ISA 62443-3-3:2013 SR 7.1, SR 7.2
ISO/IEC 27001:2013 A.12.3.1
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Subcategory

PR.DS-5: Protections against data leaks
are implemented

Informative References
•

NIST SP 800-53 Rev. 4 AU-4, CP-2, SC-5

•
•
•
•

CCS CSC 17
COBIT 5 APO01.06
ISA 62443-3-3:2013 SR 5.2
ISO/IEC 27001:2013 A.6.1.2, A.7.1.1, A.7.1.2,
A.7.3.1, A.8.2.2, A.8.2.3, A.9.1.1, A.9.1.2,
A.9.2.3, A.9.4.1, A.9.4.4, A.9.4.5, A.13.1.3,
A.13.2.1, A.13.2.3, A.13.2.4, A.14.1.2, A.14.1.3
NIST SP 800-53 Rev. 4 AC-4, AC-5, AC-6,
PE-19, PS-3, PS-6, SC-7, SC-8, SC-13, SC-31,
SI-4

•

•
PR.DS-6: Integrity checking mechanisms
are used to verify software, firmware, and
information integrity
PR.DS-7: The development and testing
environment(s) are separate from the
production environment

Information Protection
Processes and Procedures
(PR.IP): Security policies (that
address purpose, scope, roles,
responsibilities, management
commitment, and coordination
among organizational entities),
processes, and procedures are
maintained and used to manage
protection of information systems
and assets.

PR.IP-1: A baseline configuration of
information technology/industrial control
systems is created and maintained

•

ISA 62443-3-3:2013 SR 3.1, SR 3.3, SR 3.4,
SR 3.8
ISO/IEC 27001:2013 A.12.2.1, A.12.5.1,
A.14.1.2, A.14.1.3
NIST SP 800-53 Rev. 4 SI-7

•
•
•

COBIT 5 BAI07.04
ISO/IEC 27001:2013 A.12.1.4
NIST SP 800-53 Rev. 4 CM-2

•
•

CCS CSC 3, 10
COBIT 5 BAI10.01, BAI10.02, BAI10.03,
BAI10.05
ISA 62443-2-1:2009 4.3.4.3.2, 4.3.4.3.3
ISA 62443-3-3:2013 SR 7.6
ISO/IEC 27001:2013 A.12.1.2, A.12.5.1,
A.12.6.2, A.14.2.2, A.14.2.3, A.14.2.4
NIST SP 800-53 Rev. 4 CM-2, CM-3, CM-4,
CM-5, CM-6, CM-7, CM-9, SA-10

•

•
•
•
•

PR.IP-2: A System Development Life
Cycle to manage systems is implemented
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•
•
•

COBIT 5 APO13.01
ISA 62443-2-1:2009 4.3.4.3.3
ISO/IEC 27001:2013 A.6.1.5, A.14.1.1,
A.14.2.1, A.14.2.5
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PR.IP-3: Configuration change control
processes are in place

Informative References
•

NIST SP 800-53 Rev. 4 SA-3, SA-4, SA-8, SA
10, SA-11, SA-12, SA-15, SA-17, PL-8

•
•
•
•

COBIT 5 BAI06.01, BAI01.06
ISA 62443-2-1:2009 4.3.4.3.2, 4.3.4.3.3
ISA 62443-3-3:2013 SR 7.6
ISO/IEC 27001:2013 A.12.1.2, A.12.5.1,
A.12.6.2, A.14.2.2, A.14.2.3, A.14.2.4
NIST SP 800-53 Rev. 4 CM-3, CM-4, SA-10

•

PR.IP-4: Backups of information are
conducted, maintained, and tested
periodically

•
•
•
•
•
•
•

PR.IP-5: Policy and regulations regarding
the physical operating environment for
organizational assets are met

•
•

PR.IP-6: Data is destroyed according to
policy

•
•
•
•
•

PR.IP-7: Protection processes are
continuously improved

•
•

•
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COBIT 5 APO13.01
ISA 62443-2-1:2009 4.3.4.3.9
ISA 62443-3-3:2013 SR 7.3, SR 7.4
ISO/IEC 27001:2013 A.12.3.1,
A.17.1.2A.17.1.3, A.18.1.3
NIST SP 800-53 Rev. 4 CP-4, CP-6, CP-9
COBIT 5 DSS01.04, DSS05.05
ISA 62443-2-1:2009 4.3.3.3.1 4.3.3.3.2,
4.3.3.3.3, 4.3.3.3.5, 4.3.3.3.6
ISO/IEC 27001:2013 A.11.1.4, A.11.2.1,
A.11.2.2, A.11.2.3
NIST SP 800-53 Rev. 4 PE-10, PE-12, PE-13,
PE-14, PE-15, PE-18
COBIT 5 BAI09.03
ISA 62443-2-1:2009 4.3.4.4.4
ISA 62443-3-3:2013 SR 4.2
ISO/IEC 27001:2013 A.8.2.3, A.8.3.1, A.8.3.2,
A.11.2.7
NIST SP 800-53 Rev. 4 MP-6
COBIT 5 APO11.06, DSS04.05
ISA 62443-2-1:2009 4.4.3.1, 4.4.3.2, 4.4.3.3,
4.4.3.4, 4.4.3.5, 4.4.3.6, 4.4.3.7, 4.4.3.8
NIST SP 800-53 Rev. 4 CA-2, CA-7, CP-2, IR
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Informative References
8, PL-2, PM-6

PR.IP-8: Effectiveness of protection
technologies is shared with appropriate
parties
PR.IP-9: Response plans (Incident
Response and Business Continuity) and
recovery plans (Incident Recovery and
Disaster Recovery) are in place and
managed

PR.IP-10: Response and recovery plans
are tested

PR.IP-11: Cybersecurity is included in
human resources practices (e.g.,
deprovisioning, personnel screening)

PR.IP-12: A vulnerability management
plan is developed and implemented

Maintenance (PR.MA):
Maintenance and repairs of
industrial control and information
system components is performed
consistent with policies and
procedures.

PR.MA-1: Maintenance and repair of
organizational assets is performed and
logged in a timely manner, with approved
and controlled tools

PR.MA-2: Remote maintenance of
organizational assets is approved, logged,
and performed in a manner that prevents
unauthorized access
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•
•

ISO/IEC 27001:2013 A.16.1.6
NIST SP 800-53 Rev. 4 AC-21, CA-7, SI-4

•
•
•
•

COBIT 5 DSS04.03
ISA 62443-2-1:2009 4.3.2.5.3, 4.3.4.5.1
ISO/IEC 27001:2013 A.16.1.1, A.17.1.1,
A.17.1.2
NIST SP 800-53 Rev. 4 CP-2, IR-8

•
•
•
•

ISA 62443-2-1:2009 4.3.2.5.7, 4.3.4.5.11
ISA 62443-3-3:2013 SR 3.3
ISO/IEC 27001:2013 A.17.1.3
NIST SP 800-53 Rev.4 CP-4, IR-3, PM-14

•

•
•

COBIT 5 APO07.01, APO07.02, APO07.03,
APO07.04, APO07.05
ISA 62443-2-1:2009 4.3.3.2.1, 4.3.3.2.2,
4.3.3.2.3
ISO/IEC 27001:2013 A.7.1.1, A.7.3.1, A.8.1.4
NIST SP 800-53 Rev. 4 PS Family

•
•

ISO/IEC 27001:2013 A.12.6.1, A.18.2.2
NIST SP 800-53 Rev. 4 RA-3, RA-5, SI-2

•
•
•

COBIT 5 BAI09.03
ISA 62443-2-1:2009 4.3.3.3.7
ISO/IEC 27001:2013 A.11.1.2, A.11.2.4,
A.11.2.5
NIST SP 800-53 Rev. 4 MA-2, MA-3, MA-5

•

•
•
•
•

COBIT 5 DSS05.04
ISA 62443-2-1:2009 4.3.3.6.5, 4.3.3.6.6,
4.3.3.6.7, 4.4.4.6.8
ISO/IEC 27001:2013 A.11.2.4, A.15.1.1,
A.15.2.1
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PR.PT-1: Audit/log records are
determined, documented, implemented,
and reviewed in accordance with policy

Informative References
•

NIST SP 800-53 Rev. 4 MA-4

•
•
•

CCS CSC 14
COBIT 5 APO11.04
ISA 62443-2-1:2009 4.3.3.3.9, 4.3.3.5.8,
4.3.4.4.7, 4.4.2.1, 4.4.2.2, 4.4.2.4
ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10,
SR 2.11, SR 2.12
ISO/IEC 27001:2013 A.12.4.1, A.12.4.2,
A.12.4.3, A.12.4.4, A.12.7.1
NIST SP 800-53 Rev. 4 AU Family

•
•
•

PR.PT-2: Removable media is protected
and its use restricted according to policy
Protective Technology (PR.PT):
Technical security solutions are
managed to ensure the security
and resilience of systems and
assets, consistent with related
policies, procedures, and
agreements.

•
•
•
•
•
•

PR.PT-3: Access to systems and assets is
controlled, incorporating the principle of
least functionality

•

•
•
PR.PT-4: Communications and control
networks are protected
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•
•
•

COBIT 5 DSS05.02, APO13.01
ISA 62443-3-3:2013 SR 2.3
ISO/IEC 27001:2013 A.8.2.2, A.8.2.3, A.8.3.1,
A.8.3.3, A.11.2.9
NIST SP 800-53 Rev. 4 MP-2, MP-4, MP-5,
MP-7
COBIT 5 DSS05.02
ISA 62443-2-1:2009 4.3.3.5.1, 4.3.3.5.2,
4.3.3.5.3, 4.3.3.5.4, 4.3.3.5.5, 4.3.3.5.6,
4.3.3.5.7, 4.3.3.5.8, 4.3.3.6.1, 4.3.3.6.2,
4.3.3.6.3, 4.3.3.6.4, 4.3.3.6.5, 4.3.3.6.6,
4.3.3.6.7, 4.3.3.6.8, 4.3.3.6.9, 4.3.3.7.1,
4.3.3.7.2, 4.3.3.7.3, 4.3.3.7.4
ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3,
SR 1.4, SR 1.5, SR 1.6, SR 1.7, SR 1.8, SR 1.9,
SR 1.10, SR 1.11, SR 1.12, SR 1.13, SR 2.1, SR
2.2, SR 2.3, SR 2.4, SR 2.5, SR 2.6, SR 2.7
ISO/IEC 27001:2013 A.9.1.2
NIST SP 800-53 Rev. 4 AC-3, CM-7
CCS CSC 7
COBIT 5 DSS05.02, APO13.01
ISA 62443-3-3:2013 SR 3.1, SR 3.5, SR 3.8,
SR 4.1, SR 4.3, SR 5.1, SR 5.2, SR 5.3, SR 7.1,
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Informative References
•
•

DE.AE-1: A baseline of network
operations and expected data flows for
users and systems is established and
managed

DE.AE-2: Detected events are analyzed to
understand attack targets and methods
Anomalies and Events (DE.AE):
Anomalous activity is detected in
a timely manner and the potential
impact of events is understood.
DETECT (DE)

Security Continuous
Monitoring (DE.CM): The
information system and assets are
monitored at discrete intervals to
identify cybersecurity events and
verify the effectiveness of
protective measures.

SR 7.6
ISO/IEC 27001:2013 A.13.1.1, A.13.2.1
NIST SP 800-53 Rev. 4 AC-4, AC-17, AC-18,
CP-8, SC-7

•
•
•

COBIT 5 DSS03.01
ISA 62443-2-1:2009 4.4.3.3
NIST SP 800-53 Rev. 4 AC-4, CA-3, CM-2,
SI-4

•

ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7,
4.3.4.5.8
ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10,
SR 2.11, SR 2.12, SR 3.9, SR 6.1, SR 6.2
ISO/IEC 27001:2013 A.16.1.1, A.16.1.4
NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, SI
4

•
•
•
•
•

ISA 62443-3-3:2013 SR 6.1
NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR
5, IR-8, SI-4

DE.AE-4: Impact of events is determined

•
•

COBIT 5 APO12.06
NIST SP 800-53 Rev. 4 CP-2, IR-4, RA-3, SI 
4

DE.AE-5: Incident alert thresholds are
established

•
•
•

COBIT 5 APO12.06
ISA 62443-2-1:2009 4.2.3.10
NIST SP 800-53 Rev. 4 IR-4, IR-5, IR-8

•
•
•
•

CCS CSC 14, 16
COBIT 5 DSS05.07
ISA 62443-3-3:2013 SR 6.2
NIST SP 800-53 Rev. 4 AC-2, AU-12, CA-7,
CM-3, SC-5, SC-7, SI-4

•

ISA 62443-2-1:2009 4.3.3.3.8

DE.AE-3: Event data are aggregated and
correlated from multiple sources and
sensors

DE.CM-1: The network is monitored to
detect potential cybersecurity events

DE.CM-2: The physical environment is
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Informative References
•

NIST SP 800-53 Rev. 4 CA-7, PE-3, PE-6, PE
20

•
•
•

ISA 62443-3-3:2013 SR 6.2
ISO/IEC 27001:2013 A.12.4.1
NIST SP 800-53 Rev. 4 AC-2, AU-12, AU-13,
CA-7, CM-10, CM-11

DE.CM-4: Malicious code is detected

•
•
•
•
•
•

CCS CSC 5
COBIT 5 DSS05.01
ISA 62443-2-1:2009 4.3.4.3.8
ISA 62443-3-3:2013 SR 3.2
ISO/IEC 27001:2013 A.12.2.1
NIST SP 800-53 Rev. 4 SI-3

DE.CM-5: Unauthorized mobile code is
detected

•
•
•

ISA 62443-3-3:2013 SR 2.4
ISO/IEC 27001:2013 A.12.5.1
NIST SP 800-53 Rev. 4 SC-18, SI-4. SC-44

•
•
•

COBIT 5 APO07.06
ISO/IEC 27001:2013 A.14.2.7, A.15.2.1
NIST SP 800-53 Rev. 4 CA-7, PS-7, SA-4, SA
9, SI-4

•

NIST SP 800-53 Rev. 4 AU-12, CA-7, CM-3,
CM-8, PE-3, PE-6, PE-20, SI-4

DE.CM-8: Vulnerability scans are
performed

•
•
•
•

COBIT 5 BAI03.10
ISA 62443-2-1:2009 4.2.3.1, 4.2.3.7
ISO/IEC 27001:2013 A.12.6.1
NIST SP 800-53 Rev. 4 RA-5

DE.DP-1: Roles and responsibilities for
detection are well defined to ensure
accountability

•
•
•
•

CCS CSC 5
COBIT 5 DSS05.01
ISA 62443-2-1:2009 4.4.3.1
ISO/IEC 27001:2013 A.6.1.1

monitored to detect potential cybersecurity
events
DE.CM-3: Personnel activity is monitored
to detect potential cybersecurity events

DE.CM-6: External service provider
activity is monitored to detect potential
cybersecurity events
DE.CM-7: Monitoring for unauthorized
personnel, connections, devices, and
software is performed

Detection Processes (DE.DP):
Detection processes and
procedures are maintained and
tested to ensure timely and

Version 1.0
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adequate awareness of anomalous
events.
DE.DP-2: Detection activities comply with
all applicable requirements

DE.DP-3: Detection processes are tested

DE.DP-4: Event detection information is
communicated to appropriate parties

DE.DP-5: Detection processes are
continuously improved

32

Informative References
•

NIST SP 800-53 Rev. 4 CA-2, CA-7, PM-14

•
•
•

ISA 62443-2-1:2009 4.4.3.2
ISO/IEC 27001:2013 A.18.1.4
NIST SP 800-53 Rev. 4 CA-2, CA-7, PM-14,
SI-4

•
•
•
•
•

COBIT 5 APO13.02
ISA 62443-2-1:2009 4.4.3.2
ISA 62443-3-3:2013 SR 3.3
ISO/IEC 27001:2013 A.14.2.8
NIST SP 800-53 Rev. 4 CA-2, CA-7, PE-3,
PM-14, SI-3, SI-4

•
•
•
•
•

COBIT 5 APO12.06
ISA 62443-2-1:2009 4.3.4.5.9
ISA 62443-3-3:2013 SR 6.1
ISO/IEC 27001:2013 A.16.1.2
NIST SP 800-53 Rev. 4 AU-6, CA-2, CA-7,
RA-5, SI-4

•
•
•
•

COBIT 5 APO11.06, DSS04.05
ISA 62443-2-1:2009 4.4.3.4
ISO/IEC 27001:2013 A.16.1.6
NIST SP 800-53 Rev. 4, CA-2, CA-7, PL-2,
RA-5, SI-4, PM-14

February 12, 2014
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Response Planning (RS.RP):
Response processes and
procedures are executed and
maintained, to ensure timely
response to detected cybersecurity
events.

RESPOND (RS)

Communications (RS.CO):
Response activities are
coordinated with internal and
external stakeholders, as
appropriate, to include external
support from law enforcement
agencies.

Analysis (RS.AN): Analysis is
conducted to ensure adequate
response and support recovery
activities.
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RS.RP-1: Response plan is executed
during or after an event

Informative References
•
•
•
•
•

COBIT 5 BAI01.10
CCS CSC 18
ISA 62443-2-1:2009 4.3.4.5.1
ISO/IEC 27001:2013 A.16.1.5
NIST SP 800-53 Rev. 4 CP-2, CP-10, IR-4, IR
8

•
RS.CO-1: Personnel know their roles and
order of operations when a response is
needed

•
•

ISA 62443-2-1:2009 4.3.4.5.2, 4.3.4.5.3,
4.3.4.5.4
ISO/IEC 27001:2013 A.6.1.1, A.16.1.1
NIST SP 800-53 Rev. 4 CP-2, CP-3, IR-3, IR-8

RS.CO-2: Events are reported consistent
with established criteria

•
•
•

ISA 62443-2-1:2009 4.3.4.5.5
ISO/IEC 27001:2013 A.6.1.3, A.16.1.2
NIST SP 800-53 Rev. 4 AU-6, IR-6, IR-8

RS.CO-3: Information is shared consistent
with response plans

•
•
•

ISA 62443-2-1:2009 4.3.4.5.2
ISO/IEC 27001:2013 A.16.1.2
NIST SP 800-53 Rev. 4 CA-2, CA-7, CP-2, IR
4, IR-8, PE-6, RA-5, SI-4

RS.CO-4: Coordination with stakeholders
occurs consistent with response plans

•
•

ISA 62443-2-1:2009 4.3.4.5.5
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

RS.CO-5: Voluntary information sharing
occurs with external stakeholders to
achieve broader cybersecurity situational
awareness

•

NIST SP 800-53 Rev. 4 PM-15, SI-5

•
•

COBIT 5 DSS02.07
ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7,
4.3.4.5.8
ISA 62443-3-3:2013 SR 6.1
ISO/IEC 27001:2013 A.12.4.1, A.12.4.3,
A.16.1.5
NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR

RS.AN-1: Notifications from detection
systems are investigated

•
•
•
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5, PE-6, SI-4
•

RS.AN-2: The impact of the incident is
understood

•
•
•
•
•

ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10,
SR 2.11, SR 2.12, SR 3.9, SR 6.1
ISO/IEC 27001:2013 A.16.1.7
NIST SP 800-53 Rev. 4 AU-7, IR-4

RS.AN-4: Incidents are categorized
consistent with response plans

•
•
•

ISA 62443-2-1:2009 4.3.4.5.6
ISO/IEC 27001:2013 A.16.1.4
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-5, IR-8

RS.MI-1: Incidents are contained

•
•
•
•

ISA 62443-2-1:2009 4.3.4.5.6
ISA 62443-3-3:2013 SR 5.1, SR 5.2, SR 5.4
ISO/IEC 27001:2013 A.16.1.5
NIST SP 800-53 Rev. 4 IR-4

RS.MI-2: Incidents are mitigated

•
•
•

ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.10
ISO/IEC 27001:2013 A.12.2.1, A.16.1.5
NIST SP 800-53 Rev. 4 IR-4

•
•

ISO/IEC 27001:2013 A.12.6.1
NIST SP 800-53 Rev. 4 CA-7, RA-3, RA-5

RS.IM-1: Response plans incorporate
lessons learned

•
•
•
•

COBIT 5 BAI01.13
ISA 62443-2-1:2009 4.3.4.5.10, 4.4.3.4
ISO/IEC 27001:2013 A.16.1.6
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

RS.IM-2: Response strategies are updated

•

NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

RC.RP-1: Recovery plan is executed
during or after an event

•
•
•

CCS CSC 8
COBIT 5 DSS02.05, DSS03.04
ISO/IEC 27001:2013 A.16.1.5

RS.AN-3: Forensics are performed

Mitigation (RS.MI): Activities
are performed to prevent
expansion of an event, mitigate its
effects, and eradicate the incident.

RS.MI-3: Newly identified vulnerabilities
are mitigated or documented as accepted
risks
Improvements (RS.IM):
Organizational response activities
are improved by incorporating
lessons learned from current and
previous detection/response
activities.
RECOVER (RC)

Recovery Planning (RC.RP):
Recovery processes and
procedures are executed and
maintained to ensure timely

ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7,
4.3.4.5.8
ISO/IEC 27001:2013 A.16.1.6
NIST SP 800-53 Rev. 4 CP-2, IR-4

34

February 12, 2014

Function

Category

Cybersecurity Framework

Subcategory

Communications (RC.CO):
Restoration activities are
coordinated with internal and
external parties, such as
coordinating centers, Internet
Service Providers, owners of
attacking systems, victims, other
CSIRTs, and vendors.

Informative References
•

NIST SP 800-53 Rev. 4 CP-10, IR-4, IR-8

RC.IM-1: Recovery plans incorporate
lessons learned

•
•
•

COBIT 5 BAI05.07
ISA 62443-2-1:2009 4.4.3.4
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

RC.IM-2: Recovery strategies are updated

•
•

COBIT 5 BAI07.08
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

RC.CO-1: Public relations are managed

•

COBIT 5 EDM03.02

RC.CO-2: Reputation after an event is
repaired

•

COBIT 5 MEA03.02

RC.CO-3: Recovery activities are
communicated to internal stakeholders and
executive and management teams

•

NIST SP 800-53 Rev. 4 CP-2, IR-4

restoration of systems or assets
affected by cybersecurity events.
Improvements (RC.IM):
Recovery planning and processes
are improved by incorporating
lessons learned into future
activities.

Version 1.0

Information regarding Informative References described in Appendix A may be found at the following locations:
• Control Objectives for Information and Related Technology (COBIT): http://www.isaca.org/COBIT/Pages/default.aspx
• Council on CyberSecurity (CCS) Top 20 Critical Security Controls (CSC): http://www.counciloncybersecurity.org
• ANSI/ISA-62443-2-1 (99.02.01)-2009, Security for Industrial Automation and Control Systems: Establishing an Industrial
Automation and Control Systems Security Program:
http://www.isa.org/Template.cfm?Section=Standards8&Template=/Ecommerce/ProductDisplay.cfm&ProductID=10243
• ANSI/ISA-62443-3-3 (99.03.03)-2013, Security for Industrial Automation and Control Systems: System Security Requirements
and Security Levels:
http://www.isa.org/Template.cfm?Section=Standards2&template=/Ecommerce/ProductDisplay.cfm&ProductID=13420
• ISO/IEC 27001, Information technology -- Security techniques -- Information security management systems -- Requirements:
http://www.iso.org/iso/home/store/catalogue_ics/catalogue_detail_ics.htm?csnumber=54534
• NIST SP 800-53 Rev. 4: NIST Special Publication 800-53 Revision 4, Security and Privacy Controls for Federal Information
Systems and Organizations, April 2013 (including updates as of January 15, 2014). http://dx.doi.org/10.6028/NIST.SP.800
53r4.
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Mappings between the Framework Core Subcategories and the specified sections in the Informative References represent a general
correspondence and are not intended to definitively determine whether the specified sections in the Informative References provide
the desired Subcategory outcome.
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Appendix B: Glossary
This appendix defines selected terms used in the publication.
Category

The subdivision of a Function into groups of cybersecurity outcomes,
closely tied to programmatic needs and particular activities. Examples
of Categories include “Asset Management,” “Access Control,” and
“Detection Processes.”

Critical
Infrastructure

Systems and assets, whether physical or virtual, so vital to the United
States that the incapacity or destruction of such systems and assets
would have a debilitating impact on cybersecurity, national economic
security, national public health or safety, or any combination of those
matters.

Cybersecurity

The process of protecting information by preventing, detecting, and
responding to attacks.

Cybersecurity
Event

A cybersecurity change that may have an impact on organizational
operations (including mission, capabilities, or reputation).

Detect (function)

Develop and implement the appropriate activities to identify the
occurrence of a cybersecurity event.

Framework

A risk-based approach to reducing cybersecurity risk composed of
three parts: the Framework Core, the Framework Profile, and the
Framework Implementation Tiers. Also known as the “Cybersecurity
Framework.”

Framework Core

A set of cybersecurity activities and references that are common
across critical infrastructure sectors and are organized around
particular outcomes. The Framework Core comprises four types of
elements: Functions, Categories, Subcategories, and Informative
References.

Framework
Implementation
Tier

A lens through which to view the characteristics of an organization’s
approach to risk—how an organization views cybersecurity risk and
the processes in place to manage that risk.

Framework
Profile

A representation of the outcomes that a particular system or
organization has selected from the Framework Categories and
Subcategories.

Function

One of the main components of the Framework. Functions provide the
highest level of structure for organizing basic cybersecurity activities
into Categories and Subcategories. The five functions are Identify,
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Protect, Detect, Respond, and Recover.
Identify (function)

Develop the organizational understanding to manage cybersecurity
risk to systems, assets, data, and capabilities.

Informative
Reference

A specific section of standards, guidelines, and practices common
among critical infrastructure sectors that illustrates a method to
achieve the outcomes associated with each Subcategory.

Mobile Code

A program (e.g., script, macro, or other portable instruction) that can
be shipped unchanged to a heterogeneous collection of platforms and
executed with identical semantics.

Protect (function)

Develop and implement the appropriate safeguards to ensure delivery
of critical infrastructure services.

Privileged User

A user that is authorized (and, therefore, trusted) to perform securityrelevant functions that ordinary users are not authorized to perform.

Recover (function)

Develop and implement the appropriate activities to maintain plans for
resilience and to restore any capabilities or services that were impaired
due to a cybersecurity event.

Respond
(function)

Develop and implement the appropriate activities to take action
regarding a detected cybersecurity event.

Risk

A measure of the extent to which an entity is threatened by a potential
circumstance or event, and typically a function of: (i) the adverse
impacts that would arise if the circumstance or event occurs; and (ii)
the likelihood of occurrence.

Risk Management

The process of identifying, assessing, and responding to risk.

Subcategory

The subdivision of a Category into specific outcomes of technical
and/or management activities. Examples of Subcategories include
“External information systems are catalogued,” “Data-at-rest is
protected,” and “Notifications from detection systems are
investigated.”
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Appendix C: Acronyms
This appendix defines selected acronyms used in the publication.
CCS
COBIT
DCS
DHS
EO
ICS
IEC
IR
ISA
ISAC
ISO
IT
NIST
RFI
RMP
SCADA
SP

Council on CyberSecurity
Control Objectives for Information and Related Technology
Distributed Control System
Department of Homeland Security
Executive Order
Industrial Control Systems
International Electrotechnical Commission
Interagency Report
International Society of Automation
Information Sharing and Analysis Center
International Organization for Standardization
Information Technology
National Institute of Standards and Technology
Request for Information
Risk Management Process
Supervisory Control and Data Acquisition
Special Publication
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Cybersecurity in the Private Sector:
The Evolving Role of General Counsel
A Brief Primer on Cybersecurity Issues Prepared by Dykema1

I. Introduction
According to a 2014 Board of Directors Survey performed by EisnerAmper LLP, cybersecurity risk was ranked by 62% of more
than 250 directors surveyed as the second greatest risk with which they were concerned. This represents a 10% increase over
last year’s survey. Among private companies, cybersecurity was the primary risk identified among 66% of directors surveyed. This
high level of concern reflects the increased vulnerability of businesses and organizations to cybersecurity incidents, which put
confidential information and intellectual property at risk, and the high stakes natures of such events. Cybersecurity and data theft
can have substantial impact—on both the public and private sectors. Estimates show that private sector cyber-attacks and cyberespionage, including intellectual property cyber-theft, cost the country $100 billion in revenue and 508,000 jobs annually. For the
government, this means a national security vulnerability, particularly to the nation’s critical infrastructure—i.e., energy, telecomm,
finance, health, and Fortune 500 companies.
With such high stakes, general counsels find themselves at the apex of mitigating the legal and business risks posed by
cybersecurity issues. The question for corporate leaders and managers is not whether cybersecurity attacks will occur but how
such events will be managed and the risk of their occurrence minimized. Success in cybersecurity risk management, therefore,
means preventing the preventable and achieving optimal results when prevention fails.
In approaching this critical issue, some of the issues to consider are:
• What is the nature of your business or operation that gives rise to cybersecurity risk?
• What are your legal, policy, regulatory, reputational, employee, product launch, global impact, supply chain disruptions,
privacy, and litigation risks?
• Is cybersecurity the sole responsibility of the IT team?
• What compliance issues are implicated relating to cybersecurity?
• What is the appropriate response to a cybersecurity incident?
• What is the role of state and federal governments relating to cybersecurity?
• What additional issues arise where you conduct business outside of the U.S.?
• Are you prepared for a major cyber-attack?
General counsel and their legal teams need to be proactive about getting involved in cyber-preparedness and response initiatives,
to reduce the risk of insufficient responses and unnecessary fall-out, including costly lawsuits.

II. What is Cybersecurity?
Cybersecurity is the protection of electronic data and systems from attack, loss, or other compromise. A breach in cybersecurity
can result in disclosure of confidential information, misappropriation of trade secrets, disruptions in supply chains, litigation,
significant economic losses, diminished brand names and business standing, and regulatory/compliance violations.

1 Updated September 2014.
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III. Why Cybersecurity is Not just an IT problem
As organizations have evolved technologically by storing increasing amounts of critical information on networks and enabling
employees to transfer it electronically, cybersecurity has evolved into a responsibility not only for technology teams, but also for
legal teams. Intellectual property and consumer data, and the networks on which this information is stored, can be an organization’s
most valuable asset.
Criminals and competitors know this. Therefore, to gain competitive advantages, steal trade secrets, or sabotage an organization’s
reputation, criminals have moved away from traditional methods of industrial espionage to cyber-industrial espionage. Cybertheft of intellectual property and consumer information is fast becoming one of the greatest legal risks to organizations. As a
result, new laws are being passed, creating a new area of compliance aimed at protecting organizations’ information, and thereby,
overall business success.

IV. President Obama’s Executive Order and its implications on the
private sector
In February 2013, President Obama signed the Improving Critical Infrastructure Cybersecurity Executive Order, which orders the
development of a standardized cybersecurity preparedness and response plan (known as the “Framework”).2 In signing the
Executive Order, the White House has sent the message that it wants organizations, particularly those in critical infrastructure
industries, to adopt and implement the Framework as a cybersecurity best practice. The White House’s commitment to prioritizing
cybersecurity is evident in the Executive Order’s first paragraph:
The cyber threat to critical infrastructure continues to grow and represents one of the most serious national
security challenges we must confront. The national and economic security of the United States depends on the reliable
functioning of the Nation’s critical infrastructure in the face of such threats. It is the policy of the United States to enhance
the security and resilience of the Nation’s critical infrastructure and to maintain a cyber-environment that encourages
efficiency, innovation, and economic prosperity while promoting safety, security, business confidentiality, privacy,
and civil liberties.
Id. (emphasis added).
The National Institute of Standards and Technology (“NIST”), which was charged with developing the “Framework,” held planning
sessions with the private sector to develop a comprehensive plan that can be tailored to address an individual organization’s particular
needs and obligations. The Framework was released on February 12, 2014 and is available for use by organizations of all sizes and
types as a model for cyber-preparedness and responsiveness3 The Framework can be used to create a new plan, or to perform a
gap analysis on an existing plan. On August 26, 2014, NIST issued a Request for Information in order to assess the level of awareness
of the Framework throughout critical infrastructure organizations and to better understand initial experiences with the Framework.4
Cyber-breaches can touch every part of an organization and can cripple its operations if successful. General counsel need to be
involved in the development and maintenance of a cyber-plan because the plan may well both establish, and fulfill, fiduciary duties
of an organization, including that of its Board of Directors or senior management. The cyber plan will also establish the
organization’s disclosure and legal compliance requirements that are triggered upon a cyber-breach.
An organization’s adoption of the Framework is voluntary. Therefore, to make its adoption more appealing to business, the White
House and Congress have been working to establish legislative incentives to promote adoption. On August 6, 2013, the White

2 Exec. Order No. 13,636, 78 C.F.R. 33 (Feb. 19, 2013).
3 See Preliminary Cybersecurity Framework Illustrative Examples, National Institute of Standards and Technology, Aug. 28, 2013,
http://www.nist.gov/itl/upload/discussion-draft_illustrative-examples-082813.pdf; see also Message to Senior Executives on the Cybersecurity Framework,
Aug. 28, 2013, http://www.nist.gov/itl/upload/discussion-draft_executive-overview-082813.pdf.
4 Experience With the Framework for Improving Critical Infrastructure Cybersecurity, 79 Fed. Reg. 50,891 (Aug. 26, 2014).
5 See Incentives to Support Adoption of the Cybersecurity Framework, White House Blog, Aug. 6, 2013,
http://www.whitehouse.gov/blog/2013/08/06/incentives-support-adoption-cybersecurity-framework.
6 See Senate Commerce panel unveils cybersecurity bill, The Hill, July 11, 2013, http://thehill.com/blogs/hillicon-valley/technology/310487-senate-commercepanel-announces-cybersecurity-bill.
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House announced possible acceptable incentives, including discounted cyber-insurance rates, cyber-attack recovery assistance,
liability protection, and research funding.5 Congress has been drafting proposed legislation in support of similar incentives, as well
as legislation that would codify the Executive Order.6
The Executive Order also increased the resources behind the Department of Homeland Security’s voluntary information sharing
program, which promotes information sharing from the private sector to the government in the event of a cyber-attack to help DHS’
crackdown efforts. DHS offers those private entities that share such information Enhanced Cybersecurity Services.
The Federal roll out of the Framework—a best practices model—along with proposed incentives to adopt the Framework and the
ECS information sharing mechanism, are just the beginning of a growing cybersecurity compliance program. This reflects not only
the increasing importance that organizations need to place on their cybersecurity preparedness and responsiveness, it also
demonstrates that the private sector and its legal teams need to stay informed and become more involved in this rapidly evolving
complex area of the law.

V. Cybersecurity Disclosure Obligations: State, Federal, Sec. 10-K
There continue to be increased efforts by both the federal and state governments to regulate cybersecurity, which has resulted in
many laws, which are sometimes conflicting. Forty-seven states, the District of Columbia, Guam, Puerto Rico and the Virgin
Islands have data breach laws that require organizations to disclose cyber-breaches when consumer information is compromised.7
In addition, the Federal Trade Commission has been trying to increase its enforcement authority as it relates to cybersecurity
standards. In FTC v. Wyndham, No. 13-1887, 2014 WL 1349019 (D.N.J. Apr. 7, 2014), a U.S. District Court held that the FTC has
such authority. The case is presently on appeal in the U.S. Court of Appeals for the Third Circuit. Another regulatory layer exists
in the more than 50 federal statutes, which address cybersecurity in varying forms.8 The Securities and Exchange Commission
has also provided guidance requesting public companies to make disclosures about cyber-threats and risks to its investors.9 The
guidelines suggest disclosure on the 10-K in the following areas:
1. Risk Factors: Risk factor disclosures under Item 503(c) should include a discussion of cybersecurity and cyber
incidents if such issues are among the most significant factors that make an investment in the company speculative or
risky. In determining whether to make such disclosure, companies should consider all available information, which the
SEC staff notes includes the frequency and severity of prior cyber incidents, the probability of and qualitative and
quantitative magnitude of risk from future attacks. The Disclosure Guidance states that companies also should take into
account the adequacy of any preventative measures taken to reduce cybersecurity risks, taking into account the industry
in which they operate.
Cybersecurity risk factor disclosures should be tailored to a company’s individual facts and circumstances and should
avoid “boilerplate” disclosures. Among the disclosures that may be appropriate are discussions of: the nature of the
company’s business or operations that give rise to cybersecurity risk; a description of outsourced functions that have
material cybersecurity risks, including how the company addresses those risks; the actual and likely costs and
consequences for the company of a cyber-incident; the occurrence and impact of any actual or threatened cyber
incidents at the company; and relevant insurance held by the company.
Companies also may need to disclose known or threatened cybersecurity incidents to put the cybersecurity risk factor
disclosures in context. Thus, where a company has experienced a specific type of cyber incident, the company should
consider discussing it as well as its known and potential costs and other consequences.
2. Management’s Discussion and Analysis of Financial Condition and Results Operations: Under Item 303, the
MD&A should include a discussion of cybersecurity risks and incidents if cyber incidents have had or are likely to have
a material effect on a company’s liquidity, results of operations or financial condition or would cause reported financial
information not to be necessarily indicative of future operating result or financial condition.
7 Security Breach Notification Laws, National Conference of State Legislatures, Sept. 3, 2014, http://www.ncsl.org/research/telecommunications-and-informationtechnology/security-breach-notification-laws.aspx; see also Data Security Breach Notification Laws, Congressional Research Service, Apr. 10, 2012,
http://www.fas.org/sgp/crs/misc/R42475.pdf.
8 Federal Laws Relating to Cybersecurity: Overview and Discussion of Proposed Revisions, Congressional Research Service, June 20, 2013 (including Table 2 list of
laws with cybersecurity provisions), http://www.fas.org/sgp/crs/natsec/R42114.pdf.
9 Securities and Exchange Commission, CF Disclosure Guidance, Topic No. 2: Cybersecurity, Oct. 13, 2011, www.sec.gov/divisions/corpfin/guidance/cfguidancetopic2.htm.
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3. Description of Business: Public companies should discuss cyber incidents in their Description of Business to the
extent that such incidents materially affect a company’s products and services, relationships with customers or suppliers,
or competitive conditions. Such disclosure should consider the impact of the cyber incidents on each reportable segment.
4. Legal Proceedings: Companies may need to include in their Legal Proceedings disclosure a discussion of material
pending legal proceeding involving a cyber-incident where the company or any of its subsidiaries is a party to the
litigation.
5. Financial Statement Disclosures: Cybersecurity risks and cyber incidents may have significant effects on a
company’s financial statements. For example, prior to a cyber-incident, a company may incur substantial costs in the
development of preventative measures.
6. Disclosure Controls and Procedures: Companies should consider the risks that cyber incidents may pose to the
effectiveness of their disclosure controls and procedures. If it is reasonably possible that a cyber-event might disrupt a
company’s ability to provide the SEC with information required to be disclosed in SEC filings, then a company may
conclude that its disclosure controls and procedures are ineffective.
7. Form 8-K: The Disclosure Guidance reminds companies that they may need to disclose the costs and other
consequences of material cyber incidents in a Form 8-K if necessary to maintain the accuracy and completeness of
information in the context of securities offerings.
Since these guidelines were issued, there has been a call to the SEC for mandatory cyber-risk disclosures. For now, SEC guidelines
indicate disclosing cyber-related information is voluntary, but actions from Congress signal that mandatory federal disclosure
requirements are likely coming.

VI. A Look Ahead to Potential Legislative Compliance Obligations
What we have addressed in this paper thus far is only the beginning. Congress is continuing to look for additional Federal means
to bolster cybersecurity. So far in 2014, several bills have been introduced in Congress, including the following:
Cybersecurity Information Sharing Act of 2014, which allows companies to monitor their computer networks and
encourages sharing of information by offering liability protections. (S. 2588).
Critical Infrastructure Research and Development Advancement Act of 2014, which intended to clarify the
Department of Homeland Security’s role in combatting cyberthreats facing U.S. critical infrastructure. (H.R. 3696).
Homeland Security Cybersecurity Boots-on-the-Ground Act, which is aimed at assessing the Department of
Homeland Security’s workforce needs. (H.R. 3107).
Critical Infrastructure Research and Development Advancement Act of 2014, which would create a new
cybersecurity technology research and development plan. (H.R. 2952).
As of now, legislation regarding cybersecurity has failed to pass through both houses of Congress. This sampling of Congressional
activity, however, signifies that cybersecurity compliance remains a top priority. General counsel are encouraged to stay abreast
of continued congressional action in order to ensure organizational compliance with these changing obligations.

VII. Internal Investigations
When a data breach occurs, it is important to conduct an internal investigation in order to assess disclosure obligations as well
as potential risk of litigation. Furthermore, an internal investigation should be conducted under the direction of counsel so that the
investigation will fall under the protections afforded by attorney/client privilege.
An internal investigation is important for several reasons:
• An investigation, for example, is necessary in order to assess the company’s obligations insofar as it must comply with
relevant disclosure laws. Breach of personal health information, personally identifiable information and payment card
identity information all may trigger disclosure requirements under various applicable laws.
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• The company may be legally liable for the breach of data in a cybersecurity attack under wide-ranging theories of
liability. An internal investigation can identify potential litigation risk relative to the factual situation at hand.
• An internal investigation can be used to preserve evidence for use by DOJ or other enforcement regulatory agencies
in an effort to prosecute or otherwise hold accountable those responsible for the attack. The investigation can be
coordinated with DOJ and other agencies.
Engaging outside counsel to conduct the internal investigation can be extremely useful in maintaining attorney/client privilege
throughout the investigation. The benefits of attorney/client privilege in such an instance include promoting candor in interviews
and discussions with employees of the company, allowing the company to formulate a strategy to address future breaches and
potential litigation, and it can assist with complying with relevant disclosure obligations.

VIII. Prosecuting Cyber Crimes
In addition, general counsels generally play a vital role in the decision about whether a cyber-attack should be criminally
prosecuted. General counsels should determine whether criminal prosecution is feasible and, if so, whether prosecution is in the
best interest of the organization. Among the considerations weighing in favor of prosecution are deterrence and possible recovery
of stolen information assets. Among the considerations weighing against prosecution are cost, additional business disruption,
inability to identify the cyber-thief, and possible increased public relations exposure. In either instance, it is important for general
counsels to work with DOJ and the appropriate US Attorney’s Office in the event that a breach occurs due to a cybersecurity attack.
Prosecutors have been successful in prosecuting major cybersecurity crimes. For example, a former employee of a major
automotive company was recently sentenced to 70 months in federal prison and ordered to pay a fine of $12,500 after pleading
guilty to two counts of trade secret theft. The former employee, on the eve of starting a new position at a Chinese competitor,
downloaded 4,000 company documents, including sensitive design specification documents, onto an external hard drive. The
downloaded, stolen trade secret information had been developed by the company through decades of research, development,
and testing and its theft cost the company an estimated $50 million. More recently, federal prosecutors issued indictments in the
biggest cyber-crime case in U.S. history, charging five men with a hacking and credit card fraud scheme that cost companies more
than $300 million. The hackers are thought to be responsible for security breaches at Nasdaq, Visa Inc., J.C. Penney Co, JetBlue
Airways Corp and Carrefour SA, a French retailer.

IX. How Cybersecurity Compliance Can Protect Management, Board
Members and Organizations
Given the recent Executive Order and increased governmental attention to cybersecurity issues, general counsels can help
implement effective cybersecurity measures that protect an organization’s valuable information assets. Below are key areas in
which general counsels can make an impact:

A. Advise Board of Director/Senior Management Regarding Cybersecurity Duty of Care
Inform executives, members of the board of directors, and employees about the growing legal responsibilities in this area. A
plaintiff injured by a cyber-breach—i.e., a customer or supplier whose private information was stolen and misused—may invoke
failure to adopt the Framework, the lack of cyber-preparedness, or a response plan generally, to argue that the organization and/or
board breached their duty to secure data. Better understood responsibilities make breaches less likely. It is important that all
levels of the organization understand their responsibilities to minimize risk of legal vulnerabilities.

B. Lead in Preparedness, Response, and Compliance
Typically, technology teams are viewed as the logical leaders of initiatives that involve system network security. Cybersecurity
compliance, however, has implications well beyond the technical ones because a major cyber-breach can halt business operations
and trigger legal obligations that further affect the company’s stability. Therefore, general counsel must take an active role in
leading preparedness, response, and compliance in this area. General counsel should consider appointing a cybersecurity point
person on their legal team to stay up-to-date on new laws, regulations, court decisions and plaintiffs’ trends, so as to ensure the
organization and its preparedness and response plans are protected, up-to-date, and ahead of cyber-threats. General counsels
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should also consider facilitating simulations of the response plan to confirm that leadership, employees, and attorneys at the
organization understand and can satisfy their roles and responsibilities in the event of a real threat.

C. Include Cybersecurity Terms in Intellectual Property and Supply Chain Contracts
Organizations are connected to supply chain and outsourcing partners at all levels. General counsels must include cybersecurity
protection provisions in all contracts that deal with the electronic sharing of their organizations’ intellectual property and information
assets. For example, if a vendor or outsourcing organization will receive or store trade secrets or customer information of any kind—
i.e., automotive design requirements stored by a supplier or utility company, customer data stored by an outsourced call center—
general counsels need to include contractual terms that require the partner to comply with all cybersecurity compliance obligations,
including an obligation that the partner maintain a suitable best practices plan, equivalent to the Framework. General counsels
should at least consider including contract terms that would require indemnification from any claims or lawsuits that arise due to
data breaches that occur because of the contracting partners’ insufficient cybersecurity practices.

D. Anticipate and Manage Civil and Criminal Lawsuits
Inevitably, new compliance areas bring with them the risk and usually the reality of related lawsuits. In the area of cybersecurity,
organizations can file lawsuits against hackers or breaching parties and will need to defend claims brought by a variety of plaintiffs.
General counsel should prepare a litigation assessment checklist, which could be built into the cyber-plan or stand-alone, that will
allow the legal team to perform critical first steps and determine whether a cyber-breach by a hacker, employee or vendor, warrants
a civil or criminal lawsuit, or both.
For possible civil claims, general counsel should seek advice from outside counsel who specialize in cybersecurity claims, such
as trade secret and employment agreement violations. For possible criminal prosecution against hackers, general counsel should
consult with local United States Attorneys Offices to assess the possibility of success with criminal claims. General counsel may
also wish to utilize outside counsel to act as liaisons with the United States Attorneys Office. Depending on the nature of the
breach, general counsel, or outside counsel, should also work with the United States Attorneys Office to contact other federal
authorities, such as the Federal Bureau of Investigation, for assistance with investigating the breach.

X. Practical Advice to Identify, Assess and Respond to Cybersecurity Risks
and Attacks
In addition to the categories of involvement described above, here are ten tangible actions that general counsel can take now to
help minimize risk and limit legal vulnerabilities in their client organizations:
1. Brief your legal team on cybersecurity compliance and appoint a cybersecurity point-person;
2. Partner with key members of appropriate business units to proactively develop a team to address cybersecurity
issues;
3. Define roles and responsibilities of the members of a cybersecurity response team;
4. Gather statistics to know how cyber-attacks are impacting your organization at operations and legal levels;
5. Review and revise intellectual property and supply chain contracts for cybersecurity preparedness and response
terms and conditions;
6. Brief C-suite or senior management on upcoming cyber-compliance programs;
7. Develop a litigation assessment checklist for civil and criminal lawsuits;
8. Establish an outside cybersecurity response team by establishing relationships with outside counsel and the U.S.
Attorneys Office;
9. Meet with your training coordinator about cyber-compliance training for employees;
10. Perform a baseline due diligence review of cyber legal preparedness and response plans;
11. Schedule recurring due diligence reviews; and
12. Stay plugged in as a leader in developing and executing your organization’s cyber-preparedness and response plan.
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XI. Data Breach Response Checklist
In the event of a data breach due to a cybersecurity attack, the following actions are recommended:
1. Hire outside counsel to conduct an internal investigation;
2. Meet with IT and an outside forensic team to understand the scope of the breach and what type of data was
compromised;
3. Identify governing legal authorities in order to fulfill disclosure obligations and potential liability;
4. Prepare a disclosure plan and set a disclosure completion date timeframe, where appropriate;
5. Prepare a statement for corporate representation and/or to management executives and board of directors, where
appropriate;
6. Include the Compliance Committee and Compliance Officer involved in cybersecurity and data privacy matters as part
of the breach investigation so that they help address proactive compliance efforts;
7. Contact the appropriate US Attorney’s Office and the investigating agency (e.g., the FBI or U.S. Secret Service), when
necessary;
8. Draft disclosure forms and deliver disclosures according to the previously established plan;
9. Prepare press releases and statements for website and social media platforms, ensuring that messaging is consistent
across all platforms;
10. Identify constituencies to contact regarding the breach (e.g., employees, suppliers, shareholders);
11. Schedule regular status calls with IT, forensics and outside counsel in order to review the cyber response plan steps
and identify legal risks;
12. Communicate updates to management executives and board of directors;
13. Analyze litigation risks and plan with counsel; and,
14. Check and confirm insurance coverage, if any.

XII. Conclusion
Cyber-threats have been called “one of most serious economic and national security challenges” facing corporate America. With
more and more of an organizations’ critical information assets—i.e., trade secrets, corporate strategies, consumer information—
being stored electronically, the private sector’s interest in developing robust cybersecurity preparedness and response plans is
equally if not more serious. As a result, general counsels and their legal teams should be proactive about taking a leadership role
on cybersecurity teams. By becoming and staying informed in the area of cybersecurity compliance, general counsels can provide
added protections to the company’s Board of Directors, senior management, and the organization itself. With proper cyberprotocols in place, general counsels can ensure that their companies’ most important business assets remain secure and their
risks—legal and otherwise—are kept at a minimum.
For more information, please contact the authors of this white paper: Sherrie Farrell, Jonathan Feld, Susan Asam, , Kristen Birdsall,
or your Dykema relationship attorney.
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It is no secret that the touchstone of a good working relationship
between in-house and outside counsel is good communication. Responsiveness,
honesty, integrity, promptness and thoroughness are all significant criteria for how
the relationship works. Even though in-house counsel and outside counsel
recognize this, too often communication issues continue to arise, resulting in
anything but a smooth, productive working relationship.

This paper suggests

some additional ways to look at the communication issue.
It is not enough to recognize that good communication is needed. Two
more criteria should be added:
Tailored, individualized communication. No two people are
exactly alike and certainly no two people, let alone two lawyers, communicate in
exactly the same style. To serve their client well, in-house and outside counsel need
to get to know one another’s styles, preferences, strengths, and weaknesses.
Understanding and forgiveness. Both in-house and outside counsel
work at times under extreme pressure. Although many of these pressures are
different and emanate from difference sources, each attorney must deal with them.
It is especially important and valuable to the relationship when each understands
the pressures that the other is under and they address them jointly.
For example, in-house counsel may need significant lead time to allow
internal review of draft papers--court submissions, settlement agreements,
substantive letters. In-house counsel should be clear in advising outside counsel not
-1-

just of the existence but the reasons for these needs and pressures. Outside counsel
then needs to perform in a way that seeks to accommodate and lessen the pressures
on in-house counsel.
A corollary of this is that outside counsel may be facing opposing
counsel who are inflexible and unforgiving about deadlines and/or a judge who has
set a schedule and has made clear that she expects all counsel to adhere to it. In
these or similar circumstances, outside counsel must make clear the pressures
under which she is operating, including lead-time needed for word processing,
document assembly and the requirements of timely service and filing. A critical
part of providing good service to their joint client is mutual understanding of these
pressures, open discussion of them and forgiveness, when necessary, of minor
transgressions.
Another critical area for communication between in-house and outside
counsel is goals. In some instances, in-house counsel has total authority and
discretion to decide all issues and to speak with authority on behalf of the client. In
other situations, in-house counsel is in a situation more analogous to that of outside
counsel in that the decisions to be made are primarily those of the business unit
being served and simply conveyed to outside counsel by in-house counsel. Both
counsel need to communicate with one another about and be sensitive to this
dynamic. In order to serve their shared client, both must know what the client’s
goals are. For example, while a dispute (whether or not litigation has actually been
commenced) may be “winnable,” the cost of winning may vastly exceed the cost of
-2-

resolving that dispute early. On the other hand, if early settlement leads to
multiple claims, the business costs of resolving one case early may vastly outstrip
the legal costs of winning a case. The foregoing example is simplistic and there are
countless variations on the theme. The critical point for this discussion is that
in-house and outside counsel must communicate with one another and with the
joint client in a manner that accommodates the decisionmaking needs of the client,
which, in turn, will accommodate the decisionmaking needs of the lawyers. The
decisions ultimately made by the lawyers and the client will never be better than
the communication allows.
In an initial cooperative representation, in-house and outside counsel
tend to come to the table with different styles of reporting and communication.
Institutional clients often have written requirements. For outside counsel, many
have their own “style” of reporting, which is sometimes hard to change. Again, this
is an area where flexibility and forgiveness on both sides will help make the
relationship work. The most important thing is to avoid surprise. If a court renders
an adverse decision or a significant problem arises with any representation, prompt
communication from outside counsel to in-house counsel is essential. This is a twoway street, however.; Last-minute advice to outside counsel that a witness essential
to the prosecution or defense of a litigation will be “unavailable” either permanently
or for a long-scheduled appearance, puts outside counsel in an awkward position.
The more advance notice that can be given, the easier it is for outside counsel to
address the problem.
-3-

Again, the examples above are simplistic. In many situations the
issues are more nuanced. Institutional witnesses face pressures of their own. These
can include family issues, concern about how their involvement in a particular
situation may impact their career, or concern as to reactions from superiors,
subordinates or peers. Sometimes these issues become apparent to in-house counsel
who may be reluctant to reveal them to outside counsel. Similarly, the issues may
not become apparent until there is direct involvement of outside counsel in fact
investigation, document review and the interviewing and preparation of witnesses.
Both in-house and outside counsel need to be sure that their counterpart is apprised
of such of these issues as each of them might come across. Avoidance of surprise
with respect to these kinds of issues is very much a two-way street.
All levels and kinds of communication described above require trust.
Ordinarily, trust develops over time. If in-house and outside counsel have a
longstanding relationship, presumably the trust is already present. In other
situations, it may have to be developed rapidly. This absolutely will not occur
without good communication. It will require effort by both parties, particularly if
there are differences in “style”.
Finally, there is always a need for good communication with respect to
the business relationship between outside counsel and an institutional client. No
lawyer enjoys keeping time records. Everyone has come to realize that, at a certain
level, the “billable hour” is a silly construct. We dutifully record time spent reading
and responding to e-mails, letters, phone calls, pleadings and motions. Meanwhile,
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the most important ingredient in any representation goes unrecorded and, in some
instances, unnoticed. Every consideration of a client’s legal problems, from the
broadest strategy issues to the phrasing of routine communications, involves
judgment. Yet lawyers never bill for judgment, per se. It is presumably built into
hourly rates but this is rough justice, at best. It would be bad form to record a
billable hour during which a lawyer was asleep. Yet who can count the number of
instances in which they went to bed worrying over a seemingly intractable problem
and awoke with a viable solution?
Efforts to shift from compensation based on billable hours to
value-oriented arrangements such as contingent fees or experience-based
arrangements such as task-based fixed fees are all efforts to address the underlying
needs and pressures of both parties in the business relationship. In the last
analysis, none of them is perfect, making this yet another area where good
communication is critical. Despite this, there seems to be reluctance to engage in it.
Sometimes the reluctance is rooted in old-fashioned embarrassment to be caught
talking about money. That notion is so deeply rooted that in Britain it is unethical
for a barrister to talk about fees to his client.
There is also an effort, sometimes, on the part of some institutions to
reduce the involvement of in-house counsel with respect to the business
relationship, by automating the billing process and taking it out of the legal
department (i.e and into procurement or legal finance). Electronic billing can be
beneficial for both parties to the business relationship. But taking in-house counsel
-5-

out of any candid discussion of such issues as may arise presents great risk to the
in-house/outside counsel relationship. Having a paralegal or, worse, an accountant
tell an experienced lawyer that the charge for her brief or motion papers is too high
is likely to create resentment, even if the bill is reduced. Having in-house counsel
discuss the overall size of a bill or any given charge in the context of the pressures
for cost control is likely to advance rather than retard their relationship.
If outside counsel is doing a good job and appears to be doing it at very
reasonable cost, it doesn’t hurt for in-house counsel to say so. It is unlikely in the
extreme that this will cause an arbitrary increase in fees. By the same token, if
either the overall costs or the costs associated with any particular work product (a
brief, or a motion) seem high, it is a disservice to all concerned for in-house counsel
to remain silent about it. Outside counsel with sufficient experience to be a billing
or relationship partner certainly has a good sense of what legal services cost. On
the other hand, the individual time entries underpinning a given invoice, especially
in an era of electronic billing, may not be scrutinized in detail before a bill goes out.
By communicating promptly and frankly any concern about the size of a bill or the
overall costs of the services rendered, in-house counsel can add value to the
relationship. If there is a mistake in the bill or it is simply too high, most outside
counsel will recognize it and adjust it. On the other hand, outside counsel may well
have a cogent explanation as to why a particular item might be more costly than
usual. Since cost pressures for in-house counsel can come either from within the
legal department or from a business unit to which the legal costs are being charged
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back, a frank discussion of billing can put in-house counsel in a position to answer
inquiries from either source.
The suggestion here is twofold. First, neither in-house nor outside
counsel should be embarrassed about discussing fees, fee structures, or specific
charges. The discussion is beneficial to both. Second, it is unwise and
counterproductive for institutional clients to try to shield in-house counsel from any
discussion of fees or payment of invoices that may be in arrears. It is, again, a
two-way street and open communication is essential.
At the end of the day, good communication remains at the heart of a
healthy working relationship between in-house and outside counsel. Prompt
responses, candor, trust, flexibility and forgiveness will go a long way to facilitating
the joint representation of, and achieving success for the mutual client.
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I.

INTRODUCTION

Data breaches occur daily and are estimated to cost $5.9 million per
breach. See Ponemon Institute, 2014 Cost of Data Breach Study: Global Analysis,
http://public.dhe.ibm.com/common/ssi/ecm/en/sel03027usen/SEL03027USEN.P
DF. Although companies in the health care, financial services, retail, and
hospitality industries are most commonly targeted, no company is immune from
risk. Accordingly, it is imperative that all companies establish policies and
practices that ensure compliance with the complex framework of data security
laws, both in the United States and internationally. A discussion of those laws
follows.
II.

FEDERAL LAWS

Numerous federal laws governing data privacy and security have been
enacted over the past two decades, including:







the Health Insurance Portability and Accountability Act (HIPAA), which
requires health care providers to maintain privacy and security standards
for protected health information;
the Health Information Technology for Economic and Clinical Health
(HITECH) Act, which strengthens HIPAA and extends HIPAA violation
liability to “business associates” to whom protected health information is
disclosed;
the Gramm-Leach-Bliley Act (GLBA), which mandates privacy and data
security requirements for “financial institutions” (broadly defined to
include banks, mortgage companies, insurance companies, financial
advisors, investment firms, etc.);
the Children’s Online Privacy Protection Act (COPPA), which requires
covered website operators to maintain reasonable procedures to protect the
personal information of children.
A. HIPAA and HITECH

HIPAA and the HITECH Act are the most aggressively enforced federal
data privacy and security laws. The HIPAA Privacy Rule, promulgated in 2000,
generally prohibits the unauthorized disclosure of protected health information by
covered entities, including health care providers, health insurers, HMOs, and
health care clearinghouses. See 45 C.F.R. § § 164.500 et seq. Covered entities
must also require by contract any “business associates” to whom they disclose
protected health information (e.g., insurance brokers and agents, third party
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administrators of health plans, accounting firms providing services to health care
providers) to appropriately safeguard the information. See 45 C.F.R. § 164.502(e);
45 C.F.R. § 160.103.
The HIPAA Security Rule, promulgated in 2003, requires covered entities
to maintain certain safeguards for the protection of electronic health information,
which must be documented in written policies and procedures. See 45 C.F.R. § §
164.302 et seq. The Security Rule also imposes other obligations, including
training employees and conducting a thorough “risk analysis” to prevent security
violations. See 45 C.F.R. § 164.308(a).
The HITECH Act strengthens penalties for HIPAA violations, extends
HIPAA violation liability to business associates (e.g., third-party administrators,
accounting firms providing services to health care providers), establishes an audit
program mandate, and authorizes state attorneys general to bring civil
enforcement actions for HIPAA violations. See 42 U.S.C. § 17931 et seq. The
HITECH Act’s breach notification regulations require HIPAA covered entities to
report data breaches affecting 500 or more individuals to the affected individuals,
the U.S. Department of Health and Human Services, as well as to “prominent
media outlets serving a State or jurisdiction.” See 42 U.S.C. § 17932. Breaches
affecting fewer than 500 individuals must be reported to the Department annually.
See id. In addition, business associates must notify covered entities of any
breaches. See 42 U.S.C. § 17932(b).
In January 2013, the U.S. Department of Health and Human Services
(HHS) issued the final omnibus HIPAA/HITECH rule, which makes important
changes to the privacy and security requirements under HIPAA and the HITECH
Act. Some of the more significant changes include:
(1) HIPAA violation liability is extended to “business associates” to whom
protected health information is disclosed (e.g., third-party administrators,
accounting firms providing services to health care providers);
(2) “business associate” is now more broadly defined to include
subcontractors of business associates (thus, business associates themselves
must obtain business associate agreements from their subcontractors);
(3) more breaches will be reported, because the threshold for reporting
breaches has been lowered (it previously required reporting only if the
potential breach posed a “significant risk of financial, reputational, or
other harm to the individual”); and
(4) non-compliance penalties are increased based on the level of negligence,
with a maximum penalty of $1.5 million per violation.
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Examples of recent investigations and fines include:


On May 7, 2014 New York and Presbyterian Hospital and Columbia
University agreed to pay $4.8 million to settle potential HIPAA violations
following a breach resulting in the disclosure of the electronic personal
health information of 6,800 individuals, including patient status, vital
signs, medications, and laboratory results. See U.S. Department of Health
and Human Services News Release, Data breach results in $4.8 million
HIPAA settlements (May 7, 2014),
http://www.hhs.gov/news/press/2014pres/05/20140507b.html.



On April 22, 2014, following an incident involving the theft of an
unencrypted laptop containing electronic personal health information of
over 148 individuals, Concentra Health Services agreed to pay $1.725
million to settle alleged HIPAA violations. See U.S. Department of Health
and Human Services News Release, Stolen laptops lead to important
HIPAA settlements (April 22, 2014),
http://www.hhs.gov/news/press/2014pres/04/20140422b.html.



In July 2013, health insurer WellPoint, Inc. agreed to pay $1.7 million to
settle potential HIPAA violations following an incident in which security
weaknesses in WellPoint’s online application database left the electronic
protected health information of over 600,000 individuals accessible to
unauthorized individuals over the Internet. See U.S. Department of Health
and Human Services News Release, WellPoint pays HHS $1.7 million for
leaving information accessible over Internet (July 11, 2013),
http://www.hhs.gov/news/press/2013pres/07/20130711b.html.
B. FTC Act

The Federal Trade Commission has been active in investigating and
enforcing violations of federal statutes governing data privacy and security in
specific contexts, including the Fair Credit Reporting Act (FCRA) and the
Children’s Online Privacy Protection Act (COPPA). See FTC Press Release,
“Spokeo to Pay $800,000 to Settle FTC Charges Company Allegedly Marketed
Information to Employers and Recruiters in Violation of FCRA,”
http://www.ftc.gov/opa/2012/06/spokeo.shtm; FTC Resources for Reporters, “The
Children’s Online Privacy Protection Act (COPPA): What Parents Should
Know,” http://www.ftc.gov/opa/reporter/privacy/coppa.shtml. There is currently
no federal statute imposing general data security standards on companies in all
industries. However, the FTC—taking the position that it has general authority
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over “unfair and deceptive practices” related to data security—has brought
numerous enforcement actions against companies alleging data security violations
under Section 5 of the FTC Act, which bars “unfair or deceptive acts or practices
in or affecting commerce.” See 15 U.S.C. § 45; FTC Resources for Reporters,
“Making Sure Companies Keep Their Privacy Promises to Consumers,”
http://www.ftc.gov/opa/reporter/privacy/privacypromises.shtml.
There have been few challenges to the FTC’s authority to enforce Section
5 of the FTC Act, since prior cases have settled by consent orders before any
significant litigation activity. However, a recent case, FTC v. Wyndham
Worldwide Corporation, raises the unresolved question of the scope of the FTC’s
authority to regulate data security in the absence of specific legislation. See
Federal Trade Comm’n v. Wyndham Worldwide Corp., No. 2:13-cv-01887 (D.
N.J. 2013). In this case, Wyndham moved to dismiss the FTC’s enforcement
action on the ground that the Commission has no authority to establish and
enforce data security standards under the “unfairness” prong of Section 5. On
April 7, 2014, the Court denied Wyndham’s motion to dismiss and found that the
FTC has authority to regulate data breaches on a flexible, incremental basis.
Wyndham filed a petition for interlocutory appeal on April 17, 2014
concerning the following two legal issues: “(1) whether Congress has delegated to
the Federal Trade Commission . . . generalized statutory authority to regulate
data-security practices; and (2) if so, whether the FTC has provided regulated
entities adequate notice of what data-security practices are required.” The FTC
opposed the appeal, arguing that the district court had applied “well-settled
precedent” in reaching its controversial conclusion. On June 23, 2014, the Court
granted Wyndham’s petition, concluding that the legal questions presented are
legally controlling, there is substantial ground for difference of opinion, and an
immediate appeal may materially advance the ultimate termination of the
litigation.
III.

STATE LAWS

Data breach notification laws have been enacted in 47 states, as well as the
District of Columbia, Puerto Rico, the U.S. Virgin Islands, and Guam. Alabama,
New Mexico, and South Dakota have no such equivalent laws. Though the data
breach notification laws vary by jurisdiction, most require companies to notify
individuals whose personal information has been acquired by an unauthorized
person through a security breach “in the most expedient time possible” or
“without unreasonable delay.”
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A minority of states—including Massachusetts, California, Connecticut,
Rhode Island, Oregon, Maryland, and Nevada—have also enacted data security
laws requiring companies to maintain certain safeguards to protect state residents’
personal information from being compromised. These laws, intended to prevent
data breaches and identity theft, typically require companies to implement and
maintain reasonable security measures. The Massachusetts data security
regulations are the most prescriptive such regulations in the country, establishing
numerous specific information security requirements, including developing a
comprehensive written information security policy, maintaining extensive
computer system security requirements, encrypting all records containing
personal information transmitted over wireless networks or stored on portable
devices, requiring third-party service providers receiving personal information, by
contract, to maintain security measures, and training employees on compliance
with data security policies.
IV.

PAYMENT CARD INDUSTRY DATA SECURITY STANDARD

The Payment Card Industry Data Security Standard (PCI-DSS), which was
established in 2004 by the major credit card companies, contractually requires
merchants accepting credit and debit cards to protect cardholder data. The
standard outlines a number of information security goals and requirements,
including maintaining a written information security policy, incident response
plan, employee training, firewalls, encryption, and anti-virus software. Some
states, such as Nevada, have incorporated the PCI standards, including the
encryption requirement, into their state data security laws. See Nev. Rev. Stat. §
603A.215.
Over the past decade, merchants have been fined millions due to alleged
PCI non-compliance. However, a recent lawsuit filed by a retailer, Genesco,
Inc.—which sells shoes, hats, and sports apparel in over 2,400 stores across the
world under various store names, including Journeys, Johnston & Murphy, and
Lids—is the first to challenge PCI fines assessed by credit card companies. See
Genesco Inc. v. Visa U.S.A. Inc., No. 3:13-cv-00202 (M.D. Tenn., filed March 7,
2013). Genesco filed a complaint against Visa seeking to recover $13.3 million in
non-compliance fines and assessments that Visa had imposed on two acquiring
banks, Wells Fargo and Fifth Third Financial, which processed the payment card
information. These banks had paid the fines, which stemmed from the December
2010 breach of Genesco’s payment processing network due to a criminal cyberattack, and then collected the total from Genesco pursuant to an indemnification
agreement.
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Genesco claims that Visa had no reasonable basis for concluding that it
was non-compliant with the PCI standards, and that there was no actual theft of
cardholder data for the accounts in question. Genesco’s complaint brings claims
for breach of contract and violation of the California unfair business practices act,
and related claims. The case is currently pending. An outcome in favor of
Genesco could significantly undermine the ability of credit card companies to
assess PCI fines going forward.
V.

INTERNATIONAL

The European Union Data Protection Directive (Directive 95/46/EC) is the
leading international data privacy standard. The Directive governs the processing
of personal data and the free movement of such data and applies to all companies
processing data of European residents. It permits processing of personal data only
under specified circumstances, such as when the data subject has given consent or
it is necessary to fulfill a contract or meet another legal obligation. The Directive
has a number of core requirements, including that all personal data must be
processed fairly and lawfully, collected only for specified, explicit and legitimate
purposes, and be adequate, relevant and not excessive in relation to the purposes
for which it is processed. Further, organizations must implement appropriate
technical and organizational measures to safeguard the data.
In a recent decision that stunned Google, the European Court of Justice
interpreted the language of the Directive broadly and required Google to remove
personal information from its search results, even though the information existed
elsewhere on the internet. Mario Costeja González, a citizen of Spain, brought a
case against Google and La Vanguardia, a Spanish daily newspaper, claiming that
internet searches of his name revealed links to articles in La Vanguardia from
1998 showing that his property had been attached and sold at auction to recover
debts he owed.
Among the questions referred to the European Court of Justice was
whether a “right to be forgotten” extends to internet users who want search
engines to remove their personal information because the information is
prejudicial or to those who simply want their private life to eventually fade into
oblivion. The Court held that the “right to be forgotten” extends to both situations.
Controllers of personal data must consider all removal requests and, if a request is
refused, there is a right to bring a complaint before a supervisory or judicial
authority.
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Meanwhile, countries throughout other regions of the world, including
those in Latin America and Asia-Pacific, continue to develop and expand their
privacy laws. Most Latin American countries now have comprehensive data
protection legislation in place, though Brazil is one notable exception. These
countries—including Mexico, Colombia, Peru, Chile, Costa Rica, Nicaragua, and
Argentina—have generally been moving away from the prior “habeas data”
model, which recognizes only limited privacy rights, to a more comprehensive
framework, similar to the EU Data Protection Directive.
VI.

DATA PRIVACY IN THE OFFICE AND OUT OF THE OFFICE
A. Lessons Learned from the Target Breach

A strong security posture and a thorough incident response plan not only
reduce the risk of a data breach but actually reduce the consequences in the event
of a data breach. In 2014, a strong security posture reduced the average cost of a
data breach from $201 to $180 per record. Strong security, however, is only as
good as the weakest link in the chain. If a third party has access to the company
network, then the system may be exposed as a result of that third party’s own
vulnerability.
By way of example, according to the United States Senate Committee on
Commerce and Science’s recent report, the 2013 Target breach, resulting in the
theft of as many as 110 million consumers’ credit and debit card information,
involved a third-party vendor. Hackers appear to have first infiltrated a third-party
vendor, Fazio Mechanical Services, a refrigeration contractor that “had remote
access to Target’s network for electronic billing, contract submission, and project
management purposes.” Hackers then stole credentials from this vendor, gaining
access to Target’s electronic billing network to gain access to Target’s point-ofsale terminals where customers swipe their cards.
The Senate Report concludes that Target “missed a number of
opportunities” to “stop the attackers and prevent the massive data breach,”
including:
(1) Target gave access to Fazio, a small Pennsylvania HVAC company, which
had weak security and did not follow broadly accepted information
security practices;
(2) Target failed to respond to automated warnings from its anti-intrusion
software regarding the installation of malware on its system and regarding
the “escape routes” for exfiltration of data;
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(3) attackers who infiltrated Target’s network appears to have moved from
less sensitive areas to areas with consumer data, suggesting Target failed
to properly isolate this sensitive data; and
(4) Target potentially could have prevented the attack by utilizing two-factor
authentication for third-party vendors, which requires a regular password
system augmented by a second step (e.g., providing a code sent to the
vendor’s mobile phone or answering extra security questions).
B. Personal Mobile Devices for Business Use
1. Overview
Many companies are now allowing employees to use personal mobile
devices (such as iPhones, iPads, and Android devices) to connect to the corporate
network for email and other business applications. In doing so, companies are
presented with a number of potential privacy, compliance, and security risks.
Among those risks are the loss of control of confidential and other regulated data,
the potential liability for damage to both personal and company computer
resources, the violation of applicable laws, regulations, and compliance standards,
and liability for invasion of employee privacy. Although the risks are serious, they
can be mitigated through a combination of policy restrictions and technical
system controls.
2. Mobile Devices—What Are They and Why Are They Unique?
Mobile devices are not just phones. Today’s “phones” are actually small,
powerful computers carried around everywhere people travel. These mobile
devices are constantly connected to the Internet—generating, transmitting, and
receiving data. The information sent out from a mobile phone is not necessarily
controlled by the mobile user. On the contrary, most mobile devices are
programmed to automatically track the user through locational awareness, which
generates a record of the user’s location at all times. With the ability to connect to
social media, the user’s location and social interaction may be tracked both in and
out of the office. It is easy to see how the use of mobile devices blurs the line
between the workplace and the home.
3. Why Do Companies Allow Employees to Use Personal Mobile
Devices for Business Purposes?
Mobile devices are more prevalent than ever and so are the options for
their use. There are inherent advantages to carrying and using only one mobile
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device, both in and out of the office. Use of mobile devices allows for easier
access to work data, allows companies to save on hardware and bandwidth costs,
allows users greater flexibility in their choice of hardware, and the convenience of
carrying one device instead of several.
4. Risks Associated with Mobile Devices
There are many risks associated with the use of personal mobile devices
for business purposes. First and foremost is the risk of the loss of control of
sensitive personal information and confidential commercial information (e.g.,
protected health information, trade secrets, payment card data, Social Security
numbers). All of that regulated data can be stored both in dynamic and static form
on mobile devices, and can be intercepted, hacked, lost or stolen. Some of that
data may not be properly retained in compliance with records retention guidelines,
litigation holds, and other restrictions. Risks run in both directions because
infected or infiltrated personal devices can compromise the company network,
and an infected or infiltrated company network can compromise an employee’s
personal device.
Because vulnerabilities on the corporate network can spread to personal
devices, companies can face liability for the destruction of “one of a kind” data on
personal mobile devices (e.g., photographs). Thus, backup plans should be
implemented by companies and individuals – although policies should make it
clear that individuals should not backup company data to personal (non-secure)
online backup services like Apple iCloud or Dropbox. Similarly, companies
should avoid backing up users’ personal data to their enterprise backup services.
5. Laws and Regulations Affecting Mobile Device Policy
Although the loss of certain kinds of data may trigger state breach laws or
the mandatory reporting of HIPAA violations, the newer trend is for state laws
that provide for affirmative, pre-breach data security requirements on the part of
companies. Massachusetts currently has the most prescriptive affirmative data
security laws. See 201 Mass.Code Regs. §§ 17.01–17.05. Personal information
about Massachusetts residents must be encrypted when in transit, or at rest when
stored on mobile devices. Thus, steps should be taken to ensure appropriate
encryption is in place—whether through the device operating system’s native
encryption capabilities, or through a third party software encryption application.
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In addition to the above, companies should also be aware of, and assess
the applicability of the following, when developing mobile device policies:








data security standards, such as PCI-DSS;
industry standards to which the organization may be subject to, or
subscribed to (such as ISO 2700x);
other binding obligations, such as customer contract commitments or
commitments concerning the storage of government/ITAR data;
U.S.-EU Safe Harbor Framework (when exporting the personal data of
European Union residents to the United States);
Invasion of privacy case law;
Federal privacy law (e.g., the Electronic Communications Privacy Act
(ECPA)); and
Labor law (e.g. the Fair Labor Standards Act (FLSA)).

6. Decision Making
Assuming the business case is sufficient to support allowing a “bring your
own device” program to go forward, companies should mitigate risk through
policy restrictions and technical system controls. Company policy and related
education, training, and certification (e.g., documenting informed consent) should
be implemented to set the employees’ expectation of privacy so that it is no
greater than that which is required by law and other company policy. This stance
should be mirrored by the company’s acceptable use policy, code of conduct,
social media policy, and employee handbook. In conjunction with policy
restrictions, technical system controls should be implemented, including
limitations on the types of data transferred, whether to allow attachment
downloads, the requirement of strong passwords, and the implementation of
encryption at rest and in motion. Companies should explore the use of third party
“enterprise mobility” software suites, which can assist with policy distribution
and compliance.
VII. DATA SECURITY TRAINING—MAKING THE ABSTRACT
PRACTICAL
First, a company has to become familiar with the numerous laws and
regulations that govern data security and its own risks when it comes to cyberattack. Second, a company has to decide what policies and practices it will put in
place both to comply with the laws and regulations and to protect the company.
Third, a company has to make sure its employees know what the policies and
practices are, and how those policies and practices apply to their day-to-day lives.
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The third step is no less important than the first two if you want data security to
be a practical reality, as opposed to just a concept, at your company.
A. What Kind of Training Needs to Be Done?
Before deciding on who will provide training on data security and what
that training will look like, you have to define the training that will need to be
done. The same training cannot be provided to all audiences. Larger companies,
in particular, might consider the following approach. In an ideal world, you would
tailor training to each individual employee’s role. After all, the company’s data is
touched in different ways by a company’s executives compared to the
administrative assistants compared to the sales force compared to the IT
department. But in an ideal world, I would have received a pony for my fifth
birthday. That didn’t happen either.
Practically speaking, it is not realistic to expect that you can tailor training
in that many ways. Instead, to successfully implement an effective data security
program, having more than two bucket—IT and non-IT—likely is impractical,
especially at larger companies. Looking at the IT community first, the initial step
in your training likely will be to train your broader IT community to make sure
they have a deep understanding for the practices and policies being put in place,
as well as an understanding of any tools that are being implemented to assist in
this process. Keep in mind that your IT personnel often will be the first stop for
employees with data security questions, and thus there is a “train the trainer”
element to training your IT community.
Second, you have to train all employees dealing with sensitive information
so that they understand, appreciate, and can implement the company’s program.
Needless to say, the depth of IT knowledge in your broader employee universe is
likely to be far less than you will find in your IT community, a factor for which
you will have to account. You also will be asking employees to change how they
currently handle data—in other words, how they conduct their business on a daily
basis—and so you need to carefully think through how to do that and what key
changes to make.
In this last respect, it is critical that you obtain buy-in from your executive
team on those key changes. After all, post-training, there is a good chance that
there will be some grumbling from employees that will filter its way up to the
executive team. So if your executives would not be willing to get in front of the
room at the start of your training and announce to the room that they know this
training will require changes, but that these are important changes for the
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company so everyone has to get on board, you probably have overreached with
your program and need to re-assess it.
B. Who Is In Charge?
The preparation and adoption of your company’s data security policies and
procedures likely was a collaborative effort. Training on those policies and
procedures will need to be, too. The common default for training on data security
is to turn to the IT department, and there is little question that IT will need to have
a significant role in the process. In training the broader IT community, for
example, there is a common language among those that are IT-savvy that allows
for in-depth conversations of important issues.
But try using that same IT-speak in your broader employee training and
expect to have problems. After all, data security and cyber liability training
performed solely by IT personnel who rely on language that is common in the IT
world will be speaking to an untrained audience in a manner that borders on
incomprehensible.
On the other hand, you likely have departments within your company that
frequently are involved in training and also have a stake in the data security
program, such as the human resources department or the compliance department.
Those departments may not have had a seat at the table in designing your data
security program but regardless, they can be key partners in rolling out your
program.
The process of bringing these different departments together to partner on
training can, in and of itself, be a challenge. They may be used to training
through different means or methods. Their styles of presenting may differ
drastically. And they may have different views of what substances should be – or
realistically can be – including in training. But difficult as it may be, leveraging
the strengths of those groups can be critical to rolling out training in a successful
manner.
C. What Should Training Look Like?
When it comes to training your IT community, the form and forum for
such training is best left to the IT experts. When it comes to training your broader
employee community, however, it is important to keep in mind that you are not
trying to turn them into IT experts and, if you do, you likely will fail. After all,
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there is an intimidation factor when it comes to “IT” for many employees, so they
may resist trying to learn too much in the area.
The key is to make sure you are training your broader employee
community on exactly, and usually no more, than they absolutely have to know.
For example, there is no reason for your broader employee community to
understand every single aspect of the company’s data security program, as many
of those aspects will never touch their lives. Instead, they need to know exactly
what they need to do and exactly what they need to change and that information
needs to be communicated in a clear and concise manner.
It may make sense for you to develop a “policy within a policy” called a
“user policy,” for example, i.e. a shorter, simpler version of your policy that
breaks out the key aspects of the policy that impact the average employee’s daily
lives. You may even want to have a one page quick reference sheet that an
employee can pin up at their desk to remind them of those key aspects of the
program. Beyond that, you probably are getting into a level of detail that
employees will find difficult to remember. For those details, you simply want to
let employees know to whom they should go when they do have questions beyond
the basics.
VIII.

BEST PRACTICES

Complying with the complex web of data privacy laws is challenging, but
necessary to mitigate the liability and reputational damage that often results from
data breaches today. Best practices to minimize the likelihood of a data breach
and potential liability include the following:









conduct an inventory of all personal information handled by the
company;
regularly review and update written information security policies;
consult with legal counsel to ensure compliance with applicable laws;
encrypt emails and electronic devices containing personal information;
regularly train employees on policies and practices;
ensure vendor/business associate compliance;
maintain an incident-response plan and team; and
consider cyber liability insurance.

Training staff to comply with data protection standards is challenging
because it often requires people to modify their daily business habits based on
abstract threats. Yet it is essential that all staff dealing with sensitive information
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understand, appreciate, and implement a company’s best practices for
compliance. Although the need for effective training cannot be overlooked, it is
important to remember that each employee handles a varying amount of data and
that training should be proportionate to the role. Over time, the workforce will
understand the importance of data privacy and security, as well as the need to
comply with applicable legal requirements and company policy. Instilling that
understanding is the best way to bolster data security and protect your company
from liability.
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ELEMENTS OF A SUCCESSFUL COMPLIANCE PROGRAM

“I continue to believe that prosecuting individuals
and levying substantial criminal fines against
corporations are the best ways to capture the
attention of the business community.”
Lanny A. Breuer, Assistant Attorney General – U.S. Department of Justice,
24thNational Conference on the Foreign Corrupt
Practices Act (November 16, 2010).

“[I] am convinced that the only impact on matters of this sort [i.e., corporate
malfeasance] is a jail sentence. Fines are added to the cost of doing business
[and] end up being paid by the shareholders.”
Former U.S. Senator Arlen Specter, Senate Committee on the Judiciary, Subcommittee
on Crime and Drugs - Hearing on
Foreign Corrupt Practices Act Enforcement (November 30, 2010).

The following is intended to provide in-house legal counsel with a practical approach to consider
how best to assess the building blocks of an effective compliance program so as to avoid
regulatory scrutiny while successfully protecting the company and its assets. When considering
establishing a successful compliance program, in-house counsel may adopt a systematic multistep process:
i. Development – beginning with a comprehensive risk assessment;
ii. Introduction and Implementation;
iii. Training; and
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iv. Monitoring. Maintaining and Updating.
I.

The development phase – The initial risk assessment

The starting point for a thoughtful compliance analysis begins with a critical threshold question
for in-house counsel: Is there a need for an actual policy addressing a specific compliance risk
within the company?
When assessing this threshold inquiry, in-house counsel must determine whether the company is
at risk regarding a specific compliance matter, such as import-export compliance, anti-bribery
considerations in foreign locations or perhaps U.S. anti-trust concerns. The myriad of risk
possibilities vary considerably based on a wide range of factors, including: specific industries
and markets; physical location of the company operations (i.e., where does the company do
business?); lack of effective internal controls, systems and processes; and the company’s culture.
As a result and quite predictably, this initial risk assessment is unique to each company and a
critical first step in the compliance analysis.
Indeed, the results of this fundamental inquiry will shape what type of policy the company may
develop. If the company is active within an industry and/or market subject to regulatory scrutiny
and/or increasing government oversight, then the likelier the need for consideration of a
compliance policy. The greater the risk faced by the company, the greater the need for
developing an effective compliance policy. Further, the amount of the risk likely impacts how
comprehensive the compliance policy needs to be.
The risk assessment may be led through the deployment of internal resources or, alternatively,
retaining third parties to assist with the assessment. In some instances, internal resources may be
sufficient. This is likely a judgment call and, again, varies from company-to-company.
Upon completion of the risk assessment, in-house counsel must determine if a need for a
company-wide compliance policy has been identified. Understanding the extent of the risk and
how best to manage the risk becomes the next key progression in the compliance process.
Further, in-house legal counsel must understand the substantive law related to the risk implicated
by the assessment. While this starting point sounds obvious on its face, it is not always the given
one might expect it to be as specific risks needing to be managed thru compliance policies, by
their very nature, typically address highly regulated areas of law, i.e., international import/export
compliance.
Once a compliance policy is ultimately developed, that company’s officers, directors and
employees will look to in-house counsel as the expert re: the subject matter being regulated. This
creates an opportunity for in-house counsel to lead the compliance initiatives. With this in
mind, in-house counsel must be cognizant that issues, conflicts and challenges related to
compliance policies may occur at any time. Thus, when an emergency inquiry regarding
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compliance arises, the in-house attorney must have more than just a limited working knowledge
of the subject matter to determine how best to deploy resources to effectively and timely manage
the compliance issue.
In-house counsel must understand the subject matter sufficiently enough to timely initiate
preliminary steps to instruct the business unit and protect the company. Achieving a meaningful
understanding of the substantive areas of law at issue under the compliance policy frequently
requires attention to the “exceptions”, “caveats” and/or “carve-outs’ that accompany highly
regulated risks areas.
If the in-house attorney is not already intimately familiar with the subject matter to be regulated
and, to further commit to becoming sufficiently-versed on the topic, in-house counsel typically
begin, minimally, with the following: (1) read and understand the statute, law or regulation
under consideration – the in-house attorney might be the only person in the company who has
taken the time to actually read the law upon which the legal department is responsible for
assuring compliance; (2) research the subject matter to start to identify nuisances related to
compliance; (3) consult other counsel, both inside and outside, who have experience re: the
subject area and determine who will be the company’s primary “go-to” authority on the subject
matter; and (4) provided the resource is not available internally, in-house counsel will need to
identify and retain outside experts with experience in the subject matter..
In order to maintain the legal department’s credibility with the company’s senior management
team, in-house counsel must be prepared to explain why a compliance program arising from the
identified risk is necessary. The explanation begins with emphasis on the common goal of any
compliance program - protect the company’s interests and, in the process, improve the
competiveness of the company. In attempting to generate support for a compliance program, inhouse counsel must avoid overly broad simplifications like, “Every other company of our size
has this type of policy.” The development of the compliance policy will be doomed from the
outset if in-house counsel has not developed a plan to secure buy-in from both the executive
management team and the Board of Directors of the company. Business leaders are not excited
about additional potential regulation, heightened compliance requirements and the added costs
associated with such an initiative.
Instead, in-house counsel must focus on the need for pro-active risk management to create an
effective policy before the company experiences a compliance crisis resulting from an identified
risk. Indeed, the business leaders will more likely appreciate the explanation that a thoughtfully
developed compliance policy will assist the company in effectively managing risk.
In order to develop an effective compliance policy, in-house counsel must ensure that the policy
is sufficiently comprehensive and tailored specifically to address the risks identified in the initial
developmental assessment. The policy must also be manageable and, as such, the company
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should have satisfactory processes and systems either in-place or ready to be deployed to support
the policy. Accordingly, in-house counsel must carefully consider the following inquiries:

i. Does the company have enough internal resources to support an effective
compliance policy?
ii. If so, what are those resources, when will they be notified of their
obligation to support the policy and how will such resources be utilized to
maximize efficiencies and avoid redundancies?
iii. If such internal resources are not available, then what additional resources
must be either added or out-sourced to sufficiently ensure compliance
under the policy?
After thoughtfully considering the three (3) inquiries listed above, in-house counsel must next
consider how it will work to meaningfully engage key internal stakeholders within the
organization when developing the compliance policy. These stakeholders may include some or a
combination of the following internal resources: Chief Compliance Officer; Chief Administrative
Officer; Chief Risk Officer; Internal Audit; Audit Committee of the Board of Directors; Finance
Department, including Chief Financial Officer/Controller; Procurement/Purchasing Department;
and/or Human Resources Department. The level of involvement may vary from stakeholder to
stakeholder; however, additional resources beyond the legal department will likely be need to
ensure the success of a well-developed compliance program.

II.

The Introduction and Implementation Phases of a Compliance Policy

First and foremost, the objectives of the compliance policy must be clearly understood and
succinctly explained to everyone within the organization. The policies fundamental objectives
should be aligned with managing the risk identified in the developmental assessment. Simply
stated, in-house counsel needs to understand and be able to plainly explain exactly what the
policy is designed to address and, presumably, protect against.
The policy introduction phase is a progressively multi-stepped process as well, beginning first
with providing the executive management team the opportunity to consider the policy prior to
launching it company-wide. Many compliance policies may have inherent practical limitations
and, as such, the executive management team must also understand the limitations of the policy
upon its introduction. Suffice to say, the policy likely is not a cure-all to mitigating all
compliance risk but, rather, a valuable and indispensable starting point. Specifically, there
remains a very human element to ensuring compliance which cannot be eliminated simply by
introducing a new policy.
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When initially introducing the policy internally, in-house counsel must be prepared to clearly and
consistently explain why such a policy is necessary to the executive management team. Keep in
mind, the policy and compliance program are being introduced to make the business more
competitive, not less competitive. However, in-house counsel must avoid blindsiding the
business units with the policy at the time of implementation.
Once the executive leadership team has been apprised of the compliance program, and, ideally,
their support has been secured, the policy should then be introduced to the company’s Board of
Directors. At each point of the progressive introduction, in-house counsel must be prepared to
encourage constructive feedback before the policy and compliance program is finalized. The
success of the compliance program will hinge heavily on the business unit leaders support of the
policy. Thus, in order to secure such support, in-house counsel should solicit input from the
business leaders and expect occasional push-back, as there is a natural tendency to resist
additional internal regulation from the operating units.
In terms of planning, in-house counsel needs to carefully consider how long it will take to
develop, introduce and implement an effective compliance policy and program. The timing
varies from company to company and could take as little as a few months or as long as one year.
Herein rests a fundamental challenge as in-house counsel must be always mindful that once risks
have been identified through the developmental assessment, the duty to meaningfully respond is
heightened and, as such, policy introduction and implementation become highly time-sensitive.
Policy and program introduction and implementation are a shorter term commitment, whereas
maintaining, updating, effectively monitoring the policy and training on the policy are all more
of a long-term commitment.
In-house counsel must also consider who the policy is primarily targeted for both inside and
outside the organization. Will the policy extend to all employees, directors of the company
and/or third parties (such as suppliers, vendors, agents, brokers, independent contractors)? For
instance, an internal file clerk at the corporate offices of a U.S. company may not be the primary
target of a comprehensive anti-corruption compliance policy. Regardless of how far the
compliance program extends throughout the organization, the executive management team must
take ownership of the compliance policy as “tone from the top” is critical in establishing the
importance of any compliance initiative.
When initially introducing the policy to the organization, in-house counsel needs to consider how
the policy itself will be communicated and whether every employee shall receive the policy and,
ultimately, be trained on the policy. The options are obviously varied and include circulating the
policy via email or thru hard copies. Always, at a minimum, the company’s compliance policies
should be posted on the company website. In-house counsel may want to consider avoiding
requiring employees to sign certifications acknowledging receipt of the policy so as to also avoid
addressing circumstances where an employee fails to execute the certification. The signature
requirement may create unnecessary administrative burdens.
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If the company has international locations, then the policy must be translated to the applicable
language of the country where the company operates. In addition, in-house counsel must ensure
that the policy does not violate any laws governing the foreign country or any local laws unique
to the specific foreign jurisdiction. This likely will require very local expertise in each specific
jurisdiction. In some instances, the foreign country your company may be operating in may have
similar laws that require even stricter compliance regulation than your company may be
presently prepared to support.

III.

Training

The responsibilities of in-house counsel do not end once the policy is developed and
implemented throughout the organization. To the contrary, in many respects, the work of inhouse counsel is just beginning. Indeed, the governing authorities that regulate compliance
expect that employees within the organization will be trained and re-trained on the laws related
to the applicable compliance program. Thus, in-house counsel, typically working with the
human resource department and, perhaps, third party resources, must be prepared to develop and
introduce a comprehensive training program that is ready for implementation upon introduction
of the compliance policy.
Compliance training varies widely but remains a mission-critical component of the overall
compliance program. Without training, any company’s compliance program remains
incomplete. Many third-party vendors, such as Corpedia, have excellent on-line training
offerings for companies both big and small. There are two (2) key components to the training
program: (1) the actual training itself, either on-line or in-person; and (2) written documentation
verifying the training has been completed.
It is not uncommon to supplement the on-line training program with live in-person training of
key personnel most likely to be impacted by the compliance policy i.e., sales team, finance team,
executive management and, perhaps, even the Board of Directors. However, not every employee
will need trained on every compliance policy. To this extent, the company’s human resource
department will likely play a key role in assisting with training and, based on job descriptions,
determining which employees should be identified and required to participate in mandatory
training. In identifying employees for mandatory training, it is important to err on the side of
being over-inclusive rather than exclusive in designating those for compliance training.
One question that frequently arises internally addresses whether employees should be tested
following compliance training. Most on-line compliance training programs offer various levels
of testing upon completion of the training, thus, minimizing the risk that any employee would
fail the compliance testing.
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Training on a compliance policy does not need to be repeated yearly to remain effective;
however, in-house counsel should consider just how frequently its employees designated for
training should, in fact, be trained. Certainly, once every two years is more than adequate to
ensure satisfaction with compliance best practices.

IV.

Monitoring and maintain the compliance policy

Once developed, implemented and trained upon, in-house counsel must next consider who shall
be responsible for monitoring and maintaining the compliance policy? In larger corporations,
this responsibility typically rests with the Chief Compliance Officer. However, it is not
uncommon for the monitoring and the maintenance of the compliance policy to also be the
responsibility of the law department, the human resources department or a combination of both.
The key inquiry focuses on how the policy will be monitored to ensure compliance. Without the
benefit of a Chief Compliance Office, in-house counsel may consider the formation of a
compliance policy committee that may report to the audit committee of the Board of Directors.
Such committees may be comprised of representatives from the human resources department, the
law department and perhaps the finance department.
To assist with monitoring compliance, in-house counsel should strongly consider an anonymous
telephonic 1-800 hotline to report alleged compliance concerns, questions and/or infractions.
Beyond maintaining a hotline, in-house should regularly visit with business units and specifically
inquire regarding policy compliance. Quarterly interviews of key business leaders are another
means of ensuring ongoing compliance. Also, encouragement of periodic training sessions
further helps build compliance awareness. It is difficult to “lead” compliance initiatives sitting
behind a desk. Compliance assurance requires some level of extended outreach to the business
units and well beyond the four walls of the corporate headquarters. Likewise, the “extended
outreach” component of compliance will, almost always, require the company to perform due
diligence on key third party partners, agents, brokers, distributors, etc. It is simply not enough to
be confident about the compliance conduct of your own company’s employees; rather,
compliance responsibilities extend to the conduct of third parties engaged by, working on behalf
of and/or in concert with the company. Specifically, since 2012, over 80% of all U.S. FCPA
enforcement proceedings initiated by the U.S. Department of Justice have involved a third party
agent/broker.

More than anything, those responsible internally for monitoring the compliance program must be
prepared to timely investigate claims of alleged non-compliance. This is precisely where inhouse legal counsel can play a key role in attempting to privilege information secured during the
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investigation of a compliance infraction. Both internal and external resources may need to be
deployed to assess the compliance challenge and, if so, in-house counsel should be prepared to
coordinate such an effort and control the flow of information generated from such an
investigation.
A company’s compliance programs may likely evolve over time. As such, in-house counsel
must also consider what other systems are in place to ensure compliance with the specific policy
being monitored. In this era of increased shareholder advocacy, the Board of Directors of U.S.
publicly-traded companies have heightened expectations from the management team regarding
the establishment of documented processes and systems to ensure compliance. The success of
any compliance policy hinges on buy-in from the company’s leadership, meaningful education
and constant due diligence regarding primary risk areas.

V.

Conclusion

Any effective compliance policy must be narrowly tailored to meaningfully address each
company’s specific risk factors. For instance, the U.S. FCPA compliance policies for
Halliburton and Lockheed Martin may differ significantly from the U.S. FCPA compliance
policy maintained by a regional manufacturer selling exclusively in North America.
Thoroughly assessing and understanding the level of risk and exposure related to the subject
matter at issue is critical as in-house counsel considers the formation of an effective compliance
strategy. Once the company has completed its risk assessment, heightened attention must be
focused on those areas identified as potential risks. Thus, in-house counsel must be prepared to
understand the risk factors and, thereafter, dedicate sufficient attention and resources to any
component of the company’s business or operations that may be threatened by or vulnerable to
the potential compliance risk.
Compliance never sits alone on an island, isolated from the business. Instead, in-house counsel
must work collaboratively with key stakeholders to ensure that compliance is incorporated into
the day-to-day activities of the company’s operations. Ultimately, to ensure effectiveness, the
legal department must be prepared to partner closely with the business units to ensure
meaningful compliance oversight.
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