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online and access the 

archive of Oracle Scene 
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What’s the most important role in your 
organisation? What’s the toughest role? 
And what’s the most exciting? The  
answer to all three questions may well  
be ‘IT leader’. If it isn’t, there’s a chance 
your business might not be around for  
an awful lot longer.

That’s the conclusion drawn by many  
of the experts I spoke to while writing this 
issue’s cover story (see ‘The right stuff’, 
page 16). They all made it clear that, 

whether you’re using Oracle technology, or – more probably – a blend of 
Oracle and other technologies, your role (or your boss’s role, or your clients’ 
roles) must always be about squeezing every last drop of value from your IT. 

These days, that means using a diverse skillset – from tech knowledge, to 
business strategy, to communication and influencing skills – to align IT to 
the rest of the business, and vice versa. This, they will tell you, is the only 
way deliver new and innovative processes, revenue streams, customer 
experiences, data-driven insights, and more, that will keep your 
organisation ahead of the game. It may seem daunting, but it also  
means there has never been a more exciting time to work in enterprise IT.

In the same feature, we also take a look at the important topic of female 
IT leaders – or rather, the alarming lack of them and how to change that.

Elsewhere in the issue, we celebrate the dawn of a new decade by asking 
five leading thinkers and tech industry-watchers, from a wide variety of 
backgrounds, to share their views on what to expect over the next 10 years 
(see ‘2030 vision’, page 12); while on page 30 (‘The Big Debate’) we examine 
digital technology’s role in probably the most pressing issue of our times – 
climate change. Food for thought, for IT leaders and everyone else.

I would also encourage you to flip over the magazine and take a look at 
the Tech side – even if you’re not a ‘techy’ person, there’s plenty there to 
help you be an even better IT or business leader (such as our ‘Highlights 
from Oracle OpenWorld’ article on page 11).

Finally, I’d like to take this opportunity to say how proud I am to be taking 
over as Editor of #PTK, having worked closely on this magazine’s relaunch 
during 2019. I’d like to thank my predecessor, Andy Nellis, for his smart 
thinking and clear vision during his tenure in the role. And even greater 
thanks goes to every UKOUG member who has contributed to the magazine 
or shared feedback so far – it’s all valuable and will help us to make the 2020 
editions even better for the whole community. If you have any comments, 
ideas or criticisms, please drop me a line at editor@ukoug.org.

Welcome to the new issue of 
              Pass The Knowledge

About the Editor
James Lawrence is a 
professional multi-media 
journalist and editor  
who has been covering 
business and technology 
for more than a decade. 

M E           U K O U G& the

I started working with Oracle products 
around 20 years ago, when I made the 
switch from accountancy to systems 
management, but it wasn’t until around 
2007 that I joined the UKOUG. At that time 
our company had been facing the usual 
challenges of ERP upgrades and 
implementations and hadn’t realised that 
there was access to this community of 
organisations who were going through the 
same things. We saw there was an annual 
conference, so the whole team went along 
and we never looked back. We thought, 
what have we been missing all this time?

Since then, the benefits have been huge. 
There’s a massive body of knowledge 
within UKOUG that members can tap  
into that simply isn’t available elsewhere. 
Meeting other Oracle customers who are 
going through the same experience is 
great, as is having access to a network of 
Oracle partners so that when we need 
some help with something, we know who 
we can go to. Partners are always happy to 
give independent advice, and that’s made 
easier through opportunities to meet and 
network with them informally at events. If 
you’re not already part of this community, 
you’re really missing out on a network with 

Linda Barker is a 
Member Advocate on the 
UKOUG board. Here, she 
explains how she’s using 
her role to support the 
Applications community

a breadth of knowledge that nobody 
individually could ever have.  

The UKOUG has got a real USP: it’s close 
to Oracle but also absolutely independent 
of Oracle. That means we get access to, 
and support from, Oracle but we’re able  
to challenge and influence as well. 

My role on the board is Member Advocate 
representing the Applications community. 
I’m an applications person, I’ve come up 
through that world and I want to help serve 
that community better. I also want to bring 
in more members – I look back to where  
I was in 2007, thinking we were on our own 
and, ‘This is difficult, who do we talk to?’  
I want to bring those people into our 
network, because there are still a large 
number of organisations going through  
the same thing, or moving to Oracle 
applications for the first time, and we  
can all help each other by sharing  
our experiences. 

We need to make sure we’re reaching out 
to the whole community. For anyone 
who’s uncertain about whether to join or 

It’s about having 
your finger on the 
pulse of what’s 
happening in the 
world of Oracle

not – we need to be showing them the 
benefits of joining and welcoming them, 
and then I don’t think they’ll turn back!

As well as the business benefits, there  
are definitely personal benefits for 
anyone who wants to be a volunteer. 
Understanding what the community view is 
on things, and knowing what’s coming up, 
can only help you in your career. It’s about 
having your finger on the pulse of what’s 
happening in the world of Oracle, and not 
just hearing it from Oracle themselves but 
from other Oracle customers and partners.  

Like any community, you get out of it 
what you put in. That can be volunteering 
in a small role, helping to organise events, 
being on the board or even standing for 
UKOUG President, but any input into the 
user group helps us as a community. And 
we’re also a really friendly bunch – so you 
can have fun and learn lots along the way!

 Linda Barker is Head of Business Systems 
at Skanska. Turn to page 5 in the Tech 
section to read a point of view from our 
other Member Advocate, Neil Chandler.
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If you weren’t lucky 
enough to make it to 
Oracle OpenWorld in 
September, flip over to the 
Tech half of this issue to 
see some analysis of the 
key highlights (page 11). 
You can also view the 
results of the UKOUG 
Speaker of the Year 
Awards (page 8), and take 
a deep dive into – or read 
a quick summary of – a 
wide range of tech topics 
to help you maximise your 
Oracle investments.

The UKOUG’s first ever event 
dedicated solely to cloud, the 
Cloud Applications Exchange, 
was heralded as a huge 
success by its attendees. “It 
was so good they’ve asked for 
another one before the Cloud 
Apps event planned for next 
June,” says Phil Wilson, SVP at 
Inoapps, and the project lead 
for the conference.

Taking place in early 
November, and attended by  
a range of users, partners and 
Oracle experts, it was the first 
of a new style of event for  
the UKOUG. It had a strong 
focus on customer-led 
presentations – which the 
UKOUG is moving increasingly 
towards, based on members’ 
feedback. Highlights included 
sessions led by DHL, Skanska, 

FIRST UKOUG CLOUD-ONLY EVENT  
LEAVES MEMBERS ASKING FOR MORE

TURN OVER TO TECH…

N E W S  E T C . . .

When Oracle co-CEO Mark Hurd  
died in October at the age of 62,  
the tributes poured in quickly (see 
below). They came from friends, 
colleagues and rivals, demonstrating 
the huge amount of respect he 
commanded, both within Oracle  
and elsewhere.

Hurd was an undisputed giant  
of the tech industry, who had  
served successfully as President  
and then joint Chief Executive since 
moving to Oracle in 2010. Prior to 
that, he had spent five years as CEO 
of HP and, before that, had performed 
a similar role at NCR, where he 
started his career 25 years previously. 

Safra Catz, who was co-Chief 
Executive, has taken over as sole CEO 
of Oracle while a successor is sought.

Mark Hurd, 
1957-2019
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Larry Ellison, founder  
and CTO, Oracle:
“Mark was my close and 
irreplaceable friend, and 
trusted colleague. Oracle 
has lost a brilliant and 
beloved leader who 
personally touched the 
lives of so many of us…  
All of us will miss Mark’s 
keen mind and rare ability 
to analyse, simplify and 
solve problems quickly. 
Some of us will miss  
his friendship and 
mentorship. I will miss  
his kindness and sense of 
humour… we are left with 

memories and a sense of 
gratitude that we had the 
opportunity to get know 
Mark, the opportunity to 
work with him and 
become his friend.”

John Chambers,  
former CEO of Cisco:
“We lost an iconic leader 
in high-tech… Having 
known Mark Hurd as a 
peer and a competitor,  
I have tremendous 
respect for him and the 
differences he has made 
in the industry. Mark  
will be missed.”

Bill McDermott, until 
recently CEO of SAP:
“Saddened by the loss  
of Mark Hurd. He was  
a self-made success  
in the industry and 
presided over mega 
accomplishments. While 
we competed vigorously 
in the market, we enjoyed 
professional respect.”

Marc Benioff,  
CEO, Salesforce
“I’m so sad to hear of the 
passing of Mark Hurd. He 
was always very kind to 
me and I always enjoyed 

seeing him at the Warriors 
[basketball matches] at 
Oracle Arena.”

Martin Widlake, 
President, UKOUG
“I was sad to learn that 
Mark Hurd passed away 
having taken a medical 
leave of absence just a 
month earlier. Mark was  
a driving force behind 
Oracle’s cloud strategy 
and a great friend to  
Larry Ellison. I’m sure 
Larry will miss Mark on 
both a personal and 
professional level.” 

’WE LOST AN ICONIC LEADER IN HIGH-TECH’

the Church of England and 
the University of Staffordshire, 
plus a range of roundtables.

Responses from attendees 
included the following:
 “Useful group to hear other 

firms’ experiences of Oracle 
Cloud migrations and 
implementations.”
 “I enjoyed presenting and 

listening to the other 
presentations. I came away 
inspired and full of 
enthusiasm!”
 “I gained a lot of useful 

insight from both the 
presentations and from 
speaking to other delegates. 
The roundtable formats were 
also very useful.”
 “Good to meet up with new 

people and listen to their 
journey as we start ours.”

Phil also paid tribute to the 
strong committee that helped 
to put CAX together. “It was 
down to them that it was such 
a good event, so we should 
look for even more people to 
get involved,” he commented.
 For more about our next 

cloud event, and the rest of 
our 2020 schedule, go to: 
www.ukoug.org/events2020

ExcelTM to Oracle EBS  
data ingestion.
With our suite of Excel-based products, data 
entry into Oracle E-Business Suite can be 
managed through a familiar Excel interface, 
resulting in increased productivity, faster 
processing and better accuracy.

To discuss the ExcelTM  based solutions we have 
for you, visit: more4apps.com/contact-us

Toyota Boshoku  
America reduced BOM  
data entry time from

3-4 WEEKS
to

3-4 DAYS

2019 UKOUG ISV Partner of the year Award



Join the Business Apps 
community next June for the 

latest updates and 
insights from leading Oracle 

experts. Find out more at 
ukoug.org/bax 

15 - 16 June 2020, Oval Cricket Ground

APPS TECH

E-BUSINESS SUITE

PEOPLESOFT

JD EDWARDS

HYPERION

CLOUD HCM

CLOUD ERP

CLOUD EPM

CLOUD INNOVATION

Forget Apps19,
we’ve reinvented the 

Applications Conference.
Say hello to BAX.

U K O U G  E V E N T S
We have an exciting line-up of events coming in 2020: they’re a perfect 
opportunity to network with Oracle experts, hear from users facing  
the same challenges as you – and also a chance to have some fun!

27 FEBRUARY

Public Sector 
Forum
(Birmingham)
More forums coming soon – 
explore our online calendar  
for more dates

3 JUNE

Technology 
Summit
(Birmingham)

8 OCTOBER

Partner of the 
Year Awards
(London)

12-13 MARCH

OUG Ireland
(Dublin)

15-16 JUNE

Business 
Applications 
Exchange
(The Oval, 
London)

12 NOVEMBER

Apps Summit
(Location TBC)

29 NOVEMBER -  
2 DECEMBER

Techfest20
(Location TBC)

26 MARCH

Higher Education 
Forum
(London)
More forums coming soon – 
explore our online calendar  
for more dates

23 SEPTEMBER

Licence 
Management
(Location TBC)

MAY (DATE TBC)

OUG Scotland
(Glasgow)

29 SEPTEMBER

Technology 
Summit
(Leeds)

 
F I N D 

O U T  M O R E 
For all the latest information on 

UKOUG events, and to book  
your place, visit our website:  

www.ukoug.org/ 
events2020

U K O U G  W E B I N A R S
We’re also planning more 

Webinars in 2020, on a wide 
range of topics relevant to 

both our Tech and Apps 
communities. To stay 

up-to-date on what’s coming, 
go to: www.ukoug.org/

events2020

BUSINESS APPS | 2020 EVENTS
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Analytics  
Partner of the Year 

Gold: Inoapps
Silver: Vertice

Bronze: Project (EU)

 Data Integration  
Partner of the Year 

Gold: Version 1
Silver: Accenture
Bronze: Inoapps

ERP  
Partner of the Year 

Gold: Version 1
Silver: Claremont
Bronze: Frontera 

Consulting

ISV  
Partner of the Year 

Gold: More4Apps
Silver: Enginatics

Bronze: Innovate Tax
Middleware  

Partner of the Year 
Gold: eProseed

Silver: Accenture
Bronze: Capgemini UK

Business 
Transformation 

Partner of the Year 
Gold: KPMG

Silver: Capgemini UK
Bronze: Accenture

Database  
Partner of the Year 

Gold: Explorer
Silver: Version 1

Bronze: Claremont HCM  
Partner of the Year 
Gold: Namos Solutions

Silver: KPMG
Bronze: Evosys

Managed Services 
Partner of the Year  

Outsourcing and Operations 
(Applications)

Gold: Version 1
Silver: Claremont

Bronze: inlumi

Platform  
Partner of the Year 

Gold: Explorer
Silver: Version 1

Bronze: Hitachi Consulting

CX  
Partner of the Year 

Gold: BPI on Demand

EPM  
Partner of the Year 

Gold: AMOSCA
Silver: Namos Solutions

Bronze: Frontera 
Consulting

Industry  
Partner of the Year 

Gold: Accenture
Silver: Inoapps

Bronze: Capgemini UK

Managed Services 
Partner of the Year  

Outsourcing and Operations 
(Technology)

Gold: Version 1
Silver: Fujitsu
Bronze: DSP

Training  
Partner of the Year 

Gold: Keyteach

T
he UKOUG Partner 
of the Year Awards 
2019/20 took place 
on 3 October at the 
Kimpton Fitzroy 

Hotel in London. This was 
our 12th annual event and, 
as always, everyone who 
carried off a trophy was 
worthy of the recognition.

These awards are both 
important and unique,  
as they’re voted for 
exclusively by Oracle 
customers, so provide a 
true reflection of the view 
of the Oracle community 
and the added value that 
the partners deliver to 
Oracle users.

Congratulations from 
everyone at the UKOUG  
to all the champions!
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Meet the 
winners!
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As the next decade is almost upon us, we asked a range of 
experts to predict what’s coming down the line for the years 

ahead – and there’s not a flying car in sight

O racle software and 
technology will still be 
common in 10 years. 
Larry could shut up 
shop tomorrow but 

there is so much Oracle out 
there that there will be plenty 
of work for technicians and the 
business applications will still 
be doing what we need them 
to do. I think Oracle will 
actually become more and 
more of a solutions provider, 
with the likes of automated 
bots to interact with customers 
and sell them stuff, and true 
analysis of business data to 
spot trends and opportunities.

What’s more interesting is 
where Oracle will be running. 
Oracle was too slow to engage 
with cloud and their offerings 
have been confused and still 
fall below competitors’, though 
they are much improved. We 
will see Oracle developing 
more in the way of partnerships 
with other organisations, 
accepting that companies 
running Oracle software  
or services on other cloud 
providers is better than not 
running Oracle at all.

An area I can see there being 
a lot of potential for traction is 
with the Autonomous Database 
offerings. Oracle have a history 
of making the database do 
things that, previously, had  
to be designed in. Many 
companies don’t want to have 
to worry about how to configure 
the database or spend resource 
on administering it – especially 
new or growing businesses that 
have little in-house Oracle skills. 
What’s more, the more systems 

Oracle are hosting in 
autonomous mode, the more 
information they get for their AI, 
and so the better (and cheaper) 
it becomes and the more 
companies will switch to it.  
In the short term a real issue  
is getting people experienced 
and comfortable with the 
autonomous features, so Oracle 
need to make the new, free 
trials work. This could be their 
cloud saviour.

That said, I also predict that 
in 10 years a lot of systems will 
still be on premises. We will 
have a split between ‘solved 
software problems’ that are 
Business Applications sitting 
predominantly on cloud and 
more complex Oracle systems 
– ones that have been 
designed for specific solutions 
or that have been around for  
a long time, that will not be in 
the cloud. I also think some 
systems will move into the 
cloud and back out again while 
issues of security, compliance 
and data exchange continue  
to dog businesses.

Even Oracle, after years of 
preaching cloud as the solution 
to everything, seem to be 
finally accepting that while it’s 
perfect for some things, it’s not 
right for everything. I think 
Oracle’s future is in spending 
more time on those customers 
and on support.

Oh, and we won’t have fully 
autonomous cars that can take 
you from your front door to 
work. Autonomous can do so 
much, but at present it seems 
utterly incapable of handling 
random stuff.  

C limate change,  
climate change,  
climate change. If, 
within 10 to 15 years, 
we don’t address this 

problem, we’re looking at a 
world where there’ll be very 
little left to apply technology 
to. We’ve treated our planet 
horrifically and now, as Johan 
Rockström of the Potsdam 
Institute for Climate Impact 
Research puts it, it’s “started to 
send back invoices”. The clean-
up bill is unprecedented, but if 
we don’t pay it we won’t have 
much of a home left.

Soil erosion at current  
levels suggests we may have 
less than 60 harvests left. 
Methane is now melting and 
popping out of the Siberian 
permafrost. By the worst 
predictions of where the 
melting should be, Greenland 
clearly didn’t get the memo, 
and is there 30 years early. 
California is on fire again. 

What bit of this picture  
do people not understand? 

Unless every organisation 
commits to doing their bit, 
beyond not harming the 
environment, but actually 
starting to restore it, there will 
be no business left to be done, 
there’ll be no careers left to 
pursue and there’ll be no 
pensions left to enjoy because 
at least half the population  
will probably perish. 

So if your organisation 
doesn’t already know what its 
emissions are, it needs to find 
that out – and very quickly. 
Then you have got to get those 
emissions to zero one way or 

another, and what you can’t  
cut you have to responsibly 
offset. Offsetting is not the final 
answer but if you do it properly 
it can contribute to slowing 
climate change. Taking this 
seriously may translate into a 
short-term financial hit and you 
need strong leadership to be 
able to manage that. 

However, the good news is 
that organisations that take 
the big questions seriously 
end up outperforming the 
market in the long run (both  
in terms of stockmarket 
performance and accounting 
performance). They’re 
outward-looking, which means 
they manage risks better. And 
by thinking more systemically, 
they get out of their mental 
silos and they attract more 
motivated and more loyal staff. 

So get on the right side  
of history. It’s where all the  
cool kids are.   
 Mark Stevenson’s latest book,  

We Do Things Differently,  
is available to buy now. 
For more on climate change, 
turn to page 30.

We’ve 
treated  
our planet 
horrifically 
– and now it 
has started  
to send back 
invoices

P O PV O X

Martin Widlake
President, UK Oracle User Group

Mark Stevenson
Futurist & speaker at Oracle OpenWorld Europe 2019

2030 vision
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Jason Lester
Managing Consultant, 

Capgemini

A t Oracle OpenWorld this 
year we saw a lot of talk 
about the Autonomous 
Database and I think 
that over the next 10 

years more automation will 
definitely be at the forefront 
right across the spectrum.

That doesn’t mean we’re 
going to get to the Terminator-
type scenario of AI taking over 
just yet, but there is a concern 
about the effect it might have 
on the workforce, which has 
been around ever since the 
steam engine was introduced. 
Back in the 19th century they 
revolutionised industry and, as 
a result, factories needed fewer 
human beings to perform the 
work. And then car-makers in 
the 1970s and ’80s started 
automating their factories and 
didn’t need as many humans 
on the production line. AI is just 
another step down that route.  

However, automation is only 
a bad thing if it’s implemented 

in a bad way. If you implement 
it correctly there are things a 
robot or a machine can do that 
can enrich a human’s life rather 
than take away from it. And if 
you apply this to my world, that 
means DBAs, service admins 
and so on don’t need to spend 
their time doing the drudgery, 
the daily administration, 
checking all the lights are on, 
and so on. But does that mean 
you need fewer DBAs or does  
it mean you can then take that 
resource and put it on to more 
productive activities like 
business development or 
improving outcomes?

As Spider-Man put it, with 
great power comes great 
responsibility. And that is  
true for automation: it’s got  
to be used in the correct way. 
The problem is that a lot of 
organisations will see this as  
a way to cut costs by reducing 
headcount. But that’s not the 
focus of automation as far as 
I’m concerned. It’s there to 
enrich our experience as 
employees, not to remove it. 

What’s more, any system 
that involves humans will need 
humans to fix problems, as 
automation is not going to get 
to the point at which it can 
react sufficiently reasonably to 
the stupid things humans do. 
So until it can make the same 
creative leaps that humans 
can, then you’re still going to 
need people in the equation.

Stuart Russell
Professor of Computer 
Science, University of 
California, Berkeley

At some time in this 
century – but probably 
not in the next decade 
– artificial intelligence 
systems are likely  

to exceed human capabilities 
and decision-making in the real 
world. If we reach that point 
with AI working along its 
current foundations, we will 
have a very serious, possibly 
terminal problem. 

It’s hard to say when this 
point will occur, and it may 
seem a long way off in the 
future. But if we look back at 
predictions about nuclear 
energy, up until 11 September 
1933 the consensus of the 
physics establishment was that 
it was impossible to harness 
nuclear energy and it would 
never happen. The very next 
morning the problem was 
solved. So these breakthroughs 
can happen fast and we need 
to be prepared.

We’re already seeing signs  
of a problem, even without 
human-level AI, because 
computers can produce a 
scaling effect where the impact 
of an algorithm is magnified  
by a factor of a billion just 
because you can operate on 
that scale – for example, in the 
‘dumb’ algorithms being used 
by social media.

So we need regulation to  
say you cannot deploy AI 
systems that don’t conform to 
a provably beneficial, provably 
safe template – just as we do 
now, for example, in the App 
Store. You can’t put your app 
there unless you pass a whole 
bunch of software safety 
checks first. 

Scientists have got to 
develop these safe solutions 
and they’ve got to teach the 
next generation of students 
what they are and how to use 
them. Then the professional 
societies have got to have 
codes of conduct, the industry 
has got to have standards and 
the governments have got to 
regulate to enforce those 
standards. And the more 
potential impact your system 
can have – particularly if they 
are systems that are interacting 
with billions of people – the 
more stringent the regulation 
has got to be.
  Stuart Russell’s book,  

Human Compatible: AI and the 
Problem of Control, is out now.

Marta Muñoz
Research Director EMEA, IDC

Sustainability will 
become an integral part 
of IT users’ selection 
criteria in the next 10  
years, with IT buyers 

incorporating specific KPIs 
into their vendor-selection 
process. These new indicators 
will include vendors’ ability  
to integrate, for example, 
circular economy concepts  
– such as upcycling and 
re-manufacturing – into  
their business models. 

They will also need to 
demonstrate the impact of 
their technology solutions  
on doing social good that 
stretches beyond individual  
or corporate benefits, or  
their ability to create wider 
ecosystems through their 
partner network with 
sustainability values included 
within their daily activities. 

Not only will this greater 
focus on sustainability 
facilitate further investments 
and funding, it will also help IT 

vendors demonstrate real 
concern and attention  
towards digital society 
impacts. This, in turn, will 
affect end-user perception as 
well as customer experience, 
providing opportunities for 
increasing market share. 

The ICT industry already 
offers a plethora of products 
and solutions to help fight 
climate change, such as the 
Internet of Things, AI, machine 
learning and 3D printing. 

These technologies will 
help facilitate organisations’ 
efforts to combat climate 
change, including monitoring 
the condition of not only their 
IT equipment but also the 
goods and products they 
place in the market, 
facilitating predictive 
maintenance to identify and 
avoid failures before they 
happen, incorporating 
AI-infused processes to 
improve energy consumption, 
and creating digital twins of 
plant equipment to reduce 
the need to create physical 
prototypes.

Comments included: 

 “All of these technologies 
will be important in some 
way or another, either 
singly, or more likely, in 
combination. The pace of 
technological development 
will demand considerably 
more effort in developing 
controls and regulations 
than is being expended 
currently. That will be a 
major societal challenge to 
add to the growing list of 
other issues we face.”

 “AI is a ground-breaking 
technology that will change 
society. The majority of the 
other technologies are 
enabling faster, or better, 
methods of performing the 
same or similar tasks.”

 “The future challenge  
is that, as AI capabilities 
become progressively more 
sophisticated and agile, 
they will erode what we 
contribute and a new norm 
will evolve. For example, 
look how social media has 
changed how we ‘socialise’.”

 “All these things will have 
an impact but my guess is 
blockchain has the potential 

to change business and 
society. It could remove  
the need for retail banks, 
central banks and national 
currencies and open up 
international trade. If it did 
even some of that, how we 
organise ourselves and the 
need for organisations like 
the EU changes. It’s why 
Brexit could be a historical 
footnote.”

  “I don’t think it will be one 
thing and many areas of IoT, 
AI, cloud, etc are supporting 
and enabling the other. The 
ability to deploy the right 
mix of technology to 
support the changes to 
day-to-day business process 
that embrace the customer 
and their own use of tech 
will be key to success.”

  “Spatial interaction is the 
next user interface. Gesture 
control, touchless buttons 
for safety and hygiene, 
immersive VR and AR 
experiences. [There are] 
use cases in health, 
industrial design, auto, 
marketing and advertising, 
gaming and leisure, etc.”

This survey was conducted 
by The Pulse Business.

Which technology will have  
the biggest impact on 

business in the next 10 years?
We asked senior professionals in the UK for their 

predictions – here’s what they had to say…

The overwhelming 
majority of respondents 
predict that AI is most 
likely to transform our 
organisations.

Artificial intelligence

Cloud computing

Internet of things/connected 
smart devices

Mobile technologies 
(including 5G)

Virtual/Augmented Reality

Other e.g. quantum 
computing, blockchain, etc

Sustainability 
will become  
an integral part 
of IT users’ 
selection criteria 
within 10 years

11%

61%

8%

8%

5%
8%



By James Lawrence

The right stuff IT leaders have never been more essential 
to the success of any organisation – or 
had more demands heaped upon their 
shoulders. So how is the role changing?  
And what are the skills required to step  
up to the challenge?
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1 0 - S E C O N D  S U M M A R Y
 Unprecedented 

demands are being 
heaped on IT 
leaders to ensure 
digital technology 
delivers maximum 
value to the 
enterprise – even 
to the extent where 
tech becomes 
cost-neutral.

 This means  
IT leaders have  
to become 
strategic thinkers, 
visionaries – and 
even risk-takers; 
they need to 
ensure they 
develop a broad 

range of business 
and inter-personal 
skills that go way 
beyond pure 
technology.

 With views and 
insights from:  
Chris Ashworth, 
CIO, Hermes; Steve 
Clarke, Director, 
Freeman Clarke;  
Dr Ruth Massie, 
Senior Lecturer, 
Cranfield School of 
Management; Neil 
Price, CIO Practice 
Lead, Harvey Nash; 
Catherine 
Stagg-Macey, 
executive coach.w

By James Lawrence



‘The role is continually 
adapting… it is to add as 
much value as possible 
for our business, 
customers and clients’
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Or, as Neil Price, the CIO Practice Head at recruitment 
consultancy Harvey Nash, puts it: “The modern IT leader 
– the CIO, CTO or whatever we want to call them – is 
somebody that shouldn’t be in the IT department. They 
should be absolutely everywhere else.” 

One of the primary gauntlets being laid down by CEOs, 
who are constantly under pressure to find new ways to 
drive innovation and growth, is that digital technology 
should now be actively contributing to income-generation 
within an organisation – as well as performing its more 
traditional role of driving efficiencies. Taken to the 
extreme, this can mean that IT would no longer be 
considered a net cost to the business.

Steve Clarke, Co-founder and Director of Freeman 
Clarke, who supply fractional IT leaders to a broad  
range of companies, sees this happening across many 
organisations. “Technology affects so many different  
areas and can drive revolution within a business,” he says. 
“When I talk to my IT leaders who are going in to work 
with clients, I’m saying we should aim to make ourselves 
cost-neutral or even cost-positive – but only part of that is 
by cutting costs and driving efficiency in the business. It’s 
also about introducing new customers to the business, 
creating a new revenue stream by creating a digital 
landscape, working with the sales team to use big data  
to enable them to target the right people and drive better 
sales, and so on.” 

Neil Price concurs. “A CIO will have one of two drivers 
– or often both at the same time,” he says. “One is to create 
efficiencies that lead to less spend – and that’s outside of 
the IT department and right across the business. The other 
is increasing value through very commercially-focused 
objectives such as customer acquisition, customer journey, 
attractiveness of proposition, and so on. Technology can 
influence nearly every aspect of a business on the inside, 
but also the community on the outside that you may not 
even know yet.”
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NEIL PRICE 
CIO PRACTICE HEAD, 
HARVEY NASH
Our 2019 global CIO  
survey shows that female 
technology leadership at 
the most senior level has 
been static for three years. 
It moved from 9% to 12% 
over a fairly short space of 
time but it’s been stuck at 
12% for a while now – and 
this is a disappointingly  
low figure. 

However, I believe we  
will see that change for  
the better. It’s becoming 
less important to have a 
technical background to 
become an IT leader, as  
the focus shifts more to 
business engagement  
and so on, so as we move 
forwards I think that will 
help as more women move 
across from other less 
male-dominated functions. 

But of course there  
aren’t enough females 
going into technology in 
the first place, too. That 
goes right the way back  
to the younger periods of 
education. We need to be 
highlighting what careers 
people can have through 
technology and how 
technology enables 
businesses to work. All 
young people now use 
digital technology from  
a very early age and it’s 
realising that the thing 
they’re using on a day-to-
day basis is tech and it 
needs people to work with 
it, in it, developing it, caring 
for it and working with the 
customers that use it. 

Another cause for 
optimism is that we often 
take on mandates to search 

for CIOs where there’s  
a gender percentage 
requirement. So companies 
are now giving themselves 
– and giving us – targets. 

DR RUTH MASSIE 
SENIOR LECTURER, 
CRANFIELD SCHOOL  
OF MANAGEMENT
Research shows that it’s 
around the age of seven 
where girls and boys start 
to be told – inadvertently,  
in most cases – “these are 
boys’ things and these are 
girls’ things”. It’s difficult  
for organisations to correct 
that imbalance 20 or 30 
years later, but there’s still 
lots they can do. 

Much of the language we 
use around IT recruitment is 
quite gendered. That’s not 
to say that it’s specifically 
‘his’ and ‘her’, but job 
descriptions that say things 
like, “Must be able to do  
the following…” Men will 
generally say, “Yeah, I’ll 
apply for that,” if they’re 6 
out of 10. Women generally 
want at least 9, if not 11, out 
10 before they’ll apply for it. 
So even simple things like 
writing instead, “Must be 
able to do a range of the 
following…” can make a 
difference. 

I also think the use of 
mentors can help, and 
secondments so people  
get to try other roles – for 
example, so women in the 
business get to experience 
being part of an IT project. 
Women are really, really 
good at this kind of stuff, 
and they’re really good at 
the customer-orientated 
roles within IT as well as  
the technical roles – but it’s 

about exposing them to it.  
We need to make positive 

choices like this, even if 
they are small things, as 
unfortunately there’s no 
button we can press that 
will just fix everything.

CATHERINE  
STAGG-MACEY 
EXECUTIVE COACH
It’s a huge and complicated 
systemic issue. And like  
any systemic change, it 
requires a lot of continuing 
conversations and multiple 
actions. The Me Too 
movement went a long way 
to pulling back the curtain 
of just how endemic sexism 
is in every industry – and 
the whole C-suite 
imbalance, including  
IT leadership, is just one 
part of that.

Most of the people I 

coach are men and most of 
them have work habits and 
behaviours that I wouldn’t 
tolerate as a colleague. I 
don’t mean sexism, but for 
example they might work 
80 hours a week because 
there’s someone else at 
home to take the kids to 
school and so on. But 
women often don’t get to 
choose between caring 
duties and work – we still 
have to do both. It gets to a 
point where, working in an 
environment that has 60 to 
80-hour weeks, travel on 
weekends and so on – you 
can’t do it. Therefore 
women choose to work at 
home, become a contractor 
or do something different. 

So, working practices 
have a strong effect on 
gender imbalance and a lot 
of organisations are only 
beginning to realise this. 

H O W  C A N  W E  C R E A T E  M O R E 
F E M A L E  I . T .  L E A D E R S ?
Why are there still so few women in senior 
technology leadership roles? And what can 
we do to change that?

I
n almost every organisation, IT leaders have never 
had greater expectations placed upon them than 
now. There is a general consensus among both 
practitioners and industry-watchers that CIOs, 
CTOs, CDOs, IT Directors, IT Managers, and 
everyone else responsible for digital technology, 
are being charged with new and demanding 
responsibilities that surpass the traditional  
remit of ‘pure IT’. 

There is also a growing understanding that those 
who rise to the challenge and are able to leverage 
digital technology to create added business value 

have the opportunity to play a key strategic role within 
their organisation, with all the risks, rewards and career 
opportunities that can entail; whereas those who prefer  
to keep their heads down and concentrate entirely on  
the more technology-focused aspects of the job might 
soon find themselves under threat.

As one leading UK CIO, Chris Ashworth from parcel 
delivery company Hermes, explains, the job is about  
so much more these days than just taking care of the  
tech. “The role has come a long way and is continually 
adapting,” he says. “Our role is to understand the business, 
the market, the customer and to add as much value as 
possible for our business, customers and clients.”
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‘You need to be a 
translator for what’s 
going on in the business 
to IT, and from IT back 
into the business’

E L E VAT I N G  T H E  R O L E
For IT leaders to be able to deliver effectively on this 
expanding remit, they have to be sure they are positioned 
correctly within the organisation. In other words, they can 
no longer be simple followers of business strategy who are 
reactive to demands from elsewhere. 

Dr Ruth Massie, Senior Lecturer in Cyber Resilience 
Leadership at Cranfield University’s School of 
Management, comments: “One of the worst things that 
ever happened to IT was when it became one of those 
departments you bought services from, as opposed to 
them being with you on the journey, going places with  
the organisation. Because they were just service providers, 
others in the organisation would think, ‘Oh well, I can  
just buy it cheaper, or I can buy it direct,’ and I think  
some of that mindset still hangs around some of the  
older companies.”

That, of course, has even led to the threat of ‘shadow IT’, 
where individuals and functions within a business bypass 
the IT department and source their own tech solutions, 
frequently from the cloud; or, taken to the extreme, the 
entire IT function being outsourced or abolished. However, 
Ruth believes that, by playing a more proactive and 
business-focused role, IT leaders can make themselves 
essential to business success. “It’s hard to outsource smart 
thinking,” she comments.

What’s more, argues Steve Clarke, IT leaders need to 
have full authority to carry out their mission. “It has to be 
about being a fully grown-up member of the board in order 
to help drive revenues,” he says.

Neil Price agrees, saying the role needs to be elevated 
within the organisation in order to deliver on expectations. 
“You need to be truly at board level so you can influence 
with teeth, as needed,” he says. “You can influence, you 
can guide, you make sure that journey of transformation  
is realised across the organisation as a whole, so it’s no 
longer an IT programme to achieve an IT result – it’s an 
organisational programme to achieve an organisation-
wide improvement. It just happens to be underpinned  
by the technology.”

D E V E L O P I N G  N E W  S K I L L S
In order to thrive in such a situation, however, the skillset 
required is vastly different from the days when a strong 
reliance on deep technical knowledge was enough to make 
someone successful in the role. In other words, it’s about 
so much more than the tech itself, argues Neil Price. “An 
effective CIO would have a good grasp on where trends  
are going, what works, what is always truly successful – 
and what trends they can implement within their business 
to get the biggest return,” he says. “So it’s always about 
how to get more.”

Ruth Massie tells her students that this means IT  
leaders have to act as translators. They not only need a 
good understanding of the technology – even if they aren’t 
from a deep tech background – but also a clear idea of the 
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W H A T  D E F I N E S  A 
‘ D I G I T A L  L E A D E R ’ ?

According the Harvey Nash/KPMG CIO Survey 2019,  
in the 30% of organisations that are ‘very or extremely 
effective at using digital technology to advance their 
business strategy’, digital leaders are more likely to: 

To see the survey in full, go to: www.hnkpmgciosurvey.com

 Report to the CEO 
and sit on the 

executive team

 Collaborate to 
deliver technology 

change

 Have making money 
as a priority, rather 

than saving it

 Use cross-functional 
teams

 Have boards that 
prioritise the creation 

of innovative 
products and services

 Use agile methods 
to speed up delivery

become a senior geeky person, and you get paid more 
money, and then you get a bonus, and then somewhere 
along the line someone’s put you in charge of a team, and 
then five years later you find yourself in a new position 
trying to be the smartest geek in the room – and just 
getting people’s backs up.”

This all-too-familiar situation is caused, she believes, by 
a lack of training and preparation for the new breed of IT 
leader. “At what point do we start helping people make 

challenges facing the rest of the business and how 
technology can help them to improve, function by 
function. “So that means actually being a translator for 
what’s going on in the business to IT, and from IT back into 
the business. You don’t necessarily have to know all the 
ins and outs in detail, but you do need to have a clear idea 
of what it is that each department is trying to achieve.”

What’s more, a broad range of non-technical skills  
and attributes are required, says Neil. “The key skills  
I’m looking for tend to be around communication, 
relationships, stakeholder engagement,” he says. “Of 
course, these are all the words that would have appeared 
in every job spec forever but they’re now fundamental  
in the success of the IT leader’s positioning within the 
company. You can’t truly be the organisation’s technology 
leader without very strong, deep relationships, and that’s 
relationships at board level and throughout the 
organisation as a whole.”

In practice, that can mean working hard on the personal 
‘soft’ skills to complement the technological knowledge, 
argues Catherine Stagg-Macey, who is an executive coach 
with a background in IT. “Gone are the days when you 
could just be a programmer and then manage the 
hardware and infrastructure team as well,” she says. “But 
the range of skills that you have in your IT department are 
way beyond anything you could ever understand and so 
it’s about how you get the best out of people. How do you 
get them to work together? How do you create high-
performing teams that add something to the business?”

Neil Price believes that also means enacting a similar 
role beyond the IT department too – especially as a 
growing number of non-IT teams have increasingly  
strong technical knowledge. “You tend to find a very  
high proportion of people within a business now are  
very tech-savvy whereas just a few years ago that wasn’t 
really the case,” he says. “So your audience of like-minded 
individuals is a huge number in some organisations –  
and the IT leader needs to grasp those relationships  
and make them good.”

Which leads back to those inter-personal skills – 
especially if significant digital transformation is on the 
agenda, as is the case in a huge number of organisations. 
“The CIO needs to have some of the typical characteristics 
of the COO,” says Neil. “So it’s about broad operational 
efficiency and effectiveness, but also broad departmental 
communication, a real show of empathy as you go through 
change rather than the sledgehammer of change that  
leads to some people being shell-shocked. I think the  
days of transformation being a ‘project’ are gone and it’s 
progressive, constant relationships driven by improvements 
in service, effectiveness – and, ultimately, value.”

However, Catherine Stagg-Macey believes many leaders 
and potential leaders still have a long way to go on this 
journey. “This is the irony,” she says. “You’re hired as a 
deep technical expert in the geeky field you find that you 
were born into, and then you’re in character, and you 



that transition?” she asks. “I think IT leaders are bad at 
doing it for their own team. I remember a conversation  
I had with the head of learning at a large UK business.  
He said, ‘We’ve got this vast programme of training and 
coaching around personal development for everyone in  
the business – except IT. We’ve got a 500-person IT 
department and they don’t want any of it.’”

Such attitudes leave her feeling exasperated. “Where  
do you even start to unpick this?” she wonders.

P R E PA R I N G  T H E  L E A D E R S  O F  T H E  F U T U R E
A lot of the answers lie in ensuring the IT leaders of the 
future are better prepared for the newer elements of the 
role. “There are two aspects here,” says Catherine. “One  
is a personal assessment of, ‘Where am I on my own 
leadership development journey and what support can  
I get on that?’ But the other question you need to ask 
yourself is: ‘Are my aspirations for senior leadership going 
to be met in this organisation? Is it a place that’s going to 
allow me to thrive and flourish in the way that I want to?’ 
And if it isn’t, then get then get the hell out of it because  
I think there are other organisations who will embrace  
the IT leader who wants to play a bigger game.”

One piece of advice from Ruth Massie is to get out of the 

IT department entirely and spend some time doing 
another role, in order to really develop that deeper 
understanding of the wider business. “Previously, if you 
were really good at technology you would be selected for  
a leadership role,” she says. “Whereas now I think it’s 
about: do you have customer service skills, do you have  
the internal consultancy skills, and so on? In other words, 
that ability to understand the business as your customer 
and to work with them as if they’re a customer.”  

Meanwhile, Steve Clarke thinks it’s about constantly 
being able to look at the bigger picture and apply that to 
the business in a way that colleagues can grasp. “The 
individual very much needs to be a visionary,” he says. 
“Technology is changing at such a fast rate now, so you 
need to provide a knowledge of that in a business context 
that a CEO can understand and make some decent 
decisions on.”

Then, more than that, being prepared to take some 
calculated risks is also essential, Steve argues. “I think 
there’s a growing need for IT leaders to have an 
entrepreneurial mindset as well – find something that 
they’re willing to take a risk on and push forward. We’re 
the only board member where our main knowledge and 
value to the business changes every three or four years.  
If you’re an FD or a CFO, your accounts, your P&L, your 
cashflow and all that kind of stuff won’t have changed  
for the last 20, 30, 50, 100 years. But if you’re a technology 
leader talking to a CEO about things you did four or five 
years ago, it’s probably irrelevant.” 

Get it right, however, and the role can quickly become 
indispensable. “If it’s done in the right way, the technology 
leadership role is more integral to any business than any 
other role right now,” he says.

B R I N G I N G  T H E  V E N D O R S  O N  T H E  J O U R N E Y
One final word should go to Hermes’ Chris Ashworth, who 
is keen to point out that technology vendors need to come 
on the journey with their customers. “We need partners 
who understand us and are motivated to achieve the same 
goals we are,” he says. 

And he argues that, if they fail to support IT leaders in 
this never-ending quest for added business value, they risk 
losing out. His warning couldn’t be clearer: “CIOs will 
increasingly move away from products and suppliers that 
hold our businesses back.”
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‘If it’s done right, the 
technology leadership 
role is more integral to 
any business than any 
other role right now’

www.qsoftware.com

Say Goodbye to 
Stressful Audits and 
Stop Fraud on your ERP

Our on-premise and Cloud-based 
solutions for JD Edwards, Oracle 
E-Business Suite and Oracle ERP Cloud 
make it much easier to keep your ERP 
system secure and compliant

QCloud Audit: 
Accurate security audit reports delivered 
quickly, whenever you need them – no 
technical effort needed

QCloud Licence Audit: 
ERP Usage stats to help you stay 
compliant with your Oracle Licence 
Agreement

The 5 best things 
about being a  

UKOUG member
We polled our members to find out what they love most about  

the UKOUG. Here are the five most common reasons  
they gave for joining the group:

Here are the best ways to make the most of your membership:

If you’re not a member  
and would like to join – and benefit 

from all of the above and more – 
or if you’ve already joined and 

want to get more from your 
membership, visit our website 

which is full of information, ideas 
and knowledge-sharing from 

Oracle users like you:
www.ukoug.org

To network  
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To keep  
up-to-date with 

Oracle information 
– from an 

independent voice

To develop and  
raise their 

professional profile

To find solutions  
to Oracle-related  
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To connect  
with Oracle partners
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THE BUSINESS BENEFITS
Why are a growing number of organisations adopting cloud solutions?

Moving to the cloud isn’t all plain sailing…
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When it comes to cloud, there are so many claims and counter-claims, 
it’s often hard to see the facts clearly. Here’s a round-up of some  

of the latest data to help you make up your own mind

Beyond the hype:  
Cloud computing

CLOUD ADOPTION

CLOUD CHALLENGES

Although there’s massive exponential growth in the cloud market, a lot of businesses aren’t there yet

 Cloud Strategy Leadership 
(downloadable e-book) by Gartner: 
www.gartner.com/en/publications/
cloud-leadership

 Cloud Computing: From Beginning 
to End by Ray Raphaels

 The Cloud Adoption Playbook: 
Proven Strategies for Transforming 
Your Organisation with the Cloud by 
Moe Abdula, Ingo Averdunk, Roland 
Barcia, Kyle Brown & Ndu Emuchay

 Ahead in the Cloud: Best Practices 

for Navigating the Future of 
Enterprise IT by Stephen Orban

 Safra Catz, Oracle CEO, presents 
the latest Oracle cloud capabilities 
at Oracle OpenWorld 2019:  
youtu.be/5CaIc4Da3rE

F U R T H E R  
R E A D I N G
Want more?  
Then try some  
of these…

The proportion of 
Oracle customers 
who say they’re 

planning to move 
to a hosted cloud 

environment using 
Oracle cloud 

services. A similar 
number (27.9%) say 
they will use AWS, 
making these the 
two top choices, 

with Microsoft 
Azure in third place 
at 17.7%. (Rimini Street)

The proportion of 
organisations 

already using cloud 
services who say 

they have a ‘cloud 
first’ strategy. 

(Gartner)

Currently, 44% of IT and business leaders in the UK 
say the majority of their companies’ infrastructures 

use either public or private cloud – while 78% say 
they will do in the next 10 years. (Google)
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The percentage of 
businesses that 

use, or are 
planning to use, 
multiple cloud 
providers. Of 
those, 23% are 

opting for Oracle 
Cloud, with 

Microsoft Azure 
(78%) and AWS 
(77%) being the 
clear leaders. 

(TechRepublic)

69%

The percentage of IT leaders 
who say cost-cutting is their 

top reason for adopting cloud. 
In second place was the desire 

for new features and 
capabilities (57%). (Datometry)

The proportion of businesses 
that say avoiding vendor 

lock-in is the biggest benefit of 
a multiple cloud approach. 

(TechRepublic)

The proportion of UK  
IT decision-makers who say 
migrating to cloud is their  

top spending priority.  
(Computer Weekly/TechTarget)

The percentage of IT and 
business leaders in the UK who 

expect cloud to become an 
important driver of revenue 

growth by 2029. Brits are 
slightly more pessimistic than 

some of their overseas 
counterparts, as the global 

average is 87%. (Google)

…of IT and business decision-makers 
plan to automate the majority of their 
security operations in the cloud by 
2029. The current proportion is 33%. 
(Google)

…of SMEs appreciate the additional 
security that cloud gives them. (Microsoft)

The percentage of cloud security 
failures predicted to be the  
customer’s fault in 2020. (Gartner)

The percentage of IT and business 
decision-makers whose companies 
currently address cloud security at  
an early stage in the development 
process; 72% say they plan to do so  
by 2029. (Google)

…of security professionals say it’s 
‘somewhat difficult’ or ‘very difficult’  
to maintain security configurations 
across cloud services, while 75% say  
it’s ‘somewhat easy’ or ‘very easy’ to 
accidentally expose data publicly 
through the cloud. (Tripwire)

$214.3bn
The estimated size of the worldwide public cloud 

services market in 2019. This represents 17.5% 
year-on-year growth and the figure is predicted to 
reach $331.2bn by 2022. The two fastest growing 

segments are IaaS and PaaS. (Gartner)

72%
…of businesses say 

managing complexity is the 
biggest challenge of using 

multiple clouds. 
(TechRepublic)

IT leaders rate the following factors as their biggest  
challenges when it comes to cloud adoption:
(ITPro Today)

31.5% of IT security professionals claim that 
at least half of their companies’ employees 
think this statement is true – demonstrating 

what a low opinion many IT professionals 
have of their non-IT colleagues. (Lastline)

SECURITY IN THE CLOUD
Keeping your data safe is an on-going challenge…

‘The cloud is 
literally in the sky’

Complexity and security 

Cost (TCO & ROI)

Legacy infrastructure

Changes to governance,  
risk and compliance

Legacy applications or  
other services

Challenges around data 
locality and isolation

Corporate or executive 
sponsorship  14%

57%

45%

40%

39%

35%

32%

2019 2029
0%

50%

100% % of UK  
companies  
using mainly cloud 
infrastructure

78%

44%

61% 73% 83%
35%

70%

95% 94%

51% 84%

75% 69% 27%
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Cyber security expert 
Lisa Forte on dealing 
with ‘insider’ threats, 

staying one step ahead 
of the criminals, and  

the importance of 
scaling up collaboration 
to thwart the bad guys

Lisa Forte began her career 
working in counter-terrorism 
intelligence for a UK 
Government agency before 
moving into one of the UK 
Police’s cyber crime units. 

She founded Red Goat 
Cyber Security in 2017 to 
teach companies about  
the methodologies used by 
cyber criminals. Her areas  
of expertise include social 

engineering, the psychology 
of persuasion, insider threats 
and rehearsing for cyber 
attacks. She has conducted 
ground-breaking research 
into the psychology behind 
insider threats and created 
the first ever GCHQ-certified 
social engineering course.

In 2018 she was recognised 
as one of the UK’s ‘Top 100 
Women in Tech’.

THE

 DEFENDER
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#PTK: You’re currently talking a lot about ‘insider threats’ 
– what do you mean by that term and why is it such a big 
issue for organisations? 
Lisa Forte: ‘Insider threat’ is an umbrella term used  
to describe someone who, knowingly or unknowingly, 
misuses legitimate access that results in, or could result 
in, damage to their employer. Insiders can act with or 
without actual intent to cause harm. My company, Red 
Goat Cyber Security, has just published our big research 
study into insider threats and some of the findings are 
rather shocking.
 
#PTK: Are insider threats the biggest security issue facing 
organisations these days? 
LF: They’re certainly one of them. It isn’t the huge 
‘Edward Snowden’ style attack that you need to be most 
concerned about though. It’s far more likely to be the 
theft of intellectual property or trade secrets, especially  
in the new economy markets.
 
#PTK: Can you give an example of some of the worst or 
most lax behaviour you’ve seen? 
LF: The most common one, that I think gets overlooked  
a lot, is when employees leave the company and decide 
to take data with them that they’ve worked on. In our 
research a large number of participants said they had 
taken all sorts of data with them when they moved jobs 
but they felt that they owned it because they worked on 
it. This is a grave misunderstanding and to highlight how 
serious this can be you just need to look at the recent  
US indictment of the ex-Google executive who stole  
a plethora of trade secrets to take to his new job. It is  
a crime, plain and simple.
 
#PTK: What can organisations do to mitigate the risk? 
LF: There are four key things that organisations need  
to do to defend themselves from insider threats:
1. Train staff: All employees need to be made aware of  
the risks and the consequences around insider threats.
2. Put HR front and centre. HR and the security teams 
have to forge a close working relationship. A programme 
that doesn’t involve both teams won’t be successful.
3. Confidential whistle-blowing: Encourage staff to report 
anything suspicious that they see, even if it’s from  
their colleagues.
4. Monitoring: Effective and proportionate monitoring  
of people who have access to your sensitive data is  
also essential.
Nobody wakes up one morning and just decides to attack 
their employer. The transformation from loyal employee 
to insider threat is a process and therefore there are 
tell-tale signs.
 
#PTK: Who should be responsible for reducing the risk of 

these threats? Isn’t it always ‘someone else’s problem’? 
LF: This very much depends on the governance structure 
of the company, but insider threats are complex and 
organisations have to employ a multidisciplinary 
approach to tackling them.
 
#PTK: What other cyber security risks should be  
top-of-mind at the moment? 
LF: Cyber risks vary considerably from industry to 
industry but generally speaking ransomware yet again 
seems to be on the rise. Email compromise and social 
engineering attacks are very popular at the moment too. 
The other attacks I have seen a lot of are ‘living off the 
land’ attacks [where attackers make use of tools already 
installed on targeted computers] and attackers 
compromising a victim’s supply chain. 
 
#PTK: What do you see coming down the pipeline in  
the next decade?
LF: Who knows? That’s why I love this industry so much! 
For example, two years ago everyone was saying that 
ransomware was an ‘old-fashioned’ attack and we would 
see it being used less and less. We’re now at the end of 
2019 and ransomware hasn’t declined at all – hospitals, 
local governments and huge logistics companies have 
fallen victim to it in just the last few months.
 
#PTK: Is AI going to make the problem better or worse? 
LF: This very much depends. Machine learning has the 
potential for great things but human bias gets injected 
still, and so it isn’t always seen as the silver bullet that  
we had all hoped it would be. Every technological solution 
you employ in every aspect of your life has its own 
limitations and AI/ML is no different. I’m hesitant to say 
that the future of security sits with AI, as we’ve made 
that error with other technologies before.
 
#PTK: Isn’t enterprise security always going to be a losing 
battle as the bad guys will always be one step ahead – 
particularly if they’re using smart AI?
LF: I don’t like to think of it like that. If someone really 
wants to attack you then no matter who you are or how 
much money you spend, then eventually they will 
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succeed. That said, most cyber attacks, for most 
businesses, are committed by organised crime and they 
are looking for a return on investment for every attack. 
Make yourself look tougher to attack and a lot of them 
will pass you by to go for an easier target. 
 
#PTK: What more could tech companies be doing?  
For example, should they be focusing more on ‘human’ 
security issues, such as insider threats, as well as the 
technology itself? 
LF: I think everyone on the defensive side of security 
could collaborate with each other more. For instance, my 
company specialises in insider threats, social engineering 
and crisis simulations and we collaborate regularly with 
penetration testers, antivirus companies and encryption 
providers – to name a few – to help provide value and 
defence in depth to all our clients. Security requires 
expertise across a range of disciplines and collaboration 
means we all have a better-rounded offering for clients.
 
#PTK: Why does security interest you?
LF: The thing I love about working in cyber security is  
that it never rests. It’s an ongoing and ever-changing 
challenge. Just as you feel you’re about to complete the 
puzzle, someone walks into the room, throws the pieces 
in the air and changes the rules of the game. To some  
of my friends that would be their idea of hell, but I love  
it. The innovation that’s happening in Europe at the 
moment is amazing too. There are so many inspiring 
people and companies who are pushing the boundaries 
of what’s possible every day and I’m glad to be a part  
of that community.

#PTK: What keeps you awake at night? 
LF: I think running your own company means that 
sleeping becomes optional! Cyber security worries  
just add to that. There is a big problem with burn-out  
in the industry and hopefully we’ll see that start to 
change in 2020.
 
#PTK: Working in security, is it easy to end up becoming 
paranoid and seeing everything as a threat? 
LF: I always say to people that you have to trust  
something because otherwise you wouldn’t be able to  
live your life. It is easy to become overly paranoid, and  
I have definitely experienced that. The problem is it isn’t 
healthy for you. I think the biggest impact on me isn’t 
from paranoia but instead all the negative and sometimes 
heart-breaking stories of companies and vulnerable 
people who’ve been attacked and lost everything. That 
can really start to get you down.

  You can download a free copy of Red Goat’s Insider Threat 
Report 2019 here: www.red-goat.com/insiderreport19

‘Make yourself look 
tougher to attack and  
a lot of criminals will 
pass you by and go  
for an easier target’
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Is IT part of the solution  
to climate change –  

or part of the problem?
This may be the greatest challenge facing mankind –  

so what is the role of digital technology in helping to fix it? 
Two experts share their views

BUSINESS APPS | SUSTAINABILITY

1 0 - S E C O N D  S U M M A R Y
 Andrew Hatton: IT 

has a big role to play 
in reducing carbon 
emissions, but its 
reliance on data 
centres powered by 
non-renewable energy 
sources is causing a 
big problem. Users 

need to put pressure 
on suppliers to switch 
to cleaner power.

 Maxime Efoui-Hess: 
We need to move to  
a state of ‘digital 
sobriety’ – where  
our hunger for tech 

innovation is aligned 
to the constraints 
imposed by climate 
change, in terms of 
energy usage etc.  
This means rephrasing  
the question to be: 
How can IT be part  
of the solution?” 

T
he answer is, of course, both. 
On the one hand, IT can help 
us work more efficiently. Few 
would dispute that, from a 
carbon perspective, having  
a video conference is hugely 
preferable to jumping on a 

plane. Likewise, technology-enabled 
urban planning and design can also 
help drive down emissions – for 
example, smart building control 
systems or systems that manage 
traffic flows. So modern technology 
can replace more carbon-intensive 
forms of activity. However, this rapid 
digitisation comes with an energy 
cost, and where this energy supply 
remains wedded to fossil fuels the 
carbon impact is substantial.

The IT sector is estimated to 
consume anywhere from 7% to 10% 
of global electricity and therefore is 
responsible for a large chunk of global 
carbon emissions – but it’s difficult  
to estimate accurately. With an 
anticipated threefold increase in 
global internet traffic from 2017 to 
2023 (as estimated by Cisco) that 
footprint is likely to grow – fuelled 
both by IT spreading to new corners 
of our lives and to more of the world’s 
population. You also have what might 
be viewed as dangerous outliers – 
technologies which, if implemented 
at scale, could have a seriously 
damaging impact on us achieving 
sustainable IT in the next decade. An 
example is Bitcoin which, due to the 

huge amounts of computing power 
needed to crunch its mathematical 
puzzles, is an environmental disaster 
in its current form. 

There are three main areas  
of energy demand in IT: devices,  
such as smartphones and PCs; the 
transmission networks that carry 
data to those devices; and the data 
centres that hold and process that 
data. All three have embodied carbon 
involved in manufacturing the 
various routers, switches, servers  
and end-user devices, as well as  
their energy use in operation. 

Since 2010, Greenpeace has been 
challenging some of the largest 
internet companies to commit to 
powering their rapid growth with 

100% renewable energy, tackling one 
of IT’s largest but least visible carbon 
sources. While we have had huge 
success with this campaign, a 
dramatic increase in the number  
of data centres in markets such as 
Virginia in the USA has been deeply 
worrying. Virginia is dominated by 
energy utilities that have little or no 
renewable energy and who favour 
coal. In Trump’s America, we can’t be 
certain that this anachronism won’t 
be supported and encouraged.

And this isn’t just a US problem. 
Some of the services that people here 
use daily will themselves use servers 
in this region. If you’re involved in 
procuring IT services, a relatively easy 
thing you can do which will have real 
impact is to ask your supplier if they 
(or their suppliers) use services in this 
region – and if they do, then ask them 
to make an alternative, better choice. 
For example, Oracle’s move to 
become more of a cloud-focused 
company has led to rapid expansion 
in Virginia and Chicago, areas that 
rely on high-carbon electricity.

The IT industry is at something of a 
crossroads right now. Take the correct 
path and the internet and IT can help 
us avoid dangerous warming, but 
take the wrong path and we could 
find ourselves locked into a dramatic 
increase in demand for electricity 
from coal and other dirty sources of 
energy which are rapidly changing 
our planet’s climate. 

D
igital technologies are 
simultaneously a boon and 
a bane for taking up the 
challenges of the 21st 
century. They are at the 
same time one of our most 
valuable assets for meeting 

our challenges and a major hindrance 
due to their environmental impact. 

Our technologies carry innovations, 
inventions, opportunities and 
promises, but they are not taking the 
right path. Until now, innovation was 
about building everything our brains 
could think of. Today, however, we are 
fully aware of the physical constraints 
our systems are subjected to. These 
are climate and carbon constraints, 
limits on mineral resources and 
metals, as well as energy availability. 
We have neither the power to avoid 
physics, nor to negotiate with its 
limits. The only power we do have is 
to strive to understand physical limits 
and to make our systems compatible 
with them.

Undoubtedly, innovating will 
remain invaluable, provided it is 
guided by sound science and a deep 
conscience. ‘Progress’ is no longer 
solely about having ideas. Giving free 
rein to our inventiveness does not 
raise any danger in and of itself – 
nonetheless, reality and its laws call 
upon us to make our capacity for 
ingenuity mature to allow us to face 
up to this century’s challenges.

Every single digital service or use 

requires energy and non-recyclable 
mineral resources, and also implies 
greenhouse gas emissions. Today, 
digital technologies represent 4%  
of global greenhouse gas emissions, 
which is more than civil aviation. 
These emissions are growing as  
fast as 8% per year, as we keep on 
developing more technologies. The 
share of the digital economy keeps 
growing, and so are the greenhouse 
gas emissions associated with it. This 
means IT as we do it today doesn’t 
work. We are not extracting the net 
benefits we should from it, and this  
is because we do not think about  
our digital systems correctly. 

The usefulness and effects of our 
tools depend on how they are used. 

Therefore, hoping our technologies 
will solve our issues by themselves  
is pure naïvety. We must set the 
direction for technologies to follow.

Natural constraints force us to 
choose the way we want to allocate 
resources regarding the limits we 
have to deal with, in order to build  
a digital system that will be well-
designed and resilient through its 
three components: its technical 
systems, its systems of uses and its 
innovation process. Hence: a lean IT 
system. Such a system is able to 
answer humanity’s needs with the 
lowest amount of resources possible 
– a digital system that knows how to 
select and prioritise its development 
to become a relevant, powerful tool.

Sobriety is a real and serious 
requirement of innovation. It doesn’t 
demand that we go backwards, or 
give up our technical assets – in fact, 
quite the opposite. Digital sobriety 
proposes instead to make our 
infrastructure and the way we are 
using it compatible with climate and 
energy constraints. The promise of 
digital sobriety is to safeguard our 
digital system as well as its most 
precious benefits. 

Therefore, the initial question 
should be: “How can IT be part of  
the solution to climate change?” 
 Maxime Efoui-Hess is co-author,  

with Hugues Ferreboeuf, of the report  
Lean ICT – Towards Digital Sobriety 
(The Shift Project, 2019).

The IT industry is  
at a crossroads: take 
the correct path and 
it can help us avoid 
dangerous warming

Hoping that our 
technologies will 
solve our issues  
by themselves is 
pure naïvety

D E B A T ET H E  B I G 
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CTO, Greenpeace
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The Shift Project


