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Connecting and Securing

Effective Learning Ecosystem:

“Before I write my name on the board, I'll need to know
how you're planning to use that data.”
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Data Stewardship 101
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EDTech in Schools

Technology
i. There has been an explosion of
¥ technology in schools and even more
with current move to virtual learning

- 2018 EdTech market
a In the U.S it is worth over $8.38B.

Online Resources

The average U.S. school employs 400
to 1000 online tools/apps (whether
they know it or not)

... and then the concerns over.... @



The Why: Student Privacy Laws

CIPA

Chil dr
Internet
Privacy Act

Internet filters for
Ki 12 schools
and libraries to
protect children
from harmful
online content as
a condition for
federal funding.

PPRA

Protection
of Pupils
Rights
Amendment

Requires
parental consent
for any surveys
that contain
political, sexual,
mental state,
relationships,
religious
information

HIPAA

FERPA

Health Family
Insurance Educational
Portability & Rights &
Accountability ANESEY:
Act (1974)
Usually HIPAA Schools must
does not apply have written
because permission to
information by release any
definition is part information but
of nedu @eElcEdlel] e

recordso disclose under
FERPA and, certain conditions
therefore, is not
subject to the
HIPAA

STATE

Legislation as
well as Local
Statutes and

Regulations

40 states have
passed 125
student privacy
laws since 2013
laws




Student Privacy Laws @

FERPA

School officials with legitimate educational interest.
Data Privacy Agreements (DPA) should cover;

b Security and Data Stewardship Provisions.
b Collection Provisions.

b Data Use, Retention, Disclosure, and
Destruction Provisions.

b Data Access Provisions.

b Modification, Duration, and Termination
Provisions.
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Bricks and Mortar Hybrid Bricks and Virtual / Less $
Centralized Controlled De-Centralized Controls

Learner AKnownso (l ocationlLear nekKndvwms o

Seat Time / $ Attendance Allocated Online Time / $ Follow Learning
Applications PreCOVID-19 Post COVID-19

Teacher Driven Teacher/Parent/Student Driven

CIO Centric Control ClO/Teacher/Parent Control

Complicated / Slow / Costly / Work Arounds Fast / Simple / Cheaper / Larger Pool

Privacy PreCOVID-19 Post COVID-19
CIO is Main Resource ClO/Teacher/Parent Must Be Resources
Limited PD Around Topic PD Needed for Students/Parents/Vendors

Privacy Polices and Roles Challenging New Roles/Expectations for All Players



Level Setting
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Access 4 Learning
Community

wered by: ﬁ' SIE

mple. Secure. Scalable. Standard.

Simy

A4L:

Non-Profit started in 1997

Membership driven with schools, districts,
regional and state agencies, other
professional organizations and
marketplace providers in the Community

Collaboratively develops technical
blueprints for data to move safely and
securely between school software
applications

Used in every state with Communities in 4
Countries
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Student Data Privacy Consortium

SDPC:

A

Special Interest Group of A4AL Community
started in 2015

Maintains its own governance, oversight
and resource support

Numerous stakeholders addressing data
LINA O Oé at Ay t2AYd
Working on projects identified by members
Resource Registry is the home of thousant
of agreements, vendor products and

numerous tools for application
management



Not nNOne or t he Ot her o

Student Data Privacy Consortium

No One Gets
It!

Everyone Gets Access 4 Learning
It! Community

Powered by: {:‘/‘ SIE

Simple. Secure. Scalable. Standard.
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*4 Student Data Privacy Con

A Increased interoperability Without the inclusion of
Aleader privacy requirements equals increasetSK

WeNEEmIEE A BOTHdata sharing and privacy parameters must be
are identifled and communicated.

Indispensable [y Learning institutions often do not have the human
to each and/or fiscal resources to successfully address both
parameters

A A4L and SDPC is t@&lLYcommunity collaboration
that is addressin@OTHnteroperability and privacy

- John F.
Kennedy

The A4L and SDPC Communities will help schools and providers
establishnconnected and secure effect




Access 4 Learning
Community
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How Are Apps
Onboarded?

Individually!

Student Data Privacy Consortium

Districts Ecosystem

How Are Apps
Sharing Data?

They Donot'!



The New K12 Digital Ecosystem V. el
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Student Data Privacy Consortium

Districts/Home Ecosystem

e [ St SDPC
| m Support \n\eg‘axo‘

Application Vetting
Contracting Framework
Privacy Object Document




The New K12 Digital Ecosystem V. ot
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Student Data Privacy Consortium

Districts/Home Ecosystem




Secure
Ecosystem

Access 4 Learning
Communlty

o 8% SIF
Simple. Secure. Scalable. Standard

Student Data Privacy Consortium

You MUST Address
V Application Vetting

V Contracting Process
V App Management



Privacy - By The Numbers...

the Student Data Privacy Consortium (SDPC)
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/32million tﬁ\

Students supported

by Tooly

Signed Vendor

Application Inventory & Searchable Database
Application Contract Manageme
\Global Education Privacy Standard (GE

‘Tactical’ Privacy Information

Tools for:
Privacy Contract Buildin

- contract to implementaty
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Countries Collaborating

\ on Privacy Issu9
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Signed “Piggyback”

\_ Exhibit E)

Leverages the privacy contracting
and workflow tools of Cambridge
Public Schools, MA

50 MA Districts using the same
data privacy agreements (DPA)

SDPC established initially to use
original MA Agreement NOT!

Alliances in each state to gather
constituents, identify needed

LINKA Ol Oé G LI Ay L3
leverage work between

Alliances in different forms and
maturity, some state ed agency,
some district but most affiliate ed
tech organization driven




Registry Workflow Supporg The How & i €°75"

Student Data Privacy Consortium

Request Approval Contract/App  Transparency
Management



