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Objectives

 At the conclusion of this presentation, each
pharmacist and pharmacy technician will be
able to:
 Identify and describe five (5) of the DEA’s Red
Flags;
 Compare factual examples to determine if a red
flag exists and explain whether or not a
prescription should be rejected or filled;
 Identify red flags from legal case studies; and
 Recognize a PHI breach that may result in a civil
lawsuit and describe possible outcomes.

What are Red Flags?

 Although there is not a formal definition at the
DEA.gov website, a federal witness in the Trinity
II Case defined a red flag as:
 “A term that’s come to be used to give examples to
pharmacies of things that might indicate or suggest
that prescriptions were filled outside the usual
course of pharmacy practice.”
 Reference: https://www.federalregister.gov/documents/2018/02/20/201803294/trinity-pharmacy-ii-decision-and-order. (Notice by the DEA on
02/20/2018).
 See also: http://www.fdalawblog.net/2018/06/dea-issues-decisions-inpharmacy-cases/. (FDA Law Blog June 2018).

Red Flags of Diversion

1. Multiple customers filling prescriptions written
by the same prescriber for the same drugs in the
same quantities
2. Customers with the same last name and street
address presenting similar prescriptions on the
same day or within a short time span
3. Two short-acting opiates prescribed together
4. Patients traveling long distances to fill opioid
prescriptions
5. Drug cocktails
6. Payment by cash

Red Flags of Diversion

7. Unusually large quantity of a controlled substance
8. Pattern prescribing
9. Irregular dosing instructions
10. Lack of individualized therapy or dosing
11. Early fills/refills
12. Other pharmacies’ refusals to fill the prescriptions
Reference: 83 Fed. Reg. at 10896-97

Red Flags of Diversion

 The Chapman Law Group lists additional items
as red flags:

 Medical Office does not have proper equipment
(exam tables, EKG, blood Pressure Monitor)
 Medical Office is open during unusual hours
 Limited number of support staff (i.e. no nurses,
medical assistant or N.P on staff).
 High number of patients per day
 High number of family members in practice
 Provider is not board certified or practices outside of
their specialty.
 Reference: http://chapmanlawgroup.com/dea-red-flags/

Red Flags – Let’s Discuss a Few

 Payment by cash.
 Does the patient have insurance?(A patient has a right to ask
you not to process a claim via insurance).
 Does the patient only pay cash for CS prescriptions.
 Does the prescriber ONLY accept cash?

 Patients driving long distances.
 This does not make the prescription illegal – but you should look at
the circumstances.
 Driving a long distance to see the prescriber vs. to fill prescription.
 Did the patient drive to see a specialist vs. is the patient 200 miles
from their home address (which is near the prescriber)?

 Multiple customers filling prescriptions written by the
same prescriber for the same drug in the same
quantities.

Legal Responsibilities
 Corresponding responsibility: A pharmacist also needs
to know there is a corresponding responsibility for the
pharmacist who fills the prescription. An order
purporting to be a prescription issued not in the usual
course of professional treatment or in legitimate and
authorized research is an invalid prescription within the
meaning and intent of the CSA (21 U.S.C. § 829). The
person knowingly filling such a purported prescription, as
well as the person issuing it, shall be subject to the
penalties provided for violations of the provisions of law
relating to controlled substances.


DEA Pharmacists Manual Section IX.

Legal Responsibilities

 DEA Pharmacists Manual Section IX, continued:
A pharmacist is required to exercise sound professional
judgment when making a determination about the
legitimacy of a controlled substance prescription. Such a
determination is made before the prescription is
dispensed. The law does not require a pharmacist to
dispense a prescription of doubtful, questionable, or
suspicious origin. To the contrary, the pharmacist who
deliberately ignores a questionable prescription when
there is reason to believe it was not issued for a legitimate
medical purpose may be prosecuted along with the issuing
practitioner, for knowingly and intentionally distributing
controlled substances. Such action is a felony offense,
which may result in the loss of one’s business or
professional license (see United States v. Kershman, 555
F.2d 198 [United States Court Of Appeals, Eighth Circuit,
1977]).

Reasonable Steps

 If there is a Red Flag do you have to refuse to fill the
prescription?
 NO, you are required to exercise sound professional
judgment:
 Review the prescription – investigate the circumstances & ask
questions relating to the red flags you discover.







Do you know the prescriber?
Does the prescriber practice within their specialty?
Do you know the patient?
Is there a legitimate medical purpose for the prescription?
Where do they live in relation to your store?
Do the circumstances make sense?
 Did a patient drive to Birmingham, Atlanta or Nashville to be seen
by a specialist vs. a new general practitioner 200 miles away.

Be Prepared to Say NO!

 It is not the number of Red Flags – it is the
totality of the circumstances.
 Sometimes, 1 Red Flag is enough to say NO.
 Your license depends on it!
 Remember, some situations can result in
criminal, civil and administrative charges.

What Would You Do?
 You are a pharmacist at a chain pharmacy in
Montgomery, AL. Your store is located near the largest
shopping mall in the Montgomery area. A new patient
presents a prescription from an oncologist in
Birmingham, AL. The patient presents their drivers
license which shows a Union Springs, AL address (135
miles from Birmingham and 50 miles from your store).
 The prescription is for 120 OxyContin® 40 mg tablets
with instructions to take 1 tablet by mouth each 12
hours. All information required by federal and state law
appears on the prescription.
 The patient says they will be paying with cash.
 Are there any red flags?
 What would you do?

What Would You Do?
 You are a pharmacist at a chain pharmacy in Gadsden,
AL. Your store is located near the only shopping mall in
the Gadsden area. A new patient presents a prescription
from a new doctor from a walk in clinic in Birmingham,
AL. The patient presents their drivers license which
shows a Thomasville, AL address (140 miles from
Birmingham and 205 miles from your store).
 The prescription is for 120 OxyContin® 40 mg tablets
with instructions to take 1 tablet by mouth each 12
hours. All information required by federal and state law
appears on the prescription.
 The patient says they will be paying with cash.
 Are there any red flags?
 What would you do?

Red Flags from Case Studies

Red Flags from Case Studies & Reviews

 April 2019 – Southern District of Ohio 2 doctors and
3 pharmacists charged with multiple counts
(violations of CSA), including unlawful distribution of
controlled substances and conspiracy to obtain
controlled substances by fraud.
 At one time, one of the physician’s charged was the
highest prescriber of CS in the State.
 Between October 2015 and Oct 2017 one pharmacy
allegedly dispensed over 1.75 million CS pills.


https://www.dea.gov/press-releases/2019/04/17/arpo-strike-force-charges-involve-more-350000-prescriptions-controlled.



https://www.justice.gov/opa/pr/appalachian-regional-prescription-opioid-arpo-strike-force-takedown-results-charges-against

Red Flags from Case Studies & Reviews

 DEA called the program ARPO, Appalachia Regional
Prescription Opioid Strike Force (ARPO Strike Force).
 First, lets look at just the number of tablets the DEA
revealed (for one Dayton, Ohio pharmacy):
 1.75 million pills over 2 years





2,430/tablets/day (720 days [360 x 2])
If: 30 tabs/Rx = 81 Rxs/day
If: 60 tabs/Rx = 40.5 Rxs/day
If: 120 tabs/Rx = 20.25 Rxs/day

 Do the Rx totals alone raise a red flag?

Red Flags from Case Studies & Reviews
 Would there be a red flag if the majority of the prescriptions
came from the largest (or one of the largest) CS prescribers in
the state?
 What could you do to find out additional information if you had
concerns about the prescriber?
 Ask another pharmacist in the area.
 Talk with your Board Investigators.
 Personally talk with the prescriber

 You would also look at other potential flags





Patient distance from prescriber
Patient distance from your pharmacy
Nature of the prescriber’s practice
Cash payments, etc.

Red Flags from Case Studies & Reviews
 Some of the ARPO arrests were in the Northern District of Alabama:
 In one case, the owners and operators of a medical clinic and
dispensary were charged with the unlawful distribution of controlled
substances and health care fraud*.
 In that case, a doctor allegedly prescribed opioids in high dosages,
dangerous combinations, and in many cases, after having knowledge
that patients failed drug screens and were addicts, preferring cash
payments and charging a “concierge fee” that ranged from
approximately $50 per visit or $600 per year.
 In another case, a doctor allegedly recruited prostitutes and
other young women with whom he had sexual relationships to
become patients at his clinic, while simultaneously allowing
them and their associates to abuse illicit drugs at his house.
 *If you process a fraudulent rx thru insurance – possible insurance fraud.

Red Flags from Case Studies & Reviews

 Northern District of Alabama:
• In yet another case, a doctor allegedly
dispensed controlled substances and other
prescription drugs directly from the clinic, and
prescribed excessive quantities of controlled
substances to the same patients several times
per month resulting in as many as 15 pills per
day for some patients.
• In that case, the doctor also signed blank
prescription forms to be completed by her staff
when she was not at the clinic.
 https://americansecuritytoday.com/largest-ever-opioid-take-down-60-arrests350k-rxs-over-32m-pills/

Always Remember the Fundamentals

 A prescription is an order for medication which is
dispensed to or for an ultimate user. A prescription
is not an order for medication which is dispensed for
immediate administration to the ultimate user (e.g.,
an order to dispense a drug to an inpatient for
immediate administration in a hospital is not a
prescription).
 To be valid, a prescription for a controlled substance
must be issued for a legitimate medical purpose by
a registered practitioner acting in the usual course
of sound professional practice.
 https://www.deadiversion.usdoj.gov/faq/prescriptions.htm

Alabama Prescriber and Pharmacy Involved In ARPO
Federal Sweep.
 Dr. JC (OBGYN) from Huntsville, AL is accused of fraudulent
billing (Tricare) and receiving kickbacks from a pharmacy in
Vestavia Hills, AL.
 KB was a marketer for the compounding pharmacy and
received $209,000 (The time frame for the payments was not
provided.)
 TRICARE was targeted because their reimbursements were
higher.
 Allegations state that Dr. JC instructed employees to target
TRICARE beneficiaries & KB would pay Dr. JC and each
employee $$ for each Rx referred to the pharmacy (Reports
say $50.00/Rx/for the employee). In addition, they were
instructed to tell the patient that the pharmacy would waive
the co-pay.


https://www.waaytv.com/content/news/OBGYN-who-formerly-practiced-in-Huntsville-accused-of-508771391.html

Alabama Pharmacy Involved In ARPO Federal Sweep

 Would there have been red flags for the staff
pharmacists in the Vestavia Pharmacy?
 All referred patients of Dr. JC were TRICARE
patients.
 No copays were billed or received.
 Majority of patients in Huntsville, Madison area
of Alabama.

Global Compounding

 Allegations include that GCP was involved in a
multi-faceted conspiracy to bill insurance
companies for medically unnecessary
medications.

 Paid prescribers to issue prescriptions
 Directed employees to get medically unnecessary
drugs for themselves, family members and friends.
 Altered prescriptions to add additional drugs
 Waived and discounted co-pays to get patients to
agree to get drugs.
 Billed drugs without the patient’s knowledge
 Automatically refilled prescriptions.

 https://www.al.com/news/2019/05/10-federally-indicted-in-200m-prescription-fraudcase-at-alabama-pharmacy.html

PHI, HIPAA & Civil Lawsuits

PHI Breach and Civil Lawsuits

 Costco

 Ruling May 2019 from a privacy violation in 2016
(Arizona).
 Patient had received a sample of a ED drug in January
2016.
 Costco called to let patient know his full prescription was
ready.
 Patient CANCELLED the prescription.
 Prescription cancellation was not processed & patient
subsequently cancelled the prescription again.
 Prescription was still NOT cancelled.
 Patient authorizes ex-wife to pick up his regular
prescription (not ED drug) and the pharmacist joked with
the ex-wife about the uncollected ED Rx.

PHI Breach and Civil Lawsuits

 Costco

 Patient was attempting to reconcile with his ex-wife.
 Attempt at reconciliation failed.
 Patient sues Costco for a violation of HIPAA & a
variety of tort claims
 Trial court dismissed the case
 Arizona Court of Appeals partially overturned (meaning
patient/plaintiff – can go forward on certain issues)
 Appellate Court held that Costco had a duty of care &
that duty was breached.
 *No private cause of action in HIPAA – but state may
have similar laws!

 https://www.hipaajournal.com/arizona-court-of-appeals-rules-patientcan-proceed-with-negligence-claim-based-on-hipaa-violation/.

PHI Breach and Civil Lawsuits

 CVS
 Patient (New York) alleged a privacy violation
when CVS disclosed the details of his Viagra®
prescription to his wife – June 2018.
 Patient had wanted to pay cash for the
prescription and not have it processed thru his
insurance.
 Patient claims his marriage is broken and he has
suffered a “genuine, severe mental injury and
emotional harm”.

PHI and Civil Lawsuits

 McAlester Regional Health Center, OK – sued
for an alleged HIPAA violation for sharing
information about a child’s drowning with
his biological mother.
 Mother has consented to a termination of her
rights.
 Adopted parents claimed HIPAA violation let to
emotional distress during the funeral and
related incidents.
 https://healthitsecurity.com/news/oklahoma-hospital-sued-for-allegedhipaa-violation-over-drowning.

PHI Breach and Civil Lawsuits
 Roane County, TN – Man taking care of his chickens,
suffers a heart attack in the chicken coop.
 EMS worker posted message on Facebook© “well, we
had a first – we worked a code in a chicken coop! Knee
deep in chicken droppings”
 Additional post: “it was awful and I’m pretty sure y’all could
smell us in dispatch”
 Patient did not survive (wife performed CPR until EMS could
arrive).
 Patient’s name was not disclosed; and EMS says no PHI
disclosed.

 Patient’s wife alleges a HIPAA violation
 Was there a violation of HIPAA?
 Was this an ethical violation?

Because there is always a cat picture:

There should always be a dog picture:

Questions?

Thank You
Ronda H. Lacey, J.D., M.S. Pharm
Auburn University
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