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Software IP — It's Not Just For Tech Cos. Anymore
By Joshua Simmons

Law360, New York (August 3, 2017, 2:37 PM EDT) -- There can be little
question that the dynamic for protecting software using intellectual property is
changing. For years, commentators treated technology companies as the sole
source of software innovation and patent law as the primary means of
protecting against unfair competition. Neither proposition was true then, and it
is becoming increasingly clear to the IP community that neither proposition is
true now.
Certainly, many of the amazing strides in software development have been
made by tech companies. Software innovations, however, are being made by
companies that may not be identified primarily as “tech companies.” These
leaders in the entertainment, financial services, health care and media
industries, among others, are making major advances both within their fields
and the software industry.
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At the same time, it has become more complicated for counsel to advise on the best strategy for
protecting those inventions. Where once filing patent applications would have been obvious, judicial,
legislative and agency activity has made patents more difficult to secure and enforce. As a result,
software creators have turned to more dynamic, broad-based IP protection strategies, including filing
copyright registrations, shoring up trade secret protection, and ensuring open source compliance, as
well as strategic prosecution and enforcement of patent rights.
This article will discuss some of these trends, and the challenges of developing a deliberate software
protection strategy.

Surprise — You’re a Software Company!
When you look under the surface, many companies have engineers developing software that the
company would like to prevent from slipping into other market participants’ hands:
The entertainment industry is producing special effects and motion capture software, as well as
making strides in data mining, storage, and transmission; online and real-world gaming; and
computer and system security.

The health care market creates software for use in treatment protocols whether for monitoring,
dosage regulation, or reporting; programs for financial and clinical management; and
customer-facing apps for diagnoses, checkups or marketing.

Financial services companies create processes for automated data gathering, verification,
analysis and distribution; authentication, security, and risk management; and client
engagement. They also develop web crawling and scraping technology.[1]
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These businesses are primarily focused on creating entertaining audiovisual works, life-saving
pharmaceuticals, or investment strategies. Yet, their software may represent significant opportunities
to differentiate themselves from their competitors.

OK, I’m a Software Company — Now What?
A software portfolio may include stand-alone computer programs, applications used within broader
ecosystems, other technology infrastructure, or innovative approaches to existing software-related
tasks. Within these portfolios, intellectual property may protect a variety of components. Depending
on the nature of the particular program, this may include the user interface that customers or
employees use to interact with a program or app,[2] and the program’s other forms of output.[3] It
also may include the program’s object code: “the binary code — a series of zeroes and ones — that
computers can read.”[4] Or its source code: “the spelled-out program commands that humans can
read.”[5] IP also may protect less-obvious software components, such as modules (the “simpler
constituent problems or ‘subtasks’” in a larger program”[6]) or parts of a program controlling data
including how it “should be introduced, how the data should be inputted, and how it should be
combined with other data.”[7] Even the structure and organization of the program and its modules,
[8] or the language in which the program is written,[9] may be protected.
Once the scope of a company’s software portfolio is determined, the question becomes: What
intellectual property rights protect the software?
Patent
Up until recently, the answer likely would have been patent law. The Patent Act protects the
invention of “any new and useful process, machine [or] manufacture … or any new and useful
improvement thereof.”[10] Software fits within those categories, but recent Supreme Court cases
have resulted in the well-documented and sharp uptick in patents being invalidated on the ground
that they are directed to patent-ineligible subject matter:[11]


In addition, the America Invents Act has resulted in a growing number of software-related patents
being invalidated through inter partes review proceedings:[12]
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This is not to say that patents cannot protect software. Recent Federal Circuit decisions have held
that screen displays,[13] filtering technologies[14] and database innovations[15] may be patenteligible. These increasing challenges to patent protection suggest, however, that companies should
consider whether their software portfolios can or should be protected using other IP disciplines as
well.
Copyright
One popular alternative to patent law is copyright law. There is no question that copyright protects
computer programs, which the Copyright Act defines as a “set of statements or instructions to be
used directly or indirectly in a computer in order to bring about a certain result.”[16] Thus, unlike
patent law, which is struggling to define the contours of eligibility, it is fairly straightforward to show
that a program is copyrightable. The question then is how far the scope of copyright protection
extends. “It is well established that copyright protection can extend to both literal and non-literal
elements of a computer program”:[17] the literal elements being source code and object code, and
the nonliteral elements being the organization and user interface.[18] Copyright protection, however,
does not “extend to any idea … process, system, [or] method of operation.”[19] Similarly, copyright
protection may be constrained by the doctrines of merger,[20] scènes à faire[21] and fair use.[22]
Defendants have relied on such doctrines in recent cases, trying to excuse admitted copying of
competitors’ programs.[23] Like patent eligibility, the scope of copyright protection remains a hotly
contested legal issue.
Trade Secret
In addition to copyrights and patents, programs may be protectable as trade secrets if their “source
code is not easily copied or ascertainable by inspection of the program.”[24] To ensure such
protection, however, companies must be careful about how they seek to protect their software using
other intellectual property disciplines. If a patent or copyright application discloses what was a trade
secret, protection may be unavailable. As a result, careful consideration of what to include in a patent
application (particularly if the patent may never issue or be unenforceable in court) and use of the
Copyright Office’s regulations permitting redaction of source code prior to its submission as a deposit
copy are critical.[25]
Open Innovation
Finally, companies must decide whether to engage in collaborative innovation. With strong
intellectual property protection in hand, software can be developed in an open environment with the
knowledge that the legal disciplines discussed above will protect the IP owner. Moreover, intellectual
property can be used as the basis for contractual agreements that add additional protection. Of
particular note, software companies must decide whether to participate in the creation of and
whether to employ open source software. As noted by the Federal Circuit, such projects can be a
boon in developing market share, free incubation of ideas, and the rapid development of products.
[26] They come with risks, however. Whereas enforcement of open source licenses once focused on
mere compliance with license terms, an increasing number of cases have been brought against
competitors where noncompliance was alleged as the basis for some of the claims.[27] Furthermore,
participation in open source projects has been used to support license and other defenses to IP
claims.[28]
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Conclusion
Against this backdrop, it is clear that whether a tech company or not, businesses on the forefront of
innovation must carefully consider and develop an intellectual property protection strategy for their
software.
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