
 
 

Local Government Section MCLE Program  

Webinar 

November 18, 2024 
 

Welcome/Announcements and Introduction 

Jeff Jacobson – Section Chair 

 
12:00 PM – 1:00 PM Program 

 
License Plate Reader (LPR) and the 4th Amendment  
Michael Molina - Flock Safety 
 
Michael J. Molina is the Vice President of Legal and Deputy General 
Counsel for Flock Safety, a public safety-as-a-service company that 
builds ethically designed crime solving technology. Flock deploys the 
crime-solving technology in neighborhoods and law enforcement 
areas of interest in over 5,000 communities in 42 states across the 
nation. 
 

 This CLE discussion will explore the intersection of the Fourth 
Amendment and License Plate Reader (LPR) technology, focusing on 
recent developments in case law and privacy concerns. The 
discussion will begin with an introduction to LPR technology, 
including how it works and its growing use in law enforcement. The 
speaker, Michael Molina (VP of Legal at Flock Safety) will then 
examine key historical case law addressing the Fourth Amendment's 
protections against unreasonable searches and seizures, with an 
emphasis on how those principles apply to the use of LPR data.  Will 
also discuss recent legal challenges and rulings related to the 
technology, particularly in the context of evolving privacy rights. 
Finally, the speaker will provide practical guidance on the proper use 
of LPR evidence in court, including checks and balances for ensuring 
compliance with constitutional protections and best practices for 



 
 

handling and presenting LPR data in legal proceedings. This session 
will provide attendees with a comprehensive overview of the legal 
landscape surrounding LPR technology and equip them with 
strategies for addressing its complex legal issues. 

 

Link to Evaluation The evaluation must be completed to receive CLE credit. 
https://www.surveymonkey.com/r/LocalGovt11182024. 

 
 
Upcoming Events: November 1 to 21, 2024 - Lawyers Lending a Hand Coat Drive – Bar 

Center 

December 11, 2024 – 2024 DCBA / DAWL /Justinian Holiday Gala 
– Lakes at Lacey, Downers Gover. 

 December 19, 2024 – 2024 DBF Holiday Breakfast – Attorney 
Resource Center, Wheaton. 

  

DCBA OnDemand CLE is Available on IICLE: 

Members can find the link to The Illinois Institute for Continuing Legal Education (IICLE) 
catalog on the DCBA website under the menu item CLE & Events IICLE Online Library. You 
must be logged into your DCBA Membership Profile to view courses for free or at a reduced 
price. 

 

View & Print CLE Certificates through the DCBA Website: 

CLE Certificates can take up to a week following the date of the CLE program to appear in 
your member profile. Members can view and print their certificates for any DCBA CLE 
program attended by first signing into their account on the DCBA website. Hover over the CLE 
& Events menu item and select Find My CLE Credits. This page will list all the CLE credits 
earned with DCBA. To the left of each program is an icon to print or email the Statement of 
Credit. You can find a list of all CLE credits earned in Illinois by signing into your account on 
the MCLE Board website. 

https://www.surveymonkey.com/r/LocalGovt11182024
https://www.dcba.org/events/EventDetails.aspx?id=1435403&group=
https://www.dcba.org/events/EventDetails.aspx?id=1869834&group=
https://www.dcba.org/events/EventDetails.aspx?id=1869828&group=


COAT DRIVE
Help families in need with new or gently used winter gear to get through the

winter months.

Lawyers Lending a HandLawyers Lending a HandLawyers Lending a Hand

Coat Sorting Pizza Party at Bar Center
Thursday, November 21, 2024

5:30 pm - 7:00 pm

Community Partner Coat pick up by
Appointment November 22, 25, & 26

Bring Donations to the Bar Center or
the ARC starting November 1, 2024.

 Sharon Ferguson at sferguson@dcba.org to arrange pickup
or call 630-653-7779.

Organizations needing coats should contact 



Organizations needing toys should contact Sharon Ferguson at
sferguson@dcba.org to arrange a pickup or call 630-653-7779.
Organizations needing toys should contact Sharon Ferguson at
sferguson@dcba.org to arrange a pickup or call 630-653-7779.

Toy Sorting Breakfast at Bar Center:
Saturday, December 14th

9 AM - 11 AM

Toy Sorting Breakfast at Bar Center:
Saturday, December 14th

9 AM - 11 AM

Community Partner Toy Pick - Up by Appointment on
December 16, 17, 18, & 20

Community Partner Toy Pick - Up by Appointment on
December 16, 17, 18, & 20

Bring donations to the Bar Center
starting December 2nd

Bring donations to the Bar Center
starting December 2nd



5:30 p.m. - 9:30 p.m.

3500 Lacey Road, Downers Grove 60515

FESTIVE HOLIDAY ATTIRE

Contact Robert at rrupp@dcba.org to sponsor today!
go to dcba.org/24gala to register

Scan Here to Register!
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Holiday

Gala

Thank You to Our Sponsors!



Presidents Trip
April 3rd - April 6th, 2025April 3rd - April 6th, 2025

Wild Dunes Resort
Isle of Palms, South Carolina

Wild Dunes Resort
Isle of Palms, South Carolina

Registration opens November 15th. Visit
dcba.org/25PT for more information.
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LPR and the Fourth 
Ame ndme nt

Fall 20 24



History of the Fourth Amendment

Fourth Ame ndme nt Cas e  Law

Lic e ns e  p la te  re ade r c as e  law

Re c e nt c ha lle nge s

LPR c he c ks  and  ba lanc e s

1

2

3

4

5

Agenda

6

Intro to license plate readers

7 Use of LPR evidence in court





What Vehicle Fingerprint®
te c hnology ide ntifie s

Flock’s machine learning technology allows officers 
to search vehicles based on unique vehicle criteria, 
time, and location — objective, investigative 
evidence.

INCLUDING

●Ve hic le  make

● Body type

● Color

● Bac k rac ks

● Top rac ks

● Lic e ns e  p la te s

○ Te mpora ry tags

○ Sta te  re c ognition



What this is : What this  is  not:

● Gathe rs  obje c tive  e vide nc e  and  
fac ts  about ve hic le s , not pe ople

● Ale rts  polic e  about wante d  
ve hic le s

● Not fac ia l re c ognition

● No c olle c tion of b iome tric  or 
pe rs ona lly ide ntifiab le  informa tion 

● Not us e d  for tra ffic  viola tions



➔After months of increased gun violence c as e s , 
the  Village  of Rantoul ins ta lle d  a  doze n Floc k LPR 
c ame ras  in J une  20 21.

➔Within two weeks of deployment, Rantoul PD 
arrested two suspects wanted for a July 4th 
shooting that injured 5 , inc luding  two c hildre n.

➔ In Augus t, a  s us pe c t in a  s e c ond s hooting  was  
ide ntifie d  with the  Floc k LPR in just 14 minutes.

➔ “I would  re c omme nd tha t any age nc y who has  
s imila r is s ue s  to  take  a  look and  a t le as t purs ue  
the m be c aus e  the y a re  a  va luable  tool,” s a id  
Rantoul De puty Chie f Rodne y Sullivan.

Firearm Violence: Fast ROI 
Rantoul PD - Rantoul, IL

Village of Rantoul 



➔Officers responded to a report about a missing 
and e ndange re d  s e nior c itize n.

➔Authoritie s  e nte re d  the  s e nior’s  ve hic le ’s  
information into the ir Floc k Safe ty LPRs  and  a  s hort 
time  la te r re c e ive d  an a le rt tha t the  ve hic le  had  
be e n de te c te d  in ne a rby Morris , IL.

➔Multip le  age nc ie s  s ta rte d  s e a rc hing  for the  
ve hic le , and  eventually the vehicle drove past a 
Flock Safety LPR in Pontiac, IL, alerting officers 
there.

➔Offic e rs  and  Sta te  Troope rs  initia te d  a  tra ffic  s top  
and  re unite d  the  mis s ing  s e nior with his  family.

Interjurisdictional Silver 
Alert

Taylorville PD  - Taylorville, IL



The Fourth 
Amendment



“General warrants” allowed the British government 
broad  le e way to  c onduc t s e a rc he s  of the  home s  
and  e ffe c ts  of pe ople  living  in the  c olonie s .

In the  mid  170 0 s , s ta te s  like  Mas s ac hus e tts  and  
Virg inia  be gan pas s ing  laws  limiting  s uc h s e a rc he s  
by gove rnme nt. 

The s e  forme d the  bas is  for the  Fourth Amendment . 

Colonial America: no protection against 
government searches



“The right of the people to be secure in their 
persons, houses, papers, and effects, against 
unreasonable searches and seizures, shall not be 
violated, and no Warrants shall issue, but upon 
probable cause, supported by Oath or 
affirmation, and particularly describing the place 
to be searched, and the persons or things to be 
seized.”

There is no explicit right to privacy in the 
Constitution, but the Supreme Court has 
interpreted the Fourth Amendment as the right to 
privacy vis a vis the government.

The Fourth Amendment



Original test: did the government physically intrude on a 
c ons titutiona lly prote c te d  a re a?

1928: Olmstead v. United States - without a  warrant, 
fe de ra l age nts  ins ta lle d  wire taps  on phone  line s  le ad ing  
into  Olms te ad’s  bus ine s s  and  home . 

Supre me  Court found  no viola tion be c aus e  the  wire taps  
we re  ins ta lle d  from public  by tapping  into  the  phone  
line s  - the re  was  no tre s pas s  onto his  p rope rty. 

Early Case Law Required Physical 
Intrusion to Violate the Fourth



Katz v. United States: Even though the FBI’s 
eavesdropping device did not physically penetrate the 
telephone booth, and even though it was a public 
phone booth, Katz had a reasonable expectation of 
privacy as to his conversation in the phone booth. 

Katz Test: 

1967: Supreme Court 
Articulates a New Test

1

2

Did the person exhibit an actual expectation of 
privacy? (subjective test), AND

Is that expectation one that society is prepared 
to recognize as reasonable? (objective test)



A beeper was placed inside a chemical drum in order to track an 
ind ividua l to  a  c abin tha t was  ope ra ting  as  a  me th lab

Court found no violation of 4th Amendment because the 
government’s activities “amounted…to the following of an 
automobile on public streets and highways” where individuals have 
a “diminished expectation of privacy” (Knotts  a t 281). 

“A c a r has  little  c apac ity for e s c aping  public  s c rutiny. It trave ls  
public  thoroughfa re s  whe re  both its  oc c upants  and  its  c onte nts  
a re  in p la in vie w”

Whe n the  de fe ndant trave le d  on public  s tre e ts  he  “volunta rily 
c onve ye d  to  anyone  who wante d  to  look the  fac t tha t he  was  
trave ling  ove r pa rtic ula r roads  in a  pa rtic ula r d ire c tion, the  fac t of 
wha te ve r s tops  home made , and  the  fac t of his  fina l de s tina tion” 

1983: United States v. Knotts



Officers placed a GPS tracking device on a vehicle to track the 
ve hic le ’s  move me nts  ove r 4  we e ks . 

Court found  a  warrantle s s  s e a rc h d id  oc c ur, but NOT be c aus e  of 
the  GPS, be c aus e  p lac ing  the  GPS on the  c a r c ons titute d  a  
phys ic a l intrus ion on a  c ons titutiona lly prote c te d  a re a . 

“This Court has to date not deviated from the understanding 
that mere visual observation does not constitute a search”

BUT: “It may be  tha t ac hie ving  the  s ame  re s ult through e le c tronic  
me ans , without an ac c ompanying  tre s pas s , is  an unc ons titutiona l 
invas ion of p rivac y”

2012: United States v. Jones



Officers requested cell site location information, receiving 127 days of the defendant's movements from one cell 
s e rvic e  provide r and  2  days  from anothe r, for an ave rage  of 10 1 da ta  points  pe r day. 

Court found an individual has a reasonable expectation of privacy in the “whole of their physical movements.” 

The  c e ll phone  da ta  provide d  an “all - encompassing record” of the individual’s locations , p rovid ing  an “intima te  
window into a  pe rs on’s  life , re ve a ling  not only [the ir] pa rtic ula r move me nts , but through the m [the ir] familia l, 
politic a l, p rofe s s iona l, re lig ious , and  s e xua l a s s oc ia tions ”

2018: Carpenter v. United States

The Court notes that these cell phone records are retained “up to five years”

Court distinguishes from Knotts and Jones because cell phones are “almost a 
‘feature of human anatomy’” 

“While individuals regularly leave their vehicles, they compulsively carry cell 
phones with them all the time.” 

This is a narrow decision. It does not “call into question conventional surveillance 
techniques and tools, such as security cameras.”



US Court of Appeals for the Fourth Circuit: Baltimore PD flew 
plane s  ove r the  c ity to  re c ord  da ily ac tivitie s  of the  c ity. The 
program obtained about 12 hours of footage of 90% of the 
city each day and retained the data for 45 days. 

“Carpe nte r s olid ifie d  the  line  be twe e n s hort- te rm trac king  of 
public  move me nts …and prolonge d  trac king  tha t c an re ve a l 
intima te  de ta ils  through habits  and  pa tte rns .”

2021: Leaders of a Beautiful 
Struggle v. Baltimore Police 
Department



Information obtained legally may be 
a  warrantle s s  s e a rch if it is  
aggre ga te d  to  pa int a  full p ic ture  of 
a  pe rs on’s  ac tivitie s . 

The  Supre me  Court has  partially 
endorsed the use of mosaic theory 
- it is likely to be applied in the 
future.  

Mosaic Theory



LPR- Spe c ific  
Cas e  Law



The Supreme Court has not heard a case about whether 
LPR violates the Fourth Amendment.

But: state appellate courts and/or federal district courts 
courts in Alabama, California, Georgia, Illinois, Kansas, 
Kentucky, Massachusetts, Nebraska, Nevada, New Jersey, 
New York, Pennsylvania, Texas, Utah and the 9th and 11th 
circuits have found that warrantless use of LPR does not 
violate the constitution.

Majority of case law finds 
LPR does not violate the 
4th Amendment



While investigating the defendant on suspicion of drug 
dis tribution, polic e  us e d  LPR on two bridge s  to  trac k his  
move me nts .

The  Mas s ac hus e tts  Supre me  J udic ia l Court found  tha t while  the  
de fe ndant has  a  c ons titutiona lly prote c te d  e xpe c ta tion of p rivac y 
in the  whole  of his  public  move me nts , tha t inte re s t is  not invade d  
by the  limite d  e xte nt and  us e  of ALPR da ta  in this  c a s e .

If you trac k e ve ry move me nt of the  ind ividua l, you may viola te  
the  4 th ame ndme nt. But fixe d  loc a tions  of ALPRs  trac king  the  
limite d  move me nt of the  ind ividua l a re  not a  viola tion of the  4 th 
Ame ndme nt.

2019: Commonwealth v. McCarthy



The defendant was in a rental car, and caught stealing 
mail. Law e nforc e me nt us e d  ALPRs  to ide ntify him and  
make  the  a rre s t.

US Court of Appe a ls  for the  Ninth Circ uit he ld  tha t the  
de fe ndant d id  not have  a  re as onab le  e xpe c ta tion of 
p rivac y in the  his toric a l loc a tion da ta  of the  re nta l 
ve hic le .

The  c ourt re fe re nc e d  US v. Ca rpe nte r, find ing  tha t it 
doe s  not app ly to lic e ns e  p la te s  and  lic e ns e  p la te  da ta .

2019: United States v. Yang



Case law confirms license plates are not private 
or pe rs ona l information

A license plate number “is not personal information because it does not 
describe, locate, or index anything about an individual” (VA Supre me  
Court, Ne a l v. Fa irfax, 20 20 )

“A license plate is made to be seen by all who care to look at it” (J unc tion 
City Polic e  De partme nt v…Kans as , 20 24 )

“It s tra ins  c re dulity to  a rgue  tha t a  pe rs on who, on the  one  hand, has  no 
re as onable  e xpe c ta tion of privac y in his  ve hic ula r move me nts , would , on 
the  othe r hand , have a reasonable expectation of privacy in the license 
plates permitting him to make such vehicular movements. The  ve ry 
purpos e  of the  lic e ns e  p la te  is  to  ide ntify the  ve hic le  ope nly for the  
e nforc e me nt of laws  re la ting  to  s a fe ty and  the  ope ra tion of motor 
ve hic le s .” (Commonwe a lth of Virg inia  v. J onah Le on Adams , Suppre s s ion 
He aring , Twe lfth J udic ia l Circ uit, Che s te rfie ld , Augus t 1, 20 24 ).



LPRs, being limited in time (30  day da ta  re te ntion) 
and  space (s till image s  take n a t fixe d  loc a tions ), 
c annot c re a te  a  full picture of a person’s activities
or record the whole of anyone’s movements. 

So why is Flock LPR not a warrantless 
search in violation of the 4th 
Amendment?

KATZ

MOZAIC THEORY

There is no subjective or objective expectation 
of privacy in the exterior of a vehicle or a 
license plate in public, and… 

1

2



Recent 
Challe nge s



● With c urre nt te c hnology, ve hic le s  a re  “akin to  c e ll phone s  as  
the y re ve a l the  c ontinue d  loc a tion of c ivilians .” 

● J udge  e xpre s s e d  c onc e rn with Norfolk PD not re quiring  
tra ining  and  offic e rs  having  “unfe tte re d  ac c e s s ” to  the  s ys te m.  

Recent Virginia Cases Challenging LPR 

Since Bell, 6 judges have denied motions to 
suppress Flock evidence , finding no violation of 
privacy (5 tria l c ourts  and  1 fe de ra l c ourt).

Sc hmidt v. City of Norfolk (US Dis tric t Court, Eas te rn Dis tric t of Virg inia , 
Oc tobe r 20 24 ) - us ing  Be ll ruling  as  an opportunity, Ins titute  for 
J us tic e /c ommunity me mbe rs  c la im Floc k LPR viola te s  the  4 th - pending

Commonwe a lth of Virg inia  v. Be ll (May 20 24 ): a  c irc uit c ourt judge  in Norfolk found tha t an offic e r 
ac c e s s ing  LPR da ta  through Floc k without a  warrant viola te d  the  4 th, s o the  Floc k e vide nc e  c ould  not be  
us e d  in tha t c as e . 



Florida: The New Civil Liberties Alliance (NCLA) filed a lawsuit against the City of Coral Gables, the Florida 
Department of State, and the Florida Department of Law Enforcement on behalf of a Gables resident arguing that 
LPR violates the 4th amendment and Florida law - lower court’s decision that this did not violate the 4th was 
affirmed on appeal.

Sc he me l v. City of Marc o Is land  Florida  (US Dis tric t Court, 20 23) - complaint dismissed, failure to state a 
constitutional claim. “Cas e s  involving  p re c is e  c e llphone  and  GPS trac king—whic h trac k the  move me nts  of 
ind ividua ls  be yond  pub lic  thoroughfa re s —are  d is tinguis hab le  from fixe d  loc a tion c ame ras  re c ord ing  image s  of 
lic e ns e  p la te s  on pub lic  roads .”

Oklahoma : Sta te  of Oklahoma  vs . Kayode  Ste phe n Ifab iyi (Dis tric t Court of Mc c la in County, 20 24 ) - de fe ns e  
made  a  motion to  d is mis s  LPR e vide nc e  a s  a  viola tion of the  Fourth Ame ndme nt and  OK Law. Judge did not 
address the 4th because he found LE use of LPR violated OK law. 

Illinois : Sc holl e t a l v. Illinois  Sta te  Polic e  e t a l (U.S. Dis tric t Court for the  Northe rn Dis tric t of Illinois , May 20 24 ) -
Libe rty J us tic e  Ce nte r is  s uing  the  Illinois  Sta te  Polic e  on be ha lf of multip le  Cook County re s ide nts , a rguing  tha t 
LPR viola te s  the  4 th - pending

South Carolina : South Carolina  Public  Inte re s t Founda tion v. South Carolina  Sta te  Law Enforc e me nt Divis ion 
(Court of Common Ple as , 5th J ud ic ia l Circ uit, 20 23) - pending

Other Recent Cases Challenging LPR



➔ Does the PD have a policy and training for use of the LPR?

➔ Doe s  the  LPR c apture  image s  of humans  / is  the  s ys te m s e a rc hable  for humans ?

➔ How many LPRs  a re  in the  c ommunity?

➔ How is  the  loc a tion of the  LPRs  de te rmine d?

➔ How long  is  the  da ta  re ta ine d?

➔ Is  the re  any b iome tric  da ta  or pe rs ona l informa tion 
c ap ture d  or s tore d  in the  s ys te m?

➔ How is  the  da ta  s e c ure d?

➔ Do the  image s /da ta  re ve a l anything  about an 
ind ividua l’s  politic a l or re lig ious  be lie fs ?  

Key Questions in LPR cases



Flock checks and balances that protect 
aga ins t cons titutiona l cha lle nge s

Privac y
●LPR da ta  owne d by Age nc y/City

● 30 - day da ta  re te ntion, ha rd  de le te d

● All da ta  s tore d  s e c ure ly with e nd- to- e nd  
e nc ryption

● No ability to  s e a rc h s pe c ific a lly for image s  of 
humans

● No fac ia l re c ognition te c hnology

● No biome tric s  or pe rs ona l information; not 
c onne c te d  to  re g is tra tion da ta  or third  pa rty 
da tabas e s  (Carfax, DMV)

● Se arc h re as on and  us e r s ave d  in 
inde finite ly- ava ilab le  audit tra il

● Trans pare nc y Porta l

● Floc k e nc ourage s  LE to make  LPR 
adoption a  city council de c is ion

● Floc k e nc ourage s  LE to adopt LPR policy 
and c onduc t trainings

Ac c ountability



LPR Evidence in 
Court



Unexpired = within Flock’s 30 day data 
re te ntion pe riod . 

Floc k p rovide s  a  self - certifying image 
verification affidavit a t the  bottom of e ac h 
Se a rc h c a rd . To ac c e s s  this  fe a ture  the  
downloade r mus t: 

1. Conduc t a  Se a rc h and  loc a te  the  
Se a rc h re s ult in que s tion. 

1. Clic k the  thre e  ve rtic a l dots  in the  
uppe r right- hand  c orne r of the  re turn. 

1. Clic k "Export to  PDF". 

How to use Flock Evidence: LPR Image Verification (Unexpired)



Expired = if a user downloaded images as evidence, and it is 
now outs ide  the  30  day da ta  de le tion pe riod , Floc k c an no 
longe r ac c e s s  thos e  image s  within the  s ys te m to  ve rify the m. 
Howe ve r, Floc k c an c onfirm tha t a ) the  c ame ra  was  ins ta lle d  
a t tha t time , b ) it was  he a lthy a t tha t time , and  c ) s ys te m 
re c ords  s how tha t the  offic e r d id  pe rform the  s e a rc h a t tha t 
time . 

1. To re c e ive  an a ffidavit ve rifying  image s , age nc y mus t 
c omple te  Floc k’s  Intake  Form. 

1. Submit c opie s  of the  downloade d  image s  tha t inc lude  
camera network and  date and time stamp . 

Turna round time  = 5 bus ine s s  days .

How to use Flock Evidence: LPR Image Verification (Expired)

https://docs.google.com/forms/d/e/1FAIpQLScWGoC_fL7-9WCIVNX_9OephbWG0Wxk5ILP-x6pMWFXwwguwg/viewform


1. Subpoena . Any request for witness testimony must be accompanied by a 
subpoena. 

2. Service of Process . Direct subpoenas to our Legal Department via 
evidence@flocksafety.com . 

3. Named Custodian . If you require a specific individual to be named, provide trial 
dates , courthouse location , and type of case (homicide, robbery, etc.).

Please Note: Unless otherwise specified, you will cover travel expenses and lodging 
(to the extent applicable) for Flock’s custodian of record.

How to use Flock Evidence: Custodian of Record

mailto:evidence@flocksafety.com


Mike.Molina@flocksafety.com

(64 6) 321- 0 668
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