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TRAIN HARD
Slow is Smooth and Smooth Becomes Fast

Over the years I have had the
opportunity to train professionals from
just about every walk of life. I have
trained law enforcement, military, private
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security, and individuals.

They desire to perform a new
skill as if they had been doing it for
their entire life.

I discovered that it did not matter
if the participant was a stay at home
mom or the member of a SWAT team,
As human beings, we want to
one issue always seemed to creep in on do something the way we see others
a somewhat frequent basis. 		
TRAIN HARD CONTINUED PAGE 03

INSIDE your
FALI Forum

cover photo

EDITOR’S CORNER
Ric Feld
FALI Forum Editor
FALI in Unclaimed
Property
Alan Moffatt
FALI President’s Message
Page 06

Page 10
Train Hard
Slow is Smooth and
Smooth Becomes Fast
By Dennis Root
Page 01

PLEASE SUPPORT
your FALI Forum Advertisers
They suport your organization.
Page 05
Is Your Cellphone Hacked
By Bruce Anderson
Page 17
FAL-U
August 5, 2016
Cocoa Beach

FALI BOOT CAMP
August 4, 2016
Cocoa Beach
Page 09

Page 09

FALI FORUM is published bi-monthly by the
Florida Association of Licensed Investigators
Post Office Box 2896
Dunedin, Florida 34697-2896
FALI Forum Editor
Publication Committee Chair
Ric Feld
(850) 766-3936
ric@theravenagency.com
editor@fali.org

NCISS National
Legislative Update
Page 07

FALI Library
A member only benefit
Page 04

FALI Administrator
Amy O’Rourke
admin@fali.org

PAGE 02
PAGE
02 02
Page

TRAIN HARD CONTINUED FROM PAGE 01

doing it.
We often do not step back and consider
how many years of training and practice it took
for the performing individual to develop their skill.
Then, when we perform the same skill we
become frustrated at ourselves for not being able
to do it the way we have seen it being done.

able to recall it minutes later, so you can write it
down or type it in.
However, if you force the information into
your mind by repeating it over and over again in
rapid fashion you seem to mix it up before you
can really do anything with it.

The truth is, not everyone is a born fighter
or shooter. It does not matter who you are or
what you have always been able to do.

Our personal training can follow the same
process as remembering the phone number. If
we accept the information and practice it slowly,
over time we develop the SKILL to perform the
technique smoothly.

I frequently consider the musical prodigy.
Someone who from the first time they step up
to a piano they are able to grasp concepts that
drive others crazy. They have never simply sat at
the piano and immediately played like they have
played for years.

That means performing each individual
component of the overall technique successfully.
As we continue to perform (practice) the
technique smoothly, our mind accepts the
movements as being natural or comfortable for
us.

However, they develop musical skill very
rapidly and in relatively short period of time they
are playing music that others only dream about
being able to play.

This mental acceptance then enables
our body to naturally develop speed in the
performance of the movement. That is what is
honestly meant by “Slow is smooth and smooth
becomes fast.”

I have seen this same thing in firearms
and defensive tactics training. Some people enter
the training for the first time and rapidly develop
skills that enable them to perform like a pro. THIS
IS NOT THE NORM!
The rest of us have to work at developing
those skills that seem to come so easily to the
prodigy. The reality is we can develop those skills
if we put the effort into it.
The first step is to simply accept the
information and not work so hard at remembering
it, that we interfere with the learning process.
My favorite example of this is
remembering a phone number. Have you ever
tried so hard to remember a phone number you
actually prevented yourself from doing so?
If you simply accept the information
(phone number) as it is given to you, you will be

Remember, your training is not a race to
the finish line. It is a life changing process that
you should embrace and develop.
Your personal safety is truly your
responsibility. Take the time to develop skills that
will truly become a part of who you are, so that
you will not have to think about performing them.
hard!

The key to staying safe is truly training

and many other media outlets seeking an expert
perspective on a variety of topics.
Dennis Root is the Founder and President of Dennis Root
& Associates, Inc. With over 25 years of law enforcement
experience, Dennis has investigated cases ranging from
identity theft to homicide. He has earned judicial recognition
as an expert in police practices and procedures, especially
cases involving the use of force.
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The FALI Library
A Members Only Benefit
In our continued efforts to give members greater benefits for their membership, the FALI Board of Directors has created
the “FALI Library.”
The “FALI Library” is a collection of industry related books that we are making available to members, “free of charge,”
except for the cost of shipping and handling
These books may be used for your personal professional development, and/or for requirements to challenge the
certification tests for organizations including: The Florida Board of Certified Investigators’ FCI certification or the National
Association of Legal Investigators’ CLI certification.
The books that are currently being made available for member use are:
•
Basic Private Investigation: A Guide to Business Organization, Management and Basic Investigative Skills
for the Private Investigator, By William F. Blake, MS, CPP, CFE
•
Code of Professional Conduct: Standards & Ethics for the Investigative Profession, By Kitty Hailey, CLI
•
Insurance Fraud Casebook: Paying a Premium for Crime Edited by: Laura Hymes and Joseph T. Wells, both 		
with the Association of Certified Fraud Examiners (ACFE)
•
Building Your Professional Investigative Practice: Power Strategies and Techniques for Marketing and 		
Managing Your Growing Investigative Agency, By Steve Mallon
•
Practical Handbook for Professional Investigators, By Rory J. McMahon, CLI, CFE
•
Combating Human Trafficking: A Multidisciplinary Approach, Edited by: Michael J. Palmiotto
•
Uncovering Reasonable Doubt: The Component Method, By Brandon A. Perron
•
The Art of Surveillance, By Kelly E. Riddle

How to Request a Book
FALI members in good standing may borrow one book at a time. The request must be made in writing by completing the
request form, and sending via email to admin@fali.org If the book is available you will then be sent the Shipping Cost &
Book Replacement Authorization form to complete and return. You will then be shipped the book, at your expense, and
allowed to keep it for 30 days. If needed, you may request a 30 day extension which may be granted if there are no other
requests.
Please take advantage of this FALI member benefit. If you have any questions please feel from to contact our
Administrative Director at 888-845-3254 or via email at admin@fali.org
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President’s Report

Alan Moffatt
FALI President

Our new Board of Directors and Officers has now
been in place for the first quarter of its term. During that
time, there have been a number of things which have taken
place.

On a lighter note, we are establishing a Mentoring
Committee to provide a plan which would assist interns and
our newest members in advancing their opportunities to
succeed as members of the investigative profession.

A few weeks ago, I received a letter from a CPA
firm advising me that State of Florida; Department of
Financial Services was holding as unclaimed property
$19,949.10 which has been identified as belonging to FALI.

FALI Boot Camp and FALI U were created to work
in that direction and have served both our newest members
and our more seasoned members in that effort. This has
been a solid beginning, but just that, a beginning.

After communicating with the CPA firm and the
Department of Financial Services, it appears that these
funds have been held by the state for at least nine years.
From what I can gather, the funds were initially deposited
in a separate account from the main FALI bank account
several years ago.

There are still areas which we need to address,
including our interns. I have appointed Ms. Amber Stevens
to chair this special committee to present a plan to enhance
our benefits to those just getting into the profession and for
those who may be struggling at the onset.

At this point it is unclear how or why that account
was established or what it was intended to accomplish.
Nevertheless, that account remained dormant for a
significant period of time and was eventually turned over to
the state as unclaimed property.
As a board, we are looking forward to the return
of these funds to our treasury to be used in service to our
membership.
Questions remain as to how these funds could
have come to be misplaced and why a nearly $20,000.00
disappearance of those fund could have existed for that
period of time.
I have asked that the FALI Standing Audit
Committee conduct a thorough financial review of our
finances for the past ten years in an attempt to insure the
financial health of the association. The Standing Audit
Committee has requested the records to accomplish this.

Ms. Stevens qualifications include having been a
law enforcement officer, a licensed investigator as well as
an instructor in the Private Investigations curriculum at City
College at the Fort Lauderdale Campus.
She has already begun her search for committee
members with not only an interest in providing their input,
but members with diverse educational, and professional
backgrounds
I look forward to continuing to serve you as your
president throughout the coming year and am available to
answer your questions regarding issues which you feel as
having importance in moving FALI forward.
Regards,
Alan Moffatt

As a board of officers and directors, we have
a legal, ethical and moral responsibility to provide you
with the assurance that the association is functioning
transparently on your behalf.
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National Legislative Watch

The NCISS Legislative Advocacy Hub is monitoring state legislative activity through the
State Legislation Awareness Monitoring (SLAM) Program for member state associations!
(white are active legislative sessions, blue are not in session)
Legislative and SLAM Committees Activities for Investigations & Security from Lobbyit
Please check the NCISS News Archives at http://conta.cc/ZoQsTl for current alerts and newsletters for
complete details.
State Legislation Awareness Monitoring (SLAM)
Lobbyit has set up NCISS’s “state-level” tracking, continues to identify hundreds of bills in 30 active
states. The most important, by state, are below. To view bills impacting private investigators, private patrol
operators, or security guards in your state, go to www.nciss.org/legislation to the Advocacy Hub and the State
Legislation link. You can search alphabetically by State or click on your state on the United States map provided
at the top of the page (current example above). If your state is not listed, it means that either your state was
either not in session or there were no bills introduced that met our search parameters. If you know of a bill in
your state that we need to become aware, please contact your Regional Director.
To be both effective and current, NCISS and Lobbyit need suggestions for legislative and regulatory keywords to track activities at the state and federal levels. Please contact your Regional Director to provide these
keywords.
NCISS extends its appreciation to FALI and members. NCISS has a strong relationship with FALI through
board members supporting FALI with membership – Dean Beers (President) and Terry Myer, Sr. (1st Vice President). NCISS welcomes all the members of FALI supporting NCISS through membership, including several FALI
board members.
Your NCISS Regional Director is: Larry Flannery – (919) 475-4209 and Email: Lflannery@nc.rr.com
Attack in Orlando
Lobbyit continues to work for NCISS and YOU...
When NCISS’s Board met with Senate Commerce Committee counsel to discuss issues of importance to private
investigators and security service providers, we were informed that that the Committee, over Chairman Thune’s objection,
had just adopted a series of amendments offered by Senator Markey (D-Ma) addressing information privacy and disclosure
requirements for commercial drone operators.

I was in California, speaking at the annual CALI conference and one of many representing NCISS, when I
woke up to get ready and head to the airport, hearing the news on the TV. I immediately thought of my friends
and colleagues in FALI, and in the Orlando and surrounding area.

Thoughts and prayers to all involved - family and friends of the killed, the injured, survivors, and all who
responded.
Dean A. Beers, NCISS President
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Stakeholder Activity
NCISS Regulatory Alert -- Drone Rule Released
The following is an alert from the NCISS Legislative Committee and LobbyIt. This full NCISS Regulatory Alert is available at http://conta.cc/28WORbL
On Tuesday, June 21, 2016 the Federal Aviation Administration (FAA) released their final rule on the
operation of unmanned aerial vehicles (UAV - or “drones”), covering a broad spectrum of commercial
uses for drones weighing less than 55 pounds.
Rule Contents:
Drone operators
Waivers
Pilot Certification
UAS Certification
Respecting Privacy
Other Requirements

Presently NCISS continues to monitor this activity, and will keep our members and profession advised
of any progress and concerns.

NCISS is now on social media

Facebook – https://www.facebook.com/NCISS.Association (please note the period between NCISS and
Association)

Twitter – https://twitter.com/nciss_assoc @nciss_assoc (please note the underscore between NCISS and
Association)
YouTube – https://www.youtube.com/channel/UC3lsMjDxG-rGTU3enyVfgcg (this URL can be customized
after 100 subscribers are reached)
NCISS – The National Voice of the Private Investigation & Security Professions
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FALU-U and FALI Boot Camp
coming to Cocoa Beach
Thursday, August 4, 8:30am-4:30pm
Hilton Cocoa Beach Oceanfront
FALI’s New Private Investigator/Agency BootCamp is an introductory best practices program
that is part of FALI’s ongoing professional development for new investigators and agency owners.
The FALI BootCamp is specifically for the new private investigator licensees and agency
owners looking to begin their career with a solid foundation.
The FALI BootCamp is being offered to NEW LICENSEES within Florida. You do not have to
be a member of FALI to attend the BootCamp, however the program is FREE for members.

Friday, August 5, 9:00am-5:00pm
Hilton Cocoa Beach Oceanfront
FALI “U” provides advanced, targeted, learning opportunities specifically designed for
experienced investigative disciplines. Each FALI “U” program consists of a full day that includes
professional development, instruction, activities and discussions.
The content is designed so that you will have the skills and knowledge needed to provide a
new service to your clients, develop new business opportunities or put into practice new strategies for
your organization.
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Editor’s Corner
Ric Feld
FALI Forum Editor
FALI Publications Committee Chair
The Raven Agency LLC
ric@theravenagency.com
editor@fali.org

Publication Committee
The intent of the Publication Committee is to widen the scope of the FALI Forum and to utilize the publication as both a
source of information for the membership in partnership with the FALI website, and a source of news for the membership
both of the workings of FALI in Florida and of the community of Private Investigation as a whole.
The Publication Committee will also utilize the FALI Forum as a vehicle to initiate dialog about the issues that
concern, help and or threaten the functionality of the investigations industry.
In an effort to give the FALI Publications Committee a vision of national scope while still keeping it’s local Florida
perspective I am excited to announce that Dean Beers, newly elected President of the National Council of Investigation
& Security Services (NCISS), a certified legal investigator, a certified criminal defense investigator and a certified medico
death investigator, has agreed to serve on the FALI Publication Committee.

Dean Beers

Upcoming PIRSAC Meeting
The next PIRSAC (Private Investigation, Recovery, Security Advisory Council) quarterly meeting will be held on
September 8, 2016 at 9:00 AM at the Embassy Suites Tampa Airport Westshore, 555 North Westshore Blvd., Tampa,
FL 33609 Telephone (813) 875-1555. Contact: Stephanie Carter (850) 245-5500. Hope to see you there.
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FALI ListServ
“Listserv Netiquette”
By Terry Roffler
FALI Secretary and Listserv Moderator
The FALI “members only” Listserv through Yahoo Groups, is a
great way to communicate quickly and easily with other members
regarding business work assistance requests and case work/
assignments. While the Listserv is a benefit of FALI membership,
it is one for which you have to sign up. You can do so by going
to www.FALI.org and looking for the Yahoo Groups logo on the
bottom left hand corner, or by sending an email to admin@fali.org
and we will then have Yahoo send you an invitation.
This digital age has given way to the term “netiquette” which
are the the do’s and don’ts of online communication. Netiquette
covers both common courtesy online and the informal “rules of
the road” of cyberspace. To make the FALI Listserv a positive
experience for all users we ask that you remember a few basic
rules
(Full Listserv rules can be found on the FALI website)
•
Always use a signature line.
•
When someone asks for a response “only”
to them, please comply. When you hit reply there will be two
address, the full listserv and the individual who sent the last
message. Choose who your recipient is (are).
•
Some posts tend to go back and forth. If the
topic is one that is not of interest to you, please just ignore and
delete. We do not need extra posts of members complaining
about the number of posts, that just adds to it.
•
If a discussion is occurring and it really is not of
benefit to the group, please take it private.
•
While it is nice to send salutations to fellow
members, the Listserv is not the place for this. Imagine if all 360+
listserv members did this?
•
Errors do occur where a member accidentally
responds to the whole group. We are all human, forgiveness is
divine.

RENEW
Your FALI
Membership

TODAY!!

Go to www.FALI.org and join your fellow
Florida Private Investigators community.

The FALI Listserv has grown tremendously over the last 2 years.
This is a very positive benefit for our members not only for
acquiring new business, but for sharing important information.
We appreciate everyone’s cooperation in making it as positive an
experience as possible.

Please contact Amy O’Rourke with any questions you may have
at: Admin@fali.org
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FALI Area Meeting Updates

FALI Area meetings offer members a chance to meet
in person, network, and learn from guest speakers
that Area Directors (ADs) work to recruit to speak on
topics relevant to our members. Guests are always
welcome. Meetings are announced by the ADs
through their area contact lists, and posted on the
FALI website. If your are not receiving notifications
of meetings, please send an email to your AD and
admin@fali.org to make sure your are on the correct
notification list.
NORTHEAST FLORIDA AREA Jacksonville / St. Augustine - Kimberly Campbell, AD
Meetings are held the second Monday of the month
alternating between Jacksonville and St. Augustive.
TAMPA BAY AREA - Mark Aubin, AD
Meetings are held the last Tuesday of every month
at T.G.I.Fs on Fowler Avenue in North Tampa. These
meetings pull attendees from many of the counties
within and surrounding Tampa Bay.

RENEW
Your FALI
Membership

TODAY!!

Go to www.FALI.org and join your fellow
Florida Private Investigators community.

ORLANDO AREA - Ollie Phipps, AD
Meetings are held the last Tuesday of the month. The
group is now meeting at Miller’s Ale House.
PALM BEACH AREA - Rick Root, AD
Meetings are held the 3rd Monday of the month at the
Keiser University’s West Palm Beach campus.
SOUTHEAST FLORIDA / Broward - Dade Area
Ann Tennpenny, AD
Meetings are held at the Marriott Courtyard in Dania
Beach off of I-95
SOUTHWEST FLORIDA / Fort Meyers Area
Walt Zalisko, AD
Meetings are held quarterly at the Embassy suites
hotel in Estero.
PANHANDLE AREA / Tallahassee
Jerry Bloeche, AD
Meetings are held quarterly in Milton and Tallahassee.
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FALI Board of Directors 2016-2017
Executive Board

ORLANDO REGION
Includes:
Brevard • Lake • Orange
Osceola
Seminole • Sumter • Volusia
Area Director
Oliver “Ollie” Phipps
(407) 273-6646
Ollie@averyprivateeye.com

Alan Moffatt
President
(561) 348-4387
president@fali.org

alanmoffatt@themoffattgroup.com

Michael Cole
Vice President
(305) 308-7008
mrc0043@comcast.net
Terry Roffler
Secretary
(813) 892-5966
roffler@att.net
Matt Aubin
Treasurer
(813) 373-4181
Reconagency@gmail.com

TALLAHASSEE / PANHANDLE
REGION
Includes:
Bay • Calhoun • Escambia
Franklin •Gadsden • Gulf
Holmes • Jackson • Jefferson
Leon • Liberty • Madison
Okaloosa • Santa Rosa • Taylor
Wakulla • Walton • Washington
Area Director
Jerry Bloechle
(850) 450-5719
info@knowmoreinvestigations.com

Area Directors
TAMPA BAY REGION
Includes:
Citrus • Hernando • Hillsborough
Manatee • Pasco • Pinellas
Polk • Sarasota • Sumter
Area Director
Mark Aubin
(813) 902-0420
mark@topguninvestigations.com

JACKSONVILLE REGION
Includes:
Alachua • Baker • Bradford
Clay • Columbia • Dixie
Duval • Flagler
Gilchrist • Hamilton • Lafayette
Levy • Marion • Nassau
Putnam • St. Johns
Suwanee • Union
Area Director
Kimberly Campbell
(904) 230 1331
Kimberly@crosspi.com

FORT MYERS REGION
Includes:
Charlotte • Collier • DeSoto
Glades • Hardee • Hendry
Highlands • Lee
Area Director
Walt Zalisko
(855) 444-7448
globalpi@comcast.net
PALM BEACH REGION
Includes:
Indian River • Martin
Okeechobee
Palm Beach • Saint Lucie
Area Director
Rick Root
(772) 8726048
rick@dennisroot.com

BROWARD / MIAMI-DADE
REGION
Includes:
Broward • Dade • Monroe
Area Director
Ann Tennpenny
(954) 471-4109
inchhipi.fl@gmail.com
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OFFICIAL INSURANCE
PROVIDER OF FALI
From General Liability coverage to
everything else you need to protect
your company, El Dorado makes it
easy with our exclusive program
designed specifically for Florida
private investigators.
For over 40 years, El Dorado has been
a major insurance provider to Texas
Security Professionals. Since then,
the company has grown and opened
offices in Florida and California and
is now recognized to be one of the
largest retailers of insurance programs
for the security industry.

Highlights of El Dorado’s
Exclusive Program for
Private Investigators:
» General Liability including
Errors and Omissions
» Workers’ Compensation
» Umbrella/Excess Liability
» Auto/Fleet
» Hired Car/Non-Owned
Auto Liability
» Fidelity/Employee
Dishonesty Bonds
» Certificates 24/7
» Unbeatable Rates
» Broad-Option Coverage
» A Rated Carrier

Want to learn more?
800.221.3386 or
specialist@eldoradoinsurance.com
eldoradoinsurance.com

» Knowledgeable Staff
» ONGUARD Newsletter
» Active Involvement in
Your Industry
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The Florida Department of Law Enforcement is unveiling their “If You See Something. Say
Something” campaign. If you, or your organization, would like the template for a poster that you can
promote and add your logo to as a show of support for the campaign please call FDLE in Tallahassee
and they will provide you with the tools to participate.
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Is Your Cellphone Hacked
By Bruce Anderson

Modern life increasingly takes place via cell
phones. Personal financial transactions like shopping and
banking, complex corporate deals, everything is stored on
these tiny devices. With so much sensitive information at
risk, users are concerned about cell phone hacking, and it’s
a common question at Cyber Investigation Services.
The reality is that only a very small percentage of
cell phones are hacked, but corporate devices are more at
risk than personal devices. In this article we’ll look at some
methods, from the mundane to the high-tech.

passwords (and some, sadly, keep using their birthday),
access can be gained knowing someone’s email address
and security question answers. Many email addresses are
easily guessed combinations of first and last names, from
just a few major providers such as Gmail. Victims are most
frequently hacked by someone close to them, who are
more likely to know their mother’s maiden name.
Public WiFi hotspots, especially unsecured
hotspots, offer a frighteningly easy way to gain access to
your data. Any observer with the right (free, downloadable)
tools can see what websites are being accessed by
network users, and gain access to login information,
passwords, and cookies from unsecured connections.

Who is a target for cell phone hacking?

Cell phone hacked via installed software

Public figures such as celebrities, politicians,
and government officials make more attractive targets
for hackers, as well as corporate or financial executives
and other high net-worth individuals. We found that 8
out of 1000 cell phones are verifiably hacked - this figure
rises to 70 out of 1000 when only corporate devices are
considered. (Source: Lookout PDF). Corporate devices in
the financial services fields are disproportionately targeted.
Legal disputes offer personal, rather than financial,
motivation to hack cell phones. Involvement in procedures
such as Child Custody, Divorce, Corporate Disputes, or
Whistleblowers can make non-public figures a target.
Hackers involved in a personal or legal dispute are likely to
be close to the victim.

Smartphones are mini computers and are
susceptible to many of the same threats as their fullsized counterparts. As more and more people use their
smartphones for daily tasks such as shopping and banking,
there has been an explosion in malicious software aimed to
exploit people’s privacy and personal information.
Malicious software can infect a device in several
ways. The most common method is to trick a user into
downloading and executing the virus by disguising it as
another, beneficial program or application. Some of these
applications will transmit your data directly, while others
expose vulnerabilities in the operating system and make it
vulnerable to further attacks.
Other types which can monitor your location, every
keystroke made and steal passwords to banking and other
important websites, can be installed by a hacker with
physical or remote access to the device.

Overview

Cell phone hacked via access to device
The unglamorous truth is that most cell phones
are ‘hacked’ by gaining physical access to the device. If
the advanced spy techniques covered later in this article
are a daredevil bank heist, this would be walking into an
unlocked home and helping yourself.
The most obvious and frequent method of ‘hacking’
is simply rummaging through an unattended device. Unlock
patterns and pin codes offer some resistance, but can often
be observed or guessed.

What about a cell phone that is never left
unattended?
With most users backing their data up to cloud
services, these offer another potential point of access.
While users are getting better at choosing strong

Cell phones hacked by advanced spy and
government surveillance
While small-scale hackers and those with a grudge
against their target utilize simple, more commercialized
attack methods, others such as government agencies,
private investigators, and any hacker with the financial
means and connections can gain access to more advanced
equipment that can hack your phone without coming near
it.
The UK Government, for example, developed
software that can turn cell phones on or off, remotely
activate the microphone and camera, and hide its presence
when discovered. Details of what’s on the market and
exactly how it works are shrouded in secrecy - here’s just a
CELL PHONE CONTINUED PAGE 18
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few examples.

IMSI catchers
Cell-site simulators, or IMSI (International Mobile
Security Identity) catchers have been used by law
enforcement for years. They work by disguising themselves
as legitimate cell phone towers. Their strong network signal
tricks nearby phones into connecting to them and giving
up their information without ever touching the device or
alerting the unsuspecting user.
IMSI catchers can go by lots of names - Stingray,
Hailstorm, Amberjack, Triggerfish - some are more wellknown than others. They can be use to track a device
location, intercept calls and messages, make fake calls
and messages to the target, and even perform attacks
such as denial of service, delivering malware, and flashing
(rewriting) firmware.
In theory, these devices are used for good by
federal and local law enforcement. In practice the police
can use them to gather illegal evidence against a target,
and can be bought on the black market by any hacker with
enough in the bank. Maryland’s second highest court ruled
that Police must get a warrant to utilize Stingray devices
against their targets. With that said, hackers can and will
still utilize these types of devices under more sophisticated
types of attacks.

SS7
Signaling System 7 (SS7) is an international
telecommunications standard that defines how network
elements in a public switched telephone network exchange
information digitally - in short, it’s the backbone of the
cellular network.
Unfortunately, the architecture behind SS7 has
serious flaws around authentication and security and
leaves it open to exploitation.
Those with access to SS7, and hackers who can
access this backbone of cellular communications can
eavesdrop on calls and track locations remotely via the
mobile network. Groups like Wolf Intelligence, Hacking
Team, and Finisher sell these services to government
officials and private investigators, but they can be also be
found for sale on the dark web.

Geolocation / Silent SMS
A ‘Silent SMS’ is an empty message - the receiving
device acknowledges it has been received, but discards
the contents. The user receives no notification or indication
that this has happened, but the sender can tell whether

the device is switched on or off, and can triangulate its
location.
Governments, such as the German criminal
investigation services, use silent SMS to track
suspects, but apps that send and receive silent SMS
are publically available to anyone who has access to
the technology that can be modified to track specific
targets.

Conclusion
The unfortunate truth is that if someone has
the financial means, or technical savvy it’s virtually
impossible to prevent or detect cell phone hacking
against someone that has become a target of
government agencies, police, or very sophisticated
investigators or hackers. These types of hacks are
typically reserved for activist groups, terrorists, criminal
rings, high net-worth individuals or CEOs of major
corporations.
Everyday users are typically the victims of
more common hacks such as guessing password or
challenge questions, physical access to your phone, or
commercial spyware.
If you believe that you have become the
victim of unlawful interception of communications it
is recommended that you report it to the police if you
have clear evidence that you have been hacked, if
not then you can hire professional Cyber Forensic
specialist that can help you determine if you have been
hacked and help you gather the evidence that can be
utilized in both a criminal or civil action.
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