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Internal Control (IC) Basics
• IC is a process – effected by the entity’s board of directors (or
similar body), management and other personnel – designed
to provide reasonable assurance regarding the achievement
of objectives related to operations, reporting and compliance
• IC helps an entity run its operations efficiently and effectively
• IC helps an entity report reliable information about its operations
• IC helps an entity comply with applicable laws and regulations

• We’re going to focus on financial reporting
• Internal control includes all of the processes and procedures
that management puts into place to help make sure its assets
are protected, its financial activity is reported appropriately
and that company activities are conducted in accordance with
the organization’s policies and procedures

Internal Control Standards
• COSO – Committee of Sponsoring Organizations of the
Treadway Commission
• American Accounting Association, American Institute of Certified
Public Accountants, Financial Executives International, Institute of
Management Accountants, Institute of Internal Auditors
• Updated May 2013 – 20 pages
• https://www.coso.org/Pages/default.aspx

• “Green Book” – Standards for Internal Control in the Federal
Government issued by the Comptroller General of the United
States
• Based on COSO but adapted for a government environment
• Updated September 2014 – 86 pages
• https://www.gao.gov/greenbook/overview
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SEC Statutory Internal Control
• Statutory requirements are found primarily in Section 13 of the Securities
Exchange Act of 1934. Section 13(b) was amended when Congress codified the
requirement that public companies have internal controls in the Foreign
Corrupt Practices Act of 1977 (“FCPA”). The FCPA requires public companies to
“devise and maintain” a system of internal accounting controls sufficient to
provide reasonable assurance that:
•

transactions are executed in accordance with management’s general or specific
authorization;

•

transactions are recorded as necessary (1) to permit preparation of financial
statements in conformity with GAAP or any other criteria applicable to such
statements, and (2) to maintain accountability for assets;

•

access to assets is permitted only in accordance with management’s general or
specific authorization; and

•

the recorded accountability for assets is compared with the existing assets at
reasonable intervals and appropriate action is taken with respect to any
differences.

Why Should Small Entities Care?
• Due to limited resources, many small entities may not spend
adequate time thinking about internal control and developing
appropriate policies and procedures (and documenting them)
• Small entities may struggle due to limited accounting knowledge
and staff
• Reasons to create strong internal controls
• Help prevent fraud and embezzlement
• Be able to obtain complete and accurate financial information and
financial statements in order to make informed management decisions
and satisfy reporting requirements
• Ensure activity is handled in accordance with management directives and
applicable laws and regulations
• Comply with responsibility to handle public funds appropriately
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Information Related to Fraud
• Association of Certified Fraud Examiners prepared “2016 Report
to the Nations on Occupational Fraud and Abuse”
• 9th report and most extensive to date
• Analyzes actual case information to provide statistical information
on the cost of occupational fraud, the perpetrators, the victims,
and the various methods used to commit these crimes
• Following slides just a fraction of the information provided

4

2/24/2018

Governments are not immune

• Long‐term employees are more likely to commit fraud – where
there is less turnover, there is more time to become familiar with
circumventing rules
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Corruption is a scheme in which an employee misuses his or her influence in a business transaction in a way that violates his or her duty to the employer in order to obtain a direct or indirect benefit ( such as bribery)

People are Creative
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Five Components of IC
•

Control Environment: Tone from the top down encourages integrity, reinforces
expectations, values ethical behavior and fosters an environment that attracts,
develops and retains competent individuals to succeed in given roles

•

Risk Assessment: Establish objectives at each level of the entity related to
performance and evaluate potential incumbrances to operations, reporting, and
compliance of such objectives

•

Control Activities: Actions established through policies and procedures to ensure
management directives to mitigate risk and achieve objectives are carried out (i.e.
authorizations, verifications, reconciliations, performance reviews, etc.)

•

Information & Communication: Management is responsible for obtaining/generating
relevant information to support the functioning of controls. Communication should
be continual and disseminated with a clear message down and upstream in a
business

•

Monitoring Activities: Ongoing evaluations built into business processes and separate
evaluations periodically will help evaluate effectiveness of controls and allow
deficiencies to be communicated in a timely manner

Types of Internal control
• Preventative Controls are designed to discourage errors or
irregularities from occurring. For example: Processing a
requisition only after it has been properly approved by the
appropriate personnel.
• Detective Controls are designed to find errors or irregularities
after they have occurred. For example: Reviewing the monthly
Statement of Account for activity in your entity’s or
department’s general ledger that appears unusual.
• Directive Controls are designed to encourage a desirable
event. For example: written policies and training seminars
assist in the accomplishment of entity or departmental goals
and objectives.
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• Identify Significant Business Functions
•
•
•
•
•
•
•
•

•

Cash management and banking
Purchases and accounts payable
Sales, revenue, and accounts receivable
Payroll and human resource functions
Inventory
Capital assets
Debt
Financial statement closing and reporting

Identify Overall and Specific Controls
•
•
•
•
•

Segregation of duties
Policies and procedures for each area
Documentation, including performance of control
Oversight and review
User access rights for information systems

Start with Tone at the Top

• Take interest in the books and records

• Request/review finance reports both periodically and at random
• Set ranges for acceptable thresholds in company reports and review exceptions
or large variances
• Pay attention to reports and follow up on things you see that don’t make sense
• Do as you want your employees to do

• Provide oversight
• Be present and check up on employees
• Random spot checks

• Maintain written ethics policy and set strong examples
• Avoid taking cash from drawers, inventory or supplies for personal use, behavior
not acceptable of other employees
• Review policy annually for changes due to work environment, and review with
staff on occasion
• Have staff sign confirmation that they have read the ethics policy and will follow
guidelines
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Implementation Examples
• Separation of duties for employees in charge of control functions
• Two or more employees involved in authorization, documentation, execution, and
recording of transactions
• Two or more signatures on checks over certain dollar amount
• Separate purchasing and receiving duties

• Make surprise audits and inspections
• Surprise inventory counts
• Unplanned inspections of facilities
• Request reconciliation support

• Enable whistleblowing in a confidential or anonymous platform
• Require good audit trails
• Maintain documents and record transactions so there is a clear path to source documents
• Consider an appropriate time period for retention based on type of documentation
• Consider keeping electronic copies or documentation past the retention of physical copies

Implementation Examples
• IRS Publication 583: Starting a Business and Keeping Records:
• Gross receipts: cash register tapes, bank deposit slips, receipt books, invoices, credit card
charge slips, Form 1099s
• Inventory: canceled checks, cash register tape receipts, credit card sales slips, invoices
• Expenses: canceled checks, cash register tapes, account statements, credit card sales slips

• Limit access to accounting records and end‐of‐year entries – only
designated staff should be making accounting entries
• Perform new employee background checks
• Regular review and appraisal of key assets
• Receivables –aging and past due accounts, write‐offs
• Inventory – aging, pricing, existence
• Capital assets – capitalization policy, impairment

• IT controls critical
• Password protection and access
• Policies regarding internet and personal use
• Backup and restoring
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Uniform Guidance Procurement
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Uniform Guidance Procurement
Requirements
•

Overview of Procurement Requirements contained in Office
of Management and Budget (OMB) Uniform Administrative
Requirements, cost Principles, and Audit Requirements for
Federal Awards (Uniform Guidance or UG)
Applies to goods and services charged directly to a federal
award
Does not apply to procurements of indirect costs or payroll
costs
Consider incorporating some of the requirements into basic
policies
Only 6 pages

•
•
•
•

Effective Dates
•
•
•
•
•
•

Grace period for implementation is three full fiscal years
after the effective date of UG, which was 12/26/2014
December 31 year‐ends effective 1/1/2018
June 30 year‐ends effective 7/1/2018
September 30 year‐ends effective 10/1/2018
Must document election for each grace period
Should be following UG Procurement for all grants based on
the effective, although there may be exceptions for grants
still following A‐133
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General requirements (200.318)

Note Suspension and Debarment not directly addressed in UG procurement but is applicable.
Non‐federal entities are subject to the non‐procurement debarment and suspension
regulations guidance in Part 3.2 of the 2017 OMB Compliance Supplement. Must have written
procedures.

General requirements (200.318)
• Must use entity’s documented procurement procedures which
reflect all applicable laws and regulations
• Must maintain oversight over contractors
• Must maintain written standards of conduct covering conflicts
of interest and government employees involved in the process
• Must have procedures to avoid acquisition of unnecessary or
duplicative items
• Must award contracts only to responsible contractors having
ability to perform successfully
• Must maintain records sufficient to detail the history of the
procurement
• Must be responsible for settling all issues
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Competition (200.319)
• All procurement transactions must be conducted in a manner
providing full and open competition
• Must conduct procurements in a manner that prohibits the
use of geographical preferences in evaluating bids or proposals
except where applicable Federal statutes expressly mandate or
encourage preferences
• Must have written procedures for procurement transactions
• Must ensure that all prequalified lists of potential bidders are
current and include enough qualified sources to ensure
maximum open and free competition

Methods of Procurement (200.320)
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Methods of Procurement (200.320)
• Micro purchases
• Currently less than $3,500 but some exceptions
• Purchase orders may be awarded without soliciting competitive
quotations if the costs are considered reasonable
• To extent possible, purchases must be distributed equitably among
qualified suppliers

• Small Purchases
• $3,500 to $150,000 (Simplified Acquisition Threshold – subject to
change)
• Price/rate quotes must be obtained from an adequate number of
qualified sources
• Number and form of quotes at the
entity’s discretion

Methods of Procurement (200.320)
• Sealed bid purchases (> $150,000)
• Bids must be publicly solicited from an adequate number of
known suppliers, provide defined items or services in order to
respond, allow sufficient response time, and be opened publicly
• Preferred method for construction and other contracts if
• Complete, adequate, and realistic specification or purchase description is
available
• Two or more responsible bidders are willing and able to effectively
compete
• Procurement lends itself to a firm fixed price contract and the selection
of the successful bidder can be made principally on price
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Methods of Procurement (200.320)
• Competitive proposal purchases (> $150,000)
• Generally used when conditions not appropriate for sealed bid
• Must be publicized and identify all evaluation factors and their relative
importance
• Any response to publicized requests for proposals must be consider to the
maximum extent practical
• Proposals must be solicited from an adequate number of qualified sources
• Must have a written method for conducting technical evaluations of the
proposals received
• Contracts must be awarded to the responsible firm whose proposal is most
advantageous to the program

Methods of Procurement (200.320)
• Noncompetitive purchases
• Solicitation of proposal from only one source
• May be used when one or more of the following circumstances
apply
• Item is available from a single source
• Public emergencies
• Federal awarding agency or pass‐through entity authorizes
noncompetitive proposal
• After solicitation of a number of sources, competition is deemed
inadequate
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Other Requirements (200.320)
• Must take all affirmative steps to assure that minority businesses,
women’s business enterprises, and labor surplus area firms are used
when possible
• Must comply with section 6002 of the Solid Waste Disposal Act, as
amended
• Must perform a cost or price analysis in connection with every
procurement action in excess of the Simplified Acquisition Threshold,
including contract modifications
• Must negotiate profit as a separate element of the price for each
contract in which there is no price competition and in all cases where
cost analysis is performed
• Cost plus a percentage of cost and percentage of construction cost
methods of contracting must not be used
• Appendix 2 has standard contract requirements

Implementation Considerations
• Consider an implementation team and timeline
• Get a copy of the UG and read, especially section related to
procurement
• Take inventory of the procurement “musts”
• Determine how all procurements under grants and contracts will be
captured to ensure requirements are me
• Consider using tools such as checklists and forms.
• Consider the need to update contracts to comply with Appendix 2
• Consider duties of personnel – may need to expand
• Update or reorganize internal controls at the same time as new
policies and procedures
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Implementation Considerations
• Centralized vs decentralized procurement
• Training procurement process staff on requirements and policies
• How to monitor the procurement process after new policies are
established to ensure compliance
• Identify conflicts of interest
• Establish guidelines on gifts and gratuities
• Determine policy for conflict violations
• Determine policies for small purchases (number of quotes, methods
of quotes, evaluation process)

Resources
• See complete standard at: https://www.ecfr.gov/cgi‐
bin/retrieveECFR?gp=1&SID=6095f90f2dac8634a2489095de8697e6&ty=HTML&h=L
&n=2y1.1.2.2.1&r=PART#sg2.1.200_1316.sg3

• Uniform Guidance FAQ’s: https://cfo.gov/wp‐
content/uploads/2017/08/July2017‐UniformGuidanceFrequentlyAskedQuestions.pdf

• 2017 OMB Compliance Supplement:
https://www.whitehouse.gov/omb/offices/offm?cm_em=mfoelster@aicpa.org&cm_
mmc=AICPA:CheetahMail‐_‐GAQCAlert‐_‐AUG17‐_‐
GAQCAlert_341&utm_source=GAQCAlert_341&utm_medium=email&utm_content=
gaqc24&utm_campaign=GAQCAlertAUG17

18

2/24/2018

Thank You
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