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Article
The Interoperability Quick Assessment Tool (IQAT©) for Software Solutions
Supporting Public Services
Dr. Efthimios Tambouris, Dr. Raul-Mario Abril-Jimenez, and Valerio Mezzapesa

Abstract
The public administration landscape in the European Union is heterogeneous due to the legislative, cultural, language,
operational, and technological diversity between Member States. At the same time, the implementation of the European
Single Market requires supporting the free movement of products, services, capital, and people. As a result, cross-border
public services are essential for citizens, businesses, and public administrations. Therefore, the development of
interoperable European public services and software solutions is a priority for the European Union. In this article, we
present the Interoperability Quick Assessment Tool (IQAT©) that can be used for assessing the interoperability of
software solutions supporting public services. IQAT© assesses the potential interoperability of a software solution against
a set of predefined criteria that are defined for that purpose. We demonstrate IQAT© by using it to assess the
interoperability of the Internal Market Information System (IMI), a trans-European solution, and derive interesting results
on its potential interoperability.
Keywords
Interoperability, software solutions, IQAT©, ISA, European Commission
Copyright of the following documents discussed in this article belongs to the European Commission: Interoperability Quick Assessment
Tool (IQAT©), European Interoperability Framework (EIF©), European Interoperability Reference Architecture (EIRA©), Interoperability
Maturity Model (IMM©), and Cartography Tool (CarTool©).

Public Administrations, Businesses, and Citizens)
maintains a number of relevant programs, including the
3
European Interoperability Framework (EIF©), the
European Interoperability Reference Architecture
4
5
(EIRA©), and the Cartography Tool (CarTool©). The
CarTool© is intended to document software solutions
that are reusable and interoperable and can thus be
used as relevant good practices. There is therefore a
need to be able to assess the IOP level of software
solutions in order to determine whether these should be
considered for reuse.

INTRODUCTION
The public administration landscape in the European
Union (EU) is heterogeneous due to legislative, cultural,
language, operational, and technological diversity
between Member States. Traditionally, public authorities
in one Member State are concerned with providing highquality services to their citizens, businesses, and other
public authorities. At the same time, the implementation
1
of the European Single Market requires supporting the
free movement of products, services, capital, and
people. Furthermore, the public sector is the biggest
2
financial player in Europe. As a result, there is an
increasing need for public authorities to also provide
cross-border public services as well as software
solutions to support these services.

The main objective of this article is to present the
Interoperability Quick Assessment Tool (IQAT©) for
European software solutions supporting public services.
It should be noted that although IQAT© has been
developed for determining whether European software
solutions should be considered as good practices, it is
actually generic and thus can be used for assessing the
IOP of virtually any software solution supporting public
services.

Taking into account the heterogeneous public
administration landscape, it comes as no surprise that
Interoperability (IOP) has become an important concern.
Consequently, the EU has launched a number of
programs and initiatives to address IOP challenges
within Member States but also between Member States.
2
The current ISA initiative (Interoperability Solutions for

3

https://ec.europa.eu/isa2/eif_en
https://joinup.ec.europa.eu/asset/eia/description
5
https://joinup.ec.europa.eu/asset/eia/asset_release/cartography-toolv101

1

4

https://ec.europa.eu/growth/single-market_el
2
http://ec.europa.eu/eurostat/statisticsexplained/index.php/Government_finance_statistics
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2

The rest of this article presents the following:


Some important background work on EU
initiatives and programs as well as academic work
on assessing IOP



The cornerstones used for developing IQAT©



The proposed IQAT©



An application of IQAT©



Conclusions

Some important ISA IOP programs are now outlined.
The European Interoperability Framework (EIF©):
“… offers public administrations concrete recommendations on
how to improve governance of their interoperability activities,
establish
cross-organizational
relationships,
streamline
processes supporting end-to-end digital services, and ensure
that both existing and new legislation do not compromise
10
interoperability efforts.”

The European Interoperability Reference Architecture
11
(EIRA©) is a reference architecture for designing and
describing digital public services across borders and
12
sectors. Finally, the CarTool© documents European
interoperable software solutions to facilitate reuse.

EU AND INTEROPERABILITY
In this section we present the most important IOP
initiatives and programs launched by the European
Commission. These formulate the context of this study,
and thus constitute essential background information for
IQAT©. In addition, we present the relevant high-level
requirements for IQAT© development. Finally, we
present a brief review of existing IOP assessment
methods and conclude that a new method is needed to
address the requirements of this work.

In terms of IOP assessment for public services, the
13
Interoperability Maturity Model (IMM©)
holds a
prominent position. This enables assessing the IOP of
public services using a conceptual model that has been
developed for that purpose.
More information on the ISA value-creation model and
how various programs fit into it can be found in Bovalis
et al. (2014).

Interoperability Initiatives in the European Union

Problem Definition and High-Level Requirements

The EU considers IOP as a key enabler for the digital
market. IOP has been defined (EIF© 2017) as:

The European Commission was in need of a simple
method to assess the IOP of software solutions
supporting public services. A consultation with European
Commission stakeholders suggested that the most
important high-level requirements to guide this work
were:

“… the ability of organizations to interact towards mutuallybeneficial goals, involving the sharing of information and
knowledge between these organizations, through the business
processes they support, by means of the exchange of data
between their ICT systems.”

Particular emphasis is placed on the IOP of software
solutions developed to support public services. These
solutions are sometimes developed by the European
Commission or other bodies (in some cases co-funded
by Member States) to facilitate cross-border exchange of
information and delivery of electronic public services
between Public Administrations in support of the
implementation and advancement of EU policies.



A “Quick & Light IOP Assessment Toolkit”: The
overall IQAT© would be used by the solution
owners, thus it should be easy-to-use, concise,
and comprehensive.



“Flexibility of the IOP Scoring Model”: The
proposed IOP scoring model should be flexible
enough to allow a comparable ranking of software
solutions with different configurations.
Furthermore, the IOP score of a software solution
should always be on a scale between 0% and
100%.



“Enable good quality responses to be given by
solution owners”: IQAT© should contain structured
and closed-ended questions in order to mitigate
errors and facilitate gathering of good quality
responses from solution owners.



A “Stand-alone Tool”: IQAT© should be
implemented as a stand-alone tool (e.g., a
®
®
Microsoft Excel file) to be downloadable from

To address IOP issues, the European Commission has
6
7
launched a number of initiatives including IDA , IDABC ,
2
2
ISA, and now ISA . The current ISA program:
“supports the development of digital solutions that enable
public administrations, businesses, and citizens in Europe to
benefit from interoperable cross-border and cross-sector public
8
services.”
2

9

The main dissemination channel of ISA is Joinup, a
collaborative platform providing services aiming to help
eGovernment professionals share their experience with
each other.

6

10

7

11

http://ec.europa.eu/idabc/en/document/2548/3.html
http://ec.europa.eu/idabc/
8
https://ec.europa.eu/isa2/isa2_en
9
https://joinup.ec.europa.eu
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12
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13
https://ec.europa.eu/isa2/solutions/imm_en
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the Joinup portal. In a later phase other
configurations could be considered (e.g., an online
web tool).

important that the assessment method complies with
2
existing ISA programs, mainly EIF© and EIRA©. As a
result, it was decided that we had to develop our own
assessment method. The first step was to set the
cornerstones of the method. This is presented in the
next section.

Interoperability Assessment Methods for Software
Solutions

In general, IOP assessment methods can be grouped in
two categories (Guédria et al. 2009). Methods in the first
category aim to assess the actual IOP between two
systems that exchange data and/or information (also
called a posteriori measurements). Methods in the
second category aim to estimate the potential IOP of a
specific software solution (also called a priori
measurements). In this latter case, the system under
investigation is assessed against a set of criteria that is
defined for that purpose.

IQAT© CORNERSTONES
IQAT© was based on four important cornerstones, as
follows.
Cornerstone 1: Compliance with EIF© v3

The new version of EIF© (Version 3) was recently
published and includes one conceptual model, four
levels of IOP, 12 principles, and 47 recommendations
(Figure 1 from the European Commission, 2017). Drafts
of this version were available earlier; i.e., when the
research reported in this article was conducted.

The method proposed in this study belongs to the
second category. Therefore, the objective is to assess
the potential IOP of software solutions supporting public
services. In the remainder of this article, all references to
“assessing IOP” will actually mean “assessing potential
IOP”.

A first decision for IQAT© development was that
compliance with all EIF© v3 Recommendations would lie
at its heart. In other words, it was decided that the IOP
score of a software solution would heavily depend on the
degree of its compliance with EIF© v3.

Having scoped what we wanted to develop, the next
step was to search for relevant guidelines. Unfortunately,
the academic literature does not contain any generic
method providing guidelines for developing an IOP
assessment method. Therefore, we had two broad
alternatives for developing IQAT©. The first was to adopt
(or possibly adapt) a published assessment model. The
second was to develop an own model based on
contextual constraints and high-level needs and
requirements as well as relevant good practices.

Cornerstone 2: Compliance with EIRA© v1.0

The EIRA© (EIRA© 2016):
“… is composed of the most important architecture building
blocks needed to promote cross-border and cross-sector
interactions between public administrations.”

Figure 2 presents the technical view of EIRA© including
its building blocks. This figure suggests that
communication of an EIRA©-compliant software solution
is performed through the “Human Interface” building
block and the “Machine-to-Machine Interface” building
block.

We first exploited the first alternative by searching the
relevant literature. A few attempts have been made to
review the literature on IOP assessment methods
(Guédria et al. 2008; Rezaei et al. 2014; Gerontas
2016). These suggest that a relatively large number of
assessment methods have been proposed albeit using
different underlying principles and methods. Examples
include
the
Levels
of
Information
Systems
Interoperability (LISI) model developed in 1998 by the
United States Department of Defense, C4ISR Working
Group; the Interoperability Assessment Methodology;
the Enterprise Interoperability Maturity Model (EIMM)
developed by the ATHENA project; and the
Organizational Interoperability Maturity Model amongst
many others (Rezaei et al. 2014). Other relevant work
includes the Spectrum of Interoperability Model (Lavean
1980), the IOP score (Ford et al. 2007), and the
Government Interoperability Maturity Matrix (Sarantis et
al. 2008).

Thus, a second decision for IQAT© development was
the assessment of compliance with EIRA© v1.0. In other
words, it was decided that the IOP score of a software
solution would depend on the degree of its compliance
with the EIRA© v1.0 technical architecture.
Cornerstone 3: Compliance with IMM© v1.0

The IMM© distinguishes between the internal domain
(here the organization produces the public services part
of its service portfolio) and the external domain (here the
public service reuses existing services from other
administrations and/or businesses).
The IMM© defines and assesses three IOP areas:

The literature reviews concluded that no existing method
can be adopted due to the specific existing landscape
and its compliance requirements. For example, it is
Journal of Enterprise Architecture – Volume 14, No. 1
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Service Delivery; i.e., the delivery of the public
service to end-users



Service Consumption; i.e., the consumption of
reusable machine-to-machine services from other
public administrations and businesses
© 2018 Association of Enterprise Architects



Service Management; i.e., controlling and
monitoring the process flow related to service
interactions with the external domain (Figure 3)

In the IMM©, the assessment of IOP maturity is
performed using a questionnaire. The sections of the
questionnaire reflect the above-outlined IOP areas:
Service Context (Section A), Service Delivery (Section
B), Service Consumption (Section C), and Service
Management (Section D).

Ad Hoc (Poor IOP): The service has almost no
IOP in place.



Opportunistic (Fair IOP): The service implements
some elements of IOP best practices.



Essential (Essential IOP): The service implements
the essential best practices for IOP.

Sustainable (Good IOP): All relevant IOP best
practices are implemented by the public service.



Seamless (IOP Leading Practice): The service is a
leading example for others.

Thus, a third decision for IQAT© development was to
use the IMM© v1.0 as important background material
due to its relevance to the objectives of this study.
However, it is important to note that the IMM© assesses
the IOP of public services, while the scope of our
research is software solutions. For this reason, IMM©
content, where built upon, had to be properly adapted.

Finally, the IMM© suggests that a public service’s IOP
maturity can be classified into one of the following
maturity levels:




Cornerstone 4: Adherence to Open Specifications

Open specifications are important for the EU in all areas
including IOP. Thus, the last decision for IQAT©
development was to endorse the use of open
specifications wherever relevant.

Figure 1: EIF© Conceptual Model Relations (from European Commission, 2017)

Journal of Enterprise Architecture – Volume 14, No. 1
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Figure 2: Technical – Application View of EIRA© (from EIRA© 2016)

Figure 3: IMM© Interoperability Areas (from IMM© 2016)

Journal of Enterprise Architecture – Volume 14, No. 1
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Table 1: Software Solution’s Possible Configurations

INTEROPERABILITY QUICK ASSESSMENT TOOL
In this section, the proposed IQAT© is presented. We
start by outlining a proposed conceptual model and IOP
areas. Then, the most important part is presented which
includes the IQAT© criteria and questions. Finally, the
proposed scoring model is presented followed by the
IQAT© software tool.
IQAT© Conceptual Model

Configuration 1

Configuration 2

Configuration 3

IOP Governance

IOP Governance

IOP Governance

SW Architecture

SW Architecture

SW Architecture

Human-toMachine Interface

Machine-toMachine Interface

Human-to-Machine
Interface

Machine-toMachine Interface

Figure 4 presents the proposed conceptual model for the
IOP quick assessment of software solutions. This model
is heavily influenced by the IMM© (IMM© 2016).

IQAT© Interoperability Areas

The definition of IOP assessment areas is influenced by
the approach followed in the IMM©. IQAT© has a
number of important similarities to and differences from
the IMM©. The most important are:


The focus of IQAT© is on a software solution, and
not on a public service



The overall approach of IQAT© is towards
assessing potential IOP of a software solution and
not the actual level of IOP of an operational public
service

The IOP conceptual model comprises the following four
IOP areas to be assessed:


IOP Governance: This area assesses the overall
governance of IOP. It assesses factors relevant to
actions that took place before the actual
development of the software solution. It also
includes factors relevant to the existence of
policies and processes to safeguard IOP.



Software Architecture: This area assesses the
maturity of the internal software architecture of a
software solution as well as the coordination of
interactions with other software solutions, based
on EIRA© v1.0.

Figure 4: Conceptual Model for IOP Quick Assessment of
Software Solutions

It is acknowledged that not all solutions might have the
same configuration. However, it is implied that a solution
is usable if it contains at least one interface; i.e., either
Human-to-Machine (H2M) or Machine-to-Machine
(M2M). For this reason, specific preconditions, in terms
of EIRA©, for the conceptual model have been identified.
The following two cases have been identified:


There are solutions that do not have human endusers and thus H2M is not relevant to them. In this
case, the solution does not contain the EIRA©
Building Block “Human_Interface”.





Human-to-Machine (H2M) Interface: This area
assesses the interaction, including semantic
aspects, between a software solution and its
human end-users.

There are solutions that do not exchange data
with other solutions and thus M2M is not relevant
to them. In this case, the solution does not include
the EIRA© Building Block
“Machine_to_Machine_Interface”.



Machine-to-Machine (M2M) Interface: This area
assesses the interaction, including semantic
aspects, between a software solution and other
software solutions.

A summary of all IOP areas and preconditions is
presented in Figure 5, which also includes the EIRA©
architecture building blocks that are relevant for
assessment purposes.

Therefore,
three
possible
software
solution
configurations have been identified, as shown in Table 1.

Journal of Enterprise Architecture – Volume 14, No. 1
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Figure 5: Description of the Four IOP Areas

IOP Area

IQAT© Criteria, Questions, and Answers

Starting from the identified IOP areas presented in the
1
previous sub-section and the IMM© questionnaire, the
IOP criteria have been defined. Subsequently, we have
mapped EIF© v3 Recommendations to these criteria in
order to develop the relevant questions and possible
answers for each criterion.

H2. User-Centricity:
Device/Platform/Browser Independency
H3. Accessibility: e-Accessibility
Specifications
H4. Accessibility: Multi-lingualism

Table 2 summarizes the complete list of proposed IOP
assessment criteria.

H5. OpenData
M2M Interface

Table 2: List of IQAT© Interoperability Areas and Criteria
IOP Area

IOP Criterion

IOP Governance

G1. Interoperability by Design

M1. Data Exchange: Transfer Channel
M1. Data Exchange: Data Format

Table 3 presents the criteria along with the relevant
questions to assess each of them for the area “IOP
Governance”. For all questions, the possible answers
are:

G3. Interoperability Processes
A1. Architectural Maturity: Solution
Building Blocks
A2. Architectural Maturity: Business
Processes Orchestration
A3. Availability: Service Registration
Service
A4. IOP Test Scenarios/Services

1



“Considered and applied”



“Considered and partially applied”



“Not considered”



“Considered and found to be not relevant”

The criteria and questions follow. The full questionnaire
for all assessment areas is expected to be publicly
available soon via the Joinup platform.

A5. Documentation
H2M Interface

M1. Data Exchange
M2. Data Exchange: Interaction Type

G2. Interoperability Strategies and Plans

SW Architecture

IOP Criterion

H1. User-Centricity: Multi-Channel
Delivery

https://joinup.ec.europa.eu/sites/default/files/imm_lite_questionnaire.pdf

Journal of Enterprise Architecture – Volume 14, No. 1

11

© 2018 Association of Enterprise Architects

Table 3: Criteria and Questions for the “IOP Governance”
Area

3

Criterion G1. Governance by Design

4

For each statement, please indicate whether the statement
was considered during the design or procurement phase of
your solution.
1 When designing the solution, preference was given to
open interoperability specifications
2 When designing the solution, the effectiveness and
efficiency of different solutions as well as different
technological options considering user needs,
proportionality, and balance between costs and benefits
were evaluated
3 When designing the solution, coherence with the relevant
legislation has been evaluated
4 When designing the solution, mechanisms for co-creating
and involving the users were put in place
5 When procuring or designing the solution, a structured,
transparent, objective, and common approach in
assessing and selecting standards and specifications was
used; EU recommendations, in this respect, were taken
into account and coherence for these approaches across
borders was achieved

5

6
7

Processes to integrate the opening of data in common
business processes and working routines, and also when
developing new information systems
Change management processes to ensure continuous
service delivery
Processes to select relevant standards and specifications,
evaluate them, monitor their implementation, check
compliance, and test their interoperability
Processes to enable co-creation and involvement of users
in the assessment and evolution of the solution
Processes to document your business processes using
commonly accepted modeling techniques and agree on
how these processes will interact to deliver the solution

We now present an example of how the various criteria
and questions were derived. We start with the first
question for the first criterion. It states:
“When designing the solution, preference was given to open
interoperability specifications.”

This question has been inserted to assess compliance
with EIF© v3, Underlying principle 2: Openness,
Recommendation 4, which states:
“Give preference to open specifications, taking due account of
the coverage of functional needs, maturity and market support,
and innovation.”

Criterion G2. Interoperability Strategies and Plans
Please indicate whether the following IOP strategies and plans
have been considered and applied during the operation of
your solution.
1 Interoperability strategy
2 Long-term preservation policy for information (especially
for information that is exchanged across borders)
3 Data quality assurance plans for base registries and
related master data
4 Security and privacy strategies (or recommendations,
guidelines, etc.) to ensure secure data exchange
5 Interoperability agreements (Interoperability Service
Agreements, Interoperability Collaboration Agreements, or
Interoperability Provider Agreements)
6 Information management strategy
7 Other IOP-related strategy/plan (please name below)

as well as Recommendation 33, which states:

Criterion G3. Interoperability Processes

Each area has a coefficient where its value needs to be
defined. Hence, there are four area coefficients, namely
a1, a2, a3, and a4. Similarly, the score of each area
equals the sum of the scores of the IQAT© criteria in that
area. Again, each criterion has a coefficient wij where its
value needs to be defined. As an example, w23 denotes
rd
nd
the coefficient of the 3 criterion within the 2 area.
Finally, the score of each criterion is based on the
answer in the relevant question (Figure 6).

“Use open specifications, where available, to ensure technical
interoperability when establishing European public services.”

The same method has been followed in all criteria and
all questions and possible answers. In addition, a table
showing the mapping between IQAT© criteria and
questions as well as EIF© v3 Recommendations has
been produced, but this is not included in this article due
to space restrictions.
IQAT© Scoring Model

The proposed scoring model is based on a simple linear
weighted model: the total IOP score equals the sum of
the scores of the four IOP areas.

Please indicate whether the following IOP processes were
considered and applied to support the operation of your
solution.
1 Procedures to constantly simplify processes and use
digital channels whenever appropriate for the delivery of
your solution, to respond in a timely manner and with high
quality to users’ requests and reduce the administrative
burden imposed on administrations, businesses, and
citizens
2 Processes for appropriately generating/collecting,
managing, sharing, protecting, and preserving data and
information (which are perceived as a public asset)

Journal of Enterprise Architecture – Volume 14, No. 1

It should be noted that the values of the coefficients
were fine-tuned during the consultations with
stakeholders and pilots were performed (a pilot example
is provided in the next section).
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Figure 6: Interoperability Scoring Model

average, performed very well in the relevant
criteria. These solutions have small room for
further improvement to become excellent.

The main rules of this model are:


The “potential IOP score” is always between 0%
and 100%.



The “IOP area score” for each and every IOP area
is always between 0% and 100%.



The “IOP criterion score” for each criterion is
always between 0% and 100%.



If H2M or M2M areas are not applicable for a
given software solution, these IOP areas do not
contribute to the overall IOP score. Thus, IOP
area coefficients are automatically readjusted,
whenever needed. This makes it possible to rank
software solutions with different configurations.



In the (theoretical) case where both H2M and
M2M areas are not applicable, the relevant
solution is considered as not interoperable (“IOP
score” is 0%), as by definition IOP implies data
and/or information exchange through human or
machine interfaces.



Very Good Potential Interoperability (75% to
89.9%): This stage includes solutions that, on

Journal of Enterprise Architecture – Volume 14, No. 1

Poor Potential Interoperability (0% to 49.9%): This
stage includes solutions that, on average,
performed poorly in the relevant criteria. The
potential IOP of these solutions is considered as
having substantial room for improvement.

IQAT©

IQAT© supports a short and comprehensive
questionnaire to collect information on the software
solution under assessment from the solution owner, in
order to automatically calculate its potential IOP score.
The tool includes one section per IOP area and one
question per IOP criterion with closed answers, and
implements the defined IOP scoring model.

The proposed IQAT© suggests a four-stage maturity
model to indicate the potential IOP maturity of a specific
software solution. The stages are:





Based on these four stages, it is suggested that every
software solution assessed as having “Very Good
Potential Interoperability” (or above) should be
considered as a candidate for inclusion in the European
Interoperability Cartography (EIC).

An important property of the proposed IOP scoring
calculation method is its flexibility: weights assigned to
each IOP area are readjusted based on the applicable
software solution’s configuration.

Excellent Potential Interoperability (90% to 100%):
This stage includes solutions that, on average,
performed excellently in the relevant criteria and
are thus considered as having excellent potential
IOP.

Fair Potential Interoperability (50% to 74.9%): This
stage includes solutions that, on average,
performed fairly in the relevant criteria. These
solutions have significant room for further
improvement.

The thresholds for each IOP stage have been fine-tuned
based on the IOP score calculated for the software
solutions involved in various pilots performed within this
research (a pilot example is presented in the next
section).

If an IOP criterion is “not applicable” in a specific
solution, this IOP criterion does not contribute to
the IOP area score. Thus, IOP criteria coefficients
are automatically readjusted for each IOP area.





The tool is implemented in Microsoft Excel without
macros in order to be easily used by any solution owner.
It consists of three front-end worksheets and two backend worksheets, as follows:
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Front-end: The worksheets “Cover”, “IOP Quick
Assessment Tool”, and “IOP Final Scores” are

© 2018 Association of Enterprise Architects

visible to the solution owner and only the cells to
be filled-in are unlocked (e.g., Figure 7).


sustainability of the tool. In fact, all IOP
parameters (weights, thresholds, etc.) are fully
configurable.

Back-end: The worksheets “IOP Parameters
Dashboard” and “IOP Calculation Dashboard” are
not visible to the solution owner. They are only for
ISA internal use and for easy maintenance and

Figure 1: Screenshot of the Tool

Figure 8: IMI Results

The Excel tool is expected to be available soon in Joinup.

Journal of Enterprise Architecture – Volume 14, No. 1
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Finally, IMI performed marginally in the area of Software
Architecture. Delving into criteria and questions, it
becomes evident that this is due to the following:

CASE STUDY
In this section we present the use of IQAT© to assess
the potential IOP of a specific trans-European solution,
namely the Internal Market Information System (IMI).
IMI is a secure online tool enabling national, regional,
and local authorities to communicate quickly and easily
with their counterparts in other EU countries, Iceland,
1
Liechtenstein, or Norway.
IMI allows public authorities to share information in
2
different ways as follows:






1-to-1 workflow: Authorities in different countries
exchange information using pre-translated
questions and answers.

The fact that certain modules have been
implemented as either components or services but
not both



The fact that no solution service has been
registered through a Service Registration Service



The fact that the solution provides neither Test
Scenarios nor Test Services



Limited documentation

All these constitute areas where there is room for further
improvement
of
IMI’s
potential
IOP.
These
recommendations were taken into consideration to
improve IMI’s potential IOP.

1-to-many workflow: An authority sends out
information to multiple recipients. For example, an
alert mechanism for service activities that might
cause serious damage to the health or safety of
people or to the environment.

CONCLUSION
This article presents the Interoperability Quick
Assessment Tool (IQAT©), which was developed to
assess the IOP of software solutions supporting public
services. IQAT© estimates the potential IOP of software
solutions by assessing compliance with EIF© v3, EIRA©
v1.0, as well as the employment of open specifications
and standards. IQAT© is based on the Interoperability
Maturity Model (IMM©) acknowledging, however, that
the IMM© assesses the actual IOP of public services
while IQAT© assesses the potential IOP of software
solutions supporting public services.

Repositories: An authority can store information in
a database inside IMI, which can then be made
accessible to all IMI users or a defined group of
users. For example, IMI is currently used for
companies licensed to transport Euro cash by
road.

IQAT© was used to assess the potential IOP of IMI. For
that purpose, an interview was conducted with the
solution owner to present the method and explain the
criteria and questions. The solution owner subsequently
answered the questions and the tool computed the IOP
scores, as shown in Figure 8.

IQAT© is based on a conceptual model that enables
deriving the four important IOP areas, namely IOP
Governance, Software Architecture, Human-to-Machine
Interface, and Machine-to-Machine Interface. For each
area, a number of criteria are defined. For each criterion,
a closed question is defined along with a small number
of answers. In addition, a simple but flexible scoring
model is introduced enabling scoring the potential IOP of
any software solution as well as ranking software
solutions even if they have different configurations.
Furthermore, we have presented an Excel file that
enables gathering answers, computing IOP scores, and
providing IOP results in terms of a spidergram. This tool
grants high accessibility, as it has complex logic
implemented seamlessly on a single Excel file and high
maintainability as all IOP parameters can be accessed
and modified easily through meaningful Dashboards.

Figure 8 provides the results in numerical and textual
form as well as in the form of a spidergram. The results
suggest that IMI performed excellently in the areas of
IOP Governance as well as Machine-to-Machine
Interface.
IMI performed well in the area of Human Interface but
there is room for improvement. By delving into the
specific criteria and answers, the solution owner may
obtain some potentially interesting information. Here, it
becomes evident that IMI is provided only as a web
application. No multiple channels are used, but this
might not be a problem for this specific solution. In
addition, IMI does not conform to any e-accessibility
specification; e.g., ISO/IEC 40500:2012.

The article finally presents the application of IQAT© to
assess the potential IOP of the Internal Market
Information System (IMI) software solution. The results
enable not only the attainment of an IOP score, but,
most importantly, identification of areas where IOP
improvements are possible.

1

http://ec.europa.eu/internal_market/iminet/_docs/training/imi_basics_en.pdf
2
http://ec.europa.eu/internal_market/iminet/about/index_en.htm#maincontentSec2
Journal of Enterprise Architecture – Volume 14, No. 1
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most of them in the private sector and holding senior positions
including R&D Portfolio Manager in a major USA IT vendor.

The expected benefits of IQAT© can be summarized as
follows:


It spots areas for improving the IOP in a given
software solution



It supports portfolio management decisions by
suggesting software solutions that could be
published in the CarTool©, by clustering solutions
with regard to IOP maturity, and by identifying
solutions that should be improved in terms of IOP



It is applicable to any software solution



It saves time and resources in the assessment of
the actual level of IOP by acting as a gateway to
it; e.g., if the IQAT© score is below a suggested
threshold it might be recommended not to invest
further efforts in assessing the actual IOP
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Technology (Knowledge Management, DSS, BI, Data
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research.
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Article
Enterprise Architecture as a Framework for Digital Transformation
in the EPC Industry
Paresh Bhaide and Rajiv Rao

Abstract
Digital Transformation has become mainstream. However, industries such as Engineering, Procurement, and
Construction (EPC) are still playing catch-up due to the highly complex environment in which they operate and the low
levels of technology adoption by various stakeholders. The core business of EPC companies involves bidding for
infrastructure projects and managing the project execution. The types of infrastructure projects typically include power
plants, railways, roads, power transmission and distribution, metals and minerals extraction, construction of buildings, and
airports. In most cases, the project sites are in remote locations where there are challenges with physical and network
connectivity. While for projects such as power plants the project site is limited to a single location, railway projects could
have multiple sites along the length of the railway line.
For successful execution of project activities, seamless exchange of information is imperative between the central offices
and the project sites. Digital technologies can play a pivotal role in ensuring the smooth execution of bidding and project
management tasks. However considering the low level of technology adoption, a framework is required to guide the
Digital Transformation for EPC companies to enable adoption of a holistic view of the business ecosystem with the ability
to address the wide gap between existing legacy technology setup in companies and today’s cutting-edge technologies.
This article explores the possibilities of using Enterprise Architecture (EA) as such a framework based on insights derived
from an actual case and highlights important guidelines to apply EA for Digital Transformation in EPC.
Keywords
Digital Transformation, Enterprise Architecture, Frameworks, EPC, Construction, Project Management
making, and better forecasting capabilities to improve
profitability and enhance productivity.

INTRODUCTION

It is thus essential to understand the unique
characteristics of each industry and the key business
drivers for that industry before embarking on a Digital
Transformation journey.

Digital Transformation Defined

An organizational transformation driven by the evolution
of newer business trends due to possibilities presented
by technology is called “Digital Transformation”. Some
such technologies are Social, Mobile, Analytics (Big
Data), and Cloud (SMAC), sense and respond, Internet
of Things (IoT), and Artificial Intelligence (AI).

The EPC Context

EPC business can be broadly classified into two stages:

Digital Transformation manifests itself in different forms
depending on the nature of the industry. For consumerdriven industries such as retail or banking, Digital
Transformation usually involves providing a superior
consumer experience, automating and optimizing
processes that support the consumer experience, and,
more significantly, leveraging digital to re-imagine
business models. However, in other industries such as
infrastructure or oil & gas, Digital Transformation drives
efficiencies through ease of access to information,
improved stakeholder interaction with partners,
suppliers, etc. using digital channels, real-time decision-

Journal of Enterprise Architecture – Volume 14, No. 1



Pre-award stage where companies explore
opportunities and respond to tenders by
submitting bids for projects



Post-award stage where companies manage
projects by performing engineering, procurement,
and construction activities

A snapshot of the activities involved in the EPC value
chain is shown in Figure 1. There are many
characteristics that are unique to the EPC industry that
should be considered for Digital Transformation. This is
explained in subsequent sections.
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• Site
selection
and land
devpt.
• Due
diligence
• Conceptual
design

• Market
research/
intelligence
• Proposal
engineering
• Bid support/
RFQ-RFP
development

• Front-end
engineering &
design (FEED)/
basic engineering
• Detailed
engineering
• Material requisition
list

• Technology
evaluation
• Tendering

• Vendor selection
• Contract
management
• Material
management

• Contractor
management
• Site erection/
completions systems

• Start-up and
commissioning

• Quality check

• Performance testing

• Supply chain
management

• Handover and final
documentation

• Field quality
assurance/
quality
control
• Inspection

• Project Controls
• Coordination and Reporting
• Invoice and Change Management
• Risk Management

Figure 1: EPC Industry Value Chain

capabilities across the value chain. As a result, it is
common to find firms entering into joint ventures with
partners to enable them to bid for projects that they may
not be able to execute on their own. This trend has
resulted in increased competition and lowered profit
margins.

Customer Profile

EPC firms have a finite customer base of primarily
governments and other large institutional customers.
They rely on repeat business from the same customers.
The nature of customer interactions also differs
significantly. In a banking or retail context, the customer
interactions are mostly transactional and are completed
within a finite time period. In the case of EPC customers,
the interactions are spread over the project lifecycle,
typically a few years, with constant back and forth
communication.
Product/Service Offerings

The products and services offered by industries such as
banking and retail have become standardized over time
thereby providing a degree of certainty to the customers
on what they can expect. EPC on the contrary deals with
execution of projects. Influenced by a number of internal
and external factors, the output of these projects is not
as concretely defined or standardized as in the case of
other industries. Customers also have to wait to realize
the value from EPC projects unlike other industries
where products or services can be readily consumed.

Figure 2: Key Stakeholders in EPC Project Management
(Source: World Bank Report [1])

Another reason for high-cost pressures and low margins
in EPC is the involvement of multiple stakeholders. A
World Bank Report [1] cites direct involvement of
multiple stakeholders during the entire duration of the
project.
In sectors such as insurance, the involvement of other
stakeholders occurs:

High-Cost Pressures and Low Margins

Executing EPC projects calls for a diverse set of
capabilities including business development, engineering
design, construction, quality, and project management.
There are only a few players who possess end-to-end
Journal of Enterprise Architecture – Volume 14, No. 1
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During the approval of a product; e.g., insurance
product
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Assessing the compliance during selling of the
products – essentially, each selling transaction is
not checked but a sample would be checked

While regulatory bodies play a key role here, there is no
direct impact on sales which are transactional in nature
with minimal involvement from other parties. However, in
the case of EPC projects, the very creation of the
product (viz. a construction) directly involves regulatory
bodies, government agencies, and utility providers.
Thus, activities of these bodies are a part of the critical
path of a project. Any slippage in the activities involving
other stakeholders leads to delays and escalation of
expenses such as interest payments and pressure on
margins.

Estimation based on historical cost data, risk data,
and pre-bid vendor commitments

Journal of Enterprise Architecture – Volume 14, No. 1

Efficient monitoring of project schedules and costs
through effective project governance using digital
technologies



Scope and contract management for early
detection of design/scope changes, reducing
damage claims, and disputes



Tracking asset utilization and maintenance
schedules of equipment



Monitoring EHS aspects at project sites

EA provides a framework to build foundational
capabilities in IT excellence and operational excellence,
and guide transformation in organizations [3]. Further,
®
EA frameworks, such as the TOGAF standard, provide
iterative
approaches
encompassing
business,
application, information, and technology architecture
domains, making EA the framework of choice to drive IT
transformation in EPC companies. EA has already
evolved from a “technology-driven” to a “business

The ability of EPC companies to submit competitive bids
is crucial in growing the business. Companies should
focus on building capabilities in the following areas:




Frameworks for planning Digital Transformation, such as
the Digital Capability Framework [2], highlight IT
excellence, transformation capability, and a basic level
of operational excellence as pre-requisites. Operational
excellence is linked to IT excellence. Unless there is a
fair level of IT infrastructure, it is difficult to capture the
information required to measure the relevant operational
parameters.

Effectiveness of Bidding Process

The right pricing of a bid through:

The right contractual clauses with customers,
partners/vendors, and other stakeholders – this
can be aided by an historically acquired
knowledge base in addition to having the right
setup to track contractual terms

Frameworks for Digital Transformation

According to the World Bank Report [1] on the EPC
industry, the key focus areas for companies should be
addressing the challenges faced during:





EA AS THE FRAMEWORK FOR DIGITAL
TRANSFORMATION IN THE EPC INDUSTRY

Digital Transformation in the EPC Context

Post-award – improve efficiencies during project
execution

The right billing/financial milestones that tie down
vendor payment to customer receivables

To address these challenges, EPC companies require a
combination of foundational and innovative technology
capabilities. Thus, it has become imperative to enhance
basic IT capabilities as well as increase digital
enablement to keep pace with the market and
competition.

It is evident that improving efficiencies during the bidding
and project execution stages across the business
ecosystem is the major driver for profitability in EPC
companies. This is over and above other drivers such as
customer experience or product/service differentiation.
While the effectiveness of the bidding process has an
impact on business growth and expected profit,
efficiency during project execution has implications
largely on actual profit and financial performance.





The ability of EPC companies to ensure timely
completion of projects within budgets is critical for
financial stability and sustained profitability. Companies
should focus on the following operational efficiencies:

Although low margins and cost pressures are universal,
EPC companies operate in an environment where
stakes are high, resulting in even higher cost pressures.
A single project with cost and time overruns could have
an adverse effect on the financial stability and the very
existence of the company. Similarly, Environment,
Health, and Safety (EHS) is very important for an EPC
company as it could determine future business
prospects. Any safety or environmental mishap can
create a negative reputation that could be difficult to
overcome.

Pre-award – ensure submission of a competitive
bid

Pre-Qualification (PQ) repository and knowledge
base

Efficiency in Project Execution

Commercial, Legal, and Other Aspects
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outcome-driven” discipline [4]. However, EA is also a
potential framework to drive Digital Transformation which
is integral to business strategy. The way forward to
achieve this is to extend the “Enterprise” in EA into the
Digital Business Ecosystem.



The digital era demands keeping pace with
technologies and new possibilities for business.
Hence, while developing the architecture domains,
due diligence of the business and technology
trends in the market is required. Applying a
parallel two-stream approach – Foundational EA
and Vanguard EA – to address the wide gap
between as-is and to-be in EPC is beneficial. A
snapshot of the trends in the EPC industry along
with potential digital opportunities is shown in
Figure 3.



In order to address the wide technology gap
between as-is and to-be, the right strategy should
be applied while selecting the solution so that
EPC companies can fast-track new technology
adoption where feasible. An evaluation of a
“COTS-based” (Commercial Off-The-Shelf
products or packaged software) approach versus
“custom-build” approach needs to be carried out.
For example, a digitally-enabled COTS product for
standardized functionality such as HR or supply
chain speeds up the adoption of mobility and
analytics. Thus, the use of a custom-build
approach can be restricted only to those business
capabilities that are differentiators for the
organization.



Lastly, the world of digital brings associated
security and data privacy challenges. It is
necessary that the required foundational policies
and procedures are in place before the technology
rollout. Due analysis of each solution component
should be carried out and corresponding
guidelines should be identified as part of the
Transformation Planning exercise.

However, EA needs to evolve to address the challenges
of the digital arena. This is covered in detail in
subsequent sections.
Adopting EA for Digital Transformation

The TOGAF standard is one of the most widelyaccepted EA frameworks in the industry. While applying
the TOGAF Architecture Development Method (ADM)
[5], the following considerations should enable the needs
of Digital Transformation to be addressed:


In each phase of the ADM, due consideration
should be given to the business ecosystem and its
implications. For EPC, extending the business
ecosystem implies identifying opportunities for
operational excellence by leveraging technologies
for collaboration with customers and partners.



Collaboration with remotely located stakeholders
(staff at project sites) and external stakeholders
also demands the right information architecture
across the business ecosystem. A study of
various information assets, their consolidation,
and standardization is key to successful Digital
Transformation. Because EPC projects have long
durations, rolling out any information architecture
initiatives requires careful consideration of their
impact on running projects. The desirable
outcomes include improved operational efficiency
and the availability of the right information during
the pre-award stage that results in business
growth.

Trend/Change Driver
Mobility

Potential Digital Opportunities

Mobile applications enable EPC professionals to
execute a growing range of tasks anywhere and
anytime:



Leverage mobility for field activities such as progress
reporting, quality inspection, EHS, etc.



Mobile apps that work offline and sync data back to
servers when network is available



Accessing job cost and other project reports



Sharing drawings, photos, and other project
documents



Virtual bookshelf solutions for project sites for
employees to view documents on handheld devices



Submitting daily field reports





Processing service work orders

Mobile initiatives help achieve holistic project
governance



Completing punch lists



Tracking equipment and inventory



Accepting materials at the job site

Journal of Enterprise Architecture – Volume 14, No. 1
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Trend/Change Driver
Analytics

Cloud

Potential Digital Opportunities



EPC companies are capturing data with great
granularity, including vendor transactions, field
reports, change orders, and client interactions



AI-based search engines for mining the enterprise
knowledge repository and retrieving tacit information
required for projects



Forward-thinking EPC companies can use
analytics to gain competitive edge





Analytics can provide EPC companies with
insight for decision support – provided
companies ask the right questions, maintain
the right data sources, and use the right
statistical tools to interpret answers

Project reports and dashboards for different
stakeholders – project managers, senior management,
regulators, etc.



Commercial and financial modeling – to measure
profitability, dynamic modeling based on “what-if”
scenarios



Leverage cloud model – Software as a Service (SaaS) –
for enhanced stakeholder interaction while also
reducing IT expenses



APIs for integration between cloud-based and onpremise systems



Better sharing of information within the ecosystem aids
project governance

The most advantageous aspect of cloud computing
for EPC companies is its ability to connect the site
with the office at optimal cost and in a quicker
timeframe:


Better insight to sites



Enable transfer of more timely and accurate
site-to-office information



Empower managers with the information they
need to keep projects on track



Create a centralized hub for project documents
in the cloud to provide employees, subcontractors, and clients with the ability to share
and retrieve the latest project information

Figure 3: Digital Trends and Opportunities for the EPC Industry

these challenges, the company chose EA as the
framework.

CASE IN POINT
This section explains a case in point where EA was used
as a framework for Digital Transformation for a large
Indian EPC company.

Because during the preliminary assessment a wide gap
between as-is and to-be became evident, two parallel
streams were started, as illustrated in Figure 4:

The company’s growth strategy entailed rapid
diversification into different business segments and
geographies while streamlining costs and optimizing
cash flows. However, inefficiencies in legacy business
processes were affecting project execution timelines and
hindering growth. The result was ineffective schedules
and cost control leading to cost and time overruns.
Further, extensive customization and lack of integration
between core systems led to increased technology
complexity. The result was a complex technology
landscape with high lead times for technology adoption
by employees across offices and remote project sites. In
order to achieve the business aspirations, the company
had to improve the efficiency of its core and support
functions.

Foundational EA stream to address capability
gaps in foundational areas such as finance,
project control, and supply chain



Vanguard EA stream to harness digital
technologies – SMAC and IoT – to improve
efficiencies and increase technology adoption

To start with, the Vanguard EA stream started with an
exhaustive due diligence of various trends in the industry
to identify potential opportunities applicable for the
organization. The entire ecosystem of the organization
encompassing the customers, core enterprise, and the
extended enterprise (suppliers, government agencies,
sub-contractors, etc.) was analyzed. The trends were
thus identified and their implications played back through
stakeholder workshops to draw insights and identify
opportunities for digital enablement.

Initiatives harnessing digital technologies were viewed
as key to improving efficiencies. However, the company
also lacked many foundational capabilities without which
the desired outcomes were not possible. To address

Journal of Enterprise Architecture – Volume 14, No. 1
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From the analysis, the team identified digital
opportunities in the areas of mobility, analytics, cloud,
and AI such as:


applications could be migrated to the cloud. The
initiatives to set up policies and procedures such as
BYOD were also included as part of the roadmap to
pave the way for a safe technology adoption.

Mobility strategy & Bring Your Own Device
(BYOD)



AI-based search engines for mining knowledge
repository



Enterprise collaboration platform for knowledge
sharing and workforce engagement



Project and enterprise-level reporting and
dashboards

A parallel stream and collaborative approach helped to
speed up the blue printing of Digital Transformation and
also to come up with a roadmap that addressed the
move from low IT adoption to digital.
A lean EA practice was established to oversee the
governance aspects during implementation of the
initiative called “Technology Watch”, to track and
evaluate digital trends and opportunities on an ongoing
basis. This was an important mandate for the EA
practice.

The Foundational EA stream, in parallel, used traditional
EA approaches such as value chain and business
capability models for gap analysis. This stream was also
responsible for understanding the details of the as-is
setup at the organization to identify challenges that it
could identify in accelerating digital enablement. Based
on this analysis, initiatives were identified to address
capability gaps in areas such as project control, supply
chain, finance, and HR. A balance of COTS-based and
custom-build approaches was adopted. The custombuild approach was taken to move forward in areas
where the organization had unique differentiators such
as quality control and EHS.
The final set of recommendations and a prioritized IT
roadmap were reached by merging the findings from
both streams. The collaborative analysis led to crosspollination of ideas leading to more initiatives. For
example, building functionality into mobile and web apps
required integration with back-end systems through an
Enterprise Service Bus (ESB) which was a foundational
capability.

Figure 4: Adopting EA for Digital Transformation in EPC

An overview of the assessment phases, approach taken
for each phase, along with key outcomes and
deliverables is described in Figure 5.

Similarly, analysis of the technology architecture by the
Foundational EA team revealed that some on-premise
Phase

Approach Taken and Key Outcomes

Deliverables

Architecture
Visioning

The initial three to four weeks focused on extensive stakeholder interaction to
understand business pain areas and aspirations. The exercise spanned stakeholders
across the EPC value chain including business units (power plants, railways,
transmission and distribution, urban infrastructure such as buildings, airports, etc.),
enabling services (engineering and design, supply chain, construction services, and
project management), and corporate functions (finance, HR, health and safety, etc.).
The intent of this phase was to:

Business Objectives and
Requirements
Baseline Architecture
Description



Facilitate the articulation of a business vision that is acceptable for the
organization



Develop an understanding of the current state EA



Gather as many fine-grained requirements as possible, which at a later point in
the assessment would help to identify potential opportunities and solutions to
maximize business benefit
Thus, almost 30+ meetings were held with 50+ business stakeholders during this
phase. A representative example of stakeholders interviewed included C-level
executives, their direct reports and the project managers of a major project from each
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Phase

Approach Taken and Key Outcomes

Deliverables

business unit, and IT SMEs
The key outcomes from this phase were:

Architecture
Definition



A horizon of five years for the roadmap was mutually agreed



Business imperatives – these were derived by analyzing the pain points
gathered during the stakeholder workshops, and were centered around the
following points:



Cost reduction/optimization due to non-availability of required data



Increase efficiency to execute projects faster and help undertake larger
projects



Maximizing cash flows by adopting the right mechanisms to manage the
interdependencies arising from contractual obligations with vendors and
customers

Since the EA discipline was not very mature, a detailed business architecture had to
be defined. One of the outcomes of the stakeholder interactions was an agreement
on the value chain for the enterprise (a view provided in Figure 1). A mapping of IT
enablement for each of the capabilities in the value chain was also done. A
Red/Amber/Green (RAG) color code heat map was used to indicate if a capability
was non-existent and had to be acquired (Red), or the existing capability needed
enhancement (Amber), or the existing capability was sufficient (Green). For example:


During the bidding and estimation stage in business development, PQ
management was a challenge as the bid manager did not have the information
readily available to conduct a PQ assessment; this included information such
as experience from previous EPC projects, prospective partners, vendors, or
sub-contractors for tie-ups in order to submit a competitive bid – this capability
was given a Red color code

Architecture Principles
EPC Value Chain and
Business Capabilities
(200+ detailed business
capabilities)
Gap Analysis – Heat Maps
Future State Application and
Information Architecture



During the engineering and design phase, there were challenges in managing
the workflow and approvals during proposal engineering (bidding), basic and
detailed engineering, procurement engineering (vendor/sub-contractor
drawings), and review engineering; since a COTS application was being rolled
out to address these gaps at the time of assessment, the capability was given
an Amber color code
The business architecture at a detailed capability level 3 was defined. The business
capability maps turned out to be one of the key deliverables that the customer
appreciated as it provided them a single view of their organization and also formed
the basis of their business process standardization exercise.
Before embarking on the other architecture domains, a set of guiding architecture
principles was agreed. Some of the key principles were to leverage existing
investment, a cloud-first approach, ease of integration, and a judicious mix of COTS
products and custom-build applications. Custom-build was preferred where a
particular capability provided a competitive advantage that a COTS product could not
offer.
The Architecture Definition is primarily governed by selection of the right set of
applications and ensuring that the right system becomes the custodian of a particular
information entity (e.g., Enterprise Resource Planning (ERP) holds the master list of
project codes, cost objects, etc. and this data is distributed to other consuming
applications such as project planning, scheduling, and cost control system, etc.;
similarly, a vendor is first registered in the vendor registration system and, on
approval, the vendor information is propagated to the ERP system). Hence, the
Architecture Definition focused mainly on the application and information architecture.
The technology architecture was primarily governed by specifications provided by the
selected applications. However, broad guidance on infrastructure sizing parameters
was provided.
Transformation

As part of the exercise, more than 30 initiatives were identified and a five-year
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Phase

Approach Taken and Key Outcomes

Planning

transformation roadmap was created.
initiatives
Since the technology adoption in the organization was at a nascent stage and the gap 5-year Digital
to be addressed vis à vis market pressure was quite high, a two-pronged approach
Transformation Roadmap
was chosen for Transformation Planning – strengthen the foundation capabilities
while keeping in sight the latest technologies.
The sequencing and prioritization of the initiatives involved:

Vanguard EA

Deliverables



A parameter-based approach to weigh the implementation risk and business
benefit of a particular initiative



Analyzing interdependencies among the initiatives for proper sequencing; for
example, a Business Process Reengineering (BPR) exercise was
recommended to address challenges in the ERP system – this exercise had to
be completed before implementing other initiatives that were tightly coupled
with the ERP system such as project schedule and cost control, Supply Chain
Management (SCM) tools, etc.



Logical grouping of initiatives into themes to help make portfolio management
during implementation easier; for example:



Initiatives such as supplier lifecycle management, strategic sourcing, and
procurement contracts were grouped under the SCM theme



Similarly, initiatives such as cost budgeting, schedule and cost control, and
contract and claims management were grouped under the Project Control
theme

While the TOGAF ADM was adopted for addressing the foundational aspects of EA,
Industry trends and change
the team realized the need for a different approach to harness emerging digital
drivers
technologies (SMAC, IoT) and identify digital solutions for building capabilities that
could provide a competitive advantage in an otherwise traditional industry. The
Vanguard EA team started by analyzing industry trends and change drivers in the
EPC sector. Digital initiatives undertaken by EPC companies worldwide were studied.
The stakeholder workshops conducted during the Architecture Visioning phase were
used as the forum to brainstorm potential digital solutions by mapping the trends to
business pain points.
For example, effective knowledge management was a key pain point. Social
collaboration has emerged as a key trend in EPC not just within the organization but
also across the extended ecosystem (joint venture partners, vendors, etc.) for
effective knowledge management. There were many social collaboration platforms
available in the market, but in order to maximize usage and sustain interest in the
platform, a gradual transition was needed. Before a full-scale rollout of the platform
the following initiatives were deemed necessary:


A fully-functional portal that provides various self-service capabilities such as
access to Human Resources Management System (HRMS) functionality,
content management, etc. that integrates with the platform



To support usage of mobile devices including BYOD, but at the same time
ensuring security, implementing Mobile Device Management/Mobile Access
Management (MDM/MAM) solutions for mobile device enrollment, security and
retirement, and also for mobile app security and distribution
The initiatives identified from the Vanguard EA stream were included in the Digital
Transformation roadmap along with other foundational initiatives and sequenced
according to their dependency on foundational capabilities.
However, to expedite progress on the digital path, tactical solutions were
recommended in the interim so that the organization prepares itself in parallel for
digital adoption. For example, exposing specific functionality such as quick status
reporting from site via mobile, and use of an open source data virtualization tool until
the capability to leverage analytics is developed within the organization.
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Phase

Approach Taken and Key Outcomes

Deliverables

Architecture
Governance

The following artifacts that were delivered as part of the EA roadmap exercise
became part of the architecture repository and, thus, formed the basis for
governance:

Architecture Governance
Guidelines



Architecture Principles



Architecture Viewpoints – Application and Data Architecture



Guidance on Technology Architecture


Roadmap with sequence of initiatives with justification for the sequence
Apart from this, a detailed approach was provided on Architecture Governance to be
followed during the implementation phase. This covered:


The organization structure such as Architecture Review Board, its position in
the larger transformation



Objective for the Architecture Governance in the context of the organization



Building blocks for governance, such as tools and processes to be followed



Indicative metrics, best practices, and stakeholder communication guidelines

Figure 5: Applying EA as a Framework for Digital Transformation in a Real Industry Scenario
Outcomes

CONCLUSION

By adopting EA as the framework for Digital
Transformation, the company was able to achieve a
number of outcomes:


The EA approach with dual focus helped the
organization to create a blueprint to guide Digital
Transformation by addressing the foundational
capability gaps while also leveraging digital
technologies to create a sustainable competitive
advantage



A common view of the business ecosystem
agreed by all stakeholders provided a reference
business architecture in the absence of any
readily-available business/ecosystem reference
architectures for the EPC industry



The organization engaged business stakeholders
and forged relationships to enhance the reputation
of the EA practice; various approaches included
stakeholder interviews, identification of
foundational pain areas, and innovation
workshops to discuss ideas, gather insights, and
identify opportunities for digital enablement



Digital initiatives using mobile and cloud-based
technologies were proposed to increase digital
adoption, especially among employees working in
remote project site locations



The EA practice evolved to include dedicated
focus for tracking and evaluating digital trends, as
well as Vanguard EA activities
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This article explores the application of EA as the
framework for Digital Transformation in the EPC industry
with the help of a case study. The EA practice in EPC
companies needs to evolve, giving new emphasis to
digital enablement while continuing to address
foundational IT challenges. The focus of Digital
Transformation should be to increase efficiencies across
the EPC value chain. Enterprise Architects can use new
approaches and modeling techniques for digital needs
and continue with traditional approaches for foundational
capabilities. EA practice within EPC companies should
also start to play a more pro-active role. It needs to keep
track of the latest trends and map them to the needs of
the organization, and secure stakeholder buy-in to
realize these opportunities.
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Article
Building Intelligent Capabilities for Sustainable Advantage
Sharma Madiraju

Abstract
Enterprises need to make clear choices and investments in Artificial Intelligence (AI) technologies to gain short-term to
long-term business benefits. However, the challenge for both business and technology executives is to look beyond the
maze of products in the current market and develop AI-enabled technology capabilities aligned with the long-term
business strategies. We provide insights into emerging patterns in AI adoption, discuss various patterns for better
competitive position, and recommend an approach to build intelligent capabilities, through strategic architecture, to gain
sustainable advantage.
Keywords
Artificial Intelligence (AI), Intelligent Capabilities, Operational Excellence, Strategic Positioning, Strategic Architecture
While most of the above technologies offer benefits,
enterprises need to make clear choices and investments
in relevant technologies to gain short-term to long-term
business benefits. However, the challenge here for both
business and technology executives is to look beyond
the maze of products and develop AI-enabled
technology capabilities aligned with the long-term
business strategies.

INTRODUCTION
After several decades of effort, Artificial Intelligence (AI)
is becoming a mainstream technology. The adoption of
AI technologies by industry sectors such as supply
chain, retail, and finance has been gathering
momentum. According to CIO (Lake, 2017), the revenue
generated by AI companies during the next three years
is expected to be five times the estimated current
revenue, $8 billion in 2016. The ability to capture and
store large amounts of data, better computing power,
easy access to AI packages, and advancement of
machine learning algorithms are significant contributors
to the introduction of a large wave of new products over
the last five years.

This article describes emerging patterns in AI adoption,
discusses various patterns for better competitive
position, and recommends an approach to build
intelligent capabilities, through strategic architecture, to
gain sustainable advantage.
APPROACHES TO AI ADOPTION IN AN
ORGANIZATION

The term “Artificial Intelligence” includes a plethora of
technologies from Robotic Process Automation (RPA) to
deep learning, text-to-speech to computer vision, and big
®
data to analytics. Currently, Google (DeepMind™),
®
®
IBM (IBM Watson™), Microsoft (Azure™ Machine
Learning), and Amazon (Amazon AI) are the leading
vendors of AI products and platforms. These vendors
also provide a wide range of products and services. For
example, Google has at least three offerings: AI plugins,
Application Programming Interface (API)-based and AI,
and Deep Learning platform-as-a-service. These and
several other vendors also offer broad-based and
domain-specific
product
offerings.
Significant
investments are being made by organizations to build
capabilities either by developing internally or through
acquisitions. McKinsey (Bughin, 2017) estimates current
investment in AI technologies is between $26 billion and
$39 billion in 2016, a threefold increase in the last three
years.
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It is evident that AI can be embedded into several
business capabilities of an organization and can deliver
various benefits ranging from user experience
enhancements, productivity improvements, to value
generation. Senior leaders must make the right
investments in AI-enabled business capabilities to
prepare the organization for the future, without getting
caught in the recent hype surrounding AI. These leaders
should ensure these capabilities offer a better
competitive position and pay continuous dividends in the
long term. Building the capabilities hosted by an
appropriate Enterprise Architecture foundation is an
ideal way to make sure that AI will be organic to the
organization and will further its aims, not simply be an
add-on in reaction to a current popular technology wave.
Based on the current AI product and service offerings in
the industry and the way organizations are adapting AI
capabilities, four possible patterns have emerged for AI
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Business (Siloed) Capabilities

adoption. Implementing each pattern offers some
benefits and paves the path towards building better
business capabilities. Figure 1 depicts the four patterns
with the intended capabilities and varied levels of
benefits.

From time to time, organizations are keen to build
business solutions specific to solving a particular
business problem or related to a specific business unit.
For example, supply chain organizations may use
analytics to predict the delivery time as part of last-mile
delivery within the range of half-an-hour to minimize
missed deliveries (returns); banks may deliver
capabilities to handle credit card fraud and identify credit
card transaction anomalies. These capabilities can
improve the way the business is being conducted and
minimize inefficiencies within a business function.
However, these critical business capabilities are often
built in isolation and lack enterprise-wide perspective
and usage. These initiatives are usually funded by
individual business units within their allocated budget.
Hence the usage and wider benefits are often
overlooked by the enterprise.
Core Capabilities

Organizations need to identify core capabilities, aligned
with the broader business strategy. These capabilities
are specific to the organization and can deliver
enterprise-wide benefits. Organizations can deliver the
capabilities by identifying, developing, and deploying a
combination of machine learning, automation, and deep
learning systems, using a structured approach. The
effectiveness of the enterprise AI systems depends on
using the right data sets for training and decisionmaking. Therefore, it is critical to understand and
articulate what data is required, how data is captured,
pooled, and shared, and how it is utilized to train the AI
systems supporting the enterprise core capabilities.
Building core capabilities requires strategic thinking and
is both resource-intensive and time-consuming. At the
same time, the intended benefits are significant in the
long run. A structured enterprise-wide approach based
on core capabilities – i.e., an Enterprise Architecturebased analysis – has the potential to create competitive
advantage for organizations.

Figure 1: Four Patterns of AI Adaption
Productivity Enablers

Existing mundane and simple business processes are
automated using Robotic Process Automation (RPA) to
minimize human intervention and improve cycle time.
Some of the examples include: automating the IT service
ticket management process in an IT organization; or
automating the process of sending emails across the
pre-delivery and post-delivery phases of the value chain
in a logistics organization. These capabilities are geared
to deliver productivity gains.
User Experience Enhancers

Several AI products exist in the market that can be
deployed in organizations to enhance user experience
for both internal users and external customers. These
products can assist with adding a new User Interface
(UI) to an existing channel or improving the experience
of an existing channel. A UI using a Chatbot or speechto-text tool can enable users to interact online at their
convenience to get their queries answered by the
backend systems. Similarly, a police officer on the road
can pull out the history of a car and the driver by pointing
a hand-held rugged device at a car number plate. A
bank can provide an audible report to a customer of his
financial summary using text-to-speech tools. There are
several examples of enhancing the user experience
using AI and machine learning.
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Organizations like Amazon and Google are great
examples of building enterprise core capabilities.
However, not every organization has a similar need nor
the necessary financial appetite to build such
capabilities. Nonetheless, every organization should
think of building core capabilities based on its business
strategy.
SOURCES OF SUSTAINABLE ADVANTAGE
Based on the nature of benefits, the patterns referenced
previously are broadly divided into two categories:
capabilities that deliver Operational Effectiveness (OE)
and capabilities that offer Strategic Position against the
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competition. Figure 2 depicts the four patterns mapped
into the two categories.

intelligence into core capabilities is critical for mature
businesses. These businesses have already made
significant investments into existing business capabilities
and currently, enjoy superior market position by
delivering the expected value to their customers.
However, these enterprises need to adopt changes to
their operating model, leadership thinking, and the
existing system landscape to maintain their current
market position into the future. The urgency to change is
more important for larger, mature businesses with a
system landscape that is highly fragmented and marred
with point solutions. Such businesses need to take
drastic measures and build a necessary strategic
foundation to compete with newer, smaller, and agile
enterprises that are well prepared for the AI-enabled
future.

OE (Porter, 1996) assists an organization by providing
better value at a lower cost. OE is critical for
organizations; however, it can be achieved by
implementing best practices, hence it is easier to imitate
for other organizations. Whereas, strategic positioning is
about conducting activities differently or conducting
different activities. Strategic positioning will be the
source of competitive advantage.
Adopting AI through productivity enablers and user
experience enhancers does not require much effort
relative to core capabilities, as they use Commercial OffThe-Shelf (COTS) and generic or cross-industry
solutions. Hence, rolling out these capabilities offers
both productivity gains and user experience
enhancements reasonably quickly with small budgets.
However, building these capabilities will achieve OE for
the organization. While OE is necessary for
organizations, as quoted by Michael Porter, it is not
sufficient to achieve sustainable advantage. Established
enterprises in mature industries should start AI adoption
with achieving OE.

Strategic
Positioning

Operational
Effectiveness

Table 1: Example Operational and Strategic Business
Capabilities in a Logistics Organization
Type

Capabilities

Benefits

Productivity
Enablers

Order processing (RPA),
help desk automation
(knowledge management)

Low

User
Experience
Enhancers

Multi-channels (Chatbot,
speech-to-text),
pre-delivery experience
(messaging automation)

Medium

Business
Capabilities

Supply chain event
Medium
management (pattern
matching and decisionmaking), predictive delivery
(prediction)

Core
Capabilities

A set of intelligent business High
capabilities, using AI in
(long-term)
congruence with IoT, and
big data, enabling seamless
information sharing and
effective decision-making

LEARNING FROM THE PAST
It is widely accepted that AI is a major disruptive force
since the introduction of the Internet and is expected to
bring significant changes to the way we work in the
future. Business leaders and IT executives were facing a
similar situation in the early 2000s with the evolution of
Internet technologies. The challenge for executives at
that time was to adapt to new business models by
investing in appropriate evolving technical capabilities.
That required significant new investments and
realignment of existing business models by embedding
Internet technologies.

Figure 2: Sources of Strategic Position

Investing in business (siloed) solutions, at least in the
short term, improves productivity along with some level
of differentiation. Building enterprise-wide core
capabilities, which demand realignment of the
organization’s operating model, leadership commitment,
and continued investment, promises a higher level of
differentiation over a longer period. Hence, these
intelligent capabilities provide a sustainable strategic
position against competition.

Some early adopters within the financial industry, such
as banks, rolled out basic content management systems
to provide product information and marketing material to

Table 1 provides a typical list of operational and strategic
business capabilities across four AI patterns that can be
built within a matured logistics organization. Embedding
Journal of Enterprise Architecture – Volume 14, No. 1
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customers. They also provided some level of self-service
functionality such as updating customer details through
forms. These capabilities delivered the organizations
with improved productivity and an overall user
experience. These capabilities delivered OE.

and external data streams. An API or micro servicesbased platform can assist with collecting the data from
various sources and storing in the data pool.

Other financial institutions with multiple business units
took a holistic approach by implementing enterprise-wide
customer-centric and/or product-centric strategies. They
implemented core capabilities such as master data, data
and process integration, customer self-service, and
security. These capabilities successfully delivered a 360
degree customer view, boundaryless information flows,
and seamless access to information. These capabilities
enabled excellent customer self-service functionality to
their wide variety of products and services from multiple
business units and also faster on-boarding of new
products and services. Core capabilities built by the
organizations prepared them to enjoy long-term benefits
due to a better strategic position over their competition.

Figure 3: Strategic Architecture of an Organization

Organizations providing similar functions without building
customer master data and integrating core systems
together ran the risk of siloed systems with poor
customer experience, a disparate and complex IT
landscape, and ineffective use of customer data.

It is critical to understand the required data elements for
AI systems to function. The effectiveness and the
accuracy of the AI systems depend on using appropriate
data elements and the quality of the data elements
respectively. Building required data sets is critical for AI
systems to perform decision-making, classification, or
prediction activities. The number of data sets and the
size of the each data set increases as new AI systems
are added and existing AI systems continue to learn.
The interconnected AI systems constantly monitor the
environment and respond in real time in response to any
enterprise events.

Therefore, it is imperative for business leaders to define
a strategic architecture with an enterprise-wide approach
if they want to use AI as an enabler and build the
required core capabilities progressively.
DEVELOPING STRATEGIC ARCHITECTURE
In the coming years, AI is expected to change current
business models and introduce new ones. Established
organizations, therefore, should delve into their business
strategy and consider three to four key enterprise-wide
capabilities that can provide significant differentiation.
Business leaders should identify opportunities to embed
intelligence into capabilities using AI technologies, and
implementing these intelligent capabilities in a cohesive
manner requires a well-defined strategic architecture
foundation. The strategic architecture describes core
building blocks and the relationships between the
building blocks to realize the intelligent capabilities.
Given that building intelligence relies heavily on
enterprise data, strategic architecture must address what
data is required, how data is captured, pooled, and
shared, and how data is utilized by the deep learning
and prediction systems delivering the enterprise core
capabilities.

The building blocks functioning in congruence can
deliver core capabilities with built-in intelligence. These
capabilities assist organizations with building new
products and adding new product features easier and
faster. Such a group of intelligent capabilities together
provides core competency (Hamel & Prahalad, 1996) for
an organization with a real differentiation, leading to a
sustainable advantage.
Delivering enterprise-wide intelligent capabilities, by
realizing the strategic architecture, requires significant
investment in running cross-functional teams, up-skilling
the business and technical workforce, and training the
enterprise-specific deep learning systems with a multiyear plan.
Nonetheless, the concerted approach to
intelligent capabilities has numerous benefits:

Figure 3 provides a sample strategic architecture of an
organization. Organizations receive or generate
voluminous amounts of data on a daily basis. However,
the data is seldom collected and used effectively. Some
of the data sources include: business services, sensory
network, Internet of Things (IoT), internal data streams,
Journal of Enterprise Architecture – Volume 14, No. 1
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Empowers with real-time complex decision-making
and prediction
Avoids fragmented system landscape by adopting
enterprise-wide platforms
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skills and resources required to build relevant intelligent
capabilities.

Enables effective use of valuable enterprise data
across the organization
Promotes reuse resulting in better business and
technical agility
Provides a consolidated view of investment
prioritization

Despite the lack of readiness to implement the strategic
foundation, organizations can embark on an incremental
journey towards implementing the strategic architecture.
Firstly, identify and implement the OE initiatives:
productivity enablers, and user experience enhancers.
The OE initiatives are usually the low-hanging fruits,
which are easier to implement and require minimum
investment. These initiatives can be funded and
implemented through an enterprise-wide innovation
program. Secondly, understand various enterprisespecific data elements useful to build intelligence and
implement efficient mechanisms to capture and easily
share the data across the organization. These
mechanisms include building components like APIs,
micro services, distributed messaging, and distributed
file systems. Organizations can leverage any in-flight or
future integration and business intelligence projects to
build these components. Thirdly, address the skills gaps
required to build intelligent capabilities gradually through
appropriate training in data-driven programming and
data science. In some cases, the skill gap can be
addressed by engaging external consultants to provide
the necessary skills rather than building in-house.
Finally, choose a technology platform that is capable of
hosting future AI systems. There are multiple
commercial and open source platforms to choose from
depending on the complexity of the intended core
capabilities.

HOW TO DRIVE THE ADAPTION
Organizations must act swiftly and redefine the business
strategy with AI as a key enabler for long-term success.
Subsequently, leaders should develop a long-term plan
to define and implement an enterprise-specific strategic
architecture with built-in intelligent capabilities. Such a
long-term plan must include, at least, four critical
components for the successful implementation.








Cross-Functional Team
Set up a cross-functional team responsible for
identifying and implementing core capabilities. The
team should consist of business strategists, domain
experts, IT strategists, and Enterprise Architects
and data scientists.
Revised Target Operating Model
The cross-functional team develops/realigns the
target operating model with the business strategy
by introducing intelligent capabilities. A detailed
technology strategy and a strategic architecture
roadmap should be developed to identify and build
core systems and features. The strategic
architecture roadmap encompasses all intelligent
capabilities: productivity enablers, user experience
enhancers, and core capabilities.
Effective Governance
The success of realizing the strategic architecture
roadmap requires large investments over multiple
years. This can only be achieved with leadership
commitment. A governance team consisting of
senior business leaders along with senior IT
executives should prioritize, fund, monitor, and track
the initiatives effectively.
Skills Development
Developing intelligence capabilities requires
different thinking and skills that are not currently
available within the organization. Invest in training
to up-skill developers, architects, business analysts,
subject matter experts in design thinking, data
science, and advanced process management.

CONCLUSION
In summary, Artificial Intelligence transforms the way in
which businesses will operate in the coming years.
Business leaders, along with technology leaders, must
realign their business strategy and define an appropriate
strategic architecture foundation to deliver enterprisewide intelligent capabilities. Building the intelligent
capabilities requires significant leadership commitment
and resources; however, it is certain to deliver
sustainable advantage.
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Building intelligent capabilities through the strategic
architecture foundation require significant resources and
also advanced skills. Not every organization is ready to
build a similar foundation, nor capable of making larger
investments to build these capabilities even if it wants to.
Nonetheless, developing a strategic architecture
roadmap creates necessary awareness (Wijegunaratne
& Madiraju, 2016) within the organization and identifies
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Article
Reference Architecture Development and Utility for an Enterprise
Explored within the Secure (Classified) Mobile Communications Application
Jamieson Gump, Thomas Mazzuchi, Shahram Sarkani

Abstract
A wide range of architecture frameworks (DoDAF, etc.) have been developed and provide utility by encouraging a
common format for developing solution architectures for a wide range of mission areas. Reference Architectures (RAs) “sit
between” these frameworks and solution architectures and provide for domain-specific guidance that both aides
implementers and supports improved interoperability for an enterprise. Research on the secure (classified) mobile
communications has yielded an RA, and this RA serves as an exemplar for other researchers and provides a pathfinder
for future acquisition strategies. Acquisition of capabilities is achieved through the development of requirements and
possibly the mandating of development of architecture products (DoDAF views, etc.), but rarely have acquirers leveraged
the utility of RAs. These RAs would be developed by the enterprise owners and provided to the integrator along with enduser requirements to provide benefits explored in this research and presented in this article.
Keywords
Architecture, Reference Architecture (RA), Mobile, Secure, Commercial Solutions for Classified (CSfC)
a US Government (USG) user discussing national
security
information,
USG
communications’
professionals can put the latest communications
technology from industry in the hands of the critical
users now. An architecture for the development of these
capabilities can further reduce development times and
ensure that proper safeguards are implemented in these
communications systems. This begins with secure
phones for communications on the move, but novel
applications such as secure communications for USG
embassies worldwide or secure banking terminals are
just some of the transformational capabilities that can be
achieved using CSfC technology. The early adopters
helped refine the RA, but the future solution integrators
can benefit from the RA (Figure 1).

INTRODUCTION
Research on a generalized architecture framework for
secure mobile communications using commercial
technology was required to address an emerging
capability championed by the National Security Agency
(NSA). As this is an emerging capability to support the
most critical level of communications, there is early
“open source” direction from NSA, but there is no
comprehensive
architecture
to
support
the
implementation of solutions.
The research objectives included developing this
architecture using systems engineering methods and
incorporating a wide range of supporting technologies. A
review of the literature for both the enabling technologies
as well as published literature on solutions and relevant
issues surrounding secure mobile was accomplished.
The architecture framework was developed, verified, and
validated using a systems engineering approach
supported by case studies collected from early adopters
of this strategy for secure mobile communications. We
developed a validation tool to demonstrate a cross-walk
between the selected hardware in a composed solution
and the direction from NSA (recommended CSfC
Components List).

RESEARCH METHODOLOGY
The research methodology is summarized as:
1.
2.
3.
4.

The appropriate level of detail for the secure mobile
architecture was explored and the utility of an RA for an
enterprise was proposed.

The threat from an intercept of US-critical
communications is real. The NSA has developed a
strategy for the development of secure communication
built entirely on commercial technology. Whether the
user is a banker communicating critical financial data or
Journal of Enterprise Architecture – Volume 14, No. 1

Literature Review
Development of an Initial Architecture
Case Study Validation (and Refinement)
Final Proposed Architecture

An initial architectural framework was developed that
expands on the work from NSA to support the broader
systems engineering requirements to realize a field-able
solution. The architecture is not able to be used by the
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current, early adopters, but must wait for the architecture
to be developed and leveraged by future implementers.
Early Adopters - supported
Case
Studies
Architecture
Development
(Current)
Solution
Fielded
Research
Architectures
Capability

changing with both the emerging Information Technology
(IT) markets and the growing threat. These threats will
drive product development in technologies such as
hardware root of trust and other enabling technologies
that can be leveraged by CSfC applications.

Policy

Commercial Mobile Communications
Initial Architecture

Case Studies
Reference
Architecture

Secure Mobile
Reference
Architecture
(Contribution)

Leverage Massive Consumer Market
“Not to Scale”
Commercial Market – Billions of units
(and associated R&D)
Secure Market – Thousands of units

Refined Reference Architecture

Classified (or Highly Secure)

Integration w/ RA
(Future)
Solution

Products

Legacy

COTS Based

(Gov Dev)

Architecture

Research Focus
Industry

Field Capability
(more quickly w/less issues)

Architectures
COTS Integration

Figure 1: Early Adopters Support RA Development

Systems Engineering

The architecture framework supports the full range of
secure mobile using CSfC with limited support for
tactical applications as these solutions have a wide
range of variability to address the tactical environment.
Integration with the dozens of tactical communications
systems is the predominant challenge. Both the USG
and industry solutions requiring highly secure
communications can implement these solutions.

Figure 2: Research Focus

Becher et al. (2011) provides a thorough review of the
threats with smartphones. The NSA has expertise in this
field, and they most likely considered these threats when
designing the CSfC program. These threats can be
countered by the CSfC architecture coupled with a
comprehensive information assurance strategy when
composing solutions. The threats discussed within this
article can be viewed in conjunction with end-user
requirements to develop a solution that is both effective
for the end-user and provides robust security for the
threats of today as well as the emerging threat vectors.
Again, the research does not discuss details of NSA
threat and risk: this area of research was specifically
avoided.

LITERATURE REVIEW
A literature review for an architecture for commercial
secure mobile communications involves an industry that
is rapidly changing with a wide range of technologies
required. This wide range of technologies is required by
NSA to implement a highly secure mobile solution, and
this literature review includes a review of the most critical
of these technologies, addresses published USG
strategies, and supports the architecture to realize an
operational capability for a wide range of end-users.
These users span from tactical users in the field to the
most senior leaders. The recognition by the USG that
their investment in these technologies cannot compare
to the massive investments being made in the
commercial sector has led to a strategy to leverage
these technologies to achieve capabilities and evolve
over time with the continuous advances in this field. The
literature review focuses on the union of critical
developments in a limited range of disciplines (Figure 2).

US Government Programs Supporting Mobility

As discussed, the USG recognizes that the commercial
firms working mobile solutions for the standard
commercial markets are leading USG technology in this
field, and there is an operational need to leverage these
advanced technologies. Three critical USG programs
enable the development of these capabilities. The
foundational program is to ensure cyber security using
the Risk Management Framework (RMF); mandated by
the Department of Defense (DoD), this program
leverages work by the National Institute of Standards
(NIST) that addresses security for the whole of the USG.
The National Information Assurance Partnership (NIAP)
is a partnership between USG and industry to encourage
industry to build cyber security within commercial

Threats to Mobile

With the expansion of mobile technology and the
emerging cyber threat, an understanding of the threats
and mitigation strategies is critical for secure (classified)
communications. These technologies are rapidly
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(Architecture for COTS
Secure Mobile
Communications)

Commercial
Encryption
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products. Finally, the CSfC programs address secure
communications using commercial IT (Figure 3). The
normally secretive NSA needs industry participation so
program
details
are
fully
shared;
however,
implementation risk reports are only shared with USG
users to support accreditation.

(SIPRNet) or Homeland Security Data Network (HSDN),
etc. – classified email.
NSA developed an early pilot (Fishbowl) in 2010 that
proved the approach. Over the past five years, the pilot
has been operationalized, and the core NSA architecture
has matured as described in the CSfC literature.
A methodical, standards-based treatment of the problem
can yield improved cyber resilience, and integrators are
encouraged to consider additional security mechanisms.
In particular, systems engineering standards that
address a standard systems engineering methodology
integrated with security systems engineering (Evans et
al., 2010) can provide an excellent framework for
developing a strategy to layer in additional security
features in the implemented solution.

Commercial Solutions for Classified (CSfC)
NIAPP Protection Profiles (Vendor Products)
NIST Risk Management Framework (RMF) – All Systems

Figure 3: Three Layers of Standards
National Information Assurance Partnership Program
(NIAPP)

Houck (2011) presented an overview of the NIAPP at the
Information Security and Privacy Advisory Board
(ISPAB). The NIAPP process is more fully described at
the USG website (www.niap-ccevs.org/pp).

Rasmussen (2012) discussed the emerging CSfC
program to include the history and motivating factors.
The author included a brief discussion of the policies
lagging behind the implementations.

The NIAPP process encourages vendors to implement
security mechanisms in products and conduct testing
prior to product release. The cost is a burden on the
developers, but these security requirements can be
mandated for USG acquisitions and encouraged for
commercial deployments. The philosophy is greater
security for the US IT infrastructure.

As an example; can a Top Secret phone be used in a
Top Secret facility as standard mobile cell phones are
not allowed? Rasmussen noted the process for
application vetting lagging behind the networking,
hardware, and other aspects of the end-user
implementations. Rasmussen made a clear case for the
needs for these technologies and provided an “insider’s”
perspective.

The policy for NIAPP is contained within the Committee
on National Security Systems (CNSS) Instruction No. 11
(2013).

Suder et al. (2015) recommended that a business model
be developed to encourage vendors to participate in the
CSfC program. A vendor is required to use NIAPPapproved devices and then follow up with a CSfC
process with NSA. The vendors must make the
investment to receive these “certifications”, and many
are not willing to make this investment. Thus, the
authors recommend a business model that would
capture Return-on-Investment (ROI) for vendors.

National Institute of Standards and Technology (NIST)

The DoD Certification and Accreditation (C&A) process,
now referred to as RMF, leveraged NIST standards.
RMF is required for all DoD programs making these
NIST standards important for the implementation of a
complete solution.
NIST created the NIST Special Publication (SP) 800-53:
Recommended Security Controls for Federal Information
Systems and Organizations to establish a standardized
set of information security controls for use within the US
Federal Government. CNSS Instruction No. 1253 (2012)
is a companion to the NIST standard.

CSfC solutions recommend a layered strategy to
achieve greater security. These layers should include
diverse implementations such that a single failure of a
device would not yield a compromise (belt and braces).
Martinez and Haverkos (2015) developed a formal risk
model that attempts to develop a mathematical model to
determine overall system risk with a layered solution.
Their work was specifically accomplished to study CSfC
architectures as proposed by NSA.

Commercial Solutions for Classified Program (CSfC)
1

The CSfC website is the "official" CSfC website for the
NSA to distribute program information. In addition, they
ask that USG officials implementing secure solutions
reach out to the NSA for additional documentation. In
particular, the risk assessments are classified and need
to be distributed on a Secure Internet Protocol Network

1

INITIAL ARCHITECTURE
The initial architecture was a simplified construct for
detailing all the components and interfaces required to
support a secure mobile solution built on commercial
technology (Figure 4). This was first presented at a
conference in 2014 (Gump, 2014), but was refined

www.nsa.gov/ia/programs/csfc_program.
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Case Study Characteristics

through additional research and case study validation
and presented fully in this article.

As discussed, the CSfC approach is new, and only a few
projects have been completed. Nearly all of the early
capabilities were selected as case studies. The case
study questionnaire was given to the lead engineer or
program manager who had the greatest understanding
of the architecture developed using the CSfC strategy.
The case studies ranged from a large enterprise
deployment to smaller specialized deployments (Figure
5). Tactical applications with unique requirements were
not selected. The deployments are within DoD and the
Department of Homeland Security (DHS). Other
agencies are planning to use the DoD or DHS initial
deployments for secure mobile communications. The
DHS effort is lagging behind DoD. These initial capability
providers meet regularly to discuss issues with these
deployments and access is available through various
contacts and through technical forums. The NSA
requires all programs and projects implementing CSfC
solutions to register with them so there is an awareness
of all ongoing development activities within the
community. Clearly, there could be foreign or domestic
Research and Development (R&D) activities that are
ongoing and were not considered as case study
candidates.

Enterprise Benefits
Architecture Framework
Enterprise Requirements/Policy
(Priority, WIFI in a SCIF, etc)

User Experience

End User
Device

Transport

Landing
Zone

Enterprise
Services

Landing
Zone

Enterprise
Services

Phone-toPhone
Transport

Interoperability

Legacy Systems
End User
Device

CSfC APL

NSA

CSfC APL
NIAP
Risk Management Framework (RMF) – SCRM, etc
Commercial Off the Shelf (COTS) Integration
Extensions

Figure 4: Initial Architecture

CASE STUDY
Case studies provide additional validation and provide
additional details to “flesh out” the initial architecture.
The case study research provided additional insight into
the potential utility of an RA for a particular aspect of a
complex enterprise (an Enterprise of Enterprise). For
example, there are envisioned to be several secure
mobile implementations across the Government and an
RA could guide each of these integration activities.
Case Study Questionnaire

The case study questionnaire was developed leveraging
the work done by another researcher working on an
architecture framework (Davis et al., 2012). The
questionnaire addressed aspects of the anticipated
architecture to aide future projects in developing secure
mobile solutions. A spreadsheet for the questionnaire
was chosen to facilitate quantitative analysis of
responses (although limited). The first tab of the Excel
workbook provides an overview for the responders. The
questions were grouped in the following way:



Figure 5: Focus Areas for Case Studies

Organizations supporting this case study research were
provided a questionnaire and responses were collected.
The enterprise solution is a “commodity” phone that the
Defense Information Services Agency (DISA) has
developed and is fielding to the largest number of users.

Sheet 1: Instructions – this provided an overview
of the research and provides high-level information
Sheet 2: Questions – Secure Mobile Survey:
— Section A: Tell me about you
— Section B: Capability overview
— Section C: Specific questions (architecture) –
this section follows the structure of the
architecture envisioned
— Section D: Development perspective
— Section E: Missing questions – catch all

Journal of Enterprise Architecture – Volume 14, No. 1

DoD Mobility Classified Capability (DMCC) is an
enterprise service providing classified mobile access to
the SIPRNet. DMCC devices are portals to the classified
networks; there is no Data at Rest (DaR). DMCC
leverages commercial technology and products to the
greatest extent possible while allowing access to
SIPRNet email and secure voice communications via a
secure Voice over Internet Protocol (VoIP) capability.
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Bringing these capabilities to a mobile device allows
mission partners greater flexibility in secure
2
communications.

the technology. Use within a secure facility is still not
understood. Use of a TS/SCI device outside an SCI
Facility (SCIF) is still not understood. Use of Wi-Fi in a
SCIF for classified is also not well understood. Draft
policy documents can be created early in the
development and coordinated with proper officials to
establish policy for proper use of these devices. In
addition, policy issues can be elevated to higher
headquarters resolution.

The other organizations are smaller and wish to extend
their communications to the mobile edge. These early
adopters are critical organizations with robust
communications teams. In the future, there is envisioned
to be a wider set of users, and more of the routine users
will have this capability. No permission was granted to
include any specific details of the organizations or their
users. The DISA deployment has been shared with the
media, thus this specific solution has been referenced.
The case study responses were aligned with the
architecture framework to verify the architecture and at
times the architecture was adjusted to accommodate
details from the case study responses.

Usability Features not Fully Explored

One button dialing or other ease-of-use feature
important to end-users, but limited work was
accomplished to integrate these capabilities. An enduser perspective and associated templates should be
included and encouraged in the architecture.
DaR Solutions Immature

LESSONS LEARNED (ISSUES) FROM CASE
STUDIES

Solutions are immature so DaR is not being
incorporated. Applications like Outlook Web Application
(OWA) are not as capable as the apps (applications that
provide a richer email experience). Again, this relates to
the end-user experience. DaR solutions involve
additional techniques such as encryption of the device’s
memory and are often not explored, but the end-user
experience could be enhanced through a DaR solution.

The architecture evolved over time to incorporate
additional details required to fully address all the aspects
of a secure mobile solution. The case studies added
additional details with the final architecture being a
derivative of the DoDAF architecture.
Below is a summary of the select issues observed and
associated lessons learned and resolution into the final
architecture.

Transport (Cellular and Wi-Fi) Options Still Limited

Most solutions include Wi-Fi and cellular, but only one at
a time (not simple automated transition). Often
commercial cellular is accomplished over a MIFI hotspot
via direct use of cellular. Security advantages drive
solutions that include a MIFI requirement.

Development Timelines May be Longer than Expected

The best observed timeline (from the case study
research) is seven months, yet often it can take a year to
integrate and field capability. When working, the project
schedule should plan for a year of development,
integration, and test at the minimum unless an
aggressive timeline is well planned, and appropriate
resources are dedicated.

User Authentication Not Optimal

Password, passphrases, and Personal Identification
Numbers (PINs) – no biometrics have been employed
that could improve on usability. Again, include a Concept
of Operations (CONOPs) or related view that clearly
demonstrates end-user issues.

Phased Capability May be Required

End-users may want everything (voice, video, and data
at the Top Secret (TS)/Special Compartmented
Information (SCI) level), but a phased rollout of
capabilities over time may be more practical or
achievable. The Project Viewpoint supports a view with a
phased rollout by capability (was added to the standard
template).

Risk Assessments on Solutions Lacking

Implementers often just used NSA risk assessments and
did little additional work on risk. There are a wide range
of risks to the secure mobile phone solutions that should
be explored and risk mitigation strategies adopted for
deployed solutions. Architecture products should include
a robust risk management process to ensure risks (from
threats such as communications collection) are
incorporated. This should include exploring supply chain
risks.

Policy for Use Issues

Firm policy is under consideration, but devices are
expected to be treated as unclassified while powered off
and classified secret (or higher) when powered and
connected (logged into) the network. Policy is lagging

Vendor Support for CSfC Products Required

Some vendors are reluctant to support certain products
that require a more complete CSfC solution – secure

2

Retrieved December 30, 2015 from: www.disa.mil/enterpriseservices/mobility/dmcc/secret.
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Capability Provider

Video Teleconferencing (VTC), secure data access, and
DaR areas in particular. Often ongoing dialog with
vendors is required to encourage them to invest in the
development (or modification of existing) products.

This is the organization responsible for providing
solution to the mobile user (the eventual user of
mobile solution). The capability provider should keep
end-user needs and requirements in mind, but often
end-user needs to be consulted.

Voice Quality Varies Greatly

Voice quality over a CSfC solution is dependent on a
variety of factors, but the most critical is the backhaul
network
(reliable
cell,
commercial
Satellite
Communication (SATCOM) with high bandwidth, etc.).
Plan on implementing with the most capability backhaul
for the highest voice quality in the composed solution.

Cyber Secure
(RMF Standard)

Capability
Provider

the
the
the
the

Delivers to … Mobile User

Integration of the Mobile Device with Client Apps

The integration of the mobile devices with the client
applications (Virtual Private Network (VPN), VoIP, etc.)
can be full of pitfalls. It is best to put the vendors
together to see if they can work something out between
them for best integration.

Enterprise Owner(s)

Authorizing Officials (AOs) Not Experienced with CSfC
Secure Mobile
(CSfC Standards)

There are often delays with accreditation of the solution
due to AOs’ inexperience with CSfC. Work early in the
development process with the AOs and their staff to
ensure they understand what is involved with CSfC
solutions. If required, get with NSA to help explain CSfC
to the AO.

Systems
Engineer
All COTS

Enterprise Services
(Voice, Video, Info
Services)
Enterprise Data

Figure 6: DoDAF-Based Secure Mobile Architecture
Mobile User

This is the end-user that will want a simple-to-use, highly
capable solution that can be operated in any
environment. Many of these perspectives can be readily
anticipated, but some require early and ongoing
interaction with the mobile user. The mobile user is
concerned about the capability viewpoint and operational
viewpoints.

REFINED MOBILE ARCHITECTURE
The RA for Mobile Security is built on the successful
CSfC program from NSA. The framework extends the
CSfC guidelines for an RA that is fully implementable. At
a high level, the standard DoDAF viewpoints are evident
with additional details that provide for the secure mobile
user perspective (Figure 6). The detailed templates for
each are provided in Appendix A.

Project Manager

This stakeholder is responsible for the project
completion and has the Project Viewpoint as a focus
area within the architecture.

For each of the views, only specific views from those
required under DoDAF are selected as recommended
views to capture the requirements for secure mobile.
These views are drafted as templates and provided in
Appendix A. The architecture details are provided in the
templates for users to update for the range of
applications and use with their respective architecture
and systems engineering activities.

Systems Engineer (and Architect)

The systems engineer is concerned with the entire
process and architecture with a focus on a systems
viewpoint and for the architect (all views).
All Commercial-Off-The-Shelf (COTS)

Cyber Secure

This is a reminder that these solutions must draw on
COTS hardware and software, and this is a critical
constraint for the systems engineering of a composed
solution.

All systems need to be cyber secure based on the
criticality of the information system and the data being
protected during transmission. A secure mobile solution
supporting classified communications needs a robust
cyber security solution in accordance with NSA direction
within CSfC and RMF. Cyber security can be
accomplished through an integration of a number of
standards and additional systems engineering to extend
and strengthen the fielded capability.
Journal of Enterprise Architecture – Volume 14, No. 1

Project
Manager

Architect

Enterprise Owner (External to the Solution)

The mobile solution is the edge of the solution boundary
and involves the extension of an enterprise solution (and
service such as voice, video, and data) to the mobile
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edge. Often enterprise owners can identify services
using a service viewpoint description.

a solution and implement without thinking through or
investing in a more generalized RA for the broader
community’s use.

Secure Mobile (CSfC Standards)

Development (and Maintenance) of the RA

These standards are critical enablers for the capability
and are highlighted within the construct.

An organization charged with management of an
enterprise would recognize the utility (above) and
develop and maintain the RA for community application.

REFERENCE ARCHITECTURE UTILITY EXPLORED
One risk factor in development of an RA is to drift too far
in either direction (as depicted in Figure 7). An RA that is
too high-level and does nothing to aid the integrator or
improve interoperability needs to be brought back in line.
In a similar way moving to too far “down” would overly
constrain the solution space and the integrator would not
be free to innovate and produce the optimal solution.
With the rapid changes in commercial technology this is
even more critical and this balance must be carefully
weighed when developing the RA. The entity responsible
for the RA from “cradle to grave” can ensure this optimal
level and working with the full range of stakeholders can
achieve this outcome. Acquirers must seek out and
incorporate these RAs and embrace the RA construct for
them to be effective.

End-User of the RA

The stakeholder responsible for a single implementation,
leveraging the RA, would apply the RA tailored for the
particular application. Recommendations for the
changes to the RA would be provided to the developer of
the RA. For contracted development activities the use of
the RA can be levied on the developer. A test of the
utility of the RA would be adoption of the pattern without
a hard contractual requirement.
Expanded Use of COTS Drives Greater Need for RAs

Development of large IT systems with complex
integration of multiple COTS components drives the
utility of RAs for integrators. The greater the complexity
of the integration the greater the need for an RA to aide
integrators.
Proliferation of COTS Vender-Unique “Special Features”
Beyond Industry Standards

COTS vendors will often develop systems in
conformance with industry standards, but will add
custom vendor features that go beyond the standard to
secure product differentiation and secure greater sales.
RAs can address these issues with non-standard
features and make recommendations for implementation
to optimize design choices and ensure interoperability
across common enterprise solution elements.
Government Standards

Just two decades ago, much of the Government
acquisition process was driven by Government
standards. Currently, limited use of Government
standards is recommended with commercial standards
and best industry practices leading the way. An RA can
be viewed as a Government standard and care must be
taken to limit the application of these RAs and within the
development of the RA to limit the constraining of the
solution space for future developers/integrators. The RA
should minimally constrain and include only guidance
that provides utility to the integrator or aides in systems
interoperability as required in the mission space. To
implement a mobile solution fully, the minimum
standards are required and do not constrain the solution
space, but instead ensure a secure mobile solution is
implemented, minimally constrained ultimately for a
secure solution. Putting this all together; the Government

Figure 7: Simplified Architecture Hierarchy
Recognition of Utility

When first developing a capability a design element or
component will be recognized as having multiple
instantiations within an enterprise. For an example, the
secure mobile landing zone is envisioned to be
developed by multiple stakeholders within the enterprise
and the solution is complex enough that a pattern would
have utility for integrators. Another reason for developing
an RA is to improve interoperability of system
components. For example, if an RA were developed for
Government Wi-Fi then a wide range of users could
roam across a range of Government Wi-Fi deployments.
Note that a single solution integrator would not be
motivated to develop an RA, but would instead develop
Journal of Enterprise Architecture – Volume 14, No. 1
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standards guide the capability provider in product
selection and allow for efficient capability integration
(Figure 8).

Government/
Enterprise
Guidance
Reference
Architectures
(if Available)
Protection
Profiles
Capability
Packages

communications due to improved features at a reduced
cost. Strategies for improved VoIP performance over
cellular are required as the vast majority of voice calls
are handled by a voice circuits over cellular networks.

Capability
Provider

Product
Vendor

Networking

Solution
Requirements

1. NIAP Validated
2. NIAP and on the CCL
3. Other

Strategies for routing black (encrypted) traffic over
disperate USG networks to include airborne
communications networks are required. Research is
required to ensure traffic can be routed reliably and
networks can appear to effectively transit traffic over a
wide range of networks traversing a wide range of
transport paths and with each network being managed
by different organizations.

Technical
Select
RAs
Technical
Pattern
Pattern

Selection

Technical
Pattern
Select
Products
Technical
Pattern

COTS
Products

Collection
Collection

Mobile Cloud Services

Integrate
(and Configure)

STIGs (IA)

Figure 8: RAs in Support of Secure Mobile

Research on secure mobile clouds for classified data is
required to support a wide range of mobile users.
Applications for mobile cloud services exist for standard
users, but unique challenges exist for classified traffic
and research is required to secure these cloud services.

FUTURE RESEARCH

Security Monitoring

Future areas of research identified in this effort are listed
below.

Security monitoring strategies from Intrusion Detection
Systems (IDS) to firewalls and improved router
technologies; there is a wide range of security
appliances that can be applied to composed solutions.
The research in this domain is predominantly vendor
research on improved products and features. Integrators
must be aware of the emerging capabilities and leverage
these appliances to yield the most secure
implementation at the lowest cost.

GOTS

RMF
(maintain)

Operate

Threats to Mobile

Threats to mobile technology is a rich area for further
research. These secure mobile solutions should be
viewed as targets for collection as they are protecting
classified communications. Each node and component
of the architecture could be compromised by a
sophisticated adversary. Understanding the evolving
threat and conducting research on new techniques is a
critical area for future research. These threats and
associated system vulnerabilities should be protected to
ensure these vulnerabilities are not readily exploited by
adversaries before proper mitigation strategies are
implemented.

Cryptography

As advances in compute technology will render this
generation’s encryption obsolete, consistent research is
required to ensure communications are secure into the
future. A higher number of bits, in general, is more
secure, but new technology can enhance the security of
a cryptographic algorithm. The work in this area is often
accomplished within USG labs and agencies, but there
is a growing demand in the commercial sector to protect
against an increasingly sophisticated threat.

Public Key Infrastructure (PKI)

PKI is managed by each enterprise as the trust of the
certification authority is critical to the integrity of the
implementation. Research into architectures for crossfederated PKI is needed to allow for a trusted bridge
across PKI federations. Research on architectures for
secure key storage (soft keys) or mechanisms for
hardware-based certificates that are supported by Near
Field Communication (NFC) or other advanced
techniques is required.

Mobile and Legal Issues (and Privacy)

Lawful intercept and communications monitoring
techniques are an area for additional research, but these
must be constrained by the ethical and legal issues
surrounding the application of these technologies/
approaches. This research would be focused within a
strict policy framework and is often accomplished in the
USG domain as they are the users of these techniques
and are best able to deal with the policy and legal issues
surrounding this work.

VoIP Secure Calls

Research on improved VoIP security or VoIP
functionality to support secure calls is required. Switched
telephony has been steadily replaced by VoIP for fixed
Journal of Enterprise Architecture – Volume 14, No. 1
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APPENDIX A: REFERENCE ARCHITECTURE FOR SECURE (CLASSIFIED) MOBILE

All Viewpoint
Project visions, goals, objectives, plans, activities, events, conditions,
measures, effects (outcomes), and produced objects.
AV-1: Executive Summary
Architectural Description Identification - IDs the Architectural Description effort name, the architect, and the organization
developing the Architectural Description. It also includes assumptions and constraints, identifies the approving authority
and the completion date, and records the level of effort required to develop the Architectural Description.
Scope - Identifies the Viewpoints, DoDAF-described Models, and Fit-for-Purpose Views that have been selected and
developed. The AV-1 should address the temporal nature of the Architectural Description, such as the time frame covered,
whether by specific years or by designations such as "current", "target", or transitional. Scope also identifies the
organizational entities and timelines that fall within the scope of the Architectural Description.
Purpose and perspective - Purpose, what it will demonstrate, the types of analyses that will be applied to it, who is
expected to perform the analysis, what decisions are expected to be made based of each form of analysis, who is expected
to make those decisions, and what actions are expected to result. The perspective from which the Architectural Description
is developed is identified.
Context - Describes the setting in which an Architectural Description exists. Context includes such things as: mission,
doctrine, relevant goals and vision statements, concepts of operation, scenarios, information assurance context (e.g., types
of system or service data to be protected, such as classified or sensitive but unclassified, and expected information threat
environment), other threats and environmental conditions, and geographical areas addressed, where applicable. Context
also identifies authoritative sources for the standards, rules, criteria, and conventions that are used in the architecture. Any
linkages to parallel architecture efforts should be identified.
Status - Describes the status of the architecture at the time of publication or development of the AV-1 (which might
precede the architectural development itself). Status refers to creation, validation and assurance activities.
Tools and File Formats Used - Identifies the tool suite used to develop the Architectural Description and file names and
formats for the Architectural Models if appropriate.
Assumptions and Constraints.
Architecture development schedule including start date, development milestones, date completed, and other key dates.
DODAF 2.02 Standard
Further details can be reflected in the Project Viewpoint.
All Viewpoint
AV-2: Glossary
Terms

Definitions of all ontic terms used in an architectural description.
Definition

Secure Mobile Architecture Framework

Journal of Enterprise Architecture – Volume 14, No. 1

45

3

© 2018 Association of Enterprise Architects

Capability Viewpoint
CV-1: Capability Effects
1) Mobile Operations
1. Voice , 2. Video and 3. Info
2) Operational Availability
1.
High Speed Throughput
2.
Communications Diversity
3.
Priority Communications
3) Operational Management
1.
End-User Device Management
2.
Transport Management
3.
Landing Zone Management
4) Connectivity (Transport)
WIFI/Cell, Gov/Commercial
5) Protection
1.
Secure (Encrypted)
2.
Cyber

The overall vision for transformational endeavors, which provides a
strategic context for the capabilities described and a high-level scope.

Attributes help define the solution
Attributes
Accessibility
Accuracy
Affordability
Agility
Availability
Capacity
Coherence
Completeness
Coverage
Endurability

Capability Viewpoint
CV-2: Capability Hierarchies

Flexibility
Foresight
Interoperability (Net Ready)
Management and Control
Protection and Emissions
Quality Attributes
Security/Encryption
Survivability/Restorability
Technology Insertion
Timeliness

DODAF 2.02 Standard
All the capabilities that are referenced throughout one or more
architectural descriptions. (Hierarchy)

Secure Mobile Access to:
Communication Services (see SvcV-1 Services)
(ID level of security – Secret, TS, etc)
Interoperability Requirements related to services (what other phones can be reached, etc)
Access at the Following Locations:
Office, Home, Auto, Air, CONUS and/or OCONUS, etc – should be defined
End-user Device (EUD) Constraints:
Form Factor - Phone, Tablet, PC, etc
Features – battery life, one button dial, etc
Assumes an expectation of the latest technology …
Cost Constraints
Operate During Commercial Service Disruptions (assuming commercial is being used) – example
during an earth quake the cell services is degraded, is the capability to continue operating a
requirement? [would require a priority service]

Note: If capabilities are phased in, add a CV-3

Secure Mobile Architecture Framework
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Services (Secure)
Voice
Video (VTC and streaming)
Data (email and information Services)

… at these locations
Operating Locations
Ground Perm (Office and Home
Ground Temporary (Travel Site & Temp Office)
Ground Mobile (Ground, Maritime, Other)
Airborne (Fixed and Rotary Wing Aircraft)

… gives you these capabilities

Capabilities
Command, Control and Coordination
Situation Awareness
Enterprise Communications (voice and email)
Mission Support/Logistics

4
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Data and Info Viewpoint
DIV-1:Conceptual Information
Data and Info Viewpoint
DIV-2: Data Requirements Model
Data and Info Viewpoint
DIV-3: Data Implementation

Information needs.

Data requirements.
The physical implementation of data elements.

Data needs and views are required for
mature mobile solutions only
Don’t consider email as data
(it’s an enterprise service)

Enterprise
Data

Identify Mobile Data Needs
and Enterprise Sources

Joint Information Environment (JIE) from DOD

Mobile Data Required
Phone Directory
Weather Data
…

Enterprise Source
Location on Enterprise Server – URL mail.smil.mil, etc
Weather Server

Secure Mobile Architecture Framework
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Operational Viewpoint
OV-1: Operational Concept

End User Device(s)

The operational concept.

Extending Enterprise Services to the Mobile Edge

or
Note: Unclassified
Hotspot?
calls not supported
Operational Viewpoint
OV-4: Organizational Relationships

Transport

Note: Priority access over cell not working yet
Black (Encrypted)
Transport
Remember Transport impacts reliability and voice quality.

Work to: Deny Threat Access

Enterprise Services

1) Voice
2) Video (VTC)
3) Data (email and
information services)

Organizational context, roles, and other relationships among
organizations.

MACP Roles/Stakeholders (augment with your organizations roles)
National Security Agency (NSA)/Capability Package Authors
Customer (for the MACP)/Capability Provider
Security Administer
Certificate Authority Administrator (CAA)
Auditor
Solution Integrator (if the customer does not integrate the solution)
End User (of the mobile device) – ID all end users for the particular solution
Transport Providers (Government and Commercial)
Classified Service Providers (Voice, Video and Data)

Operational Viewpoint
OV-6a: Operational Rules

CSfC Strategy
Developer
Mobile
Phone
User

Transpor
Mobile tCapability
Provider
Integrator

Enterprise
Owner

Rules that constrain operational activities.

Operational Rules
Potential Impact
Loss of Controlled Cryptographic Items (CCI) Investigation required and other actions …
“Security and Privacy Controls for Federal
Ensure controls are implemented in the
Information Systems
composed solution.
and Organizations”
Op. Rules Reduce Risk>

Mitigation Strategies
Employ CSfC
Robust cybersecurity program. (IAW RMF)

Cross-check with system rules and staff draft
rules to secure support early
Secure Mobile Architecture Framework
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Project Viewpoint
PV-1: Projects & Organizations

Factors to Consider:
1.
2.
3.

The dependency relationships between the organizations and
projects and the organizational structures needed to manage a
portfolio of projects.

Integration with fixed existing infrastructure should be included (there are often issues with integration.
Integrate change agents into the effort to facilitate migration to the new tech./ease transition
Include life cycle funding and secure complete funding before starting effort
DODAF 2.02 Standard

Example
Project Viewpoint
PV-2: Project Schedules

A schedule of activities and their resources with the key
milestones and dependencies.

Involve Government, Integrators and entire team for effective project management
General Schedule Flow: Design System, Acquire Commercial Technology, Integrate, Initial Accreditation for testing, Test,
Field and Accredit final system (sustainment planning is usually included, but full lifecycle sched. is not required)
Plan for schedule delays when integrating products that are less mature and need more integration time
RMF(Cyber Assurance) needs to be planned early to field capability in the shortest time (long pole)
Complete develop timelines may take one year to implement – be realistic with schedules
Consider phasing in capabilities over time – start with voice only, move to email etc., Secret and then TS, etc
DODAF 2.02 Standard

Factors to Consider:
1.
2.
3.
4.
5.

Example
Secure Mobile Architecture Framework
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Services Viewpoint
SvcV-1 Services
Services Viewpoint
SvcV-3a Services & Systems

Services, service items, and their interconnections.

Relationships among or between systems and services in a given
architectural description.

Transport
Communications
Services
Priority Services

Description
Commercial or Government Provide Communications
(Cellular, WIFI, SATCOM, etc
Priority over commercial cell and WIFI (Government
priority mechanisms should be integrated into the
service)
Transport Security Security specific to the transport mechanism (example
Services
LTE encryption, WIFI WPA2, etc) With WIFI should deploy
WIDS.
End-User Mobile
Device
Access to
Enterprise Svcs
Mobile Security
Services

Transport
Call/Gateway
Services

Description
VOIP Calls Connect thru Landing Zone
Call Managers, Network Gateway
Services
Termination of 2 layers of security
(both must use AES256 encryption),
Security Appliances/Services – IDS,
Firewalls, etc

Security Services

Enterprise (and
other enterprise)
Voice, Video and
Info Services
(Secret, to TS and
Higher)
Security Services

Description
Standard Enterprise services to
include applications classified at
various levels
Standard IT Security IAW RMF for
Fixed enterprise services

Security Services not just the minimum required by NSA!

Description
VOIP, VTC and Email Ap,
Browser and other Aps
Phone Hardened, Certificates,
2 Security Layers

End User Mobile
Device
Access to
Enterprise
Security

Transport

Landing Zone
Call
Services/
Gateway
Security

Comms
Priority
Security

Enterprise

“Other” Enterprise

Voice
Video
Info
Security

Voice
Video
Info
Security

Solution Boundary
Don’t forget focus on end- user:
Remember Usability (“one-button” dial, biometrics?, phone directory services , DaR for improved email
Services Viewpoint
Measures of services for interesting periods of activity.
SvcV-7 Service Measures
Quality Measures

Requirement

Voice Quality
Video Quality

PESQ or MOS value of X.
EVQ, etc

Services Viewpoint
SvcV-9 Service Technologies & Skills
•
•
•
•
•

“ilities”

Requirement

Reliability, etc
Availability

99.999 (five 9s)
Coverage Maps (TBD)

Emerging resources, standards, and skills that planners expect to be
available for future service development.

Forecasting technology readiness against time.
HR Trends Analysis.
Recruitment Planning.
Planning technology insertion.
Input to options analysis

Service
Mobile Access to Enterprise
Mobile Security
Priority Services
Landing Zone Security
External Info Services

Trends
Improved APS
Over-the-Air Provisioning, Hardening Tech, NFC Credentials
Priority over commercial cell and WIFI
Improved Intrusion Detection System (IDS), Firewalls, etc
Voice – Cross Domain Solutions, VTC on the move (compression), info Services

Secure Mobile Architecture Framework
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Article
Enterprise Information Architecture Patterns for Government
Rute Lemos and André Vasconcelos

Abstract
By using patterns organizations use proven practice solutions for recurring problems in a given context. Enterprise
Information Architecture (EIA) is the basis from which information is shared and utilized in an organization. Designing a
solid information structure contributes to business sustainability and provides a competitive advantage, stressing the
strategic importance of information activities for business and governments in pursuing a Digital Transformation path. This
article proposes a method to generate an EIA Patterns Catalog, in order to support the creation of future EIA projects. The
proposed five-phase approach to generate patterns involves:


The selection of Enterprise Information Architecture documents with similar context



The comparison between them using an iterative process with weighted similarity rules



The generation of the pattern



The classification of the resource as a pattern or anti-pattern



The documentation of resource patterns or anti-patterns in a catalog

The approach is applied to the National Enterprise Architecture initiative of the Portuguese Government.
Keywords
Enterprise Information Architecture (EIA), Pattern, Information Entity (IE), Pattern Documentation, Catalog, Government
existing architectures needed for any organization’s EIA
(Fowler 2002; Reinolds 2015).

INTRODUCTION
Nowadays, Enterprise Information Architecture (EIA) has
become very important for business sustainability and
competitive advantage. According to Godinez et al.
(1993), firms of all dimensions search for practical ways
to create business value by using information and
correlating insights to be able to predict outcomes. This
information era poses unique challenges, such as how to
make information quickly and easily accessible to people
and processes that need it, and, at the same time, how
to protect and secure that information and mitigate risks
inherent to business decision-making (Godinez et al.
1993).

Within the Portuguese Government context there is a
lack of specific methodologies for improving and
updating the EIA regarding future projects with similar
contexts. Therefore, this research proposes a patternbased approach for improving currently existing
approaches for EIA, with special attention to
Government organizations, where the proposed method
is applied creating an EIA Patterns Catalog that is used
as the basis for future projects.
The structure of this article follows the principles and
guidelines of the Design Science Research Methodology
(DSRM) (Peffers et al. 2008), starting by presenting the
related work (after the introduction to the problem). The
solution is presented afterwards, followed by a
demonstration and an assessment. Finally, the
conclusions are presented.

As enterprises become increasingly information-based,
making improvements in their information activities is a
top priority to assure their continuing competitiveness. A
key to achieve these improvements is developing an
EIA. An EIA is a structured set of multi-dimensional
interrelated elements that support all information
processes (Watson 2000).

RELATED WORK
Enterprise Information Architecture

Although each system is unique, there are many
systems areas that have similar architectures. Therefore,
there are many patterns and anti-patterns yet to be
discovered, because existing patterns don’t cover all
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Regarding the EIA, it is possible to distinguish three core
concepts (Vasconcelos et al. 2008):


having applied a perfectly good pattern in the wrong
context.

Information Entity (IE): any concept that has a
meaning in the business context and in which it
is possible and relevant to store information

Information Reference Architecture

Bras & Vasconcelos (2016) refined the integration of
schemas/models to suggest a method that, applying a
bottom-up approach and starting with a group of
information systems, allows us to get to an Information
Reference Architecture (IRA). It is very important to
reference this work because this research extends and
uses it to compare different EIAs and to extract patterns.

This concept can be, for example, a person, a
place, or anything physical and is usually
characterized by having a name, a unique
identifier, a description, and its structural
relationship with other IEs (and the derived
relations with processes and applications)


Attribute: any characteristic that defines an IE



Relationship: any pair of attributes related to
each other that add detail in the business
context

According to Bras & Vasconcelos (2016), the
schema/model integration has four total phases. We will
only use the second phase of this method: the
Comparison of the Models. Models are analyzed and
compared to determine the mapping among concepts
and detect possible conflicts. Inter-schema properties
may be discovered while comparing models. With two
models S1 and S2, having a match means that for each
concept in S1 we will find a concept in S2 that is
semantically similar.

By aligning the needs of the business with the
technology and the flow of information in the supply
chain, EIA delivers flexibility, agility, and responsiveness
to the business processes of the organization. The main
objective of the EIA is to reduce complexity, so it helps
to eliminate the factors that act as inhibitors to change.
At the same time, EIA contributes to new business
paradigms (Godinez et al. 1993).

A set of rules were defined to verify the existence of
similarity between IEs of different models, where these
rules are grouped by order of importance. The similarity
is quantified as:

Patterns

Patterns evolved from several initiatives. Kent Beck and
Ward Cunningham, two of the pioneers of Smalltalk,
came across the ideas of Christopher Alexander, who
had developed a theory and collection of patterns in
architecture (Fowler 1996). Alexander developed a
range of theories about patterns in architecture
(Alexander et al. 1977).

Similarity(A,B) ∈ [0...1]



Similarity(A,B) = 1: the two IEs are equal



Similarity(A,B) = 0: the two IEs don’t have
common characteristics between them



0 < Similarity(A,B) < 1: the two IEs are not 100%
equal, but they have some common
characteristics

To each similarity rule is assigned a weight between 0
and 1. At the end of this process, a matrix of similarities
is obtained with the values of similarity for the IEs that
were compared. This process has a minimum value to
conclude that two IEs are similar, named cut-off. By
analyzing this matrix, all the pairs that have values below
this cut-off, are discarded. There is no consensual value
in the scientific community, since it depends on the
context on which this value needs to be applied.

Douglass (2002) explained in his book that over the
years, experienced developers have encountered the
same problems over and over, and even if they are not
exactly the same problems, they have common
solutions. He believes that the very best developers
abstract these problems and their solutions into
generalized approaches (patterns) that have proved
consistently effective.
Patterns have become accepted in many different areas
and described as very useful because they reuse
knowledge already acquired from experienced users and
they capture and document proven practices (Ernst
2010).

EIA PATTERNS APPROACH
This section describes the pattern-based approach to
improve existing methods for future EIA projects based
on previous successful projects.

Anti-pattern is also a concept worth mentioning. It
describes a commonly occurring solution to a problem
that generates decidedly negative consequences (Brown
et al. 1998). The anti-pattern may be the result of a
manager or a developer not having sufficient knowledge
or experience in solving a particular type of problem, or
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The identification of the similar IEs considering
different information architectures and the
identification of IE attributes between different
EIAs
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The proposed method is developed through a five-step
process including:

The identification of common problems for
specific industries concerning EIA and extract
the patterns

1. The selection of the EIA documents with similar
context



The creation of an EIA Patterns Catalog



The reduction of the costs for creating a Patterns
Catalog, by reducing the number of human
resources necessary to develop it

2. The comparison between them using an iterative
process with weighted similarity rules

We present next the proposed pattern-based approach
for improving currently existing approaches for EIA, with
special attention to Government organizations. The
proposed approach will be applied afterwards to a
Government agency for creating an EIA Patterns
Catalog that is used as the basis for future projects.

4. The classification of the resource as a pattern or
an anti-pattern

3. The generation of the pattern

5. The documentation of the resource – see Figure
1

Figure 1: Process Model of the Solution Proposal

Resource Identifier (URI), or if the name similarity
techniques allow us to establish which are the same or
similar. To verify if two IEs have the same name or are
similar, it is necessary to use an algorithm to calculate it,
such as Jaro-Winkler distance.

1st Phase – Gathering of EIA Documents

First, we need to gather all the EIA documentation. The
architecture documents gathered should be classified
according to their context and functions. In this phase, it
is important to analyze different EIA documents in order
to find architectures that have similar contexts and
functions.

However, before calculating any type of name similarity,
it is necessary to verify if some words are synonyms or
antonyms. If both words are synonyms, then these
words have 100% similarity and if they are antonyms,
their similarity is 0%. Also, in the case that some words
are prepositions or conjunctions, the similarity of these
words is not considered.

The architecture should be modeled in the same
metamodel and should have a similar context. It is also
relevant to mention that the two EIAs that will be
compared must be described in the same language.
2nd Phase – Comparison of the EIAs

A set of similarity rules based on Bras & Vasconcelos
(2016) is defined. To each similarity rule, a weight
between 0 and 1 is assigned. These weights can be
assigned manually or learned using machine learning
techniques. One of the manual techniques consists of
assigning weight 1 to the first rule selected, 1/2 to the
second rule selected, 1/3 to the third, and so on. This
way, we guarantee that the most important rules have a

With the purpose of finding patterns, EIAs must be
compared; namely the IEs and their attributes. In order
to achieve the objective of identifying similar IEs in
different models, two models are compared at a time.
Two names are similar if they have the same or
synonymous labels, or if they have the same Uniform
Journal of Enterprise Architecture – Volume 14, No. 1
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considerably bigger weight than less important rules (but
other weights are also possible).

approach used if the architectures to compare are
®
modeled at a higher level (for example, using UML ). If
the two architectures chosen are in different metamodels, then the information of the enterprise that is in a
database must be mapped to a higher level of
abstraction, such as UML. Next we cover each different
case. However, regardless of the meta-model used, to
verify the similarity between different IEs, a set of rules
has been created and adapted from the Model
Integration Method by Bras & Vasconcelos (2016), as
mentioned before. These similarity rules are different
according to the meta-model of the two architectures,
but the process is similar.

The process to compare the similarity between two IEs
is described as follows:
1. Given two models with similar context, the goal
is to calculate the similarities between any pair
of IEs
2. Choose a pair of IEs to be compared
3. Iterate, in order, for all the similarity rule groups
and apply, at most, one rule of each group
4. Sum weights of the rules applied
5. When the sum of the weights is higher or equal
to the cut-off (0.70), the IEs are considered
similar and the process ends

1. Representation of EIA in a Relational Database Model

As explained before, there is a specialization of the
method regarding the similarity rules according to the
model representation of the EIAs.

6. If at the end of the process the value obtained is
lower than the cut-off (0.70), IEs are not
considered similar

If both the selected EIAs have IEs and relationships
represented in a relational database model, the similarity
rules that should be used to compare them are the ones
presented in Table 1.

When choosing two architectures to compare, if both of
them are implemented in a relational database, the
approach to compare them has some differences to the
Table 1: Similarity Rules
No.

Rule Description

Weight

1

If two IEs have the same URI, they are equal.

1.0

2

If two IEs have the same instances, they are equal.

1.0

3

If the name of two IEs is the same or similar, it is likely that the two IEs are equal or similar.

0.5

4

If two IEs have the same primary key, it’s likely they are equal.

0.5

5

If the attributes of two IEs are equal, it is likely that the two IEs are also equal.

0.5

6

If the description of two IEs is the same or similar, it is likely that the two IEs are equal or similar.

0.3

7

If the hierarchical path to the IE is equal, the compared IEs are similar.

0.25

8

If the super entities are the same, the compared IEs are similar.

0.25

9

If the sub-entities are the same, the compared IEs are similar.

0.25

10

If two IEs have equal “sister” IEs, the compared IEs are similar.

0.25

11

If two instances have the same “mother” IE, they are similar.

0.25

12

If IEs have equal instance quantity, they are similar.

0.25

13

If two instances are connected to another instance through the same property, they are similar among
themselves.

0.25

14

If two IEs have similar functions, they may be equal.

0.2

15

If the type of the attributes being compared is equal, the attributes may be equal.

0.2
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need to abstract the database IE to a higher level, where
reverse engineering should be used. This includes the
removal of attributes exclusive of the relational
database, removal of tables which only have meaning in
relational databases, removal of foreign keys, and
removal of tables which contain only exclusive foreign
keys.

2. Representation of EIA in a UML Model

If the EIAs are not supported in a relational database
model, both EIAs will be compared using a high
abstraction level model. As such, the similarity rules
used will be most of the rules in Table 1, except rules 2,
4, 11, 12, and 13.
3. Representation of EIA both in Relational Databases and
UML Models

If one of the EIAs is in a relational database, and the
other is in a high abstraction level such as UML, we

Figure 2: Reverse Engineering Transformations
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Figure 3: Application of the Similarity Rules According to the Meta-model

Figure 2 summarizes the reverse engineering
transformations to be used in this phase in case all the
architectures are not in the same meta-model; more
specifically in lower levels, like relational databases.
After using reverse engineering transformations, we can
proceed to compare the two different architectures,
using the similarity rules described.
Figure 3 resumes the application of the similarity rules
according to the meta-model.
3rd Phase – Generation of the Pattern

If two IEs are similar, in order to generate the pattern,
the following rules should be iterated and applied when
the conditions are verified.
Pattern Generation Rule 1

If two IEs in different models are a match, we generate a
pattern that is a unique IE based on the two original IEs.
If the names are the same, the pattern will have that
same name. If the names of the two IEs are not 100%
equal, the name chosen will be the most generic one.
This applies to the names of the IEs, and also their
attributes.

Figure 4: Pattern Generation Rule 1

Figure 4 shows this rule, where we have the IE Generic
Name in Model A representing an IE with a more generic
title than the IE Similar Name in Model B. If the names of
the two IEs are a match, then the generated pattern will
have the most generic name between the two.

Pattern Generation Rule 2

All the attributes of an IE A in a Model A that have a
match to other attributes of an IE B in a Model B will
result in a pattern with a new IE with the attributes that
had a match, as presented in Figure 5.

However, as an exception to this rule, we can use the
most specific name instead of the most generic name
when it is more relevant and useful to use the specific
name instead of the generic name, according to the
EIA’s context.
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Note
that
the most inclusive class in
a
generalization/specialization is called the superclass (or
in the context of this work, super-entity) and is generally
located at the top of the diagram. The more specific
classes are called subclasses (in this work, we call them
sub-entities) and are generally placed below the
superclass/super-entity.

Figure 5: Pattern Generation Rule 2
Pattern Generation Rule 3

The generated pattern will have the same relationships
that are common in both IEs, including the attributes that
are also a match, as shown in Figure 6.

Figure 7: Pattern Generation Rule 4
Pattern Generation Rule 5

If IE A in Model A doesn’t have a match with any IE in
Model B, but there is a Model C where an IE A is a
match with IE A in Model A, and IE A is a generalization
of IE B, then the resulting pattern can be a new model
where IE B can have the same association relationships
as IE A. This is possible because all statements that are
made about a super-entity also apply to all sub-entities.
Therefore,
the
sub-entities
“inherit”
attributes,
associations, and operations from the super-entity.

Figure 6: Pattern Generation Rule 3
Pattern Generation Rule 4

Note that a generalization is the process of extracting
shared characteristics from two or more entities, and
combining them into a generalized super-entity. Shared
characteristics can be attributes, relationships/
associations, or methods. Figure 8 introduces this rule.

If an IE B in a Model B is a specialization of an IE A in a
Model A, the result of the unification is the establishment
of a specialization relationship between A and B in the
generated pattern. Figure 7 resumes this rule.
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5th Phase – Documentation of the Pattern in the EIA
Patterns Catalog

Finally, the aggregation of the different patterns are
documented in a common template and the EIA Patterns
and Anti-Patterns Catalog structure is developed, as
exemplified in Figure 9.
GOVERNMENT INFORMATION PATTERNS
CATALOG CASE STUDIES
Next, we apply the EIA pattern approach to two
Government projects, with the aim of demonstrating and
assessing the solution proposed. These case studies
were developed in collaboration with the Government
Agency for the Administrative Modernization (AMA), the
Government agency responsible for defining ICT
guidelines for the Public Administration in Portugal.
License Request Information Architecture

AMA is responsible for the implementation and
management of two important features that are the basis
for the demonstration of the application of the approach
proposed in this article. First, the Citizen Portal (Portal
do Cidadao, in Portuguese) whose main goal is to
simplify the relationship between citizens and public
organisms, being the major channel to the services
provided by the Public Administration. Its data is
supported in a MySQL database management system.
Second, the Entrepreneur Counter (Balcao do
Empreendedor, in Portuguese) that is the point of
access to the services related to business activity, where
the entrepreneurs can have access to various types of
content, such as how to create a company, register a
trademark, request certificates, and obtain licenses. Its
data architecture is described using UML.

Figure 8: Pattern Generation Rule 5
4th Phase – Classification of the Pattern

In this stage the patterns and anti-patterns are defined. It
is important that experts in the EIAs analyzed provide
their feedback and validation regarding the patterns,
namely by classifying them as positive or negative. If the
patterns are considered positive then they are classified
as a pattern. If they are considered to have negative
consequences, we classify them as anti-patterns.

In order to better understand each step of the proposed
approach we demonstrate the major steps of the
application of the proposed approach, in the context of a
license request process provided by the Government to
citizens (at the Citizen Portal) and to business (in the
Entrepreneur Counter). Some information was simplified
and anonymized for the purposes of this research.
Firstly we needed to select and analyze EIAs with similar
contexts. In this case, Figure 10 is part of the Citizen
Portal (Model A), representing an EIA in relational
database tables, and Figure 11 is part of the
Entrepreneur Counter (Model B), representing another
EIA where both of them have similar problems and
contexts, verifying the conditions described in the first
phase of the solution proposal. It is also verified that they
are in the same language; in this case, English.

Figure 9: Patterns Catalog

From the information in Figure 10, we can conclude that
IEs are represented in an implementation-level metamodel, different from Figure 11. Therefore, it is
necessary to use reverse engineering to abstract this
Journal of Enterprise Architecture – Volume 14, No. 1
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model to a higher concept meta-model, such as UML. To
do so, we need to find the correlations between them, as
well as the fields that represent primary or foreign keys,

which attributes should be removed in a higher
abstraction level, and so on. The reverse engineering
techniques are described in Figure 2.

Figure 10: Information Model A (Database Tables)

Figure 11: Information Model B (UML)
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zero. Since the variable is now 1.0 which is
superior to the cut-off (0.70), the iteration stops
and we conclude that the two IEs are similar.

Each table will be represented as an IE. The following
transformations are performed:


Foreign key attributes are removed (for example,
attribute addressID of table Entity and attribute
contactID of table Organization)



Attributes that only have a meaning at the
database level are removed (for example,
addedByLDAPImport attribute from table
Person)



If there are tables containing only foreign keys,
they are removed



Tables that only have a meaning at database
level are also removed



For pair A.Address/B.Location: Iterating through
the groups of the similarity rules defined in Table
1, the first rule that can be applied is Rule 3 (If the
name of two IEs is the same or similar, it is likely
that the two IEs are equal or similar), since they
are synonyms. We count the weight of this rule
(0.5) in a variable starting at zero. Since the value
accumulated in this variable does not exceed the
cut-off established of 0.70, we must continue the
iteration. So, the second rule to apply is Rule 5 (If
the attributes of two IEs are equal, it is likely that
the two IEs are also equal) since more than 70%
of the attributes are either synonyms or have more
than 70% string similarity using the Jaro-Winkler
formula. By adding the weight of this rule (0.5) to
the variable initialized earlier, we come to the
value 1.0. Since this value already exceeds the
cut-off of 0.70, we consider that the two IEs are
similar and the similarity process comes to an
end.



For pair A.Person/B.Individual: Iterating through
the groups of the similarity rules, the first rule that
can be applied is Rule 3 (If the name of two IEs is
the same or similar, it is likely that the two IEs are
equal or similar), since they are synonyms. We
count the weight of this rule (0.5) in a variable
starting at zero. Since the value accumulated in
this variable does not exceed the cut-off
established of 0.70, we must continue the
iteration. So, the second rule to apply is Rule 5 (If
the attributes of two IEs are equal, it is likely that
the two IEs are also equal) since more than 70%
of the attributes are either synonyms or have a
value superior to the 0.70 value of string similarity
using the Jaro-Winkler formula. By adding the
weight of this rule (0.5) to the variable initialized
earlier, we come to the value 1.0. Since this value
already exceeds the cut-off of 0.70, we consider
that the two IEs are similar and the similarity
process comes to an end. Another option instead
of Rule 5 would be Rule 14 (If two IEs have similar
functions, they may be equal), since both
A.Person and B.Individual represent the same
concept of a single human with the same
functionality. So, adding the weight of this rule
(0.2) to the previous Rule 2, the total would be
0.70, which equals the cut-off, and they are
considered a match and the process comes to an
end.



For pair A.Organization/B.Group: Iterating through
the groups of the similarity rules, the first rule that

After the identification and realization of these
transformations, the UML language is used to abstract
these tables, where the resulting model A is presented in
Figure 12.
Now that both EIAs are in the same meta-model, we can
proceed with the comparison of the two models.
Therefore, according to the second phase of the
proposed approach by analyzing the models in Figure 11
and Figure 12, it is possible to estimate that the IE pairs
A.Entity/B.Entity and A.Address/B.Location are the
same, and that the IE pair A.Person/B.Individual, and
A.Organization/B.Group are very similar.

Figure 12: Model A after Reverse Engineering Techniques

In order to demonstrate that this hunch is true, we use
the following proposed approach:


For pair A.Entity/B.Entity, iterating through the
groups of the similarity rules defined in Table 1,
the first rule that can be applied is Rule 1 (If two
IEs have the same URI, they are equal). We count
the weight of this rule (1.0) in a variable starting at
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can be applied is Rule 3 (If the name of two IEs is
the same or similar, it is likely that the two IEs are
equal or similar), since they are synonyms. We
count the weight of this rule (0.5) in a variable
starting at zero. Since the value accumulated in
this variable does not exceed the cut-off
established of 0.70, we must continue the
iteration. So, the second rule to apply is Rule 5 for
the same reasons as mentioned previously. Other
rules could also apply, but since the cut-off value
is reached, the two IEs are considered a match
and the process ends.


Next, we proceed to the fourth phase. We need to
analyze if this pattern has positive or negative
consequences in order to classify it. If the experts
(employees of AMA) consider this pattern to be a
general, reusable solution to a common problem in a
given context, then this pattern doesn’t have negative
consequences. As such, we can consider that it is a
pattern (and not an anti-pattern). In this phase, it is
important that collaborators with expertise in the EIAs
analyzed provide their validation by classifying the
patterns as positive or negative.
After pattern classification we proceed to the final phase:
the documentation of pattern in the Patterns Catalog.
The patterns are similar to the one presented in Figure
9. As such, the documentation of the generated pattern
in the Patterns Catalog is as follows:

For pair A.Contact/B.LicenseRequests: There are
no rules that apply to this IE pair, so we conclude
that they are not similar.

Finally, we may proceed with the generation of the
pattern, which is the third phase of the solution
proposed. We apply the pattern generation rules, such
as Rule 1 (If two IEs in different models are a match, we
generate a pattern that is a unique IE based on the two
original IEs). If the names are the same, the pattern will
have that same name. If the names of the two IEs are
not 100% equal, the name chosen will be the most
generic one. This applies to the names of the IEs, and
also its attributes.

Enterprise Information Architecture Pattern 1

We need also to apply Rule 2 (All the attributes of an IE
A in a Model A that have a match to other attributes of
an IE B in a Model B, will result in a pattern with a new
IE with the attributes that had a match) and Rule 3 (The
generated pattern will have the same relationships that
are common in both IEs, including the attributes that are
also a match). The attributes that had a match are the
ones that in the previous phase were concluded to be
synonyms or to have more than 0.70 in the Jaro-Winkler
similarity.
The resulting pattern is presented in Figure 13.

Pattern/Anti-Pattern

Pattern

Pattern ID

P-1

Pattern Name

Entity-Address Pattern

Context

The entity can be an organizational
unit that has an address for the
company’s location, or an individual
with a specific address.

Problem

An entity, either a person or an
organization, needs to keep and
update the data of its locations.

Consequences

Keeps record of the entity’s data
regarding its address in the system.
However, if this system fails, there is
no system back-up.

Solution

The pattern’s objects (in Figure 13)
are:


Object – Entity: can be a
person or an organization



Object – Address: an address
is the information regarding the
location of a group or an
individual, which is kept in the
information system of an
organization



Entity has Address: the Entity
unit uses Address to support
its activities

Additionally, the Patterns Catalog can also have a
summary for each pattern, as well as its version and
alias. All of them are optional.
Figure 13: Resulting Pattern
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Government Services Catalog Initiative

AMA (the Portuguese Government Agency responsible
the Administrative Modernization) recently created a
Services Catalog to serve as a directory of information
about the different services that AMA provides. We used
it to compare with the AMA’s EIA Patterns Catalog
(developed with our methodology). Figure 14 shows part
of AMA’s Service Catalog. This Service Catalog was
created without using any specific methodology; it was
defined in meetings with different AMA stakeholders.

In this section we present an assessment of the EIA
approach by comparing the catalog model obtained
using the approach described in this article with an EIA
catalog model previously developed, but using another
approach. The main goal is to make a direct comparative
analysis, and understand the quality of the EIA Patterns
Catalog developed.

Figure 14: Part of AMA’s Service Catalog

The metric variables used for comparing these two
different methodologies are the effort needed to create
the catalog. We surveyed AMA’s key stakeholders about
how many people it took to create the Services Catalog.
It took them five meetings with technical teams of 5 or 6
elements, and more than six meetings with functional
teams consisting of more than 6 elements. The total is
approximately 12 Full-Time Equivalents (FTE) to create
AMA’s Service Catalog. Our solution proposal only
needs one person to generate the patterns. However,
during the fourth phase of the solution proposal, named
”Classification of the Patterns”, the optimal effort
increased to three, in order to validate the patterns
generated and to use their expertise in the analysis of
the pattern.

Table 2: Analysis of the Two Catalogs

Metric Variables

Approach
Proposed

Minimal effort to create the
catalog

12

1

Recommended effort to create
the catalog

12

3

Another evaluation was made analyzing each different
methodology to create the patterns catalogs considering
each factor of Moody & Shanks Framework (Moody &
Shanks 2003), in which we concluded that:


The conclusion is that the effort to create a Patterns
Catalog is significantly smaller using the approach
proposed in this article, which means it needs less
human resources. Table 2 resumes this analysis.
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Completeness: Comparing AMA’s Service Catalog
and this article’s EIA Patterns Catalog, we can
conclude that AMA’s Service Catalog only has IEs
regarding services and focuses only on the type of
service, its taxonomies, documents, and images.
Our article’s Patterns Catalog is considered to be
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slightly more complete since it has IEs concerning
a holistic view of AMA’s EIA. Besides IEs
regarding AMA’s services, it also has IEs
regarding the different types of entities and their
specializations, and attributes such as contact,
addresses, and different types of contacts. It also
contains anti-patterns, which are not present in
AMA’s Service Catalog.


Simplicity: Due to the structure of this article’s
catalog, the EIA models are divided into smaller
patterns, and documented according to the IE
types. So this Patterns Catalog is simpler than
AMA’s Service Catalog, since they have more IEs
and relationships.



Flexibility: Both catalogs are similar regarding the
flexibility factor.



Integration: Both catalogs are similar regarding
the integration factor.



Understandability: This article’s Patterns Catalog
has a structured documented form, in which each
pattern is document according to the IE types and
descriptions, as well as their context, problems,
solutions, and consequences.



Implementability: Both catalogs are similar
regarding the implementability factor.

method requires less human resources and is better
documented than existing information architecture
methods.
Within the case study, the identification of similarities
between IEs of different information architectures and
the identification of IE attributes between different EIAs
was possible by using the second phase of the solution
proposal, named the Comparison of the EIA, where
these objectives were accomplished with the matching
process that was defined using a total of 15 similarity
rules (8 regarding structure and extension similarity
between IEs, 4 about internal structure, 2 about assured
equality, and 1 regarding terminological similarity) to
compare the different IEs and their attributes and
relationships.
Finally, the proposed approach was proven to help in
reducing the effort for creating a Patterns Catalog by
reducing the number of human resources necessary to
develop it – the proposed approach used less than 10%
of the resources of the Government agency to develop a
Patterns Catalog. The EIA Patterns Catalog is also used
as a guideline to avoid common mistakes in future
Government projects, by not using the anti-patterns
documented in the catalog.
The proposed approach for generating EIA patterns for
the Portuguese Government is currently being used as a
guide for the Public Administration to achieve a
consistent and optimized EIAs in new projects.

Currently AMA’s EIA Patterns Catalog, revised
according to this article’s approach, has a total of 41
patterns, including three anti-patterns, and where each
pattern is documented according to their name, type,
context, problem to solve, consequences.
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Article
Introducing TOGAF® Credentials
Richard Moore

Abstract
This article is a discussion around the introduction of TOGAF Credentials and the first credential to be released called
“TOGAF Essentials 2018”.
Keywords
e-Learning, Enterprise Architecture, TOGAF Certified, TOGAF Credentials, TOGAF e-Learning, TOGAF online learning,
the TOGAF Standard
extended TOGAF ecosystem. Demonstrating practical
experience of applying TOGAF components will be
included with later Credentials.

INTRODUCTION
®

One of the key changes to the TOGAF Standard in April
2018 was the decision to move the reference models out
of the normative “core” and into the TOGAF Library. This
strategic restructuring has given the TOGAF Library a
much higher profile, and now allows the development
work on both the core and specific implementation
techniques to progress separately and on their own
timelines.

A knowledge-based credential comprises a minimum of
half a day of learning, and covers a specific topic area.
To introduce a topic as a potential Credential requires a
defined set of learning outcomes, a minimum level of
assessment, and a formal review process. Each
Credential is assigned a value based on both the
breadth of learning outcomes and the likely duration of
the training. Note that credentials may have an expiry
date.

WHAT ARE TOGAF CREDENTIALS?
Accompanying this restructuring is the addition of
Credentials to The Open Group Certification for People
program for small amounts of learning (3 hours
upwards). Earning a Credential leads to the award of an
Open Badge from The Open Group, which can be
displayed in locations such as your LinkedIn profile, or
email signature. The Badge features a link to material
itemizing the actions necessary to earn it, and
demonstrates to your peers your accomplishments.

Successfully taking TOGAF Essentials 2018 training and
passing the assessment allows practitioners to
demonstrate to their peers and wider community that
their TOGAF knowledge is fully up-to-date with the
updates introduced with the TOGAF Standard, Version
9.2.
Good e-Learning is providing you with the chance to
take the TOGAF Essentials 2018 course through
e-Learning, allowing you to study self-paced, in your own
time and comfort. As always, Good e-Learning will work
hard to bring innovations in TOGAF training to the eLearning format.

Principles driving the introduction of Credentials include
building on, exploiting, and protecting the value of
TOGAF certification, and maximizing the contribution of
all TOGAF stakeholders.

Use our exclusive code AEA15 at checkout for 15%
off any course provided by Good e-Learning.

Supporting the strategic restructuring of the TOGAF
Standard, Version 9.2, additional Credentials will be
rolled out incrementally. Different components can be
introduced individually and progressively, always with an
awareness of the vision.
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Senior Instructional Designers at Good e-Learning. He is
®
IT4IT™ Foundation and ArchiMate 3 Foundation
Certified. After many years as a stand-up classroom
trainer for organizations such as Goldman Sachs, JP
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e-Learning.

TOGAF ESSENTIALS 2018
Knowledge and understanding of the changes introduced
to the TOGAF Body of Knowledge with the TOGAF
Standard, Version 9.2 and the TOGAF Library

The first Credential introduced, “TOGAF Essentials
2018”, is associated with the knowledge of the TOGAF
Standard, Version 9.2, including elements in the
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