
 

 
IDC Quarterly Volume 32, Number 1 (32.1.33) | Page 1 

Illinois Defense Counsel  |  www.idc.law  |  800-232-0169 
 

Statements or expression of opinions in this publication are those of the authors and not necessarily those of the association. IDC Quarterly, Volume 32, 
Number 1. © 2022. Illinois Defense Counsel. All Rights Reserved. Reproduction in whole or in part without permission is prohibited. 

Technology Law 
Todd M. Rowe and Catherine Geisler 

Tressler LLP, Chicago 
 

 
Advising Small to Mid-Sized Business Clients on 
Privacy and Data Liability: GDPR Compliance 

 
A few years ago, only larger, international corporations had to address privacy and data breaches. The public 

received a crash course in the importance of data as many large corporations fell prey to hackers. More recently, 
however, privacy and data issues have become more of a priority for all businesses, regardless of size, as hackers take 
aim at smaller and mid-sized businesses. Consequently, defense counsel need a basic understanding of privacy law and 
the potential for liability in order to provide guidance to clients. In this issue, we will address international privacy 
guidelines which may apply to many small to mid-sized American businesses. 

 
The Impact of GDPR on Data Collection and Retention 

 
The most-developed privacy framework came into existence on May 25, 2018, when European Union (“EU”) 

member states enacted the General Data Protection Regulation (Regulation (EU) 2016/679) (“GDPR”), which was 
designed to protect personal data of its EU citizens. Importantly, GDPR imposes new obligations on how the data is 
handled and stored. GDPR applies to all data collectors, even non-profits, holding the personal data of EU residents 
regardless of where the data collector may be located. The definition of personal data is broadened to include any 
information that can be used to identify a person directly or indirectly. This encompasses “a name, an identification 
number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, 
mental, economic, cultural or social identity of that natural person.”  

GDPR is one of the strictest data privacy regulations in the world as it imposes heavy fines for violating it. As a 
result, complying with GDPR is a daunting task even for large corporations, but it is virtually impossible for small to 
mid-sized U.S. businesses to feel confident they are meeting their obligations under GDPR.  

 
Scope of GDPR 

 
The very first step that small to mid-sized U.S. companies should take is to determine if its activities are even subject 

to GDPR. Article 3 (“Territorial scope”) states as follows:  
 
2. This Regulation [GDPR] applies to the processing of personal data of data subjects who are in the Union by 
a controller or processor not established in the Union, where the processing activities are related to: 
(a) the offering of goods or services, irrespective of whether a payment of the data subject is required, to such 
data subjects in the Union; or 
(b) the monitoring of their behaviour as far as their behaviour takes place within the Union. 
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Therefore, Article 3.2(a) applies if a company processes personal data related to the offering of goods or services to EU 
citizens. For example, if a company that sells clothes collects personal data through its website and converts its prices to 
euros, then it is likely that GDPR applies pursuant to Article 3.2(a). Article 3.2(b) also applies if a company processes 
personal data related to monitoring EU citizens’ behavior that takes place within the EU. For example, if a company 
collects personal data through its use of tracking tools like cookies to track when an EU citizen, who is based in the EU, 
visits that company’s website, then GDPR applies pursuant to Article 3.2(b).  

 
Record-Keeping Exception of GDPR 

 
If a company falls under Article 3.2(a) or (b), then it should determine whether it is required to maintain record-

keeping processes under Article 30 (“Records of processing activities”), which requires, among other things, written 
documentation of the name and contact details of the controller, the purposes of the processing activities, a description 
of the categories of data subjects and of the categories of personal data, and the categories of recipients to whom the 
personal data have been or will be disclosed.  

According to Article 30.5, if a company has fewer than 250 employees, then it is not required to keep records of its 
processing activities unless the processing of personal data is a regular activity, poses a threat to individuals’ rights and 
freedoms, or concerns sensitive data or criminal records. 

 
Obtaining Consent Under GDPR 

 
Prior to collecting personal data, a company subject to GDPR should also consider obtaining consent from users by 

an affirmative act, such as checking a box or signing a form as required under Article 7 (“Conditions for consent”). It is 
also important to keep in mind that under Article 7, users have the right to withdraw their consent at any time and that 
withdrawal should be as easy as providing consent.  

 
Users’ Rights Under GDPR 

 
 If a company is subject to GDPR, the company should also consider informing its users of certain rights under 

Article 12 (“Transparent information, communication and modalities for the exercise of the rights of the data subject”). 
Those rights are as follows:  

 
1. Right to access and review the personal data; 
2. Right to update personal data or rectify any incorrect or incomplete personal data; 
3. Right to restrict processing under certain terms and conditions; 
4. Right to object to processing for direct marketing, research or statistical purposes; 
5. Right to erasure of personal data under certain terms and conditions; 
6. Right to object to automated decision-making; 
7. Right to data portability; and 
8. Right to withdraw consent at any time. Any users may withdraw their consent to allow CertLink to process their 

personal data by deactivating their accounts at any time. 
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The company should also consider posting these rights in its privacy policy, terms of use and service policy on its 

website.  
 

Conclusion 
 
If a company offers goods or services to EU citizens or tracks the behavior of EU citizens based in the EU, then it is 

more than likely that GDPR applies. If GDPR applies, a company should determine whether it is subject to the record-
keeping rule. Companies who have less than 250 employees are exempt from this rule. Another important consideration 
of GDPR is obtaining informed consent from users and informing EU users of their rights, which can be accomplished 
by posting these rights in a company’s privacy policy, terms of use and service policies. Although GDPR is complicated 
and difficult to navigate, it is important for small to mid-sized companies to understand what types of data they are storing 
and how that data is being collected as it will help companies determine whether GDPR applies to their activities. 

There are a number of reasons for U.S. clients to comply with GDPR and similar regulations even if they are not 
handling data belonging to EU residents. First, even if there are presently no laws controlling their collection and storage 
of data, U.S. clients will be grateful if they already have controls in place when their state inevitably adopts a framework 
similar to GDPR. Additionally, customers now expect their data will be collected and stored in a safe manner. 
Consequently, clients should be made aware of privacy laws such as GDPR, regardless of whether GDPR applies to 
them.  

In our next article, we will discuss how U.S. federal privacy laws may affect small to mid-sized businesses. 
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