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“The views that I express are my own and do
not necessarily represent those of the Federal
Reserve Bank of New York or the Federal
Reserve System.”
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§ Overview of BSA/AML Examination
Approach
§ Common Examination Issues
§ Questions
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§ Identified risks
– Bank’s risk assessment process
– Geographic locations, size, products/services, customers
and entities

§ Prior examination findings/management’s
§
§
§
§
§

responses
Independent testing program
Suspicious activity reports
Currency transaction reports
Bank’s policies and procedures
Consent orders
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§ Governance and Senior Management
Oversight (local and head office)
§ Internal Controls
§ Independent Testing

7

7

10/17/2017

§ Corporate culture and tone of the top
– Proactive vs. Reactive
– Accountability

§ Insufficient oversight by local management
and/or head office
§ Impact of compliance turnover
–
–
–
–
–

Staffing stability and expertise
Sustainability of program improvements
Repeat MRIAs and MRAs
Project management issues/delays
Consent orders/enforcement actions

§ Engagement of multiple consultants
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§ Lack of holistic/enterprise-wide view of
BSA/AML compliance program
– Fragmented/siloed approach

§ Foreign Correspondent Banking Due
Diligence
– Insufficient risk identification and assessment of customer
base (including head office and affiliates),
products/services and geographies
– Ineffective due diligence
– Expected vs. actual transaction activity reviews
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§ Transaction Monitoring/Filtering Systems
–
–
–
–

Ineffective rules/scenarios
Thresholds not tailored appropriately for risk profile
Frequency and quality of tuning exercise/system validations
Weak change controls over system migrations; software
upgrades; revised rules/scenarios
– Alert management/case investigation process
• RFI Process – tracking, quality and timeliness of responses
• Privacy considerations restricting access to certain information
• Clear rationale and documentation for decision making process

– Data quality issues

§ Level of engagement of business lines and
compliance function (first and second lines of
defense)
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§ Outsourcing BSA/AML and OFAC audit
coverage
– Quality of services
– Responsibility versus accountability
– Head Office engagement and oversight

§ Coverage of critical controls

– Lack of adequate validation of prior issues

§ Audit trail from scoping to report finalization
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§ Economic sanctions and BSA/AML
compliance have remained at the forefront of
DFS•s supervisory and enforcement priorities.
In statements, examinations and enforcement
orders, DFS has renewed its focus on
effective governance, senior accountability
and on improving bank transaction monitoring
and filtering systems.
“Central to bank management’s responsibilities is creating, fostering, and maintaining
a healthy culture of compliance, which is foundational to effective risk management.”
- Superintendent Maria Vullo, Nov. 2016
“Effective and responsible transaction monitoring systems are an essential tool in the
battle against illicit transactions and terrorist financing in this age of risk.”
- Superintendent Maria Vullo, Dec. 2016
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§ DFS’s focus on these issues has been
reflected in recent consent orders which have
identified deficiencies at certain regulated
financial institutions, including:
– Inadequate oversight, staffing and resourcing of the bank’s
compliance function;
– Curtailment of the independence of the Chief Compliance Officer;
– Inconsistent implementation of BSA/AML compliance policies
across business units;
– Failure at the audit level to identify and escalate serious
deficiencies in the bank•s transaction monitoring system; and
– Failure to determine whether foreign affiliates had in place
adequate AML policies and controls
15

15

10/17/2017

§ Since mid-2016, DFS consent orders resulted
in fines totaling nearly $1.3 billion.
§ Additionally, effective Jan. 1, 2017, DFS has
imposed detailed transaction monitoring and
sanctions filtering program requirements on
DFS regulated financial institutions (Part 504
of the Superintendent•s Regulations).
– This rule was issued in response to identified shortcomings in the
transaction monitoring and watch list filtering programs of DFS-regulated
financial institutions due to a “lack of robust governance, oversight, and
accountability at senior levels.”
– Each regulated institution’s board of directors or senior officer(s) must
annually submit a finding as to the institution’s compliance with the
requirements of Part 504. The first of these findings is due on April 15,
2018.
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§ General Requirements
– Determine the true identity of all customers requesting
services, including, in some cases, the identification of the
beneficial owners of the accounts;
– Develop an understanding of the types of transactions in
which the customer is likely to be engaged;
– Determine the products and services the customer will use;
and
– Identify the sources and uses of funds for the account.
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§ Objectives of Due Diligence
– Help detect suspicious activity in a timely manner;
– Mitigate the risk that the institution will be used for
illegitimate activities;
– Comply with applicable laws and regulations; and
– Protect the reputation of the institution.
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§ FinCEN published the final rule in Federal Register on
May 11, 2016.
§ Covered institutions must comply by May 11, 2018.
–
–
–
–

Banks
Broker-dealers
Mutual funds
FCMs/ICBs

§ Covered financial institutions must establish and
maintain, and include in their AML programs, written
procedures reasonably designed to identify and verify
beneficial owners of legal entity customers.
– Identification must be made at the time the new account is opened by
using a certification or by other means
– Certification must be made with the accuracy of the information “to the
best of the individual’s knowledge.
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§ The following four core elements of customer due diligence
must be explicit requirements in the anti-money laundering
(AML) program for all covered financial institutions:
1. Identifying and verifying the identity of customers;
2. Identifying and verifying the identity of beneficial owners of legal entity
customers;
3. Understanding the nature and purpose of customer relationships to
develop a customer risk profile; and
4. Conducting ongoing monitoring to identify and report suspicious
transactions and, on a risk basis, to maintain and update customer
information.

§ The first element is already an AML program requirement, and
the second will be required by the final beneficial ownership
rule
§ The AML program rules for all covered financial institutions are
being amended by the final rule to include the third and fourth
elements as explicit requirements
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§ Beginning in May 2018, covered institutions (including U.S.
branches and agencies of non-U.S. banks and their U.S.
broker-dealer affiliates) will be required under U.S. law to
collect personal information on all individuals that hold a 25%
or greater interest in any company (e.g., LLCs, corporations,
general partnerships) that desires to open an account,
subject to technical exclusions.
§ This new data collection, combined with the requirement for
the customer to certify to the information’s accuracy and the
difficulties compliance and front lines face in navigating the
technicalities of the rule, likely will significantly impact the
customer onboarding experience.
§ Requirements are applicable to correspondent activities if the
exclusion under 1010.230(e)(2)(xiv) does not apply
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§ Understanding the nature and purpose of customer relationships to
develop a customer risk profile:
–
–
–
–

Intended to develop a baseline against which customer activity is assessed for suspicious
activity reporting;
Profile may include self-evident information such as the type of customer or type of account,
service, or product;
Profile may, but need not, include a system of risk ratings or categories of customers; and
Does not require the creation of a “risk score.”

§ Conducting ongoing monitoring to identify and report suspicious
transactions and, on a risk basis, to maintain and update customer
information:
– Customer information includes beneficial ownership information;
– All accounts must be monitored on a risk-based approach;
– Customer risk profiles may, but need not be, integrated into the automated
monitoring system as a means of determining whether or not the activity is
suspicious; and
– For new and existing customers, updates to beneficial ownership should be
event-driven as part of normal monitoring.
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§ The rule is not clear and is still open to interpretation
§ Increases the compliance burdens of covered financial institutions
§ Forces institutions to make business decisions that will have longlasting effects
§ Institutions will need to have controls in place to determine and
monitor beneficial ownership risks at the time of customer
onboarding to comply
§ In some cases, collecting the appropriate customer information
cannot be accomplished without further investigation
§ Compliance with the rule further complicates the process of derisking and raises the following difficult questions:
– How do an institution’s risk rankings change once beneficial ownership is
collected?
– What effect will changes in risk rankings have on an institution’s product and
service offerings?
– How will an institution ensure that it updates its records when beneficial
ownership of a customer changes?
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§ Over the past decade, DOJ and civil regulators have imposed
billions of dollars in criminal and civil penalties against
financial institutions for BSA violations.
§ Actions can be complex and require engaging with multiple
prosecutors and different regulatory authorities for BSA/AML,
sanctions, and other crimes. Enforcement actions often
include penalties against financial institutions by DOJ and
multiple regulators.
§ Tracing money flows and the use of proceeds has become an
anchor in the tightening of financial institution regulation,
global terrorism enforcement activities, DOJ’s kleptocracy
initiative, and generally in corporate criminal enforcement.
§ In 2016 and 2017, DOJ has continued to increase its focus
and resources on proceeds of foreign corruption being
laundered through the U.S. financial system

26

26

10/17/2017

Source: The Clearing House, Clay Lowery, Rock Creek Global Advisors, and Vijaya Ramachandran,
Center for Global Development, Unintended Consequences of AML Policies
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Source: The Clearing House, Clay Lowery, Rock Creek Global Advisors, and Vijaya Ramachandran,
Center for Global Development, Unintended Consequences of AML Policies
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§ FinCEN’s 2016 and 2017 enforcement actions covered a wide range
of BSA-regulated financial institutions, including banks, credit unions,
money service businesses, and casinos/card clubs/race and sports
books. FinCEN continued its historical trend of imposing coordinated
penalty actions with DOJ and banking regulators
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§ Over the past several months, the United States
has imposed a range of new sanctions on
Russia, North Korea and Venezuela. These
new measures demonstrate that economic
sanctions remain a key instrument of U.S.
foreign policy.
§ The new measures differ considerably between
the three countries and are tailored to the
unique political and economic contours of the
situations they are intended to address.
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Russia
§ On August 2, 2017, the President signed into law the Countering
America's Adversaries Through Sanctions Act, which included
significant new Russia-related measures that tightened existing
sectoral sanctions as well as imposed new sanctions, including
secondary sanctions.
§ The law, which passed both the House of Representatives and the
Senate with overwhelming bipartisan support, also created significant
new procedural requirements for the president with respect to the lifting
and easing of Russia-related sanctions, including "any licensing action
that significantly alters" U.S. foreign policy with respect to Russia.
§ The law was criticized by President, as well as by Russia and certain
voices in Europe that have called for countermeasures against the new
law.
– Accordingly, it will be important not only to monitor the steps that the United
States takes to implement the law but also any EU responses to the
sanctions.
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North Korea
§ The United States has recently imposed increased sanctions on
North Korea in response to the country's ongoing ballistic missile
and nuclear activities.
§ Most significantly, on September 21, 2017, the United States
imposed additional sanctions that target persons that are part of
certain key sectors of the North Korean economy, persons that
trade with North Korea, aircraft and vessels that have traveled to
North Korea, and the funds of North Korean persons.
– Notably, the new measures authorize the Secretary of the Treasury to
impose secondary sanctions on foreign financial institutions that engage in a
range of transactions involving North Korea.

§ The new measures could have a significant impact on individuals or
entities in China and elsewhere that trade with North Korea and on
financial institutions that process related transactions.
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Venezuela
§ On August 25, 2017, the United States dramatically increased its
sanctions on Venezuela with new measures targeting access to
U.S. debt and equity markets by the Venezuelan government,
including its state-owned or -controlled entities.
– The new measures include specific requirements relating to Venezuela's
state-owned oil company, Petróleos de Venezuela, S.A., and its U.S.
subsidiary, CITGO Holding, Inc.

§ In developing these new sanctions, the U.S. government adopted
the model of sanctions used in the context of sectoral sanctions on
Russia, which restrict access to U.S. financing, rather than blocking
property or embargoing trade.
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