
Our objective was to find a way to effectively 
de-identify all biorepository samples while 
maintaining the relationship between 
associated samples and the medical record from 
where the sample originated. 

METHOD
We introduced a relational database referred to
as a “Linkage Database.” The linkage database
consists of two tables minimally (see Figure 1):

1) An “accession” table to assign a unique
numeric identifier for each distinct
combination of data elements that make up
the original accession.

2) A “sample” table that assigns a unique
identifier for each sample and maintains the
relationship back to the original accession
using the accession unique identifier.

By maintaining the data in this fashion, it is
possible to label samples with identifiers that
do not contain PHI directly.
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BACKGROUND
In Biorepositories, paraffin blocks and
associated aliquots are initially catalogued and
labeled using third-party systems. Our
organization utilizes systems that maintain
discrete relationships between samples using
three data elements from sample collection
that delineates an “accession”:

1) The year. 
2) The facility or hospital.
3) A numeric sequence that increments with 

each sample and resets each year. 

The relationship between blocks and resulting
aliquots via accession is imperative to ensuring
everything can be tracked back to their origins
and ultimately back to the donor. However, as
the need to safeguard protected health
information (PHI) increases, many repositories
are de-identifying samples in order to mitigate
privacy risks.

It was determined that existing Laboratory
Information Management systems (LIMs) were
not capable of real-time, very large-scale de-
identification of samples and maintain the
sample relationships.
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RESULTS
The linkage database was implemented in
January 2019 and currently has over 1.4 million
samples accurately linked to over 529,000
accessions with numbers growing daily.
Because each sample is assigned a unique
identifier, data can be exported using the
pattern of [ACCESSION_ID]-[SAMPLE_ID] as a
unique name for each sample and then
imported into LIMs appropriately.

CONCLUSIONS
The implementation of a linkage database
enables repositories to successfully de-identify
samples in their care while maintaining the
relationship between samples and originating
donor. Additionally, the linkage database serves
as an intermediary between identifiable clinical
data, de-identified samples, and LIMs.
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