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The author details lessons learned when a child discovers a simple bug in an educational
application. What initially was going to be a one-night technical lesson in application security
turned into a four-week journey covering topics that go beyond what is offered to most students
and highlights invaluable lessons to instill in the next generation of IT security professionals.
Abstract
Programming is now being offered in elementary schools and
the next generation is being exposed to technology at a much
earlier age than ever before. This will result in a future where
more people are not only able to build applications, but break
them as well. The author details lessons learned when a child
discovers a simple bug in an educational application. What
initially was going to be a one-night technical lesson in application security turned into a four-week journey covering
topics that go beyond what is offered to most students and
highlights invaluable lessons to instill in the next generation
of IT security professionals.

I

n late January, Apple disclosed that a bug in Group FaceTime allowed a caller to eavesdrop on other users.1 How
it was discovered and Apple’s response garnered much
attention, but another interesting aspect of the disclosure was
that a 14-year-old playing Fortnite discovered the vulnerabil1 Alfred Ng, “Apple’s FaceTime bug was discovered by a teen playing Fortnite,”
CNET (January 29, 2019) - https://www.cnet.com/news/apples-facetime-bug-wasdiscovered-by-a-teen-playing-fortnite/
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ity. This isn’t the first time school-aged children have made
headlines for finding bugs. There are numerous examples of
teenagers being paid out from bug bounties. Facebook’s program has even paid a reward to a 10-year-old.2
There is no indication that the rate of data breaches will slow,
and current headlines estimate the number of open information security positions globally at nearly three million.3 Given these two facts, the security industry might have to play
catch up for a while. Training and reeducating the existing
workforce will make a dent in the large number of IT vacancies, although one can guess that the number of openings will
continue to grow. While the vast number of positions may be
great for job seekers, how (and when) these positions will be
filled is unknown. The answer may lie with eight-year-olds.
By venturing into an elementary school, we can catch a
glimpse of the future workforce that will make up this gap.
With the abundance of technology available and their na2 Ben Guarino, “Facebook pays 10-year-old Finnish genius $10,000 for exposing flaw
in Instagram,” The Washington Post (May 4, 2016) - https://www.washingtonpost.
com/news/morning-mix/wp/2016/05/04/facebook-pays-10-year-old-finnish-boy10000-for-exposing-flaw-in-instagram/
3 (ISC)2, “Cybersecurity Workforce Study, 2018,” - https://www.isc2.org/Research/
Workforce-Study
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ture to tinker, it shouldn’t be a surprise that every once in a
while a security flaw is found by someone quite young. In the
case of the Group FaceTime weakness, the family took the
proper steps to notify Apple. While the company was slow to
respond, Apple did compensate the family. As we teach children how to use information technology and to program at
an early age, we also need to consider the responsibility that
goes along with these tools. By including topics like ethics
and responsible disclosure, alongside programming instruction, we can positively shape the future generation of IT security professionals.

An introduction to information security
Children are being exposed to some basic tenants of information security at an early age. For example, kindergartners are
required to remember authentication credentials to learning
applications, commonly their name and an image for their
password. Teenagers search out hacks in video games. Children, or their parents, may even have to deal with an identity
theft, which according to Javelin Research affected more than
1 million children in 2017.4 They may even know people who
have a career related to information security, and it may even
be career option they are considering.
All over the world, children are leveraging technology-based
methods to improve their reading, writing, and arithmetic.
Much of the learning software used in schools has some element of gamification, which helps retain a child’s attention.
Often, the student can accumulate points (or some other
digital currency) for correct answers, which allows them to
purchase new avatars, stickers, levels, etc. within the learning
4 Al Pascual and Kyle Marchini, “2018 Child Identity Fraud Study,” Javelin Strategy
& Research (April 24, 2018) - https://www.javelinstrategy.com/coverage-area/2018child-identity-fraud-study

application. Teachers often will have friendly competitions
between students to see who can accumulate the most points
and students can exchange points in for rewards at school.
Recently, my eight-year-old came to me saying he found a
hack that allowed him to increase his coin balance in a learning application. Intrigued at the premise of an eight-year old
finding a weakness in the application, I asked him to explain
it, to which he said:
“Tap the back of the laptop ten times and then press purchase. My coin number in the upper right increases by 10!”
Initially, I assumed he was mistaken, but he was quite adamant the issue was real. Every once in a while, there are security flaws that result from submitting relatively simple commands numerous times, such as bypassing authentication in
certain versions of the Linux bootloader Grub by pressing
backspace 28 times,5 or pressing enter for 70 seconds to bypass an encryption mechanism.6 I also considered that maybe
he was pressing a portion of a touch screen with his thumb
when he was tapping the back of the laptop, as screen bypasses often exist in kiosks when a specific location is pressed.
However, tapping the external case would be an attack vector
I had not come across. We needed a proof-of-concept.

The basics of business logic vulnerabilities
Setting up the demonstration was quite simple. He authenticated to the application, drilled down into the function with
the presumed weakness, and proceeded to mouse-over the
5 Hector Marco & Ismael Ripoll, “Back to 28: Grub2 Authentication 0-Day,”
Cybersecurity Group (December 14, 2015) - http://hmarco.org/bugs/CVE-20158370-Grub2-authentication-bypass.html
6 Hector Marco & Ismael Ripoll, “CVE-2016-4484: Cryptsetup Initrd Root Shell,”
Cybersecurity Group (November 14, 2016) - http://hmarco.org/bugs/CVE-20164484/CVE-2016-4484_cryptsetup_initrd_shell.html.
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purchase button. But before pressing it, he tapped the back of
the laptop ten times and then pressed enter. It worked as he
stated. Instead of decreasing his coin balance by 10 coins, it
increased his balance by 10 coins. While I observed the exact
scenario he presented, I maintained skepticism, and we subsequently ran another test with another purchase; however,
without tapping the case this time. Once again, his balance
increased. While disproving his hypothesis on the tapping of
the laptop, we did have further evidence that a bug was present in the application. At this time, I was intrigued to take a
closer look at the application and leverage a great learning
opportunity that was at hand. I could teach an eight-year-old
about coding weaknesses, the OWASP Top 10, and various
tools to further understand how the application worked. We
began to take the next steps down this road by downloading
some additional browser plugins and tools, but stopped when
he said, “If two times got us 20 coins, then one hundred times
will get us 1,000.”
Clearly Pandora’s Box has been opened and the technical details of a what was likely a simple coding mistake or business
logic flaw would need to wait.

Age of reason
At a certain age, one should generally begin to understand
right and wrong. Many cultures and psychologists put this at
age seven or eight.7 Although, just because someone knows
right from wrong, doesn’t mean he will do what is right. Additionally, expecting a seven- or eight-year-old to understand
that shoplifting is bad is one thing, but taking an advantage
of a flaw in some code could be much different. In shoplifting,
the store is clearly a victim, but in a school learning tool, who
really is the victim? Before educating him on man-in-themiddle proxies, I decided to start with some arguably more
intricate topics.
Ethics
Many professions and certifications require their members
to adhere to a code of ethics. Every year, millions of profes7 Scholastic, “The Age of Reason,” (November 6, 2012) - https://www.scholastic.com/
parents/family-life/social-emotional-learning/development-milestones/age-reason.
html.
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sionals, particularly doctors, attorneys, and accountants, take
ethics classes to reinforce how people ought to act. Business
ethics isn’t typically taught until college. Some high school
classes may offer it as an elective, but this isn’t trickling down
to the middle or elementary schools. The 14-year-old who discovered the Group FaceTime bug, along with his family, was
aware of the potential privacy and security consequences of
his find. However, the weakness in the education application
did not involve real money and there were no in-app purchases. However, after more discussion more complex questions
surfaced such as:
• How harmed by this flaw is the software developer?
• What about your classmates?

• Does your school have rules on such actions?

The first question was not easy to answer, but the second question resonated as any student that knew of the issue could significantly get ahead of those who did not. The final question
resulted in more fact finding as we reviewed the school’s code
of conduct and technology use policy, two documents many
parents likely receive and maybe even are required to sign,
but potentially never read.
Responsible use
Every year, millions of employees take online training, review
employee handbooks, and acknowledge they are familiar
with, and agree to, a set of rules and/or working principles.
Students at schools also have a code of conduct, although the
burden of reviewing the policy typically falls to the parents
and not the student. The policy in place at this eight-yearold’s school read similar to many other policies seen in the
private sector and included statements such as:
• Use of anonymous proxies to circumvent content filtering
is prohibited.
• Users have no expectation of privacy in anything they create, store, send, delete, receive, or display when using the
school system.
Some particular points were more relevant:
• Users are prohibited from engaging in unauthorized or
unlawful activities, such as “hacking” or using the computer network to gain or attempt to gain unauthorized or
unlawful access to other computers, computer systems, or
accounts.
• If a user identifies a security problem on a technological
resource, he or she must immediately notify a system administrator.
While one could potentially argue the flaw in the educational
application wasn’t a security issue, the agreement appeared
to cover the typical concerns. However, since the discovery
occurred on the last day of school for the calendar year and
teachers and administrators were now on break, there was
some question on who should be contacted. To go one step
further, we also reviewed the vendor’s expectations.
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End-user license agreements
If ethics was taxing to explain, then end-user license agreements (EULAs) would be even more arduous, particularly
ones where the school purchased the software. Nonetheless, it
was another opportunity to show how organizations require
users to behave a certain way. There were several sections in
the vendor’s EULA that covered reasons to terminate an account and handling of security issues. Once again, the line
between a software bug and a security issue was a bit blurry
here, but after a review of the EULA, the question became
should the teachers and administration be notified, the vendor, or both?
Responsible disclosure
With the faculty being away for two weeks on a holiday break,
we decided the issue should be reported directly to the software vendor. After some research on the vendor’s website and
some basic searches on LinkedIn, we sent an email to the vendor’s support staff. The vendor’s support team replied back
within 24 hours and communicated the following:
“Yes, it was a pesky bug which students quickly figured
out worked in their favor. Our engineers resolved the issue
and the coin feature is now functioning as designed.”
By the time we received the email, the flaw had been fixed.
Something that frequently also occurs in the private sector.

Post mortem
With the flaw fixed, I expected this eight-year old’s enthusiasm for information security to wane. However, two weeks
off from school provided time to cover topics like the OWASP
Top 10 and man-in-the-middle proxies. While some topics

such as XML external entity (XXE) and insecure deserialization attacks were too complex to explain, broken authentication and insufficient logging were understandable for this
eight-year-old. Demonstrating GET and POST requests and
altering data submitted by a browser proved to be interesting,
as was using the Repeater feature within Burp. It should also
be noted that eight-year-olds find names like ZAP and Burp
to be pretty amusing.
Back to Fortnite
A few weeks after the educational vendor’s pesky bug came
and went, a headline showed up that should have grabbed the
attention of many. The popular video game, Fortnite, which
boasts over 200 million users,8 could be hacked.
Around the dinner table, parents all over hear about their
children’s latest Fortnite battles. From time to time, the
discussion may even go into Fortnite hacks, but this time
it wasn’t clickbait. It wasn’t a third-party breach or a long
thread on a message board related to a phishing attack. In
fact, it was probably the complete opposite of most Fortnite
conversations as it started with adults asking their child if
they read or heard about the latest concern with Fortnite—or
to be more precise, the Epic Games online platform.
The latest concern wasn’t whether the game was too violent or
too addictive. It was unease with a few vulnerabilities, which
could allow an attacker to perform a variety of attacks, including purchasing V-bucks with another user’s credit card.
The news wasn’t from Ninja, Ali-A, or any other players.
8 Christopher Palmeri, “Fortnite Now Has 200 Million Players, Up 60% from
the Last Count,” (November 26, 2018) - https://www.bloomberg.com/news/
articles/2018-11-26/fortnite-now-has-200-million-players-up-60-from-the-lastcount
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The news was from three researchers at Checkpoint and the
presentation was well done.9 And when this eight-year-old
was shown the research, there were many similarities to the
software bug he found just a month prior. There was a proof
of concept, there were screenshots from Burp, there were references to items in the OWASP Top
10, and a formal disclosure. It was a
eureka moment for him and me.
There was a proof

of concept…
It was a eureka
moment for him
and me.

The future

In 2010, there were nearly four million births in the United States.10
While all of these kids may not become information security professionals, it does provide a huge opportunity. With programs like Code.org
and Girls Who Code, as well as camps focusing on 3D design
and robotics, technical skills are being taught at an early age.
It can be assumed that these programs will encourage each
generation to learn and build more.
Additionally, the affordability of devices such as the Raspberry Pi also make working with technology much more
available. As we’ve seen, security weaknesses are found by
researchers and testers all the time, with some of them being teenagers or younger. Many bug bounty programs allow
participants 13 years and above to participate, and programs
like the CyberPatroit competition are giving opportunities
to middle and high schoolers. While teaching the necessary

9 Alon Boxiner, Eran Vaknin, and Oded Vanunu, “Hacking Fortnite Accounts,”
(January 16, 2019) - https://research.checkpoint.com/hacking-fortnite/.
10 Joyce A. Martin, M.P.H et al., “Births: Final Data for 2010,” CDC National Vital
Statistics Reports (August 28, 2012) - https://www.cdc.gov/nchs/data/nvsr/nvsr61/
nvsr61_01.pdf

technical skills is paramount, making sure they understand
all the non-technical aspects of tinkering, including ethics
and doing the right thing, is also important.
Additional resources
While ethics for adults can be found ubiquitously in continuing professional education (CPE) catalogs, curriculums for
children may be a bit trickier to instill. The best approach is
to include ethics into general online security education for
children, which often will include topics such as maintaining
secure passwords, cyberbullying, limiting information sharing, and monitoring access. It should be noted that there is
still work that needs to be done here.
Many educators, parents, and students are reporting an increased number of threats, and we cannot fall behind from an
educational perspective. As security professionals, teaching
the fundamentals is a responsibility each of us carries. Many
resources can be found online, although the Federal Trade
Commission’s Protecting Kids Online11 at and Get Safe Online’s Safeguarding Children12 at are a good start.

About the Author
Matt Wilgus is the Security Practice Director at Schellman where he leads the firm’s
threat- and vulnerability-related offerings.
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to strike a balance between business, security, and compliance objectives. He may be
reached at matt.wilgus@schellman.com.
11 Protecting Kids Online – https://www.consumer.ftc.gov/topics/protecting-kidsonline/.
12 Safeguarding Children – https://www.getsafeonline.org/safeguarding-children/.
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