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Abstract
One of our key failings as a security industry has been our 
focus on “throwing” technology solutions at our challenges 
instead of organizing strategies to counter those attackers 
targeting our enterprises. The author proposes a construct 
and a recent threat model for facilitating thinking like an ad-
versary to enable security practitioners to move from react-
ing to compromises to ultimately preventing attacks.

One of our key failings as a security industry has been 
our focus on the technological approaches to secur-
ing networks rather than on understanding and 

defending against the actual attacks to our organizations. 
In many parts of life, we leverage our understanding of the 
“bad guy” in order to defend against his actions: we prioritize 
where we put motion sensors in our homes based on some-
one might intrude and what he might steal or what harm he 
might cause; we slow down when we think a speed trap is 
over a hill or around a corner until we can speed back up; we 
look at an opposing team’s game film when we practice and 
prepare to play against them. In cybersecurity, however, we 

seem to be stuck at the “throwing technology at the problem”1 
stage rather than understanding our adversaries—those bad 
guys targeting our enterprises—and organizing strategies to 
counter them.

Think like your adversary
One of the ways to overcome this challenge is to think like 
the bad guy when defending a network. First and foremost, 
thinking like an adversary means you will be able to antici-
pate their actions. Then you can monitor for those types of 
activities and leverage any intelligence or information on 
those types of attacks. The net result is gaining the ability to 
focus security investments on strategies that defend the most 
likely targets within your enterprise. So how does one start 
thinking like a bad guy?
In my experience, a military doctrine known as Center of 
Gravity doctrine2 can be useful when thinking like an adver-
sary. Imagine for a moment that someone is targeting your 

1 “A New Security Dimension,” Federal Technology Insider, Jun 11, 2013, http://
www.federaltechnologyinsider.com/a-new-security-dimension-why-open-source-
solutions-need-to-be-part-of-the-federal-governments-cybersecurity-strategy/.

2 Antulio J. Echevarria II, “Center of Gravity: Recommendations for Joint Doctrine,” 
Joint Forces Quarterly 35 (2004): 10-17 – http://www.dtic.mil/doctrine/jfq/jfq-35.
pdf.
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security enterprise. He will not look at the organization as 
a network of technology systems and databases, but instead 
as an infrastructure that enables one or more business pro-
cesses to operate. The critical systems that support and enable 
those processes are the organization’s centers of gravity—the 
crucial linchpins in ensuring those activities successfully 
continue to occur. These key focal points can be human or a 
technology; a center of gravity might be a workflow involving 
a set of help desk personnel, a database with customer and 
account information, a SharePoint server housing key intel-
lectual property, an API or other automation tool delivering 
business-critical content, or even a biometric lock on a server-
room door.
Successful attackers think about the actions they might take 
to manipulate or disrupt those processes, and then they at-
tempt to identify the key people or technologies underlying 
them. These focal points may be influenced by the specific 
motivation and intent of the attacker—for example whether 
he is stealing information to make money or stealing infor-
mation for strategic advantage. If they are criminals, they 
might attempt to disrupt customer validation steps in order 
to monetize credit card information they stole directly from 
customers; if they are espionage actors, they may identify a 
key person in a decision-making process and target that per-
son in order to front-run their decisions. 

Leveraging the cyber threat kill chain
With an understanding of our adversary, the focus can now 
shift to preparing for their attacks. The now famous Cyber 
Kill Chain3 model offers an excellent method for focusing 
network defense on detecting and disrupting attacks as early 
as possible, once they are already attacking your enterprise. 
But it continues to focus on technologies as solutions and 
does not leverage how an adversary would likely target the 
network. With an understanding of the adversary comes a 
focus on preparing for attacks on specific centers of gravity 
in the hopes of securing them before an actual attack is even 
launched. One mechanism for organizing that preparation is 
via the recently published Cyber Threat Kill Chain4 that re-
flects the end-to-end set of actions an adversary takes during 
an attack. 
Broken up into three phases, Acquisition, Attack, and Ad-
vantage, the cyber threat kill chain builds on the older model 
by providing a means to understand the life cycle of an at-
tack from conception to post-attack leverage. The acquisition 
phase consists of a set of activities from planning and target-
ing through design, development, and practice that represent 
the stages through which an adversary must move in order to 
launch an attack. The attack phase largely encompasses the 
previous kill chain model and consists of those acts from ac-

3 Eric M. Hutchins, Michael J. Cloppert, Rohan M. Amin, Ph.D., “Intelligence-Driven 
Computer Network Defense Informed by Analysis of Adversary Campaigns and 
Intrusion Kill Chains” (paper presented at the 6th Annual International Conference 
on Information Warfare and Security, Washington, DC, 2011.) http://papers.
rohanamin.com/?p=15.

4 Matt Hartley, “Cyber Threat Kill Chain – Part 2 of 2,” iSIGHT Partners, Oct 14, 2014, 
http://www.isightpartners.com/2014/10/cyber-threat-kill-chain-part-2-2/.

tive reconnaissance to delivery, exploitation, and actual at-
tack actions on a target. The advantage phase captures the 
actions that an attacker might take after an attack, including 
monetization and laundering, decision advantage, or deliver-
ing a political message. This phase also includes the prolif-
eration of the attack both in the form of variants used by the 
same adversary and the reuse of the attack by other attackers.
We can examine the adversary attacks we commonly face 
within this model, as portrayed in figure 1. If we go back 
to our non-security example of securing our home, we can 
recognize some intruders might want to snatch whatever is 
in plain sight, others might want to steal all our valuables, 
and the worst kind might want to cause harm to us and our 
families. We learn, we might know, or we might get advice 
on how these intruders are acquiring their ability to conduct 
these attacks. It might only take a brick, or they might have 
a new technique for disabling the communications of alarm 
systems. As we walk through our homes, we attempt to find 
the balance between our limited funds and our desire to build 
a fortress—we place motion detectors to augment our perim-
eter; we might add some glass-break sensors and maybe even 
a redundant wireless backup communication system. Finally, 
we might reduce the intruder’s ability to gain advantage from 
theft by preventing him from monetizing a stolen technology 
by enabling remote wipe. Now we are prepared for an actual 
attack, but we do not stop there; we might also sign up for our 
local police daily crime update so we are aware of new and/
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Figure 1 – Leveraging the cyber threat kill chain model
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or emerging crimes occurring in or near our neighborhood 
so we can continue to evaluate our risks and adjust our home 
security proactively as needed.
As cybersecurity professionals, the attacks we face every day 
can be viewed in a similar light. We do not want to wait for 
intruders to actually try to break in before we attempt to de-
fend against them; similarly here, we need to think about our 
adversary’s activities building up to the attack as well as gain 

insights into those activities. In other words, we can think 
about that core intellectual property in that SharePoint server 
and ensure it is well protected, possibly with multiple types 
of defenses. But if we know adversaries are advertising their 
willingness to pay to buy that intellectual property, targeting 
law firms with spear phishing lures because of the contract 
knowledge they house, designing a new attack against spe-
cific content management systems used by our industry, or 
using sophisticated rogue hosting services that are essentially 
cloud-based infrastructures for rent to launch those types of 
attacks, then we can go a step further in thinking like them 
by using that knowledge as a focus to continue to shore up 
our defenses around those areas.

Case study: Stuxnet
Case studies offer great examples of how getting into the 
mind-set of the adversary can help with cybersecurity. 
Stuxnet is a popular example of a highly-sophisticated, 
nation-state-sponsored attack.5 Peering through the cyber-
threat-kill-chain lens, as portrayed in figure 2, we can think 
like a nation-state choosing to attack Iran. From the begin-
ning, it appears the attacker’s goal was to disrupt the prolifer-
ation of nuclear weapons to Iran by specifically targeting the 
uranium enrichment occurring within Iranian centrifuges, 
an activity required for the development of nuclear weapons.6 
In this example, multiple evolutions of the technology were 
used to successfully attack Iranian centrifuges. From the Ira-
nian defender’s standpoint, any observation they could have 
made in any of the stages of the cyber threat kill chain would 
have potentially allowed them to disrupt the attack and pre-
vent further damage to their systems. In this case, it appears 
they did not or could not observe the attack until prolifera-

5 David E. Sanger, “Obama Order Sped Up Wave of Cyberattacks Against Iran,” 
The New York Times, June 1, 2012, http://www.nytimes.com/2012/06/01/world/
middleeast/obama-ordered-wave-of-cyberattacks-against-iran.html.

6 Ralph Langer, “To Kill a Centrifuge,” November 2013, http://www.langner.com/en/
wp-content/uploads/2013/11/To-kill-a-centrifuge.pdf.
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Figure 2 – Example cyber threat kill chain for Stuxnet

22 – ISSA Journal | November 2014

Think Like Your Adversary: Leveraging the Cyber Threat Kill Chain | Matt Hartley

 ©2014 ISSA • www.issa.org • editor@issa.org  • All rights reserved.

http://www.nytimes.com/2012/06/01/world/middleeast/obama-ordered-wave-of-cyberattacks-against-iran.html
http://www.nytimes.com/2012/06/01/world/middleeast/obama-ordered-wave-of-cyberattacks-against-iran.html
http://www.langner.com/en/wp-content/uploads/2013/11/To-kill-a-centrifuge.pdf
http://www.langner.com/en/wp-content/uploads/2013/11/To-kill-a-centrifuge.pdf
http://www.issa.org


tion of the attack occurred to other systems and greater pub-
lic awareness of the attacks occurred.

Case study: Retail breach
The recent spate of retail breaches7 offers another helpful 
case study, as seen in figure 3. In those cases, the point-of-
sale (POS) terminals being used by retailers in the US were 
vulnerable to malware that could capture credit card infor-
mation while consumers swiped their credit cards as part of 
purchasing transactions.8 Unfortunately, POS security has 
been driven largely by Payment Card Industry (PCI) compli-
ance and regulations. Using the center of gravity model and 
the cyber threat kill chain model, they may have recognized 
that a key part of their business process—taking money from 
customers—relied on those systems and that criminals could 
easily monetize the information within the terminals. They 
might then have focused additional monitoring and detec-
tion on the POS systems. In addition, had they been external-
ly monitoring threats to those systems, they would have been 
aware of the development of malware targeting point-of-sale 
systems, and they might have specifically focused on those 
terminals and hardened them against attack. 

7 “Chronology of Data Breaches,” Privacy Rights Clearinghouse, http://www.
privacyrights.org/data-breach-asc?title=.

8 Mark Yason, “Target Data Breach: Understand and Detect Kaptoxa POS Malware,” 
Jan 23, 2014, http://securityintelligence.com/target-data-breach-kaptoxa-pos-
malware/.

These insights were available from cyber intelligence organi-
zations and information sharing groups prior to attacks.9 Al-
though the retailers stated they did not observe any attacks, 
they also missed the opportunity to monitor underground 
markets where credit card information is sold. Had they done 
so, they might have noticed an increase in the number of sto-
len credit cards and might have recognized post-event that 
an increase in compromises was occurring. This could have 
led them to hunt for potential compromises within their en-
terprise, starting with the critical centers of gravity with that 
sort of information, including POS terminals. At that point, 
they would have had a much better chance of identifying the 
attacks and, as previously mentioned, implemented addi-
tional monitoring or countermeasures to those systems if no 
compromise had yet occurred. Unfortunately, they had nei-
ther focus nor investment in these areas and therefore were 
not aware of the attacks until notified by other parties or until 
the attacks became public.

Applying the model
Security professionals seeking to apply this model for their 
organization can follow the simple four-step process outlined 
in figure 4. 
Figure 4 – Application of the model

First, security teams need to identify critical assets that are 

centers of gravity. A great place to jump-start that process 
is to leverage continuity of operations and disaster recovery 
plans to identify key people, processes, or technologies—if it 
is important enough that the organization has a plan to miti-
gate the possibility of losing that asset, then it is important 
enough to consider how an adversary might attack it. Anoth-
er means for ascertaining key assets is identifying any asset 
involved with core intellectual property for the organization. 
One gauge for the criticality of these assets is simple: if its 
degradation or loss would jeopardize revenues, negatively af-
fect shareholder value, or greatly damage reputation, then it is 
likely to be a key asset. Another measure is looking for assets 
that criminals could easily steal and monetize, such as per-
sonally identifiable information and credit card numbers. Fi-
nally, examining previous security incident reporting might 
highlight assets that are frequently targeted.

9 Examples include “Alert (TA14-002A): Malware Targeting Point of Sale Systems,” 
US-CERT, Jan 2, 2014, https://www.us-cert.gov/ncas/alerts/TA14-002A and Numaan 
Huq, “A look at Point of Sale RAM Scraper Malware and How It Works,” Sophos, Jul 
16, 2013, http://nakedsecurity.sophos.com/2013/07/16/a-look-at-point-of-sale-ram-
scraper-malware-and-how-it-works/.
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Figure 3 – Example cyber threat kill chain for recent retail breaches
1. Identify assets critical to the organization 

(people/process/technology)

2. Determine cyber threats to those assets

3. Develop potential attack strategies against 
those assets using the cyber threat kill chain

4. Prioritize mitigations, countermeasures, and 
security investments
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Once an initial list of likely targets has been collated, it is nec-
essary to hone in on the real cyber threats to those assets. 
The obvious but necessary first step is a strategic look at the 

organization in order to classify 
at a high level whether adversar-
ies would target critical assets for 
goals like monetary profit, po-
litical gain, or ideological reasons 
(such as cyber criminals, cyber 
espionage agents, or hacktivists 
would, respectively). However, 
basing beliefs about threats us-
ing only the list of assets and 
this strategic look is difficult and 
can be inaccurate—it is easy to 
convince yourself that you know 
what threats you face when you 
are not looking at the full picture. 
A great example of this is a bank 
that reasons its assets would only 
be targeted by criminals because 

it has monetizable information (and actual money); however, 
banks are routinely targeted by all types of attackers.10 One 
alternative approach leverages technical data from previous 
security incident reporting to identify what sort of attacks 
have been seen, including the tactics, techniques, procedures, 
and methodologies used. From that point, security profes-
sionals can leverage their knowledge of key assets to work 
“outside in” and determine the likely targets of those attacks, 
which can indicate the adversarial threats posed against the 
organization. 
From there, the cyber threat kill chain model can be directly 
leveraged to hone in on likely threat and attack vectors. Lit-
erally use figure 1 as previously outlined as a guide for each 
type of cyber threat. Once attack strategies are mapped, they 
should be continuously refined and updated, based on what 
is happening on the network and using external inputs from 
cyber threat intelligence providers, government alerts, and 
industry sharing consortiums. A side benefit from enumerat-
ing likely attacks from likely threats is it offers a new means 
to communicate with executives; rather than focus on quan-
tities of events blocked and generic threats requiring the lat-
est technologies, security professionals can use the model to 
speak to their need for investments against probable attacks 
from likely threats.
Ultimately, prioritizing mitigations and countermeasure 
strategies based on these specific threats is what security is 
all about. Simply work with the security and infrastructure 
operations teams to focus protection and defense of the net-
work based on the threat—if hacktivist threats are a high 
likelihood, you might invest in anti-denial-of-service tools 
rather than on anti-spear-phishing tools more appropriate 

10 For one of many examples of non-criminal threats to banks, see Michael Riley and 
Chris Strohm, “Banks, Utilities Seen as Targets of Syrian Cyber-Attacks,” Bloomberg, 
Aug 29, 2013, http://www.bloomberg.com/news/2013-08-28/banks-utilities-seen-as-
targets-of-syrian-cyber-attacks.html.

for cyber-espionage actors. Teams can hunt for indications 
of attack activity that might already be present based on the 
likely courses of action the adversary would take to target 
key assets and a priori mitigate or remove active instantiated 
threats. Key here is to expand from just monitoring the net-
work to observing internal and external events that might af-
fect the organization, making the entire process repeatable 
in a “sustain and thrive” mode. The bottom line is leveraging 
knowledge to get ahead of the adversary rather than waiting 
for the attack.

Conclusion
Security professionals responsible for defending organiza-
tional enterprises can find great value in thinking like their 
adversary. We should consider the entire continuum of ac-
tions an attacker might take to target critical focal points—
the centers of gravity—within the processes of our organiza-
tions, and we should recognize our ability to capture insights 
into the actions of our adversaries beyond our enterprise and 
outside the “walls” of our organization. With those insights, 
we can prioritize security time and investments on the threats 
of greatest consequence.
It is easy to look back with 20/20 hindsight and state that 
new thinking, when tied to this proposed model, would have 
allowed security professionals to prevent all attacks. Unfor-
tunately, there is no security panacea that will solve all the 
challenges faced by cybersecurity professionals. Using this 
approach will realign the focus to preparing for and dis-
rupting attacks as early as possible in the entire spectrum of 
adversary actions rather than only once the attack has been 
launched. This enables a shift from technology-led security 
to threat-oriented defense, which is fundamentally necessary 
in order to move our industry from the status quo of reacting 
to detections and compromises to a future where we become 
proactive and actually prevent attacks. 
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