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COVID-19 is the most significant medical crisis the 
world has faced since the Spanish Flu in 1918. Ulti-
mately, the solution will likely involve a combination 

of prevention (hygiene and vaccinations), detection (testing), 
reaction (quarantining), and reflection (lessons learned). But 
until preventative measures are widespread, the most effec-
tive and reliable defense against the spread of COVID-19 is 
contact-tracing:

Contact tracing is a decades-old tool for helping control 
the spread of infectious diseases. It has been used success-
fully in efforts to contain Ebola, SARS, MERS, tuberculo-
sis, and other disease outbreaks. It is now a critical part of 
the fight against COVID-19. In practice, contact tracing 
begins with those who test positive for COVID-19. Those 
with whom they have had close contact are then identified, 
as they may have been infected too. These contacts are no-
tified and supported through a period of quarantine—un-
til they develop symptoms, pass the window of risk, or are 
proven not to have been exposed [4].

Unfortunately, contact tracing is a highly labor-intensive pro-
cess that is often infeasible at scale [20], especially in dense 
environments. Multiple contact-tracing solutions have been 

proposed to meet this challenge, and governments around 
the world are racing to implement them. But these can have 
significant consequences for individual privacy. From a re-
cent publication in leading medical journal The Lancet by 
Turing Award recipient Yoshua Bengio:

Despite the potential advantages, most of the applications 
in use or under consideration have an impact on indi-
vidual privacy that democratic societies would normally 
consider to be unacceptably high. In a free and democratic 
society, there are major concerns regarding privacy [3].

In a June 2020 review, the head of Amnesty International’s 
Security Lab, Claudio Guarnieri, warned:

Bahrain, Kuwait, and Norway have run roughshod over 
people’s privacy, with highly invasive surveillance tools 
which go far beyond what is justified in efforts to tackle 
COVID-19. Privacy must not be another casualty as gov-
ernments rush to roll out apps [1].

The goal of this article is to answer the following question: Is 
it possible to design practical contact-tracing technology that 
does not compromise on privacy or functionality? And what 
might such a system look like?

Can governments and companies preserve individual privacy in the rush to build COVID-19 
contact-tracing solutions? We answer this question and propose a solution using Privacy by 
Design, a global standard that defines seven foundational principles to design privacy-preserving 
systems.
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To answer this question, we will evaluate the degree to which 
privacy is upheld in existing contact-tracing systems using 
the Privacy by Design framework [7]. Then we will apply these 
principles to design a contact-tracing solution that strongly 
preserves individual privacy.
The Privacy by Design framework is a set of design princi-
ples that provide individuals with control over their infor-
mation and has become a global standard. It is recognized 
by the US Federal Trade Commission as one of its three rec-
ommended practices for protecting online privacy [11], and it 
was incorporated into the European General Data Protection 
Regulation (GDPR) [10], one of the most comprehensive and 
wide-reaching privacy laws on the planet.

Principle 1: Proactive not reactive; preventative not 
remedial

The Privacy by Design (PbD) approach is characterized by 
proactive rather than reactive measures. It anticipates and 
prevents privacy invasive events before they happen. PbD 
does not wait for privacy risks to materialize, nor does it 
offer remedies for resolving privacy infractions once they 
have occurred—it aims to prevent them from occurring. 
In short, Privacy by Design comes before the fact, not after 
[7].

It often seems like privacy is an afterthought or even pur-
posely ignored. Take, for example, Bahrain’s “BeAware Bah-
rain,” Kuwait’s “Shlonik,” and Norway’s “Smittestopp” con-
tact-tracing apps. According to Amnesty International, these 
apps are amongst the most alarming mass surveillance tools 
on the market because they all continuously record GPS data 
and upload that information to a central server [1].
Such a poor outcome implies that privacy was most likely not 
considered at the beginning of the project. For example, was 

a privacy specialist part of the initial design team? Was the 
team trained on privacy preservation principles?
In order for a contact-tracing system to be effective, once an 
individual is confirmed to be infected, it must be able to iden-
tify everyone with whom the individual was in contact from 
the time he or she was first infectious. For COVID-19, this 
period has been empirically determined to be 14 days before 
the onset of symptoms [21]. Therefore, the ideal contact-trac-
ing system would have a data retention period of 14 days and 
a data retention policy that purges all data after its period of 
utility has expired.

The ideal contact-tracing system would be designed around 
privacy, both technically and organizationally. An open 
source project, for example, would allow third parties to ver-
ify the privacy-preserving guarantees of the system by ana-
lyzing the source code. Recruiting the open source software 
community to contribute also has the added benefit of im-
proving the code quality and reducing the likelihood of vul-
nerabilities. Privacy experts could participate in requirements 
gathering, design, testing, and implementation.

Principle 2: Privacy as the default setting
We can all be certain of one thing—the default rules! Pri-
vacy by Design seeks to deliver the maximum degree of 
privacy by ensuring that personal data are automatically 
protected in any given IT system or business practice. If 
individuals do nothing, their privacy still remains intact. 
No action is required on the part of individuals to protect 
their privacy—it is built into the system, by default [7].

In response to the pandemic, Apple and Google partnered 
to offer a privacy-preserving exposure notification API. This 
system periodically generates random IDs on each device, 
which are then saved to other devices in range via Bluetooth. 
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ed on as an add-on, after the fact. The result is that privacy 
becomes an essential component of the core functionality 
being delivered. Privacy is integral to the system, without 
diminishing functionality [7].

The underlying premise of location-based exposure notifi-
cation apps requires that every smartphone uploads its GPS 
coordinates to the app creators’ servers. Once installed, apps 
that upload location information to a centralized location 
(like Bahrain’s “BeAware Bahrain,” Kuwait’s “Shlonik,” and 
Norway’s “Smittestopp”) are in clear violation of this prin-
ciple.
Furthermore, any system that aggregates sensitive data in 
a centralized server has potential for abuse, regardless of 
whether that data includes geolocation information. Accord-
ing to University College London Faculty of Law’s Dr. Mi-
chael Veale:

One of the major concerns around centralization [of 
contact-tracing technology] is that the system can be ex-
panded, that states can reconstruct a social graph of who-
has-been-close-to-whom [13], and may then expand pro-
filing and other provisions on that basis. The data can be 
co-opted and used by law enforcement and intelligence for 
non-public health purposes ... [15].

The IDs of users confirmed to have COVID-19 by a public 
health authority are distributed to all enabled devices via a 
centralized server [9]. Importantly, the user’s infection status 
is not shared automatically [13]. This means that, even if a 
user is confirmed to have COVID-19, his privacy is preserved 
by default.
Apple and Google’s APIs are disabled by default [14][17], 
meaning that no information is collected by apps built on 
them without explicit opt-in by the user. However, users do 
receive a push notification prompting them to enable it [16]. 
This can be problematic if users agree without fully under-
standing what they are agreeing to. Unfortunately, this is of-
ten the case: In a study involving two thousand US consum-
ers, 91 percent of them consented to legal terms and services 
conditions without having read them [6]. Still, Apple’s and 
Google’s apps adhere to this principle of making privacy its 
default setting.

The ideal contact-tracing system would have an explicit opt-
in and would be implemented so as to minimize the possibili-
ty that the user’s consent is provided by accident.

Principle 3: Privacy embedded into design
Privacy by Design is embedded into the design and archi-
tecture of IT systems and business practices. It is not bolt-
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mation to a centralized server, along with the user’s identity. 
Apple’s and Google’s exposure notification APIs address this 
problem by replacing location information with proximity 
information, and replacing non anonymized user identities 
with cryptographically secure surrogate identifiers.

However, even cryptographically secure ones like those built 
on Apple’s and Google’s APIs only work if they can upload 
data to a centralized server. This flaw can be remedied by re-
placing the centralized storage model with a decentralized 
one that is not owned by Apple or Google (e.g., on-premise 
hosting) such that data ownership is distributed between in-
dependent organizations.

Principle 5: End-to-end security—full life-cycle 
protection

Privacy by Design, having been embedded into the system 
prior to the first element of information being collected, 
extends securely throughout the entire life cycle of the 
data involved—strong security measures are essential to 
privacy, from start to finish. This ensures that all data are 
securely retained, and then securely destroyed at the end 
of the process, in a timely fashion. Thus, Privacy by Design 
ensures cradle-to-grave, secure life-cycle management of 
information, end-to-end [7].

A contact-tracing application that implements end-to-end 
security should implement encryption for data at rest and in 
transit. Furthermore, Apple’s and Google’s APIs replace user 
identities with cryptographically secure surrogate IDs:

To strengthen privacy, this protocol leverages a new con-
cept—Bluetooth pseudo-random identifiers, referred to 
as rolling proximity identifiers. Each rolling proximity 
identifier is derived from a rolling proximity identifier 
key, which is in turn derived from a temporary exposure 
key and a discretized representation of time. The rolling 
proximity identifier changes at the same frequency as the 
Bluetooth randomized address, to prevent linkability and 
wireless tracking. Nonuser identifying associated encrypt-
ed metadata is associated with rolling proximity identifi-
ers. The broadcast metadata from a user can only be de-
crypted later when the user tests positive [12].

Any contact-tracing application may contain a software vul-
nerability that serves as a potential attack vector by which 
an adversary might collect sensitive information about the 
user. For example, a vulnerability in Qatar’s EHTERAZ con-
tact-tracing app allowed cyber attackers to access the name, 
national ID, health status, and location of more than one mil-
lion users [2].
Code for the ideal contact-tracing system must be written 
with security in mind from day one. It should be obfuscated 
and minified so that it cannot be reverse engineered. It should 
be tested repeatedly so as to expose bugs, which should be 
fixed promptly. The code should be designed so that it is easy 
to update and patch, and should use code hardening and code 
signing.

We need to be proactive about privacy management, and one 
way to do that is to identify features that should not be used. 
This includes GPS tracking and a central server that contains 
personally-identifiable information (PII).
Other exposure notification apps, like those built on Apple 
and Google’s exposure notification APIs, use cryptographi-
cally secure surrogate identifiers, which theoretically alle-
viate the most egregious privacy violations. But even these 
report usage data back to their parent companies [5].
In May 2020, a group of European privacy experts published 
“Decentralized Privacy-Preserving Proximity Tracing.” Their 
system uses a centralized server that is “untrusted with re-
gards to protecting users’ privacy” and provides the following 
benefits [18]:
• Ensures data minimization . The central server only ob-

serves anonymous identifiers of COVID-19 positive users 
without any proximity information. Health authorities 
learn no information except that provided when a user 
reaches out to them after being notified by the app of ex-
posure to a known COVID-19 case.

• Prevents abuse of data.  As the central server receives the 
minimum amount of information tailored to its require-
ments, it can neither misuse the collected data for other 
purposes, nor can it be coerced or subpoenaed to make 
other data available.

• Prevents tracking of users.  No entity can track users that 
have  not  reported a positive diagnosis. Depending on the 
implementation chosen, others can only track COVID-19 
positive users in a small geographical region limited by 
their capability to deploy infrastructure that can receive 
broadcasted Bluetooth beacons.

• Dismantles gracefully. The system will dismantle itself 
after the end of the epidemic. COVID-19 positive users 
will stop uploading their data to the central server, and 
people will stop using the app. Data on the server and in 
the apps is removed after 14 days.

Can we do better? Removing the requirement for individuals 
to always be carrying a computing device removes the possi-
bility of personal information being collected altogether. This 
has the added benefits of reducing friction to adoption and 
avoiding errors caused by individuals not having a device on 
their person (or at all). We will talk more about this later.

Principle 4: Full functionality—positive-sum, not 
zero-sum

Privacy by Design seeks to accommodate all legitimate 
interests and objectives in a positive-sum “win-win” man-
ner, not through a dated, zero-sum approach, where un-
necessary trade-offs are made. Privacy by Design avoids 
the pretense of false dichotomies, such as privacy vs. se-
curity, demonstrating that it is possible to have both [7].

As we have established, a major flaw with some exposure no-
tification applications is the fact they upload location infor-
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Every unit of data exchanged in the app must be encrypted so 
that even if the data is stolen, there’s no way for it to be read 
and misused. Any third-party libraries should be thoroughly 
tested before being used. These should only be used via con-
trolled internal repositories, and policy controls should be 
exercised during acquisition to protect from vulnerabilities 
within the libraries.

The ideal contact-tracing app should not cache authorization 
information for third-party APIs locally so as to avoid poten-
tial loopholes for attackers to hijack privileges, and should 
instead use server-side authorization for maximum security.

The ideal contact-tracing app should abide by the principle of 
least privilege and should not request for permissions that it 
does not need, such as access to the user’s contacts.

Securing software is a never-ending process, as new threats 
are constantly emerging. The ideal contact-tracing app 
should be developed by an organization that invests in pen-
etration testing, threat modeling, and emulation for vulnera-
bility testing. It may also use static (code) scanners to identify 
and remove common coding patterns that lead to security 
vulnerabilities. In addition, it should be periodically audited 
and subjected to penetration testing. This applies to the client 
application as well as to any related server code: data must be 

kept confidential, and its integrity must remain intact, with-
out any unauthorized modification.

Principle 6: Visibility and transparency—keep it 
open

Privacy by Design seeks to assure all stakeholders that 
whatever the business practice or technology involved, it is 
in fact operating according to the stated promises and ob-
jectives, subject to independent verification. Its component 
parts and operations remain visible and transparent, to us-
ers and providers alike. Remember, trust but verify [7].

A significant problem with current exposure notification 
apps is that they use a central server in order to broadcast the 
identities of infected individuals to the rest of the network. 
This is also true for cryptographically secure ones. Apple and 
Google collect and store information on their private servers, 
which nobody else has access to. Because of this architecture, 
it is difficult for the public to audit and verify what data is 
collected and that the data is used in a manner that is priva-
cy-preserving. Aside from trusting Apple and Google, there 
would be no way for an independent third party who does 
not have inside access to verify that data is securely destroyed 
after its period of utility has expired.

In the ideal contact-tracing system, claims related to privacy 
must be verifiable by third parties. Making the software open 
source further improves visibility and transparency.

Principle 7: Respect for user privacy—keep it user-
centric

Privacy by Design seeks to assure all stakeholders that 
whatever the business practice or technology involved, it 
is in fact, operating according to the stated promises and 
objectives, subject to independent verification. Its compo-
nent parts and operations remain visible and transparent, 
to users and providers alike. Remember, trust but verify [7].

Every aspect of the ideal contact-tracing system’s design must 
be motivated by the ultimate goal of preventing COVID-19 
outbreaks at scale. No aspect of the system can exist without 
an explicit and direct path back to this central goal. This in-
cludes things like collecting usage data that is not necessary 
for contact-tracing purposes.

The ideal contact-tracing system would also include an in-
tuitive user interface focused on privacy, allowing users and 
administrators to monitor privacy-sensitive information, like 
data retention and privacy violation complaints as well as 
privacy settings. The terms and conditions would also be writ-
ten in a way that is easy to understand by the average user 
who does not have a law degree.

A Proposed Solution
In the preceding sections, we introduced Privacy by Design 
principles and explored the degree to which they are present 
in existing contact-tracing solutions. Along the way, we also 
suggested some privacy properties of the ideal contact-trac-
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In this way, we have designed and incorporated privacy and 
security elements into a privacy-preserving contact-tracing 
system that allows organizations to be proactive about pre-
venting COVID-19 outbreaks in their facilities.

Conclusion
Contact-tracing will continue to be an important tool for 
public health officials to prevent the spread of COVID-19. To 
support this effort, governments and companies have been 
building technology solutions to be used at scale. We applied 
the seven Privacy by Design principles to identify pitfalls of 
widely-used technology solutions with respect to privacy and 
propose a different approach to contact tracing that preserves 
individual privacy. Our solution meets strong privacy princi-
ples, thereby increasing individuals’ willingness to adopt the 
technology. It also gives businesses peace of mind that they 
are compliant with privacy laws and regulations, like GDPR, 
while keeping customers and employees safe.
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ing system. Combining these concepts and considerations, 
what might the ideal privacy-preserving contact-tracing solu-
tion look like?
Some of the most successful contact-tracing efforts have been 
in South Korea and Singapore. One of the key methods em-
ployed by public health authorities in these countries that 
others have so far largely ignored is the systematic review of 
security camera footage [8][19]. By watching videos record-
ed by standard CCTV cameras that are often ubiquitous in 
private and public spaces alike, contact tracers in these coun-
tries are able to pinpoint which individuals were exposed to 
known COVID-19 cases and can do so without having to rely 
on fallible human memory. What obviously fails here is that 
the system does not adhere to PbD principles, since the video 
data is cross referenced with location and identity informa-
tion from cell phones.
But what if a contact-tracing system that takes advantage 
of CCTV footage could also be privacy preserving? What if 
there were an open source software tool developed by inde-
pendent security experts that analyzes data from existing se-
curity video systems to identify individuals who have been 
exposed to one another?
This system would not require that individuals carry a smart-
phone with them at all times. Instead, users would be invit-
ed to opt-in (e.g., by scanning a QR code with their camera 
app). This would provide the system with their contact infor-
mation, along with explicit consent that they are interested 
in being notified if they are exposed to COVID-19. With so 
many steps, it would be almost impossible for an individual 
to accidentally opt-in.
This system would include comprehensive documentation to 
make it easy for organizations to deploy it within their facil-
ities. Distributing the hosting in this manner, in turn, would 
prevent data from being aggregated in a single source, there-
by mitigating the privacy implications of a security breach. 
And being open source, the code would be auditable by inde-
pendent third parties. 
The knee-jerk reaction to the notion of video-enabled con-
tact tracing is often one of suspicion, and rightly so. However, 
if implemented in the manner we have suggested here, such 
a system may not only be the most effective contact-tracing 
technology, it may also be the most privacy preserving.
The team designing and implementing the system would in-
clude a privacy specialist from the beginning. It would create 
and clearly advertise a privacy hotline to allow users to report 
privacy concerns and violations so that they can be promptly 
addressed. The company would have a comprehensive priva-
cy policy that is easily understood by the average user, and it 
would adhere to the GDPR and Privacy Shield framework, 
the EU-US and Swiss-US system administered by the US De-
partment of Commerce's International Trade Administration 
(ITA). Protocols would include regular vulnerability scan-
ning of the application and any infrastructure on which it de-
pends. All data would be encrypted in transit and at rest. The 
code itself would use only secure libraries and trusted APIs.
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