
Abstract
This article describes the 
benefits for both the employ-
er and the employee when participating in the development 
of industry standards. Employers profit from awareness, in-
fluence, diversity, and education. Employees benefit not only 
from gaining knowledge and having opportunities for con-
tinuing professional education (CPE) credits, but also net-
working and development of both technical and soft skills. 
The possibilities for company advantages and the potential 
for personal and professional growth are significant. 

Why Standards? 

Everyone knows that security standards are a good 
thing. They promote industry interoperability and 
provide baselines for reasonable, effective security 

controls. Manufacturers can follow standards when build-
ing products. Implementers can deploy products to enable 
services that comply with standard requirements. Admin-
istrators can manage services according to standards; audi-
tors can assess whether lines of business (LOB) comply with 
standards; and regulators can evaluate when corporations are 
following best practices based on standards. 
Further, information security standards are written by secu-
rity professionals. The employers (corporations) of these in-
dividuals allow them to participate in the development of in-
ternational, national, vendor consortium, or even corporate 
standards. This article discusses the advantages to corpora-
tions for following industry standards and the benefits that 
accrue to employers and security professionals participating 
in the development and maintenance of security standards. 
Figure 1 shows the influences between international, nation-
al, and corporate standards, along with the security profes-

sionals employed by the variance corporations. Some coun-
tries adopt international standards and do not have their 
own national standards. Other countries (e.g., United States) 
might adopt international standards where applicable, but 
adapt or maintain national standards when there are differ-
ences. Further, some international standards might originate 
as a national standard submitted by a member country (e.g., 
United States) through their national standards organization, 
such as the American National Standards Institute1 (ANSI) 
while others are developed only as an international standard. 
International standards represent the consensus of multiple 
countries that include standards, technical specifications, 
and technical reports. Each country has its own relatively 
different cultures, industry markets, laws, regulations, and 
national standards that are represented by the various coun-
try subject matter experts (SMEs). Respectively, each country 
SME is approved by its associated national standards body 
for international representation. For example, in figure 2 the 
national standards body for the United States is the American 
National Standards Institute (ANSI), which accredits other 
national standards organizations (e.g., ASC X9, INCITS) to 
develop international standards and approve US representa-
tives as SMEs in international committees. 
National standards represent the consensus of multiple com-
panies that include standards, guidelines, and technical re-
ports. Company participants might be researchers, govern-
ment agencies, manufactures, service providers, audit firms, 
or other businesses. Each company represents its own cul-

1 www.ansi.org 
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ture, industry market(s), federal laws, industry regulations, 
and organizational standards that are represented by the 
various company SMEs. Respectively, each company SME is 
approved by its employer and the standards organization to 
develop national standards and approve corporate represen-
tatives. 
Industry standards represent the consensus of companies 
or individuals that might include standards, specifications, 
guidelines, and reports. Participants might be academicians, 
researchers, government agencies, manufacturers, designers, 
developers, service providers, audit firms, or others. Each 
company or individual reflects its culture, industry segments, 
laws, regulations, and experiences. Industry standards orga-
nizations such as OASIS2 or W3C3 focus on various industry 
segments. 
Corporate standards are internal to each company. Hopefully 
these internal standards are based on industry, national, and 
where applicable international standards, but also influenced 
by federal laws, industry regulations, and other contractu-
al obligations, such as the Payment Card Industry Security 
Standards Council4 (PCI SSC). Each corporation typically 
designates internal SMEs from its various lines of business, 
legal, and security professionals to develop and maintain cor-
porate standards. 
Security professionals are SMEs internal to each company. 
Skills learned or honed from developing international, na-
tional, or industry standards are applicable to their daily jobs. 
They might also be acknowledged as a national SME to devel-
op and maintain national standards, and further recognized 
as an international SME to develop and maintain interna-
tional standards. Individuals will typically specialize in one 
or more information technology (IT) or information security 
(IS) areas. These individuals help develop and maintain the 
corporate standards. 

2 www.oasis-open.org/standards 
3 www.w3.org 
4 www.pcisecuritystandards.org 

Figure 2 expands the standards influ-
ences into variance associations. ANSI is 
the national standards body for the Unit-
ed States to the International Standards 
Organization5 (ISO), but ANSI does not 
develop national standards. Rather ANSI 
accredits other organizations to develop 
national standards by industry segments. 
Members of ANSI include companies, 
government agencies, other standards 
organizations, industry consortium, and 
even individuals. 
Accredited Standards Committee6 (ASC) 
X9 is accredited by ANSI for financial 
services. Thus, X9 develops national X9 
standards and is the US Technical Advi-

sory Group (TAG) to ISO Technical Committee 68 Financial 
Services. X9 standards address retail banking, paper and elec-
tronic checks, wholesale banking, securities, and information 
security. Members of X9 include payment brands, financial 
institutions, merchants, manufactures, service providers, 
government agencies, law firms, accounting firms, and other 
financial service providers. 
International Committee for Information Technology Stan-
dards7 (INCITS) is accredited by ANSI for information tech-
nology (IT). Originally named X3, INCITS develops national 
standards and is the US TAG to the Joint Technical Commit-
tee One (JTC1) Information Technology. Members of INCITS 
include manufactures, service providers, government agen-
cies, and other standards organizations. 
International Telecommunication Union8 (ITU) is the United 
Nations specialized agency for information and commu-
nication technologies (ICT). The ITU Telecommunication 
(ITU-T) is its standardization sector that develops industry 
recommendations. Members of ITU-T are companies or-
ganized by country. ITU hosts focus groups that study new 
technologies (IoT, blockchain, digital currencies, etc.) and 
develop recommendations for standardization. Participation 
in ITU focus groups is free to anyone in a member country. 
National Institute of Standards and Technology9 (NIST) is a 
United States government organization that promotes US in-
novation and industrial competitiveness by advancing mea-
surement science, standards, and technology. NIST develops 
Federal Information Processing Standards (FIPS) and a va-
riety of Special Publications that are freely available. NIST is 
a participant of X9, INCITS, and many other national and 
international standards organizations, and its Information 
Technology Laboratory (ITL) is an ANSI-accredited stan-
dards developer organization (SDO). 

5 www.iso.org 
6 www.x9.org 
7 www.incits.org 
8 www.itu.int 
9 www.nist.gov 

Figure 2 – Standards associations
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There are far too many international, national, and industry 
standards organizations to discuss within a single article. The 
standards organizations discussed here provide a fair repre-
sentation for an overview and introduction. Suffice it to say 
that standards are fundamental to any industry, and knowl-
edge of security standards and their application should be an 
integral part of any security professional’s tool kit. 

Why participate? 
From a company perspective, organizations depend on stan-
dards for their security and privacy in many aspects of their 
information security management and operations. Standards 
provide a basis for defining the security policy, practices, and 
procedures of the organization. Compliance with standards 
is often one of the measures used by assessments and audits to 
determine compliance with policy. These checks produce re-
sults that are fed into the Plan-Do-Check-Act (PDCA) quality 
cycles of the organization Information security management 
system (ISMS). These results may also be used to provide ev-
idence to regulators and business partners of compliance to 
industry norms. 
Standards enable products from multiple vendors to interop-
erate. It is true that standards do not guarantee that prod-
ucts that comply with their requirements will interoperate. It 
seems that vendors can find many ways to prevent interopera-
bility from happening, sometimes by error and sometimes by 
design. However, standards can make interoperability possi-
ble, and without standards, interoperable products are nearly 
impossible to achieve and maintain. 
Standards also influence legislation that can impact the orga-
nization for good or ill. As people all over the world become 
more likely to possess smart phones rather than computers, 
these standardized, interoperable devices have provided new 
opportunities for commerce, social media, banking, educa-
tion, and awareness. They have the promise of connecting re-

mote or underdeveloped communities to the developed world 
and providing increased access to modern services, such as 
banking and medical care. As the Internet of things (IoT) 
continues to increase worldwide, communications and secu-
rity need standardization. 
Standards are developed by a group of participants with com-
mon interests, but with varied expertise, interests, and goals. 
These participants often include vendors and competitors 
that may not share the same concerns as the organization. 
Such subject matter experts come from a wide diversity of in-
dividuals and expertise. It is important that the organization 
has input into the standards development process in order to 
ensure the standard that results addresses its specific require-
ments. Left alone, the committee will reach consensus among 
themselves and those not participating will not be able to in-
fluence the outcome. 
The company SME that participates in developing national or 
international standards can influence its development, rep-
resent employer interest, and share information to other em-
ployees. Issues can be discussed, information can be digested, 
and alternatives can be determined. Problems or possibilities 
can be escalated to senior management that might affect a 
company’s IT and IS strategy. 

Why contribute? 
From a security professional perspective, standards activities 
are personally beneficial. As mentioned earlier an SME can 
only specialize in a few IT or IS areas and so can learn from 
other SMEs. Gaining knowledge within a standards group 
is very different than being in school. Information learned 
in school lags behind actual industry evolution, and while 
standards are typically not the cutting edge, they are often 
groundbreaking. SMEs can bring their own experience to the 
table, subject to their employer’s intellectual property rights, 
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part of developing standards. Participants can learn how to 
read and write technical documents, which is a difficult skill 
set and a rare commodity. Such skills are reusable for an indi-
vidual’s day job and other ventures. SME participants might 
only review drafts, actually write material, or even become an 
editor for the development of a standard. Participants might 
also submit requests for continuing professional education 
(CPE) credits. 
Other potential skills include time management and project 
management. Since standards developers are typically vol-
unteers and everyone has a day job, coordinating standards 
work with company work can be a challenge. Likewise, when 
an SME becomes an editor or even a work group chair, coor-
dinating tasks with all the other SMEs who have day jobs is 
another interesting challenge. The successful SME who ac-
tively engages in developing standards learns many skills. 

Getting involved
If your employer is already a member of a standards develop-
ment organization (SDO), you may be able to participate at no 
cost. You can search your company website for a contact or 
look at the list of members on websites of the SDO of interest. 
If you find your employer, you can contact the SDO directly 
and get contact information for your company representative. 
There are SDOs such as IETF,10 OASIS,11and W3C12 that are 
freely open to participation. You only need to register for a 
project or complete a membership application to get started. 
Some of these require paid membership in order to vote or 
to receive marketing benefits. However, individuals can con-
tribute to the work and influence the outcome. 
The INCITS (International Committee of Information Tech-
nology Standards13) organization serves as the US Technical 
Advisory Group (TAG) to many ISO/IEC standards develop-
ment organizations. These groups are organized by sub com-
mittee (SC), such as SC37 Biometrics and SC27 Information 
Security, Cybersecurity, and Privacy. X914 develops security 
standards for the financial services and serves as the US TAG 
to ISO TC68 and the SC2 Security group. Both INCITS and 
X9 require paid membership to participate. 
The ITU-T (International Telecommunication Union -Tele-
communication Standardization Sector) develops security 
standards in Study Group 17 (SG17). The work of this group 
covers the X.500-series directory standards that include 
X.509 certificates. SG17 also covers ASN.1, telebiometrics, 
identity management, cryptography, security architecture, 
and more. Membership in  ITU-T is expensive for voting 
members. However, ITU-T has many liaison relationships, 
some with ISO and ISO/IEC groups, and these liaison groups 
can be less expensive to join. 

10 https://www.ietf.org/standards/.
11 https://www.oasis-open.org/standards.
12 https://www.w3.org/participate/. 
13 http://www.incits.org/.
14 https://x9.org/.

of course. Meeting and working with peers from other com-
panies is a fantastic networking opportunity. 
Standardization groups need researchers, writers, and re-
viewers. Contributing to standards helps build an individu-
al’s ability to understand technology and security concepts. 
Reviewing and commenting on draft material is an integral 
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stored in a space no larger than a credit card.” 

A 2017 Wired magazine article identified break-
throughs in medical technology which are provid-
ing benefits and significant risks to manufacturers, 
medical practices, and especially the patients who use 
them. “Medical devices with features—like wireless 
connectivity, remote monitoring, and near-field com-
munication tech—allow health professionals to adjust 
and fine tune implanted devices without invasive 
procedures. That’s a very good thing.” 

CISOs must continually help their organization 
balance the needs of the business with the risks 
new and emerging technologies bring. Technology 
providers must constantly evaluate emerging tech-
nologies, forecast their impact, and be ready for new 
opportunities in order to succeed. 

This ISSA Executive Forum will introduce topics that 
will get you uniquely informed and updated on to-
day’s advanced technology trends that are impacting 
your business. We will also discuss how to produce a 
strategic plan to minimize risk and stay ahead of rapid 
change and of the competition. 

Please invite other executives from your company to 
participate as guests and contribute to the event and 
discussions. 
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Warm regards, 
Marc Thompson 
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There are face-to-face meetings, often in Geneva, but meet-
ings provide remote video and audio access. An inexpensive 
way to participate is to register for an ITU-T Focus Group 
(FG).15 These are free to anyone in any ITU-T member coun-
try, which covers most of the world’s countries. The current 
FG topics include financial services, digital ledger technology 
(DLT), digital currency including digital fiat currency, artifi-
cial intelligence for health, data processing and management 
for the Internet of things (IoT), machine learning in 5G sys-
tems, and  more. 

Conclusion
Company benefits include awareness, influence, and educa-
tion. Awareness of what standards are under development 
allows an organization to better prepare for change. Influenc-
ing standards development allows an organization to protect 
itself and its industry. Education of its employees makes for 
better workers, happier workers, and helps with worker reten-
tion. The possibilities for company advantages are far reach-
ing from the individual to the whole company. 
Personal benefits include education, networking, and skills. 
Education by peers who know more about a subject or know 
other areas is invaluable. Networking with professionals from 
other companies or even other countries is irreplaceable. 
Learning or honing skills to manage one’s time, coordinating 
with others, and negotiating compromises, can be indispens-
able. The potential for personal and professional growth is 
astounding. 
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