
Robbery is an ever-present threat to retailers and  
their employees.

Convenience stores are probably the most frequent target, but 
robberies occur in all types of retail establishments. Listed 
here are some proactive steps you can take to help make your 
establishment less inviting to criminals, thereby reducing your 
risk of a robbery. If a robbery should occur, you can reduce the 
probability that your employees will be injured by training them to 
react in the safest possible manner.

Retail robbery precautions
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Here are some strategies reviewed and compiled by Professional 
Workplace Interaction, Inc. (PWI) for Liberty Mutual and endorsed 
by law enforcement.

Protecting assets and robbery deterrence
Robberies can be deterred by having good visibility and 
surveillance on the property, installing an alarm system, employing 
security guards, keeping the property in good condition, posting 
warning signs, and other safety measures.

• Install adequate external lighting with an illumination rating 
of at least 54 lux (5 foot-candles). Make sure the lighting is 
operable at night.

• Illuminate all external areas of the property, including entry 
areas, storage yards, and parking lots. Timers or photoelectric 
cells can be used to turn lights on when any motion is detected. 
Direct the lights so they don’t shine into the eyes of passing 
motorists or law enforcement patrols.

• Position checkout counters so they are visible from outside the 
store, but far enough away from windows so as not to invite a 
quick window smash.

• Keep windows and counters clear. Do not allow them to be 
cluttered with signs and displays. Maintain all advertising and 
signage in a manner that ensures law enforcement personnel 
have a clear and unobstructed view of the interior of the 
premises, including the areas of the cash registers from the 
exterior public sidewalk or entrance. Do not put up window 
signs or displays that block the view to the checkout counter.

• If possible, configure sales aisles perpendicular to the front of 
the store, so they are visible through their entire length from 
outside the store.

• Use a time-lock burglar-resistant drop safe for cash. Keep 
very little cash in the register. Change the lock combination 
when managers are terminated, transferred, or whenever the 
combination number is compromised.

• Safes can be standing or mounted in floors or walls. Anchor 
standing safes to the floor, with the back against a wall so they 
will not be accessible. If the safe is visible from outside the 
building, the front (locking side) should be turned away from the 
window. Install floor safes where they can be concealed.

• Transfer funds frequently from registers to the safe. Keep safe 
locked when access is not required.
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• If possible, make bank transfers by armed guard service. Always 
be prepared for their pickup and delivery.

• If employees must make the transfers, use two-person teams, 
vary the times, methods of concealment, and routes taken 
to make deposits. Prohibit stops along the way and instruct 
employees to be as inconspicuous as possible.

• Carry deposits in a plain bag; never use a bank bag.

• Make deposits during the business day, not after closing time.

• Have employees delay the deposit if suspicious persons are in 
the area. 

• Never open your business for anyone after you have closed. 
Beware of a caller who states your business has just been 
broken into and asks you to come to the store. Always confirm 
(by calling back) that the call was from a law enforcement 
agency or your alarm company before going to your business.

• Keep all exterior doors locked during business hours, except 
those used by customers or visitors. Some employees or 
security guards should be located to monitor each public 
entrance. Emergency exits should be alarmed and designated 
for emergency use only.

• Make sure rear doors cannot be opened from the outside. Use 
panic deadbolts operated by push-bars to secure secondary 
exits. They can be alarmed to ring a bell or sound a horn when 
the door is opened. However, for reasons of fire safety, make 
sure they can be opened without a key from the inside during 
store operating hours. Consider installing a time-delayed panic 
bar, which would delay a robber’s escape but still maintain fire 
safety. The National Fire Protection Association’s Life Safety 
Code allows panic bar time-delay settings of up to 30 seconds. 
The bar must be labeled with the time setting.

• Keep materials for shipping inside until they are to be loaded on 
trucks.

• Open locked exterior doors only when shipments are being sent 
out or brought in.

• Install a service bell for truck drivers to use to announce their 
arrival.

• Install wide-angle (180-degree) peepholes to enable you to 
identify persons at the door without them seeing you.

• Install self-closing hardware in rear doors (frequently check 
functionality).
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• Consult a locksmith or hardware store for advice on locks.

• Position outside trash containers so they are visible from one of 
the rear doors.

• Do not allow employees to prop open rear doors while 
transferring trash to the outside container. Instead, position 
a second employee inside the rear door to open it for the 
trash-handler and to observe the fellow employee through the 
peephole.

• Prohibit employees from propping open rear doors for the 
purpose of taking breaks.

• Have all employees wear ID badges or some other means of 
distinguishing them from visitors, customers, or others on the 
premises. Businesses with restricted areas should give their 
employees photo-ID badges that are color coded to indicate 
the areas in which the employee is authorized to enter. Offices, 
storage supply rooms and other work areas should be checked 
periodically for the presence of unauthorized persons.

• Protect merchandize in display cases by keeping the case doors 
locked and installing laminated glass or clear acrylic plastic in 
the windows. Use plastic tie-downs or metal chords to secure 
merchandise on the tops of cases.

• Secure crawl spaces, ventilation windows, attics that connect to 
adjoining businesses, and other openings.

• Install convex mirrors inside the store to ensure that employees 
can always see people in areas that might be blocked by display 
shelves, walls, or other obstructions from the checkout counter.

• Post signs to indicate areas that are open to the public and 
those that are for employees only. Install locks on all doors to 
interior work areas to control public access. Doors to storage 
and supply rooms and individual offices should be kept locked 
when unattended.

• Post highly visible signs indicating that cashiers cannot open 
safes.

• Post signs saying that the store is covered by CCTV cameras.

• Know what is happening outside the store or place of business. 
Post “No Loitering” or “No Trespassing” signs, citing state or 
municipal code sections that apply. Watch for anyone watching 
the store or loitering in or around it. Make sure exterior lighting 
is adequate.

• Post “No Public Parking” signs or signs stating that parking 
is for customers only. State that unauthorized vehicles will 

RC 5091 R1



5

be removed at the owner’s expense (check your state and 
municipal codes for sections that must be posted and sign 
regulations). If your business is located in a shopping center 
or mall, these signs will most likely be posted by the property 
management or security company.

• If the store has a retail package off-sale alcoholic beverage 
license to sell alcoholic beverages, post signs prohibiting open 
alcoholic beverage containers in accordance with state and 
municipal codes.

• Greet all customers. Make eye contact as they enter the 
business and ask if assistance is needed. Customers and 
clients like the attention; robbers do not.

• Consider employing licensed, well-trained, and highly visible 
security guards. Uniformed security guards that patrol the 
business on foot can be highly effective in deterring robberies. 
The company that provides the guards should be licensed and 
insured.

• Keep landscaping trimmed to preserve good visibility on the 
property and deny possible hiding places for robbers. Trim 
bushes to less than 3 feet near windows, sidewalks, and exterior 
doors. Make sure trees and bushes do not block lights.

Lessening your loss from robbery
• Train your employees on what to do during a robbery.

• Use “bait money.” Keep a list of serial and series numbers. Do 
not use these bills to make change.

• Keep a record of descriptions of suspicious persons or vehicles. 
Be alert to your customers and surroundings, especially at 
opening and closing. Be aware of possible physical disguises: 
wigs, mustaches, etc. If possible have two employees open and 
close.

• Place colored height marks at all exits to estimate suspect’s 
height.

• Develop a mutual aid system. Form an agreement with nearby 
merchants to keep an eye on each other’s businesses and 
watch for suspicious activities. An inexpensive buzzer system 
can alert adjoining businesses to an emergency situation.

• Install video cameras to cover the front door, register, safe, 
and other areas where there is no surveillance by employees. 
Cameras should be mounted where they cannot be covered or 
tampered with. Dummy cameras should not be used because 
most criminals can tell the difference between real cameras 
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and dummies. Simulated cameras may raise a company’s 
legal liability since they could instill a false sense of security. 
Monitors have to be continually watched to enable crimes in 
progress to be observed and reported and actions taken by 
law enforcement. Otherwise cameras only help deter crimes by 
providing a record of the crime that might be used to identify 
the perpetrator(s).

• Install panic alarm buttons at cashier and other vulnerable 
positions.

• Keep a detailed, up-to-date record of your valuables. Include 
type, model, serial number, fair market value, etc.

• Make address numbers easy to read from the street to avoid 
delays in police response. If numbers are painted on curbs, they 
should be located near driveways where they are not likely to 
be blocked by parked vehicles. The numbers should be at least 
6 inches high on a high-contrast background and lighted so 
they can be seen at night. Where numbers at the main entrance 
are not easily visible from the street (e.g., for businesses in a 
shopping mall), additional numbers should be posted where 
they will be visible. Numbers should also be posted in the rear 
of the business and on the roof so they can be seen from alleys 
and the air.

Reaction measures (during and after a robbery)
Formally discuss these robbery response techniques with all 
employees. Every robbery is different. You will need to assess 
yourself, the robber, and the situation to determine the safest 
course of action. Some general tips are offered for mental 
rehearsal. Periodically, reinstruct and quiz employees on how to 
react in the case of a robbery.

During a robbery

• Take no action that would jeopardize your personal safety.

• Act calmly. Do exactly what the robber says. Keep your 
movements short and smooth to avoid startling the robber.

• Do not resist. Do exactly as instructed by the robber; obey 
commands, and never argue or resist. Cooperate for your own 
safety and the safety of others. Robbers are usually excited 
and easily provoked and may be under the influence of drugs or 
alcohol. Tell the robber about any movements you plan to make. 
The only exception is leaving with the perpetrator. Statistics 
show the farther away a victim is taken the worse the outcome.

• Activate an alarm if it can be done safely without alerting  
the robber.
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• Observe carefully without being obvious. Study the robber’s face 
and clothing; note any other distinguishing features, identifying 
marks, or physical characteristics.

• Always assume guns are loaded.

• If a weapon is displayed, assume that the robber will use it if 
instructions are not followed.

• Do not physically confront the robber.

Following a robbery

• Lock the door and call 9-1-1 immediately after the robber 
leaves. Call the police before you call the owner or anyone else. 
Do not pursue the robber yourself.

• Note the number of people involved in the robbery and observe 
the direction of escape. Record the license, make, and color of 
any vehicle used in the robbery if you are certain there is no risk 
to yourself or others.

• Lock all doors, restrict entry, and protect the scene of the crime 
so that evidence will not be disturbed. Preserve the scene. 
Maintain possession of any hold-up notes. Discontinue regular 
business until officers have searched the scene. Cover any 
surfaces the robber might have touched and keep away from 
areas where the robber might have been.

• Ask witnesses to remain until the police can talk to them. Get 
names and phone numbers if they are unable to remain. Ask to 
see their driver’s license or other ID to verify the information.

• Record any information about the robber and the crime event so 
that you won’t have to commit it to memory.

• Do not discuss the holdup with the media, other employees, 
or any bystanders until you are questioned by the police. 
Discussion with counterparts can blur your recollection of 
actual events.

Summary
Nothing can prevent all robberies, but these common-sense, 
proactive prevention and reaction techniques can help increase 
the odds that you and your employees and your property will 
remain safe.

Professional Workplace Interaction, Inc. has worked with Liberty 
Mutual and their clients since 1998, and has professionals with 
nearly four decades of experience with violence and employment 
related issues. PWI services include live and web-based training, 
threat assessment, personal coaching, expert witness services 
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and customized services in the areas of “Behavioral Risk 
Management®”.

Professional Workplace Interaction, Inc. professionals conduct 
training and provide consultation for all levels of a company, from 
entry-level employees to CEOs. In addition to violence prevention, 
PWI addresses harassment, diversity, disaster preparedness, 
effective management, and leadership. For more information, 
visit www.pwiusa.com or call 858-484-9112 or 619-265-9244.

The illustrations, instructions, and principles contained in the material are general in scope and, to the best of our knowledge, 
current at the time of publication. Our risk control services are advisory only. We assume no responsibility for: managing or 
controlling customer safety activities, implementing any recommended corrective measures, or identifying all potential hazards.
No attempt has been made to interpret any referenced codes, standards, or regulations. Please refer to the appropriate 
government authority for interpretation or clarification.
Insurance underwritten by Liberty Mutual Insurance Co. or its affiliates or subsidiaries.
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