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IT Security

MISA Ontario’s annual IT Security
Conference offered a new spin on
patches and piracy.
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Looking for Survey Plans?
We’ve got them!
Teranet and Land
Survey Records
now have survey
plan images
available through
GeoWarehouse.ca

Plans mapped
to PIN!

Great news! Teranet and
Land Survey Records have
created an indexed listing
of survey plan images to
PIN. As a GeoWarehouse
user, you’ll be proactively
notiﬁed that survey plan
images are available for a property. A quick
search shows the list of plans, and allows for
layering of the associated PINS on the map.

Automatic
Notiﬁcation!

Teranet Enterprises Inc.
gwsales@teranet.ca
416 643 1144
Land Survey Records Inc.
info@landsurveyrecords.com
1 888 809 5513

Actual online images are in colour.

GeoWarehouse is a product of Teranet Real Estate Information Solutions
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Keeping in Touch
By Kathryn Bulko,
President, MISA Canada

Successes in 2013
AS WE START 2014 with the first Municipal Interface of
the year, it’s nice to reflect on some of the successes of
2013. High on the list of those successes was the 2013
MISA/ASIM Canada Municipal CIOs Summit, held
in conjunction with the MISA BC Annual Conference
in the beautiful mountain town of Whistler, British
Columbia. This third annual event drew more than
30 heads of IT from municipalities across Canada,
providing an opportunity to share ideas with others
in this role. The Summit continued the discussion that
had commenced at the 2012 event with a strong focus
on mobility but with a focus that extended beyond
the device. Industry research leaders from Gartner,
Forrester, and Infotech provided insights into the trends
to watch and on real portfolio management. These
presentations can be found on the MISA/ASIM Canada
website. A unique component of the Summit was
the IT strategy session that was delivered in a “speeddating” style that saw delegates pair up for a fiveminute discussion on a question posed by the facilitator,
before moving to pair up with another delegate for
another discussion.
One delegate called the 2013 event “the best
summit yet,” so the 2014 MCIO Summit, coming up
in April to coincide with the MISA Prairies Annual
Conference in Banff, Alberta, will have a strong
example to follow. Planning is already underway
for this important event, so keep an eye on the
website for more details. If you are a CIO and wish
to network with other municipal CIOs from across
Canada, this is a can’t-miss event.

Also introduced in 2013 was MISA/ASIM
Canada’s new National Vendor Program. This new
program will provide an opportunity for vendors
to be invited to participate in MISA/ASIM Canada
as national sponsors. Participation in the program
will allow vendors to receive a single invoice for
their participation in all the participating MISA
chapters, as well as to receive partner/sponsor/
patron benefits from the participating chapters as
well as from MISA/ASIM Canada. Benefits will vary
from chapter to chapter but may include such features
as recognition on the MISA/ASIM Canada website,
access to selected members-only areas of MISA/ASIM
Canada website, and the opportunity to take part
in specific MISA/ASIM Canada projects or special
interest groups, as approved by the Board or the SIG
members. Additional benefits would be determined
by each individual chapter. Look forward to more
information about this exciting initiative in 2014.
Finally, 2013 saw the launch of MISA/ASIM
Canada’s new National Communications Committee.
Made up of MISA members from across Canada,
as well as from MISA/ASIM Canada, this new
committee will be responsible for national content
related to Municipal Interface and the MISA/ASIM
website. It will also be involved in directing the
transition of the management of Municipal Interface
from MISA Ontario to MISA/ASIM Canada. The
committee with work with our publisher Naylor
(Canada) Inc. to keep Municipal Interface vital and
relevant to all our members. ■
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Content
management,
simpliﬁed.

“Ricoh manages our information, and with the storage and retrieval time saved,
we get to focus on our business – better serving the residents of Digby and councilors.”
–Tom Ossinger, Chief Administrative Ofﬁcer, Town of Digby

Providing value for government organizations
with document-driven processes.
Enterprise Content Management (ECM) from Ricoh helps you focus your time and energy where
it really matters: serving your customers.
Streamline information access, manage documents from any device, and auto-classify ﬁles
to comply with records policies. RCloud ECM also lets you integrate with other municipal
information systems, automate approval processes, and manage the Municipal Freedom
of Information and Protection of Privacy Act. Harness the power of RCloud Enterprise
Content Management today.

Learn how Ricoh makes information work for you.

rcloudservices.ricoh.ca
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MISA/ASIM News
Across Canada

I.T. Matters: MISA Prairies
Annual Conference Approaches
throughout the event to meet new people and
participate in valuable dialogue and networking. To
find out more information and register for the event
please go to the MISA Prairies Conference web site at
www.misa-asim.ca/?page=PR057.

Municipal News: City of Barrie Launches
New Mobile App
The City of Barrie, Ontario, recently launched its new
mobile app, powered by Ping Street. Details about the
launch were announced exclusively to @cityofbarrie
Twitter followers who had an opportunity to review
the app prior to the formal launch. The free app
is available for download in Blackberry World,
Google Play and the iTunes App Store - simply search
“PingStreet” to download to your mobile device.
The new app will provide residents with real-time
access to curbside collection schedules, road closures,
events and much more, directly through their mobile
devices. For additional information contact the City of
Barrie at 705-726-4242.
MISA PRAIRIES IS excited to be hosting its 2014 Annual
Conference with the gorgeous backdrop of the Rocky
Mountains. This year’s Conference will take place in
Banff, Alberta from April 13th to 15th at the Banff
Center. The conference theme is “I.T. Matters” and is
intended to encourage discussions, presentations, and
showcase experiences related to demonstrating how
and why information technology matters in the delivery
of municipal services. The year’s program also includes
a social afternoon of skiing at Sunshine Village or a
gondola trip to the top of Sulphur Mountain to view
the breathtaking Rockies. There will be two great key
note speakers and numerous municipal presentations
and show cases. We are expecting delegates from
across Canada and there will be many opportunities

Municipal News: City of Calgary
Announces Contract for Public Wi-Fi
The City of Calgary recently awarded Shaw
Communications Inc. with a contract to provide public
Wi-Fi in city-owned locations. At writing, the two
parties are in discussions to establish the details of
the program and will work together to install Wi-Fi at
specific city facilities that see high public traffic, such
as parks, light rail transit and recreation facilities.
The new Wi-Fi service will be available at a select
number of public spaces during the initial launch phase
of the program and will not be limited to existing Shaw
customers within the City of Calgary. For additional
information on this new program, visit the City of
Calgary website at www.calgary.ca. ■

7

Visit www.misa-asim.ca and check out our digital edition.

MISA Ontario
IT Security Conference:
Patches and Pirates

Conference co-chair Helen McLaren, Director of Information
Technology Services at the Municipality of Chatham-Kent,
welcomes delegates to the conference.

THE NEW JOHN D. Bradley Convention Centre in
Chatham, Ontario, was transformed for three days
in October into a swashbuckling 21st century
pirate paradise as some 160 delegates from
around the province and the country joined in
MISA Ontario’s 2013 IT Security Conference.
This year’s conference theme—“Application
Security – There’s a Patch for That!”—prompted lots
of laughs as the hosts in the Municipality of ChathamKent played up the pirate theme with costumes,
nautical decorations, and a Capture the Flag
hack-a-thon.
The conference got going on the evening of
Tuesday October 22 with a pirate-themed casino night.
Chatham-Kent staff, outfitted in full pirate regalia,
welcomed delegates and circulated chips to get the
gambling fun started. Professional croupiers from the
nearby Caesars Windsor casino capably dealt the
poker and blackjack hands and administered the
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Delegates try their luck at the opening night casino.

roulette wheel as delegates took their chances and
tried their luck.
Wednesday morning’s session began with a
warm welcome from the mayor of the Municipality of
Chatham-Kent, Randy Hope, who shared some facts
about the area, such as the detail that the municipality
covers 2400 square kilometres and is home to
some 853 bridges. Mayor Hope also highlighted
the importance of IT infrastructure in municipalities
and brought attention to a local contribution to that
infrastructure, the Enetegrus Green Data Centre, a
LEED Gold certified construction.
After remarks from the conference co-chair,
the Municipality of Chatham-Kent’s Director of
Information Technology Services Helen McLaren,
the audience welcomed the first keynote speaker of
the day, Sahba Kazerooni, Managing Director at
Security Compass. In his presentation “OWASP Top
10,” Sahba discussed the Open Web Application
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Conference master of ceremonies James Spark
embodies the event’s pirate theme as he welcome
delegates to the opening night casino.

Interface

JANUARY 2014

Chatham-Kent’s new John D. Bradley Convention Centre was transformed
into a 21st century pirate ship for the three days of MISA Ontario’s annual
IT Security Conference.

Conference co-chair Helen McLaren, Municipality of
Chatham-Kent shares a laugh with delegates while visiting
the vendors at the trade show.

Host municipality Chatham-Kent played up the pirate theme
at the 2013 MISA Security Conference.

Security Project’s top 10 data security risks to
applications, outlining the nature of the most common
data breaches (76 per cent of data breaches,
he said, are due to exploited weak or stolen
credentials). He urged organizations that are using
web applications to devote sufficient resources to
securing them; at present, more than 50 per cent of

organizations devote less than 10 per cent of their
budget to software security, leaving them vulnerable
to data breaches.
Following the morning keynote, the concurrent
sessions began, with three tracks (General, Technical,
and Management) providing relevant material to
delegates from different professional roles.
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Visit www.misa-asim.ca and check out our digital edition.

Conference co-chair Helen McLaren and MISA Ontario Executive Director
Alison Hermansen show off their pirate accessories at Wednesday
evening’s dinner at the Armoury of Chatham.

The crew of the pirate ship get help from the audience to determine who was
responsible for the murder of the ship’s captain.

Wednesday’s lunch break was accompanied by
a keynote address from Kellman Meghu, Head of
Security Engineering for Check Point Software, on
“How Not To Do Security: Lessons Learned from
the Galactic Emprire.” Using clips from “Star Wars,”
Kellman offered an at-times hilarious take on the
serious topic of data security breaches by offering
a critique of the classic film from the perspective
of a security audit. The mighty Galactic Empire,
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Wednesday evening’s pirate-themed
murder-mystery dinner.

Conference delegates embraced their
inner-pirate with swashbuckling attire.

said Kellman, failed at some of the most basic security
controls, which, if applied, could have averted its
destruction. Learn from its mistakes!
The afternoon sessions offered insights on topics
ranging from best security practices for Canadian
organizations to securing applications in the era
of elastic data centres. Delegates also enjoyed the
opportunity to tour two local facilities: the RM Classic
Car Exhibit and the Entegrus Data Centre. Housing one
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of the most diverse exhibits of its kind in Canada, the
RM Classic Car Exhibit is a celebration of automotive
history, while on the other end of the spectrum,
Entegrus Services Inc.’s Green Data Centre is a LEED
certified (Gold) data centre available to the public
that offers redundancy in all critical systems including
power, cooling and communication.
Wednesday evening’s dinner was held at
the beautiful historic Armoury of Chatham, a
decommissioned military building converted into a
stunning event space. In keeping with the theme of the
conference, delegates were encouraged to dress up
in their pirate finery and Chatham-Kent staff provided
many of those who didn’t with complimentary pirate
hats. As guests enjoyed their pre-dinner cocktails, a
troupe of pirates (local entertainers The Mammals)
circulated through the crowd, keeping in their characters
of cabin boy, ship’s carpenter, ship’s doctor, first mate,
and captain’s consort as they cast suspicion upon
one another as the suspected murderer of the pirate
ship’s captain. Through the course of the meal, guests
took part in comical stunts designed to flush out the real
murderer at the end of the show. Delegates enjoyed
some good laughs and an excellent meal before taking
to the dance floor or mugging in the photo booth
sponsored by Software House International.

Think 365

Proud Members of the MISA
B.C., Prairies and Ontario Chapters
and serving Municipalities across Canada!
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The next day, a keynote address from Jimmy
Fuda, an Apple Technical Consultant for Commercial
Business, looked at “Layered Approach to iOS
Security.” Jimmy pointed out the stringent security
technology and features of the system that
provide safety without compromising the user’s
experience. The presentation was followed by a
panel discussion moderated by IT World Canada’s
Howard Solomon on the topic of Smartphone
Security. Panelists Anthony Bartolo of Microsoft
Canada, Jim Love of IT World Canada, and Steven
Cull of Samsung Canada provided an overview
of the security features of the operating systems
for the Windows, Android, iOS, and Blackberry
mobile devices.
Throughout the conference, twenty-four vendors
displayed their goods and services in the vendor booth
areas. With regularly scheduled coffee breaks and
generous allotments for meals, delegates were able to
circulate among the booths, chat with vendors and get
ideas for the newest technologies to take back to their
home municipalities.
The Municipality of Chatham-Kent’s Information
Technology Services staff enjoyed hosting their very
first MISA conference and would like to thank everyone
who attended. ■
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Risk Management:
Where is the Information?
By Peter MacNeil, City of Hamilton and Sandra Liepkalns, Netrus
THIS ARTICLE IS based on a presentation at the 2013
MISA Annual Security Conference and Tradeshow in
Chatham-Kent October 2013.
What started as a requirement for a Security
Awareness Presentation developed into a city-wide
Information Risk Management Program initiative. The
journey at the City of Hamilton began with a Security
Awareness Presentation to senior management that
was intended scare them and make them understand
the importance and significance of information security.

Security Awareness Presentation
Topics for the Security Awareness Presentation were
selected for their edginess and ability to make senior
management think, “What might happen if…?”
As it turned out, we were in the right place, at the
right time, and with the right message. It was the
perfect information security storm, which started the
conversation about Information Risk Management at
the City of Hamilton.
During the Security Awareness Presentation, we
discussed the complexity of today’s technology
world — web applications and services, social media,
mobile devices, networking and closed-loop control
systems that are all accessible twenty-four seven.
We discussed the three pillars of information
security — confidentiality, integrity and availability
(CIA)— and provided senior management with an
explanation of each and an example that would
resonate within the business world (Figure 1). We
identified what needs to be protected in the City,
including legal and regulatory requirements that must
be followed.

Figure 1
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Technology today is assumed to be a part
of everything that we do; we pointed out that
“Technology Just Is, Commentary is Lightening Speed,
and Information is Everywhere.” We provided
examples of recent publicized privacy breaches,
hacktivism, denial of service attacks and erosion of
public trust. We also highlighted issues that the City
had recently experienced that resonated strongly with
senior management.

So, What Does It All Mean?
It means that we need to be proactive about
information security and not treat it as an afterthought.
It is more difficult and costly to fix a problem once an
application or system has been implemented. Security
professionals are often perceived as the security police
that just say “No” when presented with new initiatives.
Even when we say “no,” many times the business will
go ahead with their initiative, potentially introducing
unknown risk to the organization. We reminded senior
management that information security is everyone’s
responsibility and everyone needs to do their part. We
also pointed out that senior management is ultimately
accountable, to help them realize the importance of
relying on the wisdom of their IT professionals.

Starting the Conversation
Saying “yes” to information security is being proactive
and working with the business to implement their
requirements in a secure manner, identifying potential
information risks and assisting in the mitigation of these
risks. Information security and risk management are
not always black and white; they require managing the
shades of gray.
We left senior management with the suggestion that
it was time to start the conversation:
• What are the greatest information risks for the City
or your department?
• How can Information Security help?
And they immediately requested that we:
• Develop plans for a city-wide information risk
assessment;
• Present the plans to senior management in two
months; and
• Present the same security awareness presentation to
the management team for each of their departments.
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Security professionals are often perceived as the security police that just say “No”
when presented with new initiatives.
Presenting Our Risk Management Plan
When we reported back to senior management to
present the plans for a city-wide information risk
assessment, we focused on creating a partnership
between IT and the business teams to achieve a
common goal of risk identification, mitigation,
management, monitoring, reporting and with
defined objectives:
• Secure what is critical to the organization and based
on legislative requirements
• Take a risk analysis approach, based on
business requirements
• Identify and assess critical and high risk assets
• Accept, avoid, reduce or transfer risks
• Identify and implement compensating controls
• Security awareness education and training
The key was to work together to identify and
secure the most important information assets. Senior
management requested that we proceed with the risk
assessment plans, development of a roadmap.
Two months later, we presented our update
and findings:
• The City Manager and Senior Department Managers
interview completed
• Assessed and analyzed information gathered from
the interviews
• Created a high-level risk profile for the City
• Identified “Quick Wins” and “New Project Initiatives”
that could have immediate benefit to the city’s
information security posture
• Developed an information risk management
roadmap
The analysis identified a number of key areas of risk
and concern and was presented to senior management
in risk quadrant format for clarity.
The findings were grouped into four categories:
• Strategy – Governance and records retention
(specifically email records)
• People – Knowledge transfer and technology usage
• Processes – Portability of data and informal processes
• Technology – third-party hosted applications
and websites
Each area was highlighted with key examples:
People are critical to an information security
program. If they do not understand how to use the
technology, do not embrace the technology or do not
follow policies, serious security incidents will occur
such as data leakage, data theft and misuse.
Senior management realized that city staff requires
security awareness training associated with key areas
of risk. That training should be targeted and relevant
and provided to both new hires and existing staff

Corporate Culture is a pattern of beliefs and
values that evolve as a type of shared history that
become unwritten rules and the norm.
The General Manager of Public Works gave a
succinct example of culture: city staff makes it a priority
to mow the grass and tidy up in city cemeteries before
Mother’s Day. It is an unwritten rule that has become
a norm. While it isn’t an information security risk, it
highlights the importance of unwritten rules. Culture
also becomes a critical issue with the wave of senior
staff that will be retiring in the next five years and the
documentation of these unwritten rules for the next
generation of managers.
Polices, Processes, Procedures, Standards
and Guidelines need to be developed to replace
ad-hoc activities.
Senior management highlighted a number of
projects involving Technology that put the city at
risk. Knowing the areas that concerned them will help
IT to focus future security assessments and reviews on
initiative that are critical to the business and assist in
identifying and managing information risks.
In addition, senior management identified a number
of risks that were grouped together under the topic of
Strategy & Governance. Governance ensures that
objectives are determined and defined, that risks are
managed appropriately and that the City’s resources
are used responsibly. Information spans across all City
departments. It requires cross-functional attention; IT
can assist with this area, but cannot be the driver.
Senior Management will be integrating Information
Technology and security/privacy as part of their longterm strategic planning with input from IT.

Quick Wins
The city has launched “Security Matters,” an internal
website dedicated to security awareness training.
Targeted policies, guidelines, security training
and technical solutions have been developed and
implement to minimize identified risks. And, a
monthly Information Security Performance Scorecard
was developed highlighting key metrics that the City
is tracking.
The city’s Information Risk Management initiative
continues to lay the cornerstones of a secure
foundation by educating the city’s staff and working
proactively with business owners to identify and
manage its information risks. ■
Peter MacNeil is the Chief Technology Architect for the City
of Hamilton. Sandra Liepkalns is a Security Advisor at Netrus
and a lecturer at the University of Toronto.
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Security in Cloud:
The More Things Change,
The More They Stay the Same
By Brian Bourne, CMS Consulting
PERHAPS IT’S THE ever-changing nature of IT that
makes it difficult for security to keep pace. Perhaps
it’s the fact that security is often an afterthought.
Regardless of the reasons, there have been very few
new classes of attack over the years, yet achieving
security is still an elusive and challenging goal.
If you spend some time speaking with penetration
testers, you’ll learn they have a very high penetration
success rate. To achieve it, they seldom need zero
day attacks, or cleverly constructed and disguised
malware. Often they are able to compromise systems
in traditional ways. For example, easy to guess or
default passwords are high on the list, unpatched but
well-known vulnerabilities, accidental misconfigurations
and common application layer attacks are used with
great success. If these fail, they fall back to the tried
and true social engineering techniques to get an
unknowing user to share a password or execute some
malicious code. In short, the attacker’s tool box gets the
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odd refresh but generally hasn’t changed much over
the years. So what changes now?
The IT landscape continues to change. Attackers
may be having success with old tricks, but the
defenders’ job keeps stretching and getting more
complicated. Today, our enterprise environments
extend farther and wider than ever before. End points
are more mobile than ever due to the increased use
of tablets and smartphones for business. Corporate
data sits in various forms on many devices and it is
accessible from many more. Applications are being
delivered to users from both the corporate datacenter
and cloud providers. Finally, if cloud providers are
successful - the core IT infrastructure will stretch well
beyond the traditional corporate walls to encompass
storage and compute resources from public cloud.
As cloud technologies begin to gain traction, many
of the issues we’ve faced before are raised again.
The good news is that we don’t need to re-learn new
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There have been very few new classes of attack over the years,
yet achieving security is still an elusive and challenging goal.
security principles, but we do need to consider how the
learnings we’ve gained securing our internal networks
and applications get applied in the new world of truly
distributed cloud computing. It also means that as
defenders, we’ll need to be more systematic and allencompassing in our approach.
Let’s consider the classes of cloud offerings
individually.
“Software as a Service” (SaaS) cloud offerings
are essentially a rebranding of hosted applications,
notwithstanding the increasing amount of multitenancy. This certainly isn’t new, though the scale,
functionality and prevalence has changed. When
considering security risks and despite some high profile
compromises of large SaaS vendors, the truth is that
the most likely successful attack to get at your data
will be to phish credentials or apply old school social
engineering. Regardless, your municipality’s SaaS
security concerns are going to be very data-centric.
Outside of data residency issues, you will want to
know what the SaaS vendor is doing to protect your
data, and what facilities they give you to protect
it. Regardless of contract wording, a great deal of
vendor reliance and trust is required as you will have
little to no visibility to the security of their backend,
infrastructure or application code.
“Platform as a Service” (PaaS) offerings are a
very interesting technology to consider. The ability
to develop and deploy an application that is truly
cloud enabled and auto-scales with usage provides
a real cost savings opportunity. While the business
case for taking advantage of “pay only for what
you use” computing is compelling, there is little here
that promises to solve any security issues. This is
where tried and true application level attacks will
re-surface. There is a good reason that the Open Web
Application Security Project (OWASP) list of Top 10
web applications attacks hasn’t changed much over
the years. As developers pioneer PaaS offerings, the
learning curve is likely to restart, only this time without
a carefully tuned web application firewall to hide
coding mistakes. This is a rapidly developing area, and
while various security solutions are starting to surface
for PaaS, the best strategy will still be to adopt a solid
“secure-by-design” approach to writing code.
“Infrastructure as a Service” (IaaS) is where real
challenges will lie and where old school attacks
will gain a fresh life. Security inside the corporate
datacenter is challenging today. Virtual machine
sprawl has made activities such as consistency of
hardening and patching servers a challenge. Without
good controls, it takes seconds for an untracked,
unmanaged and unpatched virtual machine to spin

up inside the security boundary of a datacenter. Now
picture a world where the datacenter is stretched into
services such as those provided by Microsoft Azure or
Amazon, and a new virtual machine is nothing more
than a click away.
As cloud offerings start to gain traction, IT has a
responsibility to provide security for the municipality
that starts to reach well past traditional boundaries.
What should IT do to be prepared?
A good first step is to set up Active Directory
Federation Services (ADFS) or a similar solution to
ensure that users only require a single identity to
access all systems internally and externally. ADFS is
a solution included with Windows Server that meets
common industry standards for federation. A variety
of third-party solutions also exist. Not only does
federation provide a seamless user experience, but this
will go a long way in prevent basic phishing and social
engineer attacks when all users know the “please reset
your password” email is not real. It also means IT has
a single, central place to manage and deactivate user
accounts all without sharing any actual passwords with
cloud providers.
The next major step in preparing for cloud is
ensuring that security and systems management tools
and processes are robust and functioning across
the enterprise. Tools that provide asset discovery,
desired configuration management and solid patching
and compliance reporting will be critical as IT
responsibilities broaden to include the cloud. Today
these tools help with simply how quick virtual machines
appear. When virtual machines start to automatically
appear and possibly disappear (auto-scale) the need
for automation will be even more critical. Without
proper tools in place, configurations will drift,
machines will be missed in patch cycles and attackers
will happily take advantage.
So yes, it’s entirely possible that a really smart
security researcher somewhere might figure out a new
class of attack as the world moves to adopt cloud
services. That is possible. But it is an absolute certainty
that there are thousands of less clever attackers out
there with the same trusty old bag of tricks, ready to
take advantage of the new “Wild West” in the cloud.
Regardless of your current willingness to explore
cloud services, now is the time to ensure your systems
will scale with you when you do. ■
Brian Bourne is a 20+ year veteran of the IT industry and
the co-founder of the SecTor Security Conference, and TASK,
North America’s largest Security User Group, both located
in Toronto. His day job is running CMS Consulting Inc., a
Microsoft technology services firm.
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Building Community Resilience
By Nicholas Martyn, RiskLogik
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ICT and SCADA systems are vulnerable to physical
disruption, sometimes with tragic consequences.
On August 23, 2005, Hurricane Katrina, a
category 4 hurricane, struck New Orleans and
the surrounding area. It breached the protective
levees surrounding the city, destroying an
estimated $81 billion worth of infrastructure and
killing 1,833 people. Ironically, most of the casualties
and infrastructure damage were sustained not
as a direct result of the hurricane itself but in the
days following it as a result of the flooding and its
cascading consequences.
Of the 1,833 casualties, 334 of them occurred in
hospitals (Figure 1) where critical care wards were
located on the ground floor, below the water level
outside the levees even before the storm. Many of
these patients died while being moved to upper floors;
many more died as the electrical power needed for life
support systems failed. All the hospitals had back-up
generators, but they were located predominantly in
the basements, where they flooded and also failed.
Without primary or back up power, water could not be
pumped, and the hospital air conditioning failed. Many
more patients died of heat stress and dehydration in
the following days as a result.

UNIVERSITY HOSPITAL POSTKATRINA NEW ORLEANS.JPG
BY JH12 IS LICENSED UNDER CC BY-SA 3.0

OUR WORLD IS changing. It seems that every week
brings a new story about severe weather, train
derailments involving dangerous goods, extremist
violence or malicious cyber-attacks. News of these
disruptive events is often international and therefore
seemingly remote. But the 2013 floods in Alberta,
the recent arrest of two terrorists planning to bomb a
VIA passenger train, and the tragic train derailment
in Lac Megantic last summer clearly demonstrate that
such events happen in Canada as well, and they are
happening with increasing frequency. While such
disruptive events have national implications, the effect
is felt most keenly at the municipal level. The question,
therefore, becomes, “What can municipalities do
about it?”
As anyone involved in municipal governance
knows, there is no single simple answer to this
question. One thing is clear, however: We have
to make our communities, our economy and our
governance systems more resilient to whatever
threatens us, be it climate change, industrial accidents
or malicious acts, wherever they come from and
however they are delivered.
When we think about resilience within the
information and communications technology
(ICT) sector, we often default to a discussion about
cyber security. We think about firewalls, virus
detection software and double or triple factor
authentication protocols among a host of other
things. We think that by keeping intruders out of our
information and control systems, we can preserve the
information flow and survive disruptive events. We
equate protection to resilience. If we are protected
in this way, goes the thinking, we must be resilient.
Given that resilience is the ability to anticipate,
prepare for, survive and recover from a disruptive
event whether man made or natural, the protection
of information systems is only a small part of the
resilience equation.
There can be no doubt that cyber security is a
critical component of municipal resilience. Protecting
Supervisory Control and Data Acquisition (SCADA)
systems that manage water treatment, electrical
power distribution, sewage treatment, public transport
and other critical infrastructure is paramount. But if we
assume that the cyber security measures that protect
these systems will succeed under all threats or that a
cyber-attack is the only threat we have to worry about
in the resilience SCADA systems, and by extension
the resilience of municipalities, then we are mistaken.

Figure 1: University Hospital New Orleans,
25 August 2005.

All the SCADA systems in New Orleans were
well protected from cyber-attack and back-up power
systems were in place. Seemingly the risks inherent in
locating a major city below sea level and protecting it
with earthwork levees had been mitigated.
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When we think about resilience within the information and
communications technology (ICT) sector, we often default to a
discussion about cyber security.

The probability of a category 4 hurricane
making landfall there and the cascade of
consequences that followed was considered
miniscule in spite of well-documented warnings
(“Drowning New Orleans,” Mark Fischetti, Scientific
American, 1 October 2001). While New Orleans
had protection, it did not have resilience. The threat
was not anticipated. Preparations were either nonexistent or inadequate, and consequently, the city
barely survived. Eight years later, this historic and
well-loved U.S. city still has not recovered, and may
never recover fully.
The thinking that led to this and other climate
related tragedies is rooted in probabilistic
analysis and statistical inference. The basis of
probabilistic analysis is the premise that historical
trends will persist into the future and that the
future will cooperate with that assumption most
of the time. It is one of the foundational principles of
actuarial science.
Historical weather patterns are exhaustively
analysed by climatologists using such techniques as
the Lorenz predictor to arrive at the “likelihood” of
a catastrophic occurrence in a particular location.
This data is distilled into a prediction of possible
frequency such as “rainfall of magnitude x in area
y is likely to happen no more frequently than once
in 100 years.” Notably, this technique does not
deal with “consequence.” For example, recall the
“100 year flood” in Calgary in 2005, which was
followed by a second major flood described above a
mere eight years later.
Since probabilistic risk assessment techniques
depend on predictable constants, or at least a
predictable rate of change, they are of limited use
when change is frequent and unpredictable. Therefore
we need to find another way of assessing the risks
to community resilience than probabilistic estimates.
This is not to dismiss the science of probability, just to
say that the rules on which it is founded are changing
and we have to look further to find other ways of
informing our resilience efforts.
To start, we begin with the premise that no
matter how “unlikely” a system failure is, we had
better understand the cascading consequences of
failure when it does occur so we can anticipate,
prepare, survive and recover. To do this, we model
how infrastructure is connected and then apply
“stresses” to that model to see what happens. Using
mathematical modelling techniques, we examine the

cascading consequences of system failures across all
municipal critical infrastructures.
Figure 2 shows how the purification and
distribution of drinking water is dependent on not
only the SCADA system that regulates it, but the data
transmission system that carries the control data, the
telecom service provider that carries the data signals,
the local electrical power distribution at that network
access service provider and the electrical power
service provider.
While the drinking water system may be
protected by state of the art cyber and physical
security protocols and technologies, there are at
least four upstream dependencies that, if they fail,
will collapse the drinking water distribution system
as definitively as a cyber-attack would. In a country
such as United Arab Emirates where drinking
water is produced by reverse osmosis and it is only
possible to hold 24 hours of supply in reserve, such
a failure could be catastrophic and have national
security implications.

Figure 2: Example RiskLogik Critical Infrastructure risk
model for drinking water distribution.

The nodes or boxes in this model represent
all the systems and sub systems in the
drinking water production and control network.
Each node has a “likelihood of failure” and an
“impact” or consequence value. The edges or
lines that connect the nodes represent the real
dependencies that exist between each system. They
each have a value or strength and can be upstream
or downstream or both. The dependencies can also
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Since probabilistic risk assessment techniques depend on predictable
constants, or at least a predictable rate of change, they are of limited use
when change is frequent and unpredictable.

extend outside the drinking water sub-model to all
the critical infrastructure sectors in the municipality
to which it is connected (such as fire defense and
cooling systems) and if necessary upwards to the
County, Provincial or Federal level as in Figure 3.

Figure 4: RiskLogik risk index graph for a
Municipal ICT sector failure.
Figure 3: RiskLogik extended drinking water distribution
risk model.

When one or more nodes are “stressed”
or caused to fail completely, the effect can be
seen as it propagates throughout the municipal
critical infrastructure, including its effect on citizens
and economic activity (if the model is sufficiently
well developed). We can then see what the
highest risks are in that scenario in a simple index
graph shown at Figure 4. Each point on the risk
index represents a node in the path graph. The
highest point is red to indicate its importance.
All the other nodes are arranged to reflect their
relative vulnerability in this scenario. (The actual node
names and values have been removed for purposes of
client confidentiality).
The key difference between a RiskLogik analysis
and a probability statement (x precipitation is
unlikely to occur more frequently than once in
100 years) is that RiskLogik exposes all system and
subsystem vulnerabilities in terms of both likelihood
and consequence and prioritizes them in terms of
importance for mitigation. It does this not only in
terms of the direct dependencies within the critical
infrastructure network, but more importantly, in
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terms of cumulative dependencies. This means
decision makers can make sense of not only the
obvious consequences of system failures, but the
cascading consequences at the second, third and
fourth order. As important, they can also know how
to best plan for and react to those consequences.
This capability vastly increases their ability to
anticipate, prepare for, survive and recover from
disruptive events no matter how likely they are, or
where they originated.
In today’s increasingly chaotic world, municipal
resilience is no longer an option or a “nice to have.”
The ability to anticipate, prepare, survive and recover
from these disruptions is core to the preservation of our
way of life. Probabilistic analysis is no longer sufficient
to the task of informing civic leaders about the risks to
community resilience and better tools and techniques
are needed. Real-world resilience is required. ■
Nicholas Martyn is founder and CEO of RiskLogik, the risk
and resilience solutions company. Before founding RiskLogik
in 2010, he held various command and staff appointments
in both the Canadian and British Armies, with over 27 years
of military service in Canada, UK, Germany, Former
Republic of Yugoslavia and Afghanistan. To learn more
about RiskLogik, please go to www.risklogik.com.
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Streamlined Government,
Better Living
By Shawn Cruise
NOVA SCOTIA IS comprised of 54 municipalities
that serve nearly a million people. To modernize the
way it does business, the government has centralized
many inter-department processes on Adobe LiveCycle
Enterprise Suite, making it simple and convenient
for citizens to access and interact with essential
government services using eForms and kiosks.
To support overarching provincial initiatives to
reduce the government costs, increase focus on
sustainable resources, and improve citizens’ overall
economic and social wellbeing, Service Nova Scotia
and Municipal Relations (SNSMR) is responsible for
many front-line and direct interactions with citizens,
businesses, and municipalities. SNSMR handles more
than 50 million transactions that generate $500 million
in revenue. The department is responsible for providing
the best possible government services at the lowest
possible cost to taxpayers. Its services range from
issuing motor vehicle and marriage licenses to
registering new births to land registration.
To meet its goals, SNSMR needed to implement
modern business process automation software
that would reduce internal complexities and
redundancies, integrate with the organization’s
existing infrastructure, and provide easy-to-use portals
for staff and citizens to record data online or offline
without special software. On the back end, the
platform needed to extract data and funnel it into a
central Oracle database where it would be available
for reuse across agencies. The solution also needed
to meet stringent government security and privacy
of information standards, as well as provide digital
signature capabilities moving forward.
SNSMR sought a strategic technology partner that
would support multiple business processing activities
in a responsive, reliable, and cost-effective manner—a
search that ended with adoption of Adobe LiveCycle
Enterprise Suite software, including LiveCycle Data
Services ES, Adobe LiveCycle Forms ES, and Adobe
LiveCycle Reader ® Extensions ES.
“Our first Adobe LiveCycle ES implementation
automated and increased the efficiency of existing
workflow, and we saw an immediate return on
investment,” says Gary Robitaille, director of IT for
SNSMR. “We are now positioned to provide worldclass service to our internal and external constituents
with a low total cost of ownership.” Subsequently,
many eForms solutions have been built on Adobe

LiveCycle ES and have been rolled out across
provincial departments, helping to make Nova Scotia a
more attractive place to do business.

One-Stop Municipal Reporting
One highly visible Adobe LiveCycle ES implementation
touches all 54 of Nova Scotia’s municipalities, each
of which is required to provide a wide variety of
detailed financial and demographic information to the
province. Required reports include tracking of capital
projects, demographic updates, and requests to fund
infrastructure items that include sidewalks, sewer
plants, and other public facilities.
Previously, there was no consistent way for
municipalities to submit data to the province. Hundreds
of variously formatted spreadsheets would arrive by
email from 54 different municipalities and staff spent
an inordinate amount of time tracking files, manually
extracting numbers, and compiling information to
calculate budget totals.
It was difficult for SNSMR’s Municipal Services
division managers and staff to support so many siloed
workflows; error rates were high due to re-keying,
versioning was an issue, and reports often arrived
incomplete. Overall confidence in the process was low,
and it could take nine months to complete a typical
quarterly reporting cycle—too long to enable effective
decision-making.
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On a typical quarterly report, staff from engineering, capital planning,
and finance enter data into the same file, working online or offline in a
convenient, collaborative workflow.

Using interactive PDF forms inside the Adobe
LiveCycle ES environment, the nine-month reporting
cycle has been reduced, while also improving the
quality of the data. On a typical quarterly report,
staff from engineering, capital planning, and finance
enter data into the same file, working online or offline
in a convenient, collaborative workflow. Adobe
continues to work with SNSMR to make improvements
to the overall system and the user experience.
“We embedded a significant amount of business
logic into our PDF forms, which use web services to
automatically pre-populate about 20 per cent of the
required information on the fly,” says Robitaille. This
eliminates the need for staff to track historical data,
formats remain consistent, and the quality of the data is
improved by approximately 40 per cent.
There are two ways for municipalities to submit
quarterly reports. When reports are submitted
electronically, data is automatically extracted and
saved into an Oracle database where custom backend tools based on COGNOS roll up data into
aggregated reports for analysis. If staff chooses to
fill out PDF reports offline and submit them as email
attachments, the system pulls XML data from the PDF
files and saves it to the database.
“Since standardizing on Adobe LiveCycle ES using
eForms for one-step municipal submissions, we have
replaced cumbersome processes with highly efficient,
flexible workflows,” says Robitaille. Because the costeffective implementation has been so well received, a
huge demand for more process improvements using
Adobe LiveCycle ES is evident across the enterprise.

Empowering Citizens with More
Automated Services
Most recently, Service Nova Scotia installed kiosks
in hospitals where new parents can register the
birth of their babies. The innovative solution built
on Adobe LiveCycle ES reduces redundancies
across five internal government agencies and one
external partner, eliminates repetitive paperwork
for parents, and helps ensure that data is consistent
across service sectors.
Parents simply enter the baby’s name, birth date,
birth weight, hospital, doctor name, and other vital
statistics. The data is automatically transmitted to
a hospital employee who verifies the information
against the baby’s medical records. From there, the
information is distributed to Service Canada, Revenue
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Canada, Municipal Relations, and other government
organizations as well as to Medavie/Blue Cross
to supply a provincial health card. “With nearly
10,000 babies being born in Nova Scotia every year,
our new kiosk system will not only make registrations
faster and easier for parents and staff, but it will
also generate significant cost savings for the local
government,” says Robitaille.
A similar public-facing platform is being rolled out
that handles end-of-life administrative issues in one
step. Funeral directors can fill out a single PDF form
that is automatically routed to appropriate departments
that handle final tax returns, death certificates, closing
out of social insurance numbers, and all the other
necessary tasks associated with bereavement.

Supporting Community Prosperity
Additional LiveCycle ES implementations are also
making it easier to do business in Nova Scotia,
particularly in the food service sector—streamlining
processes that are integral to the Province’s long-term
goal to centralize government. For example, to open
a new restaurant an operator would previously have
to fill out separate forms for an occupancy license,
liquor license, food permit, signage, water treatment
permit, and more, requiring significant amounts of
work. Now, business owners need only to complete
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To meet its goals, Service Nova Scotia and Municipal Relations needed
to implement modern business process automation software that would
reduce internal complexities and redundancies, integrate with the organization’s existing
infrastructure, and provide easy-to-use portals for staff and citizens to record data
online or offline without special software.
one intelligent PDF form, often reducing the time
it takes to issue new business licenses from weeks
and months to days and weeks, and consolidating
permitting and licensing approvals across five
departments into one form.
Moreover, LiveCycle ES projects are helping
government decision-makers manage land use
and gain insight into population patterns to guide
the province’s long-term planning. “LiveCycle ES
solutions both online and at kiosks enable us to focus
on the health of our communities. We can easily
gather and analyze data around population growth,
demographics, and fire and safety performance
indicators,” says Robitaille, who adds that the
organization is committed to internally ramping up Live
Cycle ES expertise to support future initiatives.
In addition to improving workflows for government
employees and citizen services, Adobe LiveCycle

ES is aiding sustainability efforts as well. From an
environmental perspective, the space required to
store paper forms will be reduced by 75 per cent.
“The green factor is huge,” says Robitaille. “And we
are assured that everyone is using the most current
version of forms without having to continually print and
redistribute paper.”
Now that the inventive team at Service Nova Scotia
has established its first wave of online and kiosk-based
forms solutions they are beginning to look at other
projects to further leverage the unit’s investment in
Adobe LiveCycle ES. “The commitment and product
support we get from Adobe is exactly what we need to
help us make life better for Nova Scotians now and in
the future,” says Robitaille. ■
Shawn Cruise is the Area Vice-President of Public Sector at
Adobe Systems. He is based out of Ottawa.
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Keeping Their Best on Board?
New Research
h Suggests
gg
Job
b Satiisffactiion
Disconnect Between CIOs and IT Professionals
By Deborah Bottineau
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IT’S CHALLENGING TO find great information
technology (IT) employees, but keeping them may
be even harder. Robert Half Technology recently
surveyed chief Information officers (CIOs) in Canada,
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(35 per cent) of IT workers polled said they plan
to look for another job in the next year, and an
additional 35 per cent are unsure about whether
they’ll stay in their current position. IT workers said
the main reasons they might search for other job
opportunities are the need for new challenges, lack of
career advancement potential and inadequate pay.
Why the disconnect? IT managers might see a high
level of performance from employees and have a truly
good relationship with them, so they believe all is
well. Employees, however, are often hesitant to discuss
career issues with their managers and IT workers,
in particular, may have especially timely concerns
that, if not addressed, may prompt them to search for
greener pastures. For example, IT workers know that
the industry is moving quickly and that their skills won’t
be relevant if they don’t keep them up to date, so they
value employers that will help them keep their technical
skills sharp and offer challenging projects. In addition,
skilled IT professionals are in great demand today and
have many attractive job opportunities in the current
market. They know they have options, so employers
must work harder to keep valued staff on board.
As a result, IT managers must make retention a
priority. Below are some specific steps managers can
take to retain their best and brightest:

Create a Learning Culture
Technology is perpetually evolving, so keeping
skills and knowledge current is essential for IT
professionals. Whenever possible, reimburse staff for
relevant online classes, educational conferences and
courses offered by professional associations or local
colleges. If employees seek IT certifications, consider
reimbursing them for the costs to obtain and maintain
their credentials. If your municipality doesn’t have
the budget to pay for classes, consider starting a
mentoring program so more experienced IT workers
can share and teach those just beginning their careers.

SHOCK|ISTOCK|THINKSTOCK

Assign New Responsibilities

as well as IT workers throughout North America, and
asked them to think about job satisfaction. While
the majority of CIOs (70 per cent) believe that their
IT staff is satisfied at work, more than one-third

Top performers want to advance. Even if you can’t
give a promotion, offer IT professionals new areas of
responsibility and increasingly-sophisticated projects.
The best IT pros want to continually move their career
forward and they want to feel as though their career
goals are possible within your organization.

Pay Competitively
Salary isn’t the only key to job satisfaction, but
underpaying technology professionals will prompt
them to seek other career opportunities. When you
compensate below market value, it suggests that you
don’t truly value them or their work.
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Employees are often hesitant to discuss career issues with their managers and IT
workers, in particular, may have especially timely concerns that, if not addressed,
may prompt them to search for greener pastures.

Take the time to re-evaluate salaries by reading the
latest association reports, compensation surveys and
government statistics. The job market is changing very
quickly in the technology industry, so be sure you’re
doing this at least annually so you’re aware of trends.

capacity, and tackling morale issues immediately can
help prevent employees from feeling overburdened
and stressed.

Offer Flexibility

It is hard to feel productive or trusted if someone
is looking over your shoulder all day long as you
work. Most strong performers value a degree
of autonomy. As a manager, even if you’re not
hovering physically, if you require excessive
updates and approvals on assignments before
they can progress, you’re giving the same feeling
by micromanaging.
If you’ve done a good job of hiring, you should
be able to rely on your employees to complete their
work successfully. Provide staff with sufficient details
at the beginning of projects and then let them take
the ball and run with it. Chances are they will rise to
the occasion.

Alternative work arrangements are among the
most highly prized elements of a work environment
for employees. However, this can be difficult for
municipal IT managers to offer, so do what you can to
help your staff balance work and personal demands
in a realistic way. This might mean simply offering the
flexibility to deal with family emergencies or attend
school activities. Simple accommodations can be very
meaningful to time-pressed workers. It shows you take
a personal interest in your staff and this can lead to
strong loyalty to your organization.

Recognize Excellence
Have a program in place to acknowledge staff
achievements, focusing on fairness and a sincere
delivery. When people feel that leaders notice and
truly value their contributions, their motivation and
loyalty grows. Be careful that the same employees
don’t constantly receive all of the praise or that you
only offer recognition out of a sense of obligation,
because it can harm morale.
Raises, bonuses and other financial rewards are
a good starting point if you can offer them, but
understand that offering a public “thank you” at
a staff meeting also can be meaningful. Consider
combining verbal praise along with a simple reward,
such as a gift card issued by a local restaurant.
In addition, look for alternative ways to recognize
excellence. Many IT professionals today are being
wooed by employers who are providing additional
perks, such as snacks in the office, free lunch and
complimentary dry cleaning services, to name a few.
While you may not be able to provide any or all of
these, it’s important to be aware of what other local
organizations are doing to attract and retain top
talent, and think outside-the-box in terms of alternative
benefits you may be able to offer.

Address Burnout
Promoting realistic workloads, bringing in project
professionals when full-time employees are at
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Provide Freedom

Re-Recruit Your Best Workers
Talk with employees about what might enhance
their job satisfaction and remind them of the unique
benefits provided by your municipality. Emphasize
what your organization has to offer, whether it’s
a great culture, strong benefits or an excellent
retirement plan.

Communicate Clearly
Last but not least, unambiguous communication
is the foundation for all your other retention
efforts. Keep employees in the loop when
it comes to the latest developments at your
municipality. People want to feel like they are
a part of the department and that they play
a role in upcoming plans. Consider inviting
employee feedback and ideas on initiatives.
The more involved they are from the onset,
the more connected they will feel to the outcome
of projects.
The steps you take now can help solidify employee
motivation and loyalty. You’ll help ensure you have
the best talent in place to meet your changing
organizational demands. ■
Deborah Bottineau is regional vice president of Robert Half
Technology, a leading provider of technology professionals,
in Toronto.
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Sharing IT Services Might Be
More Common Than You Think
By Ben Perry, Prior and Prior, and Larry Dean, County of Northumberland
WITH ALL MUNICIPALITIES facing increasing financial
pressures and demands, more municipalities are
looking to share services as a way of making limited
resources go further. Our research in Ontario found
many municipalities that are already successfully
sharing IT services.
A growing number of counties in Ontario, including
Prescott and Russell, Oxford County, District of Muskoka,
and County of Lanark, provide IT services directly to
their member municipalities or operate a shared-service
model. There are shared, publicly operated public
sector networks such as COIN in Simcoe County or the
PSN in Peel Region, involving municipalities, regional
government, and school boards. Many municipalities
host solutions that are shared with others, the Town
of Innisfil with Essa, or Region of Halton sharing

SAP support with the City of Burlington. The City of
Peterborough and Peterborough Utility Corporation have
operated a shared IT service since the mid 70’s. There
are countless other examples of partnerships between
municipal agencies and other levels of government
across the province and the country.

Northumberland County’s Experience
So, how do organizations get there? Northumberland
County has been working through this process for
the past several months. The County and its member
municipalities have spent the last two years working
to develop and implement a business model for the
County to provide IT-managed services to member
municipalities that opt in.
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Northumberland is a thriving, south-eastern
Ontario community strategically positioned
along Highway 401 with access to Toronto and
Kingston within a one to one-and-a-half hour
drive. Northumberland County is the upper-tier
municipal government that provides services to
seven municipalities:
• Township of Alnwick/Haldimand
• Municipality of Brighton
• Town of Cobourg
• Township of Cramahe
• Township of Hamilton
• Municipality of Port Hope
• Municipality of Trent Hills
Northumberland County has a small, but well-run
IT Team of five staff led by IT Manager Larry Dean.
As Northumberland County’s technology capabilities
have matured, a number of its member municipalities
approached the County to find out if they could use
the County’s data centre, and if the County’s IT team
could provide IT services. The member municipalities
were supported by local independent IT firms,
which in most cases worked very well, however, they
each felt that they could achieve more by sharing
and accessing services already available through
the County.
In 2011, Northumberland County Council agreed
to explore the opportunity in more detail and
engaged Prior & Prior Associates Ltd. to conduct an
initial feasibility study. The focus of the feasibility
study was to determine whether the County had
the capacity and capability to provide the desired
IT services, and to establish whether there was
sufficient interest among the member municipalities
to pursue the opportunity. The information for this
first phase was gathered by working with Chief
Administrative Officers (CAOs) and technical staff to
understand the current state of technology in each of
the member municipalities, library boards and other
prospective partners.
This work identified that many of the smaller
municipalities had basic IT infrastructure in place but
would benefit from additional solutions such as access
to shared files and calendars, and remote access.
Security, backup, and disaster preparedness were
also areas where several municipalities identified
the need for enhancements, but which would be
prohibitively expensive for them to deal with on
their own. Ultimately it was concluded that sharing
County IT services would make available to member
municipalities services, technologies and solutions that
they could not afford or justify individually.
It was clear that there was significant potential
for sharing IT services between municipalities, and
that the County was well positioned to provide some
or all of these services. One exception was Library
Services, which was deemed to be less well-suited to
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County IT provision and therefore, at least initially, it
was not recommended that the Library Services be
considered part of this new shared approach.
At the conclusion of this initial phase of the
feasibility study Cramahe, Brighton, Alnwick and
Haldimand, Hamilton Township and Trent Hills
expressed interest in exploring further how the County
could provide IT services.

Managed Services Agreement
The CAOs commissioned the next phase of the IT
feasibility study to develop a management and
funding framework for the County to provide
IT-managed services. This would allow the County
and willing partners to decide which services would
be supported in the new arrangement and how
the services would be offered. It would include an
information package that the municipalities could use
to support their decision-making processes.
With the agreement of all stakeholders, a single
municipality was selected as a ‘pilot’ to develop the
framework. Working with the pilot municipality, the
project team proceeded to:
• Assess and document the specific IT services that
municipalities would require
• Assess and document how IT services would be
provided and managed by the County
• Develop an estimation methodology to determine
resource requirements for the County and costs for
the member municipalities
• Determine the onboarding costs associated with
migrating to the County service
• Develop a funding/billing model
Working with the current service provider and
staff from the pilot municipality, Prior & Prior and
the County IT team conducted a detailed assessment
to determine the current state and future needs.
This information informed the development of a
Managed Services Agreement which documents
in clear and contractual terms the services that the
County will provide, and how IT services will be
managed and invoiced.
Key features of the agreement include:
• County provision of complete managed IT services
including: IT help desk, hardware, software,
network and security management
• Application support and advice
• IT management expertise, including advice,
planning, strategy and budgeting
• IT project services (available on demand)
• After-hours IT support (available on demand)
The County set hourly rates for its IT services and
developed a formula to estimate the costs, which
is based on a range of factors including number of
users, devices, servers, and application complexity.
Using this formula, the County can commit to provide
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It was clear that there was significant potential for sharing IT services between
municipalities, and that the County was well positioned to provide some
or all of these services.
defined IT services for a set annual cost, which is then
billed monthly. However, given this early stage, the
projections are based on estimates - where actual
resource usage does vary from the County’s estimates
(either higher or lower) a tune-up will be conducted at
the end of the year to reconcile the costs in line with
usage of IT services. In the future, costs will get more
accurate as the previous year’s usage will be used to
set rates.
The key benefits of the proposed approach to the
member municipalities include:
• Access to County IT management staff who
can work proactively with the member
municipality management team to get the best
value from technology
• Availability of IT expertise from a team of IT
professionals with varied backgrounds without
the costs and disadvantages of hiring an in-house
IT expert
• Improved reliability and quality of IT services
• Mitigation of key security and resilience concerns
• Release of member municipality staff from IT
responsibilities
• Reuse of County technologies and solutions,
enabling potential future cost savings
• A long term partnership - based on a five year,
renewable term

Implementation
The County signed the first Master Services Agreement
with the Township of Cramahe earlier this year.
Staff have worked together to migrate IT support
from their current service provider to the County. At
this stage, County IT staff provides all IT services to
the Township and have a roadmap to expand and
improve IT services for Cramahe staff. The migration
has been smooth. Two additional municipalities,
Brighton and Hamilton Township, are in the planning
phases. Migration to the County service for these
municipalities is planned for fall 2013 and early 2014.

What Did We Learn
Senior leadership is required. In
Northumberland County the involvement of the CAOs
was critical to the pursuit of a clear goal. Those who
are/ were closer to the delivery of existing services
IT have significant personal investment, and tend
to focus on the obstacles and problems rather than
the solutions. Senior management must be actively

involved in leading the charge and encouraging a
different perspective.
Get formal. A formalized process that was
independently facilitated was important in securing
buy-in from all of the key stakeholders and helped
establish that the County had the capability and
capacity to offer the service in a way that would
be sustainable.
Expect differing opinions - one size does
not fit all. In Northumberland, member municipalities
range in population from 5,000 to 25,000. As a result,
each had very different levels of IT maturity. Larger
municipalities were typically more advanced and,
at least initially, less inclined to access the services
provided by the County, while the smaller municipalities
were enthusiastic about opportunities for assistance.
Early in the process it was recognized that the County’s
approach would have to accommodate the range
of needs. A shared services model for all of the
municipalities was considered to be unrealistic at this
time, however a managed service, provided by the
County, to those municipalities that opted in was viable.
Get specific: what will it cost, what
services will be offered. When discussing
an idea in the abstract it is hard to achieve
agreement or consent. In the ongoing discussions
with the CAOs, all parties could generally agree
that sharing IT services made sense but needed
more detail to understand whether it was worth it. The
County needed to do the detailed work - set out the
business model, resource needs and costing - before
it could clearly articulate to its member municipalities
what services would be provided and at what cost.

Conclusion
We believe that many municipalities, regardless
of size, could benefit from sharing IT services.
Despite what you may hear, there are rarely actual
technical barriers to sharing services, merely human
ones. Northumberland County’s experience illustrates
just one path to exploring this option, other approaches
may better suit your organization. Nonetheless, it is a
path which we would encourage others to consider. ■
Ben Perry is a consultant at Prior and Prior and may be
reached at ben.perry@priorprior.com, 647-669-9540
www.priorandprior.com. Larry Dean is IT Manager at
Northumberland County and may be reached at
deanl@northumberlandcounty.ca, 1-905-372-3329
extension 2258
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Report from RIM-Q
Par Gaston Huot, Président
ex-officio du RIM-Q

[« Prestation électronique des
services » + « révision des
processus d’affaires » = « Réduction
des dépenses d’exploitation »],
le nouveau E=MC2 ?
La mise en place d’un portail de prestation
électronique des services (PES) aux citoyens
doit être une source d’économies, et non une
source de nouvelles dépenses.
Abstract : “Electronic Service delivery” + “Business
Process review” = “Reduction in city expenses”
The establishment of an electronic service delivery
(ESD) portal for citizens must be a source of savings,
and not a source of new spending.
LORSQU’IL EST QUESTION de mettre en place
un portail de services aux citoyens, un portail
de prestation électronique des services (PES), les
décideurs se voient souvent informés que le coût sera
important et qu’il sera requis d’augmenter le budget
d’exploitation des unités administratives impliquées.
De façon absolue c’est vrai si, comme c’est trop
souvent le cas, on se contente de construire un
nouvel étage aux systèmes et au processus actuels.
Mais que se passe-il si on considère le tout comme
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un projet et une opportunité de revoir les façons de
faire en gardant en tête l’objectif final : fournir des
services électroniques en adaptant les processus aux
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nouveaux moyens fournis par les technologies de
l’information et des communications ?

Un projet avec un
retour sur l’investissement.
Les organisations privées, principalement
celles qui œuvrent dans le milieu des services
(assurances, banques, etc.) ont depuis l’avènement
de l’internet rapidement compris qu’elles avaient
avantage à éliminer les interventions humaines
sans valeur ajoutée et à minimiser les sources
d’information. Comment ? Justement en révisant
leur processus pour « streamliner » l’information, en
intégrant plus directement les systèmes-métiers aux
systèmes de PES.
Il faut donc traiter le dossier comme un projet avec
un retour sur l’investissement. Évaluer les coûts de mener
à bien la révision des processus jusqu’à la livraison des
PES, bien déterminer les coûts actuels, puis bien évaluer
les coûts d’exploitation du nouvel environnement,
évaluer les bénéfices et, s’ils ne sont pas positifs, revoir
la situation jusqu’à ce qu’ils le soient.

Qu’est-ce que
les systèmes-métiers ?
Les systèmes-métiers sont les systèmes spécialisés. À
titre d’exemple mentionnons les systèmes d’évaluation
foncière, de comptabilité, de gestion de la dette, de
gestion des loisirs, de la culture, de l’entretien, de
l’infrastructure, de la gestion des requêtes, etc. Ces
systèmes-métiers sont souvent peu intégrés entre eux,
« loosely coupled » diraient nos confrères, ce qui
entraîne le besoin d’ajouter des employés dont la
tâche est de servir d’interface totale ou partielle entre
ces systèmes.
Une des sources d’économies consiste donc
à se pencher sur ces interfaces mi-humaines,
mi-informatiques, et ce avant d’ajouter sur le
gâteau une autre couche de glaçage… Une
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autre couche de glaçage le rendrait possiblement
beau, attrayant et appétissant mais ne pourrait
que camoufler encore plus profondément
les déficiences des processus actuels tout en
augmentant les coûts d’exploitation, au grand
dam des citoyens.

Les systèmes de
Prestation Électronique des Services (PES)
Quant à eux, les systèmes de PES devront
s’alimenter directement à partir des systèmesmétiers, en minimisant les interventions humaines
sans valeur ajoutée. L’objectif est de raccourcir
le cycle d’information en livrant l’information ou le
service le plus directement possible au citoyen. Ces
systèmes doivent à leur tour alimenter les systèmesmétiers et éviter d’autres actions humaines sans
valeur ajoutée.

Les bénéfices
Comme mentionné plus tôt, il doit y avoir des
bénéfices, sinon il n’y a pas lieu de procéder à
des changements. Est-ce que ces bénéfices doivent se
traduire par des pertes d’emplois? Oui, c’est possible
si c’est la condition posée par les décideurs. Mais
dans la réalité ils peuvent être utilisés pour livrer
de nouveaux services, ou fournir de façon plus
appropriée des services existants à des clientèles peu
adaptées aux prestations de services électroniques.
Une chose est cependant certaine : la municipalité
qui prendra cette approche ralentira la progression
de ces coûts en mettant en place des mécanismes de
base qui lui permettront d’absorber plus efficacement
l’augmentation de volume sur chacun des services
intégrés et optimisés. ■
Gaston Huot, ing.
514.823-7202 | 1.877.334-0599
Gaston@Huot.me

Municipal IT Solutions from Ascent
Ascent offers a range of robust, cost-effective IT solutions:
Networking: Fibre optic / wireless, design, integration & implementation
Data Centre and Cloud: Systems monitoring & management, infrastructure-as-a-Service, co-location
Desktop Support: Help Desk, remote and on-site support
Consulting: Strategy, architecture, migration, operations and project management

SRA delivers PeopleSoft/Oracle solutions.
Our consultants are among the best in the industry.

Collaboration & Communication Solutions: Corporate intranets
About Ascent
We are an integrated energy services and solutions provider with
our roots in small towns, yet our capabilities are world class. Our
customers range from industry partners, electrical contractors
and municipalities to private industries, institutions and utilities.

Please call roy@srastafﬁng.com
416-296-1772 #2000 to discuss your needs

www.srastafﬁng.com

Contact us today to discuss your IT services needs:

sales@ascent.ca

668010_Ascent.indd 1

www.ascent.ca

Toll Free: 1-800-565-6790

10/12/13 1:10
637234_SRA.indd
PM
1

29

4/26/13 12:35 PM

Visit www.misa-asim.ca and check out our digital edition.

Governance Issues
By Roy Wiseman
Executive Director,
MISA/ASIM Canada

IN THE NOVEMBER 2012 issue of Municipal Interface,
I reported on the status of open data in Canada. Since
that time, there have been a number of developments,
some of which have been reported elsewhere in
this publication.
At the time, two provinces (BC and Quebec) and
30 municipalities had implemented open data sites.
A year later, two more provinces (Alberta and Ontario)
and eight additional municipalities have joined the
open data movement. A complete list of Canadian
government open data sites is now available at the
very useful www.data.gc.ca site maintained by the
Government of Canada. This site lists a number of other
provincial “open data” sites that provide only a few GIS
datasets with unclear or restrictive licensing provisions.
These do not, in my view, qualify as “open data sites,”
especially in comparison to the relatively impressive BC,
Alberta, Ontario and Quebec portals.
While the increase in the number of provincial and
municipal open data sites represents steady progress, it
is by no means a deluge. It appears that the initial wave
of early adopters is past and that we can now expect a
slower rate of growth.
The four Canadian provincial/territorial open data
implementations can be compared to the situation
in the United States, where www.data.gov reports
39 states with open data sites. On the other hand,
data.gov reports only 43 participating US cities and
counties, including only 11 of their 25 largest cities. This
compares to 38 participating Canadian municipalities
with 15 of our 25 largest cities.

Standard Open Government Licence
Perhaps the most important recent development in
Canadian open data has been the creation of a
standard open government Licence (OGL) for Canada.
This licence, available at www.data.gc.ca, is based
on the previous United Kingdom OGL. It has already
been adopted by the Governments of Canada,
British Columbia, Alberta, Ontario and at least four
municipalities (Nanaimo, Edmonton, Grande Prairie and
Toronto).
A number of other Canadian open data jurisdictions,
including Quebec and several municipalities, have
licences which are similar to the OGL. However,
being “similar” does not provide the full benefits of
an accepted standard. Ideally, users could rely on
their knowledge of the standard licence, rather than
having to review specific licensing details for each
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From Open
Data to Open
Government
open data site they access. For this reason, I encourage
municipalities that have not yet done so to adopt the
standard Canadian OGL with only the minimal changes
identified in the preamble (e.g., to insert the appropriate
province name in the section on Governing Law). If
this licence is good enough for the Government of
Canada, three provinces and an increasing number of
municipalities, then it should be good enough for most
or all municipalities.

Open Data Contents
My review of Canadian municipal open data
sites indicates that they include datasets such as
the following:
• GIS: address points, base maps, locations of
municipal facilities and services, easements, contours,
ortho-imagery;
• Zones and boundaries: wards, planning districts,
business improvement areas;
• Census/demographics (by ward, zone, etc.):
population and dwelling counts, employment, age,
sex, marital status, population forecasts, economic
indicators;
• Environment: natural areas, flood plains, tree
inventories, trails
• Property and Development: property assessment,
development applications, vacant land, existing land
use, business locations, building permits, housing
prices, office and multi-residential directories;
• Transportation: roads, road construction/road
closures, traffic cameras transit schedules/routes/bus
stops, traffic volumes, parking lots and garages, street
parking, bicycle lanes, railways, ferries;
• Cemeteries: locations, plot locations;
• Municipal Services: child care centres, seniors
facilities, assisted housing, hostels, homeless shelters
including available spaces; waste drop-off/recycling
facilities, waste collection zones/schedules;
• Recreation/Tourism: Park and trail maps,
campgrounds, lodging houses, hostels, refreshment
vehicle locations, points of interest, recreation centres/
arenas/sports fields, swimming pools/swimming
areas, public washrooms; events calendars
• Performance Results: Waste diversion rates, food
premise inspections, emergency services calls (police,
fire, ambulance), crime clearance rates, animal/
business/marriage licences issued, parking tickets,
watermain breaks, water quality sampling results,
traffic incidents and locations;
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Few, if any, Canadian municipalities support online ATI/FOI requests or provide searchable
histories of previous requests. In fact, one gets the impression that most municipalities prefer not to
highlight or make easier the process for such requests, viewing them as an administrative burden
rather than a gateway to open government.
• 3-1-1 Contacts/Requests: by type, by ward,
call resolution
• Council and Elections: meeting schedules,
council voting records, council reports, election
results (by ward/poll; history), campaign contributions,
councillor expenses
• Finance/Administration: budget (capital and
operating), procurement awards, consulting contracts/
expenditures, councillor and senior staff expenses/
compensation, job postings

From Open Data to Open Information
Wikipedia defines open government as “the governing
doctrine which holds that citizens have the right
to access the documents and proceedings of the
government to allow for effective public oversight.”
While datasets such as those listed above can provide
significant value and some (e.g., transit schedules) have
been broadly incorporated into useful applications, only
those near the bottom of the list begin to get at the types
of information that promotes government transparency
and “allows for effective public oversight.”
My concern is that while open data is a good start,
it is only a start. In fact, open data is just one of three
components of open government. The other two streams
are open information (proactively releasing information
on government activities) and open dialogue (engaging
citizens in policy-making).
In April 2012, as part of its commitment to
open government, the Government of Canada joined
the international Open Government Partnership
(www.opengovpartnership.org), becoming one of
62 participating countries. As required for all OGP
members, Canada developed a very good (in my
view) Open Government Action Plan and has now
completed a Year 1 self-assessment report (available at
www.data.gc.ca). While it is easy to be cynical about
any government’s real commitment to open government,
I am impressed by the specific actions included in the
Government of Canada plan, which could well serve as
a template for a municipal open government plan.
In addition to committing to develop an
improved Open Government Licence, which (as noted
above) is now complete, the Action Plan includes
a number of initiatives under the Open Information
heading including:
• Modernizing Access to Information (ATI)
Administration, piloting online request and payment
and making completed ATI requests searchable
online – see http://data.gc.ca/eng/open-government

for the searchable database, as well as other budget
and “proactive disclosure” documents;
• Creating an online, searchable “Virtual Library”
of published Government of Canada documents
(publications, consultant reports, government research,
presentations, white papers, etc.);
• Making information about Canadian International Aid
spending easier to find, use and compare;
• Increasing access to documents held by Library
and Archives Canada, removing restrictions
wherever possible;
• Deploying government-wide solutions for records and
document management.
The Government of British Columbia provides
another illustration of the difference between Open
Data and Open Information with distinct sites for each
(www.data.gov.bc.ca and www.openinfo.gov.bc.ca).
While BC’s Open Data portal is one of the best, its
Open Information portal is still a “work in process” and
currently features only FOI requests and travel expenses
for ministers and deputy ministers.
On the other hand, many US State and local
government open data sites focus primarily
or exclusively on information intended to
enhance government transparency – see, for example,
www.ohio.gov/government/transparency/.
A July 2013 report by the British Columbia
Information and Privacy Commissioner, (“Evaluating
the Government of British Columbia’s open government
Initiatives – www.oipc.bc.ca/investigation-reports/1553)
provides some excellent recommendations for the types
of information that should be disclosed, including:
• Travel and hospitality expenses of ministers,
deputy ministers, assistant deputy ministers or
equivalent, by event;
• Calendar information of ministers, deputy ministers,
assistant deputy ministers or equivalents;
• Contracts over $10,000 including contractor, purpose,
value and duration of the contract;
• Final reports or audits of performance or efficiency of
ministry policies, programs or activities;
• Other types of documents for which disclosure
is required under FIPPA including public opinion
polls, statistical surveys, economic forecasts,
environmental impact statements, consumer test
reports, feasibility or technical studies for public
projects, task force, committee and council reports,
proposals to establish a new program or change an
existing program.
The report also recommends that the Open
Information website should be used as an online library
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(similar to the proposed federal
library) to make open information
more easily accessible.
In comparison to these examples
or stated directions, Canadian
municipalities still have a long way
to go. As just one example, few,
if any, Canadian municipalities
support online ATI/FOI requests
or provide searchable histories
of previous requests. In fact, one
gets the impression that most
municipalities prefer not to highlight
or make easier the process for
such requests, viewing them as an
administrative burden rather than a
gateway to open government.
Similarly, relatively few
municipal open data sites currently
feature datasets which promote
transparency: budgets, council and
senior staff expenses, procurement
awards, consulting contracts, council
reports, etc.
To be fair, one must acknowledge
that while open data can be
viewed as a largely “technical”

initiative, open information requires
stronger senior management and
council support. On the other hand,
we will not achieve government
transparency if we stop at the
type of open data published by
most municipalities. Municipalities
should begin to develop open
information sites, with municipal
equivalent of the types of reports
recommended by the BC Information
and Privacy Commissioner.

From Open Information to
Open Government
Given the work to be done in
relation to Open Information,
perhaps it is too soon to
move to the third pillar (Open
Dialogue/Participation) of open
government. Both Ontario and
British Columbia, in addition
to the Government of Canada,
have made public commitments
to this third pillar. Ontario
has even appointed a Deputy

Minister for open government.
Interestingly, the first appointee
is Ron McKerlie, former Ontario
Corporate CIO. Ontario has
also appointed an “open
government engagement
team,” led by Don Lenihan, to
“consult with people on how the
government can best engage
and inform the public on the
work it does”. Further information
on this initiative is available at
www.ontario.ca/government/
open-government-ontario
It is still too early to assess
how this public engagement
might change the way that
citizens engage with government.
In fact, the announcement was
greeted with considerable public
cynicism (or apathy). Nevertheless,
one can only wish that this and
similar initiatives can achieve some
level of success as we struggle
to find new ways to engage
twenty-first century citizens in our
democratic processes. ■
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Cloud Syncing
Deploy forms for mobile employees
and sync data seamlessly without a trip
to the office.

Smart Devices
Ready to run on your iPads and
iPhones or Android devices.

Works Offline
Ensure accessibility of your forms
without internet connectivity.

Complete Data Collection
Enhance your forms with photos,
voice clips and GPS coordinates.
TESTIMONIAL
“In the field SNAP has saved us time and simplified field
surveys by summarizing sampling data and calculating
confidence levels. In the office it has saved us a
significant amount of staff time through its
ability to summarize and compare data,
generate reports and transfer and compile
information from other district offices.”
Ricardo Velasquez,
District Silvicultural Forester
Ontario Ministry of Natural Resources

Call today or visit us online for more information or to schedule
your free demo. Toll Free 1-800-535-2093 · www.snapdcs.com
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Intake any request. Complete work.
Maintain your assets.
Manage resources and optimize
your day-to-day operations.

The Operations Management System.
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