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Teranet can help you to develop a
complete and accurate easement
data management system
to assist with:
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Content
management,
simpliﬁed.

“Ricoh manages our information, and with the storage and retrieval time saved,
we get to focus on our business – better serving the residents of Digby and councilors.”
–Tom Ossinger, Chief Administrative Ofﬁcer, Town of Digby

Providing value for government organizations
with document-driven processes.
Enterprise Content Management (ECM) from Ricoh helps you focus your time and energy where
it really matters: serving your customers.
Streamline information access, manage documents from any device, and auto-classify ﬁles
to comply with records policies. RCloud ECM also lets you integrate with other municipal
information systems, automate approval processes, and manage the Municipal Freedom
of Information and Protection of Privacy Act. Harness the power of RCloud Enterprise
Content Management today.

Learn how Ricoh makes information work for you.

rcloudservices.ricoh.ca
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Keeping in Touch
By Kathryn Bulko,
President, MISA/ASIM Canada

MISA/ASIM Canada in 2014
AnoTher yeAr hAS gone by and MISA/ASIM
Canada is now eight years old and becoming more
strongly established in its role as the national voice of
municipal IT professionals across the country. We’ve
had a busy year!
I’m pleased to announce that we have neared
completion of the implementation of our current
sustainability plan and will be conducting a strategic
planning session on August 9, 2015, just prior to the
2015 Municipal CIO Summit, to define our objectives
and establish our workplan for the next few years.
To conform with the requirements of the new federal
Not-For-Profit Corporations Act, we’ve re-written
our by-laws and filed them, and established a new
mailing address.
This year was an election year for the national
board of directors. The current Executive Directors are
myself, Kathryn Bulko, President, with Corey Halford
as Vice-President and Garry Bezruki as Treasurer.
Our BC Representatives are Guillermo Ferrero
and Kristin Wilkes; Prairies Representatives
are Steve Jeffery and Corey Halford; Ontario
Representatives are Garry Bezruki and Kathryn Bulko;
RIM-Q Representative is Jean-Pierre Fortin; and
Atlantic Representatives are Donna Davis and
Maurice Gallant. I thank all of our Board members,
as well as Roy Wiseman, Executive Director, and
Lawrence Moule for their time and commitment to
MISA/ASIM Canada.
This past spring, MISA/ASIM Canada held its
Annual General Meeting and fourth annual Municipal
CIO Summit in Banff, Alberta, in conjunction with
MISA Prairies’ annual conference. Mark your
calendars because planning is now underway for
our 2015 MCIO Summit being held in Halifax,
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Nova Scotia, on August 10 and 11 in conjunction
with MISA Atlantic’s first ever annual conference! The
Atlantic chapter has been working hard to re-establish
itself as a support for IT professionals in municipal
government and is achieving a lot of momentum in
the process. I encourage anyone who can do so to
support MISA Atlantic by attending their conference
next summer.
This past summer, we established a Special
Interest Group for municipal IT professionals
concerned with cyber security issues. This group is
chaired by MISA/ASIM Canada’s representative
of the National CIO Subcommittee on Information
Protection (NCSIP), which is a sub-committee of the
Public Sector CIO Council.
MISA/ASIM Canada launched its National
Vendor Program this fall and I’d like to welcome all
the members. National Vendor Program members
are entitled to benefits from both the national
association and its five chapters. Each member’s
corporate logo and a summary description of the
company, together with a link to its website, appear
on our home page in a rotating display of national
members. New members are always welcome!
You’ll notice that we’ve added advertising to
our website. We hope that this move will provide
an opportunity for our vendor partners to highlight
their products to our membership, while also
providing a needed source of non-dues revenue
to the association. We appreciate the support of
our advertisers.
Thank you again to all of our members for
your continued support of MISA/ASIM Canada.
I look forward to bigger and better things for our
association in 2015. ■

Help your
business perform
at its peak
SaskTel is the ﬁrst Cisco partner in Saskatchewan to offer
the new Hosted Collaboration Solution (HCS). SaskTel
HCS is powered by Cisco’s industry leading collaboration
technology and offers uniﬁed communication and
collaboration (UC&C) applications, housed in the
secure SaskTel enterprise-class Data Centre.

• no upfront capital investment
• scalable and ﬂexible usage-based model so you only
pay for what you need
• never worry about managing software versions again
• free up your IT staff to focus on strategic priorities
• 24/7 support from our Cisco certiﬁed experts

With SaskTel HCS, we manage the infrastructure, allowing
you to focus on your business.

Insight. Strategy. Expert solutions.

Let’s talk Business.
sasktel.com/hcs
Your Life. Connected.™
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MISA/ASIM News
Across Canada

Search Begins for City Partners to
host national hackathon
AFTer AlMoST A decade of collecting and collating
important data on community wellbeing, Community
Foundations of Canada (CFC) is opening up its
national database and inviting Canadians to “mash”
the data at a national hackathon.
The network for Canada’s 191 community
foundation has been collating data from
government and other sources since 2006 under
its Vital Signs program, which seeks to provide
Canadians with a comprehensive picture of quality of
life in their community.
“Bringing disparate sets of data together under
Vital Signs has created a powerful picture of
community wellbeing and a blueprint for community
action,” said Ian Bird, President of Community
Foundations of Canada. “We believe opening up our
database to others will unlock even more potential.”
The national Vital Signs database contains more
than 115 indicators from 48 communities across
Canada. Its value comes from connecting data from
many different areas- learning, health and wellness,
the environment, and the arts - together to create
a more comprehensive snapshot of community
wellbeing. The data come from sources such as
Statistics Canada, the Labour Force Survey, and the
Canadian Community Health Survey, to name a few.
Vital Signs was started by the Toronto Foundation
in 2001 as a new way to engage the community in
understanding and monitoring the health and vitality
of the city. Community foundations across Canada
and around the world have adopted Vital Signs as
a model for community understanding and action.
More than 65 communities in seven countries have
produced Vital Signs reports.
Today CFC begins working with community
foundations to identify a host for the 2015 Vital Signs
Hackathon to focus on the hidden potential of Vital
Signs data. The conversation begins with a Twitter
chat about the power of open data hosted by the
Community Knowledge Exchange (@CKXdotorg).

Community foundations across Canada
and around the world have adopted
Vital Signs as a model for community
understanding and action.
More details about the Vital Signs Hackathon,
including prize money, will be announced at
the inaugural Community Knowledge Exchange
(CKX) Summit (www.ckx.org/summit) taking place
November 19–21 in Toronto’s Entertainment District.
The Community Knowledge Exchange Summit
will bring together hundreds of leaders from across
Canada and internationally to make connections,
share data and showcase examples of community
knowledge in action.
Vital Signs is an annual community check-up
conducted by community foundations across Canada.
Vital Signs measures the vitality of communities in key
areas, providing critical information that can help set
priorities and identify opportunities for action. Today,
27 community foundations across Canada launch
their own local reports at www.vitalsignscanada.ca.

The OPP is Increasing their use of Social
Media to get Information out to the
Citizens of Ontario
Designated staff in provincial communications centres
will now be sending time-sensitive information via
Twitter to the public 24 hours a day, seven days a
week. As events are unfolding across the province,
the public will be provided with tweets about weather
emergencies, hazardous conditions, missing persons,
road closures and other public safety updates.
Through Twitter, the public can expect timely,
accurate and consistent messaging that will keep the
citizens of Ontario well informed on what they need
to know to remain safe in our communities.
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This launch coincides with
the Thanksgiving Day long
weekend and Operation Impact
and is expected to help raise
awareness about safety on our
roads, waterways, trails and
in our communities. The OPP
encourages motorists to have their
full concentration on driving, and
to avoid all distractions.
“Providing 24 hour a day
public safety messaging on

Twitter will have great value
for both police and the citizens
we serve to protect. The OPP
will continue to move forward
with social media and other
technologies that support our
commitment to safety.”
- Deputy Commissioner Brad
Blair, OPP Traffic Safety and
Operational Support.
The following are the PCC
Twitter accounts:

@OPP_COMM_ER (East
Region)
@OPP_COMM_WR (West
Region)
@OPP_COMM_NWR (North
West Region)
@OPP_COMM_CR (Central
Region)
@OPP_COMM_NER (North
East Region)
@OPP_GTATraffic (Highway
Safety Division)

Canada Proposes
New Action Plan on
Open Government

(604) 669-8178
avi@islandkey.com

Island Key Computer LTD (IKC) has been providing
municipalities with complete IT solutions using
Tier 1 products since 1989.

SOLUTIONS FOR:
Virtualization

Backup Replication Solutions

Enterprise and Storage Disaster Recovery
Network and Server

Ruggedized mobile devices

IKC sells and supports Converged Infrastructure solutions for
Virtualization, Cloud, and Big Data. Our portfolio covers HP switches,
3Par Storage Systems, HP servers and desktop products.
IKC is a proud Value Added Reseller for HP Enterprise,
VMWare, Panasonic, Motion, Lenovo and Veeam.
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The next phase of consultations
on Open Government has
been launched with the goal of
discovering what Canadians think
about the proposed ideas and
activities generated since Treasury
Board President Tony Clement
started discussions in May. This
latest phase of consultations will
be open until mid-September and
Canadians can participate by
visiting data.gc.ca.
Proposed activities that will
contribute to Canada’s Action Plan
on Open Government 2.0 will
continue to be posted on data.
gc.ca over the coming weeks for
feedback from Canadians. The
goal of Open Government is a
more cost-effective, efficient and
responsive government, as the
Government seeks to facilitate
openness, innovation and
economic opportunities.
The Action Plan on Open
Government is part of Canada’s
commitment to the Open
Government Partnership (OGP).
Currently numbering 64 affiliated
countries worldwide, the OGP
welcomed Canada as a member
in March 2012. In line with the
OGP, Canada endorses the Open
Government Declaration and will
deliver its second action plan
developed with public consultation
this fall. Canada is seeking to
provide citizens with more open
data and information, and to
increase opportunities to learn about
and participate in government. ■
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Data, Data, Data: MISA BC
Conference explores Timely Theme

The wArM SePTeMBer sunshine of
the Okanagan Valley greeted the
350 delegates, speakers, vendors
and exhibitors at MISA BC’s 2014
Fall Conference. Returning to
Kelowna for the first time since
2006, the conference struck the
all-important balance between
education and enjoyment, with
speakers who entertained as well
as illuminated and workshops that
provoked engagement and interest.
The conference’s theme of
“Data, Data, Data” was a timely
one. “It was chosen to recognize
the amount of information we
move, analyze and govern in our
municipalities,” said conference
chair Rob Entwistle, noting that
that amount seems to increase

exponentially in decreasing
intervals. Entwistle, who also
participated in organizing the
2006 Kelowna conference, looks
positively at the work involved. “It
came with its challenges and hard
work,” he noted. “But positives
far outweigh those. It enabled our
city IT team to pull together and
be involved in a project.” A large
conference event is never without
snags, but Entwistle dismissed
those easily. “The details, the devil
is always in the details!” he said.
“However, most things ran smoothly
and, as IT managers, we are quite
good at problem solving!”
The conference opened with
a day of activities designed to
welcome delegates to Kelowna

and to the event. An afternoon at
the Harvest Golf Course delighted
participants. “The weather was
awesome,” said conference
organizer Linda Hunter. “It was a
beautiful course and folks loved
having a working orchard on the
course – many were enjoying
fresh picked apples after their golf
shot!” Non-golfers had the option
of enjoying either a winery tour,
taking in the top wineries of the
Okanagan Valley, or a bike tour of
the Myra Canyon, following a bike
trail over 18 trestles and through
2 tunnels of a section of the historic
Kettle Valley Railway. Both the tours
were sold out and participants
raved about their experiences
during the evening reception at
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the historic Laurel Packinghouse, a former industrial
building that now houses the B.C. Orchard Industry
Museum and the B.C. Wine Museum.
The conference got down to business with opening
keynote speaker Jer Thorp, who invited participants
to look at data in new ways during his address that
focused on data visualization. Thorp, a Vancouver-born
artist and educator in New York University’s Interactive
Telecommunications Program, pointed out the tendency
to confuse data, a measurement, with the thing that it
measures. “We use the term ‘big data’,” said Thorp.
“But really, the important thing is ‘precise data,’ the
ability to measure very minute changes in data – it’s
really ‘small data’.” Interpreting data in a manner that
reveals those minute changes is part of the goal of
data visualization, and with developments in software
that allow for data to be displayed in three dimensions,
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freed from the confines of the printed page, and the
increasing availability of large screens, Thorp predicts
that the next five years will see an emergence of the
front-end technology required to make the massive
store of data available useful and meaningful.
Keynote speaker Dr. Jennifer Gardy of the BC
Centre for Disease Control had a different take on
data; she described data as “the key to preventing
future pandemics.” She discussed the value to the
science community of being able to share data among
a broad network of researchers instead of confining it
to a single lab; the greater the number of researchers
with access to the data, the more quickly issues can
be identified and solutions implemented. Social media
tools also have a role in the protection of public health;
flu outbreaks can be identified in urban areas based
on a surge in Google searches for flu symptoms, while

MUNICIPAl

Twitter has been used to track foodborne illnesses
in Manhattan by tracking people who “checked in”
at various restaurants for 100 hours to see if they
complained of gastrointestinal illnesses.
The Municipal Showcase section of the conference
highlighted the innovations that B.C. municipalities
are developing on their home turf. Topics ranged
from a public-facing app that was built in-house
to allow access to the City’s GIS data to using
municipal data for flood mitigation through sealing
and unsealing catch basins by elevation priority. The
Spirit of Innovation Award for the Municipal Showcase
presentations was award to Steve Scheepmaker of the
Township of Langley for his presentation on Leveraging
Open Data to Drive Operational Efficiency.
In between sessions, the delegates circulated
on the tradeshow floor, meeting sponsors, being
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introduced to the latest technologies and networking
with peers. First-time conference delegate
Donna Cresswell, Manager of IT Services at the
District of West Vancouver, was pleased with the
return on her conference investment, despite some
initial reservations. “All my staff said that it was
fun,” she said, “But where’s the value?” She quickly
discovered it: “It was great to hear what other
municipalities are doing and where we are in terms
of the benchmark. The theme was fantastic; it really
wasn’t about the technology, it was an understanding
of data usages, governance, privacy in the municipal
context – people are becoming more aware of
appropriate use of data,” Cresswell said, adding “All
the presentations were relevant to the theme – they
were fantastic speakers, relevant, and meaningful to
the work we do.”
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Similar praise for the event came from
repeat participants. Kelly Kaban of the City of
Yorkton, Saskatchewan, a member of the MISA Prairies
Executive who has attended the MISA BC conference
annually since 2006, found the conference theme
relevant to his work as well. “No matter where you
are in the country – we are dealing with it and will
be dealing with it,” said Kaban, adding that his best
takeaway from the conference was “the positive
applications of open data portals that are actually
digestible to the public, these meaningful application
of data that allow data to be used in enriching ways
and suggestions for methods to apply in my own
municipality.” Coming from a smaller municipality of
only 20,000 residents, Kaban noted, “We aren’t there
yet but we are getting there; we can do things at our
own scale.”
In addition to the educational value of the
conference, conference chair Rob Entwistle received
positive feedback about the venue (the Delta
Grand Okanagan, which hosted all the conference
workshops, meals and events) and the social
opportunities. “The highlight for me was the fire
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show on the Thursday night,” said conference chair
Rob Entwistle, referring to the evening’s performers
who danced and performed acrobatic movements
while twirling blazing hula hoops and flaming batons.
“While the fire show itself was impressive it was
more about what it signified to me: ‘we made it.’
Looking around at all the smiling delegates enjoying
the show, I thought, ‘It’s not raining, the keynotes
worked, the tradeshow vendors are happy, speaking
sessions were excellent and there were no disasters.”
The entertainment also served to get the delegates
talking to one another, observed Donna Cresswell,
who was so impressed with the conference that she
has already committed to herself to attend next year’s
event. Many of the delegates echoed Cresswell’s
view of the quality of the sessions, the utility of the
tradeshow, and the value of the connections made
with other municipalities. “The information gained at
the conference can’t be achieved outside of the event,”
said Kelly Kagan. “You can’t make these connections
through a cold call or research into the other
municipalities. Membership in MISA pays for itself in
value from the connections made.” ■
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Per Kristensen honoured
MISA BC BeSToweD one of its founding members with
a lifetime membership award at its annual conference
in Kelowna, British Columbia, in September.
Per Kristensen was presented with the award by
MISA BC President Guillermo Ferrero, and is only the
fourth individual to ever receive the distinction in the
20-year history of the association.
This is not the first award that MISA has
bestowed upon Kristensen. In 2007, he received
the Peter Bennett Award, Canadian municipal IT’s
highest award, for his outstanding contribution to the
Canadian municipal IT community and to the MISA/
ASIM Canada mission and objectives. He is also a
three-time recipient of MISA BC’s Spirit of Innovation
award, which he earned in 2000, 2007, and 2013.
In addition to serving his community and local
MISA association, Kristensen has been active as a
municipal representative on the board of directors of
the Integrated Cadestral Information Society (ICIS)
and represented the municipalities of Canada at the
Public Sector CIOs Council. He is a past president
of MISA BC and also served on the founding board
of MISA/ASIM Canada. Locally, he is well known
as a driving force behind the City of Nanaimo’s
reputation as a Canadian and North American
innovation leader.
Kristensen was instrumental in the inauguration
of MISA BC in Nanaimo in 1994. Through his
tireless service to the association and to its sister
associations, he has become recognized across
Canada as a facilitator of collaboration among
municipalities. His involvement in MISA BC and
in MISA/ASIM Canada has continued, and
perhaps even increased, since his retirement in
2013 from his position as Director of Information
Technology at the City of Nanaimo, where he worked
for 25 years.
Retirement has not brought rest for
Kristensen, who continues to be involved in
large collaboration projects such as Open Data
and Identity Management. MISA BC President
Guillermo Ferrero, who was hired by Kristensen at
the City of Nanaimo in 2005, says his mentor has
always been at the leading edge of developments
in information technology: “Open data, identity
management, everything cool, he was doing it!”
Kristensen is recognized by all who’ve worked with
him as a true leader and facilitator who always
encouraged other people to bring their best to
their work. Presented with the award at the final
banquet of MISA BC’s annual conference, Kristensen
humbly directed the attention back to the work he

Left to right: Chris McLuckie – MISA BC Secretary;
Bill Grant – MISA BC Past President; Barbara Davey –
MISA BC Vice President; Per Kristensen; Guillermo Ferrero –
MISA BC President; Chris Mazzotta – MISA BC Treasurer

The founding members of MISA BC in Nanaimo, 1994

open data, identity management,
everything cool, he was doing it!
loves. “This is all about moving local government
forward together, across Canada,” he said, then
added with a smile, “I’m not going away; how could
I leave?” ■
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MISA ontario 2014
IT Security Conference
By Alison Hermansen, Executive Director, MISA Ontario

helD In PeTerBorough from September 15 to 17,
this year’s event attracted 165 delegates and vendor
partners for three days of exploring the theme
“Survive & Thrive.” New for 2014 was a full-day
training event which offered two distinct tracks. The
first had a management focus and offered a high
level workshop of IT security related topics such as
strategic planning, corporate policy development and
IT security leadership. The second was more technical
in nature, and walked participants through a deep dive
into topics such as hardening your systems, incident
response and security assessments. Thanks to our
vendor partners, Digital Boundary Group and NCI for
delivering these two sold-out workshops.
The conference also provided two dynamic and
entertaining keynote speakers, Dave Black from
the Cyber Intel Team of the RCMP and Scott Kress
from Summit Team Building. Delegates had a wide
variety of sessions to choose from, all of which offered
best practice solutions and highlighted new and
emerging threats.
How to Secure Your SaaS. SaaS adoption
across the board is now up against its last and largest
obstacle - security. Security professionals are squashing
enterprise adoption of a SaaS program or getting
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extremely frustrated because they weren’t consulted
in contract negotiations. Either way, the fundamental
problem exists: how do I secure my SaaS environment?
Security managers of all types need to be able
to confidently ensure that their SaaS program is a
secure program. Accordingly, three main issues need
consideration. The first is with regards to cloud terms
and conditions. In other words, how can you better
negotiate and understand terms in cloud contracts?
The second is related to cost structure and volatility.
How can you develop a cost curve that is more stable
and predictable over time? The third area of concern is
how to optimize and manage vendor relationships to
encourage better performance. This can be mitigated
early in the negotiation process to ensure that
contract terms are not weighed heavily in favour of the
vendor, and that measurable goals & objectives are
clearly laid out.
Often, organizations are not leveraging their
negotiating power to ensure that their unique
requirements are being addressed. Further, it is
sometimes difficult to understand what is going on
within your SaaS program in terms of performance,
risk mitigation and cost. The two cloud issues
facing IT security professionals over the short term
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Delegates heard from the Canadian Cyber
Incident response Centre (CCIrC) and gained
a better understanding of its role and the
value it offers organizations in other levels of
government as well as the private sector.
are minimizing surprise and maximizing control.
Delegates discussed various approaches to
effectively implementing a secured SaaS program
through better vendor management and exercising
internal controls.
Cyber Security and Threat Intelligence
are critical to the ongoing operation of all
organizations. Intelligent decisions require a timely
and comprehensive view of the organization’s cyber
threats and reputation risk profile. However, there
are substantial challenges in collecting, assessing
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and mitigating cyber security and reputation threats.
There are tangible reputational, financial, privacy and
regulatory losses if cyber threats are not managed in
a timely and appropriate manner. Many organizations
simply don’t have the necessary resources, capabilities,
scale and access to truly understand and resolve their
cyber threats.
Delegates heard from the Canadian Cyber
Incident Response Centre (CCIRC) and gained a
better understanding of its role and the value it
offers organizations in other levels of government
as well as the private sector. A presentation of
recent incidents with an emphasis on those affecting
industrial controls systems / SCADA owners and
operators was of great interest. CCIRC operates
within Public Safety Canada, and works with partners
inside and outside Canada to mitigate cyber threats
to vital systems outside the federal government.
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These include systems that keep Canada’s critical
infrastructure functioning properly, such as the
electrical grid and financial networks, or contain
valuable commercial information that underpins our
economic prosperity. CCIRC supports the owners
and operators of systems of national importance,
including critical infrastructure, and is responsible
for coordinating the national response to any serious
cyber security incident.
Of note, almost half of all Canadian adults
(49 per cent) have been a victim of cybercrime and
risky behaviour.1 Nearly one in five Canadian youth do
not know how to use the privacy settings on their social
media accounts2 and nearly a quarter of Canadians
(22 per cent) say that they never change their
passwords and only 16 per cent say that they change
their password a few times a year.3
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Lastly, but never least, the Peterborough host
team organized great networking opportunities
and fun evening events that encouraged
delegates to meet new colleagues, share
experiences and discuss challenges. Delegates
left the conference armed with new information
and ideas on how to best tackle IT security
threats and emerging trends. MISA Ontario InfoSec
2015 will take place from September 28 to 30 in
Niagara-on-the-Lake, Ontario. ■
1. Norton Report 2013 – Canada, www.symantec.com/content/en/us/
about/presskits/b-norton-report-2013.en_ca.pdf
2. Young Canadians in a Wired World, Phase III: Online Privacy,
Online Publicity, Media Smarts, 2014
3. Baseline, Online Probability Survey of Internet Users Regarding
Cyber Security, EKOS Research Associates, August 2011
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Information Security Forum:
The “Best Kept Secret”
Benefit of MISA Membership
By Alison Hermansen, Executive Director, MISA Ontario
For MAny yeArS, MISA Ontario has been involved
with the international organization known as ISF or
Information Security Forum. Access to the wide variety
of tools and support provided by the ISF is available to
all municipal members, although very few are aware
of the benefits and resources available. ISF members
collaborate globally to deliver first class research, white
papers and best practice templates that will assist
municipalities with IT security challenges and threats.
At no cost, MISA members can access resources on
a wide variety of security issues such as Cyber Security
Strategies, Federated Identity and Access Management,
Data Privacy in the Cloud and Information Security
Governance, to name a few. The majority of information
and support can be found online and is easily
accessible to MISA members via the ISF website.

Standard of Good Practice for
Information Security
A foundational ISF deliverable, the Standard of
Good Practice for Information Security (the Standard)
covers the complete spectrum of information security
arrangements that need to be made to keep the
business risks associated with information systems
within acceptable limits, and presents good practice in
practical, clear statements. The 2014 Standard Report
is now available. The updates made this year will be
of particular interest to security operations personnel,
procurement teams and the security analysts supporting
them, and those who are tasked with managing security
awareness programs. The Implementation Support
Group presents an online collaboration space, which
you can use to obtain support, discuss implementation
approaches, post questions and start discussions with
other members who use the Standard and experts in the
ISF Global Team.

The Information Security Assessments Group
This online forum has been set up to supplement the
implementation of information security assessments. The
forum houses the following ISF Tools and Projects:
Benchmark – If you wish to perform either a high
level assessment of your information security controls
or a deep dive assessment on a specific security topic,
such as Incident Management, for example, ISF online
tools and templates are readily available.

Security Healthcheck – A quick and easy-touse spreadsheet questionnaire tool designed to help
members self-assess the security status of individual
environments within their organization or their
outsource partners. This 2013 SOGP aligned version
also includes guidance on exporting the results
into Benchmark. The questionnaire is made up of
362 high-level information security questions, together
with useful extended information, and presented
in a macro-enabled spreadsheet. The Security
Healthcheck is a great starting point for municipalities
wishing to better understand and identify their biggest
security risks.

Services to Assist
Organizations benefit from receiving tailored insight
and on-demand, on-site advice from ISF analysts to
help them implement ISF deliverables within their
organization. The ISF’s Service to Assist provides
organizations with the opportunity to purchase shortterm professional support activities to supplement the
implementation of ISF deliverables. These services are
provided by suitably qualified ISF Analysts and/or
Regional Chapter Agents.

Chapter Meetings
Held several times a year across 25 countries, ISF
chapter meetings provide an opportunity for members
in the same geographic region to meet and discuss
security and risk management issues at a local level.
MISA Ontario’s official representative to the ISF
is Richard Langley, Program Manager Information
Security with the City of Ottawa. If you’d like to have
access to the ISF website, follow these steps:
1) Navigate to www.isflive.org
2) To create a new account go to the login page –
“Don’t have an account?” > “Click here to
create one.”
3) Complete the registration form using your business
email address, and you will receive a welcome
email and PIN once you have been approved for
access by a ISF Administrator.
Look for a half-day session on the ISF which will
be presented at the MISA Ontario InfoSec 2015
conference being held from September 28 to 30 in
Niagara-on-the-Lake, Ontario. ■
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Managing events in the Digital era
By Susannah Cross, special to Municipal Interface
In The 2011 Canadian Census, there were only two
major urban areas to decline in population. The
majority of areas increased by double digits. As many
cities continue to burst at the seams, Richmond, British
Columbia, is no exception and the government’s
biggest challenge is growth. Municipalities are
looking at ways to improve efficiencies and bring new
innovative solutions to tired and archaic systems. As
they face more work and fewer resources they turn to
online and digital tools for help.

Municipal Growth
Richmond is a culturally diverse and geographically
unique city and, with a population of over 200,000
residents, has been experiencing rapid growth and
change. Over the past several years, the city has
transformed itself from a rural, local community to an
international city with a balance of urban, suburban
and rural areas.
Richmond’s recreation and cultural division
has grown along with the city and offers a wide
assortment of events and venues. To date they have
had over 100 events submitted for this year. Over the
years, events have varied in size from a few people
to the largest event including up to 400,000 people
and involving various approval agencies. Each event,
depending on the type, can involve up to
21 stakeholders including fire, RCMP, ambulance, city
parks, coast guard and community health.

The Challenge
Richmond found itself facing an efficiency hurdle
in order to support the organization, review and
approval of its events. In 2010, Mountain Interactive,
a Vancouver web development company specializing
in application development, was hired by the City
of Richmond to take on the challenge of improving
efficiencies. Using the system at the time, event
organizers were required to fill out a detailed paper
application in order to hold an event in the city. The
event administrator would be the middleman between
the event organizer and the approval committee. It
was a long, outdated process that involved a several
hours of human resources, not to mention a huge
paper trail.
According to Claudia Gutierez, Community
Services at the City of Richmond, communication was
the biggest issue. “Gathering info from the organizer
and communicating it to the approval committee
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richmond found itself facing
an efficiency hurdle in order to support
the organization, review and approval
of its events.
and going back and forth through that process,
collecting all the information we needed” was the
biggest challenge.
More often than not, the applications were
incomplete. Hundreds of emails, phone calls,
meetings and accumulated mileage, between all the
stakeholders, were necessary to accurately complete
and approve the applications. The goal was to
streamline this process.
A system that a municipality could use to manage
events digitally could not be found here or in the U.S.
and so Mountain Interactive and the City of Richmond
spent a year developing a comprehensive system –
the first and only one of its kind in North America.

Opportunity Seized
The two parties delved into the obstacles the city
was facing and identified their key goals. The City of
Richmond wanted to:
1. Cut down on the number of hours dedicated to
event approvals.
2. Centralize all steps of the approval process.
3. Align the event application process with the city’s
green initiatives.
4. Add transparency to all communications.
These exploratory discussions resulted in
the development of the Event Application and
Approval System (EAAS). Developed using ASP.NET
Framework, written in C# and leveraging jQuery, the
>NET Ajax Library and the Entity Framework, EAAS is
an intuitive portal for all stages of the event process.
It runs as a virtual application of the City of Richmond
website where the master page of the EAAS system
is a child of the City of Richmond’s master page. This
allows for a seamless end user experience within
Richmond’s website.
EAAS also includes a state of the art online
application, which stores all information in a SQL
Server database. The application form can be
customized as needed and features a unique dynamic
filtering questionnaire. It even allows event organizers
to save drafts as they gather and complete the
required information and duplicate applications from
previous years.
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The application is user-friendly and designed
to allow for a two-tiered approval system. Each
question can be assigned to one or multiple
approval agencies. The Administrator has full
control over these approvals in addition to giving
final approval.
In order for communication to be both easy
and effective, Mountain Interactive developed a
centralized communication tool. The transparency
of this tool allows for the optimal communication
between departments, agencies, and event planners.
Updates, comments, approvals and changes are
seamlessly sent through the system to the appropriate
stakeholders. Communications can be either private
or public and everything is logged. Incidentally,
all data is stored according to privacy laws for
public bodies. Data for things such as incomplete
applications can be purged according to the
municipality’s requirements.
EAAS can also integrate with other municipal
systems such as financial management or facility
booking systems.

Outcome for the City
The City of Richmond has been using EAAS for
over a year now. In that time, the paper trail has
disappeared and with it the paper and copying costs,
all while meeting their green initiative objectives.
Time on phone calls and in meetings has decreased
substantially. “It has, at least, cut the administrative
hours spent on event application and approval in half.
We also cut back to approximately three meetings a
year versus the 10 to 14 meetings a year we used to
have,” says Gutierez.
When asked what she likes the best about the
system, Gutierez said, “Oh so much! I would say the
accessibility to it. The fact that any representative from
the approval committee can access it and approve
it and review it wherever they are and whenever is
convenient for them as well as the event organizer.
The other thing is that they can communicate on the
system so it takes me out as the middleman but I can
still follow conversations that are happening. There is
also the convenience of having all the records in one
place and tracking it year to year.”
Eddie Hung, Manager, Enterprise Applications,
at the City of Richmond feels the top three benefits
of the applications are its ability to expand and
contract based on the size of the event, the ease
of communication back and forth between the
organizers and stakeholders and the one stop shop
for all parties.
The Event Organizers seem to enjoy the system as
well. The most common feedback that Gutierez has
received is that it is “so much easier this year and
approvals happen so much faster.”
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The transparency of this tool allows for the optimal
communication between departments, agencies, and
event planners.

The Future
The partnership between Mountain Interactive and
the City of Richmond has continued since the success
of EAAS. As the municipality continues to increase
efficiencies through digital means, they are now
working on the Grant Application and Approval
System. Other potential uses for the software are for
film production approvals, development approvals
and various permitting.
In addition to the customized solution deployed
for the City of Richmond, EAAS is available as a
SaaS cloud-hosted solution. This is a cost-effective
option for smaller municipalities that do not have
the budget for the customized solution or require the
advanced features such as customized event status’
and integration with other systems.
For more information, visit the City of Richmond
at www.richmond.ca or Mountain Interactive at
www.mountaininteractive.ca. ■
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Technology in Policing:
A Double-edged Sword
By Christine Robson, I.T. Manager, Durham Regional Police

TeChnology hAS InCreASeD efficiencies of police
officers, however, as the title states it is a double-edged
sword. Technology in the 21st century has radically
altered the way police departments collect and process
evidence. The electronic management of evidence has
had unexpected challenges with respect to storing and
costing, with huge impacts on policing budgets.

Retention, Data Collection and Processing
An impaired driver is arrested and taken to cells.
During the entire process of that arrest, the in-car
camera captures the incident of the vehicle being
pulled over, the officer walking up to vehicle and
recording the conversation in both audio and video
and then placing the accused in the back seat of the
cruiser. The second camera, in the back seat, records
the accused; during the ride to the police station, all
conversation and video is recorded. The accused is
then transported to cells, which is all captured on
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video. During that time the cell sergeant watches the
live streaming video of the incident from his computer
in cells, while waiting for the arrival of the accused
who is verbally and physically abusive to the officer
that arrested him.
The entire video file was over 2 GB in size and now
has to be seized as evidence management for the
Crown brief as part of the incident.
The challenge that we are faced with is the
retention and storing of this electronic evidence
management and for how long it should be retained.
Data is expensive to store, especially at a time when
budgetary constraints and cuts are very real in policing
in Ontario. Budgets continue to shrink, irrespective of
the need for change in technology. Lack of funding
may result in in the inability to retain electronic
evidence indefinitely. The reality is that evidence data
may, at times, be retained only for 30 days or less due
to storage costs. How does this impact policing with
the courts and with legal requirements?
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Policing in Ontario faces a host of choices in light of
the budget shortfalls, including raising revenue through
higher taxes, layoffs or even outsourcing. At the same
time, policing has and will continue to evolve into using
technology that is pushed our way through commercial
users, social media and smarter criminals. Technology
will not stand still. We live in a globalized world and
there are no longer any boundaries to our criminals in
a virtualized environment.
So with leaner IT budgets and limited or no growth,
how do we evolve and meet the challenges of digital
evidence management as just one small area in an IT
budget? Looking at private clouds to store data may
be an option if outsourcing offers less maintenance
costs on the police service. The days of keeping data
indefinitely are gone and stricter policies on periods of
data retention are another option.
In the U.S., police services have already embraced
private clouds such as Evidence.com where officers
can store all their digital evidence on a web site and
access it through a secure user ID and password with a
token. This saves agencies storage costs, warranty and
support/resource fees to support a full infrastructure
SAN environment.
Security is critical and, with private clouds, data
protection with data encryption is critical following the
AES 256 bit advanced encryption standards. Data
Integrity for evidence data hashing to ensure chain
of custody and Data Availability with redundant data
centres to ensure maximum availability are critical.
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and police get tips from suspects “friends” after the
suspect brags about the incident or the behaviour
and then posts pictures or videos on various sites like
MySpace and YouTube.
Investigators can track and gain insight into a
suspect’s mental state simply by monitoring their posts
because there is no reasonable expectation of privacy
when you willing post online, all of these actives are
subject to scrutiny. Investigators use social media to
gather valuable intelligence on suspected criminals.

Social Media
If your police service isn’t using Facebook or Twitter,
you are now considered behind in this economic shift.
The majority of police services know that the way to
get buy-in from their communities is to stay abreast of
social media changes, and this includes tweeting about
daily incidents and events.
Police services need to evaluate the potential of
emerging social and economic trends and look at
ways to be preemptive. Through the use of online
citizen reports of minor crimes, social media such as
Twitter and Facebook, it is possible to be proactive
and forward thinking. With that being said, however,
police services must have guidelines on the use of
social media with their own members. Inappropriate
communication through social media with police
officers through friends of friends may have a negative
impact to a service. Caution must be used and
guidelines enforced.
Police services should not just quickly develop
a Facebook page; review of research and policy
before deployment is essential. Facebook can be a
useful law-enforcement tool, and police services are
using it to solve crimes and majority use it as part of
investigations. Facebook is helping to catch criminals
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looking at private clouds to store data
may be an option if outsourcing offers less
maintenance costs on the police service.

Another benefit of social media is in finding
people who need help, such as help finding missing
or distressed people. Social media can also give
law enforcement officers important clues as to where
runaways or people who are in distress may be
headed. By looking at friend’s lists, “likes,” posts and
comments, police can establish a reasonable idea of
their plans.
Other important steps toward solving crime are
establishing trust in the community. A new way police
are able to accomplish that goal is by creating an
online presence of their own through community
oriented policing, tweeting at certain locations to
meet the communities, events, or just walking the
beat which is quick, and inexpensive and an easy
way to get important information out to followers and
concerned citizens.
Social media also provides an avenue to help
humanize police departments and show that front-line
officers are also members of the community they serve.
Social media can be an effective way for agencies
to highlight their officer’s accomplishments, make
announcements regarding enforcement campaigns and
provide messages about safety. It can also be used to
ask followers for tips on crimes or provide important
warnings or alerts regarding missing children or
suspected criminals who may be on the loose.
We also need to remember that it’s not all about
crime solving, though. Through professional networking
sites like LinkedIn, agencies and officers are able
to gain access to information and colleagues from
across the country and around the world. This has
encouraged new discussions on officer tactics and
techniques and has helped to increase the spread of
new ideas throughout law enforcement agencies.

Criminals are the Early Adopters
Criminals have become the early adopters to
technology and as technology evolves so does the
crime. Bank robberies are a thing of the past. The
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real crime is done through cyber crime and in mere
seconds identity and money is taken away.
Over the next few years, police services will see
an increased technological growth in their eCrimes
unit based on video evidence; a single case being
over 90 TB in some instances will surpass traditional IT
storage needs as the data collected from one computer
alone can be more than the entire police services data
file management size.
Cyber-crimes are more profitable and less risky.
Think of the old crimes such as money laundering,
identify theft, fraud and extortion to present day. A
denial of service attack in which hackers use thousands
of computers connected to the internet to deface a
company’s website with bogus communication happens
every five seconds.
Whatever new technology emerges, remember there
is a criminal defined as the early adopter right around
the corner. As the technological world evolves so will
the crime and the criminals engaged in it. There will
no longer be physical boundaries but electronic. Police
services need to manage and keep their technical
crime units abreast of changes and be strategically
mindful of what is coming down the pipe. Being
reactive will not help solve crime in a electronic world.

Summary
Remember criminals are early adapters so that
means in policing we need to be proactive instead
of reactive and hire the right people to analyze and
collect the data. Does hiring a sworn officer make
sense or is hiring a civilian the more effective and
efficient way to go?
Digital evidence and data retention need to be
reviewed and achieved. The days of keeping data
indefinitely are gone.
Social media and community involvement as part
of integration is critical. With the use of social media
with our communities comes interaction between police
and citizens. This means that training in customer
services and client interaction is required to engage the
community. It’s not just about fighting crime anymore;
it’s about being socially connected to the citizens of
our communities.
In conclusion, economic struggles, technological
evolution and social developments have
changed the way we do policing. Continuing
with partnerships with police services, not just
provincially but nationally, is the key to success.
We are all faced with these challenges as crime
no longer has physical boundaries. ■
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Report from RIM-Q
Par Gaston Huot,
Président ex-officio du RIM-Q

les tableaux de bord:
la pointe de l’iceberg
Servie ou asservie par nos systèmes ?
le tableau de bord a pour objectif de
livrer des éléments d’information permettant
de mesurer la santé et l’efficacité d’une
organisation, et si possible de la comparer à
d’autres organisations similaires pour savoir
s’il est possible de l’améliorer.

Abstract: A corporate dashboard is just the tip of
the iceberg, and as such, it’s better not to try to float
the tip without the hidden part.
À titre de gestionnaire, nous connaissons bien les
tableaux de bord. Forcés ou non par nos supérieurs,
nous les utilisons pour illustrer nos succès et parfois …
camoufler nos insuccès? Plus sérieusement cet outil doit
présenter fidèlement ce qu’on pourrait appeler « l’État
de la nation »! S’ils peuvent être produits de plusieurs
façons, il en existe peu qui permettent à la fois de
minimiser les erreurs et les coûts récurrents, éviter
les accidents et éliminer les interventions sans valeur
ajoutée. Pourquoi ? Parce que les tableaux de bord ne
sont en fait que la pointe d’un immense Iceberg.
L’affirmation a de quoi surprendre la plupart des
utilisateurs. Mais pas nécessairement les gestionnaires
TI. En fait, les tableaux de bord ne constituent que
la partie visible d’un ensemble; une partie appuyée
sur une imposante base « immergée sous l’eau », tout
comme la pointe de l’iceberg.
Est-il possible d’imaginer une pointe d’iceberg
qui flotterait seule sans sa partie « cachée » ?
Probablement que oui, mais on peut raisonnablement
supposer que cela demanderait de construire une
structure de support artificielle et surtout très coûteuse.
Dans ce cas, il faudrait installer la « pointe » de
l’iceberg sur des piliers qui s’appuieraient sur
le fond marin, ou déposer la « pointe » sur une
structure flottante, sans lien avec sa partie amputée
qui deviendrait elle-même un autre iceberg. Aucun
ingénieur ne signerait un tel plan!

et nécessaire outil de gestion sur sa partie immergée,
cette partie immergée étant constituée de l’arrimage
de l’ensemble des processus d’affaires nécessaires à
la livraison des biens et services de l’organisation, sa
raison d’être, sa mission.
À titre de seconde alternative, on pourrait aussi
construire le tableau de bord sur une « plate forme
artificielle », une structure que des employés et des
consultants devraient maintenir « à flot » au prix
d’efforts qui seraient autrement plus utiles ailleurs.
Ces personnes doivent tirer de systèmes disparates
diverses données qu’elles doivent homogénéiser, puis
valider, puis consolider, pour finalement construire le
fameux tableau de bord qu’elles pourront fièrement
porter à bout de bras aux requérants.
On notera que ces requérants sont bien souvent
inconscients des efforts requis pour répondre à un
besoin qui s’avère on ne peut plus pertinent, et s’ils en
sont conscients, ils sont bien souvent mal informés des
outils de gestion qui devraient être mis en place pour
obtenir un « mécanisme de flottaison » aussi naturel
que celui de l’iceberg, un mécanisme totalement
intégré, de haut jusqu’en bas.

La partie immergée: nos processus d’affaires

Les prérequis

Il en va de même du tableau de bord corporatif. Une
alternative est d’appuyer, de souder, ce magnifique

Attardons-nous donc sur ce qui est nécessaire pour
appuyer solidement notre tableau de bord, pour qu’il
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soit la résultante naturelle et l’image
fidèle de l’état de l’organisation, de
l’« état de la nation »…
Le tableau de bord a pour
objectif de livrer des éléments
d’information permettant de
mesurer la santé et l’efficacité
d’une organisation, et si possible
de la comparer à d’autres
organisations similaires pour savoir
s’il est possible de l’améliorer.
Il faut donc notamment mesurer
la productivité des diverses
composantes de la machine,
la comparer aux niveaux de
services (cibles) implicitement ou
expressément convenus, identifier
les failles, pointer les processus
déficients et cibler les zones à
améliorer en priorité.
Peut-on naturellement y arriver
si chacune des composantes
d’affaires utilise un processus qui
lui est propre pour gérer son unité
d’affaires? Probablement pas.

La gestion des
requêtes/dossiers
Pour analyser le phénomène,
prenons un simple système de
gestion des requêtes/dossiers, un
système d’apparence tellement
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anodine qu’on oublie souvent de
le percevoir comme un important
système corporatif de gestion de
l’information… tellement anodine
qu’on tolère l’existence de systèmes
manuels ou informatisés disparates
et spécifiques à chacun.
Comment faire d’un point de vue
corporatif pour mesurer la charge
de travail, les temps-réponses,
l’approche des échéances, les
retards ? Comment faire pour
mesurer les efforts et résultats
des processus transversaux (qui
comme le nom l’indique exige
le travail de plusieurs unités
pour compléter une requête/
dossier) si chaque unité d’affaires
utilise son propre système ?
Et si les entités en question
utilisaient le même système, mais de
façon isolée ? Pas beaucoup mieux
me direz-vous. On perçoit nettement
la nécessité d’utiliser un outil qui
possède à la fois la capacité de
répondre aux besoins d’une unité
d’affaires spécifique, mais aussi de
répondre aux besoins de chacune
des autres unités, et ce autant de
façon transversale que de bas en
haut de l’organisation. L’outil doit
permettre de gérer sécuritairement
et avec fluidité l’ensemble des

9/2/14 4:52 AM

requêtes/dossiers issues autant de
l’interne que de l’externe, et traités
autant à l’interne qu’à l’externe
(pour couvrir la sous-traitance), et
ce sans exception.

Servi ou asservi ?
Premièrement, élément primordial,
on ressent clairement le besoin
d’une vision corporative.
Deuxièmement cette vision
corporative doit être servie par
des outils mis au service de
cette vision, et non l’inverse,
l’inverse étant une vision
corporative asservie par des
systèmes incapables de refléter le
fonctionnement de l’organisation
et d’en fournir une image précise,
non déformée, ou pis, une image
incomplète ou tronquée.
Si nous travaillons bien, si
nous ne cédons pas à la facilité
et obtenons le système de gestion
que l’organisation mérite, celui
capable de répondre à une vision
corporative, quel sera l’effet
sur le tableau de bord ? On
conçoit facilement que l’approche
corporative permettra de répondre
aux besoins de chacune des unités
(tableau de bord de gestion de
chaque entité) et à l’information, de
cheminer du bas de l’organisation
vers les autres niveaux. Ainsi,
chacun des paliers pourra
consolider les données et produire
à son tour ses propres tableaux de
bord. À l’ultime, le niveau supérieur
pourra générer naturellement et
sans effort un tableau corporatif à
partir de données homogènes et
validées, car issues du processus
opérationnel.
Nous comprenons que les
tableaux de bord ne sont qu’une
pointe d’iceberg et qu’à ce titre, ils
doivent s’appuyer sur du concret,
du solide, de l’information qui
a cheminé naturellement vers
le requérant après avoir nourri
chacun de ses producteurs.
À vous maintenant de
répondre à la question: « Êtes-vous
servis par vos systèmes, ou asservis
par eux ? » ■
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Municipal News
Across Canada

regional Municipality of york:
yorkwelcome.ca launches new section to help
newcomers learn about local government
The regIonAl MunICIPAlITy
of York and the Community
Partnership Council (CPC) launched
the “You and Your Government”
section on its immigration portal
YorkWelcome.ca.
The new section helps residents,
particularly those newest to the
Region, understand how the
different levels of government
work together in Canada and
what each is responsible for. It
also explains how residents can
engage in the many opportunities
available in government and
their community, from joining a
committee to volunteering with
a non-profit organization.
The CPC developed the “You
and Your Government Guide” in
collaboration with the Region,
the nine area municipalities and
Maytree’s DiverseCity on Board
program. The section consists of
four main areas:
Levels of Government
The Regional Municipality
of York
Area Municipalities in
York Region
How To Get Involved
The new section explains how
decisions get made, the budget
process, how to share opinions
and the municipal election process.
There are PowerPoint presentations
with speaking notes available
for organizations and community
groups to download and present to
their members.
The website YorkWelcome.ca
also includes tools to help

entrepreneurs start a business, a
section for international students
and an organizational tool to
assess and strengthen diversity.
The York Region Immigration
Settlement Strategy, released in
2011, was created in collaboration
between York Region and the
Community Partnership Council.
It was developed under the Local
Immigration Partnership initiative
and funded through Citizenship and
Immigration Canada.

City of Cambridge Puts
Election Information in the
Palm of Your Hand
The City of Cambridge makes
voting easy. In addition to the
new telephone and online voting
initiatives offered this year,
Cambridge is also launching
an Election Tile for their mobile
PingStreet App.
This new feature will provide
residents with immediate access to
vital election information whenever
and wherever they are. Pages
available under the election tile
include:
• How to Vote
 Vote online, by phone or
in person
• When to Vote
 Set a 7 day, 2 day or day of
reminder in be prompted to
cast your vote on Election Day
 Vote in advance on Oct 11 or
Oct 18
 Vote online or by phone from
Oct 11-25

 Vote on Election Day,
Monday, Oct 27
• Where to Vote
 Visit one of the 50 poll
locations on Election Day
 Vote in advance Oct 11 or
Oct 18 at one of the three
advance poll locations;
Hespeler Memorial Arena,
Cambridge City Hall Atrium and
Preston Memorial Auditorium
• Meet Your Candidates
“This election is all about
convenience,” said Michael Di
Lullo, Cambridge City Clerk. “We
want to make the experience
as smooth and as painless as
possible. The PingStreet election
tile is one of the many ways that
we’re modernizing our election
process and making it easier for
the community to get involved.”

Township of Langley
Portal Offers Personalized
Open Data
The Township of Langley has
launched a new open data portal
that makes public information
on everything from property
assessments and business licenses
to municipal water systems and
conservation areas available at the
click of a button. The new portal,
which can be found online at
data.tol.ca, presents non-personal
information in a number of different
and immediately accessible formats,
so that users can find, read, and
understand the information in ways
that work best for them.
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“This was an opportunity for the Township of
Langley to enhance our transparency and continue to
give the public quick and easy access to a number
of datasets,” said IT Manager Steve Scheepmaker.
“What is great about this new portal is that, in
addition to being able to download data, users
can now visualize data in different ways, without
the need for specialized tools. By helping people
understand what they are looking at, we are making
the information much more accessible.”
Through the open data portal, information can
be read, printed, saved, and exported in a variety
of formats. It can even be rearranged and sorted
into various views, according to the user’s specific
search guidelines and how they would like to see the
information. Charts and graphs can be created and
mapping data can also be easily viewed.
In the past, those who wanted maps and other
documents from the Township had to request the
information from staff, and in some cases, pay a
fee. An open data catalogue was created on the
Township’s website in 2011 to eliminate that process
and dedicate staff resources to other efforts. The new
portal, which was launched in September, has gone

several steps further by making the information much
more flexible to retrieve.
Because the data is free, updated regularly,
and has open licensing rules regarding its use,
the Township can ensure its data is up-to-date and
relevant for everyone from members of the public
and business people to researchers and software
developers.
Scheepmaker noted that the new portal has greatly
enhanced capabilities when compared with the old
portal and the team already has an additional upgrade
planned for the end of the year which will further
enhance the functionality. The portal will also help
streamline a number of the Township’s internal processes
and further help reduce the use of paper. A number
of additional datasets are also in the process of being
prepared for the open data portal. Those datasets will
be announced once they become available.
The idea of open data has emerged in recent years
to provide the public easier access to information
however they want, without needing permission or
being restricted by fees or procedures. A number
of organizations and all levels of government have
launched open data initiatives, Scheepmaker said. ■
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Governance Matters
By Roy Wiseman,
Executive Director,
MISA/ASIM Canada

In My PreVIouS column I discussed how, despite
considerable hype, BYOD had not yet reached a level
of penetration that might have been expected, based on
earlier predictions. This same gap between predictions
and reality can be applied to cloud computing. Even the
industry is lamenting the slow rate of cloud adoption in
Canada. For instance, a 2013 CloudTimes article notes
that “Canadian companies seem to be lagging behind
the rest of the world when it comes to the adoption of
this newly matured technology,” while an October 2012
Forbes article was entitled “The Sorry State of Cloud
Computing in Canada.”
Possibly, however, both BYOD and Cloud
Computing illustrate Bill Gates’ observation that, “We
always overestimate the change that will occur in the
next two years and underestimate the change that will
occur in the next ten.” In a less quoted addendum,
Gates went on to say, “Don’t let yourself be lulled
into inaction.”
In other words, just because it isn’t happening as
quickly as projected doesn’t mean that it won’t happen
or that we can safely ignore it. We may find that while
our attention is elsewhere, the change that we had been
expecting sneaks in – and the original predictions turn
out not to be so wrong after all.

Some Definitions
The U.S. National Institute of Standards and Technology
(NIST) defines cloud computing as “a model for
enabling convenient, on-demand network access to a
shared pool of configurable resources (e.g., networks,
servers, storage, applications and services) that can
be rapidly provisioned and released with minimal
management effort or service provider interaction.”
NIST defines three service models for cloud
computing:
• Software as a service (SAAS): access to applications
running in a cloud and accessible through a thin client
interface, such as a web browser.
• Platform as a service (PAAS): access to a preconfigured platform (infrastructure and operating
environment) on which it can install and deploy its
applications.
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“little Fluffy
Clouds” –
governments’
Cloud Adoption
• Infrastructure as a service (IAAS): Similar to PAAS,
but allowing the consuming organization to install
and configure the operating system, as well as the
applications.
NIST also identifies four cloud deployment models:
• Private cloud – operated for a single organization and
may exist on or off premise;
• Community cloud – shared by several organizations
making up a specific community with shared
concerns – for example, a collection of municipalities;
• Public cloud – made available to the general public;
• Hybrid cloud – some combination of the above.
For industry veterans (like me), cloud computing
looks a lot like the re-emergence of the old computer
service bureau model under a new name. Again, we
are outsourcing the provisioning of all or part of our
computing environment (hardware, operating systems,
applications) to a third party specializing in this area.
Today’s access may be through the Internet and a web
browser, rather than dedicated/leased lines and dumb
terminals, but not much else has changed.

Cloud Computing: U.S. Government
In their 2014 Predictions for Government, Gartner states
the following: “By 2017, public cloud offerings will grow
to account for more than 25% of government business
services (in domains other than national defence and
security). …Governments will increasingly favour cloud
computing over long-running, in-house IT deployments to
contain costs and increase predictability.”
In February 2011, U.S. CIO Vivek Kundra released
the Federal Cloud Computing Strategy, often referred
to as the Cloud First Policy, which estimated that up to
25 per cent ($20 billion) of U.S. federal government IT
spending was a target for cloud computing solutions.
To accelerate federal agencies adoption of cloud
computing services, Kundra introduced FedRAMP, a
process for pre-certifying cloud service providers (CSPs)
who could be used by all agencies – reducing the time
and money that individual agencies would have to
spend seeking out and qualifying suppliers.
Notwithstanding such initiatives, Accenture noted
in a 2014 review that “cloud adoption is a difficult
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undertaking and, despite three years of mandates,
agencies have yet to move a substantial portion of
their IT portfolios to the cloud. Fewer than half of
respondents have moved more than 10% of their IT
portfolio to the cloud.” Similarly, Shawn McCarthy of
Government Computing News suggests that private
cloud computing spending outnumbers that in the
public sector by a ratio of 20 to 1 – and that because
of security concerns, he doesn’t expect to see that
change any time soon.

Cloud Computing: U.K. Government
The U.K. Government published its Cloud First
strategy in March 2011: “Government Cloud … is
an ongoing and iterative programme of work which
will enable the use of cloud services and changes
in the way we procure and operate ICT throughout
the public sector. The vision is for government to
robustly adopt a public cloud first policy, though this
will not be possible in every case and there will also
be a requirement for a private G-Coud.” As part
of its cloud-first policy, the government set a target
of 50 per cent of new government IT spending for
cloud-based services by 2015.
To further speed cloud adoption, in 2012 the
UK government introduced G-Cloud, a series
of framework agreements with suppliers from
which public sector organizations could select
services without needing to run a full tender or
competition. The government also introduced an
online CloudStore, allowing public sector bodies to
search the over 1,200 (by 2014) approved G-Cloud
suppliers and services.
Again, despite these initiatives, a December 2014
survey reported that over 90 per cent of the broader
U.K. public sector has yet to procure any service from
G-Cloud and 76 per cent have no idea what G-Cloud
is. Current estimates of G-Cloud procurements are
about £200 million – or about 1 per cent of an
estimated £16 billion total ICT spending by the UK
public Sector. Of this, 85 per cent was by the national
government, indicating limited broader public sector
participation.

Government Cloud Computing: Other Examples
For a comprehensive approach, one might look to the
Australian National Cloud Computing Strategy released
in May 2013 and including three overall goals:
• Maximize the value of cloud computing in
government, with the Australian government becoming
a leader in use of cloud services;
• Promote cloud computing to small businesses,
not-for-profits and consumers, ensuring that all have
the protection and tools they need to acquire cloud
services with confidence;
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• Support a vibrant cloud services sector, including
regulatory settings that support growth, foster
innovation and protect users.
In other words, the Australian government is viewing
cloud computing as a significant economic development
opportunity – “promoting Australia as a trusted hub for
data storage and processing” – and not just a way to
reduce government IT costs.
Similarly, the European Union announced the
European Cloud Partnership (ECP) in July 2013
and launched its Cloud-for-Europe (C4E) initiative in
November 2013. C4E is intended to boost public sector
uptake of cloud services, focusing initially on defining
“safe and fair contract terms and conditions” and even
a model contract for procurement of cloud services. This
recognizes that while most public organizations have
extensive experience procuring non-cloud IT services,
they may need assistance in defining requirements in
cloud environment to address government needs in
areas such as security, performance and data protection.

Cloud Computing in the Canadian Government
In some ways, the Government of Canada was early
off the mark in its commitment to cloud computing.
In 2010, Treasury Board obtained agreement across
departments on the language and definitions for
cloud computing and received endorsement for a
cloud computing roadmap. This roadmap has been
updated continuously since 2010 and now includes a
relatively robust architecture defining the government’s
approach to cloud services. However, relatively little
information is available on the government’s actual
cloud implementation of cloud-based services.
In her 2013 Keynote Speech to GTEC,
Corinne Charette, Government of Canada CIO,
describes the creation of a Cloud First Directive as “the
last key element of our future IT policy suite renewal.”
She goes on to say, “We want departments to seriously
consider cloud-based solutions for new or renewed
applications” – a comparatively cautious position
considering that this is almost three years after the U.S.
Cloud First policy.
In terms of concrete actions, many point to the
2013 contract for consolidation of over 100 different
Government of Canada email systems used by more
than 300,000 employees into a single, outsourced
email service. This contract, awarded to Bell and CGI,
generated strong reaction from government unions.
In addition, a requirement that all emails be stored
on servers within Canada generated complaints from
several U.S. companies and threatened escalation into
a Free Trade issue. However, the government stood
its ground, based on privacy concerns stemming from
the United States’ Patriot Act, and rejected alternatives
such as encrypting all data and retaining the
encryption key in Canada.

MUNICIPAl

Provincial and Municipal Cloud Initiatives
On a provincial level, Ontario has announced that
it is closing 20 data centres, shifting information to
the cloud in a move that it hopes will same millions
of dollars. The Ontario government website has
already been moved to Amazon servers and the
government is in conversation with private cloud
providers, including OpenText, regarding moving data
and applications to their servers. The government did
say, however, that only publicly available information
has so far been moved to cloud servers. Decisions
around moving more sensitive information have not
yet been made.
Ontario has also been active in providing grants
to stimulate cloud investments, including contributing
$120 million of a $2 billion investment by OpenText
and contributing $20 million to a partnership with
IBM to establish a research and development facility
to be shared by seven Ontario universities, including
a significant cloud component.
Other provincial and territorial governments have
expressed interest in exploring cloud options, but few
major initiatives have yet been reported. Municipally,
readers will recall Edmonton’s 2012 decision to move
to Google Docs. Recent articles indicate that while
the savings may be less than originally announced
and some Microsoft licences will continue to be
required, the program remains in place, will still
produce substantial savings, and that users are
“seeing the benefit of being able to access their stuff
from anywhere.”
In the U.S., Los Angeles, St. Louis and Boston
have migrated to Gmail and/or Google Apps,
while Kansas City, Seattle and others have
adopted Microsoft’s Office 365 platform.
Los Angeles was, however, forced to pull the plug
on Gmail plans for LAPD, “due to FBI information
security rules.”
In terms of applications, Salesorce.com
claims more than 500 federal, state and
local government CRM clients, including
San Francisco and Philadelphia. CRM and GIS
seem the leading cloud-based applications for local
governments – excluding niche applications (such
as Long Term Care) for which cloud-based solutions
may be the only option. More recently, the decision
by Active Network to move its widely used Class
recreation software to a cloud-only platform has
generated significant controversy, as municipalities
come to grips with whether or how to integrate
cloud-based solutions into their environment.

Cloud First for Canada
As indicated by the above, cloud computing is not yet
a mainstream technology in Canadian governments
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at any level. The Government of Canada has yet
to follow other countries in a national strategy
for cloud computing, even though Canada may
have competitive advantages in this area: national
fibre optics backbone, proximity to the United
States and privacy legislation more in tune with
international standards.
In particular, Canada’s long awaited digital
strategy, “Digital Canada 150”, released in April
2014 contains no mention of the cloud. Perhaps
recognizing this omission, federal Industry Minister
Tony Clement has since invited Canadian cloud
industry leaders and provincial governments to
engage in a discussion of a made-in-Canada
approach to cloud computing.
On the private sector side, in 2013 the
Canadian Advanced Technology Alliance (CATA)
launched a G-Cloud First for Canada advocacy
campaign, which would require public sector
organizations to consider and fully evaluate Cloud
solutions first, before considering other options.
While it may seem odd for presumed free-market
representatives to advocate regulations that limit
choice, CATA argues that such regulations could
stimulate the growth of a Canadian cloud industry
and Small to Medium (SME) businesses (although
it is not clear that SMEs would be the primary
beneficiaries).

Cloud Summary and Prospects
In March 2014, Jerry Mechling, a Gartner Research
Vice President and former faculty member of the
Harvard Kennedy School of Government, argued that
“cloud computing is revolutionizing the world” and
that “for governments to realize the benefits, they
must take much of the work they have been doing for
themselves and outsource it”.
In his article, Mechling provides three
recommendations:
• Local governments need to move to the cloud while
simultaneously collaborating (standardizing their
demands and aggregating their buying power);
• Regional and state government need to extend
cloud-based production to serve local jurisdictions
in their realms;
• National governments need to provide seed money
and experiments with a view to standardizing at the
scale required for the cloud.
It remains to be seen whether recommendations
such as these will be adopted in Canada. At the
most recent Public Sector CIO Council meetings in
Yellowknife, a new working group was formed to
discuss how the Canadian public sector can move
forward on cloud adoption. MISA/ASIM Canada will
be represented on this working group.
Stay tuned! ■

31

visit www.misa-asim.ca and check out our digital edition.

GOMOBILE

Mobile Solutions for Smarter Incident Reporting

WWW.INTERGRAPH.CA/MOBILEALERT

© 2014 Intergraph Corporation. All rights reserved. Intergraph is part of Hexagon. Intergraph and the Intergraph logo are registered trademarks of
Intergraph Corporation or its subsidiaries in the United States and in other countries.

The
Emerging
IT Leader
Program

675958_Intergraph.indd 1

For dates and locations go to
w w w. l e a d e r s b e yo n d. c o m
MISA members receive a special rate –
check the MISA box when you register at:

SUPERCHARGE
YOUR LEADERSHIP
SKILLS AND ACCELERATE
YOUR CAREER

05/03/14 5:33 PM

Boost your leadership potential, develop your practical
management knowledge and grow your value to your
organization. Enroll now for the highly acclaimed
Emerging IT Leader Program from Leaders Beyond.

“

An excellent course for individuals wanting to
understand and practice the skills required to
strategically align information technology with the
business. The program taught my staff to lead more
effectively within our organization.

”

Sabina Visser, General Manager, Information Technology,
City of Lethbridge

www.leadersbeyond.com or call 647-290-7352
32711121_leaders.indd

1

9/30/14 11:57 PM

MUNICIPAl

Interface

NoveMber 2014

CANADA

national and Member executives
National Officers

MISA Atlantic

MISA BC

PRESIDENT
Kathryn Bulko, City of Toronto
416-397-9921
kbulko@toronto.ca

PRESIDENT
Maurice Gallant, City of Fredericton
506-460-2830
maurice.gallant@fredericton.ca

PRESIDENT
Guillermo Ferrero, City of Nanaimo
250-755-4486
president@misa.bc.ca

VICE PRESIDENT
Corey Halford, City of Airdrie
403-948-8800 x 8706
corey.halford@airdire.ca

VICE PRESIDENT
Donna Davis, Halifax Regional
Municipality
902-490-4417
davisd@halifax.ca

VICE PRESIDENT
Barbara Davey, Metro Vancouver
Corporate Services
604-456-8838
vicepresident@misa.bc.ca

SECRETARY
Jennifer Everett, City of Fredericton
Jennifer.Everett@Fredericton.ca

TREASURER
Chris Mazzotta, Regional District
North Okanagan
250-550-3775
treasurer@misa.bc.ca

TREASURER
Garry Bezruki, City of Waterloo
519-747-8726
garry.bezruki@waterloo.ca

MISA Ontario
PRESIDENT
Dan Munns, Town of
Whitchurch-Stouffville
905-640-1910 x 2285
daniel.munns@townofws.ca
VICE PRESIDENT
Christine Swenor, City of Burlington
905-335-7600 x 7776
christine.swenor@burlington.ca
TREASURER
Garry Bezruki, City of Waterloo
519-747-8726
garry.bezruki@waterloo.ca
SECRETARY
Catherine Baldelli, Town of Milton
905-878-7252 x 2162
catherine.baldelli@milton.ca
www.misa.on.ca

TREASURER
Cindy Stevens, Halifax Regional
Municipality
stevenc@halifax.ca

MISA Prairies
PRESIDENT
Sabina Visser, City of Lethbridge
403-320-3880
sabina.visser@lethbridge.ca
VICE PRESIDENT
Steve Jeffery, City of Regina
306-777-7234
sjeffery@regina.ca
TREASURER
Dan Newton, City of Red Deer
403-342-8283
dan.newton@reddeer.ca
SECRETARY
Adam Scharmann, Sturgeon County
780-939-4321
ascharmann@sturgeoncounty.ca
MEMBERSHIP
Kelly Kaban, City of Yorkton
306-786-1729
kaban@yorkton.ca
www.misaprairies.ca

SECRETARY
Chris McLuckie, District of
North Vancouver
604-990-2308
secretary@misa.bc.ca
MEMBERSHIP
Joanne Henry, City of Vernon
250-550-3488
membership@misa.bc.ca
http://misa.bc.ca

Réseau de
l’Informatique
Municipale du
Québec (RIMQ)
PRESIDENT
Yves Seney, Ville de Sherbrooke
819-823-8000 x 6030
yves.seney@ville.sherbrooke.qc.ca
VICE PRESIDENT
André Labonté,
Ville de Saint-Jean-sur-Richelieu
450-357-2435
a.labonte@
ville.saint-jean-sur-richelieu.qc.ca
TREASURER
Michel Hurteau, Ville de Sorel
450-780-5600 x 5714
michel.hurteau@ville.sorel-tracy.qc.ca
SECRETARY
André Robitaille,
Ville de St-Bruno-de-Montarville
450-653-2443 x 2911
roger.robitaille@stbruno.ca
www.rimq.com

33

visit www.misa-asim.ca and check out our digital edition.

Advertisers.com
Adobe Systems Incorporated .................................7
www.adobe.com/creativecloud

eSolutions Group Inc. ...........................................28
www.esolutionsgroup.ca

Ricoh Canada .........................................................3
www.rcloudservices.ricoh.ca

Applied GeoLogics Inc. .............. Outside Back Cover
www.appliedgeologics.com

Halltech Environmental Inc ...................................26
www.htex.com

Sasktel ...................................................................8
www.sasktel.com/hcs

CDW Canada ................................Inside Back Cover
www.CDW.ca/apple

Info-Tech Research Group Inc. .............................34
www.infotech.com

CDW Canada ..........................................................4
www.CDW.ca/municipal

Intergraph Canada Ltd..........................................32
www.intergraph.ca/mobilealert

Tempest Development
Group Inc. The....................................................34
www.tempestdg.com

Digital Boundary Group ........................................34
www.digitalboundary.net

Island Key Computer Ltd ......................................10
www.islandkey.com

Eramosa Engineering ...........................................34
www.eramosa.com

Leaders Beyond ...................................................32
www.leadersbeyond.com

Teranet Inc. ................................. Inside Front Cover
www.teranet.ca
ThinkTel Communications ....................................21
www.think365.com

Investing In Today For Tomorrow

SCADA Security
IT Strategic/Tactical
Planning & Implementation
Infrastructure
Assessment & Deployment
Enterprise Data
Management
www.eramosa.com
Guelph · Calgary · Detroit
519 · 763 · 7774

excellence. period.

622877_Eramosa_t.indd 1

710888_Digital.indd
1
10/01/13 2:47
AM

12/09/14 10:50 PM

Info‑Tech Research Group Inc.
602 Queens Avenue
london, on n6B 1y8
(519) 432‑3550 • Fax: (519) 432‑2506
674007_Info.indd 1
09/05/14 2:05 PM
www.infotech.com
Info-Tech Research Group helps MISA members across
Canada drive future growth and success. Info-Tech is the
world’s fastest growing IT research and advisory firm, proudly
serving over 30,000 IT professionals. We provide everything
you need, from actionable tools and templates to analyst
guidance, to help you build your core IT processes and
implement critical technology projects. Join Info-Tech today.

34

708595_Tempest.indd 1

04/09/14 8:38 PM

iPad

3FEFmOFZPVSQSPEVDUJWJUZ

-FUJ1BEBOEBNB[JOHBQQTGPSCVTJOFTTFNQPXFSZPVUPDIBOHFUIFXBZ
ZPVXPSL8JUIUIPVTBOETPGCVTJOFTTBQQTPOUIF"QQ4UPSFUPDIPPTF
GSPN UIFSFTBOBQQUPNBLFKVTUBCPVUFWFSZUIJOHZPVEPFWFOCFUUFS

800.493.7651 | CDW.ca/apple

ª$%8--$$%8¥BOE1&01-&8)0(&5*5BSFUSBEFNBSLTPG$%8 --$"MMPUIFSUSBEFNBSLTBOESFHJTUFSFEUSBEFNBSLTBSFUIFTPMFQSPQFSUZPGUIFJSSFTQFDUJWFPXOFST

