Featured in this Issue: Collaboration
• Municipal CIOs Reach For the Future at Summit
• Privacy and US-Based Servers – Real or Imaginary Barriers?
• City Data: Big, Open and Linked

CANADA

Municipal Interface
National Professional Journal of MISA/ASIM Canada
N OV E M B E R 2 013 , VO L . 2 0 , N O. 5

MISA BC Fall Conference Views
the Cloud from All Angles

The pros and cons of cloud
computing and its meaning
and value for municipalities
were highlighted at MISA BC’s
annual conference.
Page 9
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Keeping in Touch
By Maurice Gallant,
President, MISA Atlantic

GOVERNMENTS AT EVERY level are facing huge
financial challenges these days and believe it or not,
municipalities in Atlantic Canada are not immune
to these challenges. The public’s expectations of the
public sector are evolving, while its workforce is aging
and preparing to retire. While many of us have done
a good job at taking a long-term view of managing
our finances, we must all find new, innovative ways of
facing these challenges head on. As people retire, we
must challenge ourselves to find even better ways of
doing the work without automatically jumping to the
conclusion that each position must be filled.
I’ve been thinking a lot about this recently. In
the past year, I have inherited new responsibilities
with the City of Fredericton as the Director of
Information, Improvement and Innovation. That’s
Fredericton-speak for strategic level management of
IT, Corporate Communications, Information Services
and Organizational Effectiveness. With the help of
an executive level steering committee and a team of
seconded staff dedicated to creating a new culture of
Improvement and Innovation, I believe we have the right
ingredients to face challenges in an exciting new way.
After shopping near and far for the right tools to help
us “up our game,” we chose Lean Six Sigma as our
methodology of choice. Lean Six Sigma is a powerful,
proven method of improving business efficiency and
effectiveness. It builds on Fredericton’s work with Quality
Management and ISO. The focus is on re-designing
work to remove unnecessary steps and keeping the value
added parts that the customers really need.
Its key principles are:
• Focus on the Customer
• Identify and understand how the work gets done –
the value stream
• Manage, improve and smooth the process flow
• Remove non-value added steps and waste
• Manage by fact and reduce variation
• Involve and equip people in the process
• Undertake improvement activities in a systematic way

6

All of management at the City of Fredericton have
taken a one-day course introduction of Lean Six Sigma
to Government. Over thirty managers and staff have
been trained in Waste Walk methodology, finding
waste and solving problems. Finally, five employees
have been seconded full-time from their current
positions for a two year period and will earn first their
“Green Belts” and then their “Black Belts.”
So why am I talking about this in a note to Municipal
Interface, you ask? Many of your municipalities are
probably working with similar tools. I believe we
have a real opportunity here, and what might be a
bit more unique is that we are aligning this track with
our IT and IS practice. In the past, business process
engineering was facilitated by IT people. It was part of
the “transformation” people expect when they lobby for
attention from IT. Our IT folks were certainly busy but
they didn’t have much time left to do IT stuff.
So we’re going for it. Aligning change champions,
supported with a proven methodology and trained
as Lean Six Sigma facilitators will be our strategy
to take on our upcoming challenges… aligning
strategic planning, business modelling, and
resource allocations. IT can now share the weight
of these challenges with colleagues from across the
organization.
Taking a look at IT and other parts of an
organization from this new perspective is certainly
exciting. I think it may be the key to making sure
IT folks work on the right stuff at the right time with
the right resources and priorities. And I hope the
MISA community will help us learn from each other,
benchmark and challenge each other so that we can
all continue to champion IT as an essential strategic
player at the table.
While our history of MISA Atlantic meetings has
been ad hoc to date, my hope is that municipalities
throughout Atlantic Canada will accept our invitation
to get together in the spring for a successful 2014
MISA Atlantic Conference. Keep up the great work
folks. See you soon! ■
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MISA/ASIM News Across Canada
Garry Bezruki Honoured
with Peter Bennett Award
GARRY BEZRUKI, a founder of MISA/ASIM Canada who
is still working to nurture its national vision, has been
honoured with the Peter Bennett Award.
Bezruki received Canada’s highest municipal IT
award September 9 during the Municipal CIO Summit in
Whistler, BC. Delegates gave him a prolonged standing
ovation for his contributions to both MISA/ASIM Canada
and MISA Ontario. Bezruki, from the City of Waterloo, is
treasurer of both organizations. He is the only person, in
fact, who has ever been treasurer of MISA/ASIM Canada,
and was an organizer of its formal launch in 2006.
His detailed financial reports, analyses and
recommendations have formed the core of MISA/ASIM
Canada’s sustainability plan, which has now enabled
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long-term national initiatives to
be supported. Bezruki has done
much the same in Ontario, noted
Kathryn Bulko, president of MISA/
ASIM Canada, in presenting the
Peter Bennett Award to Bezruki at
the Summit’s annual dinner at the
Fairmont Chateau Whistler.
“Garry has been a strategic
leader for the Ontario municipal
IT community,” Bulko said. “During

Garry’s term as president of MISA
Ontario from 2009 to 2011,
he initiated a process for the
development of a five-year strategic
plan that has put the association
on a solid path of driving benefits
to membership. His plan continues
to be implemented by the MISA
Ontario Executive.”
Bezruki’s 28-year career at the
City of Waterloo has illustrated how
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information-technology expertise
has become increasingly central
to municipal governance. In recent
years he has progressed from the
position of director of information
management and technology
services to his current position
as director of strategic initiatives
and CIO. He is leading a newly
formed division within the City,
reporting directly to the CAO, on
matters of strategic importance to
the corporation.
Accepting his award, Bezruki
recalled how the late Peter Bennett,
manager of information systems for
the City of Winnipeg, had provided
information to the City of Waterloo
to help it implement an enterprise
GIS system. “More importantly from
my perspective is being able to
honour Peter by bringing to reality
the vision that he had along with
Roy Wiseman, and that’s MISA/
ASIM Canada,” Bezruki said.
The national association created
the Peter Bennett Award in 2005,
shortly after Bennett’s sudden
death. He was the founding
president of MISA Prairies and
a leader of the process that
culminated in the signing of a
Memorandum of Understanding
among representatives of five
regional associations in 2005.
This led to the formal launch of
MISA/ASIM Canada in Ottawa
in June 2006. Since then, the
Peter Bennett Award trophy has
been presented annually to an
individual (or individuals) who has
made an outstanding contribution
to the Canadian municipal IT
community and to the MISA/ASIM
Canada mission and objectives,
while exemplifying Bennett’s spirit
of demonstrated leadership and
working "beyond the call” with
humour and humanity.
Nominations for the 2014
award, which will be presented
in April at the MCIO Summit in
conjunction with the MISA Prairies
annual conference, can be sent to
kbulko@toronto.ca. Please include
“2014 Peter Bennett Award” in the
subject line of the e-mail. ■
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Delegates to the MISA BC Fall Conference pose at the summit of Whistler Mountain on the deck of the Roundhouse Lodge before the annual
banquet. PHOTO: COLIN ANDRE OF THE DISTRICT OF MAPLE RIDGE, BC.

MISA BC Fall Conference Views
the Cloud from All Angles
By Lawrence Moule, MISA Ontario
THE 2013 MISA BC Fall Conference evoked an image
of a skier poised at the top of a ski jump, uncertain of
the outcome of moving forward. But the starting gate is
about to open.
The theme of “Technology and the Cloud” chosen by
conference chair Kelly Blunden and his highly capable
organizing team could not have been more timely.
Municipalities are just on the edge of finding out what
the cloud can and cannot do for them. Delegates came
to Whistler looking for answers about how the cloud
will affect their operations, and found them from many
viewpoints.
The potential benefits of cloud computing – another
name for outsourcing, some say – are widely understood,
at least in theory, by many municipal leaders. Mayor
Nancy Wilhem-Moredem of the Resort Municipality
of Whistler said in welcoming the 367 conference
attendees on Wednesday morning, September 11: “I
understand that cloud computing will permit us as a
municipality to increase capacity or add capabilities on
the fly, without investing in new infrastructure, training
new personnel or licensing new software. How can you
argue with that?”
But there are, in fact, arguments against the cloud.
In British Columbia, municipalities are prohibited by
the Freedom of Information Privacy Act from storing
data outside of Canada, and the influence of that law
has hindered the adoption of cloud computing by
municipalities across Canada.

There are additional reasons why the majority
of municipalities have not passed the cloud starting
gate. Firstly, many are happy with what they’ve got. IT
departments have spent years designing and building
systems that align best with their corporation’s goals and
culture. “We find over time that the best of breed creates
silos – not only by application but by technology,”
pointed out engineer Todd Foley in a presentation by
EMC. “If they truly are best of breed, we call them ‘silos
of excellence.’ There is usually more than one in any
environment. That creates an operational challenge.”
There are financial challenges, too. Although cloudbased services can be budgeted as operating expenses
instead of capital expenses, and may therefore be
easier to forecast and manage, that does not always
sway municipal budgeters. Connie Zelter, director
of IT infrastructure for the City of Vancouver, said in
conversation, “It sounds so easy to say you can just move
cloud expenditures to operating budgets from capital,
but in terms of three-year cycles and getting access to
money, there is still a big barrier.”
Lack of trust is perhaps the biggest barrier of all.
Municipalities don’t want to become completely
dependent on an Internet infrastructure they regard as
less than reliable. Many have had bad experiences
with Internet outages, including Whistler, and fear the
potential loss of critical services if the cloud becomes
their lifeline. Claims made by cloud vendors are often
not trusted, either. “I loved it when one of the vendors
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was talking about version changes: ‘They’re so easy!’“
scoffed Shari Wallace, CIO of the City of Burnaby.
“The problem with version changes is what they do to
your organization, and how they play with all the other
software you have.”
Could cloud vendors dictate what software or
hardware municipalities would have to use, and the
prices? That’s a real concern. Steve Stinson of the City
of Nanaimo said he wonders what might happen in
five years, when cloud vendors could have obtained a
sufficiently large municipal client base to start raising
rates at will. “And then will we have the expertise,
the knowledge and the money to go back again and
recreate our infrastructure? Probably by then we won’t, it
will be a lost art.”
Stinson, like many other delegates, nevertheless
acknowledged that he is interested to investigate cloud
computing on a case-by-case basis. The conference
revealed a gradual move in that direction.
Some early adopters have already overcome their
doubts. One is Steve Jeffery of the City of Regina, which
is moving its e-mail platform into the cloud by using
Microsoft’s Office 365. “It’s just an extension of the
Internet that we’ve been using for years,” Jeffery said.
“This conference is an affirmation of our current strategy
and that we’re going in the right direction. What is
interesting is all the new technology that’s enabling that.”
Many imaginative new cloud-based offerings were
on display by the 55 exhibitors, covering systems
integration, data security, mobile-device management
and a variety of other niches. Several influential vendors
have offerings designed to deal head-on with the BC
government’s data-privacy legislation. Among them:
• Hewlett-Packard has established HP Advanced
Solutions Inc. specifically to provide cloud services to
the BC public sector, and will open a data centre in
Kelowna in early 2014.
• Bell Canada and CGI Information Systems are both
ramping up their cloud offerings for municipalities,
taking advantage of their multi-million-dollar, sevenyear contract announced in June 2013 with Shared
Services Canada to host the federal government’s
consolidated e-mail system.
• IBM will open a Canadian data centre by January
2014 for its SoftLayer cloud computing infrastructure
offering. “We are moving our whole software portfolio
to the cloud,” said Aldo Gallone, director of cloud
computing for IBM Canada.
• Adobe, too, is moving to a subscription-only software
model, with Amazon Web Services as the hosting
organization. Lisa Niday, senior solutions consultant,
said the company is well aware of municipal
misgivings: “Municipal customers will still be in control
of when the updates go out. They can hold up updates
and control their frequency.”
The large investments in infrastructure and marketing
made by vendors, together with some cloud adoptions
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Rob Entwhislte, IT director of the City of Kelowna and chair of the
2014 MISA BC Fall Conference, accepts the conference organizer’s
jacket from Kelly Blunden, chair of the Whistler conference, and MISA
BC President Guillermo Ferrero of the City of Nanaimo.

Chris McLuckie of the District of North Vancouver, left, organizer of the
Municipal Showcase, presents the Spirit of Innovation Award during the
annual banquet Thursday, September 12, to Geoff Jacob, analyst and
programmer with the City of Nanaimo. With him are Jason Birch, senior
applications analyst with the City, and Guillermo Ferrero, manager of
business applications and ERP systems, and president of MISA BC.

by other levels of government, are having an effect
on municipal IT leaders, the conference showed.
Rick Adams, IT director of the City of Coquitlam, for
example, said during one session that his department
always includes cloud offerings now when evaluating
software solutions. “Another thing that is changing is
that integration between our municipalities is starting
to increase, with fibre connections between them,”
Adams said. “I’ve talked to some municipal people who
have moved to the cloud. They can’t afford big pipes
so they have latency issues with their applications, but
that is changing as well. As we build out our Coquitlam
regional network, the opportunities for us to share will
increase dramatically.”
Sharing by means of one or more municipal clouds
might become attractive in future, but no such initiative
has appeared yet. Christina Crabtree of the District of
Maple Ridge reported that she actively pursued the idea
during the conference but found no takers.
“I don’t want to take our services to a vendor and put
them in the cloud but I’m very interested in the idea of
municipalities getting together to build their own services

MUNICIPAL

or share data within their own cloud,” Crabtree said. “I’d
like to participate in a committee to try to get that going.”
It seemed that everyone at the conference had a point
of view to express about the cloud. Other ideas also
contributed to the mix. A trio of keynote speakers were
inspirational on various topics: Trevor Linden, retired
captain of the Vancouver Canucks, on the value of good
coaching; Shaifali Puri, executive director of global
innovation at the NIKE Foundation, on the application
of technology to find solutions to global poverty, and
genetic scientist Andrew Hessel of Autodesk and
Singularity University on the future of synthetic biology.
The conference team wanted to create a memorable
event, and certainly did so. They gave everyone plenty
to think about. Kelly Kaban of the City of Yorkton
summed up what was probably the consensus view
of the cloud: “It’s going to be another way of doing
business that will complement all the ways that we
already use. The cloud will be an important factor that
we will have to weigh in relation to all of our existing
technologies, but it will not be an end-all solution. It’s
not as though everything must be thrown out so we can
then go to the cloud.”
What will stay and what will go? Answers will begin
to appear at MISA BC conferences in 2014. There will
be two: the Spring Conference at Sunshine Coast on
April 30 to May 1, and the Fall Conference at Kelowna
on September 16 to 19.
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Members of the 2013 MISA BC Fall Conference organizing team
are, from left: back row: Kelly Blunden, Linda Hunter, Phil Cartwright,
Gavin Christie, Heather Paul, Lloyd Adams, Mark Dent. Front row:
Wendy Barker, Donie Blunden, Laura Bowack, Amanda Webster,
Carolyne Taylor, Sharon Byrch.

Norman Hartshorne, right, president of Secure Links, converses with
delegates in the sold-out trade show.
ALL PHOTOS: LAWRENCE MOULE, MISA ONTARIO
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Homegrown music is a longstanding tradition at MISA BC
conferences. On Thursday evening, September 12, delegates
gathered for an informal jam session at the Longhorn Saloon
in the Village of Whistler, organized by Alvin Chok, CIO at
the City of New Westminster. Left to right: Gary Stahlbrand of
TeraSpan Networks; Rene de Diego, Bell Canada; Alvin Chok;
Chris McLuckie, District of North Vancouver.

Left to right: John Samulski of Forte Consulting; Lawrence Moule, Municipal
Interface; Chris Knowles, District of Mission.

Left to right: John Samulski of Forte Consulting; Phil
Cartwright, Resort Municipality of Whistler; Rene de Diego,
Bell Canada; Corey Dixon, Real Canadian Rock Band.

Left to right: John Samulski of Forte Consulting; Lawrence Moule, Municipal
Interface; Chris McLuckie, District of North Vancouver and secretary of
MISA BC.

Wayne Berezan, left, of OPUS Consulting; David
Oosthuizen, Regional District of Central Kootenay

Participating in a Thursday afternoon panel called the “Municipal CIOs
Roundtable Discussion” are, from left: moderator Bill Grant, business analyst
at the City of Surrey and a member of the MISA BC and MISA/ASIM Canada
boards; Kevin Peacock, branch manager of corporate information services,
City of Saskatoon; Donna Davis, CIO, Regional Municipality of Halifax; Garry
Bezruki, director of strategic initiatives and CIO, City of Waterloo. ■
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Municipal CIOs Reach For
the Future at Summit
By Lawrence Moule, MISA Ontario
“LOOKING AROUND HERE, you all have devices on
your tables right now,” observed Guillermo Ferrero of
the City of Nanaimo, president of MISA BC, during a
group discussion about mobility issues at the MCIO
Summit. “So just by a show of hands, how many bought
their device knowing what you will be doing with it in
the next five years?”
Not one of the delegates in the ballroom-sized
meeting room at the Fairmont Chateau Whistler made
a move.
“Nobody,” Ferrero answered his own question.
“IT departments have to figure out how to manage
the devices that everybody wants, but if we think
about five years in the future, the devices will all be
completely new.”
Ferrero’s comment reflected a central issue facing
municipal CIOs – how to plan for the future of their
departments without knowing what that future will be,
only that it will be much different. It also underscored
that CIOs have a difficult job, responsible for thinking
while having no time to think. It’s a little easier, though,
if they can consult with others who understand. That’s
why the MCIO Summit has become a permanent
annual event.
The third annual Summit felt like finding shelter in
a thunderstorm for the 31 municipal IT leaders who
attended from across Canada. “The differentiating
factor of this event is that the conversations and
networking opportunities are happening at a CIO

Shari and Gini. Shari Wallace, left, CIO of the City of Burnaby, BC,
and Gini Bethell, CIO of the City of Ottawa, talk during the “speeddating” IT strategy session on the first day of the MCIO Summit.

Harry Turnbull of the City of Windsor, left, facilitator of the MCIO
Summit, and Kathryn Bulko, chair of the Summit organizing
committee, talk with Robert Handler of Gartner before his
presentation on Tuesday morning, September 10.

level, with significantly more strategic discussions than
at previous events,” said Harry Turnbull of the City
of Windsor, who served as facilitator. “I think it is
evolutionary that we’ve seen people start to recognize
that this is a real opportunity each year to tap into their
peers, and learn from them and contribute to them.”
Chief organizer Kathryn Bulko of the City of
Toronto, president of MISA/ASIM Canada, noted the
growing sense of community among delegates and an
eagerness to meet new peers during opportunities such
as the “speed-dating” strategic session, when delegates
moved among tables to form new groups discussing
different topics.
“They’ve opened up, they feel comfortable and
they’ve made that connection with their peers across
Canada,” Bulko said of the delegates.
Trends began to emerge from the discussions. One
was that the conceptual role of the municipal CIO
is increasingly diverging from that of a leader of a
technology-services team.
CIOs have to formulate solutions to issues that
municipalities are facing on a national and even
international basis. They know they can’t succeed in
isolation.
Donna Davis, CIO of the Regional Municipality of
Halifax, said in conversation: “I think we are on the
cusp of a huge opportunity in ICT, taking on a much
more transformational role within municipal government.
I see that actually being our future value.
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“That means we need to be
thinking very differently than we
have in the past about who we are
and how we provide services to our
clients. So for me the focus needs
to be on strategic planning, client
relationship management, portfolio
management and ICT planning, in
addition to keeping the lights on.
“Those are the kinds of
conversations that CIOs need to

14
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be having among themselves,
and I see the Summit as a
perfect opportunity to do that,”
Davis concluded.
A significant national opportunity
that emerged at the Summit is for
municipalities to be part of a longsought solution for online identity
management and authentication.
“The Canadian authentication
ecosystem is well under way,”

reported Kirk Fergusson, a
vice-president of SecureKey
Technologies Inc., the Torontobased company that is
providing the technology for the
Government of Canada’s cyber
authentication program.
Launched in November 2012,
the SecureKey Concierge service
enables citizens to use bank
authentication credentials to obtain
online access to government
services. The service is now in use
by 126 federal programs, and
Fergusson was at the Summit to
invite municipalities to join in.
Also on hand was Kevena
Bamford from British Columbia’s
Office of the Chief Information
Officer, describing that province’s
emerging solution for online
identity management, which is
compatible with the SecureKey
Concierge system.
The BC Services Card was
launched in February 2013 and
will be gradually issued to all BC
residents within the next five years,
reported Bamford, who is executive
director of the Provincial Identity
Management Program. The next
phase, an authentication service
that will give citizens universal
access to BC government services
by using the card, will be launched
in April 2014.
Both Fergusson and Bamford
encouraged municipalities to
become involved with their
programs with the aim of
creating a pan-Canadian online
authentication system. Summit
delegates responded at once.
MISA/ASIM Canada will gather a
group of municipalities to enroll in
the SecureKey Concierge program
and learn how to use it to offer
online access to their own citizen
services. Per Kristensen, CIO of the
City of Nanaimo, is leading this
initiative, as well as the creation
of a provincial municipal working
group to investigate adoption of the
BC Services Card.
Action on the authentication
issue was one way that the Summit
revealed how municipal CIOs

27/06/13 10:27 PM
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are looking beyond their own
boundaries to find directions for
the future. They are interested in
the collaborative sharing of mobile
apps, national standards for open
data, the creation of standard
contracts for IT procurement, panCanadian data centres and the
sharing of cloud-based services with
other levels of government.
A common theme running
through many of the discussions
was the need to focus on data, not
devices, as the top technological
priority. As Joseph Edwards, CIO of
the City of London, put it during the
mobility group discussion, “I want to
be in the data business, which I can
control, not in the device business.”
That session followed a
presentation called “Mobility
beyond the Device,” by James
Quin, director of research for
Info-Tech Research Group. It was
a lively session in which Quin put
forward the view that the mobile
phenomenon is creating better
opportunities for municipalities to
interact with constituents.
Other corporate sponsors’
presentations added significant
information and ideas to the
theme of data management.
Examples include:
• Harry Zarek, president of
Compugen Inc., speaking of
the impact on municipal IT
departments of the proliferation of
smart meters and other monitoring

devices outside their control: “An
intelligent infrastructure will be
inevitable in the next five years.”
• Chris Cameron, president and
CEO of Angus GeoSolutions Inc,
after demonstrating software that
enables emergency managers to
track and monitor social-media
messages as they happen within
a given perimeter: “We’re seeing
more need for inceptive analysis
of data, and the CIO specifically
needs to ensure that data is live,
accurate, dealt with immediately
and shipped to the right
department.”
• Brian Baker, a principal adviser
with Forrester Research, urging
municipal IT leaders to institute a
process for managing innovative
technologies: “You need to at
least consider the cloud for every
major decision. Popular new
technologies will be implemented
with or without you.”
Delegates also received
extensive e advice on portfolio
management from Robert Handler,
a research vice-president at Gartner
Inc.; an invitation from Michael
Weigelt, national technology
officer of Microsoft Canada, to
work collectively to identify and
resolve cloud-service issues, and
a discussion by Richard Keilman,
managing director of Xerox Services,
on the need for standards to facilitate
the integration of printed documents
into document-management systems

Delegates at the MCIO Summit listen to Jean-Pierre Fortin, left, information architect of the
City of Montreal and a member of the MISA/ASIM Canada Board of Directors, during a
group discussion on Monday, September 9.
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Kevena Bamford, executive director of the
Provincial Identity Management Program
in British Columbia’s Office of the Chief
Information Officer, talks to MCIO Summit
delegates about the BC Services Card.

At the Summit’s conclusion,
delegates were effusive about the
benefits of the strategic content and
networking. They said they look
forward to the 2014 Summit, which
will be held April 8 to 9 in Banff, in
conjunction with the MISA Prairies
Spring Conference.
“There is no longer a question of
whether we should have this annual
event,” summed up Roy Wiseman,
executive director of MISA/ASIM
Canada. “We now have a national
forum that is an institution, a part of
the regular program of events where
CIOs can get together, find value in
the content and continue to build
relationships with their peers.” ■
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Privacy and US-Based Servers –
Real or Imaginary Barriers?
By Ron Begg, StarDyne Technologies Inc.
and Bruno Mangiardi, City of Greater Sudbury

THE CITY OF Greater Sudbury is leading the way and
using servers based in the United States to store its
information – saving money and, most importantly,
protecting citizens’ privacy.
Its experience also illustrates the shifting opinion over
whether a municipality can use servers based outside
of Canada, and shows that the issues may be more
operational than legal.

Evolving Opinion
Protecting the privacy and security of citizens and their
information is an issue that preoccupies governments
and is governed by legislation. Each province has
Freedom of Information and Protection of Privacy
(FIPPA) legislation that governs how information must
be protected. Common knowledge for years has
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been that the servers containing private information
may not be based in the United States because the
Providing Appropriate Tools Required to Intercept
and Obstruct Terrorism Act, better known as the
PATRIOT Act, potentially gives the United States
government access to information beyond the reach of
Canadian legislation.
Over the past few years, this perspective has
been increasingly challenged. Examples of local
governments, including Greater Sudbury, that are using
non-Canadian servers and hosted solutions point to an
evolution that merits the attention of all municipalities
– especially since they may be carrying costs that can
be avoided or not providing services that could be
available, if not for privacy restrictions.
One major benchmark in this shift stems from
questions raised in the Ontario Provincial Legislature.
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The discussion concerned personal information stored
in the U.S. as part of a licensing automation system run
by a contractor on behalf of the Ministry of Natural
Resources. The questions tabled were:
• Is the information at issue “personal information” as
defined in section 2(1) of the [Freedom of Information
and Protection of Privacy] Act?
• Has the Ministry put in place reasonable measures
with respect to the privacy and security of the personal
information of applicants for hunting and fishing
licenses, in accordance with the requirements of the
Act and its regulations?
• Is the Ministry’s collection of “personal information” in
accordance with section 38(2) of the Act?
• Does the Ministry’s notice of collection comply with the
requirements of section 39(2) of the Act?
• Is the Ministry’s use of the “personal information” in
accordance with section 41(1) of the Act?
This article examines only the “privacy and security”
issue. Most of the following commentary is from a June
2012 report by Ontario Privacy Commissioner Ann
Cavoukian, Privacy Investigative Report PC12-39. We
have yet to see another report to a provincial body that
is so clear and directive, offering strong opinions and
guidance instead of bureaucratic “mushy speak.” We
encourage anyone interested obtain this report.

Report PC12-39
This report focuses on two key issues:
• Since the personal information will be stored in the
U.S., what is the impact of the PATRIOT Act?
• Is the contract entered into by the Ministry and
its agent sufficiently robust to provide adequate
safeguards for the personal information involved?
As Cavoukian noted in PIPEDA Case Summary #2005313: “The federal Privacy Commissioner of Canada has
found that the privacy risks posed by the PATRIOT Act
are similar to those found in Canada and, therefore, the
privacy protection afforded by a U.S. service provider is
comparable to that of a Canadian-based provider.”
The federal Privacy Commissioner has also stated in
this same summary: “The risk of personal information
being disclosed to government authorities is not a risk
unique to U.S. organizations. In the national security
and anti-terrorism context, Canadian organizations are
subject to similar types of orders to disclose personal
information held in Canada to Canadian authorities.”
Additional legal references state:
• The data sharing that we fear actually predates the
PATRIOT Act anyway.
• Canadian law in the Anti-Terrorism Act has many of the
same problematic clauses.
Cavoukian goes on to state that, in Ontario:
• The Act does not prohibit provincial institutions from
outsourcing services on the basis that foreign law,
including the PATRIOT Act, may apply.
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• There is no prohibition on the storage of personal
information by government institutions outside the
province.
• Personal information may be subject to disclosure to
law enforcement authorities, whether stored in the
province or elsewhere.
• The critical question for institutions that have
outsourced their operations across provincial or
international borders is whether they have taken
reasonable steps to protect the privacy and security of
the records in their custody and control.

“The risk of personal information being
disclosed to government authorities is not a risk
unique to U.S. organizations.”
This is an important conclusion – how you operate is
more important to privacy protection than legislation! The
report goes on to set out some specific essential contract
terms that protect the personal information under your
control and restrict the use of that information by the
hosting service. These terms cover ownership, collection,
use and disclosure, confidential information, notice of
compelled disclosure, subcontracting, security/retention
and destruction, audits and governing law. Again, those
interested should consult the actual report for these details.
Now, here are the passages from Report PC12-39 that
show clearly the Privacy Commissioner’s opinions in a
refreshingly forthright manner:
• “There may be no greater area of confusion and
misunderstanding than fear of the PATRIOT Act.”
• “The PATRIOT Act has invoked unprecedented levels
of apprehension and consternation – far more than
I believe is warranted…these fears are largely
overblown, and focusing on them unduly constitutes a
pointless exercise.”
• “It is far more productive to compel organizations to
be fully responsible and accountable for the services
they provide or outsource.”
• “You can outsource services, but you cannot outsource
accountability. Flowing from that, one critical question
prevails: Have reasonable steps been taken to ensure
privacy and security, regardless of where the data
resides? The measures taken by MNR [Ministry
of Natural Resources] as described in this report,
represent a good example of such accountability.”

Implications and Drivers
What can IT managers conclude?
The City of Greater Sudbury (CGS) has no issue
with the PATRIOT Act or U.S. hosting. The real issues
are with the provider, no matter where it is located. We
have all seen recent Canadian breeches that had to do
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with processes, some not even related to the cloud,
including stolen laptops and lost data sticks.
Even Canadian providers can be weak in terms
of privacy protection. Municipalities should look at
the provider and its operations, and consider these
two questions:
• Has the vendor gone through a PIA (Privacy
Impact Assessment)?
• Is the vendor PCI compliant? (That compliance
being a bonus because of the overall implications
on how the vendor operates).
What are the business drivers that caused the City
of Greater Sudbury to pursue cloud-based products
and services outside of Canada?
The first driver was savings and restrictions to
service that could not otherwise be provided due to
head-count restrictions. In some cases Sudbury could
not even get qualified staff to provide services (has
anyone tried to secure a “partial” analyst?). The City
estimates that, at the present time, hosted solutions
are saving at least a full-time database administrator
($100,000 per year, all inclusive) plus another fulltime-equivalent employee spread over several IT
positions including network staff, programmers and
analysts (an additional $100,000 per year saving).
There are implications for storage costs also, although
they are smaller. Still, in one year a SAN tray can
cost $30,000 to $50,000.
The second business driver was quality of service.
It is preferable that vendors be “specialists” in their
field, from whom we would expect services including
better quality solutions and regular upgrades. This is
instead of the City building solutions in-house, and
then maintaining and upgrading using staff with more
general skills that may be less efficient for the task.
Greater Sudbury currently has a few hosted
solutions (Home for the Aged, Emergency
Services patient care, AVL). One is hosted in Sweden.
In addition to these, the City is working on more
hosted-solution RFPs. In each case it will ensure
that it performs its due diligence when selecting a
solution with respect to data security, privacy, identity
and access management as well as compliance
considerations.

Questions to Ask
Greater Sudbury has developed a set of points to
be covered when dealing with hosted solutions,
as follows:

Data Protection
• How will data be protected?
• How is the data backed up?
• What controls does the vendor have in place for
intrusion detection, perimeter security, physical
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security, application of security patches and dataleak prevention, among other safety measures?

Data Access
• Who will have access to the data, and how can we
confirm this?
• Does the vendor have the right security controls to
protect our data?
• What security clearances does the vendor’s
staff have?
• How will the provider ensure that others (for
example, those whose data resides on the same
server as ours) cannot view our data?

Data Security
• What policies and procedures are in place to detect,
prevent, and mitigate identity theft?
• Have there been any instances of identity theft
experienced by the vendor in the past two years?
• Does the vendor scan employee e-mail and company
social-media platforms for potential breaches of
customer data?
• How are incidents and breaches reported?
• Will we receive notification if a breach to our
data occurs?

Disaster Recovery and
Business-Continuity Planning
• Does the third party have a disaster-recovery plan?
• In the event of a disaster, how will the vendor protect
our information assets?
• Can we get our data back if the vendor goes out of
business? (Who owns the data?)

Contract and Controls Compliance Verification
• Does the potential vendor allow third-party
verification?
• If not, does the vendor provide such verification on
its own?
Clearly, change is occurring. As the City of Greater
Sudbury’s experience demonstrates, the issues
around a municipality using servers based outside
of Canada may, in fact, be more operational than
legal. Real, practical reasons exist to encourage
municipalities to consult the background information
and consider their options. ■
Ron Begg is chief operating officer, Government Solutions
Division, StarDyne Technologies Inc. and can be reached
at ron.begg@stardynetech.com. Bruno Mangiardi is chief
information officer, Information Technology, City of Greater
Sudbury, and can be reached at bruno.mangiardi@
greatersudbury.ca
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City Data: Big, Open and Linked
By Mark S. Fox, Department of Mechanical and Industrial Engineering, University of Toronto

Introduction
Cities are moving towards policy-making based on
data. They are publishing data using Open Data
standards, linking data from disparate sources,
allowing the crowd to update their data with smart
phone apps that use Open APIs, and applying “Big
Data” techniques to discover relationships that lead to
greater efficiencies.
One example is from New York City. Building
owners were illegally converting their buildings into
rooming houses that contained 10 times the number
of people they were designed for. These buildings
posed a number of problems, including fire hazards,
drugs, crime, disease and pest infestations. There are
over 900,000 properties in New York City and only
200 inspectors, who receive more than 25,000 illegal
conversion complaints per year. The challenge was
to distinguish nuisance complaints from those worth
investigating, as current methods were resulting in only
13 per cent of the inspections resulting in vacate orders.
New York City’s Analytics team created a dataset
that combined data from 19 agencies including
buildings, preservation, police, fire, tax, and building
permits. By combining data analysis with expertise
gleaned from inspectors (for example, buildings that
recently received a building permit were less likely to
be a problem as they were being maintained), the team
was able to develop a rating system for complaints.
Based on their analysis of this data, they were able to
rate complaints such that in 70 per cent of their visits,
inspectors issued vacate orders, resulting in a fivefold
increase in efficiency.1

Big Data is the buzzword du jour. It is rare to read
a newspaper or magazine without seeing an article
on it. But these articles focus primarily on benefits with
little being said about the actual technology. This paper
provides an introduction to the concepts that underlie
Big City Data (Figure 1).

Open
The Open Data movement is part of the broader
Open Government movement in which the belief is
that making data publicly available will lead to more
effective public oversight. There are benefits other than
simply oversight: with more eyes on the data, waste and
inefficiencies can be detected, crowd-based solutions
suggested, and the crowd harnessed to implement some
of the solutions.
Within this context, the open data movement is
composed of three efforts. The first and most pervasive
effort is the publishing of datasets on city web sites.
Canadian cities such as Ottawa, Toronto, Vancouver
and Winnipeg, and American cities such as Chicago,
New York, San Francisco and Seattle, all have major
efforts underway to make city data publicly available.2
Datasets available include 311 calls, 911 calls, police
incident reports, building permits, traffic flow counts,
bicycle flow counts, drop-in centres, and much more.
The datasets are published in many forms, with
spreadsheets (xls and csv) and XML being the most
pervasive. An example is 311 Toronto, the nonemergency information and reporting service for the
City of Toronto. 311 Toronto has published datasets
covering Service Request Codes, a log of requests
that have come into their call centre, and 311 Contact
Centre performance metrics, all in spreadsheet format.
These files may be downloaded from their web site.
New York City has taken open data a few steps
further. Not only is its data publicly available, it is
dynamic, as it is being updated continuously. It is
also usable, as it is available in a variety of formats,
including RDF, which is the dominant format of the
Semantic Web. It is also visual: the City is providing
mashups of data with maps, for example, depicting the
location of wireless hot spots on a map of New York
(Figure 2).
The second effort is the publishing of public APIs
through which applications such as smart phone apps
or web sites can both retrieve and post data. 311
Toronto participates in Open 3113, a global project that

Figure 1
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Figure 2

creates standard APIs for accessing information and
services, and reporting. For example, GeoReport4 is a
standard API for reporting non-emergency issues such
as potholes, graffiti, and street cleaning.
Mobile app providers have implemented apps
conforming to these standards. One example (Figure
3) is TDOT 3115, which reports pothole and graffiti to
the city via its open 311 APIs. Hack-a-thons are taking
place on a regular basis across the world
at which smart app developers build new
apps based on open city APIs.
The third, less developed effort, is the
definition of standardized data models
for city data, such as standard attributes
and values. API specifications require
a standard data format and APIs such
as Open311’s GeoReport API use XML
as their primary format, but have yet to
define an XML schema it.
Figure 3

Unify
Almost every example of Big City Data combines data
from multiple datasets. In order to unify two or more
datasets, we must be able to match up their respective
attributes and values. Consider three datasets, two from
Toronto and the other from New York City, containing 311
Call Centre requests. For each dataset we show a subset
of attributes plus an example of a value for each attribute:

Dataset 1 (Toronto):
ID
Creation Date
TO-Request1 01-02-2010
10:35:03

Service Request Name
Missing/Damaged Signs

Dataset 2 (Toronto):
ID
SAM01

Division

Section

Service
Problem
Request Name Code
Transportation TMC – Signs Missing/
SAM-01
Services
& Markings Damaged Signs

Dataset 3 (New York):
ID

Creation
Date
NYC4/30/2013
Request1 12:00:00AM
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Agency
DOT

Complaint
Type
Street Sign –
Damaged

Descriptor
Stop

Datasets 1 and 2 are from Toronto. The first dataset
provides a list of Call Centre requests for the year
2010. Each request has its request time and its service
request name. To determine which division/section of
the city is responsible for responding to the request,
we must look into Dataset 2 and use the Service
Request Name as the link (key). Dataset 3 from NYC
substitutes a single dataset for the information found
in Toronto’s two datasets, where the request date,
type and Division/Section (Agency) are associated
with each request. We can imagine that the designer
of the Toronto dataset decided to use two datasets
so that the Division and Section information is not
repeated in each request, thereby saving storage.
If the goal is to compare and contrast calls
between Toronto and New York, some issues
must be addressed in unifying the three datasets.
First is the mapping between attributes. Is NYC’s
“agency” attribute equivalent to Toronto’s “Division,”
“Section” or both? Is Toronto’s “Service Request
Name” equivalent to NYC’s “Complaint Type”? If
we are to merge or compare the datasets, we have
to determine the mapping between attribute names
in one dataset to another, assuming a mapping
is possible. The second issue is determining the
mapping between values of equivalent attributes.
Assuming that Toronto’s “Service Request Name”
attribute is equivalent to NYC’s “Complaint Type”
attribute, does there exist a mapping between values?
Is Toronto’s “Missing/Damaged Signs” equivalent to
NYC’s “Street Sign – Damaged”? Without being able
to map equivalent attributes and values across two or
more datasets, it is not possible to merge, compare or
analyse the data.
The most common method for addressing
the unification problem is to introduce standard
vocabularies. A vocabulary is a list of terms
providing standard Attributes (e.g., Complaint Type),
Values (e.g., Missing/Damage Signs) and Objects
(e.g., Citizen). Vocabularies may be local to the
organization that created the dataset, or can be
standardized within an industry. For example, Open
311 could have (but has not) defined a standard
vocabulary for request types; this vocabulary would
be used by cities across the world for specifying 311
request types. Or a vocabulary could be “universal,”
meaning that it is sufficiently abstract that it applies
across all industries. The Dublin Core6 is an example
of a universal vocabulary that provides standard
attributes such as the creator and creation date for
describing web pages. DCAT7, a product of the
Government Linked Data Working Group8, provides a
vocabulary for describing government datasets.
The Government Strategic Reference Model
(GSRM), a Treasury Board of Canada initiative
(Buchinski et al., 2007), defines a standard
vocabulary of government services terms. These terms
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include: policy, program, service and resource pool.
Figure 49 depicts the core concepts and properties.
The Global City Indicator Facility10 at the University
of Toronto has defined a set of about 100 indicators
for measuring city performance. These indicators
entail a city metrics vocabulary that is rapidly gaining
acceptance, with over 250 cities across the world
having adopted them.

Figure 4

If cities adopt the same vocabularies for their
datasets, it simplifies the unification process.
Otherwise, unification must be done manually, with
people often guessing as to what objects, attributes
and values map onto one another.

Link
If we want to unify data that is openly available
across the internet,
• How do we share vocabularies across the internet?
Where would a 311 vocabulary reside? How do
we advertise their availability?
• How do we uniquely identify objects, attributes and
values in these vocabularies? How do we refer to
“Service Request Name” in Toronto and NYC?
• How do we access data on the internet whose
structure (i.e., data model) is unknown to us?
Linked data (Heath & Bizer, 2011) provides a
web-based solution to this problem. Vocabularies
are stored as files accessible via the web. These
vocabulary files are referred to using an IRI:
International Resource Identifier. For example,
let us assume that we create a file named “311.
owl” that contains a vocabulary for 311 data using
the OWL format, and that the file is stored on
an Internet server named “ontology.eil.utoronto.
ca”. The IRI for this vocabulary file would be:
http://ontology.eil.utoronto/311.owl.
There exist languages for defining vocabularies.
RDF is the dominant language but OWL (Hitzler,
P., et al., 2012) is quickly superseding it. Once a
vocabulary is constructed for some domain, it is
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necessary to make it open. One could use Google
to search for a vocabulary file and that may be
the best way. But there are web sites that are
repositories for vocabularies, such as Linked Open
Vocabularies (http://lov.okfn.org/dataset/lov/) and
Swoogle (http://swoogle.umbc.edu/). Each can
be searched for vocabularies that contain one or
more keywords.
Let us assume that in the 311.owl vocabulary
there is an attribute named “Request.” If we want
to refer to the “Request” attribute defined in the
311.owl vocabulary file, we use an IRI with the
term appended to the end with a #, for example,
http://ontology.eil.utoronto/311.owl#Request. This IRI
uniquely identifies the Request attribute contained in
the vocabulary file http://ontology.eil.utoronto/311.
owl. If this IRI is used in multiple datasets, then each
use refers to the exact same thing, namely a Request.
Another problem is how to access open data.
How do we properly construct queries using
languages such as SQL? In order to construct a
query, we must know the structure of the data (i.e.,
its data model). If each dataset has its own unique
structure, which they often do, we have a problem:
we would have to construct a custom query for each
dataset. If we are unifying 20 datasets, then we
would have to create 20 custom queries. Linked data
addresses this problem by simplifying the structure
of the dataset. Linked data transforms datasets into a
basic triple format: Subject, Property, and Value. For
example, the three datasets in our example would
be transformed into the following triples:
Subject

Property

Value

TO-Request1

Date

01-02-2010 10:35:03

TO-Request1

Service Request Name Missing/Damaged Signs

SAM-01

Division

Transportation Services

SAM-01

Section

TMC – Signs & Markings

SAM-01

Service Request Name Missing/Damaged Signs

NYC-Request1 Creation Date

4/30/2013 12:00:00AM

NYC-Request1 Agency

DOT

NYC-Request1 Complaint Type

Street Sign – Damaged

NYC-Request1 Descriptor

Stop

If all datasets adopt this triple representation, then
constructing queries is greatly simplified.
The next step in linking the data is transforming
the triples so that they adopt the same vocabularies.
We do this by replacing Subject, Property and Values
with IRIs where appropriate:
In the above, the Date and Creation Date
properties have been replaced by a single IRI, http://
purl.org/dc/elements/1.1/date, which is a broadly
accepted IRI for the date property. Where there exist
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Subject

Property

TO-Request1

http://purl.org/dc/elements/1.1/date

01-02-2010 10:35:03

TO-Request1

http://ontology.eil.utoronto.ca/311.owl#Request

http://ontology.eil.utoronto.ca/311.owl#DamagedSign

SAM-01

http://ontology.eil.utoronto.ca/organization#Division

Transportation Services

SAM-01

http://ontology.eil.utoronto.ca/organization#Section

TMC – Signs & Markings

SAM-01

Service Request Name

Missing/Damaged Signs

NYC-Request1

http://purl.org/dc/elements/1.1/date

30-04-2013 00:00:00

NYC-Request1

http://ontology.eil.utoronto.ca/organization#Division

DOT

NYC-Request1

http://ontology.eil.utoronto.ca/311.owl#Request

http://ontology.eil.utoronto.ca/311.owl#DamagedSign

NYC-Request1

Descriptor

Stop

IRIs that have been accepted by cities as appropriate
for their data, the corresponding properties and
values are replaced by those IRIs. Note that the
Agency and Division are mapped onto the same
IRI and “Street Sign – Damaged” and “Missing/
Damaged Signs” have also been mapped onto the
same IRI.
The process of transforming a dataset into linked
data can be arduous, but tools are emerging that
simplify the process. One tool is the open source
software Open Refine11 (originally Google Refine).
Originally designed to clean up messy datasets,
it has an extension that allows you to transform a
data into IRIs and publish as triples. Best practices
for publishing open+linked data have begun to
appear. A W3C note on this topic can be found at:
http://www.w3.org/TR/gld-bp/.
Berners-Lee12 has introduced a 5-star rating scheme
for Linked Open Data to encourage the development
of good linked data, as follows:
1-star: Available on the web (whatever format) but
with an open license, to be Open Data,
2-star: Available as machine-readable structured data
(e.g. excel instead of image scan of a table),
3-star: As (2) plus non-proprietary format (e.g. CSV
instead of Excel),
4-star: All the above, plus use open standards from
W3C (RDF and SPARQL) to identify things, so
that people can point at your stuff,
5-star: All the above, plus: Link your data to other
people’s data to provide context.
Much of the city data being published today
is at a 2-star level. There are copious amounts but
limited mostly to spreadsheet formats. Few cities have
reached the 4-star level. New York City is at the
4-star level as it provides its data in multiple formats
including RDF. In addition, many of its datasets are
being updated dynamically, such as 311 data.

Ground
Consider the problem of selecting an education
vocabulary. You want to use the vocabulary’s term
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Value

“Teacher” but are not sure what is meant by it. Does
the term “Teacher” include both full- and part-time
teachers? Does it include special education teachers
along with regular teachers? Does it include nursery
school and kindergarten teachers? To answer this
question, you most likely will have to search for a
document that contains definitions of the terms in the
vocabulary. If the document exists and is accessible,
it is most likely written in a natural language (e.g.,
English) and is not machine readable. Consider
the situation of trying to merge two datasets, both
of which use the term “Teacher” but drawn from
different vocabularies. How can our software
determine if these two versions of the term “Teacher”
are equivalent? How can we provide definitions of
the terms in the vocabulary so that they are machine
readable, understandable and hence comparable?
The answer is ontologies.
An ontology is an “explicit representation of
shared understanding” (Gruber, 1993). It “consists
of a representational vocabulary with precise
definitions of the meanings of the terms of this
vocabulary plus a set of formal axioms that constrain
interpretation and well-formed use of these terms”
(Campbell & Shapiro, 1995). What distinguishes
simple vocabularies from ontologies is that the latter
adds definitions of the terms and constraints on
their interpretation using a computational language.
Key to the creation of an ontology is grounding the
definitions of terms in lower level, more concrete
terms (Jakulin & Mladenic, 2005). Consider defining
the term “Student/Teacher Ratio.” The process of
grounding the definition follows a thought process as
follows:
• A student/teacher ratio is composed of the
division of the number of students by the number
of teachers.
• The number of students is defined by a count of
the students in a particular city.
• A student is defined as a full-time student in
Grades 1 through 12.
• Full-time is defined as spending at least 1500
hours a year in school.
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As you can see, the definition of the original term,
Student/Teacher Ratio, is composed of other terms in
the vocabulary that, in turn, need to be defined.
How do we create ontologies? This is the focus of
ontology engineering. The primary goal of ontology
engineering is to develop a shareable representation of
knowledge. The belief is that by engineering the terms
and axioms properly, they will be reusable across a
broad spectrum of applications. With reuse, we can
achieve interoperability, namely the ability to access,
analyse and merge data from diverse sources across
the web because they use the same ontology or specify
a mapping between their ontology and other more
broadly used ontologies.
Ontology engineering begins by determining the
competency of the target ontology, which is defined
by a set of questions that the ontology must be able
to answer (Grüninger & Fox, 1995). Based on these
competency questions, the terms (i.e., objects, attributes
and values) and axioms are developed. Development
takes a layered approach where application specific
ontologies (e.g., manufacturing ontologies) are defined
grounded in more foundational ontologies such as
time, activity, resource, location, etc. For example, a
manufacturing operation would be defined in terms of
more general classes such as activities and resources. If
an ontology already exists that satisfies the some or all
of the competency requirements, then it will be reused.
Once the competency of the ontology is defined,
the terms are identified that are to be used to answer
the competency questions, and are organized into a
taxonomy of classes and properties. For example, for
a 311 ontology, both Division and Section are classes
(Figure 5) and are subclasses of Organization_Unit.
Classes have properties whose values can be numbers
or strings or other classes. An Organization_Unit can
have a property has_manager with a value that is a
string. If Section is a subclass of Organization_Unit,
then Section “inherits” the property has_manager
from Organization_Unit. Properties may also have
values that are restricted to instances of other
classes. For example, Section may have a property
processes_request where the value is an instance of the
class Request.
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Axioms both define and constrain the interpretation
of the terms. For example, a Section is defined as
having to process at least one type of request. The
processes_request property that links Section to
Request is an axiom; it defines Section as having
a property whose value is constrained to being a
Request. While its use in linking the instance TMC
– Signs & Markings to request1145 is an assertion
of a fact that TMC – Signs & Markings processed
request1145.
A variety of methods exist for specifying ontologies.
The most common method is a version of Description
Logics (Nardi & Brachman, 2002) implemented in the
Semantic Web language OWL 2 (Hitzler et al., 2012).
For each method, a variety of logic theorem provers
exist to evaluate the consistency of what is being
represented based on the axioms. The specification
of terms and axioms, and their consistency testing is
facilitated using a graphical, interactive tool such as
Protegé (Noy et al., 2001). Most ontologies found on
the Semantic Web are little more than taxonomies of
classes and properties without axioms.
One notable exceptions is the SCRIBE ontology
for modeling cities (Uceda-Sosa et al., 2012). It has
classes and properties representing city organization
and services, flow of events and messages, and
key performance indicators. OWL definitions of the
classes and properties are provided. Axiomatization
is limited and so its use of foundational ontologies.
Another exception is the Foundation Ontology for
Global City Indicators that combines ontologies
for time, placenames, measurement, statistics, trust,
validity, provenance, etc. to represent city indicators
(Fox, 2013).

Analyze
Data Analytics relies upon a broad set of techniques
that have evolved over the decades from Statistics,
Computer Science, Operations Research and other
disciplines. For example, Data Mining (Han & Kamber,
2001) provides methods for discovering concise and
succinct summarizations of concepts within a dataset,
such as, “What are the key characteristics of people
who use rapid transit?” Data mining also provides
methods for learning association rules, such as “What
is the probability that if someone reports a water main
break, there will also be reports of potholes?” Other
techniques derived from Statistics (e.g., regression
analysis) and Machine Learning (e.g., decision tree
learning, neural nets) are also used in data analytics.
Key to the use of these techniques is a strong
understanding of what each techniques is good for
and how to apply it. This has led to the creation of the
field of study called “Data Science,” which combines
aspects of Computer Science, Statistics and Artificial
Intelligence to create experts in analyzing data. The

Figure 5

23

Visit www.misa-asim.ca and check out our digital edition for exclusive online stories.

case from New York City described in the introduction
is a good example of data analytics.
There exist a variety of commercial and open source
tools available for analyzing data. One open source
tool is Rapidminer13 pictured in Figure 6. In order to
apply these systems successfully, one must have a good
understanding of the various methods they employ.
Consequently, Data Science degree programs have
begun to appear to teach basic courses in Statistics,
Machine Learning, etc., and the tools for applying them.

Big Data
Big Data refers to the analysis of large amounts
of data to discover useful relationships and/or
patterns. The recent ascendency of Big Data is due
to the “Datafication” of society (Cukier & MayerSchoenberger, 2013) combined with the availability
of huge amounts of on-demand processing power.
The amount of digital data created daily is enormous:
tweets generate terabytes; sensors, whether they
be security cameras, traffic sensors, or Mars rover
cameras, generate terabytes; web logs generate
enormous amounts.
Because of the large size of the datasets, big data
analysis builds upon existing data analytics techniques
using large scale parallel processing technologies
(often cloud based) such as Google’s MapReduce and
the Hadoop programming environment. MapReduce
is a framework for distributing processing tasks across
large numbers of processors. Hadoop, as depicted
in Figure 713, is a Java environment for distributed
programming that uses MapReduce to parallelize the
processing across multiple servers.

Figure 6
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Figure 7

The vast majority of examples found in the popular
press are not examples of Big Data, but of conventional
data analytics in which the datasets are measured in
mega or gigabytes. Nothing beyond the processing
power of a few processors is needed. What is new is
the growing focus on making decisions based on data
as opposed to gut feel.

Conclusion
The “Democratization of Data,” as envisioned in the
1990s, was to be facilitated by three requirements:
1) “the locus of computing power and data access is
broadening”; 2) “less demanding level of skill that is now
required to turn raw data into information”’; and 3) “the
locus of applications must move closer to the citizenry”
(Sawicki & Craig, 1996). In the last decade, we have
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seen the democratization process accelerate at a
blistering pace, facilitated by global accessibility enabled
by the Internet/Web, massive amounts of cheap computer
power provided by cloud computing, ubiquitous access to
computing in the form of tablets, pads and smart phones,
and the opening of vast amounts of data.
Nevertheless, the second condition of reducing the
skill required to turn data into information is still nascent
and requires a transformation on how data is defined
and represented. The basis for this transformation is the
Semantic Web (Berners-Lee et al., 2001). The World
Wide Web was originally conceived as a global
information space comprised of linked documents
residing in servers accessible via the Internet. The
Semantic Web envisions a “web of data that can be
processed directly and indirectly by machines.” By
adopting the principles of the Semantic Web:
• Data being openly available over the internet,
• Data being unifiable using common vocabularies,
• Data being linkable using International Resource
Identifiers,
• Data being accessible using a common data
structure, namely triples,
• Data being semantically grounded using Ontologies,
we can develop the tools that will enable anyone to
analyze data, both big and small.
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Progress Report – MISA Ontario’s
5-Year Strategic Plan
By Alison Hermansen, Executive Director, MISA Ontario
BACKGROUND
In 2009, MISA Ontario began a journey of reflection,
discussion and planning. This process involved many
meetings, conference calls and town hall forums,
affording all members of the association an opportunity
to provide input and steer the future direction of MISA
Ontario. Throughout, the Board of Directors noted
emerging themes and documented key opportunities that
were later incorporated into a five-year plan, which was
launched in 2010. In support of the plan, a number of
operating principles were defined to articulate how the
association would operate in future:
• Open and transparent decision making and
communication;
• Increased participation at all levels in the association;
• Focused on balancing small and large member
interests;
• Focused on balancing an increased technical focus
with value to IT Management and decision makers.
In tandem with the core operating principles, the
association identified a number of strategic programs that
would support and strengthen the four principles. These
programs are paired with the principles as noted.

Principles

Strategic Programs

* Some strategic programs may support more than one
principle.

PROGRESS TO DATE
The strategic programs are areas in which we are best
able to evaluate the association’s progress against
tangible initiatives. Each of the eight strategic programs
may be broken down, with updates on specific initiatives
that the Board of Directors identified as priorities back in
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2009. Each initiative is noted under the Strategic Program
that it supports, along with an update on the status of the
specific initiative.
Building the foundations (enhancing the Association’s
governance and operations).
Governance Reform. Since 2010, the Association has
made significant changes to the Association Bylaws.
Pending changes to Ontario Bill 65 necessitated a
realignment of membership categories and definitions. In
addition, formal terms of reference documentation was
developed for all Committees and Special Interest Groups
(SIGs), and detailed job descriptions were drafted for
all Board positions. The creation of an Audit & Finance
Committee and the appointment of new auditors in
2012 assure diligent management of the Association’s
finances and assets. And, in 2011, a new transparent,
online method of elections for the Board of Directors was
implemented.
Executive Director Appointment. A full-time
Executive Director was recognized as necessary to the
implementation and ongoing evolution of the strategic
plan. The Board undertook an executive search in late
2010 and the ED was in place in February 2011 for an
initial two-year term. The ED’s contract was renewed in
early 2013 for up to a five-year term.
New SIGs. MISA Ontario has a wealth of dedicated
volunteers! In addition to our Board Committees, we
have a number of diverse and active SIGs that focus on
collaboration, education and best practices. The areas
of interest are varied: IT Security, Small Municipalities,
External Relations, GIS and Cloud Computing. In addition
to the SIGs, a couple of working groups have recently
formed. The Housing Collaborative Initiative group and the
Accessibility group are actively working on current, relevant
challenges facing municipalities in these specific areas.
Enhanced Communication from Board of Directors.
To support transparency and open communication,
all Board of Directors meeting minutes are posted on
the MISA website for members to view (look under the
“Member” tab, the “Document Share”). Additionally, we
began circulating a Board Newsletter in 2012 following
each Board meeting with updates. Acknowledging the
importance of our vendor community (Associate Patrons),
we held virtual town halls in the spring of 2013 seeking
input on the value of membership and how to improve
benefits and overall relevance. This input is being
incorporated into an Associate Patron Value Statement to

MUNICIPAL

be finalized later this year. Contact information for all
Board members is listed on our website and members
are encouraged to contact any Board member or the
Executive Director with questions, ideas or input.
Growing the membership and increasing
brand awareness.
Since 2011, MISA Ontario has nearly doubled
membership in the Associate Patron category (vendors),
and currently has 118 members in good standing.
Similarly, the number of Municipal Members has
increased over the same period by over 10 per cent, with
current membership at 122 municipalities. We continue
to support this pattern of growth through participation
in other association conferences, communicating
MISA events to non-members via email, setting up an
opt-in newsletter subscription and adding non-member
municipalities to the circulation of Municipal Interface.
Membership growth is a priority and the Board will
continue to support this initiative over the coming months.
Website Exploitation. MISA’s new, chapter-integrated
website was launched in January of this year and has
been embraced by the member community. Its many
advantages include career and RFP postings, document
share areas, team rooms, directory search, survey hub,
social media connectivity and a robust events module.
We employ a part-time webmaster who maintains and
updates the new website.
Annual Member Survey. Staying connected with the
membership is critical to the evolution of our strategic
plan. In 2011, we implemented an annual member
survey that assists the Board and Committees to identify
priorities. We provide periodic updates in the Board
Newsletter, via email communication, at the Associate
Patron Luncheon and at other regional events.
Identifying and promoting good and best practices.
Over 150 volunteers participate in the work of our
Committees, SIGs and working groups, and we
welcome new volunteers each month. Volunteerism is the
foundation on which MISA Ontario was built and plays
an integral role in all that we undertake.
Improving online communication and collaboration.
A formal Communications Plan was endorsed by the
Board in 2012. The Communications & Web Committee
is using this plan to improve our online communication
and collaborative efforts. We launched an e-version of
Municipal Interface early in 2013, which can be found
on the MISA website. From a social media perspective,
we have over 500 members who participate in MISA’s
LinkedIn group and our news feed is now connected
to Twitter and Facebook. Members of Committees,
SIGs and working groups are utilizing the new
website as a collaborative tool and have access to
messaging, document share and live chat to enhance
team collaboration.
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Providing an enhanced events program.
Every member survey tells us how important our events
and networking opportunities are to the membership.
In order to provide additional opportunities, an Events
Committee was struck in 2012. Its members work closely
with the host committees of the Annual and IT Security
Conferences. Additionally, this Committee spearheads
the organization of regional and social events which
occur throughout the year. Since 2012, we have hosted
eight regional professional development workshops on
a variety of topics. We also instituted two annual social
and networking events in 2012 – a snow day in January
and a golf day in August. We are currently planning
the 2014 Calendar of Events and welcome suggestions
from members.
Increasing MISA’s advocacy role.
We take the opportunity to be the voice of municipal IT
professionals when an opportunity is appropriate. Since
2011, we have partnered with AMCTO to advocate on
Accessibility for Ontarians with Disabilities Act (AODA)
legislation as well as OMERS Bylaws #4 and #13. We
also partnered with MISA/ASIM Canada on the 700Mhz
Spectrum Project in 2012.
Managing and endorsing projects.
An initial call for projects was initiated in 2011, resulting
in five proposals for funding and support. The Housing
Collaborative Initiative proposal drew support from a
number of municipalities and is progressing well towards
implementation. An Apps Sharing initiative has been
developing behind the scenes and may soon be available
on the MISA website. The Member Services Committee
will call for projects over the coming months.
Building stronger partnerships.
The External Relations SIG has established a strong
relationship with the Province of Ontario. MISA volunteers
act as brand ambassadors with like-minded organizations
such as the Association of Municipal Clerks & Treasurers
of Ontario (AMCTO), the Association of Municipalities
of Ontario (AMO) and the Ontario Small Urban
Municipalities (OSUM). Most recently, MISA Ontario
and URISA Ontario partnered on a very successful GIS
workshop which drew nearly 100 participants.

WHAT’S NEXT?
A strategic plan is a living document that must be
reviewed and adjusted as necessary on a regular basis.
The Board reviewed the plan in 2012 and again in
2013, making adjustments to priorities and timelines as
necessary. As we look forward to 2014, the last year of
the current plan, the Board is committed to leading a more
robust analysis and engaging the membership in a similar
process to what was undertaken in 2009 and 2010. We
look forward to your participation in MISA’s evolution! ■
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Municipal News Across Canada

York Regional Council Approves Open Data Program
AFTER A ONE-YEAR pilot project, York Regional Council
today approved an Open Data program for the Regional
Municipality of York. Open Data refers to the release of
data maintained by government without charge, through
on-line catalogues to the community and private sector,
so it can be used in new and innovative ways. Making
authoritative government data available enables private
sector businesses to add value to it, rather than trying
to duplicate it, which reduces their costs and helps them
grow. Within government, Open Data reduces the staff
effort and associated costs in distributing data and
administering data licenses. York Region is building on
the best practices of other jurisdictions. The Region set-up
a pilot Open Data site in 2012 to determine resourcing,
benefits, risks and to develop recommendations on how
to move forward. More than 2,500 downloads have
occurred, showing strong demand for information exists.
The new program includes a guiding set of principles, an
Open Data license and a process for publishing data.
For more information, visit the York Region Open
Data website at www.york.ca/opendata or call
905-830-4444, ext. 1546.

City of Burlington Uses Bluetooth Technology
to Manage Street Congestion
The City of Burlington is testing new traffic data
collection devices that use Bluetooth and GPS technology
to collect travel time information from vehicles travelling
on city streets. This innovative technology will be used to
help transportation staff adjust the timing of traffic signals
to better manage congestion and traffic flow. The data
will also help plan more effective road improvements.
The technology only collects publicly available
information through data recorders installed in strategic
locations next to the roadway. The device does not
collect any personal information that would identify the
vehicle or its occupants. When a motorist with an active
Bluetooth device passes by the data recorder it picks
up the “ping” from the device and records the time and
date the device passed that location. When that same
Bluetooth device passes another data recorder, the travel
time can then be determined. Using this information
together with the device’s onboard GPS, the average
travel speed can also be calculated. The method the city
is currently using to determine travel time is to have staff
drive the route and record the travel times. The devices
are currently installed in three locations throughout
the city. Pending results of the pilot program, the city
hopes to expand the program and add more devices

in multiple locations. For additional information contact
chris.day@burlington.ca

City of Welland Website Equipped
with ReadSpeaker
The City of Welland Accessibility Advisory Committee
(AAC) was established by City Council in 2003. Since
then, the AAC has made some great strides to best
create a barrier-free community that assists people of
all abilities and make Welland a better place to live,
work, and play. ReadSpeaker takes the text from a
website and instantly gives it a voice. The user simply
chooses the listen button and lets the program deliver
the content with a user-friendly approach. The program
collects the text, produces the audio, and streams it to
the user instantly.
Along with initiating the new ReadSpeaker
program, the AAC has assisted in direction with other
accessibility projects throughout Welland. The AAC
spearheaded the use of assistive listening devices in
council chambers and real time captioning for public
meetings. Most recently, the AAC assisted with selecting
the UbiDuo (Face- to-Face Communication System) and
the Porta-Loop-3 (Audio Induction Loop System). These
fully accessible communication tools are available to
customers at Civic Square. For more information on
how to operate the ReadSpeaker program please visit
www.readspeaker.com.

City of Vancouver Adopts Open
Government Licence
The City of Vancouver has adopted the Canadian Open
Government Licence (OGL), significantly enhancing the
City’s open data program and marking progress on its
Digital Strategy initiative to expand open data. The OGL
is simple and easy to understand, and allows open data
to be combined from multiple providers. This is a major
step towards encouraging wider use of open data and,
in turn, delivering more value to the public.
The primary goal for adopting the OGL is to enable
users to access Vancouver’s data under the same
legal framework as other government agencies across
Canada. Vancouver joins the Government of Canada,
Provinces of BC, Alberta, and Ontario, and the cities of
Nanaimo, Edmonton, and Toronto in adopting the OGL.
The OGL was published by the federal government
in June 2013 through public consultation and in
collaboration with several provincial governments. ■
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Governance Issues
By Roy Wiseman
Executive Director,
MISA/ASIM Canada

Progress
on Identity
Management

AFTER MANY FALSE starts, it seems that Canadian
federal and provincial governments are finally making
progress on identity management. This was never
an area in which municipalities could lead the way,
but now that the trail is being blazed, it is time for
municipalities to monitor developments and incorporate
them into their own plans.

adds “something that I am” (inherence factor) in the
form of a biometric identifier (fingerprint or voiceprint,
for example.)
Finally, for online banking, the banks establish yet
another set of identity credentials, consisting of a user
ID (generally the bank card number) and password, for
access to bank services from a home computer.

What is Identity Management?

Levels of Assurance

Identity management is one of those topics that seems
to confound many of us. To understand electronic
identity management, it may be helpful to look at the
process in the physical world. For example, to open
a bank account, I will typically appear at a bank
branch and present two or more identity documents to
prove who I am. Such documents are almost always
government-issued: birth certificate, driver’s licence,
passport, et cetera.
By themselves, the documents establish only that the
person with the presented identity exists. By appearing
in person, I confirm that I am the person referenced on
the documents. While my physical possession of the
documents provides one indication, the documents may
also contain a photo, signature or other descriptive
information (gender, height, weight, eye colour, hair
colour, such as on drivers’ licences or passports) which
can further confirm my identity.
Of course, this process is not foolproof. Documents
may be faked or stolen, photographs altered, and
signatures forged. However, the process provides
sufficient assurance for most purposes (like opening a
bank account), even if a more rigid standard might be
required for obtaining a foundation document (such
as a passport) in the first place. In fact, banks rely on
government-issued documents precisely because they
assume that governments have applied reasonable
rigour before issuing them.
Once I establish my identity, the bank issues yet
another identity credential (a bank card), which I
can then use to access bank services including my
bank accounts, both in person and remotely (at ATM
machines, online banking, mobile banking). To provide
additional protection against the card being lost or
stolen, the bank associates it with a password or PIN
to be provided with each use. This is an example
of “two-factor authentication,” which requires both
“something that I have” (possession factor = the bank
card); and “something that I know” (knowledge factor =
the password). More secure three-factor authentication

In this example, the bank has taken reasonable steps to
confirm my identity before issuing the bank card. Other
organizations may not have the same requirement for
confirming identity before providing access to their
services. Organizations such as Hotmail or Facebook
allow self-identification with little or no confirmation,
accepting the risk that this may be a fictitious identity.
Many municipal applications (for example, registering
for recreation programs) may have similarly low
requirements for identity assurance, such that selfregistration without confirmation is good enough.
The assurance level associated with a specific
identity/credential can be mapped into a four or five
level hierarchy, roughly as follows:
• Unverified – Individual self identifies with no
verification and may not provide a real name;
• Low – some verification provided – e.g., a
verification document or information linked to the
claimed identity;
• High – identification substantiated by in-person (or
equivalent) presentation of credentials, including
photo ID, signature, etc.
• Very High – identity proofing, including
presentation of credentials, as above, and
corroboration by one or more trusted third parties.
The level of assurance determines the types of services
for which a given identity/credential can be used.
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Government of Canada GCKey
Like the banks, the Government of Canada wished to
establish a single set of identity credentials that could
be used to access any of their services. To address this
need, the government now allows individuals to create
a GCKey (user ID and password), described as “your
passport to Government of Canada online services.”
Registration requires only basic information (name,
address, social insurance number, mother’s maiden
name), meaning that, by itself, the GCKey provides a
low level of assurance. However, before being used for
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GCKey marks a significant advance from each
government service issuing its own unique user IDs
and passwords, resulting in one individual potentially
having many such identities issued by different
branches of the same government.
a specific service, the GCKey must be registered for
that service, which may require additional validation
appropriate for the requested service. For example,
Canada Revenue Agency may request a specific figure
from a previous year’s tax return before linking your
GCKey to your tax information.
GCKey marks a significant advance from each
government service issuing its own unique user IDs and
passwords, resulting in one individual potentially having
many such identities issued by different branches of
the same government. The common identifier (GCKey)
can be linked to different “accounts” in back-end
systems, meaning that these systems do not need
to change. In fact, maintaining separate back-end
identifiers enhances privacy by making it more difficult
to integrate information across different systems. One
can also build technical or legislative protections such
that the common identifier cannot be used to provide
cross-system linkages.
Notwithstanding such protections, those concerned
with using a single identity to access multiple
government services can use their GCKey only for
specific services – or can create separate GCKeys for
each service (which rather defeats the purpose of a
common identifier).

Government of Canada Secure Key Concierge
But the Government of Canada is also moving beyond
relying exclusively on government issued and managed
identities. Most citizens interact with their governments
relatively infrequently, meaning that they may not
remember previously issued government user IDs and
passwords when they are next needed. On the other
hand, 67 per cent of Canadians have used online
banking services in the past year. For 47 per cent, this
is their main means of accessing banking services,
meaning that they are probably using their online
banking credentials on a regular basis.
Instead of a government-issued GCKey, why not
allow citizens to access government services using the
same credentials (bank card number and password)
that they use for their online banking? With SecureKey
Concierge, the Government of Canada has negotiated
agreements with three of the big five Canadian banks
(Bank of Montreal, ScotiaBank and Toronto Dominion)
to provide such an option. It seems likely that other
banks will enter into similar arrangements.
As with GCKey, one needs to register the online
banking credentials with each government service for

which they are to be used, which may again require
additional validation steps. However, once this is done,
the banking credentials work exactly the same as
a GCKey.

Federated Identity Management
SecureKey Concierge provides an example of federated
identity management, in which identity documents
(credentials) issued by one organization will be
accepted by other organizations. Just as the bank
accepts government-issued drivers’ licences or passports
to open an account, the government will now (with
appropriate agreements and processes in place) accept
a bank card and associated password for accessing
government services.
In the longer term, identity credentials used to access
government services may go beyond those provided
by the governments themselves or by the banks. For
instance, a cellphone/cellphone number provides a
low-level credential, with some elements of two-factor
authentication (possession of the device and associated
password). In the future, with some additional identity
validation, cellphones might also be used to access at
least some government services.
While not essential for federated identity
management, the concept can be facilitated by a third
party broker. Instead of each organization (relying party)
confirming credentials with each issuing organization,
these can be deposited with a third party (authoritative
party), who can confirm credentials on behalf of all
participants. Such an approach can also insulate use of
credentials from the issuing party; for example, the bank
will not know that I have used my bank credentials to
access a specific government service.

BC Services Card – Beyond User IDs
With their BC Services Card, the Government of British
Columbia seems initially to be adopting a different
approach to identity management. In reality, however,
the BC and Canadian Governments have been
working in close partnership (observed closely by other
provincial and territorial governments), so that it seems
likely that ultimate solutions will include elements of
both approaches.
While initially a single-card replacement for a
provincial health card and driver’s licence, the longerterm goal is to enable use of the BC Services Card
to access all BC Government online services. In this
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regard, the BC Services Card will become a more
advanced version of GCKey.
Since the BC Services Card will be issued as part
of the normal replacement process for either a drivers
licence or health card, with the associated in-person
identity confirmation processes, it will provide high
identity assurance. It also has includes an embedded
chip and bar code which can be read on appropriately
equipped computers or kiosks, facilitating its future use
for a wide range of government services.
While raising concerns in some quarters that it
might become a “mandatory government-issued
identity card,” the BC Services Card may represent the
wave of the future in providing convenient, integrated
access to government services. Though a number
of other provincial and territorial governments issue
voluntary identity cards, largely as a convenience
for those without a driver’s licences, all are quick to
stress the voluntary nature of these cards. None have
so far committed to using such cards to access online
government services. Nor have the cards necessarily
been designed for such use.

Future Directions
Given the above initiatives in the Governments of
Canada and British Columbia, municipalities may

wish to consider the following likely scenarios in their
identity-management planning:
• Citizens will increasingly expect the option of
a single identity that will allow them, at their
option, to access multiple services provided by the
same government;
• Citizens will increasingly expect to use third-partyissued credentials (bank cards, cellphones) to
access municipal services;
• Provincial and territorial governments will move
cautiously, following the BC model, into providing
high-technology services cards and enabling access
to their services using these cards. Municipalities
(and the Government of Canada), may consider
allowing use of these provincial/territorial services
cards to access their services;
• A federated identity management infrastructure
and set of standards will emerge to facilitate use
of both government and private sector identity
credentials to access both government and private
sector services.
Elements of all of these scenarios are already in
place and will gain momentum in the coming years.
MISA/ASIM Canada may wish to work with other
governments and the private sector in facilitating one
or more municipal pilots to further explore one or
more of these options. ■
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