ne MISAC
il = MURNICIPAL INFORMATION 5YSTEMS ASSOCIATION OF CALIFORNIA

Aug 17th — 2018 MISAC Central Chapter Meeting @ 9:00am - 2:45pm
City of Roseville — 316 Vernon St, #300, Roseville CA 95678

Hotel — Hyatt Place, Next to Roseville Galleria Mall (220 Conference Center Dr, Roseville CA)

Focus — Cyber Security [5]
=]

8:30am Breakfast & Social Engagement Tangent / Microsoft
9:00am Call To Order (Sae) / Last Meeting Recap Sae—Roseville
9:15am Chapter Business @ (Committee)
o Destination Trip 2018 after Conference
e 2018 Chapter Election (& Nomination)
9:30am State Board Reporting @ Tim —EID, Bryon—
Fresno, Miguel-SLO
10:15am | Legislative Committee Update — Cyber Security Bills @ Tom—Roseville
California State Technology Services Advisory Council (TSAC) MISAC Legislative
e Cloud Strategies, CalNET4, & State Contracts Committee
e Assembly, Senate / Congress, Federal Bills on Privacy & Cyber Security @
**See slides on pages 3-11**
10:45am | BREAK
11:00am | Tangent/Microsoft — Increase Your Office365 Security @ Tom Holmes /
o Threat Categories * Exchange Security Measures Sherman Crancer—
e Other Security Measures * Security Feature License Requirements Summary | Tangent & Microsoft
See presentation slides here: https://sway.com/gbOSEqgdiXHsr5TH?ref=Link
12:00pm | Lunch Converged One
12:30pm | MISAC Excellence in IT Practices Award Chris—South Tahoe,
Jason—-Tulare
1:00pm MISAC Security Committee Update / Presentation Robert Lee—Chair
e Who are the MISAC Security Committee MISAC Security
e Partnership effort with UASI and MS-ISAC on Cyber Security Committee
1:15pm RoundTable Discussion — Case Study David—Visalia
e City of Visalia Discusses process they went through when they discovered a
potential issue.
1:45pm Converge One — 8 Cybersecurity Lessons from 2018 @ Adam Eisenberg-
¢ Emerging Trends in Cybersecurity Converged One
¢ Review of Compliance Impacting City Departments
¢ Steps to address the gaps in your People, Process, and Technology
¢ Best Practices on how to create a sustainable Security Program
e See presentation slides here: https://www.dropbox.com/s/vddqOnajdula5tb/8%20Security%20Lessons%20Fron%202018.pptx?dI=0
2:45pm Adjournment

Next Meeting Dates/Place: Annual Conference Sept 30"- Oct 3™ — Rancho Mirage

2018 Destination Trip — Early November!



http://www.misac.org/
Chris Skelly
$10/person

Majority at mtg interested in attending

Chris Skelly
Asking about ads on MISAC website.
 - recommend using ad space to recommend products 
- paid vs. featured( successful partnership and recommendation from membership)

State MISAC conferences 
- close to 100% membership presented


Chris Skelly
28 members
2 guests
5 Sponsors
- 2 with Tangent
- 3 with Converge Once



Chris Skelly
Legislative committee:

- TSAC: Tom city of Roseville 
AB375- (passed)CA version of GDPR consumer data protection
US version introduced in April
Consumers can request from businesses what PD and opt in or out collecting and ask org to remove
Private only, not government
Does exclude Public Records

AB2225 - (3rd reading) - Security guidelines and standards for storing public records (for cloud vendors)

AB1906 & SB327 - (suspense) - Internet connected device security

AB 2813 - (suspense) - OES cyber integration Center to create incident response team

AB1859 - (suspense) - credit agencies must protect PII -ca citizens can sue

SB 532 - Inactive - adding cyber terrorism to emergency list

Shift in Corp scams and data theft to hackers going after large scale government infrastructure breaches

EO13800 - strengthening the cyber security of Fed.  Networks and critical infrastructure. 

S. 2639 US version of GDPR
 
Suspense means evaluating financial impact


Collaboration with state
- No technology governance process
- Tech. Services Advisory Council
- Multi department + vision 2020
2020 Strategic Plan
- TSAC was born out of the strat. Plan
- CalNet v4 in development 
- 

Chris Skelly
S. 3157 oppose oppose oppose. Removes controls. Small cell federal bill

if passed, carriers gain control of public assets, processes, and fees regarding small cell implementation 

Chris Skelly
Malicious Employee

G3+ATP+EMS

Riverside contract pricing can fluctuate 

Tangent working on month to month pricing and annual pricing

Office 365 security score?

Chris Skelly
Formed this year
Goals:
- Have every agency join MS-ISAC
- Develop a Cyber Liability’s Insurance program
- Standards like NIS
- Vulnerability assessment offering

Top 10
Cyber Security is number one
State CIO’s 


Chris Skelly
Visalia shared a recent lesson learned from a data leakage event at the city. 

Chris Skelly
$225/record breached 

Money is not the problem

"Perimeter is the wrong parameter"

typically see 16 OS’s per client scanned

Environments are becoming more complex

Dwell time- the time you are breached to the time you noticed it happened

Ransomeware had 35x growth in 2018 (11.5 billion industry annually expected in 2019)

Endpoint software is not enough

Satan (ransomeware as a service)

Firestorm Converge One Security 
Showdown site to see vulnerabilities 

GitHub was hit with a 1.35 Tb/sec (15000Hd streams)

Faxploit - all in one machines 
Simply requires a traditional fax submission with malicious code

Simulated phishing is not the only phishing, look at social eng, snail mail, 

 Ext steps:
Waves

Workshop

Zero trust webinar



https://sway.com/gbOSEqgdiXHsr5TH?ref=Link
https://www.dropbox.com/s/vddq0najdu1a5tb/8%20Security%20Lessons%20From%202018.pptx?dl=0
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Cybersecurity Legislation
2018

Tom Pelster
City of Roseville - Information Technology

August 2018 RO



2018 State Legislation

= AB 375 (passed) — California version of the EU
GDPR

« AB 2225 (3" reading) — Security Guidelines /
Standards for storing public records (for cloud
vendors)

= AB 1906 & SB 327 (suspense) — Internet
Connected Device security

= AB 2813 (suspense) — OES Cyber Integration
Center to creat incident response team




2018 State Legislation cont.

= AB 1859 (suspense) — Credit Agencies must
protect Pll — residents can sue for damages

= SB 532 (inactive) — Adding Cyberterrorism to
emergency list

= Trend - Bills to protect Election Data




Federal Legislation

= Shift in recent years from corporate scams and
data theft to foreign hackers and large scale
government infrastructure breaches

= EO 13800 — Strengthening the Cybersecurity of
Federal Networks and Critical Infrastructure

= S. 2639 (introduced in April) — US version of the
EU GDPR




Other Federal Legislation

= S. 3157 — Okay so its not a Cyber BiIll....
But you need to oppose this one!

= US Version of SB 649

= Carriers gain control of public assets, processes
and fees regarding small cell implementations




Tom Pelster _
City of Roseville - Information Technology

August 2018



TSAC

= Technical Services Advisory Councill
= Multi-department + local gov

= Part of the State’s 2020 Technology Strategic
Plan

= Focused on ensuring effective delivery of State
technology services for State and Local Gov




CalNet v4

= Guidance, Policy and Pricing for Network and
Telecom Products and Services

= CalNet 3 expiring
= Developing version 4
= Extended Committee to Local Gov

= Pre-solicitation for Cellular voice and data
services

= Working closely with DGS regarding other
technology products and services

= Currently deciding on what is the priority




Cybersecurity is Everyone's
Responsibility!
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