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IN THE UNITED STATES DISTRICT COURT

6
FOR THE NORTHERN DISTRICT OF CALIFORNIA
7
8
9

WAYMO LLC,

11
For the Northern District of California

United States District Court

10

12
13

Plaintiff,
v.

ORDER GRANTING IN PART
AND DENYING IN PART
PLAINTIFF’S MOTION FOR
PROVISIONAL RELIEF

UBER TECHNOLOGIES, INC., et al.,
Defendants.
/

14
15
16

No. C 17-00939 WHA

INTRODUCTION
In this action for trade secret misappropriation, patent infringement, and unfair

17

competition, plaintiff moves for provisional relief. The motion is GRANTED IN PART and

18

DENIED IN PART.

19

STATEMENT

20

By way of summary, this order finds plaintiff Waymo LLC has shown compelling

21

evidence that its former star engineer, Anthony Levandowski, downloaded over 14,000

22

confidential files from Waymo immediately before leaving his employment there. The evidence

23

shows that, both before and after his departure, Levandowski and defendant Uber Technologies,

24

Inc., planned for Uber to acquire Levandowski’s new companies, defendants Ottomotto LLC

25

and Otto Trucking LLC, and to hire Levandowski as the head of its self-driving car efforts.

26

Moreover, defendants and Levandowski anticipated and took steps to defend against litigation

27

with Waymo in connection with his move to Uber. Significantly, the evidence indicates that,

28
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1

during the acquisition, Uber likely knew or at least should have known that Levandowski had

2

taken and retained possession of Waymo’s confidential files. Waymo has also sufficiently

3

shown, for purposes of the instant motion only, that the 14,000-plus purloined files likely

4

contain at least some trade secrets, and that some provisional relief is warranted while this case

5

progresses toward trial. The scope of relief warranted at this stage, however, is limited by

6

several countervailing factors. As nonexhaustive examples, not all of Waymo’s 121 asserted

7

trade secrets actually qualify as such, and few have been traced into the accused technology.

8

Waymo’s patent infringement accusations on this motion also proved meritless. Accordingly,

9

this order grants important but narrowly-tailored provisional relief necessary to equitably
balance the parties’ competing needs at this stage. Now follow the details.

11
For the Northern District of California

United States District Court

10

*

*

*

12

Waymo and Uber compete in the nascent self-driving car industry. Both companies

13

have set their sights on developing custom, in-house Light Detection and Ranging (LiDAR)

14

technology that helps self-driving cars “see” their surroundings. Both sides see such technology

15

as a tremendous advantage over the commercially-available, off-the-shelf LiDAR systems

16

currently used in self-driving cars.1

17

Waymo has supplied a compelling evidentiary record that Levandowski resigned

18

without prior notice from his position at Waymo under highly suspicious circumstances with

19

over 14,000 confidential Waymo files in tow to become the head of Uber’s self-driving car

20

team. Waymo now seeks to leverage that evidence into a preliminary injunction and other relief

21

against defendants based on claims that defendants misappropriated Waymo’s trade secrets and

22

infringed its patents pertaining to LiDAR. For their part, defendants seek to steer Waymo’s

23

misappropriation claims into arbitration by invoking an arbitration clause in Levandowski’s

24

employment agreements with Waymo. Defendants’ motion to compel arbitration is addressed

25

in a companion order.

26
27
1

28

Waymo originated and existed as Google Inc.’s self-driving car project (codename “Chauffeur”)
before spinning out into a separate subsidiary under the same parent company, Alphabet, in December 2016.
This order refers to both Chauffeur and Waymo as simply “Waymo.”

2
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1
2

The following is supported by the motion record and, unless otherwise indicated, is
likely to be proven at trial, for the most part without contradiction.2

3

In summer of 2015, while working for Waymo, Levandowski told coworker Pierre Yves

4

Droz that it would be nice to create a new self-driving car startup; that he had talked with Brian

5

McClendon, an Uber executive involved with Uber’s self-driving car project; and that Uber

6

would be interested in buying the team responsible for Waymo’s LiDAR (Dkt. No. 25-31 ¶ 28).
On December 3, 2015, Levandowski used his company-issued work laptop to search

For the Northern District of California

United States District Court

7
8

Waymo’s intranet for “chauffeur svn login” and “chauffeur svn eee setup.” “SVN” referred to

9

Waymo’s password-protected repository of design files, schematics, and other confidential

10

information (Dkt. No. 25-29 ¶¶ 12, 15). To protect the contents of the SVN repository, Waymo

11

encrypted and authenticated all ingress and egress traffic against a regularly audited list of

12

specific authorized users. Additionally, the SVN repository could be accessed only through

13

specialized software called TortoiseSVN (Dkt. No. 25-47 ¶ 25).
On December 11, 2015, Levandowski equipped his work laptop with TortoiseSVN, then

14
15

used that laptop to download over 14,000 files from the SVN repository. The 9.7 GBs of

16

downloaded data included 2GBs from LiDAR subdirectories. On December 14, Levandowski

17

attached a portable data transfer device to his work laptop for approximately eight hours. On

18

December 18, he reformatted that laptop with a new operating system, wiping it clean. On

19

January 4 and January 11 of 2016, he also used his corporate account credentials to export six

20

additional documents pertaining to Waymo and LiDAR from Google Drive to a personal device

21

(Dkt. No. 25-29 ¶¶ 16–19, 21–23).

22

On January 5, Levandowski told Droz he planned to “replicate” Waymo’s LiDAR

23

technology at his new company (Dkt. No. 25-31 ¶ 27). Meanwhile, emails between Uber

24

executives on January 12 and January 13 showed they had prepared a document titled “NewCo

25

Milestones v5” for Levandowski to review in advance of a meeting the following day. While

26

discovery has yet to unearth the document itself, Uber executive John Bares described it as “full

27
28

2

For the benefit of the court of appeals and with apologies to the public, all record citations herein are
to the unredacted versions of the documents cited.

3
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1

of numbers all of which can and should be adjusted and negotiated . . . over the next week.”

2

Referring to the same document, he told another Uber executive, “this list of deliverables is a

3

high bar for sure. But then again so is what [Levandowski] is asking for in $$.”

For the Northern District of California

United States District Court

4

On January 15, Levandowski formed Ottomotto (Dkt. No. 27-21). Later in January,

5

Levandowski admitted to Droz that he had met with Uber to look for investors for his new

6

company (Dkt. No. 25-31 ¶ 29). On January 27, Levandowski resigned from Waymo without

7

prior notice. By January 29, internal emails at Uber reflected communications made in

8

confidence by Levandowski or his attorney and shared pursuant to “joint defense agreement” to

9

further investigation for the purpose of obtaining or giving legal advice, “in anticipation of

10

litigation,” regarding “due diligence” for the potential acquisition of Ottomotto (Dkt. No. 272-2

11

at No. 2060). On February 1, Levandowski formed Otto Trucking (Dkt. No. 27-22).

12

By March, Uber had directed Stroz Friedberg — a firm specializing in, among other

13

things, digital forensics, intellectual property, and litigation support — to prepare a “due

14

diligence report” on its investigation and analysis of files and electronic media from

15

Levandowski. On April 11, defendants, Levandowski, and their counsel executed a written

16

joint defense agreement (Dkt. No. 147-1). In other words, it seems Uber performed specialized

17

“due diligence” on Levandowski with an eye toward jointly defending against potential

18

intellectual property litigation with Waymo as a result of his move to Uber.

19

In June and July, Sameer Kshirsagar (then a Waymo manager who, among other things,

20

negotiated with LiDAR hardware suppliers) used his corporate account credentials to export

21

five documents from Google Drive. In July, Radu Raduta (then a manufacturing engineer in

22

Waymo’s LiDAR department) likewise exported three more documents (see Dkt. No. 25-29 ¶¶

23

24–29). In late July, Kshirsagar and Raduta left Waymo to join Levandowski at Otto.

24

In August, Uber bought Otto for approximately $680 million and hired Levandowski to

25

lead its self-driving car efforts. In his new position, Levandowski reported directly to Uber

26

CEO Travis Kalanick (Dkt. Nos. 27-23, 27-25). At the time of its acquisition, Otto was

27

working on a LiDAR project called “Spider,” which continued at Uber until October 2016. In

28

late October of 2016, Uber abandoned Spider in favor of its current LiDAR project, “Fuji.”
4
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1

Details about both Spider and Fuji are discussed further below in the context of the parties’

2

arguments concerning Waymo’s asserted trade secrets.

For the Northern District of California

United States District Court

3

Meanwhile, in summer of 2016, Waymo had become suspicious over the abrupt exodus

4

of employees to join Levandowski and investigated the circumstances of their departures.

5

Around October 2016, Gary Brown, a forensics security engineer at Google, discovered the

6

aforementioned downloading by Levandowski, Kshirsagar, and Raduta (see Dkt. No. 25-3 at 9).

7

On December 13, Waymo employee William Grossman became an accidental recipient on an

8

email string among employees at Gorilla Circuits, one of Waymo’s LiDAR component vendors.

9

The email concerned Otto and Uber but somehow got mis-sent to Grossman. It was also sent to

10

“Uber@gorillacircuits.com,” featured the subject line “OTTO FILES,” and appended machine

11

drawings of a printed circuit board (the “Gorilla drawings”). Waymo claims the depicted

12

printed circuit board design for Uber closely resembles the design for Waymo’s own current-

13

generation LiDAR system, Grizzly Bear version 3 (GBr3) (Dkt. Nos. 25-45; 245-3 at 3).

14

On February 3, 2017, Waymo filed a public records request with the Nevada Governor’s

15

Office of Economic Development and Department of Motor Vehicles (Dkt. No. 27-31). On

16

February 9, Waymo’s request turned up a document titled “Autonomous Technology

17

Knowledge and Expertise,” which Otto had submitted in accordance with Nevada regulations

18

(“Otto’s Nevada submission”) (Dkt. No. 27-32 at 51–62). That Otto document stated in

19

relevant part (id. at 60–61):

20
21

Selected advanced self-driving technologies developed in-house
and/or currently deployed in Otto’s autonomous vehicles
include . . . LiDAR - In-house custom built 64-laser (Class 1)
emitting 6.4 million beams a second at 10Hz.

22
Defendants subsequently walked back this statement on March 15 — after the
23
commencement of this action — when Uber sent a letter to the Nevada DMV “clarifying that
24
any vehicles tested and certified by [Otto in Nevada] that used LiDAR only used ‘commercially
25
available’ LiDAR” (Dkt. No. 216 at 1). During oral argument on April 12, defense counsel
26
represented to the Court that the LiDAR mentioned in Otto’s Nevada submission was Fuji or
27
Velodyne (a commercially-available LiDAR system). In its reply brief, Waymo claims that —
28
5
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1

contrary to both defendants’ letter dated March 15 and the representations of defense counsel —

2

Otto’s Nevada submission actually referred to Spider, an assertion defendants don’t contest.

For the Northern District of California

United States District Court

3

Waymo filed this civil action on February 23 and moved for provisional relief on

4

March 10. On March 16, after a case management conference, an order approved a plan for

5

expedited discovery (Dkt. No. 61). On March 29, at Uber’s cryptic request, the Court convened

6

a non-public conference at which separate counsel appeared for Levandowski. At that

7

conference, defense counsel explained, “Before the acquisition [of Otto] some due diligence

8

was done. A third party prepared a report based on that due diligence. We intend to put that

9

report on a privilege log” (Dkt. No. 131 at 12:22–13:1). Levandowski through separate

10

counsel, however, broadly asserted his Fifth Amendment privilege against self-incrimination,

11

seeking to prohibit defendants from revealing certain information about the due diligence report

12

— even on a privilege log. (The transcript of that conference was eventually made public.)

13

On April 4, Levandowski filed a formal motion to intervene to seek to redact

14

defendants’ privilege log to conceal the identity of the third party that prepared the due

15

diligence report, as well as descriptions of items from Levandowski reviewed during its

16

preparation (Dkt. No. 147). On April 10, after briefing and argument, an order denied the

17

motion (Dkt. No. 202). Levandowski’s emergency appeal from that order was rejected.

18

Levandowski has also asserted his Fifth Amendment privilege against self-incrimination

19

in response to the vast majority of document requests and deposition questions directed at him.

20

This has frustrated Waymo’s attempts to learn how Levandowski has used the downloads.

21

In support of defendants’ opposition to the motion for provisional relief, Kshirsagar

22

submitted a sworn declaration stating that, while he did export five documents from Google

23

Drive as described above, he did so in furtherance of his job duties at Waymo and did not take

24

any copies of said documents with him when he left Waymo (Dkt. No. 184 at ¶¶ 9–15). He

25

further stated that he has not used any information from those documents in his work at Otto or

26

Uber, or used Waymo’s confidential information to make decisions regarding suppliers or

27

vendors for Otto or Uber (id. at ¶¶ 16, 18). His declaration also included copies of his signed

28
6
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1

offer letters with Otto and Uber, each of which required that he not bring or use any intellectual

2

property or confidential information from other companies.

For the Northern District of California

United States District Court

3

In contrast, defendants have not offered any declaration or other exculpating evidence

4

from Levandowski. Significantly, they do not deny that he took over 14,000 files from Waymo,

5

that Uber lured him with the possibility of acquisition as soon as (and before) he left Waymo, or

6

that Uber anticipated litigation from Waymo over that acquisition. Nor do they offer evidence

7

of any prophylactic steps taken specifically as to Levandowski — for example, offer letters like

8

those signed by Kshirsagar — to prevent him from bringing and using intellectual property or

9

confidential information from other companies. On the contrary, defendants represent that,

10

after diligent investigation, they could not find any documents “sufficient to show any ethical

11

wall or policy regarding Anthony Levandowski’s participation or input into Defendants’

12

LiDAR designs or other self-driving car technology” (Dkt. No. 246-19).

13

Instead, defendants’ main theme has been that none of the various term searches done in

14

expedited discovery thus far have located any of the 14,000-plus files on Uber’s servers.

15

Notably, however, whether those searches have been adequate under these circumstances has

16

been a subject of frequent and heated debate. Defendants have also presented an “independent

17

development” narrative in which they developed their own LiDAR technology without using

18

any confidential information from Waymo. That narrative, however, studiously omitted any

19

inquiry into Levandowski’s work, essentially erasing him from the history of Uber’s self-

20

driving car development. Put differently, the record shows Uber bought Levandowski’s

21

services for a tremendous amount of money and positioned him at the forefront of its self-

22

driving car efforts but is barren on how Levandowski has been earning that money and title.

23

To summarize, Waymo has made a strong showing that Levandowski absconded with

24

over 14,000 files from Waymo, evidently to have them available to consult on behalf of Otto

25

and Uber. As of the date of this order, those files have not been returned and likely remain in

26

Levandowski’s possession. The record further indicates that Uber knew or at least should have

27

known of the downloading but nevertheless proceeded to bring Levandowski and Otto on

28

board. Even after this litigation commenced, Uber kept Levandowski as the head of its self7
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1

driving efforts until his “recusal” from LiDAR development on the day before defendants’ sur-

2

reply in opposition to provisional relief (see Dkt. No. 295-4 at 2 & n.2).

For the Northern District of California

United States District Court

3

Defendants maintain that Waymo’s files never crossed over to Uber’s servers or devices

4

and that “Uber took strict precautions to ensure that no trade secrets belonging to a former

5

employer would be brought to or used at Uber” (Dkt. No. 222-1 at 8–9). These denials,

6

however, leave open the danger of all manner of mischief. For example, it remains entirely

7

possible that Uber knowingly left Levandowski free to keep that treasure trove of files as handy

8

as he wished (so long as he kept it on his own personal devices), and that Uber willfully refused

9

to tell Levandowski to return the treasure trove to its rightful owner. At best (and this has not

10

been shown), Uber may have required Levandowski, as a matter of form, to commit not to use

11

the Waymo files. But even if Levandowski so agreed, his word under these circumstances

12

would be cold comfort against the danger of trade secret misappropriation for Uber’s benefit.

13
14

ANALYSIS
This order decides Waymo’s motion based on the actual facts in the record (and

15

reasonable inferences therefrom) without resorting to “adverse inferences” based on

16

Levandowski’s assertion of his Fifth Amendment privilege or defendants’ alleged obstruction in

17

discovery. Here is why.

18

The history of this litigation has been and continues to be wrought with contentious

19

discovery disputes that fall into two categories. First, as stated, Levandowski has broadly

20

asserted his Fifth Amendment privilege in these proceedings. Second, defendants have also

21

asserted extensive claims of privilege in response to attempted discovery. The result has been a

22

proliferation of discovery battles, motion practice, and relentless concealment of likely

23

probative evidence, both documentary and testimonial, from Waymo’s view.

24

In response, Waymo has requested multiple adverse inferences in its favor. Specifically,

25

Waymo asks the Court to infer, based on Levandowski’s assertion of his Fifth Amendment

26

privilege and defendants’ withholding of discovery, that “(i) copies of Waymo’s files are in

27

Levandowski’s possession, (ii) Levandowski has brought copies of Waymo’s files to Uber on

28

his personal laptops and electronic devices (which Uber has admittedly never searched), (iii)
8

For the Northern District of California

United States District Court

Case 3:17-cv-00939-WHA Document 433 Filed 05/15/17 Page 9 of 26

1

Levandowski has accessed copies of Waymo’s files while ‘working from home’ for Uber, and

2

(iv) Uber has used the items delineated in Waymo’s Trade Secret List in its LiDAR

3

development” (Dkt. No. 245-3 at 13). During oral argument on this motion, Waymo’s counsel

4

stated, “If your Honor only rules on an injunction with just the evidence we’ve discovered . . .

5

then they will . . . get away with blocking and then using Levandowski’s Fifth Amendment

6

assertion to block [Waymo] from the evidence.” At this stage, this order disagrees and declines

7

to draw the foregoing adverse inferences on the bases asserted by Waymo, for three reasons.

8

First, Waymo itself embraced early on the foreseeable disadvantage of an incomplete

9

evidentiary record. It requested expedited discovery and insisted that this motion be heard and

10

decided quickly. For example, during a hearing on multiple discovery disputes on April 12, the

11

undersigned judge cautioned Waymo’s counsel, “you’re the one that wants this on a hurry-up

12

basis . . . you can’t have everything. So . . . we either have the hearing on May 3rd, but you’re

13

not going to get a full deck of cards . . . because it’s all expedited. It’s impossible to get

14

everything. Or we can push it off two months and you’ll get 25 percent more.” Waymo’s

15

counsel replied, “we don’t want to move the hearing, and we’re willing to do whatever it takes

16

to keep the hearing” (Dkt. No. 230 at 97:18–98:9). In other words, Waymo clearly understood

17

that it would not have the benefit of a full evidentiary record on this motion but pushed full

18

speed ahead anyway, confident that it could meet its burden of proof with less. It cannot now

19

complain that it should be excused from that burden simply because it failed, in the limited time

20

available, to drum up sufficient evidence to support all its requests for extraordinary relief.

21

Second, the specific adverse inferences Waymo seeks are unnecessary or unwarranted

22

on this record. That the 14,000-plus downloaded files remain in Levandowski’s possession can

23

be readily surmised from just the overwhelming evidence that he took those files with him when

24

he left Waymo, combined with the total absence of any evidence that he returned or otherwise

25

surrendered possession of the files. As to whether Levandowski ever consulted those files in

26

his work for Uber, defense counsel has admitted that nothing prevented him from doing so.

27

Whether Levandowski kept the files on personal or work devices and servers would make little

28

difference to his ability to consult the files. And, on this record, it would strain credulity to
9
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1

imagine that Levandowski plundered Waymo’s vault the way he did with no intent to make use

2

of the downloaded trove. Finally, as to whether Uber has used any information enumerated in

3

Waymo’s list of trade secrets, that is the main question on the instant motion. Accordingly,

4

Waymo has received expedited discovery — including an inspection of defendants’ LiDAR

5

devices, document production, and depositions of defendants’ engineers and experts — to shed

6

light on the answer. Insofar as Waymo still falls short of showing use as to certain asserted

7

trade secrets, this order declines to fill the gap with adverse inferences at this stage.

For the Northern District of California

United States District Court

8

Third, Waymo’s counsel was and remains wrong in suggesting that, if Waymo’s request

9

for adverse inferences is spurned, Waymo will have no future recourse. As the undersigned

10

judge pointed out during oral argument on this motion, provisional relief remains available

11

“right up to the day of trial.” If, as litigation continues, Waymo substantially improves its

12

showing of entitlement thereto, then it remains free to bring additional motions for such relief.

13

*

14

*

*

To obtain a preliminary injunction, Waymo must establish that it is likely to succeed on

15

the merits, that it is likely to suffer irreparable harm in the absence of preliminary relief, that the

16

balance of equities tips in its favor, and that an injunction is in the public interest. Winter v.

17

Natural Resources Defense Council, Inc., 555 U.S. 7, 20 (2008). In our circuit, “serious

18

questions going to the merits” and a balance of hardships that tips sharply in Waymo’s favor

19

can support issuance of a preliminary injunction so long as Waymo also shows a likelihood of

20

irreparable injury and that the injunction is in the public interest. Alliance for the Wild Rockies

21

v. Cottrell, 632 F.3d 1127, 1134–35 (9th Cir. 2011). Waymo relies on only its patent

22

infringement and trade secret misappropriation claims as the basis for this motion.3

23

1.

PATENT INFRINGEMENT CLAIMS.

24
25

Waymo’s patent theories are too weak to support any provisional relief. The reason can
be succinctly stated.

26
27
28

3

As this litigation proceeds, the parties shall instruct their experts to not rely upon or quote in any way
from this order as support for the experts’ opinions.

10
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1

In its motion, Waymo initially accused defendants of infringing U.S. Patent Nos.

2

8,836,922 (“the ’922 patent”) and 9,285,464 (“the ’464 patent”), both of which concern a

3

“fundamental common lens design” requiring a single, common lens to both transmit and

4

receive beams (see Dkt. No. 25-3 at 16). Those accusations relied on analysis by Gregory

5

Kintz, a hired expert witness who predicted under oath the existence of an infringing Uber

6

LiDAR system based only on extrapolation from the Gorilla drawings and Otto’s Nevada

7

submission (see Dkt. Nos. 25-3 at 17–19; 25-61 ¶¶ 11, 61–74). Contrary to Kintz’s prediction,

8

however, Fuji turned out to be a LiDAR system

9

common-lens design (see Dkt. No. 174-1 ¶ 7). Expert Kintz was flat-out wrong.

11
For the Northern District of California

United States District Court

10

. Among other distinctions, Fuji notably does not use a

In its reply, Waymo shifted from accusing Fuji to accusing Spider. But “Spider . . .

12

never evolved into a working prototype and was abandoned in October 2016,” and “a Spider

13

LiDAR . . . was never made, used, offered for sale, sold, or imported” (Dkt. No. 295-4 at 7).

14

Even if Spider used a common-lens design and would have infringed Waymo’s patents, it seems

15

clear that Spider is now defunct and does not need to be enjoined.

16

2.

17

TRADE SECRET MISAPPROPRIATION CLAIMS.
By contrast, the trade secrets case presented by Waymo does warrant provisional relief.

18

This order concludes that Waymo has established all four Winter factors as to its trade secret

19

misappropriation claims and that certain provisional relief is warranted, as detailed below.

20

A.

21

Waymo brings misappropriation claims under the California Uniform Trade Secrets Act

Likelihood of Success on the Merits.

22

and the federal Defend Trade Secrets Act, both of which offer essentially the same definitions

23

for our purposes. “Misappropriation” means:

24
25
26

(1) Acquisition of a trade secret of another by a person who knows
or has reason to know that the trade secret was acquired by
improper means; or
(2) Disclosure or use of a trade secret of another without express or
implied consent by a person who:

27
28

(A) Used improper means to acquire knowledge of the
trade secret; or
11
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1

(B) At the time of disclosure or use, knew or had reason to
know that his or her knowledge of the trade secret was:

2
3

(i) Derived from or through a person who had
utilized improper means to acquire it;

4

(ii) Acquired under circumstances giving rise to a
duty to maintain its secrecy or limit its use; or

5
6

(iii) Derived from or through a person who owed a
duty to the person seeking relief to maintain its
secrecy or limit its use; or

7
8

(C) Before a material change of his or her position, knew or
had reason to know that it was a trade secret and that
knowledge of it had been acquired by accident or mistake.

9
“Trade secret” means information that:
11
For the Northern District of California

United States District Court

10
(1) Derives independent economic value, actual or potential, from
not being generally known to the public or to other persons who
can obtain economic value from its disclosure or use; and

12
13

(2) Is the subject of efforts that are reasonable under the
circumstances to maintain its secrecy.

14

And “improper means” includes theft, bribery, misrepresentation, breach or inducement of a

15

breach of duty to maintain secrecy, or espionage, and excludes reverse engineering or

16

independent derivation. CAL. CIV. CODE § 3426.1; see also 18 U.S.C. 1839 (for brevity’s sake,

17

this order quotes only from the CUTSA).

18

As stated, Waymo has supplied a compelling record that Levandowski pilfered over

19

14,000 files from Waymo, and that Uber knew or should have known as much when it brought

20

him on board. The parties dispute, however, whether defendants have actually used any

21

information within those files. They also dispute whether any such information qualifies as a

22

trade secret. Since Waymo has also made a strong showing — and defendants have not

23

disputed — that it used reasonable efforts to maintain the secrecy of the files, the latter question

24

further boils down to whether any information within those files derives independent economic

25

value from not being generally known.

26

In this connection, Waymo’s descriptions of its asserted trade secrets follow a pattern of

27

claiming broad swaths of solutions to general competing considerations and engineering trade-

28

offs rather than the single, specific solution adopted by Waymo. The problem, of course, is that
12
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1

such considerations and trade-offs are known outside of Waymo. Every company in the field

2

can be expected to settle on some specific resolution thereof, and every company’s specific

3

resolution may well qualify as a trade secret. But it would be wrong to allow any company to

4

leverage a single solution into a monopoly over broad swaths of other solutions — for example,

5

merely because they all fall on the side of generally favoring a particular consideration over

6

others. To do so would be to allow monopolization of broad scientific or engineering concepts

7

and principles. Waymo’s gamesmanship on this score undermines its credibility on this motion.

8

That being said, Waymo has shown at least serious questions going to the merits

9

11
For the Northern District of California

United States District Court

10

concerning whether some information within the 14,000-plus downloaded files has been used
by defendants and qualifies for trade secret protection. Two examples will suffice.
First, Waymo claims as a trade secret

12
13
14

(Dkt. No. 25-7 ¶ 7). At face value, this asserted

15

trade secret broadly captures the concept of

16

LiDAR transmit block. The problem is that there are, broadly speaking, only three possibilities

17

— overhang, underhang, or hanging exactly flush. The engineering pros and cons of each are

18

generally known. To claim a broad swath of all

19

face of this criticism, Waymo has now retreated to claiming

20
21

diodes on printed circuit boards in a

solutions is thus not credible. In the

(Dkt. No. 245-3 at 5).4

Uber’s Fuji uses precisely this
When the Court asked what was so special about the

22

responded that it arrived at

23

error, and spent years validating it in a production environment. The

24

Waymo’s resulting knowledge about the benefits of particular amounts of

25

against associated drawbacks with intentional

, Waymo

“after months of research and development and trial and
reflects
weighed

.” In short, Waymo now claims its

26
27
28

4
Although both sides and this order refer to the design at issue as
, it
should be noted that all agree the actual
with respect to LiDAR printed circuit boards will
vary simply due to manufacturing tolerances. This practical caveat does not, however, alter the analysis, since
all agree that the designs for Fuji and GBr3 both specifically call for
.

13

Case 3:17-cv-00939-WHA Document 433 Filed 05/15/17 Page 14 of 26

1

is not well known and qualifies as a trade secret because it is

2

and optimally balances competing considerations associated with

3

diode placement (Dkt. No. 360-1 at 2–3). This

4

qualify as a trade secret. Uber’s Fuji indeed

5

Defendants do not deny this and have no credible explanation for how they arrived at

7

Further discovery may ultimately disprove even Waymo’s revised position that

8

is not generally known and economically valuable in the field. At this stage,
however, the record at least indicates that Uber’s Fuji uses the
as does Waymo’s GBr3 with no excuse of independent derivation. Additionally,

11
For the Northern District of California

United States District Court

10

.

.5

6

9

would likely

may qualify as a trade secret insofar as it results from an iterative process to

12

optimally balance pertinent considerations, even if the general concept of

13

For example, while defendants have argued that technical literature in the field discloses

14

in general, they have not similarly shown that any literature discloses

15
16

. And while defendants argue that
benefits as

would not.

provides the same

in general, that does not foreclose the possibility that

17

also specifically provides the optimal compromise of competing considerations. In

18

short, viewing the record as a whole, this order concludes Waymo has shown at least serious

19

questions going to the merits as to this asserted trade secret.6
Second, Waymo claims as a trade secret

20
21
22
23
24
25
26
27
28

5

One Uber engineer, Gaetan Pennecot, testified that “there was not much importance to that
” design choice even in GBr3; rather, it just “was easy to type” (Dkt. No. 366-5 at 21:18–21:22). As the
undersigned judge noted during oral argument, this is not a credible explanation.
6

This conclusion does not in any way bless Waymo’s overreaching attempt to sweep into the ambit of
trade secret protection general approaches and principles far broader than its actual GBr3 design, or its use of
moving targets as asserted trade secrets. But at this stage and on this record, to jettison Waymo’s showing of
likely misappropriation by defendants simply because Waymo engaged in litigation gamesmanship (of which
defendants themselves are hardly innocent) would be an unduly severe response. Instead, Waymo’s inequitable
conduct is factored into the relief granted herein, as this order explains below.

14
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1

(Dkt. No. 25-7 ¶¶ 2–3). Whereas Waymo’s GBr3 uses

2
3

, Uber’s Fuji uses

. Moreover,

whereas

4
5

Waymo contends, however, that the foregoing distinctions are “minor modifications”

6

that do not defeat its claims of misappropriation. What matters, according to Waymo, is that

7

Uber uses

8

3 at 6). Defendants essentially respond that these choices constitute an “obvious configuration

9

in view of known design considerations” but identify no technical literature disclosing or other

For the Northern District of California

10

United States District Court

.

(Dkt. No. 245-

LiDAR device using

11

. Again, that Fuji — and, at least on

12

this record, no other LiDAR — copies such specific GBr3 specifications is striking evidence

13

suggesting that at least some information from Waymo’s files has already found its way into

14

Uber’s LiDAR designs.

15

There are many possible combinations of PCBs and diode arrangements that would

16

, is only one. It remains somewhat

17

unclear why this particular configuration is better than any other, but the rub is that Uber’s

18

adoption of the exact same configuration is suspicious. This suspicion is not relieved simply

19

because Uber has split up the configuration to operate in a

20

configuration itself is supposedly valuable without reference to its placement in any particular

21

overall LiDAR design. Put differently, Uber appears to be using Waymo’s

22

, simply adapted for

23
24
25

.
In short, on this record, Waymo has shown at least serious questions going to the merits
as to whether Uber’s adoption of

and

26
27
28

, since the

— the exact
used by Waymo — resulted from old-fashioned, all-American
misappropriation of trade secrets. At this stage, that is sufficient to extrapolate that at least
15
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1

some of the information in the 14,000-plus downloads likely qualifies for trade secret

2

protection, and that certain relief is warranted to prevent the misuse of those downloads as this

3

litigation progresses.

4

*

Turning briefly to the rest of Waymo’s 121 asserted trade secrets, this order notes that

6

not all qualify for trade secret protection. As stated, Waymo has overreached in attempting to

7

claim ownership over general principles and approaches in the field. One example deserves

8

notice here.

10
11
For the Northern District of California

*

5

9

United States District Court

*

Waymo claims as its first asserted trade secret “a PCB for a LiDAR system comprising a
plurality of light sources configured to emit a plurality of light beams, wherein the
between the plurality of light sources

12
13
14

” (Dkt. No. 25-7 ¶ 1). Notably, despite claiming that its specific
design copied by Uber required a six-month “iterative process” to figure out

15

the “optimal layout, orientation, and spacing of all the laser diodes,” Waymo does not limit its

16

claimed trade secret to the specifications of its own PCBs but broadly claims any PCB with

17

between “light sources” (see Dkt. Nos. 25-3 at 13–14;

18

25-31 ¶ 22). The broad scope of this asserted trade secret is breathtaking and appears to have

19

been a litigation gimmick to anticipate the possibility that discovery would reveal different

20
21

between Uber’s Fuji and Waymo’s GBr3.
Since Matthew Brady, if not Galileo Galilei, the science of optics has taught that all

22

points within the field of view in front of a lens come into focus behind the lens, organized to

23

duplicate the same overall image (albeit upside down and reversed left to right). This known

24

principle led to cameras and film photography. Another known principle is the converse, i.e.,

25

that a light source, like a laser, behind the lens will be projected to its corresponding point in the

26

terrain in front of the lens. By adjusting the specific positioning of the light source, any point in

27

a landscape visible in front of the lens, even a distant point, can be illuminated. This, of course,

28

is used in LiDAR to illuminate specific points in the field of view.
16
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1

As a lens moves farther and farther away from an object in a landscape, it is commonly

2

known that the object’s image behind the lens will shrink and vice versa. Thus, the image of a

3

line 10 feet long painted on a road will shrink with distance. Conversely, the light sources used

4

behind the lens to illuminate each end of the line will need to be closer and closer as the lens

5

recedes. This simple proposition tells us that if an array of lasers behind a lens is to sample

6

points

, then the lasers must be

7
8

For the Northern District of California

United States District Court

9

.
By the same token, a vertical row of light sources evenly spaced behind a lens will
project onto the landscape in its field of view at ever greater distances. For LiDAR purposes,

10

this may undersample the far field. To sample at

11

laser positions must, as explained above,

12

, the corresponding

. In short, Waymo’s supposed trade secret is

13

nothing more than Optics 101. General approaches dictated by well-known principles of

14

physics, however, are not “secret,” since they consist essentially of general engineering

15

principles that are simply part of the intellectual equipment of technical employees. They are

16

therefore not protectible as trade secrets. See Winston Research Corp. v. Minn. Min. & Mfg.

17

Co., 350 F.2d 134, 139 (9th Cir. 1965).

18

The foregoing is not an exhaustive analysis of the many arguments raised by both sides.

19

For example, at oral argument, the parties debated at length various facets of each asserted trade

20

secret discussed above, which debate need not be repeated here. The Court has also considered

21

other arguments raised in the parties’ briefing and at oral argument and concludes they would

22

not alter the outcome of this order.

23
24

*

*

*

The bottom line is the evidence indicates that Uber hired Levandowski even though it

25

knew or should have known that he possessed over 14,000 confidential Waymo files likely

26

containing Waymo’s intellectual property; that at least some information from those files, if not

27

the files themselves, has seeped into Uber’s own LiDAR development efforts; and that at least

28
17
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1

some of said information likely qualifies for trade secret protection. This is sufficient for

2

Waymo to show serious questions going to the merits of its case.

3

B.

Likelihood of Irreparable Harm.

4

The parties debate whether courts may presume irreparable harm in trade secret cases.

5

This order need not reach the issue, because it concludes Waymo has shown likelihood of

6

irreparable harm without the benefit of any presumption in its favor.

7

Waymo claims it will suffer irreparable harm if defendants are allowed to use its trade

8

secrets to gain a competitive edge — or even beat Waymo to market — in the nascent self-

9

driving car industry (Dkt. No. 25-3 at 20–21). Defendants respond that

For the Northern District of California

United States District Court

10

. At that point, defendants

11

reason, the Court can always prevent them from “hitting the market first,” thereby undoing any

12

competitive harm Waymo might suffer. There is thus no threat of irreparable harm that

13

warrants injunctive relief at this stage (Dkt. No. 295-4 at 9–10).

14

Defendants’ argument oversimplifies our case. The root problem remains that, on this

15

record, Levandowski downloaded and retained possession of over 14,000 confidential Waymo

16

files — at least some of which likely contain trade secrets — for the ostensible purpose of using

17

the information therein in his work for a competitor. He can easily and at any time consult that

18

information to further defendants’ LiDAR development even if none of the files ever actually

19

pass through an Uber server. Such misuse of Waymo’s trade secrets might be virtually

20

untraceable. For example, defendants might claim that any suspicious “breakthrough” in their

21

self-driving car efforts is simply independent development or even the result of Levandowski’s

22

brilliance rather than his exploitation of Waymo’s confidential information (see, e.g., Dkt. No.

23

169 at 49:20–50:6 (extolling Levandowski’s accomplishments before concluding, “this is not

24

someone who has to steal anything. He knows this stuff.”)).

25

Indeed, defendants have already carefully crafted a narrative of their self-driving car

26

efforts that conspicuously and incredibly denies any meaningful contribution by Levandowski

27

— even though Uber, in a deal worth approximately $680 million dollars, hired him to lead

28

those efforts. Levandowski has broadly asserted his Fifth Amendment privilege. And troves of
18
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1

likely probative evidence have been concealed from Waymo under relentless assertions of

2

privilege that shroud dealings between Levandowski and defendants in secrecy. As this motion

3

has shown, questions on the merits as to even a few asserted trade secrets provoke bitter

4

evidentiary disputes and intense debate. Contrary to defendants’ suggestion, it would not be an

5

easy matter — even if Waymo prevails at trial — to simply identify and enjoin parts of

6

defendants’ technology that use Waymo’s trade secrets. It will be a bone-crushing endeavor.

7

And, even then, it may prove impossible to fully restore the parties to their respective

8

competitive positions as if no misappropriation had occurred. It is far better to instead put in

9

prophylactic measures now to prevent misappropriation (or further misappropriation) to the

11
For the Northern District of California

United States District Court

10

extent warranted on this record.
Waymo may also suffer other irreparable harms from misappropriation of its trade

12

secrets even if

13

any Waymo trade secret used in defendants’ technology may be destroyed via disclosure in

14

defendants’ regulatory filings. Defendants claim this is a speculative possibility, but do not

15

dispute that such filings — including technical disclosures — are part and parcel of the

16

commercialization process for self-driving cars. Otto’s Nevada submission shows as much. As

17

another example, if defendants use Waymo’s trade secrets to accelerate their own progress in

18

LiDAR development, that momentum would improve their ability to attract investors and

19

talented engineers away from competitors — including Waymo itself. That poaching scenario

20

and the harm it entails are, in fact, the subject of Waymo’s separate arbitration proceedings

21

against Levandowski.

22

. For example,

It would likely be futile to attempt, after the fact, to estimate the monetary value of

23

injury suffered from either the loss of Waymo’s competitive position in this nascent industry or

24

the destruction of its trade secrets pertaining to the same. Monetary damages would thus be

25

unavailable to compensate for the irreparable harm threatened here.

26

Defendants also contend that Waymo unduly delayed in filing this action. This delay,

27

they argue, implies a lack of urgency and undermines Waymo’s claims of irreparable harm.

28

Defendants’ theory seems to be that Waymo should have sued as soon as it found evidence of
19
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1

Levandowski’s downloads in October 2016, if not earlier (see Dkt. No. 222-1 at 21–22).

2

Waymo responds it had no evidence that defendants were actually using the files until the

3

Gorilla email dated December 13, but defendants dismiss this development as immaterial (see

4

Dkt. No. 295-4 at 10). A linchpin of defendants’ misappropriation defense, however, is their

5

contention that, even now, Waymo cannot prove its case because it lacks evidence that

6

defendants have actually used the 14,000-plus downloaded files. In other words, defendants

7

contend that Waymo lacks sufficient evidence of use but simultaneously criticize Waymo for

8

not suing before it had any evidence of use. This argument impeaches itself. This order finds

9

that Waymo reasonably refrained from bringing suit until it discovered evidence indicating use,

10

and that nothing about this course of action suggests a lack of urgency belying likelihood of

11

irreparable harm.

12

To repeat, as far as the record shows, Levandowski remains in possession of over 14,000

13

confidential files from Waymo, at least some of which likely contain Waymo’s trade secrets.

14

Misuse of that treasure trove remains an ever-present danger wholly at his whim. Under these

15

circumstances, the harm that Waymo is likely to suffer as a result of such misuse cannot be

16

unwound after the fact, nor can it be adequately compensated for with monetary damages. This

17

order therefore concludes Waymo has shown likelihood of irreparable harm sufficient to justify

18

the relief granted herein.

19

C.

20

Defendants do not dispute that the public has an interest in vindicating intellectual

Public Interest.

21

property rights, and in prohibiting unfair competition. Rather, defendants argue that this public

22

interest does not weigh in Waymo’s favor because Waymo has not shown likelihood of success

23

on its claims (Dkt. No. 222-1 at 24–25). This order disagrees. As stated, Waymo has shown at

24

least serious issues going to the merits of its misappropriation claims. Inasmuch as Waymo

25

may have rights in valid trade secrets warranting protection until trial — and defendants have

26

not yet shown otherwise — the public has an interest in vindicating those rights.

27
28

Defendants also argue that the public interest weighs in their favor because allowing
Uber to continue developing its technology will lead to more competition and consumer choice
20
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1

in the self-driving car market. But the limited relief granted herein will not stop Uber from

2

continuing to develop its technology. Moreover, safeguards imposed on Uber in response to

3

brazen misappropriation of trade secrets by its executive and engineer would hardly discourage

4

legitimate competition in a field where intellectual property rights are important to innovation.7

5

On balance, the public interest factor favors the tailored relief granted herein.

6

D.

7

Waymo asks “that Uber be preliminarily enjoined from . . . using the trade secrets

Balance of Hardships.

8

discussed in Waymo’s briefing [and,] based on adverse inference, using the additional trade

9

secrets identified in Waymo’s list of trade secrets” (Dkt. No. 245-3 at 15). But, as explained,

10

even the handful of asserted trade secrets briefed on this motion contains information that likely

11

does not qualify for trade secret protection. Moreover, it has become clear that Waymo has

12

both overreached in defining its trade secrets and made moving targets out of its asserted trade

13

secrets to evade defensive arguments. Under these circumstances and on this record, no adverse

14

inference that could be drawn in Waymo’s favor would justify overlooking these problems,

15

pretending that all 121 of Waymo’s asserted trade secrets are valid, and enjoining defendants

16

from using any of them so as to effectively halt Uber’s self-driving efforts until trial.

17

For similar reasons, this order also declines, at this stage, to enjoin Uber from using

18

even the specific asserted trade secrets on which Waymo has shown serious questions going to

19

the merits — i.e.,

20

Even a limited injunction as to these specific features would impose hardship on Uber’s overall

21

LiDAR development that is disproportionate to Waymo’s limited showing of misappropriation

22

by defendants thus far.8

discussed above.

23

Importantly, Waymo’s motion seeks relief via the Court’s equitable power. The unusual

24

and difficult circumstances here demand narrow and carefully-tailored relief. See Sierra Forest

25
26
27

7
Plus, it is hard to see how the relief granted herein would appreciably limit consumer choice if, as
defendants say,
.
8

28

If the jury finds, however, that Waymo’s trade secrets have been wrongly incorporated into any
accused technology, this order will not necessarily protect defendants from a permanent injunction stripping
those trade secrets from the offending technology.

21
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1

Legacy v. Rey, 577 F.3d 1015, 1022 (9th Cir. 2009) (“When deciding whether to issue a

2

narrowly tailored injunction, district courts must assess the harms pertaining to injunctive relief

3

in the context of that narrow injunction.”); High Sierra Hikers Ass’n v. Blackwell, 390 F.3d 630,

4

641 (9th Cir. 2004) (recognizing the district court’s broad latitude in crafting equitable relief);

5

United States v. Odessa Union Warehouse Co-op, 833 F.2d 172, 175 (9th Cir. 1987) (“The

6

essence of equity jurisdiction is the power of the court to fashion a remedy depending upon the

7

necessities of the particular case.”). Waymo itself contributed significantly to the difficulty by

8

both overreaching in its assertion of supposed trade secrets and moving the target as discovery

9

and briefing progressed. This further weighs against granting Waymo broader relief, at least at

10

this stage. See Cty. Sanitation Dist. No. 2 of Los Angeles Cty. v. Inland Container Corp., 803

11

F.2d 1074, 1080 (9th Cir. 1986) (“He who seeks equity must do equity.”). Having considered

12

all the foregoing factors and the unique demands of this case on Waymo’s instant motion, this

13

order prescribes relief to strike the proper balance.

14

This order mainly prohibits Levandowski from working on Uber’s LiDAR — a measure

15

Uber has very recently implemented of its own initiative, so the hardship on defendants will be

16

minimal. On the other hand, this will provide considerable protection to Waymo against

17

Levandowski’s potential misuse of its proprietary information in competing technology. This

18

order therefore concludes the balance of hardships tips sharply in Waymo’s favor, at least as to

19

the relief described herein.

20

3.

21

SCOPE OF RELIEF GRANTED.
Having considered the foregoing, the Court ORDERS as follows:

22

1.

The term “downloaded materials,” as used in this

23

provisional order, means any and all materials that Anthony

24

Levandowski downloaded from Waymo and kept upon leaving

25

Waymo’s employment, regardless of how long he kept them for

26

and whether or not any such materials qualify as trade secrets or

27

proprietary or confidential information.

28
22
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2.

Defendants must immediately and in writing exercise the

2

full extent of their corporate, employment, contractual, and other

3

authority to (a) prevent Anthony Levandowski and all other

4

officers, directors, employees, and agents of defendants from

5

consulting, copying, or otherwise using the downloaded materials;

6

and (b) cause them to return the downloaded materials and all

7

copies, excerpts, and summaries thereof to Waymo (or the Court)

8

by MAY 31 AT NOON. Copies essential for counsel of record and

9

their litigation experts to use in defending this civil action are

10

exempted from the foregoing requirement.9

11

3.

12

immediately (a) remove him from any role or responsibility

13

pertaining to LiDAR; (b) take all steps in their power to prevent

14

him from having any communication on the subject of LiDAR

15

with any officer, director, employee, agent, supplier, consultant, or

16

customer of defendants; and (c) prohibit him from consulting,

17

copying, or otherwise using the downloaded materials in any way.

18

Defendants shall instruct all their officers, directors, employees,

19

agents, suppliers, consultants, and customers in writing of this

20

prohibition, and further instruct them in writing to immediately

With respect to Anthony Levandowski, defendants shall

21
22
9

23
24
25
26
27
28

In their presentation for oral argument, defendants quoted Doe ex rel. Rudy-Glanzer v. Glanzer for
the proposition that “individuals cannot be forced to waive their Fifth Amendment rights against selfincrimination by threats that their employment will be terminated.” 232 F.3d 1258, 1265 (9th Cir. 2000).
Perhaps defendants mean to suggest that Uber cannot use any employer authority to pressure Levandowski to
produce the 14,000-plus downloaded files. If so, the suggestion is baseless. Glanzer produced the foregoing
quote as an example of how “certain sanctions stemming from a party’s refusal to answer a question on Fifth
Amendment grounds are too costly.” This order, however, threatens no sanctions against Levandowski. It
simply directs Uber, a private employer, to do whatever it can to ensure that its employees return 14,000-plus
pilfered files to their rightful owner. If Uber were to threaten Levandowski with termination for noncompliance,
that threat would be backed up by only Uber’s power as a private employer, and Levandowski would remain
free to forfeit his private employment to preserve his Fifth Amendment privilege. No binding case law holds
that the Fifth Amendment prohibits such actions by private employers. In short, in complying with this order,
Uber has no excuse under the Fifth Amendment to pull any punches as to Levandowski.

23
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1

report any suspected breaches thereof to the special master (or to

2

the Court).

3

4.

4

Stroz Friedberg, defendants shall conduct a thorough investigation

5

and provide a detailed accounting under oath setting forth every

6

person who has seen or heard any part of any downloaded

7

materials, what they saw or heard, when they saw or heard it, and

8

for what purpose. In their investigation, defendants must do more

9

than query servers with term searches. For example, they must

With respect to all other persons, including those with

10

interview personnel with particular focus on anyone who has

11

communicated with Anthony Levandowski on the subject of

12

LiDAR. Defendants’ accounting shall not be limited to Uber but

13

shall include all persons who fit the foregoing description,

14

including Levandowski and his separate counsel. The accounting

15

may exclude, for only the time period after the commencement of

16

this civil action, the attorneys of record and their staff and experts

17

employed for this litigation. The accounting shall not be limited to

18

downloaded materials that happened to make their way into some

19

due diligence report but shall cover any and all downloaded

20

materials. The accounting shall also identify the complete chains

21

of custodians for every copy of any downloaded materials or due

22

diligence report referencing downloaded materials. Defendants

23

must also use the full extent of their authority and influence to

24

obtain cooperation with the foregoing procedure from all involved.

25

For example, if a potential custodian refuses to cooperate, then

26

defendants’ accounting shall set forth the particulars, including all

27

efforts made to obtain cooperation. The accounting must be filed

28

and served by JUNE 23 AT NOON. The accounting may be filed
24
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1

under seal only to the extent that it quotes or appends downloaded

2

materials.

3

5.

4

Waymo’s counsel and the Court with a complete and

5

chronologically organized log of all oral and written

6

communications — including, without limitation, conferences,

7

meetings, phone calls, one-on-one conversations, texts, emails,

8

letters, memos, and voicemails — wherein Anthony Levandowski

9

mentioned LiDAR to any officer, director, employee, agent,

Also by JUNE 23 AT NOON, defendants shall provide

10

supplier, or consultant of defendants. The log shall identify for

11

each such communication the time, place (if applicable), mode, all

12

persons involved, and subjects discussed, as well as any and all

13

notes or records referencing the communication.

14

6.

15

aid of possible further provisional relief. Subject to the protective

16

order, and upon reasonable notice, Waymo’s counsel and one

17

expert may inspect any and all aspects of defendants’ ongoing

18

work involving LiDAR — including, without limitation,

19

schematics, work orders, source code, notes, and emails —

20

whether or not said work resulted in any prototype or device. With

21

respect to its trade secret misappropriation claims only, Waymo

22

may take seven further depositions on seven calendar days notice,

23

may propound 28 reasonably narrow document requests for which

24

the response time is reduced to 14 calendar days, and may

25

propound 28 reasonably narrow interrogatories for which the

26

response time is also reduced to 14 calendar days. If Waymo

27

moves for further provisional relief before trial, then all its

28

declarants in support of such motion must sit for depositions on an

Waymo is hereby granted further expedited discovery in

25
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1

expedited basis. Otherwise, defendants may take only normal,

2

unexpedited discovery. After Waymo has exhausted its expedited

3

discovery, it may continue with normal discovery.

4

7.

5

their compliance with all of the foregoing requirements, including

6

directives given to Anthony Levandowski and others. The special

7

master shall monitor and verify said compliance. To that end, the

8

special master shall promptly develop proposed monitoring and

9

verification protocols with the parties’ input and then submit the

10

proposed protocols to the Court for approval. The protocols shall

11

provide for the special master to visit defendants’ facilities and

12

monitor communications as necessary to ensure that Anthony

13

Levandowski remains sealed off from LiDAR activities.

Defendants shall keep complete and accurate records of

14

The foregoing provisional relief shall become effective upon the posting by Waymo of a bond

15

or other security in the amount of FIVE MILLION DOLLARS.

16
17
18

CONCLUSION
For the foregoing reasons, plaintiff’s motion is GRANTED to the extent stated above and
DENIED in all other respects.

19
20

IT IS SO ORDERED.

21
22

Dated: May 11, 2017.

WILLIAM ALSUP
UNITED STATES DISTRICT JUDGE

23
24
25
26
27
28
26
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1
2
3
4
5

IN THE UNITED STATES DISTRICT COURT

6
FOR THE NORTHERN DISTRICT OF CALIFORNIA
7
8
9

WAYMO LLC,

11
For the Northern District of California

United States District Court

10

12
13
14
15
16
17

No. C 17-00939 WHA

Plaintiff,
v.

ORDER RE MOTIONS FOR
PARTIAL SUMMARY
JUDGMENT AND MOTION TO
STRIKE ASSERTED TRADE
SECRET NUMBER 96

UBER TECHNOLOGIES, INC.;
OTTOMOTTO LLC; and OTTO
TRUCKING LLC,
Defendants.
/

(UNDER SEAL)

INTRODUCTION
In this action for trade secret misappropriation, all parties move for partial summary

18

judgment on select issues. Plaintiff’s motion is GRANTED IN PART and DENIED IN PART.

19

Defendants’ motion is also GRANTED IN PART and DENIED IN PART. Defendants’ motions to

20

strike and for summary judgment as to asserted trade secret number 96 are GRANTED.

21

STATEMENT

22

The factual background of this action has been detailed in a prior order. In brief,

23

plaintiff Waymo LLC sued defendants Uber Technologies, Inc., Ottomotto LLC (collectively,

24

“Uber”), and Otto Trucking LLC for alleged misappropriation of trade secrets concerning Light

25

Detection and Ranging (LiDAR) technology that helps self-driving cars “see” their

26

surroundings. The centerpiece of Waymo’s case is its evidence that its former star engineer,

27

non-party Anthony Levandowski, downloaded over 14,000 confidential files from Waymo

28

immediately before leaving his employment there to start Ottomotto and Otto Trucking

For the Northern District of California

United States District Court
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1

(collectively, “Otto”). Uber then acquired Ottomotto and hired Levandowski as the head of its

2

self-driving car efforts (Dkt. No. 426).1

3

By agreement of both sides, this action was set for a jury trial on October 10. After the

4

belated production of non-party Stroz Friedberg’s due diligence report on the Otto acquisition,

5

however, Waymo successfully moved to continue the trial date to December 4 (Dkt. No. 1954).

6

Waymo moves for partial summary judgment on certain affirmative defenses (Dkt. No.

7

1418). Uber moves for partial summary judgment that Waymo’s asserted trade secret number

8

nine is not a trade secret, and Otto Trucking moves for summary judgment that it has not

9

misappropriated any alleged Waymo trade secret (Dkt. No. 1423). All defendants also move for

10

partial summary judgment on Waymo’s asserted trade secret number 96 on multiple grounds,

11

including that it was inadequately disclosed (Dkt. Nos. 1514, 1518). The latter motion also

12

represents the final piece of defendants’ prior motion to strike certain trade secret claims (Dkt.

13

Nos. 1108, 1129), which has already been denied as to all challenged claims except asserted

14

trade secret number 96 (see Dkt. No. 1260 at 108:5–15, 110:13–111:3, 133:24–134:13).2

15

This order follows full briefing and oral argument.

16

ANALYSIS

17

1.

18

Summary judgment is appropriate when there is no genuine dispute of material fact and

19

the moving party is entitled to judgment as a matter of law. A genuine dispute of material fact

20

is one that “might affect the outcome of the suit under the governing law.” Anderson v. Liberty

21

Lobby, Inc., 477 U.S. 242, 247–48 (1986). In deciding a motion for summary judgment, the

22

court must believe the non-movant’s evidence and draw all justifiable inferences in their favor.

23

Id. at 255. “The mere existence of a scintilla of evidence” or “some metaphysical doubt as to

24

the material facts” in the non-movant’s favor, however, will not suffice. Id. at 252, 260–61

25

(quoting Matsushita Elec. Indus. Co., Ltd. v. Zenith Radio Corp., 475 U.S. 574, 586 (1986)).

LEGAL STANDARD.

26
27
28

1
For the benefit of the court of appeals and with apologies to the public, most record citations herein
are to the unredacted versions of the documents cited.
2

Defendants also moved for summary judgment of noninfringement of Waymo’s United States Patent
No. 9,368,936, but Waymo’s dismissal of its patent claim moots that part of the motion (Dkt. No. 1593).

2
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1

“Where the record taken as a whole could not lead a rational trier of fact to find for the non-

2

moving party, there is no genuine issue for trial.” Matsushita, 475 U.S. at 587 (quotation and

3

citation omitted).

4

2.

5

Waymo initially moved for summary judgment on eleven of defendants’ affirmative

6

defenses (Dkt. No. 1418). In their opposition brief, defendants waived all but two (Dkt. No.

7

1524-3 at 2). Only defendants’ failure-to-mitigate defense and Otto Trucking’s unclean hands

8

defense remain in dispute on this motion.

9

For the Northern District of California

United States District Court

10

WAYMO’S MOTION RE AFFIRMATIVE DEFENSES.

A.

Failure to Mitigate.

Waymo contends defendants have no evidence that it failed to mitigate its damages

11

because (1) Waymo sued “within weeks of obtaining evidence of . . . trade secret

12

misappropriation,” i.e., the email dated December 13, 2016, from LiDAR component vendor

13

Gorilla Circuits (see Dkt. No. 426 at 5); (2) any “delay” in bringing suit was de minimis; and (3)

14

“[t]he length of the head start created by Uber’s trade secret misappropriation does not depend

15

on the timing of Waymo’s suit” (Dkt. No. 1418 at 8–9).

16

Defendants note that Waymo “began investigating a compromise of its alleged trade

17

secrets” months before receiving the Gorilla email, involved outside counsel in said

18

investigation by July and August 2016, “accelerated its investigation after learning about Uber’s

19

imminent acquisition of Ottomotto,” and internally discussed when to reach out to Uber about

20

its “potential concerns” (Dkt. No. 1524-3 at 16). Far from showing failure to mitigate, these

21

facts actually indicate that Waymo acted diligently by actively investigating its “potential

22

concerns” and “accelerat[ing] its investigation after learning about Uber’s imminent acquisition

23

of Ottomotto.” These facts do nothing to rebut Waymo’s point that it filed suit promptly after

24

receiving the Gorilla email that appeared to contain first evidence of actual trade secret

25

misappropriation by defendants.

26

As noted in the prior order granting provisional relief, defendants essentially “contend

27

that Waymo lacks sufficient evidence of use but simultaneously criticize Waymo for not suing

28

before it had any evidence of use” (Dkt. No. 426 at 19–20). This dissonance remains on full
3
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1

display in defendants’ opposition to the instant motion. For example, defendants specifically

2

argue that “Waymo has failed to meet its duty to mitigate by delaying in seeking injunctive

3

relief as to Otto Trucking” and in the very next paragraph claim “Waymo has no evidence that

4

Otto Trucking is involved in the development of LiDAR or that it has used the purported trade

5

secrets” (Dkt. No. 1524-3 at 15). Were this really true, it would be a mystery how or why

6

Waymo could or would have sought earlier relief.

For the Northern District of California

United States District Court

7

Insinuations about Waymo’s ulterior motives, including that “Waymo did not care about

8

Mr. Levandowski or his companies” and “made the strategic choice to delay in suing Otto

9

Trucking until it could cobble together a way to sue Uber,” permeate the defense brief (see id. at

10

16). Such facts, if true, may bear on the merits of Waymo’s trade secret misappropriation

11

claims insofar as they may speak to the value of the asserted trade secrets. But they do not

12

further indicate, as defendants suggest, that Waymo had some prior opportunity to mitigate its

13

damages and squandered it by filing suit later rather than sooner. This order agrees with

14

Waymo that, taken as a whole, the record reflects only de minimis, if any, delay by Waymo in

15

bringing this action.

16

Defendants have failed to show a genuine dispute of material fact on their failure-to-

17

mitigate defense because this record, taken as a whole, could not lead a rational trier of fact to

18

find for defendants on said defense as to any claim to be tried by a jury. Waymo’s motion for

19

summary judgment on this defense is GRANTED without prejudice to any future argument that,

20

as an equitable matter, Waymo’s timeliness (or lack thereof) in suing may somehow diminish

21

its entitlement to equitable relief.

22

B.

Unclean Hands.

23

Unclean hands “closes the doors of a court of equity to one tainted with inequitableness

24

or bad faith relative to the matter in which he seeks relief.” Jarrow Formulas, Inc. v. Nutrition

25

Now, Inc., 304 F.3d 829, 841 (9th Cir. 2002) (quoting Precision Instrument Mfg. Co. v. Auto.

26

Maint. Mach. Co., 324 U.S. 806, 814 (1945)). As our court of appeals has said, “troubling”

27

actions and “hands [that] are not as ‘clean as snow’” do not necessarily rise to the level of

28

unclean hands. Id. at 842. Rather, “the defense of illegality or unclean hands is recognized
4
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1

only rarely, when the plaintiff’s transgression is of serious proportions and relates directly to the

2

subject matter of the . . . action” — for example, when a plaintiff “misused the process of the

3

courts by falsifying a court order or evidence.” Dream Games of Ariz., Inc. v. PC Onsite, 561

4

F.3d 983, 990–91 (9th Cir. 2009) (quotation omitted). “The application or rejection of the clean

5

hands doctrine in a given case is equitable in nature and within the discretion of the trial court.”

6

Wash. Capitols Basketball Club, Inc. v. Barry, 419 F.2d 472, 478 (9th Cir. 1969).

For the Northern District of California

United States District Court

7

Here, Waymo contends Otto Trucking has no evidence that “Waymo engaged in

8

misconduct directly related to the claims that Waymo is asserting” (Dkt. No. 1418 at 9). In

9

response, Otto Trucking claims “Waymo has ‘sought at every turn to create the false

10

impression’ that its forensic investigation proved that Mr. Levandowski had stolen valuable

11

trade secrets from Waymo by downloading 14,000 files — the entire repository — from

12

Waymo’s SVN server,” citing evidence tending to show weaknesses in Waymo’s case (Dkt. No.

13

1524-3 at 13–14). For example, Otto Trucking points to Sasha Zbrozek, a Waymo engineer,

14

who told Waymo’s lawyers the downloaded files were “low-value” and added that “it was

15

regular practice for engineers” to download the entire SVN repository (ibid.), revelations that

16

had to be pried out of Waymo by Court order. Given this stonewalling, Otto Trucking argues,

17

Waymo’s “presentation of its case contrary to facts” constitutes unclean hands.

18

Since this equitable defense will have meaning only if Waymo ultimately prevails on the

19

merits, there is no need to reach it now. Indeed, it would be premature to decide the issue at

20

this stage, since litigation remains ongoing and further evidence of Waymo’s misconduct may

21

yet come to light. It is conceivable that Waymo might win at trial and then seek some equitable

22

relief, whereupon its own conduct in this litigation might loom large as an inequity and fairness

23

may (or may not) require moderation or even denial of any relief. Moreover, inasmuch as

24

Waymo’s motion relates specifically to a defense asserted by Otto Trucking, it is mooted by this

25

order, which grants summary judgment of no liability in favor of Otto Trucking. Thus, both

26

because it is premature and because it is moot, Waymo’s motion for summary judgment on the

27

defense of unclean hands is DENIED.

28
5
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1

3.

2

Both the California Uniform Trade Secrets Act and the federal Defend Trade Secrets

3

UBER’S MOTION RE ASSERTED TRADE SECRET NUMBER NINE.

Act define “trade secret” as information that:

4

(1) Derives independent economic value, actual or potential, from
not being generally known to the public or to other persons who
can obtain economic value from its disclosure or use; and

5
6

(2) Is the subject of efforts that are reasonable under the
circumstances to maintain its secrecy.

7
CAL. CIV. CODE § 3426.1; see also 18 U.S.C. 1839. Here, Waymo’s asserted trade secret
8
number nine claims (Dkt. No. 25-7 at 8):
9
[A] LiDAR system comprising a transmit block comprising a
plurality of laser diodes, wherein said transmit block is comprised
of a plurality of PCBs [printed circuit boards], and wherein each
laser diode is configured to emit beams and wherein a cylindrical
lens is positioned in front of each laser diode, said cylindrical lens
being configured to

11
For the Northern District of California

United States District Court

10

12
13
14

.
Defendants’ motion relies on a compilation of evidence from various sources to argue

15

that various subparts of Waymo’s asserted trade secret number nine are generally known in the

16

field. Defendants point out that Waymo’s own United States Patent No. 8,836,922 (Dkt. No.

17

23-1) disclosed at all relevant times “a LiDAR system comprising a transmit block comprising a

18

plurality of laser diodes, wherein said transmit block is comprised of a plurality of PCBs”

19

(see Dkt. No. 1419-4 at 10). They also quote the deposition testimony of Waymo’s engineers

20

for the proposition that using FAC lenses to

21

in the field, as is the general notion that the lens in front of a light source can be

is a well-known concept

(see id. at 10–12). Finally, they point to Velodyne’s

22
23

commercially-available LiDAR system as an example of another LiDAR system that uses FAC

24

lenses to

25

(see id. at 13).

None of the foregoing evidence conclusively shows that Waymo’s entire asserted trade

26

secret number nine was generally known to the public or in the field. The ’922 patent did not

27

disclose a “cylindrical lens being configured to
.”

28
6
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1

The same Waymo engineers quoted by defendants also testified to the effect that the strategy of

2

using FAC lenses to

3

known in the field (see Dkt. Nos. 1526-10 at 230:16–231:19; 1526-25 at 217:16–218:20). And

4

while Velodyne has used its FAC lenses to

5

Dkt. No. 1526-28 at 68:7–69:6), Waymo contends this

in a LiDAR system is not generally

in its LiDAR systems (see

6
7

For the Northern District of California

United States District Court

8

was used to

, not to
in the first instance (see Dkt. No. 1526-4 at 16–17). For the latter purpose of
, it seems, Velodyne relies on the strategic

9

(see, e.g., Dkt. No. 1526-27 at

10

19). Additionally, Velodyne itself insists — albeit in general terms — that the relevant details

11

of its LiDAR system constitute trade secret information (Dkt. No. 1455).

12

In their reply brief, defendants seize upon Waymo’s explanation that the design claimed

13

in asserted trade secret number nine “stems in part from the fact that Waymo, unlike Velodyne,

14

positions multiple laser diodes on a single PCB, with multiple PCBs stacked in parallel” (see

15

Dkt. Nos. 1526-4 at 10, 1636-4 at 2 (emphasis added)). (Velodyne uses

16

.)

17

Defendants accuse Waymo of “acknowledg[ing] that it cannot bar its former engineers from

18

using multiple diodes on multiple PCBs” because of its ’922 patent, yet “seek[ing] to bar them

19

from including in such a design the basic optical concept of

20

” (Dkt. No. 1636-4 at 2). But this reasoning merely begs the

21

question, i.e., whether Waymo’s use of FAC lenses to

22

its patented LiDAR system is actually a “basic optical concept.”

23
24

within

True, substantial parts of asserted trade secret number nine are encompassed by the ’922
patent. But it remains a question of fact whether or not Waymo’s use of FAC lenses to

25

was generally known to the public or in the field. For

26

example, both sides agree that Velodyne’s LiDAR system meets the definition of a LiDAR

27

system “comprising a transmit block comprising a plurality of laser diodes, wherein said

28

transmit block is comprised of a plurality of PCBs” (see Dkt. Nos. 1526-4 at 7, 1636-4 at 4 n.1).
7
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1

Yet, as explained above, Velodyne’s LiDAR system is significantly different from Waymo’s,

2

including in how each system uses its FAC lenses to

3
4

asserted trade secret nine that is encompassed by the ’922 patent but nevertheless not arrive at

5

Waymo’s particular solution of using FAC lenses to

6
7
8

For the Northern District of California

9

United States District Court

. In short, it remains possible that a LiDAR design might use that part of

.

Defendants also brush off the question of “whether Velodyne’s FAC design is public or
confidential,” urging instead that “the point is that the general concept of using an FAC to
is known in the LiDAR field, and follows fundamental principles of optics” (Dkt. No.
1636-4 at 4). This argument dismisses the evidence without responding to it. The point is that

10

whether or not Velodyne considers its design to be trade secret information may bear on

11

whether or not Waymo’s asserted trade secret number nine is generally known to the public or

12

in the field, as defendants contend.

13

In summary, defendants’ arguments as to asserted trade secret number nine — including

14

whether or not Waymo’s asserted trade secret number nine encompasses no more than ordinary

15

concepts and skills inherent in the head of every LiDAR engineer, the degree to which

16

Waymo’s ’922 patent and Velodyne’s commercially-available LiDAR system disclose asserted

17

trade secret number nine, and whether or not Velodyne’s designs constitute sufficient evidence

18

that asserted trade secret number nine is generally known in the field — all present genuine

19

disputes of material fact. They are accordingly reserved for the jury, and defendants’ motion

20

for summary judgment that asserted trade secret number nine is not a trade secret is DENIED.

21
22

4.

OTTO TRUCKING’S MOTION RE MISAPPROPRIATION.

Otto Trucking has never been involved in the development or use of LiDAR systems,

23

and exists simply as a holding company to own trucks equipped with Velodyne’s LiDAR

24

system (Dkt. No. 1419-4 at 16–20). Unlike Ottomotto, it has not been acquired by Uber and

25

remains a separate company. Waymo nevertheless seeks to preserve its trade secret

26

misappropriation claims against Otto Trucking by lumping it together with Uber and

27

Levandowski under various unpersuasive theories, which this order now discusses.

28
8
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For the Northern District of California

United States District Court

1

A recurring problem in Waymo’s briefing must be addressed at the outset. Waymo

2

repeatedly suggests that Otto Trucking should be deemed automatically liable for trade secret

3

misappropriation by Levandowski. To give just a few non-exhaustive examples, Waymo

4

purports to identify “Otto Trucking’s role in the misappropriation” but goes on to recite only

5

that “a central figure in the misappropriation of Waymo’s trade secrets — Anthony Levandowski

6

— is Otto Trucking’s Executive Chairman, co-Managing Member, and largest stockholder”

7

(Dkt. No. 1526-4 at 19 (emphasis added)). Waymo also contends its claims “encompass Otto

8

Trucking’s acquisition — by way of Mr. Levandowski’s theft — of the asserted trade secrets

9

(id. at 21). And even Waymo’s supplemental offer of proof as to Otto Trucking relies primarily

10

on evidence of Levandowski’s misappropriation (see Dkt. No. 2055-3 at 2–7). In short,

11

Waymo’s case against Otto Trucking rests largely on — in Waymo’s words — its “very

12

existence as Mr. Levandowski’s company” (Dkt. No. 1526-4 at 23).

13

To be very clear, whether or not Otto Trucking and Levandowski are, as a practical

14

matter, similarly situated or even interchangeable in some sense, they are not interchangeable

15

for purposes of this particular litigation. In a special way, this is a key limitation of Waymo’s

16

own making. To avoid having to arbitrate this case, Waymo has repeatedly represented to both

17

this Court and to the Federal Circuit that it has not sued Levandowski herein. By doing so,

18

Waymo has successfully avoided arbitration and kept its claims in a public court. It must keep

19

its word. Having made and benefitted from its strategic choice to not name Levandowski as a

20

defendant, Waymo may not renege and suggest that Otto Trucking — or any other defendant —

21

is somehow a stand-in for Levandowski, or that misappropriation by Levandowski is somehow

22

automatically transmogrified into misappropriation by Otto Trucking — or any other defendant

23

— such that Waymo need not separately prove the latter. This order evaluates Waymo’s

24

arguments on the instant motion through the lens of this foundational principle.

25

In its original opposition brief, Waymo contends Otto Trucking is vicariously liable for

26

Levandowski’s misappropriation because it failed to take adverse action against him after he

27

formed it. Moreover, Waymo claims, Levandowski’s possession of misappropriated trade

28

secrets will increase Otto Trucking’s value as an acquisition target for Uber. Thus, Waymo
9
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1

reasons, Otto Trucking “accepted and retained” the benefit of Levandowski’s misappropriation,

2

thereby ratifying his continued possession of Waymo’s trade secrets (see Dkt. No. 1526-4 at

3

20–25). But it is undisputed that Otto Trucking has no practical ability to take adverse action

4

against Levandowski. Waymo’s argument, if accepted, would mean that Otto Trucking must

5

always be deemed to have “ratified” whatever Levandowski has done, and it would be of no

6

moment for vicarious liability purposes that Otto Trucking has no meaningful choice in the

7

matter. For all intents and purposes, Waymo’s proposed theory of vicarious liability is

8

indistinguishable from automatic equivalence of Levandowski and Otto Trucking. Under either

9

approach, Waymo simply wants to be able to hold Otto Trucking liable by proving only that

10

Levandowski misappropriated its asserted trade secrets. As explained, this will not be allowed.

11

Otto Trucking’s potential future with Uber does not compel a different result. Insofar as

12

Waymo is relying on Otto Trucking’s possible future actions, those actions are not properly the

13

subject of the operative complaint in this litigation (although Waymo remains free to file

14

another lawsuit in the future if defendants’ future actions give rise to additional claims). With

15

respect to the trade secret misappropriation claims in this litigation, the plain text of CUTSA

16

and DTSA provide for liability only through acquisition, use, or disclosure of trade secret

17

information. Waymo cites no authority for its suggestion that Otto Trucking can be liable now

18

merely because it might benefit in the future from the misappropriation of other individuals and

19

entities. Indeed, this suggestion puts the cart before the horse. The question of whether a

20

defendant benefitted from trade secret misappropriation would typically be one of damages,

21

reached only after the misappropriation itself has been established in the first instance.

22

Counting the mere possibility of such benefit as proof of misappropriation would turn this

23

sequence on its head and drastically expand the scope of liability under CUTSA and DTSA.

24

Waymo correctly notes that any effective injunctive relief against Uber may have to

25

include Otto Trucking as well, but incorrectly asserts that this practical fact bars summary

26

judgment as to liability (see Dkt. No. 1526-4 at 23). The effectiveness of injunctive relief is a

27

matter of remedies, not of liability.

28
10
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1

Waymo’s supplemental opposition brief similarly fails to raise a genuine issue of

2

material fact as to Otto Trucking’s liability for the claims at issue in this litigation. It

3

substantially overlaps with Waymo’s prior arguments and again relies heavily on evidence of

4

Levandowski’s misappropriation to state a case against Otto Trucking (see Dkt. No. 2055-3 at

5

2–9). It also summarizes evidence that Don Burnette, another co-founder and shareholder of

6

Otto Trucking, misappropriated trade secrets in motion planning software that Waymo had

7

sought to add as new claims late in the case (see id. at 9–10, 16). Those proposed new claims,

8

however, will not be added to our upcoming trial this year, so they do not justify preserving

9

Waymo’s current claims against Otto Trucking (although they may justify adding Otto

10

Trucking back in for a second trial later on if Waymo is eventually allowed to add in its

11

proposed new software misappropriation claims) (see Dkt. No. 2129).

12

In its supplemental opposition brief, Waymo reiterates in one short paragraph that

13

“Levandowski possessed and retained accessed [sic] to Waymo trade secret information while

14

Mr. Levandowski was working at Otto Trucking,” “that trade secret information was used in

15

LiDAR development efforts by Mr. Levandowski and other individuals who were

16

simultaneously employed by Uber and Otto Trucking,” and “that work was done for the benefit

17

of accelerating development of autonomous driving in both cars and trucks” (Dkt. No. 2055-3 at

18

10–11). Waymo styles this as a showing of direct liability but provides no explanation or

19

authority for why this evidence against other individuals and entities adds up to a case against

20

Otto Trucking on Waymo’s current claims. This evidence fails to raise a genuine dispute of

21

material fact as to Otto Trucking’s liability.

22

In its supplemental opposition brief, Waymo also expands its vicarious liability and

23

ratification theories to include both Levandowski and Lior Ron, another co-founder and

24

shareholder of Otto Trucking. As to Levandowski, these theories are rejected for the same

25

reasons already stated. As to Ron, Waymo’s supplemental offer of proof cites the due diligence

26

report as evidence that Ron retained possession of some “confidential Waymo data.”

27

Significantly, although Waymo describes this data in some detail — and states in later argument

28

that Ron possessed its trade secrets — it never points to specific evidence that the data retained
11
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1

by Ron actually included any of the asserted trade secrets at issue in this case (see id. at 4).

2

Waymo also summarizes evidence that both Levandowski and Ron attempted to cover their

3

tracks and otherwise acted suspiciously during the due diligence process, but proffers no

4

evidence that any of this shady behavior related to or indicated trade secret misappropriation on

5

behalf of Otto Trucking (see id. at 4–5). In light of these deficiencies, Otto Trucking’s

6

“refus[al] to take any remedial actions” against Ron is of little significance (see id. at 13–14).

7

In short, Waymo’s supplemental evidence regarding Ron’s actions fails to improve on its

8

vicarious liability and ratification theories (see id. at 11–16).

For the Northern District of California

United States District Court

9

Finally, in another short paragraph of its supplemental opposition brief Waymo argues

10

that all defendants are jointly and severally liable “[r]egardless of the specific theory of liability

11

the jury may use to find Otto Trucking liable” because many of the same individuals involved

12

in Uber’s LiDAR-development efforts are also Otto Trucking employees, and Otto Trucking

13

stands to benefit in the future from Uber’s development efforts. Again, Waymo provides no

14

explanation or authority for why these assertions add up to a case against Otto Trucking on

15

Waymo’s current claims. Its blip about joint and several liability therefore fails to raise a

16

genuine dispute of material fact as to Otto Trucking’s liability.

17

In short, the record taken as a whole could not lead a rational jury to find Otto Trucking

18

liable on Waymo’s current trade secret misappropriation claims. Waymo’s strongest evidence

19

on misappropriation is about Levandowski, not about Otto Trucking, and as a result of its own

20

litigation strategy, Waymo cannot treat the two as fungible targets. Nor can it circumvent this

21

limitation of its own making by restyling its theory as one of vicarious liability, ratification, or

22

joint and several liability. With this foundational principle in mind, the remainder of Waymo’s

23

evidence against Otto Trucking fails to raise a genuine dispute of material fact that Otto

24

Trucking misappropriated any asserted trade secrets. Summary judgment is therefore proper as

25

to Waymo’s current claims for trade secret misappropriation against Otto Trucking.

26

That said, it remains a practical concern that, if Waymo prevails against Uber at trial,

27

any effective injunctive relief may have to include Otto Trucking as well. The Court will

28

therefore retain jurisdiction over Otto Trucking for the limited purpose of possibly facilitating
12
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1

such relief. To the foregoing extent, Otto Trucking’s motion for summary judgment is

2

GRANTED. Otto Trucking will not be a part of the upcoming trial this year.
5.

4

Pursuant to its case management responsibility as well as Section 2019.210 of the

5

California Code of Civil Procedure, which requires trade secrets to be identified “with

6

reasonable particularity” prior to discovery thereon, the Court required Waymo to disclose up

7

front its asserted trade secrets. (Otherwise, trade-secret plaintiffs are liable to get into the

8

accused files and conveniently assert that contents therein were trade secrets stolen from them.)

For the Northern District of California

9
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DEFENDANTS’ MOTIONS RE ASSERTED TRADE SECRET NUMBER 96.

3

Waymo’s asserted trade secret number 96 claimed “the G[B]r3 PCB Transmit Board C

10

design schematics and layouts contained in folder ‘

11

Waymo’s disclosure added that, “[f]or example, these details [in the schematics] include unique

12

and unknown design characteristics such as the

13
14
15

.’” The rest of

, the selection and layout of individual electrical components, and the required
manufacturing tolerances” (Dkt. Nos. 25-7 at 55).
Prior to the instant motion for summary judgment, defendants had moved to strike

16

asserted trade secret number 96 as overbroad because “Waymo fails to identify with

17

particularity what specific aspects of the hundreds of components disclosed in the ‘detailed

18

engineering schematics’ it contends to be a trade secret” (Dkt. Nos. 1107-4 at 4, 1129). In

19

response, Waymo stated, “It is not clear how a trade secret disclosure that identifies one specific

20

PCB in one specific LIDAR design could be defined with any more ‘reasonable particularity’”

21

(Dkt. No. 1159-4 at 7). In other words, Waymo attempted to avoid the overbreadth problem by

22

insisting that its asserted trade secret claimed only the specific design of one specific PCB (see

23

also Dkt. No. 1491 at 32:3–4).

24

The judge personally examined the PCB schematic in question during a closed

25

demonstration. It became readily apparent that the schematic in question included hundreds of

26

components and specifications with no clue as to what part thereof might be considered trade

27

secret information. Worse, Waymo argued that its asserted trade secret number 96

28

encompassed not only the information contained in the schematic itself but also strategies or
13
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1

concepts “reflected” in the schematic (see, e.g., id. at 54:18–55:6). It also comprehended,

2

Waymo said, “unique and unknown design characteristics such as the
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3

, the selection and layout of individual electrical components, and the

4

required manufacturing tolerances” (Dkt. Nos. 25-7 at 55, 1260 at 113:10–21 (emphasis

5

added)). Such wide-ranging expanders compounded the misery in trying to place arms around

6

the breadth of asserted trade secret number 96.

7

This disclosure came nowhere near the required reasonable particularity. See Advanced

8

Modular Sputtering, Inc. v. Superior Court, 132 Cal. App. 4th 826, 836 (2005) (“The degree of

9

‘particularity’ that is ‘reasonable’ will differ, depending on the alleged trade secrets at issue in

10

each case.”). The vastness of Waymo’s disclosure was most unfair, for it placed defendants in

11

the untenable position of having to prove that hundreds of subparts of the design schematic —

12

and innumerable other strategies and concepts arguably “reflected” therein, as Waymo put it —

13

either did not qualify as trade secret information or were not used in defendants’ technology.

14

See ibid. (“Where, as here, the alleged trade secrets consist of incremental variations on, or

15

advances in the state of the art in a highly specialized technical field, a more exacting level of

16

particularity may be required to distinguish the alleged trade secrets from matters already

17

known to persons skilled in that field.”)

18

Waymo’s broad claim might have been forgiven had it accused defendants of

19

misappropriating the entire schematic lock, stock, and barrel. Its eventual accusation, however,

20

was exactly the opposite — seizing upon a seemingly-random subpart of a subpart and claiming

21

it had been misappropriated. When Waymo submitted its offer of proof as to defendants’

22

alleged misappropriation of trade secrets, it focused on one tiny portion of the schematic and

23

claimed that defendants copied it — but even that collapsed upon examination. Out of

24

PCBs in Waymo’s LiDAR system, only one was even claimed to have been copied in any

25

respect into Uber’s LiDAR system. The only aspect of the PCB design supposedly copied was

26

the

27
28

, nothing else.
It soon turned out that even the supposed equivalence of the

was untrue,

as will be explained in a moment. But the overbreadth of the disclosure itself was further
14
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1

amplified when read in the context of asserted trade secret number one, so the reader will please

2

bear with us as we revisit that history.

3
4

turned out to be merely a more detailed rendition of the evidence it had offered with respect to

5

asserted trade secret number one — which claimed the concept of

6

printed circuit board in a LiDAR system — at the provisional relief stage (compare Dkt. No.

7

1371-4 at 17–25 with Dkt. Nos. 25-61 at 8–11, 245-3 at 3–4). Significantly, the provisional

8

relief order had already specifically found that Waymo’s asserted trade secret number one was

9

“nothing more than Optics 101,” deleting that supposed “trade secret” from the case long before

10

on a

the parties began to argue over asserted trade secret number 96 (see Dkt No. 426 at 16–17).

11
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Waymo’s narrowed offer of proof as to asserted trade secret number 96 in large part

Defendants filed a supplemental brief pointing out that Waymo was essentially

12

attempting to circle back to claiming a “

13

confirmed that it was attempting to reframe its claim over an entire printed circuit board

14

schematic to a claim over “its implementation of its

15
16

” concept. Waymo’s response

and the resulting

.” Waymo attempted to distinguish number 96 from number one by suggesting that the
former claimed its specific

17

configuration rather than the general concept of

(see, e.g., Dkt. No. 1449-4 at 3–4). Moreover, Waymo argued that its

18

disclosure was adequate as to asserted trade secret number 96 because it “identified this exact

19

PCB schematic, and identified for Defendants that one unique aspect of the schematic reflected

20

‘the

21

’” (id. at 4 (emphasis added)).
This raised problems. First, as explained, it effectively resurrected Waymo’s asserted

22

trade secret number one, previously rejected as nothing more than “Optics 101.” Second, it cast

23

into sharp relief the unreasonableness of Waymo’s initial disclosure. Although Waymo did list

24

the

25

asserted trade secret, it would have been wholly unreasonable to expect defendants to discern,

26

from the complex schematic and from Waymo’s nonexclusive list of examples — not to

27

mention its expansion of the asserted trade secret to include “reflected” strategies and concepts

28

— that Waymo’s true focus in asserted trade secret number 96 all along was only on its

as one example of many “characteristics” encompassed by its

15
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1

or

2

asserted trade secret number one actually exacerbated the unreasonableness of its disclosure.

3

Even assuming for the sake of argument that defendants were obliged to guess what specific

4

component of the claimed schematic would emerge as the issue, the very last thing they could

5

be expected to guess would be something already deleted from the case.

6

To repeat, Waymo’s disclosure might still perhaps have been reasonably adequate had

7

Waymo presented evidence that defendants misappropriated its specific implementation (see

8

Dkt. No. 1159-4 at 6). But the PCB in question was not copied in its entirety, not even close.

9
10

Nor, as it turns out, was the

copied. The latter proved to be

conclusively different, and no jury could reasonably find otherwise.

11
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strategy. Third, and in a similar vein, Waymo’s retreat back to its

For starters, Waymo’s PCB

while Uber’s

(see,

12

e.g., Dkt. No. 1357-3 at 24). The Court nevertheless asked both sides to provide detailed

13

comparisons of their

14

PCBs in both LiDAR systems) (see Dkt. Nos. 1408, 1416). In response, Waymo submitted a

15

declaration by its hired expert Lambertus Hesselink (Dkt. No. 1456-3). In a series of parabolic

16

graphs, Dr. Hesselink compared the Petzval surfaces of Waymo and Uber’s respective transmit

17

lenses, even scaling for the discrepancy between their focal lengths — 120 mm versus 150 mm

18

— to maximize the overlap between the resulting parabolic graphs (id. ¶¶ 13–23).3

19

strategies for both PCBs in question (and for all

Two identical lenses, however, will always have identical Petzval surfaces — always.

20

An overlay of Petzval surfaces proves nothing in this case. Waymo insists that “Prof.

21

Hesselink’s analysis shows that the lens material and lens shape do not meaningfully contribute

22

to the shape of the Petzval surface in the case of the two transmit boards under comparison,” so

23

“his analysis shows that the transmit lenses [are] substantially similar in terms of their overall

24

optical properties” (see, e.g., Dkt. No. 1634-4 at 18–19). But asserted trade secret number 96,

25

as broad as it is, has nothing to do with the “optical properties” of any transmit lens. Rather,

26

what supposedly matters is the

along the Petzval surfaces,

27
28

3

In an optics system, the image corresponding to a linear object focused by a lens will lie on a curved
surface also called the Petzval surface.

16
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1

which

. Even with Dr.

2

Hesselink’s overlay of the scaled Petzval surfaces, however, it is apparent from his own graphs

3

that the

4

do not overlap at all (see Dkt. No. 1456-3 ¶ 23).4

5

where Waymo and Uber’s

fall on the overlaid Petzval surface

Nevertheless, Dr. Hesslink concluded (id. ¶ 24 (emphasis added)):

6

This comparison allows evaluation of whether the
from the Uber system fall on the Waymo parabola. They do, as
reflected by the fact that the curves are quite similar. The
are similar as well, but not identical, reflecting that Uber
took a similar approach to Waymo in designing their
.

7
8
9

In other words, Dr. Hesselink manufactured a visually-similar match between the Petzval
10
visually-similar match in Petzval surfaces somehow translated to similar
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surfaces of Waymo and Uber’s respective transmit lenses, and then tried to suggest that this
11
.

12
And despite acknowledging that the

are “not identical” even on the scaled and

13
overlaid curves, he parroted, with no additional analysis, Waymo’s unsupported litigation
14
position that Uber “took a similar approach to Waymo in designing their

.”

15
To repeat, two identical lenses will always have identical Petzval surfaces — always.
16
That proves nothing for Waymo. What matters with respect to asserted trade secret number 96
17
is where on the Petzval surfaces the

in Waymo and Uber’s respective LiDAR systems

18
are placed. Of course, all

must be placed somewhere on the Petzval surface —

19
otherwise they will be out of focus. But, as stated, Uber’s accused PCB

while

20
Waymo’s claimed PCB

(see, e.g., Dkt. No. 1357-3 at 24). Moreover, the

21
of Uber’s

did not overlap with any

on Waymo’s claimed PCB, and the

22
for each side produced dramatically different

.

23
Dr. Hesselink’s emphasis on the similarity of the Petzval surfaces is a trick — smoke
24
and mirrors. His inexplicable leap from that similarity to the conclusion that Uber “took a
25
similar approach to Waymo in designing their

” — despite all the aforementioned

26
differences between the two sides’

approaches — renders his opinion unreliable,

27
28

4

similar

This is consistent with other responses by both sides showing that their LiDAR systems share neither
nor a similar
strategy (see, e.g., Dkt. Nos. 1458-5, 1461-5).

17

Case 3:17-cv-00939-WHA Document 2219 Filed 11/14/17 Page 18 of 18

1

and thus inadmissible, under Federal Rule of Evidence 702 and Daubert v. Merrell Dow

2

Pharmaceuticals, Inc., 509 U.S. 579, 597 (1993). See Gen. Elec. Co. v. Joiner, 522 U.S. 136,

3

146 (1997) (a district court may exclude an expert opinion where “there is simply too great an

4

analytical gap between the data and the opinion proffered”). Moreover, his suggestion that the

5

overlap of the Petzval surfaces — which, of course, are visually similar — somehow constitutes

6

evidence that Uber misappropriated Waymo’s

7

misleading to the jury, more prejudicial than probative, and thus inadmissible under FRE 403 as

8

well. Dr. Hesselink’s opinion as to asserted trade secret number 96 is therefore STRICKEN.
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9

strategy would be grossly

In short, summary judgment is appropriate as to asserted trade secret number 96 because

10

(1) it was inadequately disclosed at the outset of this litigation, (2) Waymo’s evidence of

11

misappropriation by defendants relied upon an unreliable expert opinion that would be more

12

prejudicial than probative to the jury, (3) insofar as Waymo reformed its asserted trade secret to

13

resurrect asserted trade secret number one, it is rejected again as “Optics 101,” and (4) the

14

evidentiary record shows that even under Waymo’s reformed version of asserted trade secret

15

number 96, there is no genuine dispute of material fact that defendants use neither Waymo’s

16
17

nor its

and for summary judgment as to asserted trade secret number 96 are therefore GRANTED.

18
19

strategy. Defendants’ motions to strike

CONCLUSION
For the foregoing reasons, plaintiff’s motion is GRANTED IN PART and DENIED IN PART.

20

Defendants’ motion is also GRANTED IN PART and DENIED IN PART. Defendants’ motions to

21

strike and for summary judgment as to asserted trade secret number 96 are GRANTED.

22
23

IT IS SO ORDERED.

24
25

Dated: October 30, 2017.

WILLIAM ALSUP
UNITED STATES DISTRICT JUDGE

26
27
28
18
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1
2
3
4
5

IN THE UNITED STATES DISTRICT COURT

6
FOR THE NORTHERN DISTRICT OF CALIFORNIA
7
8
9

WAYMO LLC,

11
For the Northern District of California

United States District Court

10

12
13

Plaintiff,
ORDER EXCLUDING
MICHAEL WAGNER,
RESTRICTING USE OF
FINANCIAL EVIDENCE
AT TRIAL, AND DENYING
OTHER RELIEF

v.
UBER TECHNOLOGIES, INC.;
OTTOMOTTO LLC; and OTTO
TRUCKING LLC,

14

Defendants.
/

15
16
17

No. C 17-00939 WHA

(UNDER SEAL)

INTRODUCTION
In this action for trade secret misappropriation, defendants move to strike plaintiff’s

18

initial disclosures and to preclude its damages claims and certain witnesses. Defendants also

19

move to exclude plaintiff’s damages expert, and to exclude evidence of certain financial

20

information pertinent to plaintiff’s damages theory. Defendants’ motion to exclude Michael

21

Wagner is GRANTED. Their motion to exclude evidence of financial information is GRANTED

22
23
24
25

IN PART

and DENIED IN PART as stated herein. Except to the extent stated herein, their motion

to strike is DENIED.
STATEMENT
The factual and procedural background of this action has been detailed in prior orders

26

and need not be repeated here. In July of this year, defendants Uber Technologies, Inc.,

27

Ottomotto LLC (collectively, “Uber”), and Otto Trucking LLC moved to strike plaintiff Waymo

28

LLC’s initial disclosures and to preclude its damages claims and certain witnesses (Dkt. Nos.
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1

797, 942). A prior order held those motions in abeyance pending evaluation of Waymo’s

2

eventual damages theory (see Dkt. No. 1261 at 78:6–14).1
After discovery closed and the parties disclosed expert reports, defendants moved to

For the Northern District of California

United States District Court

3
4

exclude the testimony and opinions of Waymo’s hired damages expert Michael Wagner (Dkt.

5

Nos. 1614-4, 1653). Wagner is not an economist but merely an inactive certified public

6

accountant and inactive California-licensed attorney. He currently works as managing director

7

at LitiNomics, Inc., “a financial and economic consulting firm specializing in the analysis of

8

economic issues that arise in commercial disputes.” He claims to have “specialized in the

9

computation of commercial damages over the last 40 years of [his] professional career” (Dkt.

10

No. 1615 ¶¶ 3–5). Defendants also moved in limine to exclude evidence of certain financial

11

information pertinent to Waymo’s damages theory (Dkt. No. 1557-4). Both motions were heard

12

at the first final pretrial conference on September 27.
While those motions hung fire, Waymo voluntarily dismissed its patent claims (Dkt.

13
14

Nos. 841, 1593) and another order granted summary judgment of no liability in favor of Otto

15

Trucking (Dkt. No. 2151). Insofar as it pertains to Waymo’s patent claims, Uber’s motion to

16

strike (Dkt. No. 797) has therefore been mooted. Otto Trucking’s separate motion to strike

17

(Dkt. No. 942) has also been mooted. The issues remaining for adjudication pertain only to

18

Waymo’s damages theory against Uber for alleged trade secret misappropriation. With the full

19

benefit of multiple rounds of briefing and hearing, this order now resolves those issues.
ANALYSIS

20
21

1.

MOTION TO EXCLUDE MICHAEL WAGNER.

22

“A witness who is qualified as an expert by knowledge, skill, experience, training, or

23

education may testify in the form of an opinion or otherwise if: (a) the expert’s scientific,

24

technical, or other specialized knowledge will help the trier of fact to understand the evidence

25

or to determine a fact in issue; (b) the testimony is based on sufficient facts or data; (c) the

26

testimony is the product of reliable principles and methods; and (d) the expert has reliably

27
28

1

For the benefit of the court of appeals and with apologies to the public, most record citations herein
are to the unredacted versions of the documents cited.

2
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1

applied the principles and methods to the facts of the case.” FED. R. EVID. 702; see Daubert v.

2

Merrell Dow Pharms., Inc., 509 U.S. 579, 592–94 (1993). District courts have a “gatekeeping

3

role” to ensure that expert testimony admitted into evidence is both reliable and relevant, and to

4

exclude “junk science.” Messick v. Novartis Pharms. Corp., 747 F.3d 1193, 1197 (9th Cir.

5

2014); Sundance, Inc. v. DeMonte Fabricating Ltd., 550 F.3d 1356, 1360 (Fed. Cir. 2008).

6

Wagner offered opinions labeled as both unjust enrichment and reasonable royalty.

7

Other than grade-school arithmetic, however, he did not apply any coherent principle,

8

methodology, theory, or technique, much less one possessing any discernible indicia of

9

reliability. Instead, he made the same arguments that the lawyers can make based on other

10

evidence in the case that can speak for itself. As this order now explains, Wagner’s opinions

11

will be excluded both because they do not qualify as expert testimony under FRE 702 and

12

because they are substantially more prejudicial than probative under FRE 403.

13

A.

14

Unjust Enrichment.

Wagner opined that, as to eight of the nine asserted trade secrets Waymo selected for

15

trial, Uber’s alleged unjust enrichment could be measured in terms of either incremental future

16

profits or saved development costs as a result of accelerated autonomous-vehicle development.

17

As to asserted trade secret number 90, he took a different approach, as explained below. He

18

also described a host of “other ways in which Defendants have been unjustly enriched that [he

19

was] unable to quantify” (see Dkt. No. 1615 ¶¶ 264–65).2
1.

20

Incremental Future Profits.

21

To quantify incremental future profits from accelerated autonomous-vehicle

22

development, Wagner relied on an internal presentation slide that had been created by Uber

23

executive Nina Qi prior to the Ottomotto acquisition to summarize her analysis of how the

24

acquisition could potentially benefit Uber. The Qi slide estimated that the entire Ottomotto

25

acquisition could potentially accelerate Uber’s autonomous-vehicle development timeline by

26

one to two years. Based on this estimated acceleration and Uber’s own internal “Rubicon”

27
2

28

A prior order deleted asserted trade secret number 96 from the original list of nine selected for trial
(see Dkt. No. 2151 at 13–18). Number 96 is nevertheless mentioned in this order only to faithfully reproduce
the relevant sections of Wagner’s report discussed below.

3
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1

business model, the Qi slide estimated that the present value of incremental future profits to

2

Uber as a result of the Ottomotto acquisition ranged from $836 million (one year) to $1.69

3

billion (two years) given a “baseline” assumption (thirteen cities covered by 2022), and from

4

$1.585 billion (one year) to $2.61 billion (two years) given an “optimistic” assumption (thirty

5

cities covered by 2022) (id. ¶¶ 271–81).

6

The Qi slide will come into evidence and Waymo can try to hold Uber to those sky-high

7

numbers. But Waymo seeks to transmogrify this slide into proof that a single trade secret alone

8

should top out at the highest number in the slide. This is a fantastic leap. Here is a summary of

9

how Wagner made it.
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10

Assuming that the Qi slide reliably estimated incremental future profits based on

11

accelerated autonomous-vehicle development, Wagner then purported to estimate how much

12

time Uber had allegedly saved by misappropriating eight of the nine asserted trade secrets

13

Waymo had selected for trial. He had no independent opinion about this. Instead, he relied on

14

the opinion of Lambertus Hesselink, another Waymo-hired expert, that Uber had saved two

15

years just by misappropriating asserted trade secret number 25 and one year just by

16

misappropriating asserted trade secret number 111. For asserted trade secret numbers 9, 96, 2,

17

13, 14, and 7, Wagner cherry-picked from Uber’s interrogatory responses, which estimated how

18

long it would take an independent contractor to redesign the accused features in its LiDAR

19

system. Wagner claimed those estimates represented the amounts of time by which each

20

asserted trade secret accelerated Uber’s entire autonomous-vehicle development timeline,

21

despite Uber’s clarification in the very same interrogatory responses that its redesign estimates

22

“would not significantly or materially impact” its overall development timeline. For asserted

23

trade secret number 90, Wagner took a different approach, as explained below (see id. ¶ 284,

24

Dkt. No. 1786-3 at 46:18–47:15).

25

Wagner then simply multiplied the dollar amounts from the Qi slide with the units of

26

saved time taken from other evidence in the case to arrive at his unjust enrichment conclusion,

27

as quoted now from his report (Dkt. No. 1615 ¶ 285):

28
4
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6
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9
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10

12
13
14
15
16

Of course, if each of those asserted trade secrets independently accelerated Uber’s development

17

timeline as much as Wagner concluded it did, then Uber would have saved nearly four years’

18

worth of development time and over $5.5 billion (given the “optimistic” assumption) for just

19

eight specific trade secrets — remarkable figures by any measure, but particularly in

20

comparison with the Qi slide’s estimate of one to two years and $836 million to $2.61 billion

21

for the entire Ottomotto acquisition. (Uber would have saved three years with just numbers 25

22

and 111, according to Wagner.)

23

Amazingly, these figures, taken together, far exceed the highest numbers anywhere in

24

the Qi slide and leave no room for the possibility that the real value of the Ottomotto acquisition

25

came from legitimate benefits as opposed to the misappropriation of eight specific trade secrets

26

selected for trial after discovery.

27
28

To blur the avaricious optics of overreaching, Wagner added two conclusory sentences
that stated, “If multiple trade secrets are found to be infringed, I have conservatively assumed
5
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1

that the accelerated AV development is not additive. Therefore, only the corresponding unjust

2

enrichment for the trade secret with the longest period of accelerated AV development should

3

be awarded” (id. ¶ 286). Wagner’s report offered no explanation for this assumption, although

4

Waymo (in briefing) and Wagner (in deposition) subsequently explained that he had assumed

5

different aspects of LiDAR development could proceed concurrently (see Dkt. Nos. 1777-3 at

6

12, 1786-3 at 96:5–17). (That explanation raised other problems, as explained below.) The

7

litigation tactic of the assumption, however, is apparent. Wagner’s emphasis on his supposed

8

“conservatism,” both in the aforementioned paragraph and throughout his report, was an effort

9

to appear reasonable despite the astronomical valuations assigned to each of Waymo’s asserted

10

trade secrets. Put differently, it was a transparent attempt to skew the damages horizon and

11

desensitize the jury to the enormity of what Waymo is seeking by contrast with what it

12

supposedly could have sought. In short, Wagner’s phony cloak of conservatism was a mere

13

trial gimmick — a factor that further undercuts the reliability of his opinion.

14

Wagner’s report left ambiguous whether, in his opinion, the Qi slide actually included

15

Waymo’s trade secrets as part of its estimation of Ottomotto’s value (which would be consistent

16

with Waymo’s theory that Uber knowingly misappropriated its trade secrets through Ottomotto)

17

or whether the Qi slide was useful only as a general formula for converting accelerated

18

autonomous-vehicle development into incremental future profits (which would undermine

19

Waymo’s theory that Uber knowingly misappropriated its trade secrets through Ottomotto).

20

Either way, however, raises serious problems with the reliability of Wagner’s opinion.

21

Possibly, Wagner’s (and Waymo’s) theory was that the Qi slide included the value of

22

Waymo’s trade secrets in its estimation of Ottomotto’s value. Wagner and Waymo have both

23

suggested as much, frequently construing evidence in the case to conflate Uber’s expressed

24

desire for LiDAR technology in general during the Ottomotto acquisition with Uber’s alleged

25

intent to misappropriate Waymo’s specific trade secrets (see, e.g., Dkt. Nos. 1615 ¶¶ 309–11,

26

409; 1777-3 at 4 (“Uber was evaluating whether to acquire Otto (and thus, Waymo’s trade

27

secrets).”), 9 (“Evaluating Waymo’s trade secrets as part of the Otto acquisition, Uber estimated

28

that Otto could advance these efforts by one to two years.”); 1834-4 at 1 (“[Wagner] is
6

Case 3:17-cv-00939-WHA Document 2220 Filed 11/14/17 Page 7 of 16

1

calculating Defendants’ unjust enrichment based on how Uber expected the trade secrets to

2

accelerate its own AV timeline at the time of misappropriation.”), 2 (“As Defendants were

3

misappropriating Waymo’s trade secrets (i.e., as they were acquiring Otto), Uber calculated the

4

potential enrichment to itself as of that date.”) (emphasis in original)).

For the Northern District of California

United States District Court

5

Under this interpretation, however, the Qi slide would actually contradict Wagner’s

6

conclusion because it estimated incremental future profits attributable to the entire Ottomotto

7

acquisition, including legitimate assets like an entire team of engineers with knowledge, skill,

8

and experience in a highly specialized and in-demand field, as well as legitimate anticipated

9

benefits for Uber, like the potential to disrupt and slow down the development efforts of

10

competitors. Indeed, Wagner himself admitted later in his report that “any gain to Uber from

11

recruiting engineers and reducing the engineer ranks at Google is unrelated to the

12

misappropriation of trade secrets” and should therefore not be included in calculating unjust

13

enrichment (Dkt. No. 1615 ¶¶ 309–11). Thus, the estimated incremental future profits actually

14

attributable to trade secret misappropriation would have been far less than the full amounts

15

stated in the Qi slide and copied by Wagner. Under this interpretation, Wagner’s reliance on

16

the Qi slide’s estimates with no apportionment for the legitimate elements of the Ottomotto

17

acquisition encompassed therein would render his opinion unreliable under FRE 702.

18

Alternatively, perhaps Wagner (and Waymo) assumed the Qi slide never contemplated

19

Waymo’s trade secrets in its estimation of Ottomotto’s value, and they relied on the slide only

20

as a general formula to calculate incremental future profits from saved development time (e.g.,

21

one year equals $836 million and two years equals $1.69 billion). Waymo gave an explanation

22

to this effect when asked why Wagner never apportioned the Qi slide’s estimates between trade

23

secret misappropriation and the legitimate benefits of acquisition (see Dkt. No. 1863 at

24

12:21–15:11). This interpretation would avoid the aforementioned apportionment problem but

25

still run headlong into other flaws in Wagner’s report.

26

With respect to asserted trade secret numbers 9, 96, 2, 13, 14, and 7, Wagner purported

27

to rely on Uber’s interrogatory responses about redesign times but selectively excised parts of

28

those responses unfavorable to his cause. Uber specifically noted in its interrogatory responses
7
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1

that “schedule times identified for the redesigns . . . would not significantly or materially impact

2

the timeline for commercialization and rollout of Uber’s fully-autonomous self-driving

3

technology to the general public” (Dkt. No. 1617-2 at 4 (emphasis added)). Significantly,

4

Uber’s caveat actually remains consistent with both Waymo and Wagner’s after-the-fact

5

explanation that different aspects of LiDAR development could indeed proceed concurrently

6

(see Dkt. Nos. 1777-3 at 12, 1786-3 at 96:5–17). Wagner, however, rejected this caveat; in

7

other words, he seized on the part of the answer he liked and tossed aside the part he disliked.

8

For the Northern District of California

United States District Court

9

Wagner attempted to justify this cherry-picking by quoting Hesselink’s opinion that
Uber’s redesign estimates did not adequately capture its unjust enrichment. Wagner also

10

pointed out in his deposition and reply report that LiDAR is important to Uber’s development

11

(see Dkt. Nos. 1615 ¶ 284, 1777-10 ¶ 74, 1786-3 at 92:18–93:22). First, it was inconsistent of

12

Wagner to simultaneously rely on both selective fragments of Uber’s interrogatory responses

13

and Hesselink’s opinion that those very same interrogatory responses were an unreliable metric

14

of unjust enrichment. Wagner’s willingness to stitch together strategic fragments of

15

contradictory evidence further indicates that he picked facts to suit his conclusions instead of

16

drawing conclusions from reliable analysis of the facts. Second, the general proposition that

17

LiDAR is important to Uber in no way justifies Wagner’s decision to selectively rely on Uber’s

18

redesign estimates while ignoring its accompanying commentary about the impact of redesign

19

on its overall development timeline. Nor does it explain away the tension between Wagner’s

20

(and Waymo’s) assumptions that (1) each asserted trade secret would bottleneck Uber’s entire

21

development timeline, yet (2) Waymo’s damages are not additive because different aspects of

22

LiDAR development could proceed in parallel (see, e.g., Dkt. Nos. 1777-3 at 8, 12; 1786-3 at

23

96:5–17, 111:14–112:2).

24

A separate problem is that Wagner brings no specialized knowledge to the table. To

25

repeat, he is not an economist but merely an inactive CPA and inactive lawyer. Here, for

26

example, Wagner simply adopted the opinions of others and performed grade-school arithmetic

27

counsel can do on an easel. Where is any specialized knowledge? There is none. The absence

28

of any real expertise is a pervasive problem in Wagner’s incremental future profits “analysis,”
8
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1

though it is clearer with respect to asserted trade secret numbers 25 and 111 because they are

2

not further complicated by the aforementioned cherry-picking problem. The rub is that the

3

evidence Wagner relied on can speak for itself, and his only contribution would be to pile on a

4

misleading facade of expertise. His opinion should therefore be excluded under both FRE 702

5

and FRE 403. See Daubert, 509 U.S. at 595 (“Expert evidence can be both powerful and quite

6

misleading because of the difficulty in evaluating it.”); United States v. Gadson, 763 F.3d 1189,

7

1212 (9th Cir. 2014) (expert witnesses may receive “unmerited credibility” for lay testimony

8

because their testimony is “likely to carry special weight with the jury”).

For the Northern District of California

United States District Court

9

To take the examples of asserted trade secret numbers 25 and 111, Wagner essentially

10

parroted Hesselink’s opinions that they saved Uber two years and one year of development

11

time, respectively (see Dkt. No. 1615 ¶ 284). Assuming for the sake of argument that

12

Hesselink’s opinions regarding saved development time were reliable in the first instance,

13

Wagner applied no “specialized knowledge” by simply multiplying the units of time espoused

14

by Hesselink with dollar amounts lifted from the Qi slide (see Dkt. Nos. 1777-3 at 4, 1786-3 at

15

46:6–47:15). Straightforward application of grade-school arithmetic to uncomplicated numbers

16

is well within the ken of the average juror. There is no reason for Wagner to serve as a

17

mouthpiece for arguments that Waymo’s lawyers can make. See, e.g., United States v. Morales,

18

108 F.3d 1031, 1038 (9th Cir. 1997) (expert witness testimony is admissible under FRE 702 if

19

the subject matter at issue is “beyond the common knowledge of the average layman”).

20

Insofar as the Qi slide and other evidence in this case may turn out to be good

21

barometers of Uber’s expectations going into the Ottomotto acquisition, that evidence can stand

22

on its own for the jury’s consideration. Wagner’s ipse dixit and pseudo-“analysis” are nothing

23

more than lawyer argument dressed up as expert opinion. His opinion will therefore also be

24

excluded under FRE 403 because its danger of confusing the issues, misleading the jury, and

25

causing unfair prejudice substantially outweighs the probative value of its lawyer argument.

26
27
28

2.

Saved Development Costs.

To quantify the development costs allegedly saved by Uber, Wagner relied on another
internal Uber document about the Ottomotto acquisition that forecasted saving “months” of
9
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1

development, wherein each month of development saved translated to $20 million (Dkt. No.

2

1615 ¶ 292). Wagner took this internal estimate and, using the same units of time supposedly

3

saved (discussed above), multiplied the $20 million figure by months supposedly saved to

4

produce the following results, quoted from his report verbatim (id. ¶ 293):

5
6
7
8
9

11
For the Northern District of California
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10

12
13
14

Wagner then repeated, again in conclusory fashion, that he “conservatively assumed that the

15

saved development time is not additive,” so “only the corresponding unjust enrichment for the

16

trade secret with the longest period of saved development time should be awarded” (id. ¶ 295).

17

As stated, this assumption was highly suspect, a way to deflect attention from the stratospheric

18

figures Wagner would assign to each asserted trade secret so as to avoid the absurd result of an

19

even higher total while preserving high numbers in case the jury finds liability only as to one or

20

a few asserted trade secrets. This assumption, the reference to Uber’s internal $20 million

21

figure, and the basic arithmetic required to produce the foregoing chart represented the totality

22

of Wagner’s “analysis” regarding saved development costs.

23

Again, the documents cited by Wagner can independently come into evidence and

24

counsel can make the argument as well as Wagner, who adds nothing by way of expertise. The

25

jury can do the grade-school arithmetic and follow counsel’s closing argument on an easel.

26

Wagner’s “analysis” regarding saved development costs should be excluded under FRE 702

27

because it amounted to nothing more than uncritical acceptance of other evidence in the case,

28

which can speak for itself, plus some basic arithmetic using a straightforward $20 million figure
10

Case 3:17-cv-00939-WHA Document 2220 Filed 11/14/17 Page 11 of 16

1

from Uber’s internal documents. This is not “specialized knowledge” that will help the jury

2

understand the evidence or determine a fact in issue. See, e.g., Morales, 108 F.3d at 1038.

3

Indeed, Wagner’s “analysis” would not only fail to improve on the probative value of the

4

evidence he cited but also actually muddy the uncomplicated facts with his facade of expertise.

5

See Daubert, 509 U.S. at 595; Gadson, 763 F.3d at 1212. It is “junk science” that should be

6

excluded under FRE 702, see Messick, 747 F.3d at 1197, and should further be excluded as

7

substantially more prejudicial and misleading than probative under FRE 403.3

For the Northern District of California

United States District Court

8

3.

Asserted Trade Secret Number 90.

9

Asserted trade secret number 90 received Wagner’s separate consideration. To quantify

10

Uber’s alleged unjust enrichment with respect to asserted trade secret number 90, Wagner again

11

adopted wholesale Hesselink’s opinion that (1) Tyto, another autonomous-vehicle company that

12

Waymo claims was surreptitiously owned by Levandowski, spent two years and five months

13

using asserted trade secret number 90 to develop its product, and (2) Uber acquired Tyto in

14

2016, so (3) defendants saved two years and five months by misappropriating asserted trade

15

secret number 90 (Dkt. No. 1615 ¶¶ 298–99). Wagner then noted that Uber paid a total of eight

16

million dollars plus equity in consideration for Tyto (id. ¶¶ 301, 304, 306). From this he

17

concluded that “the $8 million cash consideration is a reasonable number to use for the unjust

18

enrichment of Defendants related to Trade Secret No. 90” (id. ¶¶ 307–08).

19

It will suffice to simply point out one glaring problem in Wagner’s “analysis,” namely

20

that he made no attempt to apportion the alleged acceleration of Uber’s development timeline

21

between legitimate benefits and trade secret misappropriation. Indeed, Wagner agreed in

22

deposition that the eight million dollars of consideration accounted for “a number of benefits,”

23

including Tyto’s employees, certain legitimate forms of intellectual property, and some tangible

24

property, yet he did no work whatsoever to account for the value of those legitimate benefits

25

(see Dkt. No. 1786-3 at 114:4–117:19). The closest Wagner came to acknowledging this

26

critical distinction in his report was when he stated, “I recognized that in addition to the

27
3

28

If Uber also plans on using an “expert” who is little more than a mouthpiece for presenting the
argument of counsel based on uncomplicated evidence already in the case, then fair play will require exclusion
of that expert too. Either both sides can do it, or neither can.

11

For the Northern District of California
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1

technology, Defendants were also acquiring five employees from Tyto. However, Defendants

2

also paid additional consideration beyond the $8 million cash in the form of 2.75% equity in

3

Ottomotto” (Dkt. No. 1615 ¶ 307). He never bothered to explain the significance of that equity

4

but perhaps meant to suggest that it fully accounted for any value Tyto’s employees might have

5

contributed at any point in time. If so, this suggestion was wholly inadequate because it (1) did

6

not even state Wagner’s conclusion but merely left it to implication, (2) flatly contradicted his

7

deposition testimony that the eight million dollars of consideration also accounted for Tyto’s

8

employees, (3) made no attempt to explain how the equity corresponded even approximately to

9

the legitimate benefits acquired, and (4) still did not account for other legitimate benefits on the

10

table in the Tyto acquisition, including legitimate forms of intellectual and tangible property.

11

It was absurd for Wagner to simply attribute Tyto’s full sticker price to the value of a

12

single asserted trade secret. His “analysis” as to asserted trade secret number 90 failed to

13

account for commonsensical factors vital to any reliable computation of unjust enrichment from

14

trade secret misappropriation in this case. The analytical chasm between the data he cited and

15

the opinion he proffered warrants his exclusion under FRE 702. See Gen. Elec. Co. v. Joiner,

16

522 U.S. 136, 146 (1997). Moreover, as with his other opinions, this opinion would be no more

17

probative than the evidence it cited and would likely distort that evidence with the facade of

18

expertise. It, too, should be excluded under both FRE 702 and FRE 403.

19
20
21
22
23
24
25
26
27
28

4.

Unquantifiable Unjust Enrichment.

The final section of Wagner’s unjust enrichment opinion also fails to pass muster under
FRE 702. To give just one example, Wagner opined (Dkt. No. 1615 ¶ 319 (emphasis added)):
There is evidence that Uber is likely to achieve significant cost
savings over the next several years on its LiDAR sensors, and this
will result in substantial cost savings given the number of vehicles
that it expects to roll out. Just as an example calculation, if Uber
expects to purchase 100,000 vehicles per year, and is developing
its own LiDAR results in volume purchase savings for LiDAR
from the $19,950 expected in 2018 down to the $995 expected in
2020 for savings of $18,955 per vehicle, the cost savings would be
$1,895.5 billion per year. Therefore, depending on the expected
cost of third-party LiDAR at volume, the expected cost savings
could be dramatic. At this time, I have not found enough evidence
to reliably estimate the cost savings that Uber will achieve based
on developing its own LiDAR, let alone the cost savings
attributable to the misappropriation of the trade secrets.
12
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1

Therefore, I have not performed a specific quantification for the
value to Uber related to cost savings based on lower costs of
LiDAR at this time.

2
3

This is just another attempt to surround astronomical numbers with a facade of conservatism.

4

In effect, this leaves the impression, “The numbers could go even higher but being conservative

5

and faithful to reliable data, I will not go there.” Wagner will not get the opportunity to play

6

this card and invite the jury to speculate about “significant,” “substantial,” or “dramatic” cost

7

savings, because his actual opinions will be excluded under both FRE 702 and FRE 403.

8

B.
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9

Reasonable Royalty.

To quantify a reasonable royalty that defendants would have paid for Waymo’s

10

allegedly misappropriated trade secrets, Wagner began with a hypothetical negotiation in the

11

December 2015 to August 2016 period and a “baseline royalty” equal to the unjust enrichment

12

(measured by incremental future profits) that he had calculated earlier (id. ¶¶ 383–85). He ran

13

through the Georgia-Pacific factors, concluding that fourteen were either “neutral” or would

14

tend to increase the reasonable royalty by some unspecified amount while the fifteenth “in

15

essence synthesizes the fourteen” other factors (id. ¶¶ 386–438). See generally Georgia-Pacific

16

Corp. v. United States Plywood Corp., 318 F. Supp. 1116, 1120 (S.D.N.Y. 1970) (listing fifteen

17

factors pertinent to reasonable royalty calculations for a patent license). After summing up

18

these “neutral” or “increase” factors, Wagner then simply concluded, “In my opinion, based on

19

all the considerations described above, the reasonable royalty that would be agreed to by the

20

parties is a ten percent (10%) increase over the Baseline Royalty” (Dkt. No. 1615 ¶ 439).

21

Mind you, this comes to a total royalty more than ten times greater than a “ten percent”

22

royalty. Wagner calls it “ten percent,” evidently to masquerade as more reasonable. His

23

reasonable royalty “analysis” is summed up as follows (see id. ¶ 440):4

24
25
26
27
4

28

In a reasonable royalty analysis, you don’t get both the “base” and the “royalty.” Plus, neither
CUTSA nor DTSA permits an award of damages measured by both unjust enrichment and a reasonable royalty.
See 18 U.S.C. 1836(b)(3)(B)(ii); CAL. CIV. CODE § 3426.3(b).

13
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9

Wagner’s reasonable royalty calculation is premised on his unjust enrichment (measured by

10

incremental future profits) opinion, so it suffers from the same problems discussed above and

11

should be excluded on this basis alone. It should also be excluded because he made no attempt

12

whatsoever to bridge the analytical gap between his discussion of unquantified “neutral” and

13

“increase” factors in a hypothetical licensing negotiation and his decision to simply raise his

14

unjust enrichment numbers by ten percent across the board. See Joiner, 552 U.S. at 146.

15

In summary, Wagner’s opinions fail to pass muster under FRE 702 and Daubert. They

16

are also substantially more prejudicial than probative and therefore subject to exclusion under

17

FRE 403. Defendants’ motion to exclude Wagner’s opinions and testimony is GRANTED.5

18

2.

19

Defendants move to exclude evidence of (1) Waymo’s estimates of its own investments

MOTION TO EXCLUDE EVIDENCE OF FINANCIAL INFORMATION.

20

in trade secret development relating to autonomous-vehicle technology, (2) Waymo’s future

21

revenue forecasts and estimated lost profits, and (3) Uber’s financial condition or resources.

22

Much of defendants’ motion is actually dedicated to arguments about the inadequacies in

23

Wagner’s damages opinions and therefore mooted in light of his exclusion. Similarly, insofar

24

as Waymo insists that the aforementioned evidence is relevant to Wagner’s damages opinions,

25
26
27
28

5
Defendants’ other stated objections to Wagner’s opinions may well have merit, but this order need
not reach them because the foregoing problems are already more than sufficient to warrant Wagner’s exclusion
from our upcoming trial this year. This order states no opinion as to the admissibility of Wagner’s proposed
supplemental report regarding damages attributable to Waymo’s proposed new software misappropriation
claims (see Dkt. No. 2062 at 20–21).

14
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1

that argument no longer carries any weight. This order focuses only on the parties’ arguments

2

about the actual evidence proffered by Waymo separate and aside from Wagner’s opinions.

3

First, defendants contend Waymo’s estimates of its own investments are “conclusory,”

4

improperly calculated, irrelevant to Wagner’s damages theory, and likely to skew the damages

5

horizon because of their high figures (see Dkt. No. 1557-4 at 2). Waymo responds that its own

6

investments — supposedly “between $50 million and $1 billion to develop the individual

7

asserted trade secrets (over the course of 2–7 years)” — are relevant to corroborate the

8

reasonableness of Uber’s estimate that each month of saved development time would translate

9

to $20 million saved (Dkt. No. 1557-12 at 2–3). It seems unlikely that this type of simple

10

comparison between two very different corporations’ expenses could add much probative value

11

to Uber’s internal document containing the $20 million figure, which could speak for itself,

12

especially given the vast universe of variables that would be swept under the rug. At this point,

13

however, it is not clear that this evidence should be excluded outright. This order therefore

14

concludes only that Waymo must seek the Court’s advance permission via a written offer of

15

proof before introducing evidence of Waymo’s estimated investments at trial.

16

Second, and in a similar vein, defendants contend Waymo’s own future revenue

17

forecasts and estimated lost profits are irrelevant to its damages theory and likely to skew the

18

damages horizon for the jury (Dkt. No. 1557-4 at 2–4). Waymo responds that, like its estimated

19

investments, its own future revenue forecasts and estimated lost profits are relevant as “checks”

20

on the reasonableness of Uber’s corresponding figures (Dkt. No. 1557-12 at 3–4). Again, it

21

seems unlikely that this proposed comparison would add much probative value to the

22

straightforward evidence of Uber’s own internal estimates, but conceivably Waymo could still

23

propose a suitable use for this evidence at trial. This order therefore concludes Waymo must

24

also seek the Court’s advance permission via a written offer of proof before introducing

25

evidence of its future revenue forecasts and estimated lost profits at trial.

26

Third, defendants assert in conclusory fashion that “Waymo should be precluded from

27

offering any evidence about Uber’s current revenues, profitability, or other financial resources

28

because such information is irrelevant and poses a risk of biasing the jury’s award” (Dkt. No.
15
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Case 3:17-cv-00939-WHA Document 2220 Filed 11/14/17 Page 16 of 16

1

1557-4 at 4). This is not sufficient to justify outright exclusion of such broad swaths of

2

evidence. Even without Wagner, it is conceivable that Waymo could present a damages theory

3

under which Uber’s revenues, profitability, or financial resources may be relevant. Defendants’

4

motion as to this evidence is therefore DENIED without prejudice to targeted objections to

5

specific items of evidence at trial. As stated herein, their motion to exclude evidence of

6

financial information is GRANTED IN PART and DENIED IN PART.

7

3.

REMAINDER OF UBER’S MOTION TO STRIKE.

8

With the benefit of Waymo’s full damages theory and the foregoing rulings, this order

9

finds that no further relief is necessary under these circumstances to remedy any shortfalls in

10

Waymo’s initial disclosures. Insofar as the remainder of Uber’s motion to strike seeks relief

11

above and beyond what has already been granted herein, it is DENIED.
CONCLUSION

12
13

For the foregoing reasons, defendants’ motion to exclude Michael Wagner is GRANTED.

14

Their motion to exclude evidence of financial information is GRANTED IN PART and DENIED IN

15

PART

as stated herein. Except to the extent stated herein, their motion to strike is DENIED.

16
17

IT IS SO ORDERED.

18
19

Dated: November 2, 2017.

WILLIAM ALSUP
UNITED STATES DISTRICT JUDGE

20
21
22
23
24
25
26
27
28
16
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2
3
4
5
6

IN THE UNITED STATES DISTRICT COURT

7
FOR THE NORTHERN DISTRICT OF CALIFORNIA
8
9
WAYMO LLC,
No. C 17-00939 WHA

11
For the Northern District of California

United States District Court

10

12
13
14
15

Plaintiff,
v.
PENULTIMATE
JURY INSTRUCTIONS
ON TRADE SECRET
MISAPPROPRIATION

UBER TECHNOLOGIES, INC.,
and OTTOMOTTO LLC,
Defendants.
/

16
17

Below please find the revised penultimate jury instructions and special verdict form on

18

the misappropriation claims, after consideration of all arguments and submissions to date.

19

The Court reserves the discretion to revise and a further conference on them will be held near

20

the end of the trial evidence. Counsel and witnesses shall please not refer to these instructions

21

before the jury and shall not claim “reliance” on these instructions, since they are subject to

22

change. Please note that new instructions have been added. Any and all objections and

23

proposed modification must be filed by NOON ON JANUARY 29, 2018. Please limit your filing to

24

fifteen pages and follow the guidelines for case quotations previously described.

25
26

I.
A “trade secret” involves information and can potentially cover any form of financial,

27

business, scientific, technical, economic, or engineering information, including patterns, plans,

28

compilations, program devices, formulas, designs, prototypes, methods, techniques, processes,
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1

procedures, programs, or codes, whether tangible or intangible, and whether or how stored,

2

compiled, or memorialized physically, electronically, graphically, photographically, or in

3

writing. Whether or not any particular information qualifies as a trade secret depends upon

4

factors that I will describe in a moment but, by way of introduction, I want you to understand

5

that a trade secret concerns information.

6

II.

For the Northern District of California
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7

This trial concerns Waymo Alleged Trade Secrets Numbers 2, 7, 9, 13, 14, 25, 90, and

8

111, which are defined in TX _____. Waymo contends that defendants Uber Technologies,

9

Inc., and Ottomotto LLC misappropriated these Alleged Trade Secrets. The summary and listing

10

of these in a single document has been done for your convenience. It does not mean that they

11

are (or are not) in fact trade secrets. Waymo must still prove that each one qualifies as a trade

12

secret.

13
14

III.
Although our trade secret laws allow recovery of “actual damages,” once

15

misappropriation is proven, Waymo has chosen to proceed on a measure of damages called

16

unjust enrichment, a measure that is recognized under our trade secret laws. Furthermore,

17

although our trade secret laws allow recovery for unjust enrichment based on improper

18

acquisition, use or disclosure of trade secrets, Waymo proceeds in this trial on a theory of

19

recovery that requires it to prove unjust enrichment by reason of use or disclosure of trade

20

secrets. Acquisition alone will not be enough to recover damages.

21
22
23
24
25
26
27
28

IV.
To succeed on its claim for unjust enrichment based on alleged misappropriation of any
given Alleged Trade Secret, therefore, Waymo must prove all of the following:
1.

That the Alleged Trade Secret qualified as an enforcible trade

secret at the time it was allegedly misappropriated;
2.

That the defendant improperly acquired, then used or disclosed

the Alleged Trade Secret;
3.

That the defendant was thereby unjustly enriched; and
2
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2

4.

enriching the defendant.

3

No defendant may be held liable for a damage award as to any given Alleged Trade Secret unless

4

all of these elements of proof are satisfied as to that defendant and as to that given Alleged Trade

5

Secret. It is for you, the jury, to decide whether or not all of these elements have been proven for

6

all of the Alleged Trade Secrets, for some of them, or for none of them. I will now explain these

7

elements of proof in more detail.

8

For the Northern District of California

9
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That such use or disclosure was a substantial factor in unjustly

V.
Turning to the first element of proof for a misappropriation claim, Waymo must prove

10

that each Alleged Trade Secret qualified as an enforcible trade secret at the time of alleged

11

misappropriation. To do so, Waymo must prove all of the following:

12

1.

That Waymo owned the Alleged Trade Secret;

13

2.

That the Alleged Trade Secret was secret at that time;

14

3.

That the Alleged Trade Secret had actual or potential

15
16

independent economic value at that time because it was secret; and
4.

That Waymo made reasonable efforts up to the alleged

17

misappropriation to keep secret the Alleged Trade Secret.

18

I will now explain these factors in more detail.

19
20

VI.
Information that is generally known in the field or is readily ascertainable by proper

21

means by those skilled in the art at the time of the alleged misappropriation cannot qualify as a

22

trade secret. There is no fixed standard for determining what is “readily ascertainable by proper

23

means.” In general, information is readily ascertainable if it can be obtained, discovered,

24

developed, reverse-engineered, or compiled without significant difficulty, effort, or expense.

25

For example, information is readily ascertainable if it is available in trade journals, reference

26

books, or published materials or if it could be readily determined by those skilled in the art.

27

On the other hand, the more difficult information is to obtain, and the more time and resources

28

that must be expended in gathering it, the less likely it is readily ascertainable by proper means.
3
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2

VII.
As I have told you, a “trade secret” concerns information. By contrast, trade secrets do

3

not cover professional skills, talents, or abilities. Trade secrets, therefore, do not cover skills,

4

talents, or abilities developed by employees in their employment even though they may be

5

developed at the expense of the employer. Engineers will, for example, through trial and error

6

and application of their professional skills on the job, naturally sharpen their skills and

7

accumulate practical lessons that supplement their skills, talents, and abilities. When they move

8

to new jobs with new employers, they cannot be expected to erase such natural on-the-job

9

practical lessons from memory and will remain free under the law to use them, even though

10

learned while on the payroll of the prior employer. Those lessons must be deemed to become

11

part of their professional skills, talents, and abilities. Engineers cannot, however, go further in

12

new jobs with new employers to use or disclose to others specific engineering solutions or

13

information developed by their prior employers where such specific solutions or information

14

qualify as a trade secret, even those developed or discovered by the engineers themselves.

15

Nor may they memorize or photocopy or download to take their prior employer’s trade secrets

16

with them. It is for the jury to decide in each case whether the employees have used or disclosed

17

a former employer’s trade secret information at their new jobs versus having utilized their

18

professional skills, talents, or abilities.

19
20

VIII.
The results of extended research, which proves that a certain process will not work, can

21

qualify as an enforcible trade secret if all prerequisites for a trade secret are met. This type of

22

negative information is sometimes called “negative trade secrets.” By the same token,

23

depending on the facts and circumstances, negative information might not, in a given case,

24

qualify as an enforcible trade secret because, for example, it remains one of those practical on-

25

the-job insights that become part of the engineer’s general skills, talents and abilities, or can be

26

found in the literature. It is for the jury, in each case, to determine whether negative information

27

qualifies or not as a trade secret, applying the same test as for other information.

28
4
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Everyone has the right to use or to disclose information that they independently develop

3

on their own without the benefit of someone else’s trade secrets. Therefore, even if one

4

company has a protectable trade secret in certain information, other companies are free to

5

independently develop and use similar information on their own. They cannot, however,

6

improperly acquire and then use or disclose someone else’s trade secrets in doing so.

7

X.

8

The secrecy required to prove that something is a trade secret does not have to be

9

United States District Court

IX.

absolute secrecy in the sense that no one else in the world possessed the information at the

10

relevant time. It may have been disclosed to employees involved in the owner’s use of the trade

11

secret as long as they were instructed to keep the information secret. It may also have been

12

disclosed to nonemployees if they were obligated to keep it secret. However, it must not have

13

been generally known to the public or to others who could have obtained value from knowing it.

14

XI.

15

A trade secret has independent economic value if it would have given the owner an actual

16

or potential business advantage over others who did not know the information and who could

17

have obtained economic value from its disclosure or use. In determining whether the

18

information had actual or potential independent economic value because it was secret, you may

19

consider the following:

20
21
22
23
24
25
26
27

1.

The extent to which the owner obtained or could have obtained

economic value from the information in keeping it secret;
2.

The extent to which others could have obtained economic value

from the information if it were not secret;
3.

The amount of time, money, or labor that the owner expended in

developing the information; and
4.

The amount of time, money, or labor that defendant saved by

using the information.

28
5
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1
2

The presence or absence of any one or more of these factors is not necessarily
determinative.

3
4

made by a reasonable business in the same situation with the same knowledge and resources

6

as the alleged owner, exercising due care to protect important information of the same kind.

7

This requirement applies separately to each item that claimed to be a trade secret.

8

In determining whether or not the owner made reasonable efforts to keep the information

9

secret, the following factors should be considered, among any other factors pertinent to the issue:

11
For the Northern District of California

Reasonable efforts to keep the information secret are the efforts that would have been

5

10

United States District Court

XII.

12
13
14

1.

Whether products, hardware, documents or computer files

containing the information were marked with confidentiality warnings;
2.

Whether the owner instructed its employees to treat the

information as confidential;
3.

Whether the owner unreasonably over-classified information as

15

confidential such that employees might be unsure of what genuinely needed

16

confidentiality;

17
18
19
20
21
22
23

4.

Whether the owner restricted access to the information to

persons who had a business reason to know the information;
5.

Whether the owner kept the information in a restricted or

secured area;
6.

Whether the owner required employees or others with access to

the information to sign confidentiality or nondisclosure agreements;
7.

Whether the owner took any action to protect the specific

24

information, or whether it relied on general measures taken to protect its

25

information or assets;

26
27

8.

The extent to which any general measures taken by the owner

would prevent the unauthorized disclosure of the information; and

28
6
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1

Whether there were other reasonable measures available to the

2

owner that it did not take.

3

The presence or absence of any one or more of these factors is not necessarily

4

determinative.

5

XIII.

6

Turning to the second element of proof for a misappropriation claim for damages,

7

Waymo must also prove that the Alleged Trade Secret was used or disclosed by a defendant

8

without Waymo’s consent and that said defendant either acquired knowledge of the trade secret

9

by improper means or at the time of use, knew or had reason to know that its knowledge of the

10

trade secret came through persons who had acquired it by improper means.

11
For the Northern District of California
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9.

12

XIV.
Improper means of acquiring a trade secret or knowledge of a trade secret include, but are

13

not limited to, theft, misrepresentation, and breach or inducing a breach of a duty to maintain

14

secrecy. It is not improper, however, to acquire a trade secret or knowledge of the trade secret

15

by any of the following:

16

1.

Independent efforts to invent or discover the information;

17

2.

Reverse engineering; that is, examining or testing a product to

18

determine how it works by a person who has a right to possess the product;

19

3.

Observing the information in public use or on public display; or

20

4.

Obtaining the information from published literature, such as

21

trade journals, reference books, the Internet, or other publicly-available

22

sources.

23
24

XV.
Misappropriation by use requires actual use. It is not enough to speculate that employees

25

of an accused defendant would inevitably have used the claimed trade secret in their work.

26

In this connection, you have heard testimony that employees of defendants once worked for

27

Google and/or Waymo. The mere fact that employees left Google or Waymo to work for a

28

defendant does not automatically mean that they used Waymo’s trade secrets after they left
7
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1

Google or Waymo. Again, employees have the right to change employers and to apply their

2

talents and skills in their new jobs. Doing so is lawful as long as they don’t reveal or use

3

information qualifying as a trade secret of a prior employer.

4

XVI.

5

Use is not limited to direct copying but includes studying and consulting. For example, if

6

someone took a copy of a secret design with him to his next employer and studied the copy while

7

working on the next employer’s own design, such studying would constitute use even though the

8

two designs differed.

9
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10

XVII.
Turning to the third and fourth elements of proof of Waymo’s misappropriation claim,

11

unjust enrichment occurs whenever a defendant reaps an undeserved benefit such as accelerating

12

its own development timeline and/or saving on development costs by taking improper advantage

13

of someone else’s trade secrets. Unjust enrichment does not occur, however, where the benefit

14

would have been realized anyway. The use or disclosure must have been a substantial factor in

15

causing the unjust enrichment. A substantial factor in causing unjust enrichment means a factor

16

that a reasonable person would consider to have contributed to the unjust enrichment. It must be

17

more than a remote or trivial factor. It does not have to be the only cause. Conduct is not a

18

substantial factor in causing unjust enrichment if the same benefit would have occurred without

19

that conduct.

20
21

XVIII.
Acquiring someone else’s enforcible trade secret may (or may not) unjustly enrich the

22

acquirer. In this case, however, Waymo’s theory of recovery depends, as stated, on proving use

23

or disclosure of its Alleged Trade Secret.

24
25

XIX.
If you find any defendant misappropriated one or more Alleged Trade Secrets and was

26

thereby unjustly enriched, then you must decide whether Waymo has proven a calculable dollar

27

value for the unjust enrichment by that defendant. I will now instruct you on the law concerning

28
8
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1

such damages. By doing so, I am not suggesting for whom your verdict should be on the

2

question of liability. That is a question entirely up to you.

3

XX.

4

If Waymo proves that any defendant used or disclosed one or more Alleged Trade

5

Secrets, then Waymo is entitled to recover damages if the use or disclosure was a substantial

6

factor in causing that defendant to be unjustly enriched.

7
8

dollar value of that defendant’s actual benefit that would not have been achieved except for its

9

use or disclosure. Then subtract from that amount that defendant’s reasonable expenses,

10

including the dollar value of its own independent research and development.

11
For the Northern District of California

United States District Court

To decide the dollar amount of any unjust enrichment to a defendant, first determine the

12

Your award must be based upon evidence, and not upon speculation, guesswork, or
conjecture.

13

If you find, as to any Alleged Trade Secret, that it was used or disclosed but that Waymo

14

has failed to prove a calculable dollar amount of unjust enrichment, meaning on Special Verdict

15

Question Nos. 2 and 6 you answer “Yes” and “Zero,” then we may have a short supplemental

16

instruction and supplemental closing argument to assist you in arriving at an alternative form of

17

award.

18
19

XXI.
If you find any defendant used or disclosed one or more Alleged Trade Secrets and that

20

that defendant is liable for damages for unjust enrichment, then you must decide whether that

21

defendant’s conduct was willful and malicious. If you so find, then you must determine what

22

amount of exemplary damages Waymo should recover from that defendant. Exemplary damages

23

are intended to punish and to deter misappropriation of trade secrets. You may determine an

24

amount of exemplary damages up to two times any amount awarded as damages for unjust

25

enrichment.

26

XXII.

27

Conduct is “willful” if done with a purpose or willingness to commit the act or engage in

28

the conduct in question, and the conduct was not reasonable under the circumstances at the time
9
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1

and was not undertaken in good faith. Conduct is “malicious” if done with an intent to cause

2

injury or was despicable and done with a willful and knowing disregard for the rights of others.

3

Conduct is despicable when it is so vile or wretched that it would be looked down upon and

4

despised by ordinary decent people. Someone acts with knowing disregard when aware of the

5

probable consequences of their conduct and deliberately fail to avoid those consequences.

6

XXIII.

7

You have heard evidence that the law firm of Morrison & Foerster, LLP, and/or the

8

forensic analytics firm of Stroz Friedberg, LLC, received information originating with Waymo in

9

connection with Uber’s acquisition of Ottomotto LLC. Under the law, if Waymo proves that one

10

or both of these firms acquired Waymo information as an agent of a defendant, then you must

11

treat that information as having been acquired as well by that defendant unless the defense

12

proves that such firm was under an obligation not to disclose the trade secret to that defendant.

13

XXIV.

14

An agent is a person who performs services for another person under an express or

15

implied agreement and who is subject to the other’s control or right to control the manner and

16

means of performing the services. The other person is called a principal. The agency agreement

17

may be oral or written. An agent is acting within the scope of authority if the agent is engaged in

18

the performance of duties which were expressly or impliedly assigned to the agent by the

19

principal.

20
21

XXV.
If you find that Morrison or Stroz acquired and then used or disclosed an Alleged Trade

22

Secret, as agent on behalf of Uber, but further find that Uber itself did not otherwise acquire, use

23

or disclose it, then the only damages you may impose, if any, would be for the use or disclosure,

24

if any, by Morrison or Stroz, taking into account the particulars of any such use or disclosure.

25

The same is true for Ottomotto. If you find that Morrison or Stroz acquired, then used

26

or disclosed an Alleged Trade Secret, as agent on behalf of Ottomotto, but further find that

27

Ottomotto itself did not otherwise acquire, use or disclose it, then damages attributable to

28
10
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1

Ottomotto, if any, would have to be based on the particulars of how Morrison or Stroz used or

2

disclosed it.

3

For the Northern District of California

United States District Court

4

XXVI.
When Anthony Levandowski testified at our trial, he invoked his right not to incriminate

5

himself under the Fifth Amendment in our Bill of Rights. This was his right to do so.

6

Nevertheless, you may but are not required to find that the questions called for answers that

7

would have incriminated him and that these answers would have been adverse to his position.

8

That, however, would not necessarily be the same as being adverse to the position of Uber or

9

Ottomotto or Waymo. Before finding that the answer would have also been adverse to another

10

party in the case, you should consider all of the other evidence and circumstances. You are not

11

required to find that any answer by him would have been adverse to him or to any party herein.

12

XXVII.

13

Waymo is suing Anthony Levandowski in a separate proceeding, not in this case.

14

This trial is against only Uber and Ottomotto. That Levandowski himself might be liable to

15

Waymo is not, by itself, enough to make Uber or Ottomotto liable to Waymo in this trial.

16

To hold them liable, or either of them, for misappropriation of any Alleged Trade Secret, Waymo

17

must prove the elements of proof set forth in these instructions.

18
19

IT IS SO ORDERED.

20
21

Dated: January 3, 2018.

WILLIAM ALSUP
UNITED STATES DISTRICT JUDGE

22
23
24
25
26
27
28
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I’m not so sure Waymo’s going
to win against Uber
Waymo v. Uber, day 4
By Sarah Jeong @sarahjeong

Feb 8, 2018, 6:39pm EST

So… guys? Can we talk about something for a second?
It’s day 4 of Waymo v. Uber, and I’m still not entirely clear on what Waymo’s
case is.
Yes, it’s a case where a former Google engineer absconded with over 9
gigabytes of data, transferred it to his laptop, backed it up onto disks that he put
in his closet, sent texts about shredding evidence, and deleted texts about
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shredding evidence, and is also now expected to invoke the Fifth Amendment
on the stand. And yes, when Uber acquired his company, it indemnified him for
intellectual property claims as part of the acquisition.
But even with all that, I’m not sure Waymo is going to win because I can’t figure
out the case they’re putting on.
It’s a trade secrets case, and because trade secrets lose trade secret status
when they become public, portions of the trial were always going to be under
seal. Waymo originally asserted that over a hundred trade secrets had been
misappropriated by Uber — that’s been narrowed down to eight. We don’t know
what these trade secrets are. They could be circuit boards, they could be the
placement of components on the circuit boards, they could maybe even be
machine learning data sets. Trade secrets are a pretty broad category: they can
be a “formula, pattern, compilation, program, device, method, technique, or
process.” We, the public, are not allowed to see what those eight secrets are.
But, uh, it’s a little weird that we have literally no idea even what general
ballpark they’re in? I mean, given that only 45 minutes of Waymo time have
been under seal?
Can you really explain eight self-driving car trade secrets in 45 minutes?
And then there’s the part where Anthony Levandowski is not on trial, Uber is.
Even if Levandowski took 14,000 confidential documents, that doesn’t mean
that Uber did something wrong — there isn’t a clear link to how those
documents got onto Uber computers or were used in Uber self-driving cars.
Though, sure, there isn’t clear evidence the documents didn’t find their way over
to Uber. A lot of things got deleted, not everything was forensically recoverable,
and also, a hard drive named “NEWCO” was connected to Anthony
Levandowski’s personal laptop in January 2016. NEWCO was Uber’s code
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name for the company that became Ottomotto. No one was able to find and
examine that hard drive.
Things feel off, but still, this is Waymo’s case to make and their burden of proof
to carry. And I’m really confused about what their case even is.
One part of what they’re supposed to prove is that the trade secrets they assert
are actually trade secrets. Again, the trade secret could be a schematic, a circuit
board, a process or a technique, but regardless, the company who owns the
trade secret has to be taking reasonable care to keep the secret a secret.
Part of Uber’s case appears to be that Google doesn’t take reasonable care to
keep its LIDAR a secret because Waymo’s LIDAR technical lead Pierre-Yves
Droz took one of the old LIDARs with him to Burning Man. But let’s not even get
into that now.
A trade secret also has to be valuable and it has to be valuable because it’s a
secret. It also can’t be “readily ascertainable by proper means” by other people
who might get something out of its value — in other words, if you can legally
reverse engineer the technology after buying it off the shelf, that technology isn’t
a trade secret.
Whatever these Google trade secrets are, there’s some convincing testimony
that they’re worth stealing. Today, lawyers trotted Droz out to testify about the
differences between Waymo’s secretive, proprietary LIDAR and Velodyne’s offthe-shelf LIDAR.
Grizzly Bear 3 (GBR-3) — which he had helped develop through many iterations
over many years — is long-distance, where Velodyne is “medium-distance,” he
said. While both GBR-3 and Velodyne LIDAR featured 64 lasers, GBR-3 wasn’t
just more powerful, it’s much, much cheaper — it costs about $4,000 where
Velodyne’s is $75,000. If there’s a secret sauce that gives Waymo that edge, it’s
a valuable one.
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But Uber has an email from Sasha Zbrozek, a Google engineer, who wrote, “It’s
all electronics designs, schematics and PCB layouts and the component library
for their creation. It was considered low-value enough that we had even
considered hosting it off Google infrastructure.”

Trial exhibit.

Zbrozek took the stand today to clarify that he thought hardware was treated like
a “second-class citizen” compared to software and algorithms — that didn’t
mean that hardware wasn’t valuable at all.
It’s still a weird, conflicting statement! But let’s set that part aside.
I’m much more weirded out by something else: Waymo keeps throwing out red
herrings about their trade secrets during trial. When the public came back into
the courtroom after the sealed portion of Waymo’s opening statements, Judge
Alsup chided them for putting up “stuff that looked like promotional videos” in the
sealed courtroom. That shouldn’t have been under seal, he said.
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“In fact, look, I want to say, this is for you newspaper reporters out there, in the
sealed portion, only about two-thirds of it deserved to be sealed,” the judge
added, pointedly. “There were things about LIDAR, there were things about —
like these promotional ads that you’ve put up there that the public could have
seen.”

Alsup told Waymo lawyers that they were “leaving the impression with the jury
that you invented LIDAR, that you invented self-driving cars, and that that’s what
this case is about.” Mindful of his rant, Waymo was careful to mention that
Google did not invent LIDAR later that day.
And then there’s the circuit board from the Gorilla Circuits email. Back in
December 2016, a manufacturer of printed circuit boards (PCBs) accidentally
forwarded an email to a Waymo engineer that was for Ottomotto — the
company that Anthony Levandowski had founded after suddenly quitting
Google, and had then been acquired by Uber.
The email contained a zip file labeled “manufacturing docs for Fuji laser,”
containing schematics and all the other information necessary to manufacture a
PCB. The engineer opened up the email and got suspicious about a drawing of
a circuit board. It looked awfully like a PCB in one of Waymo’s LIDARs.
He showed it to his manager. The matter was swiftly escalated up the food
chain, each person agreeing that the circuit board looked a lot like theirs.
The gallery was not allowed to see the drawing in question, which is under seal.
Well, that sounds bad, doesn’t it? Here’s the thing. In the break, when the jury
had gone into the jury room, Judge Alsup took a moment to berate the lawyers
for keeping the drawing under seal. It had to do with “Trade Secret 96,” but 96
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was one of the many dozens that got tossed out as Waymo’s case was
narrowed down to the final eight.

“You know, you have been attached to that Gorilla Circuits email,” said Alsup.
“You have squirmed left and right trying to figure out some way to build your
case around it. And even though 96 got thrown into oblivion, you’re still trying to
find some way to screw that into the case and it has nothing to do with any trade
secret that’s in play.”
Look, it’s a trade secrets case. I walked into this fully expecting to be locked out
of the courtroom for huge portions, for the very core of this case to remain an
unknowable black box. And yes, the core of the case is still a black box, but it’s
a black box the size of a Tamagotchi and I would very much like to know why.
Waymo took another 15 minutes of sealed testimony today. They seem to be on
track to finish presenting their evidence tomorrow, giving Uber a chance to start
their case on Monday. Both sides have physical LIDARs admitted as exhibits in
court and are maybe going to show them to the jury?
Maybe the general direction of questions will make more sense to me tomorrow.
For now, I’m just extremely confused.

https://www.theverge.com/2018/2/8/16993208/waymo-v-uber-trial-trade-secrets-lidar
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Overcoming Bad Evidence: Lessons From Waymo V. Uber Trial
By Arturo González and Esther Kim Chang (March 26, 2018, 1:03 PM EDT)
One piece of “bad” evidence (or evidence that simply looks bad) can sink a client at
trial. How do you neutralize the evidence before the judge and keep the jury
sympathetic to your client when there is evidence that, at first glance, appears to
implicate your client? This article addresses some of the bad evidence that we —
Uber’s counsel — encountered in the Waymo v. Uber battle involving autonomous
vehicles, and explains how that evidence was neutralized in front of the court and
at trial.
The Setting
Waymo filed a federal lawsuit in the Northern District of California and
immediately sought a preliminary injunction based on an allegation that a former
employee had improperly downloaded 14,000 files prior to resigning. Waymo
alleged that the files contained important trade secrets, that the former employee
had taken the files to Uber, and that Uber was using that information in its
development of autonomous vehicles. In support of its motion for preliminary
injunction, Waymo included declarations that purported to show evidence of
Waymo’s internal forensic investigation that uncovered the downloading of the
14,000 files.
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In response to this preliminary showing, U.S. District Judge William Alsup
expressed very strong views about Waymo’s case and stated in addressing Uber’s counsel: “This is an
extraordinary case. I have never seen a record this strong in 42 years. So you are up against it.”
Uber’s objective from the outset was to demonstrate that: (1) the 14,000 files were not as important as
Waymo claimed they were and (2) the files never made it to Uber.
Are These Really “Trade Secrets”?
Discovery unearthed internal Waymo emails that discredited Waymo’s argument that the 14,000 files

contained important information. Sasha Zbrozek, the Google employee tasked with the responsibility of
determining where to store the 14,000 files at Google,[1] wrote to his boss’ boss in March 2015,
lamenting that Google had run out of space to store the 14,000 files and characterizing those files: “[I]t’s
not code, it’s not user data, it’s pretty low-value.”[2] The phrase “low-value” is one most jurors would
understand.
Those sentiments were confirmed a year and a half later when Zbrozek exchanged emails in October
2016 with Google’s outside counsel, who were investigating the departure of employees from Google to
Uber. In describing the repository that contained the 14,000 files, Zbrozek again used the same two
words: “It was considered low-value enough that we had even considered hosting it off of Google
infrastructure.”[3] (Uber obtained this email after the magistrate ruled that Google waived privilege
over its internal forensic investigation when it submitted a declaration from a Google employee in
support of its motion for preliminary injunction that included some of the purported findings from that
investigation.)
Thus, Uber’s discovery efforts resulted in a pair of bookends that could be used to demonstrate that,
prior to trial, Waymo had admitted that the 14,000 files were “low-value,” in contrast to Waymo’s
argument at trial that the files contained valuable trade secrets.
The Automatic Downloading
In addition to Waymo’s characterizations of the repository for the 14,000 files, Uber made another
remarkable discovery as it dug into the facts. When Zbrozek set up the repository for the 14,000 files, he
included instructions on how to log on to that repository. Following those instructions caused the entire
repository containing the 14,000 files to be automatically downloaded. This discovery allowed Uber to
argue that the fact that a former employee may have downloaded the 14,000 files was not necessarily
nefarious. Uber used this fact during Zbrozek’s cross-examination to drive home the theme that these
documents were not valuable, much less trade secrets:
Q: Did anybody at Google say to you, “You know what, Sasha? That’s not a good idea to have everything
automatically downloaded because we’ve got some trade secrets in here”? Did anybody say that to
you?
A: No.

The Files Never Made It to Uber
One of the more unsettling parts of the litigation allowed counsel for Waymo (and at times, Waymo’s
experts) to visit Uber to inspect Uber’s facilities, servers, source code, design files, and prototypes. But
the repeated inspections ultimately became a powerful fact for Uber because, after 12 inspections,
Waymo found none of the 14,000 files at Uber.
Uber planned to introduce evidence of these inspections through simple and clean responses to

requests for admission, which contained Waymo’s admissions regarding the dates, times, and locations
of the inspections. (The case settled after four days of trial, and this evidence was never introduced.)
Uber’s trial strategy also included a short cross-examination of Waymo’s own forensics expert. Waymo’s
forensics expert provided detailed testimony about what the former employee allegedly did with the
14,000 files after he downloaded those files, even though that former employee was not a defendant in
the case. The defendant that the jurors were to judge was Uber. Uber’s cross-examination of Waymo’s
forensics expert lasted only three minutes. Uber first elicited testimony that the expert had worked very
hard on the project, had a team of people helping him, and had collectively spent hundreds of hours
working on the case before obtaining the main takeaway testimony:
Q: After spending hundreds of hours with three colleagues, do you have any evidence that the 14,000
files ever made it to an Uber computer?
A: I didn’t examine any Uber computers.
Q: Is the answer no?
A: No, that wasn’t my role in the investigation.
Q: Do you have any evidence that any of the 14,000 files ever made it to an Uber server?
A: Same answer.

It was not necessary to ask the follow-up question as to whose role it was to confirm whether any of the
14,000 files made it to Uber, because that was a rhetorical question that could be asked during closing
argument.
The “Last Accessed” Files
At trial, Waymo argued that the former employee had “accessed” Google files from his personal laptop
after he left Google and was no longer an employee. At first glance, the evidence seemed incriminating.
Why would the former employee be “accessing” Google files after leaving Google? But further analysis
revealed that computers frequently (and automatically) “access” files when there is a software update,
or for other technical reasons. Thus, the fact that Google files were “accessed” did not necessarily mean
that a user had logged into a computer to physically locate and open Google files. To demonstrate this,
Uber used the following demonstrative at trial, which shows some of the files that were actually
“accessed” by the former employee’s laptop:

Two things stand out: (1) dozens of files were “accessed” at the exact same minute and (2) many of the
files “accessed” were random files, like the pictures of the hanging plant and the muffins in a basket.
(For closing argument, we planned to bring a basket of muffins into the courtroom.)
It would be surprising if any of the jurors believed that Google’s proffer established that the former
employee had purposely “accessed” Google files. More likely, had the case gone into deliberations, any
suggestion that this evidence showed proof of misappropriation would have likely been met with a
simple retort: “Are you kidding me? Do you really think he purposefully accessed a picture of muffins in
a basket?”
Happy Thanksgiving — The Jacobs Letter
The evening before Thanksgiving 2017, a week before trial, Judge Alsup issued a notice advising the
parties that he had received a letter “from the United States Attorney regarding this case.”[4] The letter
was not attached. The notice notified the parties that the letter would “be kept under seal until further
order of the Court.”[5] It was a virtual certainty that the letter was anything but good news for Uber.
Later that evening, the parties received a copy of the letter from the United States attorney. In short, it
stated that the government had interviewed a former Uber employee, Richard Jacobs, who advised the
government that “Uber employees routinely use[d] non-attributable electronic devices to store and
transmit information that they wished to separate from Uber’s official systems. He surmised that any
wrongfully-obtained intellectual property could be stored on such devices, and that such action would
prevent the intellectual property from being discovered in a review of Uber’s systems.” This testimony
created an inference that Uber may have stolen Waymo’s documents and hidden them in secret “nonattributable electronic devices.”

As if that were not bad enough, the letter from the U.S. attorney went on to say that counsel for Jacobs
had shared this information with Uber’s in-house counsel in a letter written several months earlier, in
May 2017. Up to this point in the litigation, no such letter had been produced and there had been no
mention of “non-attributable” devices.
Judge Alsup reacted swiftly to the letter from the U.S. attorney. On Thanksgiving Day, Judge Alsup issued
an order requiring Uber to advise the court at the final pretrial conference the following Tuesday of “the
precise extent to which the information provided by Richard Jacobs [was] accurate” and “the precise
extent to which the devices referred to by Jacobs [had] been searched by Uber for responsive materials
in discovery.”[6] Judge Alsup required that Uber “fully investigate[] the matter and be prepared to
testify under oath.”[7] In addition, Judge Alsup ordered Uber to produce three fact witnesses to testify
at the final pretrial conference regarding these issues, including Jacobs (who lived out-of-state) and the
Uber in-house counsel who received the May 2017 letter from counsel for Jacobs.
Judge Alsup was on a mission to get to the bottom of this issue, and quickly. Our team scrambled over
Thanksgiving weekend to get to the bottom of the allegations to be able to explain the situation to
Judge Alsup (and to the throng of media that followed the case very closely).
On Nov. 28 and 29, 2017, Uber presented five witnesses for examination by opposing counsel (and, to
some extent, by Judge Alsup himself). We successfully neutralized the Jacobs letter during its
examination of the witnesses, at least with respect to the limited assertions relevant to this case, by
having Jacobs admit that he had no personal knowledge of any of the 14,000 files making it to Uber and
no knowledge of anyone working on autonomous vehicles ever using “non-attributable devices.”
Our other goal was to explain to Judge Alsup the limited number of Uber employees who used “nonattributable devices,” and for what purpose they used them. On cross-examination, we asked all the fact
witnesses to explain the threats and physical violence that Uber drivers face in certain regions of the
world, beginning with Jacobs himself:
Q: When your team is investigating potential threats of violence against the company, do you want the
people that you’re investigating to know who you are?
A: No.
***
Q: Is it your understanding that that is why these folks were using these non-Uber machines?
A: Yes, yes.[8]

Having demonstrated Uber’s legitimate need for such devices, we then introduced evidence that use of
these devices was limited to a few individuals on the securities team — and not anyone working on

autonomous vehicles. This persuaded Judge Alsup that the entire “non-attributable” device issue was
more prejudicial than probative. After extensive briefing, he ruled that there would be no evidence of
“non-attributable” devices at trial. And indeed, after four days of trial, there was no mention at all of the
infamous Jacobs letter.
In sum, through careful and thoughtful planning, we were able to neutralize some of Waymo’s best
evidence at trial, which likely contributed to the resolution of this important matter.
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