Thursday, November 7, 2019
3:00 PM – 4:15 PM
Session ###: What the DOJ’s “China Initiative” Means for White Collar Prosecutions
On November 1, 2018, the U.S. Department of Justice announced the creation of a “China
Initiative,” focused on a host of potential regulatory and criminal violations involving China,
such as the theft of trade secrets, violations of the Foreign Agents Registration Act, and
violations of the Foreign Corrupt Practices Act. Was that announcement merely saber rattling by
the U.S. government or has it had tangible effects?
Come hear from veteran practitioners from leading global law firms and the U.S. Department of
Justice discuss the ramifications of the China Initiative on companies and individuals doing
business in China and/or with Chinese companies and individuals. Discussion topics will
include: (1) recent high-profile cases involving Chinese companies and individuals, including the
prosecution of Huawei and Meng Wanzhou; (2) what the DOJ’s recent focus means for attorneys
representing companies and individuals with any connection to China; and (3) an overview of
major compliance and enforcement risks for companies and individuals doing business with
China.
Moderator:
Edward Y. Kim, Krieger Kim & Lewin LLP
Speakers:
John P. Cronan, Principal Deputy Assistant Attorney General, U.S. Department of Justice
Joon H. Kim, Cleary Gottlieb Steen & Hamilton LLP
Tai H. Park, White & Case LLP
Jeannie S. Rhee, Paul, Weiss, Rifkind, Wharton & Garrison LLP
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NAPABA 2019: What the DOJ’s “China Initiative” Means for White Collar Prosecutions

•

Basics of the DOJ’s “China Initiative”
o Announced by former Attorney General Jeff Sessions on November 1, 2018


“But under President Donald Trump, the United States is standing up to
the deliberate, systematic, and calculated threats posed, in particular, by
the communist regime in China, which is notorious around the world for
intellectual property theft.”



“We are here today to say: enough is enough. We’re not going to take it
anymore. It is unacceptable. It is time for China to join the community of
lawful nations. International trade has been good for China, but the
cheating must stop. And we must have more law enforcement
cooperation; China cannot be a safe haven for criminals who run to China
when they are in trouble, never to be extradited. China must accept the
repatriation of Chinese citizens who break U.S. immigration law and are
awaiting return.”

o Stated goals of the China Initiative:


Identify priority trade secret theft cases, ensure that investigations are
adequately resourced, and work to bring them to fruition in a timely
manner and according to the facts and applicable law;



Develop an enforcement strategy concerning non-traditional collectors
(e.g. researchers in labs, universities, and the defense industrial base) that
are being coopted into transferring technology contrary to U.S. interests;



Educate colleges and universities about potential threats to academic
freedom and open discourse from influence efforts on campus;



Apply the Foreign Agents Registration Act (FARA) to unregistered agents
seeking to advance China’s political agenda, bringing enforcement actions
when appropriate;



Equip the nation’s U.S. Attorneys with intelligence and materials they can
use to raise awareness of these threats within their Districts and support
their outreach efforts;
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•



Implement the Foreign Investment Risk Review Modernization Act
(FIRMA) for DOJ;



Identify opportunities to better address supply chain threats, especially
ones impacting the telecommunications sector, prior the transition to 5G
networks;



Identify Foreign Corrupt Practices Act (FCPA) cases involving Chinese
companies that compete with American businesses;



Increase efforts to improve Chinese responses to requests under the
Mutual Legal Assistance Agreement (MLAA) with the United States; and



Evaluate whether additional legislative and administrative authorities are
required to protect our national assets from foreign economic aggression.

Types of offenses that might be more frequently charged as a result of the China
Initiative:
o Foreign Corrupt Practices Act (FCPA) (15 U.S.C. §§ 78dd-1, et seq.)


“a) Prohibition It shall be unlawful for any issuer which has a class of
securities registered pursuant to section 78l of this title or which is
required to file reports under section 78o(d) of this title, or for any officer,
director, employee, or agent of such issuer or any stockholder thereof
acting on behalf of such issuer, to make use of the mails or any means or
instrumentality of interstate commerce corruptly in furtherance of an offer,
payment, promise to pay, or authorization of the payment of any money,
or offer, gift, promise to give, or authorization of the giving of anything of
value to--(1) any foreign official for purposes of-- (A)(i) influencing any
act or decision of such foreign official in his official capacity, (ii) inducing
such foreign official to do or omit to do any act in violation of the lawful
duty of such official, or (iii) securing any improper advantage; or
(B) inducing such foreign official to use his influence with a foreign
government or instrumentality thereof to affect or influence any act or
decision of such government or instrumentality, in order to assist such
issuer in obtaining or retaining business for or with, or directing business
to, any person; (2) any foreign political party or official thereof or any
candidate for foreign political office for purposes of-- (A) (i) influencing
any act or decision of such party, official, or candidate in its or his official
capacity, (ii) inducing such party, official, or candidate to do or omit to do
an act in violation of the lawful duty of such party, official, or candidate,
or (iii) securing any improper advantage; or (B) inducing such party,
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official, or candidate to use its or his influence with a foreign government
or instrumentality thereof to affect or influence any act or decision of such
government or instrumentality, in order to assist such issuer in obtaining
or retaining business for or with, or directing business to, any person; or
(3) any person, while knowing that all or a portion of such money or thing
of value will be offered, given, or promised, directly or indirectly, to any
foreign official, to any foreign political party or official thereof, or to any
candidate for foreign political office, for purposes of-- (A)(i) influencing
any act or decision of such foreign official, political party, party official,
or candidate in his or its official capacity, (ii) inducing such foreign
official, political party, party official, or candidate to do or omit to do any
act in violation of the lawful duty of such foreign official, political party,
party official, or candidate, or (iii) securing any improper advantage; or
(B) inducing such foreign official, political party, party official, or
candidate to use his or its influence with a foreign government or
instrumentality thereof to affect or influence any act or decision of such
government or instrumentality, in order to assist such issuer in obtaining
or retaining business for or with, or directing business to, any person.”


Elements:
•

Under either of the accounting provisions, the defendant must
“knowingly circumvent or knowingly fail to implement a system
of internal accounting controls or knowingly falsify any book,
record or account.” Although the intent requirement is designed to
reduce potential liability for inadvertent accounting violations, the
“knowing” requirement is met by willful blindness.

•

“ (i) a U.S. “issuer,” “domestic concern,” or “any person,”
including the officers, directors, employees, agents, or
shareholders acting on behalf of the issuer, domestic concern, or
person, (ii) makes use of the mails or any means or instrumentality
of interstate commerce, (iii) in furtherance of an offer, payment,
promise to pay, or authorization to pay anything of value, (iv) to
any foreign official, any foreign political party or official thereof,
or any candidate for foreign political office, or other person,
knowing that the payment to that other person would be passed on
to a foreign official, foreign political party or official thereof or
candidate for foreign political office, (v) inside the territory of the
United States or, for any United States personality, outside the
United States, (vi) to corruptly (vii) influence any official act or
decision, induce an action or an omission to act in violation of a
lawful duty, or to secure any improper advantage, (viii) or induce
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any act or decision that would assist the company in
obtaining, retaining, or directing business to any person.” 1
o Foreign Agents Registration Act (FARA) (22 U.S.C. § 611, et seq)
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22 U.S.C. § 612 (a): “No person shall act as an agent of a foreign principal
unless he has filed with the Attorney General a true and complete
registration statement and supplements thereto as required by subsections
(a) and (b) of this section or unless he is exempt from registration under
the provisions of this subchapter. Except as hereinafter provided, every
person who becomes an agent of a foreign principal shall, within ten days
thereafter, file with the Attorney General, in duplicate, a registration
statement, under oath on a form prescribed by the Attorney General. The
obligation of an agent of a foreign principal to file a registration statement
shall, after the tenth day of his becoming such agent, continue from day to
day, and termination of such status shall not relieve such agent from his
obligation to file a registration statement for the period during which he
was an agent of a foreign principal…”



Elements:
•

The defendant acted as an agent, employee, or in any other
capacity at the order, request, or under the direction or control of a
“foreign principal,” or otherwise agreed, consented, or held
himself out as an agent of a foreign principal; and

•

The defendant (i) engages within the United States in political
activities for or in the interests of such foreign principal; (ii) acts
within the United States as a public relations counsel, publicity
agent, information-service employee or political consultant for or
in the interests of such foreign principal; (iii) within the United
States solicits, collects, disburses, or dispenses contributions,
loans, money, or other things of value for or in the interest of such
foreign principal; or (iv) within the United States represents the
interests of such foreign principal before any agency or official of
the Government of the United States

•

The defendant willfully failed to file a true and complete FARA
registration within 10 days of becoming an agent of a foreign
principal or violated any other requirement of the act (e.g.,
reporting, labeling, or document retention)

Dworsky, David E., Foreign Corrupt Practices Act. 46 American Criminal Law Review 671, Spring 2009.
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Theft of Trade Secrets (18 U.S.C. § 1832)


“(a) Whoever, with intent to convert a trade secret, that is related to a
product or service used in or intended for use in interstate or foreign
commerce, to the economic benefit of anyone other than the owner
thereof, and intending or knowing that the offense will, injure any owner
of that trade secret, knowingly--(1) steals, or without authorization
appropriates, takes, carries away, or conceals, or by fraud, artifice, or
deception obtains such information; (2) without authorization copies,
duplicates, sketches, draws, photographs, downloads, uploads, alters,
destroys, photocopies, replicates, transmits, delivers, sends, mails,
communicates, or conveys such information; (3) receives, buys, or
possesses such information, knowing the same to have been stolen or
appropriated, obtained, or converted without authorization; (4) attempts to
commit any offense described in paragraphs (1) through (3); or (5)
conspires with one or more other persons to commit any offense described
in paragraphs (1) through (3), and one or more of such persons do any act
to effect the object of the conspiracy, shall, except as provided in
subsection (b), be fined under this title or imprisoned not more than 10
years, or both.”



Elements:
•

•

No exemption applies. 2

“With respect to the substantive offense of theft of trade secrets,
the Government must prove: (1) that the defendant intended to
convert proprietary information to the economic benefit of anyone
other than the owner; (2) that the proprietary information was a
trade secret; (3) that the defendant knowingly stole, copied, or
received trade secret information; (4) that the defendant intended
or knew the offense would injure the owner of the trade secret; and
(5) that the trade secret was included in a product that is placed in
interstate commerce.” 3

Recent, notable cases


U.S. v. Huawei Technologies Co., Ltd., et.al. (EDNY) (Jan. 2019)

Adapted from The Foreign Agents Registration Act (“FARA”): A Guide for the Perplexed, published by
Covington, July 26, 2019, An Introduction to the Foreign Agents Registration Act for Firms Assisting Foreign
Clients in the United States, published by WilmerHale, March 8, 2019, Hunter, Jeffrey, Increased Focus on FARA
Registrations is Likely- What Businesses Need to Know, published by Kelley Drye November 1, 2017, and from 22
U.S.C. § 611— “definitions.”
3
U.S. v. Wen Chyu Liu, 716 F.3d 159, 169–170 (5th Cir. 2013).
2
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Charges: The defendants Huawei and Skycom were charged with bank
fraud (18 U.S.C. § 1344) and conspiracy to commit bank fraud (18 U.S.C.
§ 1349), wire fraud and conspiracy to commit wire fraud (18 U.S.C. §
1343), violations of the International Emergency Economic Powers Act
(IEEPA) and conspiracy to violate IEEPA (50 U.S.C. § 1705), conspiracy
to commit money laundering (18 U.S.C. § 1956), and conspiracy to
defraud the United States (18 U.S.C. § 371). Huawei and Huawei USA
were charged with conspiracy to obstruct justice related to the grand jury
investigation in the Eastern District of New York (18 U.S.C. § 1512).
Meng Wanzhou was charged with bank fraud (18 U.S.C. § 1344), wire
fraud (18 U.S.C. § 1343), and conspiracies to commit bank and wire fraud
(18 U.S.C. § 1349).



Allegations: The government has alleged that Huawei misrepresented to
the U.S. government and several financial institutions that, although the
company conducted business in Iran, it did not violate OFAC’s Iranian
Transactions and Sanctions Regulations.



Status: Pending/Discovery Ongoing; next status conference set for
September 4, 2019

U.S. v. Huawei Device Co., Ltd., et.al. (W.D. Wash.) (Jan. 2019)


Charges: Conspiracy to Commit Theft of Trade Secrets and Attempted
Theft of Trade Secrets, (18 U.S.C. § 1832), Wire Fraud (18 U.S.C. §
1343), and Obstruction of Justice (18 U.S.C. § 1512)



Allegations: The government has alleged that Huawei stole and attempted
to steal trade secrets from T-Mobile, and then obstructed justice when TMobile threatened to sue Huawei.



Status: Pending; oral argument on Defendants’ Motion to Dismiss set for
October 7, 2019

U.S. v. Zhengquan Zhang (SDNY) (April 2017)


Charge: theft of trade secrets, 18 U.S.C. § 1832



Allegations: Zhang was charged with theft of trade secrets for allegedly
stealing proprietary information from his employer, KCG. KCG, which
has since been acquired by Virtu Financial, engaged in market making,
high-frequency trading, electronic execution, and institutional sales and
trading. According to the Complaint, Zhang installed code designed to
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steal KCG’s computer code concerning algorithmic trading models and
trading platforms, and accessed colleagues’ computer systems remotely
without authorization.







Status: Adjourned sine dia

U.S. v. Xiaoqing Zheng (NDNY) (Aug 2018)


Charge: Theft of trade secrets, 18 U.S.C. § 1832



Allegations: Zheng was an engineer at General Electric’s Power Division
in Schenectady, New York. According to the Complaint, Zheng
downloaded over 19,000 files to his personal devices from GE, including
confidential and proprietary information related to GE’s turbine
technology. Zheng employed sophisticated methods, including encryption
and steganography, to conceal his theft, which, according to the Complaint
“are uncommon even among trained computer experts… and both GE
digital analysts and FBI agents specializing in cyber crimes [stated] that
they were aware of these measures in theory but had never actually seen a
subject employ them.”



Status: Trial set for October 28, 2019

U.S. v. Xiaolang Zhang (NDCA) (July 2018)


Charges: Theft of trade secrets, 18 U.S.C. § 1832



Allegations: Zhang was a hardware engineer at Apple’s autonomous
vehicle development team. According to the Complaint, in April 2018,
Zhang informed his supervisor at Apple that he would be resigning from
the company to work at X-Motors, a Chinese company focused on
autonomous vehicle technology. Shortly after, Apple’s New Product
Security team reviewed Zhang’s user activity and learned that two days
before his resignation, Zhang’s computer usage had increased
exponentially, and he bulk searched and downloaded numerous
proprietary and confidential files related to Apple’s autonomous vehicle
development.



Status: Pending/discovery ongoing; next status conference set for
September 23, 2019

U.S. v. Jiaqiang Xu (SDNY) (Dec. 2015)
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Charges: Theft of trade secrets, 18 U.S.C. § 1832, Economic Espionage
18 U.S.C. § 1831, Distribution of trade secrets, 18 U.S.C. § 1832,
Possession of trade secrets 18 U.S.C. § 1832



Allegations: Xu worked as a software engineer for a branch of IBM
located in China. According to the Complaint, Xu provided IBM’s
proprietary source code to undercover law enforcement officers posing as
financial investors in an effort to gain employment with their start-up
venture. In a Superseding Indictment, Xu was also indicted for three
counts of economic espionage, one count theft of trade secrets, one count
of distribution of trade secrets, and one count of possession of trade
secrets. The Superseding Indictment alleges that Xu stole and converted
IBM’s source code with the intent to benefit the People Republic of
China’s National Health and Family Planning Commission.



Status: Plead Guilty; Sentenced to 60 months imprisonment

U.S. v. Shan Shi, 17 Cr. 110 (DC) (June 2017)


Charges: Theft of Trade Secrets, 18 U.S.C. § 1832 / Conspiracy to
Commit Theft of Trade Secrets, Conspiracy to Launder Monetary
Instruments, 18 U.S.C. § 1956, Conspiracy to Commit Economic
Espionage 18 U.S.C. § 1831



Allegations: Shi and six others were indicted in June 2017 and charged
with conspiring to steal trade secrets from Trelleborg Offshore, a Houstonbased U.S. subsidiary of the Swedish engineering giant Trelleborg. The
government alleged that Shan Shi, conspired to steal, possess and use
trade secrets belonging to Trelleborg, which manufactured syntactic foam,
for use in the oil drilling industry for the benefit of a foreign government,
the People’s Republic of China. Shi was arrested at a meeting with
undercover FBI agents posing as buyers with a U.S. defense contractor
seeking to build undersea remote-operated vehicles. Of six co-defendants
in the case, four pleaded guilty to conspiring to commit theft of trade
secrets, and two who have been sentenced have received probation.



Status: Following a nine-day trial, Shi was convicted on one count of
conspiracy to commit theft of trade secrets. He was acquitted on the other
charges (money laundering, economic espionage).

Examples of tools that the USG can use in extraterritorial investigations


MLAA/MLAT requests
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Justice Manual 9-13.500 – International Legal Assistance



JM 9-13.510 – Obtaining Evidence Abroad—General Considerations



JM 9-13.512 – Intended Use of the Evidence

Extradition / Provisional Arrest Warrants


JM 9-15.100 – Extradition
•

International extradition is the formal process by which a person
found in one country is surrendered to another country for trial or
punishment. The process is regulated by treaty and conducted
between the Federal Government of the United States and the
government of a foreign country. It differs considerably from
interstate rendition, commonly referred to as interstate extradition,
mandated by the Constitution, Art. 4, Sec. 2.

•

Generally under U.S. law (18 U.S.C. § 3184), extradition may be
granted only pursuant to a treaty. However, some countries grant
extradition without a treaty, and of those that do, most require an
offer of reciprocity. Further, 18 U.S.C. §§ 3181 and 3184 permit
the United States to extradite, without regard to the existence of a
treaty, persons (other than citizens, nationals or permanent
residents of the United States), who have committed crimes of
violence against nationals of the United States in foreign countries.
A list of countries with which the United States has an extradition
treaty relationship can be found in the Federal Criminal Code and
Rules, following 18 U.S.C. § 3181, but consult the Criminal
Division’s Office of International Affairs (OIA) to verify the
accuracy of the information.

•

If the fugitive is not subject to extradition, other steps may be
available to return him or her to the United States or to restrict his
or her ability to live and travel overseas. See JM 9-15.600 et seq.

•

If a fugitive is apprehended only after a long delay, a prosecutor
may have to litigate a motion alleging a constitutional speedy trial
violation if extradition has not been sought or the Government has
not been actively pursuing other steps to return the fugitive to the
United States. All decisions to pursue or not to pursue extradition
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or other measures to obtain custody of the fugitive should be
documented to prepare for any eventual speedy trial motion.




JM 9-15.230 – Request for Provisional Arrest
•

Every extradition treaty to which the United States is a party
requires a formal request for extradition, supported by appropriate
documents. Because the time involved in preparing a formal
request can be lengthy, most treaties allow for the provisional
arrest of fugitives in urgent cases. Once the United States requests
provisional arrest pursuant to the treaty, the fugitive may be
arrested and detained (or, in some countries, released on bail)
following the issuance of an order of arrest by the foreign
authorities. Thereafter, the United States must submit a formal
request for extradition, supported by all necessary documents, duly
certified, authenticated and, if necessary, translated into the
language of the country where the fugitive was arrested, within a
specified time (from 30 days to three months, depending on the
treaty). See JM 9-15.240. Failure to follow through on an
extradition request by submitting the requisite documents after a
provisional arrest has been made will result in release of the
fugitive, strains on diplomatic relations, and possible liability for
the prosecutor.

•

OIA determines whether the facts of the case meet the requirement
of urgency under the terms of the applicable treaty. If they do, OIA
requests provisional arrest; if not, the prosecutor assembles the
documents for a formal request for extradition. The latter method
is favored when the defendant is unlikely to flee because the time
pressures generated by a request for provisional arrest may result
in errors that can damage the case. If provisional arrest is necessary
because of the risk of flight, the prosecutor should complete the
form for requesting provisional arrest and forward it, along with a
copy of the charging document and arrest warrant, to OIA by
email.

Alternatives to Extradition


JM 9-15.610 – Deportations, Expulsions, or Other Lawful Methods of
Return
•

If the fugitive is not a national or lawful resident of the country in
which he or she is located, the OIA, through the Department of
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State or other channels, may ask that country to deport, expel, or
otherwise effectuate the lawful return of the fugitive to the United
States.




JM 9-15.630 – Lures
•

A lure involves using a subterfuge to entice a criminal defendant to
leave a foreign country so that he or she can be arrested in the
United States, in international waters or airspace, or in a third
country for subsequent extradition, expulsion, or deportation to the
United States. Lures can be complicated schemes or they can be as
simple as inviting a fugitive by telephone to a party in the United
States.

•

Some countries will not extradite a person to the United States if
the person’s presence in that country was obtained through the use
of a lure or other ruse. In addition, some countries may view a lure
of a person from its territory as an infringement on its sovereignty
or criminal law. Consequently, a prosecutor must consult with the
OIA and secure approval from the Criminal Division before
undertaking a lure. Prosecutors contemplating a lure should
consult with OIA as early as possible. If OIA concurs with the lure
proposal, OIA will recommend that a Deputy Assistant Attorney
General (DAAG) in the Criminal Division approve the lure. Lure
approval authority resides with the DAAG.

JM 9-15.635 – Interpol Red Notices
•

An Interpol Red Notice is an international “lookout” and is the
closest instrument to an international arrest warrant in use today.
Please be aware that if a fugitive is arrested pursuant to a Red
Notice, the prosecutor’s office is obligated to do whatever work is
required to produce the necessary extradition documents within the
time limits prescribed by the controlling extradition treaty or, in
the absence of a treaty, the arresting country’s domestic law,
whenever and wherever the fugitive is arrested. Further, the
prosecutor’s office is obliged to pay the expenses pursuant to the
controlling treaty.

•

Interpol Red Notices are useful when the fugitive’s location or
countries to which he or she may travel, are unknown. Red Notices
may be broadly distributed or tailored specifically to countries to
which it is believed the fugitive will travel. For additional
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information about Interpol Red Notices, see
www.interpol.int//INTERPOL-expertise/Notices.
•



JM 9-15.640 – Revocation of U.S. Passports
•



The Department of State may revoke the passport of a U.S. citizen
who is the subject of an outstanding Federal or State warrant.
Revocation of a U.S. passport can result in loss of the fugitive’s
lawful residence status in a foreign country, which may lead to his
or her deportation

JM 9-15.650 – Foreign Prosecution
•



Because many countries will arrest a fugitive based solely on a
Red Notice, it is the responsibility of the prosecutor to inform
Interpol if a Red Notice should be withdrawn.

If the fugitive has taken refuge in the country of which he or she is
a national, and is thereby not extraditable, it may be possible to ask
that country to prosecute the individual for the crime that was
committed in the United States. This can be an expensive and time
consuming process and in some countries domestic prosecution is
limited to certain specified offenses. In addition, a request for
domestic prosecution in a particular case may conflict with U.S.
law enforcement efforts to change the “non-extradition of
nationals” law or policy in the foreign country. Whether this option
is available or appropriate should be discussed with OIA.

JM 9-13.525 – Subpoenas


U.S. law, in the form of mutual legal assistance treaties, requires that the
United States attempt to obtain records using the mutual legal assistance
process prior to resorting to unilateral compulsory measures. Therefore,
all Federal prosecutors must obtain written approval from the OIA before
issuing any unilateral compulsory measure to persons or entities in the
United States for records located abroad.



OIA must also be consulted prior to initiating enforcement proceedings
relating to such processes. This includes situations where the prosecutor
was unaware that the requested records were located abroad but is
subsequently notified of that fact.
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There are two clarifications to the above. First, some entities have taken
the position that they will voluntarily provide records even when those
records may be located abroad. In such cases, no prior consultation with
OIA is required.



Second, prosecutors are not required to consult with OIA prior to seeking
a search warrant pursuant to the Stored Communications Act to obtain
records from a U.S.-based communications service provider, regardless of
where those records may actually be located. See 18 U.S.C. § 2713.
Prosecutors are strongly encouraged to consult with the Criminal
Division’s Computer Crime and Intellectual Property Section if a service
provider claims that the records called for by the warrant are not subject to
U.S. jurisdiction.



The service of process in a foreign country of U.S. permanent residents
and nationals pursuant to 28 U.S.C. § 1783 can also implicate sovereignty
issues and, when done unilaterally, can adversely affect law enforcement
relationships. MLATs and other forms of legal assistance mechanisms
address requests for service of process abroad. You should consult with
OIA prior to issuing a 28 U.S.C. § 1783 subpoena.



OIA approval must also be obtained prior to serving a subpoena ad
testificandum on an officer of, or attorney for, a foreign bank or
corporation who is temporarily in or passing through the United States
when the testimony sought relates to the officer’s or attorney’s duties in
connection with the operation of the bank or corporation.



The amended Rule 41(b)(6) does not authorize courts to issue warrants for
the search of electronic information stored abroad. When conducted
without consultation with foreign authorities, such searches may raise
concerns, including adverse impacts upon the law enforcement and other
relationships of the United States with foreign countries. The use of such
searches can implicate foreign sovereignty and criminal law issues and
may even lead to the filing of foreign criminal charges against the U.S.
prosecutor or law enforcement agent involved in the search. Before
applying for a warrant under either subsection of Rule 41(b)(6),
reasonable efforts shall be used to identify whether the computer to be
searched is located inside or outside the United States. Where the location
of the computer is uncertain, but possibly within the United States, judicial
approval will assure that Constitutional requirements have been met. Any
warrant should be limited to authorizing a search only in the United States.
To the extent the location of the computer cannot be definitively
determined to be in a judicial district of the United States, but it is
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reasonably possible that the location is in the United States, prosecutors
should consider whether to limit their initial search to one which solely
assists in the identification of the location of the computer. If there is
reason to believe that the computer is in a specific foreign country,
prosecutors should consult with the Office of International Affairs about
appropriate coordination with foreign law enforcement partners as well as
potential diplomatic and sovereignty issues before performing a remote
search.




JM 9-13.526 – Forfeiture of Assets Located in Foreign Countries


Both international and domestic coordination are needed in matters
relating to the forfeiture of assets located in foreign countries.
Consequently, any attorney for the Federal government who plans to file a
civil forfeiture action for assets located in another country pursuant to 28
U.S.C. § 1355(b)(2) is directed to notify the Office of International Affairs
(OIA) of the Criminal Division before taking such action.



Attorneys for the Federal government are also directed to coordinate with
OIA in order to present to a foreign government, for enforcement or
recognition, any civil or criminal forfeiture order entered in the United
States for property located within the foreign jurisdiction.



In cases where it appears that the property in question is likely to be
removed, destroyed, or dissipated so as to defeat the possibility of the
forfeiture under U.S. law, the attorney for the Federal government may
request OIA to seek the assistance of the authorities of the foreign
government where the property is located to seize, restrain, or take other
action necessary and appropriate to preserve the property for forfeiture.

JM 9-13.525 — Search warrants




prosecutors are not required to consult with OIA prior to seeking a search
warrant pursuant to the Stored Communications Act to obtain records
from a U.S.-based communications service provider, regardless of where
those records may actually be located. See 18 U.S.C. § 2713. Prosecutors
are strongly encouraged to consult with the Criminal Division’s Computer
Crime and Intellectual Property Section if a service provider claims that
the records called for by the warrant are not subject to U.S. jurisdiction.

Office of Foreign Assets Control (OFAC) – Specially Designated Nationals
(SDNs)
15



U.S. Department of the Treasury: “As part of its enforcement efforts,
OFAC publishes a list of individuals and companies owned or controlled
by, or acting for or on behalf of, targeted countries. It also lists
individuals, groups, and entities, such as terrorists and narcotics traffickers
designated under programs that are not country-specific. Collectively,
such individuals and companies are called ‘Specially Designated
Nationals’ or ‘SDNs.’ Their assets are blocked and U.S. persons are
generally prohibited from dealing with them.
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______________________________________________________________________________
FOR IMMEDIATE RELEASE
AG
THURSDAY, NOVEMBER 1, 2018
(202) 514-2007
WWW.JUSTICE.GOV
TTY (866) 544-5309
ATTORNEY GENERAL JEFF SESSION’S CHINA INITIATIVE FACT SHEET
Background
The Attorney General’s Initiative reflects the Department’s strategic priority of countering
Chinese national security threats and reinforces the President’s overall national security strategy.
The Initiative is launched against the background of previous findings by the Administration
concerning China’s practices. In March 2018, the Office of the U.S. Trade Representative
announced the results of a months’ long investigation of China’s trade practices under Section
301 of the Trade Act of 1974. It concluded, among other things, that a combination of China’s
practices are unreasonable, including its outbound investment policies and sponsorship of
unauthorized computer intrusions, and that “[a] range of tools may be appropriate to address
these serious matters.”
In June 2018, the White House Office of Trade and Manufacturing Policy issued a report on
“How China’s Economic Aggression Threatens the Technologies and Intellectual Property of the
United States and the World,” documenting “the two major strategies and various acts, policies,
and practices Chinese industrial policy uses in seeking to acquire the intellectual property and
technologies of the world and to capture the emerging high-technology industries that will drive
future economic growth.”
The National Security Division (NSD) is responsible for countering nation state threats to the
country’s critical infrastructure and private sector. In addition to identifying and prosecuting
those engaged in trade secret theft, hacking and economic espionage, the initiative will increase
efforts to protect our critical infrastructure against external threats including foreign direct
investment, supply chain threats and the foreign agents seeking to influence the American public
and policymakers without proper registration.
Statements
Attorney General Jeff Sessions
Chinese economic espionage against the United States has been increasing—and it has been
increasing rapidly. Enough is enough. We’re not going to take it anymore. I have ordered the
creation of a China Initiative led by Assistant Attorney General John Demers and composed of a
senior FBI Executive, five United States Attorneys including Alex, and several other Department
of Justice leaders and officials, including Assistant Attorney General Benczkowski. This
Initiative will identify priority Chinese trade theft cases, ensure that we have enough resources
dedicated to them, and make sure that we bring them to an appropriate conclusion quickly and
effectively.
Assistant Attorney for National Security John C. Demers
“China wants the fruits of America’s brainpower to harvest the seeds of its planned economic
dominance. Preventing this from happening will take all of us, here at the Justice Department,

across the U.S. government, and within the private sector. With the Attorney General’s
initiative, we will confront China’s malign behaviors and encourage them to conduct themselves
as they aspire to be: one of the world’s leading nations.”
Assistant Attorney General Brian Benczkowski
“To counter the threat of Chinese malign economic aggression, prosecutors in the Criminal
Division are redoubling our efforts to aggressively investigate Chinese companies and
individuals for theft of trade secrets,” said Assistant Attorney General Brian Benczkowski. “We
will work hard to do our part, in partnership with other Department components, to assure
fairness in the global economic system.”
FBI Director Christopher Wray
"No country presents a broader, more severe threat to our ideas, our innovation, and our
economic security than China," said FBI Director Christopher Wray. "The Chinese government
is determined to acquire American technology, and they’re willing use a variety of means to do
that – from foreign investments, corporate acquisitions, and cyber intrusions to obtaining the
services of current or former company employees to get inside information. If China acquires an
American company's most important technology – the very technology that makes it the leader in
a field – that company will suffer severe losses, and our national security could even be
impacted. We are committed to continuing to work closely with our federal, state, local, and
private sector partners to counter this threat from China."
US Attorneys in Working Group
• Andrew E. Lelling (District of Massachusetts)
• Jay E. Town (Northern District of Alabama)
• Alex G. Tse (Northern District of California)
• Richard P. Donoghue (Eastern District of New York)
• Erin Nealy Cox (Northern District of Texas)
Components of Initiative
The Attorney General has set the following goals for the Initiative:
— Identify priority trade secret theft cases, ensure that investigations are adequately resourced;
and work to bring them to fruition in a timely manner and according to the facts and applicable
law;
— Develop an enforcement strategy concerning non-traditional collectors (e.g., researchers in
labs, universities, and the defense industrial base) that are being coopted into transferring
technology contrary to U.S. interests;
— Educate colleges and universities about potential threats to academic freedom and open
discourse from influence efforts on campus;
— Apply the Foreign Agents Registration Act to unregistered agents seeking to advance China’s
political agenda, bringing enforcement actions when appropriate;
—Equip the nation’s U.S. Attorneys with intelligence and materials they can use to raise
awareness of these threats within their Districts and support their outreach efforts;
-- Implement the Foreign Investment Risk Review Modernization Act (FIRMA) for DOJ
(including by working with Treasury to develop regulations under the statute and prepare for
increased workflow);
— Identify opportunities to better address supply chain threats, especially ones impacting the
telecommunications sector, prior to the transition to 5G networks;

— Identify Foreign Corrupt Practices Act (FCPA) cases involving Chinese companies that
compete with American businesses;
—Increase efforts to improve Chinese responses to requests under the Mutual Legal Assistance
Agreement (MLAA) with the United States; and
— Evaluate whether additional legislative and administrative authorities are required to protect
our national assets from foreign economic aggression.
To launch the initiative, Assistant Attorney General Demers will convene a meeting of the
above-mentioned U.S. Attorneys, senior FBI officials, and his counterpart in the Criminal
Division, Assistant Attorney General Brian Benczkowski.
###
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United States Code Annotated
Title 15. Commerce and Trade
Chapter 2B. Securities Exchanges (Refs & Annos)
15 U.S.C.A. § 78dd-1
§ 78dd-1. Prohibited foreign trade practices by issuers
Effective: November 10, 1998
Currentness
(a) Prohibition
It shall be unlawful for any issuer which has a class of securities registered pursuant to section 78l of this title or which is
required to file reports under section 78o(d) of this title, or for any officer, director, employee, or agent of such issuer or any
stockholder thereof acting on behalf of such issuer, to make use of the mails or any means or instrumentality of interstate
commerce corruptly in furtherance of an offer, payment, promise to pay, or authorization of the payment of any money, or offer,
gift, promise to give, or authorization of the giving of anything of value to-(1) any foreign official for purposes of-(A)(i) influencing any act or decision of such foreign official in his official capacity, (ii) inducing such foreign official to
do or omit to do any act in violation of the lawful duty of such official, or (iii) securing any improper advantage; or
(B) inducing such foreign official to use his influence with a foreign government or instrumentality thereof to affect or
influence any act or decision of such government or instrumentality,
in order to assist such issuer in obtaining or retaining business for or with, or directing business to, any person;
(2) any foreign political party or official thereof or any candidate for foreign political office for purposes of-(A)(i) influencing any act or decision of such party, official, or candidate in its or his official capacity, (ii) inducing such
party, official, or candidate to do or omit to do an act in violation of the lawful duty of such party, official, or candidate,
or (iii) securing any improper advantage; or
(B) inducing such party, official, or candidate to use its or his influence with a foreign government or instrumentality
thereof to affect or influence any act or decision of such government or instrumentality,
in order to assist such issuer in obtaining or retaining business for or with, or directing business to, any person; or
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(3) any person, while knowing that all or a portion of such money or thing of value will be offered, given, or promised,
directly or indirectly, to any foreign official, to any foreign political party or official thereof, or to any candidate for foreign
political office, for purposes of-(A)(i) influencing any act or decision of such foreign official, political party, party official, or candidate in his or its
official capacity, (ii) inducing such foreign official, political party, party official, or candidate to do or omit to do any act
in violation of the lawful duty of such foreign official, political party, party official, or candidate, or (iii) securing any
improper advantage; or
(B) inducing such foreign official, political party, party official, or candidate to use his or its influence with a foreign
government or instrumentality thereof to affect or influence any act or decision of such government or instrumentality,
in order to assist such issuer in obtaining or retaining business for or with, or directing business to, any person.
(b) Exception for routine governmental action
Subsections (a) and (g) shall not apply to any facilitating or expediting payment to a foreign official, political party, or party
official the purpose of which is to expedite or to secure the performance of a routine governmental action by a foreign official,
political party, or party official.
(c) Affirmative defenses
It shall be an affirmative defense to actions under subsection (a) or (g) that-(1) the payment, gift, offer, or promise of anything of value that was made, was lawful under the written laws and regulations
of the foreign official's, political party's, party official's, or candidate's country; or
(2) the payment, gift, offer, or promise of anything of value that was made, was a reasonable and bona fide expenditure,
such as travel and lodging expenses, incurred by or on behalf of a foreign official, party, party official, or candidate and was
directly related to-(A) the promotion, demonstration, or explanation of products or services; or
(B) the execution or performance of a contract with a foreign government or agency thereof.
(d) Guidelines by Attorney General
Not later than one year after August 23, 1988, the Attorney General, after consultation with the Commission, the Secretary of
Commerce, the United States Trade Representative, the Secretary of State, and the Secretary of the Treasury, and after obtaining
the views of all interested persons through public notice and comment procedures, shall determine to what extent compliance
with this section would be enhanced and the business community would be assisted by further clarification of the preceding
provisions of this section and may, based on such determination and to the extent necessary and appropriate, issue--
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(1) guidelines describing specific types of conduct, associated with common types of export sales arrangements and business
contracts, which for purposes of the Department of Justice's present enforcement policy, the Attorney General determines
would be in conformance with the preceding provisions of this section; and
(2) general precautionary procedures which issuers may use on a voluntary basis to conform their conduct to the Department
of Justice's present enforcement policy regarding the preceding provisions of this section.
The Attorney General shall issue the guidelines and procedures referred to in the preceding sentence in accordance with the
provisions of subchapter II of chapter 5 of Title 5 and those guidelines and procedures shall be subject to the provisions of
chapter 7 of that title.
(e) Opinions of Attorney General
(1) The Attorney General, after consultation with appropriate departments and agencies of the United States and after obtaining
the views of all interested persons through public notice and comment procedures, shall establish a procedure to provide
responses to specific inquiries by issuers concerning conformance of their conduct with the Department of Justice's present
enforcement policy regarding the preceding provisions of this section. The Attorney General shall, within 30 days after receiving
such a request, issue an opinion in response to that request. The opinion shall state whether or not certain specified prospective
conduct would, for purposes of the Department of Justice's present enforcement policy, violate the preceding provisions of this
section. Additional requests for opinions may be filed with the Attorney General regarding other specified prospective conduct
that is beyond the scope of conduct specified in previous requests. In any action brought under the applicable provisions of
this section, there shall be a rebuttable presumption that conduct, which is specified in a request by an issuer and for which the
Attorney General has issued an opinion that such conduct is in conformity with the Department of Justice's present enforcement
policy, is in compliance with the preceding provisions of this section. Such a presumption may be rebutted by a preponderance
of the evidence. In considering the presumption for purposes of this paragraph, a court shall weigh all relevant factors, including
but not limited to whether the information submitted to the Attorney General was accurate and complete and whether it was
within the scope of the conduct specified in any request received by the Attorney General. The Attorney General shall establish
the procedure required by this paragraph in accordance with the provisions of subchapter II of chapter 5 of Title 5 and that
procedure shall be subject to the provisions of chapter 7 of that title.
(2) Any document or other material which is provided to, received by, or prepared in the Department of Justice or any other
department or agency of the United States in connection with a request by an issuer under the procedure established under
paragraph (1), shall be exempt from disclosure under section 552 of Title 5 and shall not, except with the consent of the issuer,
be made publicly available, regardless of whether the Attorney General responds to such a request or the issuer withdraws such
request before receiving a response.
(3) Any issuer who has made a request to the Attorney General under paragraph (1) may withdraw such request prior to the time
the Attorney General issues an opinion in response to such request. Any request so withdrawn shall have no force or effect.
(4) The Attorney General shall, to the maximum extent practicable, provide timely guidance concerning the Department of
Justice's present enforcement policy with respect to the preceding provisions of this section to potential exporters and small
businesses that are unable to obtain specialized counsel on issues pertaining to such provisions. Such guidance shall be limited
to responses to requests under paragraph (1) concerning conformity of specified prospective conduct with the Department of
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Justice's present enforcement policy regarding the preceding provisions of this section and general explanations of compliance
responsibilities and of potential liabilities under the preceding provisions of this section.
(f) Definitions
For purposes of this section:
(1)(A) The term “foreign official” means any officer or employee of a foreign government or any department, agency, or
instrumentality thereof, or of a public international organization, or any person acting in an official capacity for or on behalf
of any such government or department, agency, or instrumentality, or for or on behalf of any such public international
organization.
(B) For purposes of subparagraph (A), the term “public international organization” means-(i) an organization that is designated by Executive order pursuant to section 288 of Title 22; or
(ii) any other international organization that is designated by the President by Executive order for the purposes of this
section, effective as of the date of publication of such order in the Federal Register.
(2)(A) A person's state of mind is “knowing” with respect to conduct, a circumstance, or a result if-(i) such person is aware that such person is engaging in such conduct, that such circumstance exists, or that such result
is substantially certain to occur; or
(ii) such person has a firm belief that such circumstance exists or that such result is substantially certain to occur.
(B) When knowledge of the existence of a particular circumstance is required for an offense, such knowledge is established
if a person is aware of a high probability of the existence of such circumstance, unless the person actually believes that such
circumstance does not exist.
(3)(A) The term “routine governmental action” means only an action which is ordinarily and commonly performed by a
foreign official in-(i) obtaining permits, licenses, or other official documents to qualify a person to do business in a foreign country;
(ii) processing governmental papers, such as visas and work orders;
(iii) providing police protection, mail pick-up and delivery, or scheduling inspections associated with contract performance
or inspections related to transit of goods across country;
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(iv) providing phone service, power and water supply, loading and unloading cargo, or protecting perishable products or
commodities from deterioration; or
(v) actions of a similar nature.
(B) The term “routine governmental action” does not include any decision by a foreign official whether, or on what terms,
to award new business to or to continue business with a particular party, or any action taken by a foreign official involved in
the decision-making process to encourage a decision to award new business to or continue business with a particular party.
(g) Alternative jurisdiction
(1) It shall also be unlawful for any issuer organized under the laws of the United States, or a State, territory, possession, or
commonwealth of the United States or a political subdivision thereof and which has a class of securities registered pursuant to
section 78l of this title or which is required to file reports under section 78o(d) of this title, or for any United States person that
is an officer, director, employee, or agent of such issuer or a stockholder thereof acting on behalf of such issuer, to corruptly
do any act outside the United States in furtherance of an offer, payment, promise to pay, or authorization of the payment
of any money, or offer, gift, promise to give, or authorization of the giving of anything of value to any of the persons or
entities set forth in paragraphs (1), (2), and (3) of subsection (a) of this section for the purposes set forth therein, irrespective
of whether such issuer or such officer, director, employee, agent, or stockholder makes use of the mails or any means or
instrumentality of interstate commerce in furtherance of such offer, gift, payment, promise, or authorization.
(2) As used in this subsection, the term “United States person” means a national of the United States (as defined in section
1101 of Title 8) or any corporation, partnership, association, joint-stock company, business trust, unincorporated organization,
or sole proprietorship organized under the laws of the United States or any State, territory, possession, or commonwealth of
the United States, or any political subdivision thereof.
CREDIT(S)
(June 6, 1934, c. 404, Title I, § 30A, as added Pub.L. 95-213, Title I, § 103(a), Dec. 19, 1977, 91 Stat. 1495; amended Pub.L.
100-418, Title V, § 5003(a), Aug. 23, 1988, 102 Stat. 1415; Pub.L. 105-366, § 2(a) to (c), Nov. 10, 1998, 112 Stat. 3302, 3303.)
EXECUTIVE ORDERS
EXECUTIVE ORDER NO. 13259
<March 19, 2002, 67 F.R. 13239>
ORGANIZATIONS FOR PURPOSES OF THE SECURITIES EXCHANGE
ACT OF 1934 AND THE FOREIGN CORRUPT PRACTICES ACT OF 1977
By the authority vested in me as President by the Constitution and the laws of the United States of America, including section
30A(f)(1)(B)(ii) of the Securities Exchange Act of 1934 (15 U.S.C. 78dd-1(f)(1)(B)(ii)) and sections 104(h)(2)(B)(ii) and
104A(f)(2)(B)(ii) of the Foreign Corrupt Practices Act of 1977 (15 U.S.C. 78dd-2(h)(2)(B)(ii), 78dd-3(f)(2)(B)(ii)), I hereby
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designate as “public international organizations” for the purposes of application of section 30A of the Securities Exchange Act
of 1934 and sections 104 and 104A of the Foreign Corrupt Practices Act of 1977:
(a) The European Union, including: the European Communities (the European Community, the European Coal & Steel
Community, and the European Atomic Energy Community); institutions of the European Union, such as the European
Commission, the Council of the European Union, the European Parliament, the European Court of Justice, the European Court
of Auditors, the Economic and Social Committee, the Committee of the Regions, the European Central Bank, and the European
Investment Bank; and any departments, agencies, and instrumentalities thereof; and
(b) The European Police Office (Europol), including any departments, agencies, and instrumentalities thereof.
Designation in this Executive Order is intended solely to further the purposes of the statutes mentioned above and is not
determinative of whether an entity is a public international organization for the purpose of other statutes or regulations.
GEORGE W. BUSH
MEMORANDA OF PRESIDENT
Delegation of Authority Under Section 5(d)(2) of the International Anti-Bribery and Fair Competition Act of 1998
Memoranda of President, Nov. 16, 1998, 63 F.R. 65997, delegated to the Secretary of State the functions and authorities vested
in the President by section 5(d)(2) of the International Anti-Bribery and Fair Competition Act of 1998 (Public Law 105-366).

Notes of Decisions (35)
15 U.S.C.A. § 78dd-1, 15 USCA § 78dd-1
Current through P.L. 116-47.
End of Document
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United States Code Annotated
Title 22. Foreign Relations and Intercourse
Chapter 11. Foreign Agents and Propaganda
Subchapter II. Registration of Foreign Propagandists
22 U.S.C.A. Ch. 11, Subch. II, Refs & Annos
Currentness
EXECUTIVE ORDERS
EXECUTIVE ORDER NO. 9176
<May 29, 1942, 7 F.R. 4127>
Transfer of Registration Functions from the Secretary of State to the Attorney General
By virtue of the authority vested in me by Title I of the First War Powers Act, 1941, approved December 18, 1941 (Public Law
No. 354, 77th Congress [section 601 et seq. of the former Appendix to Title 50, War and National Defense] ), and as President
of the United States, it is hereby ordered as follows:
1. All functions, powers and duties of the Secretary of State under the act of June 8, 1938 (52 Stat. 631), as amended by the
act of August 7, 1939 (53 Stat. 1244) [this subchapter], requiring the registration of agents of foreign principals, are hereby
transferred to and vested in the Attorney General.
2. All property, books and records heretofore maintained by the Secretary of State with respect to his administration of said act
of June 8, 1938, as amended, are hereby transferred to and vested in the Attorney General.
3. The Attorney General shall furnish to the Secretary of State for such comment, if any, as the Secretary of State may desire
to make from the point of view of the foreign relations of the United States, one copy of each registration statement that is
hereafter filed with the Attorney General in accordance with the provisions of this Executive order.
4. All rules, regulations and forms which have been issued by the Secretary of State pursuant to the provisions of said act of
June 8, 1938, as amended, and which are in effect shall continue in effect until modified, superseded, revoked or repealed by
the Attorney General.
5. This order shall become effective as of June 1, 1942.
22 U.S.C.A. Ch. 11, Subch. II, Refs & Annos, 22 USCA Ch. 11, Subch. II, Refs & Annos
Current through P.L. 116-47.
End of Document
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United States Code Annotated
Title 22. Foreign Relations and Intercourse
Chapter 11. Foreign Agents and Propaganda
Subchapter II. Registration of Foreign Propagandists (Refs & Annos)
22 U.S.C.A. § 611
§ 611. Definitions
Currentness
As used in and for the purposes of this subchapter-(a) The term “person” includes an individual, partnership, association, corporation, organization, or any other combination
of individuals;
(b) The term “foreign principal” includes-(1) a government of a foreign country and a foreign political party;
(2) a person outside of the United States, unless it is established that such person is an individual and a citizen of and
domiciled within the United States, or that such person is not an individual and is organized under or created by the laws
of the United States or of any State or other place subject to the jurisdiction of the United States and has its principal place
of business within the United States; and
(3) a partnership, association, corporation, organization, or other combination of persons organized under the laws of or
having its principal place of business in a foreign country.
(c) Expect 1 as provided in subsection (d) of this section, the term “agent of a foreign principal” means-(1) any person who acts as an agent, representative, employee, or servant, or any person who acts in any other capacity at
the order, request, or under the direction or control, of a foreign principal or of a person any of whose activities are directly
or indirectly supervised, directed, controlled, financed, or subsidized in whole or in major part by a foreign principal, and
who directly or through any other person-(i) engages within the United States in political activities for or in the interests of such foreign principal;
(ii) acts within the United States as a public relations counsel, publicity agent, information-service employee or political
consultant for or in the interests of such foreign principal;
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(iii) within the United States solicits, collects, disburses, or dispenses contributions, loans, money, or other things of
value for or in the interest of such foreign principal; or
(iv) within the United States represents the interests of such foreign principal before any agency or official of the
Government of the United States; and
(2) any person who agrees, consents, assumes or purports to act as, or who is or holds himself out to be, whether or not
pursuant to contractual relationship, an agent of a foreign principal as defined in clause (1) of this subsection.
(d) The term “agent of a foreign principal” does not include any news or press service or association organized under the laws
of the United States or of any State or other place subject to the jurisdiction of the United States, or any newspaper, magazine,
periodical, or other publication for which there is on file with the United States Postal Service information in compliance
with section 3611 2 of Title 39, published in the United States, solely by virtue of any bona fide news or journalistic activities,
including the solicitation or acceptance of advertisements, subscriptions, or other compensation therefor, so long as it is at
least 80 per centum beneficially owned by, and its officers and directors, if any, are citizens of the United States, and such news
or press service or association, newspaper, magazine, periodical, or other publication, is not owned, directed, supervised,
controlled, subsidized, or financed, and none of its policies are determined by any foreign principal defined in subsection (b)
of this section, or by any agent of a foreign principal required to register under this subchapter;
(e) The term “government of a foreign country” includes any person or group of persons exercising sovereign de facto or de
jure political jurisdiction over any country, other than the United States, or over any part of such country, and includes any
subdivision of any such group and any group or agency to which such sovereign de facto or de jure authority or functions
are directly or indirectly delegated. Such term shall include any faction or body of insurgents within a country assuming to
exercise governmental authority whether such faction or body of insurgents has or has not been recognized by the United
States;
(f) The term “foreign political party” includes any organization or any other combination of individuals in a country other
than the United States, or any unit or branch thereof, having for an aim or purpose, or which is engaged in any activity devoted
in whole or in part to, the establishment, administration, control, or acquisition of administration or control, of a government
of a foreign country or a subdivision thereof, or the furtherance or influencing of the political or public interests, policies, or
relations of a government of a foreign country or a subdivision thereof;
(g) The term “public-relations counsel” includes any person who engages directly or indirectly in informing, advising, or in
any way representing a principal in any public relations matter pertaining to political or public interests, policies, or relations
of such principal;
(h) The term “publicity agent” includes any person who engages directly or indirectly in the publication or dissemination of
oral, visual, graphic, written, or pictorial information or matter of any kind, including publication by means of advertising,
books, periodicals, newspapers, lectures, broadcasts, motion pictures, or otherwise;
(i) The term “information-service employee” includes any person who is engaged in furnishing, disseminating, or publishing
accounts, descriptions, information, or data with respect to the political, industrial, employment, economic, social, cultural,
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or other benefits, advantages, facts, or conditions of any country other than the United States or of any government of a
foreign country or of a foreign political party or of a partnership, association, corporation, organization, or other combination
of individuals organized under the laws of, or having its principal place of business in, a foreign country;
(j) Repealed. Pub.L. 104-65, § 9(1)(A), Dec. 19, 1995, 109 Stat. 699
(k) The term “registration statement” means the registration statement required to be filed with the Attorney General under
section 612(a) of this title, and any supplements thereto required to be filed under section 612(b) of this title, and includes all
documents and papers required to be filed therewith or amendatory thereof or supplemental thereto, whether attached thereto
or incorporated therein by reference;
(l) The term “American republic” includes any of the states which were signatory to the Final Act of the Second Meeting of
the Ministers of Foreign Affairs of the American Republics at Habana, Cuba, July 30, 1940;
(m) The term “United States”, when used in a geographical sense, includes the several States, the District of Columbia,
the Territories, the Canal Zone, the insular possessions, and all other places now or hereafter subject to the civil or military
jurisdiction of the United States;
(n) The term “prints” means newspapers and periodicals, books, pamphlets, sheet music, visiting cards, address cards,
printing proofs, engravings, photographs, pictures, drawings, plans, maps, patterns to be cut out, catalogs, prospectuses,
advertisements, and printed, engraved, lithographed, or autographed notices of various kinds, and, in general, all impressions
or reproductions obtained on paper or other material assimilable to paper, on parchment or on cardboard, by means of printing,
engraving, lithography, autography, or any other easily recognizable mechanical process, with the exception of the copying
press, stamps with movable or immovable type, and the typewriter;
(o) The term “political activities” means any activity that the person engaging in believes will, or that the person intends
to, in any way influence any agency or official of the Government of the United States or any section of the public within
the United States with reference to formulating, adopting, or changing the domestic or foreign policies of the United States
or with reference to the political or public interests, policies, or relations of a government of a foreign country or a foreign
political party;
(p) The term “political consultant” means any person who engages in informing or advising any other person with reference
to the domestic or foreign policies of the United States or the political or public interest, policies, or relations of a foreign
country or of a foreign political party.
CREDIT(S)
(June 8, 1938, c. 327, § 1, 52 Stat. 631; Aug. 7, 1939, c. 521, § 1, 53 Stat. 1244; Apr. 29, 1942, c. 263, § 1, 56 Stat. 249;
Proc. No. 2695, July 4, 1946, 11 F.R. 7517, 60 Stat. 1352; Sept. 23, 1950, c. 1024, Title I, § 20(a), 64 Stat. 1005; Aug. 1, 1956,
c. 849, § 1, 70 Stat. 899; Pub.L. 87-366, § 1, Oct. 4, 1961, 75 Stat. 784; Pub.L. 89-486, § 1, July 4, 1966, 80 Stat. 244; Pub.L.
91-375, § 6(k), Aug. 12, 1970, 84 Stat. 782; Pub.L. 104-65, § 9(1), Dec. 19, 1995, 109 Stat. 699.)

© 2019 Thomson Reuters. No claim to original U.S. Government Works.

3

§ 611. Definitions, 22 USCA § 611

Notes of Decisions (19)

Footnotes
So in original. Probably should be “Except”.
1
So in original. Probably should be “section 3685”.
2
22 U.S.C.A. § 611, 22 USCA § 611
Current through P.L. 116-47.
End of Document
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KeyCite Yellow Flag - Negative Treatment
Proposed Legislation

United States Code Annotated
Title 22. Foreign Relations and Intercourse
Chapter 11. Foreign Agents and Propaganda
Subchapter II. Registration of Foreign Propagandists (Refs & Annos)
22 U.S.C.A. § 612
§ 612. Registration statement
Currentness
(a) Filing; contents
No person shall act as an agent of a foreign principal unless he has filed with the Attorney General a true and complete registration
statement and supplements thereto as required by subsections (a) and (b) of this section or unless he is exempt from registration
under the provisions of this subchapter. Except as hereinafter provided, every person who becomes an agent of a foreign principal
shall, within ten days thereafter, file with the Attorney General, in duplicate, a registration statement, under oath on a form
prescribed by the Attorney General. The obligation of an agent of a foreign principal to file a registration statement shall, after
the tenth day of his becoming such agent, continue from day to day, and termination of such status shall not relieve such agent
from his obligation to file a registration statement for the period during which he was an agent of a foreign principal. The
registration statement shall include the following, which shall be regarded as material for the purposes of this subchapter:
(1) Registrant's name, principal business address, and all other business addresses in the United States or elsewhere, and all
residence addresses, if any;
(2) Status of the registrant; if an individual, nationality; if a partnership, name, residence addresses, and nationality of each
partner and a true and complete copy of its articles of copartnership; if an association, corporation, organization, or any
other combination of individuals, the name, residence addresses, and nationality of each director and officer and of each
person performing the functions of a director or officer and a true and complete copy of its charter, articles of incorporation,
association, constitution, and bylaws, and amendments thereto; a copy of every other instrument or document and a statement
of the terms and conditions of every oral agreement relating to its organization, powers, and purposes; and a statement of
its ownership and control;
(3) A comprehensive statement of the nature of registrant's business; a complete list of registrant's employees and a statement
of the nature of the work of each; the name and address of every foreign principal for whom the registrant is acting, assuming
or purporting to act or has agreed to act; the character of the business or other activities of every such foreign principal, and,
if any such foreign principal be other than a natural person, a statement of the ownership and control of each; and the extent,
if any, to which each such foreign principal is supervised, directed, owned, controlled, financed, or subsidized, in whole or
in part, by any government of a foreign country or foreign political party, or by any other foreign principal;
(4) Copies of each written agreement and the terms and conditions of each oral agreement, including all modifications of
such agreements, or, where no contract exists, a full statement of all the circumstances, by reason of which the registrant is
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an agent of a foreign principal; a comprehensive statement of the nature and method of performance of each such contract,
and of the existing and proposed activity or activities engaged in or to be engaged in by the registrant as agent of a foreign
principal for each such foreign principal, including a detailed statement of any such activity which is a political activity;
(5) The nature and amount of contributions, income, money, or thing of value, if any, that the registrant has received within
the preceding sixty days from each such foreign principal, either as compensation or for disbursement or otherwise, and the
form and time of each such payment and from whom received;
(6) A detailed statement of every activity which the registrant is performing or is assuming or purporting or has agreed to
perform for himself or any other person other than a foreign principal and which requires his registration hereunder, including
a detailed statement of any such activity which is a political activity;
(7) The name, business, and residence addresses, and if an individual, the nationality, of any person other than a foreign
principal for whom the registrant is acting, assuming or purporting to act or has agreed to act under such circumstances as
require his registration hereunder; the extent to which each such person is supervised, directed, owned, controlled, financed,
or subsidized, in whole or in part, by any government of a foreign country or foreign political party or by any other foreign
principal; and the nature and amount of contributions, income, money, or thing of value, if any, that the registrant has received
during the preceding sixty days from each such person in connection with any of the activities referred to in clause (6) of
this subsection, either as compensation or for disbursement or otherwise, and the form and time of each such payment and
from whom received;
(8) A detailed statement of the money and other things of value spent or disposed of by the registrant during the preceding
sixty days in furtherance of or in connection with activities which require his registration hereunder and which have been
undertaken by him either as an agent of a foreign principal or for himself or any other person or in conection 1 with any
activities relating to his becoming an agent of such principal, and a detailed statement of any contributions of money or other
things of value made by him during the preceding sixty days (other than contributions the making of which is prohibited
under the terms of section 613 of Title 18) in connection with an election to any political office or in connection with any
primary election, convention, or caucus held to select candidates for any political office;
(9) Copies of each written agreement and the terms and conditions of each oral agreement, including all modifications of
such agreements, or, where no contract exists, a full statement of all the circumstances, by reason of which the registrant is
performing or assuming or purporting or has agreed to perform for himself or for a foreign principal or for any person other
than a foreign principal any activities which require his registration hereunder;
(10) Such other statements, information, or documents pertinent to the purposes of this subchapter as the Attorney General,
having due regard for the national security and the public interest, may from time to time require;
(11) Such further statements and such further copies of documents as are necessary to make the statements made in the
registration statement and supplements thereto, and the copies of documents furnished therewith, not misleading.
(b) Supplements; filing period
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Every agent of a foreign principal who has filed a registration statement required by subsection (a) of this section shall, within
thirty days after the expiration of each period of six months succeeding such filing, file with the Attorney General a supplement
thereto under oath, on a form prescribed by the Attorney General, which shall set forth with respect to such preceding six
months' period such facts as the Attorney General, having due regard for the national security and the public interest, may deem
necessary to make the information required under this section accurate, complete, and current with respect to such period. In
connection with the information furnished under clauses (3), (4), (6), and (9) of subsection (a) of this section, the registrant shall
give notice to the Attorney General of any changes therein within ten days after such changes occur. If the Attorney General,
having due regard for the national security and the public interest, determines that it is necessary to carry out the purposes of
this subchapter, he may, in any particular case, require supplements to the registration statement to be filed at more frequent
intervals in respect to all or particular items of information to be furnished.
(c) Execution of statement under oath
The registration statement and supplements thereto shall be executed under oath as follows: If the registrant is an individual,
by him; if the registrant is a partnership, by the majority of the members thereof; if the registrant is a person other than an
individual or a partnership, by a majority of the officers thereof or persons performing the functions of officers or by a majority
of the board of directors thereof or persons performing the functions of directors, if any.
(d) Filing of statement not deemed full compliance nor as preclusion from prosecution
The fact that a registration statement or supplement thereto has been filed shall not necessarily be deemed a full compliance
with this subchapter and the regulations thereunder on the part of the registrant; nor shall it indicate that the Attorney General
has in any way passed upon the merits of such registration statement or supplement thereto; nor shall it preclude prosecution, as
provided for in this subchapter, for willful failure to file a registration statement or supplement thereto when due or for a willful
false statement of a material fact therein or the willful omission of a material fact required to be stated therein or the willful
omission of a material fact or copy of a material document necessary to make the statements made in a registration statement
and supplements thereto, and the copies of documents furnished therewith, not misleading.
(e) Incorporation of previous statement by reference
If any agent of a foreign principal, required to register under the provisions of this subchapter, has previously thereto registered
with the Attorney General under the provisions of section 2386 of Title 18, the Attorney General, in order to eliminate
inappropriate duplication, may permit the incorporation by reference in the registration statement or supplements thereto filed
hereunder of any information or documents previously filed by such agent of a foreign principal under the provisions of said
section.
(f) Exemption by Attorney General
The Attorney General may, by regulation, provide for the exemption-(1) from registration, or from the requirement of furnishing any of the information required by this section, of any person
who is listed as a partner, officer, director, or employee in the registration statement filed by an agent of a foreign principal
under this subchapter, and
(2) from the requirement of furnishing any of the information required by this section of any agent of a foreign principal,
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where by reason of the nature of the functions or activities of such person the Attorney General, having due regard for the
national security and the public interest, determines that such registration, or the furnishing of such information, as the case
may be, is not necessary to carry out the purposes of this subchapter.
(g) Electronic filing of registration statements and supplements
A registration statement or supplement required to be filed under this section shall be filed in electronic form, in addition to
any other form that may be required by the Attorney General.
CREDIT(S)
(June 8, 1938, c. 327, § 2, 52 Stat. 632; Apr. 29, 1942, c. 263, § 1, 56 Stat. 251; Aug. 3, 1950, c. 524, § 1, 64 Stat. 399; Pub.L.
89-486, § 2, July 4, 1966, 80 Stat. 245; Pub.L. 110-81, Title II, § 212(a), Sept. 14, 2007, 121 Stat. 749.)

Notes of Decisions (12)

Footnotes
So in original. Probably should be “connection”.
1
22 U.S.C.A. § 612, 22 USCA § 612
Current through P.L. 116-47.
End of Document
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United States Code Annotated
Title 22. Foreign Relations and Intercourse
Chapter 11. Foreign Agents and Propaganda
Subchapter II. Registration of Foreign Propagandists (Refs & Annos)
22 U.S.C.A. § 613
§ 613. Exemptions
Effective: June 5, 2004
Currentness
The requirements of section 612(a) of this title shall not apply to the following agents of foreign principals:
(a) Diplomatic or consular officers
A duly accredited diplomatic or consular officer of a foreign government who is so recognized by the Department of State,
while said officer is engaged exclusively in activities which are recognized by the Department of State as being within the scope
of the functions of such officer;
(b) Officials of foreign government
Any official of a foreign government, if such government is recognized by the United States, who is not a public-relations
counsel, publicity agent, information-service employee, or a citizen of the United States, whose name and status and the character
of whose duties as such official are of public record in the Department of State, while said official is engaged exclusively in
activities which are recognized by the Department of State as being within the scope of the functions of such official;
(c) Staff members of diplomatic or consular officers
Any member of the staff of, or any person employed by, a duly accredited diplomatic or consular officer of a foreign government
who is so recognized by the Department of State, other than a public-relations counsel, publicity agent, or information-service
employee, whose name and status and the character of whose duties as such member or employee are of public record in
the Department of State, while said member or employee is engaged exclusively in the performance of activities which are
recognized by the Department of State as being within the scope of the functions of such member or employee;
(d) Private and nonpolitical activities; solicitation of funds
Any person engaging or agreeing to engage only (1) in private and nonpolitical activities in furtherance of the bona fide trade or
commerce of such foreign principal; or (2) in other activities not serving predominantly a foreign interest; or (3) in the soliciting
or collecting of funds and contributions within the United States to be used only for medical aid and assistance, or for food and
clothing to relieve human suffering, if such solicitation or collection of funds and contributions is in accordance with and subject
to the provisions of subchapter II of chapter 9 of this title, and such rules and regulations as may be prescribed thereunder;
(e) Religious, scholastic, or scientific pursuits
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Any person engaging or agreeing to engage only in activities in furtherance of bona fide religious, scholastic, academic, or
scientific pursuits or of the fine arts;
(f) Defense of foreign government vital to United States defense
Any person, or employee of such person, whose foreign principal is a government of a foreign country the defense of which the
President deems vital to the defense of the United States while, (1) such person or employee engages only in activities which
are in furtherance of the policies, public interest, or national defense both of such government and of the Government of the
United States, and are not intended to conflict with any of the domestic or foreign policies of the Government of the United
States, (2) each communication or expression by such person or employee which he intends to, or has reason to believe will,
be published, disseminated, or circulated among any section of the public, or portion thereof, within the United States, is a
part of such activities and is believed by such person to be truthful and accurate and the identity of such person as an agent of
such foreign principal is disclosed therein, and (3) such government of a foreign country furnishes to the Secretary of State for
transmittal to, and retention for the duration of this subchapter by, the Attorney General such information as to the identity and
activities of such person or employee at such times as the Attorney General may require. Upon notice to the Government of
which such person is an agent or to such person or employee, the Attorney General, having due regard for the public interest and
national defense, may, with the approval of the Secretary of State, and shall, at the request of the Secretary of State, terminate
in whole or in part the exemption herein of any such person or employee;
(g) Persons qualified to practice law
Any person qualified to practice law, insofar as he engages or agrees to engage in the legal representation of a disclosed foreign
principal before any court of law or any agency of the Government of the United States: Provided, That for the purposes of
this subsection legal representation does not include attempts to influence or persuade agency personnel or officials other than
in the course of judicial proceedings, criminal or civil law enforcement inquiries, investigations, or proceedings, or agency
proceedings required by statute or regulation to be conducted on the record.
(h) Agents of foreign principals
Any agent of a person described in section 611(b)(2) of this title or an entity described in section 611(b)(3) of this title if the
agent has engaged in lobbying activities and has registered under the Lobbying Disclosure Act of 1995 in connection with the
agent's representation of such person or entity.
CREDIT(S)
(June 8, 1938, c. 327, § 3, 52 Stat. 632; Aug. 7, 1939, c. 521, § 2, 53 Stat. 1245; Apr. 29, 1942, c. 263, § 1, 56 Stat. 254;
Pub.L. 87-366, § 2, Oct. 4, 1961, 75 Stat. 784; Pub.L. 89-486, § 3, July 4, 1966, 80 Stat. 246; Pub.L. 104-65, § 9(2), (3), Dec.
19, 1995, 109 Stat. 700; Pub.L. 105-166, § 5, Apr. 6, 1998, 112 Stat. 39.)

Notes of Decisions (5)
22 U.S.C.A. § 613, 22 USCA § 613
Current through P.L. 116-47.
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KeyCite Yellow Flag - Negative Treatment
Proposed Legislation

United States Code Annotated
Title 22. Foreign Relations and Intercourse
Chapter 11. Foreign Agents and Propaganda
Subchapter II. Registration of Foreign Propagandists (Refs & Annos)
22 U.S.C.A. § 614
§ 614. Filing and labeling of political propaganda
Currentness
(a) Copies to Attorney General; statement as to places, times, and extent of transmission
Every person within the United States who is an agent of a foreign principal and required to register under the provisions of
this subchapter and who transmits or causes to be transmitted in the United States mails or by any means or instrumentality
of interstate or foreign commerce any informational materials for or in the interests of such foreign principal (i) in the form
of prints, or (ii) in any other form which is reasonably adapted to being, or which he believes will be, or which he intends
to be, disseminated or circulated among two or more persons shall, not later than forty-eight hours after the beginning of the
transmittal thereof, file with the Attorney General two copies thereof.
(b) Identification statement
It shall be unlawful for any person within the United States who is an agent of a foreign principal and required to register under the
provisions of this subchapter to transmit or cause to be transmitted in the United States mails or by any means or instrumentality
of interstate or foreign commerce any informational materials for or in the interests of such foreign principal without placing
in such informational materials a conspicuous statement that the materials are distributed by the agent on behalf of the foreign
principal, and that additional information is on file with the Department of Justice, Washington, District of Columbia. The
Attorney General may by rule define what constitutes a conspicuous statement for the purposes of this subsection.
(c) Public inspection
The copies of informational materials required by this subchapter to be filed with the Attorney General shall be available for
public inspection under such regulations as he may prescribe.
(d) Library of Congress
For purposes of the Library of Congress, other than for public distribution, the Secretary of the Treasury and the United States
Postal Service are authorized, upon the request of the Librarian of Congress, to forward to the Library of Congress fifty copies,
or as many fewer thereof as are available, of all foreign prints determined to be prohibited entry under the provisions of section
1305 of Title 19 and of all foreign prints excluded from the mails under authority of section 1717 of Title 18.
Notwithstanding the provisions of section 1305 of Title 19 and of section 1717 of Title 18, the Secretary of the Treasury is
authorized to permit the entry and the United States Postal Service is authorized to permit the transmittal in the mails of foreign
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prints imported for governmental purposes by authority or for the use of the United States or for the use of the Library of
Congress.
(e) Information furnished to agency or official of United States Government
It shall be unlawful for any person within the United States who is an agent of a foreign principal required to register under the
provisions of this subchapter to transmit, convey, or otherwise furnish to any agency or official of the Government (including
a Member or committee of either House of Congress) for or in the interests of such foreign principal any political propaganda
or to request from any such agency or official for or in the interests of such foreign principal any information or advice with
respect to any matter pertaining to the political or public interests, policies or relations of a foreign country or of a political
party or pertaining to the foreign or domestic policies of the United States unless the propaganda or the request is prefaced or
accompanied by a true and accurate statement to the effect that such person is registered as an agent of such foreign principal
under this subchapter.
(f) Appearances before Congressional committees
Whenever any agent of a foreign principal required to register under this subchapter appears before any committee of Congress
to testify for or in the interests of such foreign principal, he shall, at the time of such appearance, furnish the committee with
a copy of his most recent registration statement filed with the Department of Justice as an agent of such foreign principal for
inclusion in the records of the committee as part of his testimony.
CREDIT(S)
(June 8, 1938, c. 327, § 4, 52 Stat. 632; Aug. 7, 1939, c. 521, § 3, 53 Stat. 1246; Apr. 29, 1942, c. 263, § 1, 56 Stat. 255;
Pub.L. 89-486, § 4, July 4, 1966, 80 Stat. 246; Pub.L. 91-375, § 4(a), Aug. 12, 1970, 84 Stat. 773; Pub.L. 104-65, § 9(4) to
(6), Dec. 19, 1995, 109 Stat. 700.)
22 U.S.C.A. § 614, 22 USCA § 614
Current through P.L. 116-47.
End of Document
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United States Code Annotated
Title 22. Foreign Relations and Intercourse
Chapter 11. Foreign Agents and Propaganda
Subchapter II. Registration of Foreign Propagandists (Refs & Annos)
22 U.S.C.A. § 615
§ 615. Books and records
Currentness
Every agent of a foreign principal registered under this subchapter shall keep and preserve while he is an agent of a foreign
principal such books of account and other records with respect to all his activities, the disclosure of which is required under
the provisions of this subchapter, in accordance with such business and accounting practices, as the Attorney General, having
due regard for the national security and the public interest, may by regulation prescribe as necessary or appropriate for the
enforcement of the provisions of this subchapter and shall preserve the same for a period of three years following the termination
of such status. Until regulations are in effect under this section every agent of a foreign principal shall keep books of account
and shall preserve all written records with respect to his activities. Such books and records shall be open at all reasonable times
to the inspection of any official charged with the enforcement of this subchapter. It shall be unlawful for any person willfully
to conceal, destroy, obliterate, mutilate, or falsify, or to attempt to conceal, destroy, obliterate, mutilate, or falsify, or to cause
to be concealed, destroyed, obliterated, mutilated, or falsified, any books or records required to be kept under the provisions
of this section.
CREDIT(S)
(June 8, 1938, c. 327, § 5, 52 Stat. 633; Apr. 29, 1942, c. 263, § 1, 56 Stat. 256; Pub.L. 89-486, § 5, July 4, 1966, 80 Stat. 247.)

Notes of Decisions (5)
22 U.S.C.A. § 615, 22 USCA § 615
Current through P.L. 116-47.
End of Document
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KeyCite Yellow Flag - Negative Treatment
Proposed Legislation

United States Code Annotated
Title 22. Foreign Relations and Intercourse
Chapter 11. Foreign Agents and Propaganda
Subchapter II. Registration of Foreign Propagandists (Refs & Annos)
22 U.S.C.A. § 616
§ 616. Public examination of official records; transmittal of records and information
Currentness
(a) Permanent copy of statement; inspection; withdrawal
The Attorney General shall retain in permanent form one copy of all registration statements furnished under this subchapter, and
the same shall be public records and open to public examination and inspection at such reasonable hours, under such regulations,
as the Attorney General may prescribe, and copies of the same shall be furnished to every applicant at such reasonable fee as the
Attorney General may prescribe. The Attorney General may withdraw from public examination the registration statement and
other statements of any agent of a foreign principal whose activities have ceased to be of a character which requires registration
under the provisions of this subchapter.
(b) Secretary of State
The Attorney General shall, promptly upon receipt, transmit one copy of every registration statement filed hereunder and one
copy of every amendment or supplement thereto filed hereunder, to the Secretary of State for such comment and use as the
Secretary of State may determine to be appropriate from the point of view of the foreign relations of the United States. Failure
of the Attorney General so to transmit such copy shall not be a bar to prosecution under this subchapter.
(c) Executive departments and agencies; Congressional committees
The Attorney General is authorized to furnish to departments and agencies in the executive branch and committees of the
Congress such information obtained by him in the administration of this subchapter, including the names of registrants under
this subchapter, copies of registration statements, or parts thereof, or other documents or information filed under this subchapter,
as may be appropriate in the light of the purposes of this subchapter.
(d) Public database of registration statements and updates
(1) In general
The Attorney General shall maintain, and make available to the public over the Internet, without a fee or other access charge,
in a searchable, sortable, and downloadable manner, to the extent technically practicable, an electronic database that--
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(A) includes the information contained in registration statements and updates filed under this subchapter; and
(B) is searchable and sortable, at a minimum, by each of the categories of information described in section 612(a) of this
title.
(2) Accountability
The Attorney General shall make each registration statement and update filed in electronic form pursuant to section 612(g)
of this title available for public inspection over the Internet as soon as technically practicable after the registration statement
or update is filed.
CREDIT(S)
(June 8, 1938, c. 327, § 6, 52 Stat. 633; Apr. 29, 1942, c. 263, § 1, 56 Stat. 256; Pub.L. 89-486, § 6, July 4, 1966, 80 Stat.
247; Pub.L. 104-65, § 9(7), Dec. 19, 1995, 109 Stat. 700; Pub.L. 110-81, Title II, § 212(b), Sept. 14, 2007, 121 Stat. 749.)

Notes of Decisions (1)
22 U.S.C.A. § 616, 22 USCA § 616
Current through P.L. 116-47.
End of Document
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United States Code Annotated
Title 22. Foreign Relations and Intercourse
Chapter 11. Foreign Agents and Propaganda
Subchapter II. Registration of Foreign Propagandists (Refs & Annos)
22 U.S.C.A. § 617
§ 617. Liability of officers
Currentness
Each officer, or person performing the functions of an officer, and each director, or person performing the functions of a director,
of an agent of a foreign principal which is not an individual shall be under obligation to cause such agent to execute and file a
registration statement and supplements thereto as and when such filing is required under subsections (a) and (b) of section 612
of this title and shall also be under obligation to cause such agent to comply with all the requirements of sections 614(a) and (b)
and 615 of this title and all other requirements of this subchapter. Dissolution of any organization acting as an agent of a foreign
principal shall not relieve any officer, or person performing the functions of an officer, or any director, or person performing
the functions of a director, from complying with the provisions of this section. In case of failure of any such agent of a foreign
principal to comply with any of the requirements of this subchapter, each of its officers, or persons performing the functions of
officers, and each of its directors, or persons performing the functions of directors, shall be subject to prosecution therefor.
CREDIT(S)
(June 8, 1938, c. 327, § 7, 52 Stat. 633; Apr. 29, 1942, c. 263, § 1, 56 Stat. 256; Aug. 3, 1950, c. 524, § 2, 64 Stat. 400.)
22 U.S.C.A. § 617, 22 USCA § 617
Current through P.L. 116-47.
End of Document
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Proposed Legislation

United States Code Annotated
Title 22. Foreign Relations and Intercourse
Chapter 11. Foreign Agents and Propaganda
Subchapter II. Registration of Foreign Propagandists (Refs & Annos)
22 U.S.C.A. § 618
§ 618. Enforcement and penalties
Effective: June 5, 2004
Currentness
(a) Violations; false statements and willful omissions
Any person who-(1) willfully violates any provision of this subchapter or any regulation thereunder, or
(2) in any registration statement or supplement thereto or in any other document filed with or furnished to the Attorney
General under the provisions of this subchapter willfully makes a false statement of a material fact or willfully omits any
material fact required to be stated therein or willfully omits a material fact or a copy of a material document necessary to
make the statements therein and the copies of documents furnished therewith not misleading, shall, upon conviction thereof,
be punished by a fine of not more than $10,000 or by imprisonment for not more than five years, or both, except that in
the case of a violation of subsection (b), (e), or (f) of section 614 of this title or of subsection (g) or (h) of this section the
punishment shall be a fine of not more than $5,000 or imprisonment for not more than six months, or both.
(b) Proof of identity of foreign principal
In any proceeding under this subchapter in which it is charged that a person is an agent of a foreign principal with respect to
a foreign principal outside of the United States, proof of the specific identity of the foreign principal shall be permissible but
not necessary.
(c) Removal
Any alien who shall be convicted of a violation of, or a conspiracy to violate, any provision of this subchapter or any regulation
thereunder shall be subject to removal pursuant to chapter 4 of title II of the Immigration and Nationality Act.
(d) Repealed. Pub.L. 104-65, § 9(8)(B), Dec. 19, 1995, 109 Stat. 700
(e) Continuing offense
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Failure to file any such registration statement or supplements thereto as is required by either section 612(a) or section 612(b)
of this title shall be considered a continuing offense for as long as such failure exists, notwithstanding any statute of limitation
or other statute to the contrary.
(f) Injunctive remedy; jurisdiction of district court
Whenever in the judgment of the Attorney General any person is engaged in or about to engage in any acts which constitute
or will constitute a violation of any provision of this subchapter, or regulations issued thereunder, or whenever any agent of a
foreign principal fails to comply with any of the provisions of this subchapter or the regulations issued thereunder, or otherwise
is in violation of the subchapter, the Attorney General may make application to the appropriate United States district court for
an order enjoining such acts or enjoining such person from continuing to act as an agent of such foreign principal, or for an
order requiring compliance with any appropriate provision of the subchapter or regulation thereunder. The district court shall
have jurisdiction and authority to issue a temporary or permanent injunction, restraining order or such other order which it
may deem proper.
(g) Deficient registration statement
If the Attorney General determines that a registration statement does not comply with the requirements of this subchapter or the
regulations issued thereunder, he shall so notify the registrant in writing, specifying in what respects the statement is deficient.
It shall be unlawful for any person to act as an agent of a foreign principal at any time ten days or more after receipt of such
notification without filing an amended registration statement in full compliance with the requirements of this subchapter and
the regulations issued thereunder.
(h) Contingent fee arrangement
It shall be unlawful for any agent of a foreign principal required to register under this subchapter to be a party to any contract,
agreement, or understanding, either express or implied, with such foreign principal pursuant to which the amount or payment
of the compensation, fee, or other remuneration of such agent is contingent in whole or in part upon the success of any political
activities carried on by such agent.
CREDIT(S)
(June 8, 1938, c. 327, § 8, as added Apr. 29, 1942, c. 263, § 1, 56 Stat. 257; amended Sept. 23, 1950, c. 1024, Title I, § 20(b),
64 Stat. 1005; June 27, 1952, c. 477, Title IV, § 402(d), 66 Stat. 276; Aug. 1, 1956, c. 849, § 1, 70 Stat. 899; Pub.L. 89-486, §
7, July 4, 1966, 80 Stat. 248; Pub.L. 98-620, Title IV, § 402(26), Nov. 8, 1984, 98 Stat. 3359; Pub.L. 104-65, § 9(8), Dec. 19,
1995, 109 Stat. 700; Pub.L. 104-208, Div. C, Title III, § 308(e)(19), Sept. 30, 1996, 110 Stat. 3009-621.)

Notes of Decisions (17)
22 U.S.C.A. § 618, 22 USCA § 618
Current through P.L. 116-47.
End of Document
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§ 619. Territorial applicability of subchapter, 22 USCA § 619

KeyCite Yellow Flag - Negative Treatment
Proposed Legislation

United States Code Annotated
Title 22. Foreign Relations and Intercourse
Chapter 11. Foreign Agents and Propaganda
Subchapter II. Registration of Foreign Propagandists (Refs & Annos)
22 U.S.C.A. § 619
§ 619. Territorial applicability of subchapter
Currentness
This subchapter shall be applicable in the several States, the District of Columbia, the Territories, the Canal Zone, the insular
possessions, and all other places now or hereafter subject to the civil or military jurisdiction of the United States.
CREDIT(S)
(June 8, 1938, c. 327, § 9, as added Apr. 29, 1942, c. 263, § 1, 56 Stat. 257; amended Proc. No. 2695, July 4, 1946, 11 F.R.
7517, 60 Stat. 1352.)
22 U.S.C.A. § 619, 22 USCA § 619
Current through P.L. 116-47.
End of Document
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§ 620. Rules and regulations, 22 USCA § 620

KeyCite Yellow Flag - Negative Treatment
Proposed Legislation

United States Code Annotated
Title 22. Foreign Relations and Intercourse
Chapter 11. Foreign Agents and Propaganda
Subchapter II. Registration of Foreign Propagandists (Refs & Annos)
22 U.S.C.A. § 620
§ 620. Rules and regulations
Currentness
The Attorney General may at any time make, prescribe, amend, and rescind such rules, regulations, and forms as he may deem
necessary to carry out the provisions of this subchapter.
CREDIT(S)
(June 8, 1938, c. 327, § 10, as added Apr. 29, 1942, c. 263, § 1, 56 Stat. 257.)
22 U.S.C.A. § 620, 22 USCA § 620
Current through P.L. 116-47.
End of Document
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§ 621. Reports to Congress, 22 USCA § 621

KeyCite Yellow Flag - Negative Treatment
Proposed Legislation

United States Code Annotated
Title 22. Foreign Relations and Intercourse
Chapter 11. Foreign Agents and Propaganda
Subchapter II. Registration of Foreign Propagandists (Refs & Annos)
22 U.S.C.A. § 621
§ 621. Reports to Congress
Currentness
The Attorney General shall every six months report to the Congress concerning administration of this subchapter, including
registrations filed pursuant to the subchapter, and the nature, sources and content of political propaganda disseminated and
distributed.
CREDIT(S)
(June 8, 1938, c. 327, § 11, as added Apr. 29, 1942, c. 263, § 1, 56 Stat. 258; amended Pub.L. 104-65, § 19, Dec. 19, 1995,
109 Stat. 704.)
22 U.S.C.A. § 621, 22 USCA § 621
Current through P.L. 116-47.
End of Document
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§ 1832. Theft of trade secrets, 18 USCA § 1832

United States Code Annotated
Title 18. Crimes and Criminal Procedure (Refs & Annos)
Part I. Crimes (Refs & Annos)
Chapter 90. Protection of Trade Secrets
18 U.S.C.A. § 1832
§ 1832. Theft of trade secrets
Effective: May 11, 2016
Currentness
(a) Whoever, with intent to convert a trade secret, that is related to a product or service used in or intended for use in interstate
or foreign commerce, to the economic benefit of anyone other than the owner thereof, and intending or knowing that the offense
will, injure any owner of that trade secret, knowingly-(1) steals, or without authorization appropriates, takes, carries away, or conceals, or by fraud, artifice, or deception obtains
such information;
(2) without authorization copies, duplicates, sketches, draws, photographs, downloads, uploads, alters, destroys, photocopies,
replicates, transmits, delivers, sends, mails, communicates, or conveys such information;
(3) receives, buys, or possesses such information, knowing the same to have been stolen or appropriated, obtained, or
converted without authorization;
(4) attempts to commit any offense described in paragraphs (1) through (3); or
(5) conspires with one or more other persons to commit any offense described in paragraphs (1) through (3), and one or more
of such persons do any act to effect the object of the conspiracy,
shall, except as provided in subsection (b), be fined under this title or imprisoned not more than 10 years, or both.
(b) Any organization that commits any offense described in subsection (a) shall be fined not more than the greater of $5,000,000
or 3 times the value of the stolen trade secret to the organization, including expenses for research and design and other costs
of reproducing the trade secret that the organization has thereby avoided.
CREDIT(S)
(Added Pub.L. 104-294, Title I, § 101(a), Oct. 11, 1996, 110 Stat. 3489; amended Pub.L. 112-236, § 2, Dec. 28, 2012, 126
Stat. 1627; Pub.L. 114-153, § 3(a)(1), May 11, 2016, 130 Stat. 382.)
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Notes of Decisions (16)
18 U.S.C.A. § 1832, 18 USCA § 1832
Current through P.L. 116-47.
End of Document
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SUPERSEDING
INDICTMENT

UNITED STATES OF AMERICA

- against Cr. No. 18-457 fS-2I TAMDI

(T.18,U.S.C.,§§ 371, 981(a)(1)(C),
982(a)(1), 982(a)(2), 982(b)(1), 1343,

HUAWEITECHNQLOGIES CO., LTD.,
HUAWEIDEVICEUSA INC.,

1344,1349, 1512(k), 1956(h), 2 and
3551 rt s^.; T. 21, U.S.C., § 853(p); T.
28, U.S.C., § 2461(c); T. 50, U.S.C.,
§§ 1702,17Q5(a) and 1705(c))

SKYCOM TECH CO. LTD.,
WANZHOUMENG,

also known as "Cathy Meng" and
"Sabrina Men?

Defendants.
X
THE GRAND JURY CHARGES;
INTRODUCTION

At all times relevant to this Superseding Indictment, unless otherwise
indicated:
1.

The Defendants

1.

The defendant HUAWEI TECHNOLOGIES CO., LTD. ("HUAWEI")

was a global networking, telecommunications and services company headquartered in
Shenzhen, Guangdong, in the People's Republic of China ('TRC"). HUAWEI was owned

by a parent company ("Huawei Parent"), an entity whose identity is known to the Grand
Jury, registered in Shenzhen, Guangdong, in the PRC. As of the date of the filing of this
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Superseding Indictment, HUAWEI was the largest telecommunications equipment
manufacturer in the world.

2.

HUAWEI operated numerous subsidiaries throughout the world,

including in the United States. One U.S. subsidiary was the defendant HUAWEI DEVICE
USA INC.("HUAWEI USA"), whose headquarters were in Piano, Texas.
3.

The defendant SKYCOM TECH CO.LTD.("SKYCOM")was a

corporation registered in Hong Kong whose primary operations were in Iran. SKYCOM
functioned as HUAWEI's Iran-based subsidiary. As of 2007,Huawei Parent owned

SKYCOM through a subsidiary("Huawei Subsidiary 1"), an entity whose identity is known
to the Grand Jury. In or about November 2007,Huawei Subsidiary 1 transferred its shares
ofSKYCOM to another entity("Huawei Subsidiary 2"), an entity whose identity is known to

the Grand Jury,and which was purportedly a third party in the transaetion but was actually
controlled by HUAWEI. Following this transfer ofSKYCOM shares from Huawei

Subsidiary 1 to Huawei Subsidiary 2,HUAWEIfalsely claimed that SKYCOM was one of
HUAWEI's loeal business partners in Iran, as opposed to one of HUAWEI's subsidiaries or
affiliates.

4.

The defendant WANZHOU MENG,also known as "Cathy Meng" and

"Sabrina Meng," was a citizen ofthe PRC. From at least in or about 2010, MENG served as
ChiefFinancial Officer ofHUAWEI. Between approximately February 2008 and April

2009, MENG served on the SKYCOM Board of Directors. More recently, MENG also
served as Deputy Chairwoman of the Board ofDirectors for HUAWEI.
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n.

The Victim Financial Institutions

7.

Financial Institution 1, an entity whose identity is known to the Grand

Jury, was a multinational banking and financial services company, which operated
subsidiaries throughout the world,including in the United States and in Eurozone countries.
Its United States-based subsidiary("U.S. Subsidiary 1"), an entity whose identity is known to
the Grand Jury, was a federally chartered bank,the deposits ofwhich were insured by the

Federal Deposit Insurance Company('TDIC"). Among the services offered by Financial
Institution 1 to its clients were U.S.-dollai- clearing through U.S. Subsidiary 1 and other
financial institutions located in the United States, and Euro clearing through Financial
Institution I subsidiaries and other financial institutions located in Eurozone countries.

Between approximately 2010 and 2014,Financial Institution 1 and U.S. Subsidiary 1 cleared
more than $100 million worth oftransactions related to SKYCOM through the United States.

In or about 2017,Financial Institution 1 verbally communicated to HUAWEI representatives
that it was terminating its banking relationship with HUAWEI.

8.

Financial Institution 2, an entity whose identity is known to the Grand

Jury, was a multinational banking and financial services company, which operated
subsidiaries throughout the world,including in the United States and in Eurozone countries.
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Among the services offered by Financial Institution 2 to its clients were U.S.-dollar clearing

through a Financial Institution 2 subsidiary and other financial institutions located in the
United States, and Euro clearing through Financial Institution 2 subsidiaries and other
financial institutions located in Eurozone countries.

9.

Financial Institution 3, an entity whose identity is known to the Grand

Jury, was a multinational banking and financial services company, which operated
subsidiaries throughout the world,including in the United States and in Eurozone countries.

Among the services offered by Financial Institution 3 to its clients were U.S.-dollar clearing
through Financial Institution 3 subsidiaries and other financial institutions located in the
United States, and Euro clearing through Financial Institution 3 subsidiaries and other
financial institutions located in Eurozone cormtries.

10.

Financial Institution 4,an entity whose identity is known to the Grand

Jury, was a multinational banking and financial services company operating subsidiaries
throughout thejvorld,including in the United States and in Eurozone countries. Among the
services offered by Financial Institution 4 to its clients were U.S.-dollar clearing through
Financial Institution 4 subsidiaries and other financial institutions located in the United

States, and Euro clearing through Financial Institution 4 subsidiaries and other financial
institutions located in Eurozone countries. A subsidiary ofFinancial Institution 4("U.S.

Subsidiary 4"), an entity whose identity is known to the Grand Jury, was a financial
institution organized in the United States offering banking and financial services throughout
the world. U.S. Subsidiary 4 offered HUAWEI and its affiliates banking services and cash
management services, including for accounts in the United States.
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in.

The SKYCOM Fraud Scheme

11.

Even though the U.S. Department of the Treasury's Office ofForeign

Assets Control's("OFAC")Iranian Transactions and Sanctions Regulations("ITSR"), 31

C.F.R. Part 560,proscribed the export ofU.S.-origin goods,technology and services to Iran
and the Government ofIran, HUAWEI operated SKYCOM as an unofficial subsidiary to

obtain otherwise prohibited U.S.-origin goods,technology and services, including banking
services, for HUAWEI's Iran-based business while concealing the link to HUAWEI.

HUAWEI could thus attempt to claim ignorance with respect to any illegal act committed by
SKYCOM on behalf ofHUAWEI,including violations ofthe ITSR and other applicable

U.S.law. In addition, contrary to U.S.law,SKYCOM,on behalf of HUAWEI,employed in
Iran at least one U.S. citizen('Employee 1"), whose identity is known to the Grand Jury.
12.

Since in or about July 2007,HUAWEI repeatedly misrepresented to Ihe

U.S. government and to various victim financial institutions,including Financial Institutions
1,2,3 and 4,and their U.S. and Eurozone subsidiaries and branches (collectively, the

"Victim Institutions"), that, although HUAWEI conducted business in Iran, it did so in a
manner that did not violate applicable U.S. law,including the ITSR. In reality, HUAWEI
conducted its business in Iran in a manner that violated applicable U.S. law, which includes
the ITSR.

13.

For example,in or about July 2007,agents with the Federal Bureau of

Investigation("FBI")interviewed the founder ofHUAWEI("Individual-1"), whose identity
is known to the Grand Jury,in New York,New York. Individual-1 stated, in sum and
substance, that he was willing to provide information about HUAWEI.
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14.

During the interview, amongst other things.Individual-1 falsely stated,

in substance and in part, that HUAWEI did not conduct any activity in violation of U.S.
export laws and that HUAWEI operated in compliance with all U.S. export laws.

Individual-1 also falsely stated, in substance and in part, that HUAWEI had not dealt directly
with any Iranian company. Individual-1 further stated that he believed HUAWEI had sold
equipment to a third party, possibly in Egypt, which in turn sold the equipment to Lran.
15.

Additionally, HUAWEI repeatedly misrepresented to Financial

Institution 1 that HUAWEI would not use Financial Institution 1 and its affiliates to process

any transactions regarding HUAWEI's Iran-based business. In reality, HUAWEI used U.S.
Subsidiary 1 and other financial institutions operating in the United States to process U.S.dollar clearing transactions involving millions of dollars m furtherance ofHUAWEI's Iranbased business. Some of these transactions passed through the Eastern District ofNew
York.

16.

In or about late 2012 and early 2013, various news organizations,

including Reuters,reported that SKYCOM had sold and attempted to seE embargoed U.S.-

origin goods to Iran in violation of U.S.law,and that HUAWEI in fact owned and operated
SKYCOM. In December 2012, Reuters published an article purporting to contain a
HUAWEI official statement addressing and denying those allegations. In January 2013,

Reuters published a second article purporting to contain a HUAWEI official statement, again
addressing and denying the Iran allegations. The purported statements by HUAWEI in
these articles were relied on by the Victim Institutions in determining whether to continue
their banking relationships with HUAWEI and its subsidiaries
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17.

Following publication ofthe December 2012 and January 2013 Reuters

articles, various HUAWEI representatives and employees communicated to the Victim
Institutions and to the public that the allegations regarding HUAWEI's ownership and
control ofSKYCOM were false and that,in fact, HUAWEI did comply with applicable U.S.

law, which includes the ITSR. Based in part on these false representations, the Victim
Institutions continued their banking relationships with HUAWEI and its subsidiaries and
affiliates.

18.

For example,in or about June 2013,the defendant WANZHOU MENG

requested an in-person meeting with a Financial Institution 1 executive(the "Financial
Institution 1 Executive"), whose identity is known to the Grand Jury. During the meeting,

which took place on or about August 22,2013, MENG spoke in Chinese,relying in part on a

PowerPoint presentation written in Chinese. Upon request by the Financial Institution 1
Executive, MENG arranged for an English-language version ofthe PowerPoint presentation
to be delivered to Financial Institution 1 on or about September 3,2013.

19.

In relevant part, the PowerPoint presentation included numerous

misrepresentations regarding HUAWEI's ownership and control ofSKYCOM and

HUAWEI's compliance with applicable U.S.law,including that(1)HUAWEI"operates in
Iran in strict compliance with applicable laws,regulations and sanctions of UN,US and EU";

(2)"HUAWEI's engagement with SKYCOM is normal business cooperation";(3)the
defendant WANZHOU MENG's participation on the Board of Directors ofSKYCOM was

to "help HUAWEIto better understand SKYCOM's fmancial results and business

perfoi-mance, and to strengthen and monitor SKYCOM's compliance"; and(4)"HUAWEI
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subsidiaries in sensitive countries will not open accounts at P'inancial Institution 1], nor have
• business transactions with [Financial Institution 1]." These statements were all false.

20.

In early 2014,several months after the meeting with Financial

Institution 1 Executive, the defendant WANZHOU MENG traveled to the United States,

arriving at John F. Kennedy International Airport, which is located in the Eastem District of
New York. When she entered the United States, MENG was carrying an electronic device

that contained a file in unallocated space—^indicating that the file may have been deleted
containing the following text'.

Suggested.Talking Points

The core ofthe suggested talking points regarding Iran/Skycom:

Huawei's operation in Iran comports with the laws,regulations
and sanctions as required by the United Nations, the United
States and the European Union. The relationship with Skycom is
that ofnormal business cooperation. Through regulated trade
organizations and procedures, Huawei requires that Skycom
promises to abide by relevant laws and regulations and export
controls. Key information 1: In the past — ceased to hold
Skycom shares 1, With regards to cooperation: Skycom was
established in 1998 and is one ofthe agents for Huawei products

and services. Skycom is mainly an agent for Huawei.

Other text in the same file appeared to refer to a document announcing the appointment of
Huawei employees that was "signed by MENG Wanzhou,"the defendant.'
21.

Based in part on the false representations made by the defendant

WANZHOU MENG and others, Financial Institution 1 continued its banking relationship
with HUAWTEI and its subsidiaries and affiliates.

22.

Had the Victim Institutions known about HUAWEI's repeated

violations ofthe ITSR,they would have reevaluated their banking relationships with

HUAWEI,including the provision ofU.S.-dollar and Euro clearing services to HUAWEI.
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IV.

HUAWEI's Continued Scheme to Defraud Pinancial Institutions

23.

In or about 2017,Financial Institution 1 decided to terminate its global

relationship with HUAWEI because ofrisk concerns regarding HUAWErs business
practices. During a series ofmeetings and communications, Financial Institution 1
repeatedly communicated to HUAWEI that the decision to terminate its banking relationship
with HUAWEI had been made by Financial Institution 1 alone, and was not a mutual
decision with HUAWEI.

24.

After learning of Financial Institution 1's decision to terminate its

relationship with HUAWEI,HUAWEI took steps to secure and expand its banking
relationships with other financial institutions, including U.S. Subsidiary 4. In doing so,
HUAWEI employees made material misrepresentations to U.S. Subsidiary 4,among other
financial institutions, regarding the reason for the termination ofits relationship with

Financial Institution 1 and the party responsible for the termination, claiming that HUAWEI,
not Financial Institution 1, had initiated the termination. Specifically, in meetings and

correspondence with representatives ofU.S. Subsidiary 4,HUAWEI employees,!
, falsely represented that HUAWEI was

considering terminating its relationship with Financial Institution 1 because HUAWEI was
dissatisfied with Financial Institution 1's level of service. HUAWEI's misrepresentation
that it had decided to terminate its relationship with Financial Institution 1 was

communicated to various components of U.S. Subsidiary 4,including in New York City.
25.

Based in part on these false representations and omissions made by the

defendants HUAWEI,

among other HUAWEI

employees, U.S. Subsidiary 4 undertook to expand its banking relationship with HUAWEI
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and its subsidiaries and affiliates, and continued to maintain its existing bankmg relationship

with HUAWEI globally, including in the United States. Had the defendants told U.S.

Subsidiary 4 the truth about Financial Institution 1's decision to terminate its relationship
with HUAWEI,U.S. Subsidiary 4 would have reevaluated its relationship with HUAWEI
and its subsidiaries and affiliates.

V.

The Scheme to Obstruct Justice

26.

In or about 2017,HUAWEI and HUAWEI USA became aware ofthe

U.S. government's criminal investigation ofHUAWEI and its affiliates. In response to the
investigation, HUAWEI and HUAWEI USA made efforts to move witnesses with

knowledge about HUAWEI's Iran-based business to the PRC,and beyond the jurisdiction of
the U.S. government,and to destroy and conceal evidence in the United States of
HUAWEI's Iran-based business.
I

COUNT ONE

(Conspiracy to Commit Bank Fraud)

27.

The allegations contained in paragraphs one through 22 are realleged

and incorporated as if set forth fuUy in this paragraph.
28.

In or about and between November 2007 and May 2015, both dates

being approximate and inclusive, within the Eastern District of New York and elsewhere,the
defendants HUAWEI,SKYCOM and WANZHOU MENG,also known as"Cathy Meng"
(

and "Sabrina Meng," together with others, did Icnowingly and intentionally conspire to
execute a scheme and artifice to defraud U.S. Subsidiary 1, a financial institution, and to

obtain moneys,funds, credits and other property owned by and under the custody and control
ofsaid financial institution, by means ofone or more materially false and fi:audulent
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pretenses, representations and promises, contrary to Title 18,United States Code,Section
1344.

(Title 18, United States Code, Sections 1349 and 3551 et s^.)
COUNT TWO

(Conspiracy to Commit Bank Fraud)

29. The allegations contained in paragraphs one through 25 are reallepd
and incorporated as ifset forth fully in this paragraph.
30.

In or about and between August 2017 and the date ofthe filing ofthis

Superseding Indictment, both dates being approximate and inclusive, within the Eastern

District ofNew York and elsewhere,the defendants HUAWEI,^^^^^
{together with
others, did Icnowingly and intentionally conspire to,execute a scheme and artifice to defraud
U.S. Subsidiary 4,a financial institution, and to obtain moneys,funds, credits and other

property owned by and under the custody and control ofsaid financial institution, by means
ofone or more materially false and fraudulent pretenses, representations and promises,
contrary to Title 18,United States Code,Section 1344.

(Title 18, United States Code,Sections 1349 and 3551
COUNT THREE

(Conspiracy to Commit Wire Fraud)

31.

The allegations contained in paragraphs one through 22 are realleged

and incorporated as ifset forth fully in this paragraph.
32.

In or about and between November 2007 and May 2015,both dates

being approximate and inclusive, within the Eastem District ofNew York and elsewhere,the
defendants HUAWEI,SKYCOM and WANZHOU MENG,also known as"Cathy Meng"

Case 1:18-cr-00457-AMD Document 19 Filed 01/24/19 Page 12 of 25 PageID #: 157

12

and "Sabrina Meng,"together with others, did knowingly and intentionally conspire to
devise a scheme and artifice to defraud the Victim Institutions, and to obtain money and
property firom the Victim Institutions, by means of one or more materially false and
fi-audulent pretenses, representations and promises, and for the purpose of executing such
scheme and artifice, to transmit and cause to be transmitted by means of wire communication
in interstate and foreign commerce, writings, sighs, signals, pictures and soimds, contrary to
Title 18, United States Code,Section 1343.

(Title 18, United States Code,Sections 1349 and 3551 et seg.)
COUNT FOUR

(Bank Fraud)

33.

The allegations contained in paragraphs one through 22 are realleged

and incorporated as if set forth fiilly in this paragraph.
34.

In or about and between November 2007 and May 2015, both dates
/

being approximate and inclusive, within the Eastern District of New York and elsewhere,the
defendants HUAWEI,SKYCOM and WANZHOU MENG,also known as "Cathy Meng"

and "Sabrina Meng,"together with others, did Imowingly and intentionally execute a scheme
and artifice to defraud U.S. Subsidiary 1, a financial institution, and to obtain moneys,funds,
credits and olher property owned by, and under the custody and control ofsaid financial
institution, by means of one or more materially false and jfraudulent pretenses,
representations and promises.

(Title 18, United States Code, Sections 1344,2 and 3551 et s^.)
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COUNT FIVE

(Bank Fraud)

35.

The allegations contained in paragraphs one through 25 are realleged

and incorporated as ifset forth ftilly in this paragraph.
36.

In or about and between August 2017 and the date ofthe filing ofthis

Superseding Indictment, both dates being approximate and inclusive, within the Eastern

District ofNew York and elsewhere, the defendants HUAWEI,|
|together with
others, didknowingly and intentionally execute a scheme and artifice to defraud U.S.

Subsidiary 4,a financial institution, and to obtain moneys,funds, credits and other property
owned by,and rmder the custody and control ofsaid financial institution, by means of one or
more materially false and fraudulent pretenses, representations and promises.
(Title 18, United States Code,Sections 1344,2 and 3551 et seq.l
C6uNT SIX

(Wire Fraud)

37.

The allegations contained in paragraphs one through 22 are realleged

and incorporated as if set forth fully in this paragraph.
38.

In or about and between November 2007 and May 2015,both dates

being approximate and inclusive, within the Eastern District ofNew York and elsewhere,the

defendants HUAWEI,SKYCOM and WANZHOU MENG,also known as "Cathy Meng"
and "Sabrina Meng,"together with others, did knowingly and intentionally devise a scheme

and artifice to defraud the Victim Institutions, and to obtain money and property from the
Victim Institutions, by means of one or more materially false and fraudulent pretenses,
representations and promises, and for the purpose ofexecuting such scheme and artifice, did
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transmit and cause to be transmitted by means of wire communication in interstate and

foreign commerce, writings, signs, signals, pictures and sounds,to wit: the defendants
HUAWEI,SKYCOM and MENG,together with others,(a)made, and caused to be made,a
series of misrepresentations through email communications, written communications
otherwise conveyed through the wires, and oral communications made with knowledge that
the oral communications would be memorialized and subsequently transmitted through the

wires, about,among other things, the relationship between HUAWEI and SKYCOM,

HUAWEFs compliance with U.S. and U.N.laws and regulations, and the kinds offinancial
transactions in which HUAWEI engaged through the Victim Institutions; and(b)as a result

ofthe misrepresentations,caused a series of wires to be sent by financial institutions firom
outside ofthe United States through the United States.

(Title 18, United States Code,Sections 1343,2 and 3551

s^.)

COUNT SEVEN

(Conspiracy to Defiraud the United States)
39.

The allegations contained in paragraphs one through 26 are realleged

and incorporated as if set forth fully in this paragraph.
40.

In or about and between July -2007 and the date ofthe filing ofthis

Superseding Indictment, both dates being approximate and inclusive, within the Eastern
District ofNew York and elsewhere,the defendants HUAWEI and SKYCOM,together with

others, did knowingly and willfully conspire to defraud the United States by impairing,

impeding, obstructing and defeating, through deceitful and dishonest means,the lawful
governmental functions and operations ofOFAC,an agency ofthe United States,in the
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enforcement ofeconomic sanctions laws and regulations administered by that agency and the
issuance by that agency ofappropriate licenses relating to the provision offinancial services.
41.

In furtherance ofthe conspiracy and to effect its objects, within the

Eastern District ofNew York and elsewhere, the defendants HUAWEI and SKYCOM,

together with others, committed and caused to be committed, among others, the following:
OVERT ACTS

a.

On or about July 11,2007,Individual-1 stated to FBI agents that

HUAWEI did not conduct any activity in violation of U.S. export laws,that HUAWEI

operated in compliance with all U.S. export laws, that HUAWEI had not dealt directly with
any Iranian company and that he believed HUAWEI had sold equipment to a third party,
possibly in Egypt, which in turn sold the equipment to Iran.
b.

On or about September 13,2012, a Senior Vice President of

HUAWEI testified before U.S. Congress that HUAWEI's business in Iran had not "violated
J

any laws and regulations including sanction-related requirements."
c.

On or about September 17,2012,the Treasurer ofHUAWEI

met with a principal of U.S. Subsidiary 4, an individual whose identity is Icnown to the Grand

Jury, in New York,New York, and informed U.S. Subsidiary 4 that HUAWEI and its global
affiliates did not violate any applicable U.S. law.

d.

On or about July 24,2013,SKYCOM caused U.S. Subsidiary 1

to process a U.S.-dollar clearing transaction of $52,791.08.
e.

On or about July 24,2013, SKYCOM caused a bank located in

the Eastern District ofNew York("Banlc 1"), an entity whose identity is Icnown to the Grand
Jury,to process a U.S.-dollar clearing transaction of$94,829.82.
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f.

On or about August 20,2013,SKYCOM caused Bank 1 to

process a U.S.-dolIar clearing transaction of$14,835.22.

g.

On or about August 28,2013,SKYCOM caused Bank 1 to

process a U.S.-dollar clearing transaction of$32,663.10.
h.

On or about April 11,2014,SKYCOM caused a bank located in

the United States("Bank 2"), an entity whose identity is known to the Grand Jury, to process
a U.S.-dollar clearing transaction of$118,842.45.

(Title 18, United States Code, Sections 371 and 3551

seg[.)

COUNT EIGHT

(Conspiracy to Violate JEEPA)

42.

The allegations contained in paragraphs one through 22 are realleged

and incorporated as ifspt forth fully in tiiis paragraph.
43.

Through the International Emergency Economic Powers Act

("lEEPA"),the President ofthe United States was granted authority to address unusual and
extraordinary threats to the national security, foreign policy or economy ofthe United States.

50 U.S.C.§ 1701(a). Under lEEPA,it was a crime to willfiilly violate, attempt to violate,

conspire to violate or cause a violation of any license, order, regulation or prohibition issued
pursuant to the statute. 50 U.S.C. §§ 1705(a) and 1705(c).
44.

To respond to the declaration by the President of a national emergency

with respect to Iran pursuant to lEEPA,which was most recently continued in March 2018
(83 Fed. Reg. 11,393(Mar. 14,2018)), OFAC issued the ITSR. Absent permission from
OFAC in the form ofa license, these regulations prohibited, among other things:
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a.

The exportation,reexportation, sale or supply from the United

States, or by a U.S. person, wherever located, of any goods,technology or services to Iran
and the Government ofIran(31 C.F.R.§ 560.204);

b.

Any transaction by a U.S. person, wherever located, involving

goods,technology or services for exportation,reexportation, sale or supply, directly or
indirectly,to Iran or the Government ofIran(31 C.F.R.§ 560.206); and
c.

Any transaction by a U.S. person, or within the United States,

that evaded or avoided, had the purpose of evading or avoiding, attempted to violate, or
caused a violation ofany ofthe prohibitions in the ITSR(31 C.F.R.§ 560.203).
45;

The ITSR prohibited providing financial services,including U.S.

dollar-clearing services, to Iran or the Govermhent ofIran. 31 C.F.R. §§ 560.204,560.427.

In addition, the prohibition against the exportation, reexportation,sale or supply ofservices
applied to services performed on behalfof a person in Iran or the Government ofIran, or
where the benefit ofsuch services was otherwise received in Iran, ifthe services were

performed(a)in the United States by any person; or(b)outside the United States by a United
States person, including an overseas branch of an entity located in the United States. 31
C.F.R. § 560.410.

46.

■

In or about and between November 2007 and November 2014,both

dates being approximate and inclusive, within the Eastern District ofNew York and

elsewhere,the defendants HUAWEI and SKYCOM,together with others, did knowingly and
willfully conspire to cause the export,reexport, sale and supply, directly and indirectly, of
goods,technology and services, to wit: banking and other financial services from the United

States to Iran and the Government ofIran, without having first obtained the required OFAC
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license, contxary to Title 31, Code ofFederal Regulations, Sections 560.203,560.204 and
560.206.

(Title 50, United States Code, Sections 1705(a), 1705(c)and 1702; Title 18, ■
United States Code,Sections 3551 ^seq.)
COUNT NTNF.

(lEEPA Violations)

47.

The allegations contained in paragraphs one through 22 and 43 through

45 are realleged and incorporated as iffully set forth in this paragraph.
48.

In or about and between November 2007 and November 2014, both

dates being approximate and inclusive, within the Eastern District ofNew York and

elsewhere,the defendants HUAWEI and SKYCOM,together with others, did knowingly and
willfolly cause the export,reexport, sale and supply, directly and indirectly, of goods,
technology and services, to wit: banking and other financial services fiom the United States

to Iran and the Government of bran, without having first obtained the required OFAC license,
contrary to Title 31, Code ofFederal Regulations, Sections 560.203,560.204 and 560.206.

(Title 50,United States Code,Sections 1705(a), 1705(c)and 1702; Title 18,
United States Code, Sections 2 and 3551 et sea.l
COUNT TEN

(Conspiracy to Violate lEEPA)

49.

The allegations contained in paragraphs one throu^22 and 43 through

45 are realleged and incorporated as iffully set forth in this paragraph.
50.

In or about and between 2008 and 2014,both dates being approximate

and inclusive, within the Eastem District ofNew York and elsewhere,the defendants
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HUAWEI and SKYCOM,together with others, did Icnowingly and willfully conspire to
cause the export,reexport,sale and supply, directly and indirectly, ofgoods, technology and
services,to wit: telecommunications services provided by Employee 1, a U.S. citizen, to Iran

and the Government ofIran, without having first obtained the required OFAC license,
contrary to Title 31, Code ofFederal Regulations, Sections 560.203,560.204 and 560.206.

(Title 50, United States Code, Sections 1705(a), 1705(c)and 1702; Title 18,
United States Code, Sections 3551 et seq.)
COUNT ELEVEN

(lEEPA Violation)

51.

The allegations contained in paragraphs one through 22 and 43 through

45 are realleged and incorporated as iffully set forth in diis paragraph.
52.

In or about and between 2008 and 2014,both dates being approximate

and inclusive, within the Eastern District ofNew York and elsewhere,the defendants

HUAWEI and SKYCOM,together with others, did knowingly and willfiilly cause the
export, reexport, sale and supply, directly and indirectly, of goods,technology and services,

to wit; telecommunications services provided by Employee 1, a U.S. citizen, to Iran and the

Government ofIran, without having first obtained the required OFAC license, conti-ary to
Title 31,Code ofFederal Regulations, Sections 560.203,560.204 and 560.206.

(Title 50,United States Code, Sections 1705(a), 1705(c) and 1702; Title 18,
United States Code, Sections 2 and 3551

seq.)

COUNT TWRT.VE

(Money Laundering Conspiracy)

53.

The allegations contained in paragraphs one through 22 and 43 through

45 are realleged and incorporated as iffully set forth in this paragraph.
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54.

In or about and between November 2007 and November 2014,both

/

dates being approximate and inclusive, within the Eastern District ofNew York and
elsewhere, the defendants HUAWEI and SKYCOM,together with others, did knowingly and

intentionally conspire to transport, transmit and transfer monetary instruments and funds,to
wit: wire transfers, from one or more places in the United States to and through one or more

places outside the United States and to one or more places in the United States from and
through one or more places outside the United States, with the intent to proniote the carrying

on of specified unlawful activity, to wit: conspiracy to violate IBBPA,in violation ofTitle
50, United States Code, Section 1705, all contrary to Title 18,United States Code,Section

1956(a)(2)(A).

(Title 18, United States Code,Sections 1956(h)and 3551 et seq.)
COUNT THIRTEEN

(Conspiracy to Obstruct Justice)

55.

The allegations contained in paragraphs one through 22 and 26 are

realleged and incorporated as iffrilly set forth in this paragraph.
56.

In or about and between January 2017 and the date of the filing ofthis

Superseding Indictment, both dates being approximate and inclusive, within the Eastern
District ofNew York and elsewhere,the defendants HUAWEI and HUAWEI USA,together

with others, did knowingly,intentionally and corruptly conspire to obstruct,influence and
impede an official proceeding,to wit: a Federal Grand Jury investigation in the Eastern
District of New York, contrary to Title 18, United States Code, Section 1512(c)(2).

(Title 18,United States Code, Sections 1512(k)and 3551 et seg.)
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CRIMINAL FORFETTURF. ATJ.RGATTnN
AS TO COUNTS ONE THROUGH SIX
%

57.

The United States hereby gives notice to the defendants charged in

Counts One through Six that, upon their conviction ofsuch offenses, the government will

seek forfeiture in accordance with Title 18, United States Code, Section 982(a)(2), which
requires any person convicted ofsuch offenses to forfeit any property constituting, or derived
from, proceeds obtained directly or indirectly as a result ofsuch offenses.

58.

If any ofthe above-described forfeitable property, as a result ofany act

or omission ofthe defendants:

a.

cannot be located upon the exercise ofdue diligence;

b.

has been transferred or sold to, or deposited with, a third party;

c.

has been placed beyond the jurisdiction ofthe court;

d.

has been substantially diminished in value; or

e.

has been commingled with other property which cannot be

divided without difficulty;

it is the intent ofthe United States, pursuant to Title 21,United States Code,Section 853(p),
as incorporated by Title 18, United States Code, Section 982(b)(1),to seek forfeiture ofany
other property ofthe defendants up to the value ofthe forfeitable property described in this
forfeiture allegation.

(Title 18, United States Code,Sections 982(a)(2) and 982(b)(1); Title 21, •
United States Code, Section 853(p))
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CRIMINAL FORFEITURP. ATJ-KGATTON
AS TO COUNTS EIGHT TI-mOUGHETEVEN AND THTRTF.P.N

59.

The United States hereby gives notice to the defendants charged in

Counts Eight through Eleven and Thirteen that, upon their convictioii ofsuch offenses, the
government will seek forfeiture in accordance with Title 18, United States Code,Section

981(a)(1)(C)and Title 28, United States Code, Section 2461(c), which require any person
convicted ofsuch offenses to forfeit any property, real or personal, constituting, or derived
from,proceeds obtained directly or indirectly as a result ofsuch offenses.

60.

Ifany ofthe above-described forfeitable property, as a result of any act

or omission ofthe defendants:

a.

cannot be located upon the exercise of due diligence;

b.

has been transferred or sold to, or deposited with, a third party;

c.

has been placed beyond the jurisdiction ofthe court;

d.

has been substantially diminished in value; or

e.

has been commingled with other property which cannot be

divided without difficulty;

it is the intent ofthe United States, pursuant to Title 21,United States Code, Section 853(p),
to seek forfeiture of any other property ofthe defendants up to the value ofthe forfeitable
property described in this forfeiture allegation.

(Title 18, United States Code, Section 981(a)(1)(C); Title 21,United States
Code,Section 853(p); Title 28, United States Code,Section 2461(c))

Case 1:18-cr-00457-AMD Document 19 Filed 01/24/19 Page 23 of 25 PageID #: 168

23

CRIMINAL FORPEITURE ATJ.RGATro>J
AS TO COUNT TWF.T.VP.

61.

The United States hereby gives notice to the defendants charged in

Count Twelve that, upon their conviction ofsuch offense,the government will seek

forfeiture in accordance with Title 18,United States Code, Section 982(a)(1), which requires
any person convicted ofsuch offense to forfeit any property, real or personal,involved in
such offense,or any property traceable to such property.

62.

If any ofthe above-described forfeitable property, as a result ofany act

or omission ofthe defendants;

a.

cannot be located upon the exercise ofdue diligence;

b.

has been transferred or sold to, or deposited with, a third party;

c.

has been placed beyond the jurisdiction ofthe court;

d.

has been substantially diminished in value; or

e.

has been commingled with other property which cannot be

divided without difficulty;

it is the intent ofthe United States,pursuant to Title 21,United States Code,Section 853(p),
as incoiporatedby Title 18, United States Code,Section 982(b)(1),to seek forfeiture of any
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other property ofthe defendants up to the value ofthe forfeitable property described in this
forfeiture allegation.

(Tide 18, United States Code, Sections 982(a)(1)and 982(b)(1); Title 2^1,
United States Code,Section 853(p))

'
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6

UNITED STATES DISTRICT COURT FOR THE
WESTERN DISTRICT OF WASHINGTON
AT SEATTLE

7

8
9

10

UNITED STATES OF AMERICA,

11

Plaintiff,

12
13
14

N<C R 1 9 - 0 1 0 Rs M
INDICTMENT

V.

HUAWEI DEVICE CO., LTD., and
HUAWEI DEVICE USA, INC.,

15

Defendants.

16
17 The Grand Jury charges that:
18

COUNTl
(Theft of Trade Secrets Conspiracy)

19
20
21

1.

Beginning at a time unknown, but no later than in or about June 2012, and

continuing until on or about September 2, 2014, at Bellevue, within the Western District

22 ofWashington, and elsewhere, HUAWEI DEVICE CO., LTD., HUAWEI DEVICE
23 USA, INC., and others known and unknown, conspired and agreed together to:
24
25

(a) knowingly and without authorization steal, appropriate, take, carry
away, and conceal trade secrets belonging to T-Mobile; and by fraud,
artifice, and deception obtain trade secrets belonging to T-Mobile;

26
27

28

(b) knowingly and without authorization copy, duplicate, sketch, draw,
photograph, download, replicate, transmit, deliver, send, communicate, and
convey trade secrets belonging to T-Mobile; and
INDICTMENT /HUAWEI DEVICE CO. et al. - 1
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1
2

(c) knowingly receive, buy, and possess trade secrets belonging to
T-Mobile, knowing the same to have been stolen, appropriated, obtained,
and converted without authorization;

3
4

5
6

7

8
9

10
11

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

intending to convert a trade secret that is related to a product used and intended for use in
interstate and foreign commerce, to the economic benefit of someone other than
T-Mobile, and knowing that the offense would injure T-Mobile.
At all times relevant to this Indictment:

A.

T-Mobile and the Tappy Robot System.

2.

T-Mobile USA, Inc. ("T-Mobile" or "TMO") is one of the largest providers

of wireless service in the United States. T-Mobile is headquartered in Bellevue,
Washington, and is partially owned by Deutsche Telekom, a German company.
T-Mobile, as part of its business, sells mobile phones that are packaged with wireless
service. Although T-Mobile provides the wireless service, third parties manufacture the
phones that T-Mobile sells.
3.

In or about 2006, T-Mobile began developing a proprietary robotic phone

testing system, nicknamed "Tappy." Testing new phones before they are launched is
important to wireless carriers such as T-Mobile. This testing identifies software errors
and other problems in new phones before they are sold to customers. Correcting these
errors prior to launching a new phone helps enable T-Mobile and other carriers to avoid
damaging their reputation by launching phones in the market that suffer from software
bugs or other problems, and to avoid the significant costs associated with customer
returns of defective devices.
4.

T-Mobile created Tappy to be an innovative way to test phones. T-Mobile

developed and refined the Tappy system over several years, at significant expense to
T-Mobile, both in terms of actual dollars expended and employee time to develop and
refine the system. The Tappy robot is a largely automated testing process that tests a
phone for an extended period to measure the phone's performance and stability under
prolonged usage, saving the employee time that would be expended with manual testing
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1 of the phone. The Tappy robot performs "touches" on phones that simulate how people
2 use their phones. Tappy tests, among other things, the responsiveness, performance, and
3 stability of the phone's user interface. Tappy also records and tracks the phone's
4 performance during testing, including measuring the battery life expended by particular
5 tasks. Tappy' s largely automated testing system was unique as compared to the way
6 other wireless carriers tested phones at the time, which typically involved software that
7 performed a variety of tests on phones or manually testing phones to approximate how
8 customers would use them.
9

5.

Tappy was valuable to T-Mobile for several reasons. First, T-Mobile found

10 that Tappy was an improvement over other testing systems in the market. This
11

improvement was reflected in the fact that T -Mobile experienced a significant decline in

12 customer returns after Tappy was implemented, which reduced costs for T-Mobile.
13 Tappy played a part in this decline by catching errors and problems upfront before
14 T-Mobile released the phones in the market. Second, T-Mobile believed that Tappy
15 provided the company with a competitive edge over other wireless carriers, none of
16 which used a robotic testing system. T-Mobile publicly marketed Tappy as improving
17 phone quality, which contributed to the value of the T-Mobile brand. Third, Tappy had
18 significant potential licensing and sales value for T-Mobile. Over time, T-Mobile
19 received multiple inquiries about licensing or purchasing the Tappy system. As the
20 exclusive owner and holder of this technology, T-Mobile had the option to sell Tappy for
21

a price that would have been higher than if the system were available from other parties

22 as well. In this way, Tappy represented a valuable asset that T-Mobile had the option of
23
24

further monetizing.
6.

In recognition of its proprietary value, T-Mobile implemented a number of

25 measures to protect the Tappy technology and keep it confidential. For example,
26 T-Mobile housed its Tappy robots in a secure laboratory at its headquarters that required
27 special badge access to enter. The laboratory had security cameras and a security guard
28 posted at the front desk of the building that housed the laboratory. T-Mobile patented
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1 various aspects of Tappy - although the system could not be replicated solely from the
2 patent materials. T-Mobile also kept a secure hold on the details about how Tappy was
3 constructed, and declined the offers described above to license or sell the technology to
4 phone manufacturers and other third parties.
5

7.

When T-Mobile initially implemented Tappy, only T-Mobile employees

6 were allowed to operate the robot. Over time, T-Mobile allowed approved employees
7 from phone suppliers to use Tappy to test phones that were scheduled for release. With
8 this expanded access, T-Mobile implemented a series of additional measures to safeguard
9 the confidentiality of Tappy and its technology. For example, T-Mobile set up a separate
10 portion of its laboratory for suppliers to test phones on Tappy. T-Mobile also required
11

suppliers to execute nondisclosure and confidentiality agreements before being able to

12 access and operate Tappy. These agreements included multiple confidentiality
13 provisions, including provisions barring suppliers' employees from attempting to reverse
14 engineer Tappy, or take any photographs or videos of the Tappy robots. T-Mobile
15 limited access to Tappy to only a select few employees from each supplier; these
16 suppliers' employees were approved and trained by T-Mobile. Moreover, T-Mobile
17 permitted these employees to access Tappy only from within T-Mobile's secure
18 laboratory, only for limited time periods, and only to test phones that were scheduled for
19 release and for no other purpose.
20

B.

T-Mobile's Business Relationship with Huawei.

21

8.

Huawei is a telecommunications company that, among other things,

22 manufactures and sells phones to wireless carriers. Huawei operates through multiple
23 corporate entities, including as HUAWEI DEVICE CO., LTD. ("HUAWEI CHINA"),
24 which is located in China, and HUAWEI DEVICE USA, INC. ("HUAWEI USA"),
25 which operates in the United States, with offices in Bellevue, Washington, and Plano,
26 Texas, among other locations. HUAWEI CHINA designs and manufactures wireless
27 phones. HUAWEI USA sells and distributes Huawei products, including wireless
28 phones, in the United States. HUAWEI USA also assists in the testing of phones by the
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1 carriers and facilitating the resolution of issues reported during testing with HUAWEI
2 CHINA.
3

9.

In June 2010, Futurewei Technologies, Inc. d/b/a Huawei Technologies

4 (USA), the predecessor corporation of HUAWEI USA, entered into a Supply Agreement
5 with T-Mobile to supply wireless phones to T-Mobile. The terms of this Supply
6 Agreement made it binding upon any successor entities, such as HUAWEI USA. Under
7 this Supply Agreement, HUAWEI USA's predecessor acknowledged that it would be
8 receiving confidential information from T-Mobile as part of their business relationship,
9 including trade secrets, intellectual property, and technical information. HUAWEI USA' s
10 predecessor agreed that such confidential information would remain T-Mobile's
11 exclusive property and that it would not use such information except in the performance
12 of its agreement with T-Mobile.
13

10.

In 2011, pursuant to this Supply Agreement, Huawei began supplying

14 phones to T-Mobile that T-Mobile subsequently marketed and sold throughout the United
15 States. Prior to this time, Huawei had no measurable share of the wireless phone market
16 in the United States, the third largest wireless phone market in the world. Huawei placed
17 great value on developing its relationship with T-Mobile, and viewed that relationship as
18 an important step to gaining a foothold in the United States market.
19

11.

In or about August 2012, T-Mobile agreed to grant HUAWEI USA

20 engineers access to T-Mobile's Tappy robotic testing system for the purpose of testing
21

Huawei phones prior to their release. Prior to granting this access, T-Mobile required

22 HUAWEI USA to execute two nondisclosure agreements containing multiple
23 confidentiality provisions. HUAWEI USA, with the knowledge and approval of
24 HUAWEI CHINA, executed these two nondisclosure agreements on August 14, 2012,
25 and August 16, 2012. Under the terms of the agreements, HUAWEI USA executed them
26 "on behalf of itself, its parents, [and] affiliates," including HUAWEI CHINA. In these
27 agreements, HUAWEI USA made material promises and representations to T-Mobile,
28 including that its employees would not, among other things: (a) photograph T-Mobile's
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1 Tappy robotic testing system; (b) attempt to copy or discover Tappy' s software source
2 codes or trade secrets; (c) attempt to reverse-engineer Tappy' s software or hardware
3 components; or (d) attempt to circumvent any security measures that prevented
4 unauthorized access to Tappy. In addition, HUAWEI USA represented in the
5 nondisclosure agreements that its employees would access the Tappy system solely for
6 the purpose of testing Huawei phones, and for no other purpose, and that it would not use
7 T-Mobile's confidential information except in the performance of its agreement with
8 T-Mobile. T-Mobile relied upon all of the representations made by HUAWEI USA in
9 the nondisclosure agreements in granting HUAWEI USA's employees access to Tappy.
10 In mid-September 2012, based on the representations made by HUAWEI USA in these
11 agreements, T-Mobile began to admit approved HUAWEI USA employees to the Tappy
12 robot laboratory for phone testing.
13

C.

Huawei's Efforts to Steal Tappy's Technology.

14

12.

During in or about 2012, HUAWEI CHINA began developing its own

15 phone testing robot, known as xDeviceRobot. HUAWEI CHINA intended to use
16 xDeviceRobot in China to test the phones it would supply to T-Mobile and other
17 competing wireless carriers, including China Mobile and AT&T. HUAWEI CHINA was
18 attempting to design its own robotic testing system for multiple reasons. First, the phones
19 that HUAWEI CHINA supplied to T-Mobile generally were not of high quality, and the
20 phones were failing Tappy' s testing at a disproportionate rate compared to other
21

suppliers' phones. HUAWEI CHINA hoped that it could improve the quality of phones

22 that it supplied to T-Mobile by utilizing its own robot testing earlier in the process, while
23 the phones were still under development in China. Second, HUAWEI CHINA hoped that
24 robotic testing would improve the quality of its phones generally, including phones that it
25 supplied to competing wireless carriers, including China Mobile and AT&T.
26

13.

In early May 2012, while the above-referenced nondisclosure agreements

27 were being drafted and negotiated, R.Y., the HUAWEI USA Director of Technical
28 Acceptance, inquired, on behalf of HUAWEI CHINA, whether T-Mobile would be
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1 willing to sell or license the Tappy robot system to HUAWEI CHINA. T-Mobile
2 declined to do so. R.Y. then communicated to engineers at HUAWEI CHINA that
3 T-Mobile had "no plan to sell the robot system" to phone manufacturers such as Huawei.
4 He further explained that T-Mobile's reasons for this included that it did not want the
5 Tappy technology to be used to improve phones that Huawei would supply to T-Mobile's
6 competitors, such as AT&T, and it did not want to reveal Tappy's software source code
7 to phone manufacturers such as Huawei.
8

14.

After that, in 2012 and continuing through May 2013, HUAWEI CHINA,

9 with help from HUAWEI USA employees, undertook a scheme to steal T-Mobile's
10 Tappy technology for use in the development of its xDeviceRobot. In furtherance of this
11

scheme, and over the course of numerous telephonic and electronic communications,

12 HUAWEI CHINA employees who were involved in the development of the
13 xDeviceRobot directed HUAWEI USA employees who had access to Tappy to gather a
14 variety of technical details about Tappy.
15

15.

On or about June 30, 2012, F.W., a HUAWEI CHINA engineer working on

16 the xDeviceRobot project, convened a conference call with multiple HUAWEI USA and
17 HUAWEI CHINA engineers. F.W. created a list of questions for HUAWEI USA
18 employees to answer about the Tappy robot, including requesting photos of the Tappy
19 robot from different angles, and detailed technical specifications of Tappy, including
20 component serial numbers, camera resolution, the sliding speed of the mechanical arm,
21

and the method of calculating the user interface response time. HUAWEI USA engineer

22 H.L., in tum, posed many of these same questions to T-Mobile engineers. In response to
23 these and similar questions, T-Mobile employees provided only limited information
24 about Tappy and declined to provide additional information about the technical
25 specifications of the Tappy system. H.L. and other HUAWEI USA employees informed
26 the HUAWEI CHINA engineers that T-Mobile was unwilling to provide this sort of
27 information due to "information security regulations."
28
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1

16.

During August and September 2012, by email and other communications,

2 HUAWEI CHINA engineers continued to task HUAWEI USA employees with
3 determining the technical specifications of the Tappy robot, despite having been made
4 aware that T-Mobile was unwilling to disclose confidential technical information about
5 Tappy. For example, in an email sent on September 10, 2012, H.P., HUAWEI CHINA's
6 Director of Device Testing Management Department, stated, "The main point is to figure
7 out the [Tappy] Robot's specifications and functions. These are the benchmarks of
8 products developed by ourselves." HUAWEI USA employee R.Y. replied that T-Mobile
9 was unwilling to provide this sort of technical information. In emails sent on September
10 8 and 11, 2012, R.Y. explained that T-Mobile was unwilling "to share the detail of robot
11 tech/docs" with Sllppliers, such as Huawei, and that T-Mobile refused to "provide us the
12 details of robot hardware and software specifications."
13

17.

On November 6, 2012, HUAWEI CHINA engineer J.Y. sent an email to

14 HUAWEI USA employee R.Y. stating: "[T]his email is just a kindly reminder for the
15 information we need to build our own robot system and kindly feedback the information
16 we need in the attachment. .. " Attached to the email was a PowerPoint file requesting
17 information about the technical specifications of the Tappy robot hardware components
18 and software systems. On November 7, 2012, R.Y. forwarded this email to two
19 HUAWEI USA engineers, including A.X., and directed them to provide the requested
20 information to HUAWEI CHINA. R.Y. also assured J.Y.: "[The HUAWEI USA
21

engineers] have accessed the [T-Mobile] robot lab ... They know how TMO robot work

22 and system info. I asked them to write down the info in detail and then send to
23
24

[HUAWEICHINA]."
18.

On November 15, 2012, HUAWEI USA engineer A.X. replied to J.Y.:

25 "I am sorry we can not get more information from TMO and we can't finish the whole
26 [PowerPoint] as we talk about. And as you know, we can take some pictures oftest
27 procedure and setting. Hope it is useful to HQ R&D." The following day, on November
28

16, 2012, A.X. sent an email to J.Y. and other HUAWEI CHINA engineers with multiple
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1 unauthorized photos of the Tappy robot and its software interface system that A.X. had
2 taken inside of the secure T-Mobile lab, in violation of the nondisclosure agreements
3 HUAWEI USA signed.
4

19.

In December 2012, HUAWEI CHINA engineers continued to task the

5 HUAWEI USA employees to provide them with the same technical specifications and
6 details about Tappy that T-Mobile previously had declined to share with HUAWEI USA
7 and HUAWEI CHINA. T-Mobile again refused to provide this information. On
8 December 20, 2012, R.Y. informed J.Y. and other HUAWEI CHINA engineers: "We got
9 not much information from TMO on these questions that you guys asked. Again, TMO
10 won't want to share any more information about their robot system with us. However,
11

we still try to find more information during our test in TMO robot lab. But it won't

12 expect anytime soon."
13

20.

On December 31, 2012, J.Y. sent an email to multiple HUAWEI CHINA

14 engineers and HUAWEI USA employees, including R.Y. and A.X., stating: "We are still
15 working on the Robot system and we had some issues with the system at the moment."
16 J.Y. then asked the HUAWEI USA employees detailed information about Tappy,
17 including whether the software test scripts were customized per device, about the touch
18 speed of the robot system, about how the rubber tip was installed on the robot system,
19 and whether there was any air space inside of the tip. On January 1, 2013, A.X. replied
20 with answers to some of these questions, and attached unauthorized photographs of the
21

Tappy robot system that he had taken inside of the secure T-Mob1le lab, in violation of

22 the nondisclosure agreements HUAWEI USA signed.
23

21.

On January 5, 2013, J.Y. sent another email to HUAWEI USA employees,

24 including R.Y. and A.X., asking them for additional technical information about the
25

Tappy robot system, specifically seeking details about "the response time accuracy of

26 TMO's mechanical arm." That same day, A.X. replied that T-Mobile would not provide
27 that information. On January 7, 2013, R.Y. sent an email to J.Y. and other
28 HUAWEI CHINA engineers emphasizing: "Once again, we CAN'T ask TMO any
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1 questions about the robot. TMO is VERY angry the questions that we asked. Sorry we
2 can't deliver any more information to you." R.Y. suggested that HUAWEI CHINA send
3 its own engineer to Seattle to gain direct access to Tappy, stating, "You will learn a lot in
4 knowledge and experience."
5

22.

During March and April 2013, HUAWEI CHINA engineers continued to

6 task HUAWEI USA employees to provide them with the same sorts of technical
7 specifications and details about Tappy that T-Mobile previously had declined to share.
8 For example, on or about March 28, 2013, F.W., a HUAWEI CHINA engineer working
9 on the xDeviceRobot project, sent an email to HUAWEI USA engineer H.L. and other
10 HUAWEI CHINA and HUAWEI USA employees, stating, "From the results of the
11 recent xDeviceRobot system [] verification, there is still a definite disparity with
12 T-Mobile [robot]." F.W. tasked H.L. to obtain and provide information about the Tappy
13 robot arm and end effector tip, including its contact hardness, contact area, and pressure.
14 H.L. replied that HUAWEI CHINA should contact the manufacturer of the Tappy robot
15 arm directly, rather than having HUAWEI USA try to get the requested information from
16 T-Mobile. H.L. explained that going through T-Mobile "would only backfire" and that
17 "[ a]fter signing a confidentiality agreement at the TMO laboratory, the relevance of this
18 information to us was very sensitive."
19

23.

By in or about mid-April 2013, HUAWEI CHINA was encountering

20 difficulties with its development of the xDeviceRobot, and HUAWEI CHINA engineers
21

continued to direct HUAWEI USA employees to attempt to steal information about

22 Tappy. On April 12, 2013, HUAWEI CHINA engineer J.Y. sent an email to several
23 HUAWEI CHINA employees, including the leader of the xDeviceRobot development
24 team, and HUAWEI USA employees, including R.Y. and A.X. The email tasked the
25 HUAWEI USA employees to provide additional technical information about, among
26 other things, Tappy' s calibration standards and what tools and software Tappy used to
27 calculate delays during performance testing.
28
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1

24.

On April 12, 2013, in response to the above-referenced email from J.Y.,

2 HUAWEI USA employee R.Y. again suggested that HUA WEI CHINA send its own
3 engineer to the United States who could access Tappy directly and thereby surreptitiously
4 learn the information that HUAWEI CHINA was seeking, but that T-Mobile had been
5 refusing to provide. Specifically, R.Y. stated:
6
7

8
9

10
11

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

27

First of all, I am glad that HQ R&D has been continuing to improve
HUA WEI robot system. Based on the test on [T-Mobile phone] we do see
a big difference of test results between TMO robot and Huawei robot.
I think we have a lot of work to improve our robot performance. The
difference between two is not only the hardware but also (most
importantly) the software. TMO has spend much more money on software
than hardware.
Once again, we can't get any further information about TMO robot system
from TMO. They have complained [to] us a lot about this because we
asked them too many questions of the robot based on HQ's request. TMO
said to me that ifwe ask them again such questions, they don't allow us to
use their robot Lab. . . . TMO has set up a security system by putting
camera into the robot Lab. I think everyone knows what this means. . ..
We can't provide any further information to HQ because we can't get
anything from TMO.
Once again, I suggested HQ to send an engineer to TMO for a hands-on
experience by playing the robot system. I believe this would give HQ robot
team a huge benefit in understanding TMO robot system from hardware
and software, as well as operation.
25.

On April 12, 2013, another HUAWEI USA employee, who served as a

manager in the Technical Acceptance Department, replied to the above email string and
explained his understanding of the reasons why T-Mobile considered the Tappy robot to
be confidential and proprietary property, and was refusing to provide HUAWEI USA and
HUAWEI CHINA with the technical specifications and details about the robot:
[T-Mobile] is clear that those such as Huawei and Samsung are not only
supplying TMO, but are also supplying their competitors such as Verizon,
ATT, and other carriers.

28
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1
2
3
4

5
6

7

8
9

10
11

12
13

14
15
16
17
18
19
20
21
22
23

24
25
26
27

1. If every Vendor is helped to establish TMO testing environment and
standards, it would certainly also improve the product quality, etc. of each
Vendor's competitors, which is equivalent to TMO doing a good deed for
the industry.
2. TMO took about four years of time and lots of resource optimization to
develop the Robot system, and it contains TMO's intellectual property
rights.
3. TMO can provide a free testing environment for each Vendor, and it can
ensure that this system only services TMO products. This only enhances
the competitiveness of TMO.
26.

On April 12, 2013, the HUA WEI USA Executive Director of Technical

Acceptance also replied to the above email string, emphasizing that T-Mobile "strictly
controlled" what the Huawei engineers could do in their lab, specifically that they "are
limited to usage [of Tappy], and everything else is categorically denied." The email went
on to state: "Due to answering headquarters' questions, our employees have had two
complaints raised against them, and it was declared that if we inquired again, Huawei' s
credentials for using the TMO Robot Laboratory would end." The Executive Director of
Technical Acceptance, echoing R.Y.'s prior suggestions, encouraged HUAWEI CHINA
to send its own engineer to Seattle to gain direct access to Tappy.

D.

The Thefts During May 2013.

27.

HUAWEI CHINA decided to send its own engineer to Seattle, and

designated F.W. to make the trip. On April 17, 2013, F.W. sent an email to the
HUAWEI USA Executive Director of Technical Acceptance describing one of the goals
of his upcoming trip as: "For the mechanical arm issues, go to the [T-Mobile] laboratory
for reconnaissance and obtain measurement data." HUAWEI USA approved the. travel
and submitted paperwork to obtain a temporary visa for F.W. F.W. arrived in the United
States on or about May 11, 2013.
28.

On May 13, 2013, HUAWEI USA employees A.X. and H.L. improperly

abused their badge access to allow F.W. into the T-Mobile laboratory where the Tappy

28
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1 robot was located. AT-Mobile employee discovered that F.W. was in the laboratory
2 without permission and told him to leave.
3

29.

On the following day, May 14, 2013, F.W. returned to the T-Mobile

4 laboratory, again without authorization. A.X. again improperly abused his badge access
5 to allow F.W. into the laboratory. While inside the Tappy robot chamber, F.W. took
6 numerous unauthorized photographs of Tappy, and otherwise gathered technical
7 information about the robot, for the purpose of helping HUAWEI CHINA's development
8 of the xDeviceRobot. AT-Mobile employee again discovered that F.W. was in the
9 laboratory without permission and told him to leave.
10
11

30.

On or about May 15 and 16, 2013, F.W. sent a series of emails to numerous

employees of HUAWEI CHINA and HUAWEI USA, including the HUAWEI CHINA

12 Director of Device Testing Management Department and the engineers working on the
13 xDeviceRobot project. These emails contained multiple attachments, including
14 photographs of the Tappy robot and related testing equipment that F.W. had taken inside
15 the T-Mobile lab; and a document entitled "Robot Environmental Information," which
16 discussed in detail the mechanical assembly, operation, and other technical details of the
17 Tappy robot as reflected in the photos and based on F.W.'s observations inside the
18 T-Mobile lab. In one of the emails, F.W. stated, "I went once more today to TMO's
19 mechanical arm testing laboratory and gained an overall understanding of the test
20 environment. I summarized it, please take a look," referring to the attachments. F.W.
21

further explained that T-Mobile had prohibited him from re-entering the laboratory, and

22 that, moving forward, HUAWEI USA engineer A.X. would "help you get a deeper
23 understanding of the remaining information."
24

31.

In light ofF.W.'s misconduct in the laboratory, T-Mobile notified

25 HUAWEI USA that its access to the Tappy laboratory was suspended and required
26 HUAWEI USA to return all badges that had been issued to HUAWEI USA employees.
27 T-Mobile agreed to allow one specific HUAWEI USA engineer, A.X., continued access
28
INDICTMENT/HUAWEI DEVICE CO. et al. - 13

UNITED STATES ATTORNEY
700 STEWART STREET, SUITE 5220
SEATTLE, WASHINGTON 98101
(206) 553-7970

Case 2:19-cr-00010-RSM Document 1 Filed 01/16/19 Page 14 of 28

1 to the Tappy laboratory for limited testing related to particular Huawei phones that were
2 already scheduled for upcoming release.
3

32.

On May 21, 2013, HUAWEI CHINA engineer J.Y. emailed HUAWEI

4 USA engineer A.X. (copying R.Y. and H.L.), directing him to provide information about
5 the specifications, operations, and componentry of the Tappy robot, including details
6 about the method of calculating the user interface response time; the shape, diameter, and
7 hardness of the capacitor pen tip; the calibration method and process of force control; the
8 sensors used to support the robotic arm and main camera; and "lots of photos and video
9 of test process." On May 22, 2013, A.X. replied by email stating, "We'll certainly help if
10 we can; this period is very sensitive," referring to the fact that T-Mobile had restricted
11 HUAWEI USA's access to the Tappy robot lab. On May 23, 2013, A.X. replied again
12 and provided some of the information requested in J.Y.'s email. In response to J.Y.'s
13 request for "lots of photos and video oftest process," A.X. stated, "After TMO gives
14 back our badges, I'll send it back home. No need for home to keep reminding me."
15

33.

On or about May 29, 2013, a HUAWEI CHINA engineer emailed A.X. and

16 copied other HUAWEI CHINA engineers who were working on the xDeviceRobot
17 project (including J.Y. and F.W.). The HUAWEI CHINA engineer asked A.X. to
18 determine the diameter of a part of Tappy' s robot arm; specifically, the end tip of the
19 conductor stick.
20
21

34.

Later on May 29, 2013, A.X. used his badge to access the T-Mobile Tappy

laboratory. As he was preparing to leave the laboratory, A.X. surreptitiously placed one

22 of the Tappy robot arms into his laptop bag and secretly removed it from the laboratory.
23 T-Mobile employees discovered the theft later that day, and contacted A.X. A.X. initially
24 falsely denied taking the robot arm, but then later claimed he had found it in his bag.
25 A.X. described the incident a "mistake" and offered to return the part. On the following
26 day, May 30, 2013, when the T-Mobile lab reopened, A.X. returned the stolen robot arm
27 to T-Mobile. T-Mobile thereafter revoked A.X.'s access to the laboratory and no longer
28 allowed any HUAWEI USA employees in the facility without an escort.
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1

35.

During the night of May 29-30, 2013, while A.X. had the stolen robot arm

2 in his possession outside of the T-Mobile laboratory, F.W. took measurements of various
3 aspects of the robot arm, including of the end tip of the conductor stick, and took
4 photographs of the robot arm. Some of the photographs depicted the precise width of
5 certain parts of the robot arm by s,howing a measuring device next to the parts. On or
6 about May 29-30, 2013, F.W. sent these photographs as attachments via email to
7 HUAWEI CHINA engineers including J.Y. F.W.'s email contained an explanation of
8 multiple detailed measurements for various parts of the Tappy robot arm, including the
9 end tip of the conductor stick, and how the various pieces were configured together.
10 F.W.'s email concluded with, "See pictures for details."
11

36.

On or about May 30, 2013, A.X. participated in a conference call with

12 multiple HUAWEI CHINA engineers who were involved with the xDeviceRobot project.
13 On or about May 30-31, 2013, following up on issues discussed during the conference
14 call, A.X. emailed multiple HUAWEI CHINA engineers, reporting the specific width of
15 the tip of Tappy's conductor stick and that F.W. had "obtained the probe." In response,
16 one of the HUAWEI CHINA engineers requested that A.X. obtain a more precise
17 measurement of the conductor stick using a caliper device. A.X. replied that F.W. had
18 "already sent the pictures home."
19

E.

Huawei's Efforts to Cover-up its Thefts.

20

37.

T-Mobile's discovery of the theft of the robot part and F.W.'s unauthorized

21

access of the laboratory caused great and immediate concern for HUAWEI CHINA and

22 HUAWEI USA for several reasons. First, Huawei greatly valued its business relationship
23 with T-Mobile, which was Huawei' s first significant customer in the United States
24 wireless phone market. HUAWEI CHINA and HUAWEI USA were concerned that
25 T-Mobile would terminate its relationship with them as a result of the incidents in the
26 laboratory, thereby compromising Huawei's ability to successfully enter the United
27 States wireless phone market. Second, HUAWEI CHINA and HUAWEI USA were
28 concerned about the potential for federal civil litigation. Specifically, HUAWEI CHINA
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1 and HUAWEI USA feared that T-Mobile would file a civil lawsuit against them in the
2 United States District Court for the Western District of Washington, seeking monetary
3 damages and other relief, as the result of their theft and related misconduct. Third,
4 HUAWEI CHINA and HUAWEI USA were concerned that T-Mobile would refer the
5 matter to federal law enforcement authorities, prompting a Federal grand jury
6 investigation in the Western District of Washington.
7

38.

Lastly, HUAWEI CHINA and HUAWEI USA were concerned about

8 additional harm to Huawei' s reputation because the company had already been the
9 subject of negative publicity regarding the company's past practice of misappropriating
10 proprietary business information and technology. For example, on October 2, 2012, the
11 United States House of Representatives Permanent Select Committee on Intelligence
12 issued a public report finding that Huawei posed a potential threat to national security,
13 emphasizing, among other things, the company's "pattern of disregard for the intellectual
14 property rights of other entities and companies in the United States." Moreover, the
· 15 report stated that the Committee's investigation had uncovered information that Huawei
16 "may be violating United States laws" and "very serious allegations of illegal behavior"
17 by Huawei, all of which the Committee would be referring to federal authorities "for
18 potential investigation." In addition, Huawei had been the subject of multiple lawsuits
19 that had received negative public attention. In 2010, Motorola sued Huawei alleging that
20 it had misappropriated Motorola's proprietary wireless switching technology by
21

acquiring it surreptitiously from Chinese Motorola engineers. In 2003, Cisco sued

22 Huawei alleging that Huawei had stolen Cisco' s proprietary network router technology
23 and related source code for use in Huawei' s own competing routers.
24

39.

In light of all of these concerns, HUAWEI CHINA and HUAWEI USA

25 attempted to affirmatively mislead T-Mobile about what had happened in T-Mobile's
26 laboratory. To that end, HUAWEI USA issued a 23-page "Investigation Report,"
27 authored by its Chief Legal Counsel for Labor and Employment and its Executive
28 Director of Human Resources. The report purported to summarize the findings of an
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1 "internal investigation" into the above-described misconduct in the T-Mobile laboratory
2 and related activities. In June 2013, as part of the "internal investigation,"
3 HUAWEI USA memorialized statements by HUAWEI USA and HUAWEI CHINA
4 employees A.X. and F.W., and made them available for interviews with T-Mobile
5 security personnel. During these interviews, A.X. and F.W. made false and misleading
6 statements designed to conceal the full scope of Huawei' s misconduct in attempting to
7 steal T-Mobile's technology, including the extent to which other HUAWEI USA and
8 HUAWEI CHINA employees were involved and the degree to which the Tappy
9 technology had been compromised.
10

40.

In emails sent on July 5, 2013, and August 9, 2013, the HUAWEI USA

11 Executive Director of Human Resources informed T-Mobile that HUAWEI USA had
12 "conducted our internal investigation here in the U.S.," and also that "Huawei HQ
13 (China) has conducted a thorough investigation." The Executive Director represented
14 that the investigations "confirmed" that A.X. and F.W. were "two individuals who acted
15 on their own" and who "violated our Company's policies and thus they were both
16 terminated for cause."
17

41.

HUAWEI USA issued the formal Investigation Report on or about

18 August 13, 2013. Shortly thereafter, in or about August or September 2013, HUAWEI
19 USA provided T-Mobile with a redacted version of the Investigation Report. The
20 Investigation Report contained several false and misleading statements about the events
21 that had transpired. The report falsely stated that F.W. and A.X. had acted on their own,
22 that their actions in May 2013 were "isolated incidents," and that the two "were lacking
23 in their awareness ofHuawei's cyber security policies." In fact, as HUAWEI USA and
24 HUAWEI CHINA both well knew, the actions ofF.W. and A.X. were undertaken at the
25 direction of, and in coordination with, HUAWEI CHINA employees and were part of a
26 months-long course of conduct to steal unauthorized technical information about Tappy.
27

42.

The Investigation Report also stated that F.W. took nine photographs in the

28 laboratory "[i]n a moment of indiscretion." The report intentionally omitted the fact that
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1 HUAWEI CHINA and HUAWEI USA employees had secretly and deliberately taken
2 unauthorized photographs of Tappy on multiple prior occasions, and that
3 HUAWEI CHINA had issued numerous directives to HUAWEI USA to gather technical
4 information about Tappy, and photographs of Tappy, for the purpose of developing
5 Huawei' s own xDeviceRobot.
6

43.

The Investigation Report stated that F.W. sent only four photographs of

7 Tappy to HUAWEI CHINA employees. The report intentionally omitted the fact that,
8 after being caught in the T-Mobile laboratory for the second time, F.W. had circulated to
9 HUAWEI CHINA engineers a six-page report containing technical information about
10 Tappy, along with at least seven unauthorized photographs of the robot. The report also
11 omitted the fact that even after F.W. had been barred from reentering the laboratory, he
12 designated A.X. to provide HUAWEI CHINA engineers with a "deeper understanding of
13 the remaining information" they were attempting to gather about Tappy.
14

44.

The Investigation Report stated that, after A.X. had taken the robot part, he

15 provided seven measurements of the part to a HUAWEI CHINA robotics engineer during
16 a telephone call. The report intentionally omitted that, in the days preceding and
17 following his theft of the robot part, A.X. also had exchanged multiple emails with
18 HUAWEI CHINA robotics engineers, providing them technical information he had
19 gathered about Tappy. The report also omitted that A.X. had previously taken
20 unauthorized photographs of Tappy and sent the photographs to robotics engineers at
21
22

HUAWEI CHINA.
45.

On October 2, 2013, T-Mobile asked HUAWEI USA to provide them with

23 any and all emails about Tappy that A.X. and F.W. had sent to other Huawei employees.
24 HUAWEI USA declined to provide any such emails. On October 8, 2013, as part of
25 HUAWEI CHINA's and HUAWEI USA's continuing cover-up, the HUAWEI USA
26 Executive Director of Human Resources sent an email to T-Mobile stating: "Based on
27 our findings, there are not a lot of emails corresponding between [A.X. and F.W.] and
28 [HUAWEI CHINA] engineers that were related to [Tappy.] One or two of the emails
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1 that remotely mentioned ... the robot were related to the testing results between [Tappy]
2 and the Huawei Testing." In truth and in fact, there were numerous emails between
3 HUAWEI CHINA robotics engineers and A.X. and F.W. pertaining to
)

4 HUAWEI CHINA' s and HUAWEI USA' s efforts to steal unauthorized technical
5 information about Tappy.
6

46.

On or about May 5, 2014, T-Mobile sent HUAWEI USA a legal demand

7 letter threatening to file a civil lawsuit against HUA WEI USA unless it paid T-Mobile
8 monetary damages and took other remedial measures as the result of the theft and related
9 misconduct. In response, in or about May 2014, HUAWEI USA produced the full, un10 redacted Investigation Report to T-Mobile. Huawei in-house counsel also wrote letters to
11 T-Mobile claiming that HUAWEI USA and HUAWEI CHINA had been "forthright" and
12 had "cooperated" with T-Mobile after the events of May 2013, and representing that
13 HUAWEI USA had provided to T-Mobile "many documents in regards to our internal
14 investigation." The letters from the Huawei attorneys also reiterated the false claim that
15 A.X. and F.W. were "misguided" and had acted on their own without direction or
16 involvement by other HUAWEI USA or HUAWEI CHINA employees.
17

47.

On July 10, 2013, at the same time that HUAWEI CHINA and

18 HUAWEI USA were falsely claiming that the conduct of A.X. and F.W. was "isolated,"
19 constituted a "moment of indiscretion," and was contrary to Huawei' s corporate polices,
20 HUAWEI CHINA launched a formal policy instituting a bonus program to reward
21

employees who stole confidential information from competitors. Under the policy,

22 HUAWEI CHINA established a formal schedule for rewarding employees for stealing
23 information from competitors based upon the confidential value of the information
24 obtained. Employees were directed to post confidential information obtained from other
25 companies on an internal Huawei website, or, in the case of especially sensitive
26 information, to send an encrypted email to a special email mailbox. A "competition
27 management group" was tasked with reviewing the submissions and awarding monthly
28 bonuses to the employees who provided the most valuable stolen information. Biannual
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1 awards also were made available to the top three regions that provided the most valuable
2 information. The policy emphasized that no employees would be punished for taking
3 actions in accordance with the policy.
4

48.

The launch of this HUAWEI CHINA bonus program policy created a

5 problem for HUA WEI USA because it was in the midst of trying to convince T -Mobile
6 that the conduct in the laboratory was the product of rogue employees who acted on their
7 own and contrary to Huawei's policies. As a result, on July 12, 2013, the HUAWEI USA
8 Executive Director of Human Resources sent an email to all HUAWEI USA employees
9 addressing the bonus program. The email described the bonus program as:
10 "[I]ndicat[ing] that you are being encouraged and could possibly earn a monetary award
11

for collecting confidential information regarding our competitors and sending it back to

12 [HUAWEI CHINA]." The email went on to say: "[H]ere in the U.S.A. we do not
13 condone nor engage in such activities and such a behavior is expressly prohibited by
14 [HUAWEI USA's] company policies." The email did not state that the bonus program
15 had been suspended by HUAWEI CHINA. Rather, the email emphasized that "in some
16 foreign countries and regions such a directive and award program may be normal and
17 within the usual course of business in that region."
18

F.

Tappy was Protected as a Trade Secret.

19

49.

The Tappy robot system technology, as further described in paragraphs 3

20 and 4 above, including the information and know-how relating to the design, assembly,
21

and operating methods of the T-Mobile testing robot; the specifications, source code,

22 component selection, operating instructions, and other non-public elements of the robot
23 technology; and proprietary combinations and implementations of the robot, contained
24 and constituted trade secrets in that: T-Mobile took reasonable measures to keep such
25 information secret; and the information derived independent economic value, actual and
26 potential, from not being generally known to, and not being readily ascertainable through
27 proper means by, another person who could obtain economic value from the disclosure or
28 use of the information.
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1

G.

Overt Acts in Furtherance of the Conspiracy.

2

50.

During and in furtherance of the conspiracy, in Bellevue, within the

3 W estem District of Washington, and elsewhere, one or more of the conspirators
4 committed one or more of the following overt acts, among others:
5

a.

On or about September 10, 2012, H.P., the HUAWEI CHINA

6 Director of Device Testing Management Department, sent an email directing HUAWEI
7 USA employees to "figure out the [Tappy] Robot's specifications and functions," for the
8 unauthorized purpose of furthering HUAWEI CHINA's xDeviceRobot program.
9

b.

On or about November 16, 2012, HUAWEI USA engineer A.X. sent

10 an email to HUAWEI CHINA engineers containing multiple unauthorized photos of the
11

Tappy robot and its software interface system that A.X. had taken inside of the secure

12 T-Mobile lab, in violation of the nondisclosure agreements HUAWEI USA had signed.
13

c.

On or about January 1, 2013, HUAWEI USA engineer A.X. sent an

14 email to HUAWEI CHINA engineers containing confidential technical information about
15 the Tappy robot and multiple unauthorized photos of the robot and its software interface
16 system that A.X. had taken inside of the secure T-Mobile lab, in violation of the
17 nondisclosure agreements HUAWEI USA had signed.
18

d.

On or about April 12, 2013, R.Y., the HUAWEI USA Director of

19 Technical Acceptance, sent an email to HUAWEI CHINA employees stating that
20 HUAWEI USA had been unable to obtain the confidential technical information about
21

Tappy that HUAWEI CHINA had been asking for, and suggesting that

22 HUAWEI CHINA should send its own engineer to the United States who could access
23 Tappy directly and thereby surreptitiously learn the information that HUAWEI CHINA
24 was seeking.
25

e.

On or about May 13, 2013, F.W., acting on behalf of

26 HUAWEI CHINA, entered the T-Mobile robot laboratory, without authorization, for the
27 purpose of obtaining technical information about the Tappy technology, for the
28 unauthorized purpose of furthering HUAWEI CHINA's robot program.
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.f.

1

On or about May 14, 2013, F.W., acting on behalf of

2 HUAWEI CHINA, entered the T-Mobile robot laboratory, without authorization, for the
3 purpose of obtaining technical information about the Tappy technology, as well as taking
4 unauthorized photographs of a Tappy robot, for the unauthorized purpose of furthering
5 HUAWEI CHINA's robot program.
6

g.

On or about May 29, 2013, A.X., acting on behalf of

7 HUAWEI USA, and at the direction of HUAWEI CHINA, entered the T-Mobile robot
8 laboratory for the purpose of stealing a Tappy robot part, without authorization, for the
9 unauthorized purpose of furthering HUAWEI CHINA's robot program.
10

h.

On or around August 13, 2013, HUAWEI USA generated an

11 "Investigation Report" to provide to T-Mobile, as part of HUAWEI USA's and
12 HUAWEI CHINA's efforts to conceal the conspiracy, including the extent to which the
13 Tappy technology already had been compromised.
14

1.

On or around October 8, 2013, the HUAWEI USA Executive

15 Director of Human Resources emailed T-Mobile, misrepresenting the extent of email
16 communications between A.X., F.W., and HUAWEI CHINA engineers that were related
17 to Tappy, as part of HUAWEI USA's and HUAWEI CHINA's efforts to conceal the
18 conspiracy, including the extent to which the Tappy technology already had been
19 compromised.
20
21

All in violation of Title 18, United States Code, Sections 1832(a)(l), (a)(2), (a)(3),
and (a)(5).

22

COUNT2
(Attempted Theft of Trade Secrets)

23
24
25
26
27

51.

Paragraphs 2 through 49 above are incorporated herein.

52.

Between on or about April 12, 2013, and on or about May 31, 2013, at

Bellevue, within the Western District of Washington, and elsewhere, HUAWEI DEVICE
CO., LTD. and HUAWEI DEVICE USA, INC. attempted to:

28
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1
2

(a) knowingly and without authorization steal, appropriate, take, carry
away, and conceal trade secrets belonging to T-Mobile; and by fraud,
artifice, and deception obtain trade secrets belonging to T-Mobile;

3
4
5
6
7

(b) knowingly and without authorization copy, duplicate, sketch, draw,
photograph, download, replicate, transmit, deliver, send, communicate, and
convey trade secrets belonging to T-Mobile; and
(c) knowingly receive, buy, and possess trade secrets belonging to
T-Mobile, knowing the same to have been stolen, appropriated, obtained,
and converted without authorization;

8
9 intending to convert a trade secret that is related to a product used and intended for use in
10 interstate and foreign commerce, to the economic benefit of someone other than
11
12

T-Mobile, and knowing that the offense would injure T-Mobile.
All in violation of Title 18, United States Code, Section 1832(a)(l )-(4).

13

COUNTS3-9
(Wire Fraud)

14
15

53.

Paragraphs 2 through 49 above are incorporated herein.

16

A.

The Scheme and Artifice to Defraud.

17

54.

Beginning at a time unknown, but no later than in or about June 2012, and

18 continuing until on or'about September 2, 2014, at Bellevue, within the Western District
19 of Washington, and elsewhere, HUAWEI DEVICE CO., LTD. and HUAWEI DEVICE
20 USA, INC. devised and intended to devise a scheme and artifice to defraud, and to obtain
21 property by means of materially false and fraudulent pretenses, representations, promises,
22 and the concealment of material facts.
23
55.
The essence of the scheme and artifice to defraud was for HUAWEI
24 DEVICE CO., LTD. and HUAWEI DEVICE USA, INC., through their employees, to
25 access the Tappy robot laboratory for the unauthorized purpose of secretly obtaining
26 technical information about the Tappy robot, on the false pretense and representation that
27 only authorized activity would be conducted in the laboratory.
28
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1

B.

Manner and Means of the Scheme and Artifice to Defraud.

2

56.

It was part of the scheme and artifice to defraud that HUAWEI DEVICE

3 USA, INC. ("HUAWEI USA"), on behalf of itself and HUAWEI DEVICE CO., LTD.
4 ("HUAWEI CHINA"), represented to T-Mobile in the aforementioned nondisclosure
5 agreements that they would conduct only authorized activity within the Tappy robot
6 laboratory, while intending that their employees would obtain confidential technical
7 information about the Tappy technology, for the unauthorized purpose of furthering
8 HUAWEI CHINA's xDeviceRobot program.
9

57.

It was part of the scheme and artifice to defraud that HUAWEI CHINA and

10 HUAWEI USA, through their employees, represented to T -Mobile that they would
11 conduct only authorized activity within the Tappy robot laboratory, and abide by the
12 restrictions in the aforementioned nondisclosure agreements, each time one of their
13 employees used a T-Mobile-issued access badge to gain entry to the laboratory.
14

58.

It was part of the scheme and artifice to defraud that HUAWEI CHINA and

15 HUAWEI USA used the limited access granted by T-Mobile to the Tappy robotic testing
16 system to gather unauthorized confidential technical information about Tappy, for the
17 purpose of furthering the development of Huawei' s xDeviceRobot, contrary to the
18 promises and representations made by HUAWEI CHINA and HUAWEI USA to
19 T-Mobile as described in paragraphs 56 and 57.
20
21

59.

It was part of the scheme and artifice to defraud that HUAWEI CHINA and

HUAWEI USA used the limited access granted by T-Mobile to the Tappy robotic testing

22 system to take unauthorized photographs of Tappy, for the purpose of furthering the
23 development of Huawei' s xDeviceRobot, contrary to the promises and representations
24 made by HUAWEI CHINA and HUAWEI USA to T-Mobile as described in paragraphs
25 56 and 57.
26

60.

It was part of the scheme and artifice to defraud that HUAWEI CHINA sent

27 an employee to the United States in order to conduct reconnaissance on T-Mobile's
28 Tappy technology, for the purpose of furthering the development of Huawei' s
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1 xDeviceRobot, contrary to the promises and representations made by HUAWEI CHINA
2 and HUAWEI USA to T-Mobile as described in paragraphs 56 and 57.
3

61.

It was part of the scheme and artifice to defraud that HUAWEI USA and

4 HUAWEI CHINA stole, measured, and photographed a Tappy robot part, for the purpose
5 of furthering the development of Huawei' s xDeviceRobot, contrary to the promises and
6 representations made by HUAWEI CHINA and HUAWEI USA to T-Mobile as described
7 in paragraphs 56 and 57.
8

62.

It was part of the scheme and artifice to defraud that HUAWEI CHINA and

9 HUAWEI USA attempted to mislead T-Mobile through the "Investigation Report,"
10 concealing the scope of their misconduct in attempting to steal T-Mobile's technology,
11

including the extent to which the technology had been compromised.

12

C.

Execution of the Scheme and Artifice to Defraud.

13

63.

On or about the dates set forth below, at Bellevue, within the Western

14 District of Washington, and elsewhere, HUAWEI DEVICE CO., LTD. and HUAWEI
15 DEVICE USA, INC., having devised the above-described scheme and artifice, for the
16 purpose of executing this scheme and artifice, did knowingly transmit and cause to be
17 transmitted by wire communication in interstate and foreign commerce writings, signs,
18 signals, pictures, and sounds, to wit:
19

Count

Date

Sender

Wire Transmission

20

3

April 12, 2013

HUAWEIUSA

4

May 15, 2013

HUAWEI CHINA

Email from the Western District
of Washington to China
discussing obtaining
unauthorized technical
information about Tappy
Email from the Western District
of Washington to China
containing and discussing
unauthorized photographs and
other technical information
gathered about Tappy

21
22
23
24
25
26
27
28
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1

5

May 16, 2013

HUAWEICHINA

6

May 23, 2013

HUAWEIUSA

7

May 29-30, 2013

HUAWEI CHINA

8

May 30-31, 2013

HUAWEIUSA

9

October 8, 2013

HUAWEIUSA

2
3
4

5
6

7

8
9

10
11

12
13
14
15
16
17
18
19
20

Email from the Western District
of Washington to China
containing and discussing
unauthorized photographs and
other technical information
gathered about Tappy
Email from the Western District
of Washington to China
containing and discussing
unauthorized technical
information gathered about
Tappy and discussing additional
information to be gathered
Email from the Western District
of Washington to China
containing photographs,
measurements, and other
unauthorized technical
information gathered about
Tappy
Email from the Western District
of Washington to China
containing and discussing
unauthorized technical
information gathered about
Tappy
Email from Texas to the
Western District of Washington
regarding the Investigation
Report

21

22

All in violation of Title 18, United States Code, Sections 1343 and 2.

23

COUNT 10
(Obstruction of Justice)

24
25

64.

Paragraphs 2 through 49 above are incorporated herein.

26

65.

Beginning on or about June 1, 2013, and continuing through on or after

27 September 2, 2014, at Bellevue, within the Western District of Washington, and
28 elsewhere, HUAWEI DEVICE CO., LTD. and HUAWEI DEVICE USA, INC. attempted
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1 to corruptly obstruct, influence, and impede an official proceeding, that is, the
2 proceedings in T-Mobile USA, Inc. v. Huawei Device USA, Inc:, C14-1351RAJ, in the
3 United States District Court for the Western District of Washington; and Federal grand
4 jury proceedings in the Western District of Washington concerning HUAWEI DEVICE
5 CO., LTD. and HUAWEI DEVICE USA, INC.
6

All in violation of Title 18, United States Code, Sections 1512(c)(2) and 2.

7

8

ASSET FORFEITURE ALLEGATION

66.

The allegations contained in Counts 1-9 of this Indictment are hereby

9 realleged and incorporated by reference for the purpose of alleging forfeiture pursuant to
10 Title 18, United States Code, Section 2323(b ); Title 18, United States Code, Section
11

981(a)(l)(C); and Title 28, United States Code, Section 2461(c).

12
13

Counts 1-2

67.

Pursuant to Title 18, United States Code, Section 2323(b)(l), upon

14 conviction of any of the offenses alleged in Counts 1-2 of this Indictment, the defendants,
15 HUAWEI DEVICE CO., LTD. and HUAWEI DEVICE USA, INC., shall forfeit to the
16 United States ( 1) any property used, or intended to be used, in any manner or part to
17 commit or facilitate the commission of the offense and (2) any property constituting or
18 derived from any proceeds obtained directly or indirectly as a result of the commission of
19 the offense, including but not limited to a judgment for a sum of money representing the
20 property described in this paragraph.
21
22

Counts 3-9

68.

Pursuant to Title 18, United States Code, Sections 981(a)(l)(C), and

23 Title 28, United States Code, Section 2461 (c), upon conviction of any of the offenses
24 alleged in Counts 3-9 of this Indictment, the defendants, HUAWEI DEVICE CO., LTD.
25 and HUAWEI DEVICE USA, INC., shall forfeit to the United States any property, real
26 or personal, which constitutes or is derived from proceeds traceable to the offense,
27 including but not limited to a judgment for a sum of money representing the property
28 described in this paragraph.
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1

69.

If any of the above described forfeitable property, as a result of any act or

2 omission of the defendants,
3

a.

cannot be located upon the exercise of due diligence;

4

b.

has been transferred or sold to, or deposited with, a third party;

5

C.

has been placed beyond the jurisdiction of the Court;

6

d.

has been substantially diminished in value; or

7

e.

has been commingled with other property which cannot be divided

8

without difficulty;

9 it is the intent of the United States, pursuant to Title 18, United States Code, Section
10 2323(b)(2); Title 21, United States Code, Section 853(p); and Title 28, United States
11

Code, Section 2461 (c), to seek the forfeiture of any other property of the defendants up to

12 the value of the above-described forfeitable property.
13

A TRUE BILL:

14

DATED:

15

Signature offoreperson redacted pursuant to
the policy of the Judicial Conference of the
United States

16
17
18

22

FOREPERSON

United States
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25 Assistant United States Attorney
26

27
28

THOMAS M. WOODS
Assistant United States Attorney
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SEALED AMENDED COMPLAINT

UNITED STATES OF AMERICA
- v.

Violations of
18 U.S.C. §§ 1832 and 2

-

ZHENGQUAN ZHANG,
a/k/a "Zheng Quan Zhang,"
a/k/a "Jim Z. Zhang,"

COUNTY OF OFFENSE:
NEW YORK

Defendant.
x

SOUTHERN DISTRICT OF NEW YORK, ss.:
MICHAEL DENICOLA, being duly sworn, deposes and says
that he is a Special Agent with the Federal Bureau of
Investigation (the "FBI"), and charges as follows:
COUNT ONE
(Theft of Trade Secrets)
1.
From at least in or about December 2016 through
in or about March 2017, in the Southern District of New York and
elsewhere, ZHENGQUAN ZHANG, a/k/a "Zheng Quan Zhang," a/k/a "Jim
Z. Zhang," the defendant, with the intent to convert a trade
secret that is related to a product and service used in and
intended for use in interstate and foreign commerce, to the
economic benefit of others than the owner thereof, and intending
and knowing that the offense would injure the owner of that
trade secret, knowingly did steal, and without authorization
appropriate, take, carry away, and conceal, and by fraud,
artifice and deception obtain such information; and without
authorization did copy, duplicate, sketch, draw, photograph,
download, upload, alter, destroy, photocopy, replicate,
transmit, deliver, send, mail, communicate, and convey such
information; and attempted to do so, to wit, ZHANG stole and
attempted to convert to his own use the computer source code
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underlying proprietary trading software, which was a trade
secret of a financial services company for which ZHANG worked.
(Title 18, United States Code, Sections 1832 and 2.)
The bases for my knowledge and for the foregoing charges
are, in part, as follows:
2..
I am a Special Agent with the FBI, and I have
been personally involved in the investigation of this matter.
I
have been a Special Agent with the FBI since approximately June
2015. Since becoming a Special Agent with the FBI, I have been
assigned to a computer intrusion squad in the FBI's New York
Field Office.
In that role, I have participated in numerous
investigations of computer crimes, among other federal crimes.
This affidavit is based upon my own observations, conversations
with witn~sses, and conversations with other law enforcement
agents, as well as on my examination of reports and records
prepared by others. Because this affidavit is being submitted
for the limited purpose of establishing probable cause, it does
not include all of the facts that I have learned during the
course of this investigation. Where the contents of documents
and the actions, statements, and conversations of others are
reported herein, they are reported in substance and in part,
except where otherwise indicated.
3.
In the course of this investigation, I have
spoken to representatives of a financial firm engaged in the
trading of a variety of publicly traded securities and other
financial products ("Firm-1") and reviewed publicly available
documents and records. Based on those conversations and that
review, I am aware of the following information, in substance
and in part, regarding the operations of Firm-1:
a.
Firm-1 acts as a market maker, facilitating
trading and liquidity in a variety of financial markets.
Firm-1
engages in billions of dollars of equities and fixed income
trading on a daily basis.
b.
Firm-1 is headquartered in New York, New
York and maintains off ices and other facilities in various
locations in the United States and abroad, including but not
limited to an office in San Jose, California and a data center

2
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in Purchase, New York. The majority of Firm-l's employees are
located at Firm-l's New York headquarters.
4.
In the course of this investigation, I have
spoken to representatives of Firm-1 and reviewed internal Firm-1
documents and records. Based on those conversations and that
review, I am aware of the following information, in substance
and in part, regarding the trading operations of Firm-1:
a.
A substantial portion of the trading done by
Firm-l's employees is facilitated by the use of Firm-l's
proprietary algorithmic trading models (collectively, the
"Trading Models").
Firm-1 developed the Trading Models to,
among other things, predict market movements and make trading
decisions.
Firm-l's employees utilize the Trading Models in
making trades involving publicly traded securities and other
financial products in interstate commerce.
b.
A substantial portion of the trading done by
Firm-l's employees is executed through the use of Firm-l's
proprietary trading platforms (collectively, the "Trading
Platforms").
Firm-1 developed the Trading Platforms to, among
other things, create orders and automatically submit those
orders to an exchange or market center, as well as execute
orders.
Firm-l's employees utilize the Trading Platforms in
executing trades involving publicly traded securities and other
financial products in interstate commerce.
c.
The trading decisions resulting from Firm1' s use of the Trading Models, and the efficiencies resulting
from Firm-l's use of the Trading Platforms, contribute
substantially to Firm-l's market share in the financial markets
in which Firm-1 trades and to Firm-l's overall trading profits.
The competitive advantages and economic value that Firm-1
derives from the Trading Models and the Trading Platforms depend
in part on their not being disclosed to a competitor or to the
public.
d.
Because of the proprietary nature of the
Trading Models and the Trading Platforms, Firm-1 has put in
place a variety of measures designed in part to protect the
computer source code that comprises the Trading Models (the
"Trading Models Source Code") and the computer source code that
comprises the Trading Platforms (the "Trading Platforms Source

3
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Code") from disclosure to a competitor or to the public.
example:

For

i.
The Trading Platforms Source Code is
maintained in a software repository platform (the "Software
Repository").
Firm-1 employees use a unique login identifier
and password to log into the Software Repository. Within the
Software Repository, only Firm-1 employees involved in the
development or support of the Trading Platforms are permitted to
access the Trading Platforms Source Code.
ii.
The Trading Models Source Code is also
maintained in the Software Repository.
Firm-1 employees use a
unique encryption key to encrypt and decrypt the Trading Models
Source Code. Within the Software Repository, only Firm-1
employees involved in the development of the Trading Models are
permitted to access the Trading Models Source Code. Moreover,
those employees are given only certain encryption keys, in order
to limit their access to a subset of the Trading Models.

iii. Firm-1 does not permit its employees to
utilize external e-mail or file sharing websites on their work
computers.
Firm-1 further does not permit its employees to
download data from their work computers to USB drives or other
portable storage devices.
iv.
Firm-1 employees sign agreements
detailing, among other things, the confidential nature of Firm1' s work and Firm-l's ownership of work product developed in the
course of that work.
v.
Firm-1 employees are provided an
employee handbook and a code of business conduct and ethics
setting forth, among other things, Firm-l's requirements that
employees maintain the confidentiality of non-public Firm-1
information and protect Firm-l's proprietary information,
including its trade secrets and other intellectual property.
Firm-1 employees acknowledge their agreement with such policies
when they are hired and periodically during their employment.
5.
In the course of this investigation, I have
spoken to employees and representatives of Firm-1, including,
among others, technical analysts employed by Firm-1.
I have
also reviewed various documents, including emails and
communications, provided by Firm-1. Based on those
4

Case 1:17-mj-02467-UA Document 3 Filed 04/03/17 Page 5 of 8

conversations and that review, I am aware of the following
information, in substance and in part, regarding the employment
of ZHENGQUAN ZHANG, a/k/a "Zheng Quan Zhang," a/k/a "Jim Z.
Zhang," the defendant, by Firm-1:
a.
Beginning in or about March 2010, ZHANG was
employed by Firm-1 in technical roles within Firm-1. Although
ZHANG initially worked out of Firm-l's offices in the greater
New York City area, in or about November 2015, Firm-1
transferred ZHANG to its offices in San Jose, California, at his
request.
b.
Prior to December 2016, ZHANG was assigned
to the technical operations and development operations group at
Firm-1, which is responsible for, among other things, ensuring
that the Trading Platforms and associated trading applications
function correctly, and to address any issues that might arise.
While working in that capacity, ZHANG was supervised by and
reported to an individual employed by Firm-1 ("Individual-!").
c.
Starting in December 2016, in addition to
his work for the technical operations and development operations
group at Firm-1, ZHANG also began working for the infrastructure
group at Firm-1, which is responsible for, among other things,
systems administration and troubleshooting server, network, and
hardware issues as they arise.
In order to facilitate his
responsibilities as part of the infrastructure group, ZHANG was
granted expanded access privileges to Firm-1 computers running a
Unix-based operating system, which gave ZHANG access to, among
other things, the Software Repository.
ZHANG was not granted
expanded access privileges to other Firm-1 computers running a
Windows-based operating system.
d.
On or about Saturday, March 25, 2017, an
individual employed by Firm-1 as a quantitative analyst
("Analyst-!") logged in remotely to Analyst-l's computer desktop
on Firm-l's Windows-based network. Analyst-! specializes in
performing research and programming to create Trading Models.
Shortly after remotely logging into his computer desktop,
Analyst-l's remote desktop session closed because another user
had logged into the same remote desktop. Analyst-! logged in
again to the remote desktop, only to see that it appeared that
another user had opened the file folder that held Analyst-l's
archived email mailboxes. Analyst-! continued to work remotely
through the evening but was repeatedly disconnected due to
5
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another user logging in. Analyst-1 was able to ascertain the
unique identifier associated with the other user who was logging
into Analyst-l's remote desktop.
e.
On or about Sunday, March 26, 2017, Analyst1 notified Firm-l's network security group of this unusual
activity, and provided the unique identifier that Analyst-1 had
observed logging in to Analyst-l's remote desktop. Using that
identifier, Firm-l's network security group determined that
ZHANG had been accessing Analyst-l's remote desktop without
authorization.
Firm-1 then disconnected all computer access
privileges for ZHANG.
f.
Early in the morning on or about Monday,
March 27, 2017, ZHANG sent an email to Individual-1, in which
ZHANG wrote, in part, that ZHANG had determined that his Windows
account had been terminated, which he knew "would happen because
[of] what I did in the past few days and Saturday.
I am still
questioning myself why I did that." ZHANG further stated that
on Saturday, he had "remotely logged in a few desktops randomly
without authorization, using [his] Mac laptop." ZHANG explained
that he was able to do so because he had modified (without
authorization from Firm-1) a specific web application used by
Firm-1 employees so that ZHANG could capture individual users'
logins and passwords.
ZHANG stated that he had done so because
he was aware of a potential acquisition of Firm-1, which he
believed might place his job at risk, and that he sought to
understand the status of the company through gaining access to
these users' accounts.
g.
Later that day, ZHANG sent a text message to
Individual-1, stating in part that he was about to go to the
office "to hear [the] verdict" and asking if Individual-1 was
available to speak.
Individual-1 and ZHANG then had a telephone
conversation, in which ZHANG admitted to Individual-1 that he
had also accessed the remote desktop of another quantitative
analyst based in Firm-l's headquarters in New York City
( "Analyst-2") .
6.
In the course of this investigation, I have
spoken to employees and representatives of Firm-1, including,
among others, technical analysts employed by Firm-1. Based on
those conversations, I am aware of the following information, in
substance and in part, regarding Firm-l's subsequent broader

6
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investigation of the activities of ZHENGQUAN ZHANG, a/k/a "Zheng
Quan Zhang," a/k/a "Jim Z. Zhang," the defendant:
a.
In the course of its investigation of ZHANG,
Firm-1 has reviewed various data relating to ZHANG's computer
activity.
Pursuant to that review, Firm-1 has found evidence
that ZHANG successfully exf iltrated the source code for multiple
Trading Models and Trading Platforms to a third-party software
development site (the "Development Website").
Firm-1 has found
evidence that ZHANG's efforts to steal this data began at least
as early as December 2016.
b.
Firm-l's technical staff determined that
ZHANG installed on Firm-l's systems computer code designed to
look for encryption keys on the servers used to build the
Trading Models. Doing so would have enabled ZHANG to gain
access to much larger portions, if not the entirety, of the
Trading Models Source Code.
c.
In addition, Firm-1 identified an area of
its computer networks where ZHANG stored data - over 3 million
files - prior to uploading it onto the Development Website.
Firm-l's review of that data shows, among other things, that
ZHANG gained unauthorized access to unencrypted portions of the
Trading Models Source Code.
d.
In addition, Firm-1 identified computer code
that ZHANG had written to exfiltrate data to the Development
Website.
Firm-l's review of that data shows, among other
things, that ZHANG uploaded to the Development Website
unencrypted portions of the Trading Models Source Code, as well
as email mailbox files assigned to the head of the quantitative
side of Firm-l's market making group.
ZHANG also accessed the
Development Website thousands of times from Firm-l's networks.
e.
All communications between Firm-l's computer
network and the external internet pass through a proxy server.
Firm-l's primary proxy server is maintained by a third-party
vendor.
Firm-l's backup proxy server is maintained at Firm-l's
data center in Purchase, New York. The computer code that ZHANG
wrote to exf iltrate data to the Development Website was designed
to route all of the data through Firm-l's backup proxy server in
Purchase, New York.

7

Case 1:17-mj-02467-UA Document 3 Filed 04/03/17 Page 8 of 8

WHEREFORE, I respectfully request that an arrest
warrant be issued for ZHENGQUAN ZHANG, a/k/a "Zheng Quan Zhang,"
a/k/a "Jim Z. Zhang," the defendant, and that ZHANG be arrested
and imprisoned or bailed, as the case may be.

MICHAEL DENICOLA
Special Agent
Federal Bureau of Investigation

v

Sworn to before me this .
3rd day of Ap

THE HONORAB
ANDREW J. PECK
UNITED STATES MAGIS'J'RATE JUDGE
SOUTHEEN DISTRI~T OF NEW YORK
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A09i (Rev. 11/11) Criminal Complaint

United States District Court

''ILko

for the

0 9 2018

Northern District of California

^ SOOWG
United States of America

SANjose ^ORNIA

V.

Cfi 18.70919

XIAOLANG ZHANG

MAG

Defendant(s)

CRIMINAL COMPLAINT
I, the complainant in this case, state that the following is true to the best of my knowledge and belief.
On or about the date(s) of
Northern

District of

April 30, 2018
California

in the county of

in the

, the defendant(s) violated:
Offense Description

Code Section

18 U.S.C.§ 1832(a)(1)

Santa Clara

Theft of Trade Secrets

This criminal complaint is based on these facts:
See attached affidavit of S/A Eric Proudfoot

PENALTIES: 10 years imprisonment. $250,000 fine, $100 special assessment, and 3 years' supervised release

Sf Continued on the attached sheet.

''s signaliire

Eric M. Proudfoot, Special Agent, FBI
Printed name and title

Sworn to before me and signed in my presence.

Date:

tXMK:

acts
Judge's signature

City and state:

San Jose, California

Virginia K, DeMarchi, U.S. Magistrate Judge
Printed name and title
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ORIGINAL

/ / )t

Approved:

Benjamin Allee/Ilan Graff
/
Assistant United States Attor(eys
Before:

HONORABLE JUDITH C. McCARTHY
United States Magistrate Judge
Southern District of New York

3c
•
UNITED STATES OF AMERICA
v.
-

COMPLAINT

Violation of
18 U.S.C. § 1832

-

JIAQIANU XU,
•
Defendant.

COUNTY OF OFFENSE:
WESTCHESTER

x
SOUTHERN DISTRICT OF NEW YORK, ss.:
JOSEPH M. ALTIMARI, being duly sworn, deposes and says that he is a Specia
l Agent
with the Federal Bureau of Investigation (“FBI”), and charges as follows:
COUNT ONE

1.
From in or about November 2014, through on or about December 7. 2015, in
the
Southern District of New York and elsewhere, JIAQIANG XU, the defendant,
with intent to
convert a trade secret that is related to a product and service used in and intend
ed for use in
interstate and foreign commerce, to the economic benefit of others than the
owner thereof and
intending and knowing that the offense would injure the owner of that trade
secret, knowingly
did steal, and without authorization appropriate, take, carry away, and concea
l, and by fraud,
artifice and deception obtain such information; and without authorization did
copy, duplicate,
sketch, draw, photograph, download, upload, alter, destroy, photocopy, replica
te, transmit,
deliver, send, mail, communicate, and convey such information: and attemp
ted to do so, to wit,
XU stole and converted to his own use the source code for a piece of proprie
tary software. which
source code was a trade secret of a company for which XU previously worked
.
(Title 18, United States Code, Section 1832.)
The bases for my knowledge and for the foregoing charges are, in part. as
follows:
2.
I am a Special Agent with the FBI. I am currently assigned to the FBI’s
White
Plains Resident Agency, where I investigate a variety of crimes related
to counter-intelligence,
including espionage and the theft of trade secrets. I have participated in an
investigation of the
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theft of trade secrets, as set forth below. I am familiar with the facts and circumstances
set forth
below from my personal participation in the investigation, including my review of pertine
nt
documents, and from my conversations with others, including other Special Agents
with the FBI,
and representatives of a particular U.S. company (the “Victim Company”) with experti
se
regarding the relevant software (the “Proprietary Software”) and its source code. Becaus
e this
affidavit is being submitted for the limited purpose of establishing probable cause,
it does not
include all the facts that I have learned during the course of my investigation. Where
the
contents of documents and the actions, statements and conversations of others
are reported
herein, they are reported in substance and in part, except where otherwise indicat
ed.
The Proprietary Software

3.
Based on my review of FBi reports, information provided by the Victim
Company, publicly available information, and my participation in this investi
gation, I have
learned the following about the Proprietary Software: the Proprietary Softwa
re is a clustered file
system developed and marketed by the Victim Company in the United States
and other countries.
A clustered file system facilitates faster computer performance by coordinating
work among
multiple servers. The Victim Company produces the Proprietary Software
for use in highperformance computer systems. Customers include government agencies
and private
corporations.
4.
According to open source information, the Proprietary Software is a key
component of some of the world’s largest scientific supercomputers, as well
as commercial
applications requiring rapid access to large volumes of data. Industries that
use the Proprietary
Software include digital media, engineering, design. business intelligence,
financial analytics,
seismic data processing, geographic information systems, and scalable file serving
.
5.
According to a representative of the Victim Company, the source code underl
ying
the Proprietary Software (the “Proprietary Source Code”)—that is, the compu
ter instructions and
commands that can be compiled or assembled into the Proprietary Softwa
re—is itself proprietary
information, which the Victim Company does not sell or otherwise make availab
le to customers.

6.
According further to a representative of the Victim Company, the Victim
Company takes significant precautions to protect the Proprietary Source
Code as a trade secret.
Among other things, the Proprietary Source Code is stored behind a compa
ny firewall and can
only be accessed by a small subset of the Victim Company’s employees.
Before receiving
Proprietary Source Code access, Victim Company employees must first
request and receive
approval from a particular Victim Company official. Victim Company
employees must also
agree in writing at both the outset and the conclusion of their employment
that they will maintain
the confidentiality of any proprietary information. The Victim Company
takes these and other
precautions in part because the Proprietary Software and the Proprietary
Source Code are
economically valuable, which value depends in part on the Proprietary
Source Code’s secrecy.
The Victim Company invests millions of dollars in the Proprietary Softwa
re each year lbr
research and development, and the Proprietary Software generates tens
of millions of dollars in
revenue each year for the Victim Company.

2
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The Defendant

7.
From my review of FBI reports and information obtained from the Victim
Company. I have learned the following:
a. JIAQIANG XU, the defendant, worked for a branch of the Victim Company in
China (the “China Branch”) from November 2010 to May 2014.
b. At the China Branch, XU worked as a software engineer and had full access
to the
Proprietary Source Code, including the ability to download the Proprietary Source
Code to a
computer or digital storage device.
c. On or about November 30, 2010, XU signed a four-page document entitle
d
Agreement Regarding Confidential Information and Intellectual Proper
ty” (the Confidentiality
Agreement”). By signing the Confidentiality Agreement, XU agreed that
he would not, among
other things, disclose ‘any confidential information or material of [the Victim
Company] or its
affiliates.” The Confidentiality Agreement specified that “Confidential inform
ation. shall
include but [is] not limited to any information or material
generated or collected by or
utilized in the operations of [the Victim Company] or its affiliates
which has not been made
available generally to the public.”
.

.

.

.

.

.

.

.

d. In May 2014. XU voluntarily resigned from the Victim Company.
The Investigation

8.
In 2014, the FBI received a report that an individual in China—who, as
described
below, was later identified as JIAQIANG XU, the defendant—claimed
to have access to the
Proprietary Source Code and to be using the Proprietary Source Code
in business ventures that
were not related to the Victim Company’s clients. Other Special Agents
and I thereafter
conducted an investigation, which included the use of undercover law
enforcement officers
(‘UC-l” and “UC-2,” and collectively “the UCs”).
9.
In or around November 2014, UC-I contacted JIAQIANG XU, the
defendant, via
email. For purposes of this investigation. UC-l posed as a financial
investor aiming to start a
large-data storage technology company (the “UC Company”). I have review
ed copies of emails
that UC- I exchanged with XU between November 2014 and February
2015. From my review of
those emails, I have learned the following:
a.
On or about November 27, 2014. UC-l wrote to XU, among other things:
‘I am currently investing in and working with a new technology compa
ny which is seeking to
develop improved and more secure data storage systems. As you may
be aware, there is exciting
new development in this area and the opportunities to be involved with
cutting edge start up
companies are excellent.”
b.
On or about November 27, 2014, XU responded, among other things:
Nice to hear from you. I am very interested in opportunities working
over the architecture
3
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design and code development for cutting edge storage systems. I have severa
l years working
experience over this field and spent most of my career in [the Victim
Company] working on the
development of [the Proprietary Software] which is a largescale paralle
l storage system used in
lots of hyperscale cluster systems in the world.
I am looking forward to discuss with you on
the project and further opportunities. Thank you very much! Best Regard
s, Jiaqiang Xu.”
.

.

.

c.
On or about February 19. 2015, XU emailed to UC-1 a copy of XU’s
resume (the “Xu Resume”). According to the Xu Resume, XU lived
in Beijing, China: his skills
included “Operating Systems and Parallel File System”; he had receive
d a master of science
degree in computer science from a university in the United States;
he had worked at the Victim
Company from November 2010 through June 2014 (“Job Role: Resear
ch & Development of [the
Proprietary Software]”); and he thereafter worked at another compa
ny as “Architect of the
Storage Platform for Cloud Computing”.
10.
I have reviewed additional emails between JIAQIANG XU, the
defendant, and
the UCs. from in or about March 2015. by which date UC-2 had
been brought into the email
chain by UC-1. For purposes of this investigation, UC-2 was posing
as a project manager,
working for UC-1. From my review of those emails, I have
learned that on or about March 16,
2015, XU sent an email to UC-l and UC-2 (“the Source Code
Email”). In the Source Code
Email, XU described some of his past experience with the Propri
etary Software and reported that
he had “attached some sample code of [his] previous work in
[the Victim Company].” XU also
pasted a “short [Proprietary Software]+NFS related patch” directl
y into the Source Code Email,
purportedly for the purpose of showing XU’s “coding style.”
11.
After receiving the Source Code Email, other Special Agents
and I showed the
computer code in it to a representative of the Victim Company
(“Employee-I”), who has
expertise in the Proprietary Software. Employee-I confirm
ed that the Source Code Email
included proprietary Victim Company material that related
to the Proprietary Source Code.
12.
On or about April 12, 2015, JIAQIANG XU, the defendant,
and UC-2
participated in a recorded audio conversation using a comme
rcial communication service (the
“Communication 1
Service”), which had been arranged via emails between XU
and the UCs. I
have reviewed that recording, as well as a draft transcript of
that conversation, which was
conducted in English. From my review of those materials,
I have learned of the following
conversation, in substance and in part:
a.
XU stated that “[the Proprietary Software] is not open 2
source.” to which
UC-2 responded “No I know it isn’t.”
b.
UC-2 inquired as to whether XLJ “was allowed to have
this code, since it’s
Ithe Victim Cornpany]’s” and clarified that UC-2 was asking if UC-2 should
be a little.
.

I

Based on my training and experience. I kiow that the Comm
unication Service allows
for, among other things. remote voice communication.
2

Based on my training and experience, I know that the term
“open-source software”
refers to software whose source code is made publicly availab
le.
4
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discreet as to who [UC-2] show[edj it to.” Xli replied that “Yes. we
signed some. you know.
signed some tiles there but actually I can, urn, I can, 1. I have all the
code.”
c.
UC-2 asked. “Oh you do have all the code’?” XU replied. “Yea
h I have all
the [Proprietary Softwarej code,”
d.
UC-2 later said. “I Just want to assure you that like, if you started
working
with us, not only will we pay you for your services but if you brou
ght some of this code. [UC- 1
wouldi be more than willing to pay you for that as well
You, you’ll be fully compensated for
anything that you can offer to us
[AJt the end of the day, the most important thing is, is we
just want a. a good product and that is going to satisfy our need
s.”
e.
Xli replied, among other things, that in his experience, start
-up companies
often used code obtained from large, established compani
es. “because no one. ah. no one want
to, you know, code from the, the first line.” Based on my train
ing. experience, and participation
in this investigation, I believe that Xli was intimating to UC-2
that XU could provide the
Proprietary Source Code to UC-2 to accelerate the developm
ent of UC-2’s company’s product.
f
XU reported that he had already used a portion of the Prop
rietary Source
Code as part of his then-current employment at a technolog
y startup company.
13.
On or about May 11. 2015. JIAQIANG Xli. the defendan
t, and UC-2 had another
recorded audio conversation using the Communication Servic
e. I have reviewed that recording.
as well as a draft transcript of that conversation, which was
conducted in English. From my
review of those materials, I have learned that Xli said
the following, in substance and in part:
a.
Xli again stated that he had used “some of the [Propriet
ary Sotlware]
code” in his work after he left the Victim Company.
b.
XU stated that he was willing to consider providing UC-2’
s company with
the Proprietary Source Code as a platform fbr LJC-2’s com
pany to facilitate the development of
UC-2’s company’s own data storage system.
c.
XU informed UC-2 that if liC-2 set up several compute
rs as a small
network, then Xli would remotely install the Proprieta
ry
Soft
ware
so that the tiCs could test it
and confirm its functionality. 4
Based on my training, experience, and participation in
this in\estigalion. I believe that
Xli’s reference to having “signed some files” was
an acknowledgement that he had signed the
Confidentiality Agreement as part of his employment
at the Victim Company. see supra ‘ 6.
7(c). In addition to the Confidentiality Agreement. Xli
rna also have been referring to an exit
affidavit that he completed before leaving the Victim Com
pany’s employment. I have reviewed a
Victim Company document with the header “Affidav
it.” which appeal’s to have been completed
by Xli in Mandarin
which I do not speak
in connection with the conclusion of Xli’s
employment by the Victim Company Among other things.
that document hears Xli’s
identi lication card number. It also reads. in part. in Englis
h “I hereby represent that I have
settled/returned or v ill settle/return all debit/assets due
[the Victim Company]”
—
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14.
I have reviewed additional emails exchanged between JIAQIANG XU,
the
defendant, and UC-2 in or about early June 2015. On or about June 1,
2015, UC-2 emailed XU
to confirm that the UCs would set up several computers per XU’ spec
s
ifications. On or about
June 2, 2015, XU responded, thanked UC-2, and stated, among othe
r things, that he “ha[d] a lot
of thinking about what we can do in storage layer to better support the
big-data applications.’
15.
In or around early August 2015, I and other FBI agents arranged for
a computer
network to be set up, consistent with the specifications that JIAQIAN
G XU, the defendant, had
provided (the “UC Network”).
16.
On or about August 6, 2015, JIAQIANG XU, the defendant, and
UC-2 had
another recorded audio conversation using the Communicati
on Service. I have reviewed that
recording, as well as a draft transcript of that conversation, whic
h was conducted in English.
From my review of those materials. I have learned the following
, in substance and in part:
a. UC-2 confirmed to XU that UC-2 had set up the network that
XU had requested
and provided XU with instructions for how to access that networ
k.
b. XU stated that “1 will have a try and ah try to install it [i.e.,
the Proprietary
Software]. And ah, I think, ah, it will be good.”
17.
Based on my conversations with other law enforcement offic
ers and my review of
the UC Network’s contents, I have learned that in or around early
August 2015, files were
remotely uploaded to the UC Network (the “Xu Upload”). Ther
eafter, on or about August 26,
2015, XU and UC-2 exchanged emails confirming that UC-2
had received the Xu Upload.
18.
On or about September 21. 2015, I made a digital copy of
the Xu Upload
available to a Victim Company employee who has expertise
regarding the Proprietary Software
and the Proprietary Source Code (“Employee-2”) for Employe
e-2 to review. Based on my
discussions with Employee-2, I have learned the following
:
a. Based on Employee-2’s assessment of the Xu Upload,
the Xu Upload appeared to
contain a functioning copy of the Proprietary Software.
b. The Xu Upload did not appear to be the official Proprieta
ry Software package that
the Victim Company provides to licensed customers. Amo
ng other irregularities, the Xu Upload
appeared to have been built by a “build host” (that is, a com
puter system) that was not on the
Victim Company’s network. Additionally, the Xu Uplo
ad’s version of the Proprietary Software
had a “build date” that was inconsistent with the date on whic
h the Victim Company’s
Based on my training, experience, and conversations with
Victim Company employees.
I know that source code cannot be completely reverse engi
neered from software. In other words,
it does not appear that XU was agreeing to provide the Prop
rietary Source Code to the UCs but
instead to demonstrate to them that XU himself had acce
ss to the Proprietary Source Code and
could use it to build the UCs a working version of the Prop
rietary Software.
‘
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developers had created the licensed edition of that same version of
the Proprietary Software.
c. Notwithstanding the irregularities noted in the preceding para
graph, the Xu
Upload’s version of the Proprietary Software appeared to have been
built using coding practices
used by the Victim Company’s developers for internal developm
ent purposes.
d. Based on the foregoing, among other factors, it appeared to Emp
loyee-2 that the
Xu Upload had been built by someone with access to the Proprieta
ry Source Code who was not
working within the Victim Company or otherwise at the Victim
Company’s direction.
19.
On or about the morning of December 7,2015, JIAQIANG
XU, the defendant,
met with UC-2 at a hotel in White Plains, New York (the “Hot
el”). I have listened to a recording
of that meeting. Based on my review of that recording and
my conversations with UC-2, I have
learned that during the meeting, XU said the following in subs
tance and in part:
a. XU has used the Proprietary Source Code to make softw
are to sell to customers.
b. XU knew the Proprietary Source Code to be the product
of two decades’ work on
the part of Victim Company engineers.
c. XU had used the Proprietary Source Code to build a copy
of the Proprietary
Software, which XU had uploaded and installed on the UC Netw
ork (i.e., the Xu Upload).
d. XU knew that the copy of the Proprietary Software that
XU had installed on the
UC Network contained information identifying the Proprieta
ry Software as the Victim
Company’s property, which could reveal the fact that the Prop
rietary Software had been built
with the Proprietary Source Code without the Victim Com
pany’s authorization. XU indicated to
UC-2 that XU could take steps to prevent detection of the
Proprietary Software’s origins—i.e..
that it had been built with stolen Proprietary Source Code—i
ncluding writing computer scripts
that would modify the Proprietary Source Code to conceal
its origins.
e. UC-2 and XU arranged to meet again in the afternoon
.
20.
On or about the afternoon of December 7, 2015, UC-2 and
JIAQIANG XU, the
defendant, again met, along with UC-1, in the Hotel. I watc
hed and listened to portions of that
meeting which was transmitted live to monitoring agents,
and audio and video recorded. Based
on my monitoring of the meeting as well as my conversat
ions with the UCs, I have learned that
the following occurred during that meeting, in substance and
in part:
a. XU showed UC-2 a copy of what XU represented to
be the Proprietary Source
Code on XU’s laptop. XU noted to UC-2 a portion of that
code which indicated that it originated
with the Victim Company as well as the date on which
it had been copyrighted.
b. XU reiterated to the UCs that he knew the Proprieta
ry Source Code had been the
product of extended work on the part of Victim Company
employees, which continued to the
present day.
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c. XU stated that XU had previously modified the Proprietary Source Code’s
command interface to conceal the fact that the Proprietary Source Code origina
ted with the
Victim Company.
d. XU identified multiple specific customers to whom XU had previously provid
ed
the Proprietary Software using XU’s stolen copy of the Proprietary Source
Code. XU
acknowledged that the Proprietary Source Code had considerable value.
WHEREFORE, deponent respectfully requests that JIAQIANG XU, the defend
ant, be
imprisoned, or bailed, as the case may be.

Jo$EP)4M. ‘kfTIMARI
Sjecial Agent
Crederal Bureau of Investigation

Sworn to before me this
day of December 2015

)

.

/

m

HONORABLE JUDITH C. McCA
United States Magistrate Judge
Southern District of New York
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA
Holding a Criminal Term
Grand Jury Sworn in on November 3, 2016
UNITED STATES OF AMERICA

CRIMINAL NO. 17-110 (CRC)

:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:

v.
SHAN SHI,
KUI BO,
GANG LIU,
SAMUEL OGOE,
UKA UCHE,
HUI HUANG,
TAIZHOU CBM FUTURE NEW
MATERIAL SCIENCE AND
TECHNOLOGY CO. LTD, AND
CBM INTERNATIONAL, INC.
Defendants.

VIOLATIONS:
18 U.S.C. § 1832
(Theft of Trade Secrets)
18 U.S.C. § 1831 (Economic Espionage)
18 U.S.C. § 1956(h) (Conspiracy to
Launder Monetary instruments)
FORFEITURE:
18 U.S.C. §§ 981(a)(1); 982; & 2323; &
21 U.S.C. § 853(p); 28 U.S.C. § 2461(c)

INDICTMENT
The Grand Jury charges that:
INTRODUCTORY ALLEGATIONS
At all times material to this Indictment:

1

DEFENDANTS AND OTHER ENTITIES
1.

The Ministry of Industry and Information Technology (“MIIT”) is an agency of the

People’s Republic of China (“PRC”), tasked in part to help develop the PRC as a marine power.
The PRC State Council created MIIT in March 2008 to assume the functions of several previous
ministries and offices. MIIT has a significant role in regulating major industries and approving
new industrial investments and projects in key areas such as information technology,
telecommunications, and national defense.
2.

The Commission of Science, Technology, and Industry for National Defense

(“COSTIND”) is administered by the PRC through MIIT. COSTIND initiated the Key Laboratory
of Science and Technology for National Defense program (“KLSTND”). COSTIND administers
Harbin Engineering University (“HEU”), and the China Shipbuilding Industry Corporation
(“CSIC”).
3.

HEU is a China-based entity that has extensive ties to the Chinese People’s

Liberation Army (“PLA”) and Navy.
4.

CSIC develops, produces, and repairs military and commercial vessels, and related

products.
5.

China National Offshore Oil Company (“CNOOC”) is responsible for offshore oil

and gas exploration and exploitation in China.
6.

Linhai City is a City within Taizhou City, which is within Zhejiang Province,

China.
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7.

Defendant Taizhou CBM-Future New Material Science and Technology Co. Ltd.

(“CBMF”) is a China-based company.
8.

Defendant SHI is a naturalized U.S. citizen who resides in Houston, Texas, and had

ties to Houston-based oil firms, as described below. SHI is a graduate of HEU. SHI has previously
worked at the forerunner of CSIC where he was involved with the design of at least one PLA Navy
ship. In a resume current as of March 2016, SHI indicated that he was then-employed as an
overseas professor at HEU, and as a senior technical advisor at CSIC.
9.

CBM International, Inc. (“CBMI”) was established in March 2014, in Houston,

with CBMF as its only shareholder. The shareholders of CBMI were PRC-Person 1, a person
known to the grand jury, who was the president of CBMF and provided funding for CBMI’s
operations; PRC-Person 2, a person known to the grand jury; and SHI, who, based in Houston,
became President of CBMI.
10.

Kui BO is a Canadian citizen with a U.S. visa who has recently applied for U.S.

Legal Permanent Resident status. BO resides in the Dallas, Texas area. BO was an employee of
CBMI. At CBMI, Bo was involved in day-to-day operations.
11.

Samuel OGOE was born in Ghana and is a naturalized U.S. citizen. OGOE was

employed at CBMI until late 2015, when he became a contract employee. Previously, OGOE was
employed by a company (“Company A”) as a Materials Development Manager where he had
access to Company A proprietary and trade secret data beginning in or about 2008.
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12.

U.S. Person 1, who was a defendant in a previous indictment, is a U.S. citizen who

was employed as a Production Supervisor by Company A in Houston where he had access to
Company A proprietary and trade secret data beginning in or about 2007.
13.

Uka UCHE was born in Nigeria and is a naturalized U.S. citizen. UCHE was

employed by Company A in Houston where he worked as an Operations Systems Specialist and
had access to Company A proprietary and trade secret data beginning in or about 2008.
14.

Gang LIU is a Chinese citizen who had been present in the United States on a

student visa since 2008. As of February 2017, LIU was a U.S. permanent resident alien. LIU
previously worked for Company A as a Material Development Engineer and had access to
proprietary and trade secret data beginning in or about 2013. LIU was highly involved in the
research and development (“R&D”) at CBMF and CBMI.
15.

Hui HUANG is a Chinese national who lives in China. HUANG is an employee

of CBMF and is involved in many of the interactions and taskings to CBMI employees. HUANG
has traveled to the United States on numerous occasions during his employment with CBMF.
THE PRC’s GOAL OF BECOMING A MARINE POWER
16.

The PRC sets out a series of military, social and economic development initiatives

known as “Five-Year Plans” (“Plans”) to map out goals and guidelines for Chinese economic
development in various economic sectors for the following five-year period. Recent Plans have
included mandates for the development of the PRC’s marine industry. For example, the Twelfth
Five-Year Plan, governing 2011 to 2015, directed the PRC to expand marine engineering
equipment manufacturing, strengthen the R&D of critical marine technologies, and carry out trials
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of marine development in provinces including Zhejiang Province, which is just west of the East
China Sea. As part of the PRC’s Thirteenth Five-Year Plan, governing 2016-2020, the PRC
publicly declared its desire to become a strong maritime country as a national priority. MIIT
sought to promote the research and development of China’s marine equipment industry and realize
the country’s goal of becoming a “marine power” in the world. The PRC government tasked its
government ministries like MIIT, its state-owned enterprises (“SOE”s) and its territories to further
these goals and guidelines.
17.

As part of the Twelfth Five-Year Plan, the PRC’s MIIT coordinated many of the

efforts to make the PRC a marine power, including prioritizing the development of engineered
components of deepwater buoyancy materials for water depth ranging from 1,500-3,000 meters
below sea level. MIIT provided funds to Zhejiang Province in order that Zhejiang Province, which
includes Taizhou City, where CBMF is located, which includes the smaller division of Linhai City,
could further develop this goal.
18.

As demonstrated below, CBMF was tasked pursuant to the PRC’s Twelfth Five-

Year Plan to develop the PRC’s marine engineering equipment manufacturing capability,
including the underwater equipment referenced above, for the benefit of the PRC. In furtherance
of this PRC goal, CBMF stole the trade secrets of Company A, whose true name is substituted in
this indictment for purposes of confidentiality, in order to create a manufacturing facility in China
for the marine industry product known as syntactic foam.
19.

Syntactic foam consists of tiny hollow spheres suspended in an epoxy resin. The

combination of hollow spheres encased in epoxy creates a strong, light material ideal for a variety
of applications. Strength and other performance characteristics can be improved by chemical
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surface treatment of the spheres. Syntactic foam may be tailored for both commercial (including
drill riser buoyancy modules (“DRBM”) in oil exploration) and military use (including aerospace,
underwater, and stealth technology). Syntactic foam could include only microspheres, commonly
measured in microns, or be a composite of microspheres and slightly larger macrospheres
(typically having diameters from 4 millimeters to 40 millimeters).
CBMF’S RELATIONSHIP TO THE PRC AND PRC SOES
20.

CBMF was part of a “National Team of Marine Engineering” and a collaborative

innovation center with PRC-government entities, including SOEs HEU, CSIC, and CNOOC.
21.

The purpose of the National Team of Marine Engineering was to carry out joint

ventures in developing deep-sea buoyancy material, military insulation material, and new
lightweight composite design to advance PRC military and civilian interests.
22.

CBMF was closely tied to HEU in personnel, projects, and money: CBMF further

described itself as “taking advantage of HEU’s technical resources through science and technology
cooperation with military industry.” In 2015, CBMF reported it received more than half of its
research funds from state funding, and that its R&D team consisted almost entirely of individuals
from HEU, which also included Shan SHI.
23.

In 2013 and 2014, CBMF entered into numerous contracts with HEU and CSIC to

provide the above-referenced buoyancy materials.
THE ESTABLISHMENT OF CBMI TO DEVELOP SYNTACTIC FOAM
24.

CBMF’s efforts on developing a PRC-based manufacturing plant for syntactic foam

led to the development of its subsidiary, CBMI. SHI, the President of CBMI, recognized the value
of Houston as a potential source for the development of syntactic foam.
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25.

Company A was a multinational engineering firm whose business included the

development of syntactic foam. Company A’s corporate headquarters are in Sweden and it operates
a subsidiary in Houston. Company A developed, sold and shipped, and intended to develop, sell
and ship, syntactic foam in interstate and foreign commerce.
26.

The technology for creating syntactic foam was closely held by the dominant

producers and sellers of syntactic foam, including Company A, which developed advancements in
the technology through intensive and costly R&D over many years. Company A is one of the four
leading companies in the global syntactic foam market.
27.

The PRC, seeking to further develop the technology for the reasons described

above, provided funding to CBMF. Aware of the PRC’s national priority, and in order to bypass
the technical, expensive, and time-consuming R&D required to develop syntactic foam
themselves, the individuals named in this Indictment acquired Company A’s trade secrets relating
to syntactic foam, without the authorization of Company A. SHI, LIU, and other entities known
to the grand jury stole these trade secrets to benefit the PRC’s SOEs HEU, CNOOC, CSIC, and
Linhai City.
28.

By 2016, in line with the PRC’s goals, CBMF had a syntactic foam factory in

Taizhou, and was bidding for significant contracts with a product built from the labors of Company
A.
RELEVANT STATUTES
The Economic Espionage Act
29.

The Economic Espionage Act of 1996, which provides for the prosecution of

economic espionage and trade secret theft, is codified at 18 U.S.C. §§ 1831-1839.
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Money Laundering
30.

The Money Laundering Control Act of 1986, which provides for the prosecution

of money laundering, is codified at 18 U.S.C. § 1956.
COMPANY A TOOK STEPS TO PROTECT ITS TRADE SECRETS
31.

Company A has refined its syntactic foam design and development process over

time. The production of the spheres for syntactic foam is a complex manufacturing process and
Company A has continually improved its process over the past fifty years since its invention.
Through its technical expertise, experience, and continued R&D investment, Company A has
developed a process that afforded it a competitive advantage in the marketplace.
32.

Company A’s syntactic foam technology included, but was not limited to, the

following trade secrets, each of which, if stolen by a competitor could give that competitor an
unfair advantage:
A.

Trade Secret 1: Sphere Diameter Pressure and Density. Company

A’s technical innovation team worked on different formulations of resin for
different spheres, including the performance of each formula at different
depths and densities and the results of an experimental formula developed
by Company A. Company A began experimenting with the new formula in
2013 or 2014. The new formula was used by Company A to increase
strength while lowering the cost of producing the spheres.
B.

Trade Secret 2: Density Calculations. The density of different

10mm macrospheres, including the performance of specific spheres pulled
from a specific batch, was a Company A trade secret. Company A tested
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spheres for diameter and weight, with the results averaged to represent the
entire batch. Company A density calculations would provide a competitor
key information about the performance of a certain batch of Company A’s
macrospheres, and benchmarks to meet in the production of the
competitor’s macrospheres. Access to such density calculations at
Company A was password protected and restricted to a small number of
Company A employees.
C.

Trade Secret 3:

Standard Operating Procedures (“SOP”) for

Hydrostatic Pressure Testing. Company A’s SOP for hydrostatic testing,
which is a necessary quality control measure prior to selling the syntactic
foam product to customers was a trade secret.
D.

Trade Secret 4: Manufacturing Process Data Models. Information

developed by Company A regarding the number of coats on spheres and the
performance of these spheres at certain densities was a Company A trade
secret. Access to the models at Company A was password protected and
restricted to a small number of Company A employees.
E.

Trade Secret 5:

Theoretically Calculated Syntactic Foam

Formulation. A list of raw materials and various weights associated with
those materials, which could be used to make syntactic foam, was a
Company A trade secret. Access to this formulation at Company A was
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password protected and restricted to a small number of Company A
employees.
F.

Trade Secret 6: Macrosphere Rating & Cost. The costs for a newly

developed formula related to syntactic foam was a Company A trade secret.
Access to the macrosphere rating and cost information at Company A was
password protected and restricted to a small number of Company A
employees.
G.

Trade Secret 7: Raw Material Prices. The prices Company A paid

for various raw materials at certain volumes in 2014 was a Company A trade
secret. These prices were negotiated by Company A with its suppliers.
Access to raw materials pricing at Company A was password protected and
restricted to a small number of Company A employees.
33.

The trade secrets listed above were considered such by Company A and were

protected by Company A as confidential and proprietary information. Company A used a number
of reasonable measures to protect its trade secrets and its confidential proprietary information,
including, but not limited to:
A. Limiting visitor access to its facilities;
B. Requiring visitors to facilities to sign a confidentiality agreement;
C. Limiting its computer network to designated employees;
D. Limiting access to the network depending on work assignations;
E. Requiring that approval for “limited access” folders may only be granted by an
information technology administrator;
10

F. Mandating that new hires receive and sign non-competition agreements and
training regarding the protection of Company A trade secrets; and
G. Requiring employees to execute non-competition agreements upon termination
that included language not to divulge certain protected information, including
Company A trade secrets.
COUNT ONE
(Conspiracy to Steal and Convert a Trade Secret)
34.

The allegations in Paragraphs 1 through 33 of this Indictment are incorporated

and re-alleged by reference herein.
35.

Beginning on a date unknown to the Grand Jury but at least by, in or about

March 2012, and continuing until on or about May 23, 2017, in the District of Columbia,
and elsewhere, the defendants, SHI, HUANG, BO, LIU, OGOE, UCHE, CBMF, and
CBMI and others known to the grand jury did knowingly and willfully combine, conspire,
confederate, and agree with each other, and others known and unknown to the Grand Jury,
to commit the following offenses:
A.

With intent to convert a trade secret, that is related to or included in

a product that is produced for or placed in interstate and foreign commerce,
to the economic benefit of anyone other than the owner of the trade secret,
and intending and knowing that the offense will, injure any owner of that
trade secret, knowingly steal, and without authorization appropriate, take,
carry away, and conceal, and by fraud, artifice, and deception obtain such
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information, in violation of Title 18, United States

Code,

Section

1832(a)(1);
B.

With intent to convert a trade secret, that is related to or included in

a product that is produced for or placed in interstate and foreign commerce,
to the economic benefit of anyone other than the owner of the trade secret,
and intending and knowing that the offense will, injure any owner of that
trade secret, knowingly, and without authorization copy, duplicate, sketch,
draw, photograph, download, upload, alter, destroy, photocopy, replicate,
transmit, deliver, send, mail, communicate, and convey such information,
in violation of Title 18, United States Code, Section 1832(a)(2); and
C.

With intent to convert a trade secret, that is related to or included in

a product that is produced for or placed in interstate and foreign commerce,
to the economic benefit of anyone other than the owner thereof, and
intending and knowing that the offense will, injure any owner of that trade
secret, knowingly receive, buy, and possess such information, knowing the
same to have been stolen and appropriated, obtained, and converted without
authorization, in violation of Title 18, United States Code, Section
1832(a)(3).
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OBJECTS OF THE CONSPIRACY
36.

The objects of the conspiracy were:
A.

To appropriate trade secrets belonging to Company A for the benefit

of another other than Company A, knowing such appropriation would injure
Company A;
B.

To replicate trade secrets belonging to Company A for the benefit

of another other than Company A, knowing such replication would injure
Company A;
C.

To receive and possess trade secrets belonging to Company A for

the benefit of another other than Company A, knowing such receipt and
possession would injure Company A.
WAYS, MANNER AND MEANS OF THE CONSPIRACY
37.

Defendants SHI, BO, LIU, OGOE, UCHE, HUANG, CBMF, and CBMI, and

others both known and unknown to the grand jury, would and did carry out the conspiracy and
effect its unlawful objects, that is, the stealing, appropriation, taking, carrying away, and
concealing, and by fraud, artiface and deception; the copying, duplication, photographing,
downloading, uploading, altering, photocopying, replicating, transmitting, delivering, sending,
mailing, communicating, and conveying; and receiving, buying, and possessing the trade secrets
owned by Company A, through the following manner and means, among others:
A.

It was part of the conspiracy that members of the conspiracy, both known
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and unknown to the grand jury, created CBMI in the United States in order to
develop CBMF’s syntactic foam manufacturing ability in China.
B.

It was part of the conspiracy that members of the conspiracy, both known

and unknown to the grand jury, targeted current and former Company A employees
for hiring for the purpose of advancing CBMF’s capability to manufacture syntactic
foam.
C.

It was part of the conspiracy that members of the conspiracy, both known

and unknown to the grand jury, planned to steal the confidential and proprietary
information of Company A, including its trade secrets, by accessing information
taken by current and former Company A employees.
D.

It was further part of the conspiracy that members of the conspiracy, both

known and unknown to the grand jury, would acquire Company A trade secrets and
use them to promote CBMF and CBMI’s own syntactic foam and sphere
capabilities.
E.

It was further part of the conspiracy that members of the conspiracy, both

known and unknown to the grand jury, arranged for the transfer of approximately
$3.1 million from CBMF to CBMI to maintain CBMI’s operations and pay CBMI’s
employee salaries.
F.

It was further part of the conspiracy that Defendants SHI, BO, LIU, OGOE,

HUANG, CBMF, CBMI, and others both known and unknown to the grand jury,
understood that OGOE and LIU had executed severance agreements with Company
A in which OGOE and LIU had acknowledged the importance of proprietary
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information to Company A and agreed not to share any trade secrets of Company
A.
G.

It was further part of the conspiracy that SHI and others both known and

unknown to the grand jury coordinated the development and manufacture of
syntactic foam in order to benefit PRC’s SOEs, including HEU, CNOOC, and
CSIC, and Linhai City, by providing the technology and materials necessary to
fulfill the PRC’s goals.
OVERT ACTS
38.

In furtherance of the conspiracy, and to achieve the objects and purposes thereof,

the Defendants SHI, BO, LIU, OGOE, UCHE, HUANG, CBMF, CBMI, and others both known
and unknown to the grand jury, committed and caused to be committed the following overt acts,
among others, in the District of Columbia and elsewhere:
A.

Beginning on June 27, 2014, and continuing through at least May 15, 2017,

employees of CBMF sent Houston-based CBMI approximately 34 wire transfers
totaling approximately $3.1 million dollars. CBMF sent these wire transfers from
its account at the Bank of China to CBMI’s U.S.-based account at Bank of America,
ending in 6528, as follows:

Wire Amount

Transaction Date

Wired From

Wired To

6/27/2014

CBMF, China

CBMI, U.S.

$20,000.00

8/12/2014

CBMF, China

CBMI, U.S.

$120,000.00

9/23/2014

CBMF, China

CBMI, U.S.

$20,000.00

1/29/2015

CBMF, China

CBMI, U.S.

$100,000.00

4/1/2015

CBMF, China

CBMI, U.S.

$200,000.00

4/30/2015

CBMF, China

CBMI, U.S.

$150,000.00
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6/26/2015

CBMF, China

CBMI, U.S.

$60,000.00

7/20/2015

CBMF, China

CBMI, U.S.

$30,000.00

7/23/2015

CBMF, China

CBMI, U.S.

$170,000.00

9/14/2015

CBMF, China

CBMI, U.S.

$130,000.00

9/30/2015

CBMF, China

CBMI, U.S.

$70,000.00

11/4/2015

CBMF, China

CBMI, U.S.

$50,000.00

11/18/2015

CBMF, China

CBMI, U.S.

$150,000.00

12/4/2015

CBMF, China

CBMI, U.S.

$350,000.00

1/20/2016

CBMF, China

CBMI, U.S.

$80,000.00

2/3/2016

CBMF, China

CBMI, U.S.

$70,000.00

2/5/2016

CBMF, China

CBMI, U.S.

$70,000.00

3/14/2016

CBMF, China

CBMI, U.S.

$70,000.00

4/5/2016

CBMF, China

CBMI, U.S.

$20,000.00

4/11/2016

CBMF, China

CBMI, U.S.

$50,000.00

5/5/2016

CBMF, China

CBMI, U.S.

$70,000.00

6/1/2016

CBMF, China

CBMI, U.S.

$70,000.00

7/1/2016

CBMF, China

CBMI, U.S.

$100,000.00

8/2/2016

CBMF, China

CBMI, U.S.

$100,000.00

9/8/2016

CBMF, China

CBMI, U.S.

$70,000.00

10/14/2016

CBMF, China

CBMI, U.S.

$80,000.00

11/7/2016

CBMF, China

CBMI, U.S.

$69,985.00

12/7/2016

CBMF, China

CBMI, U.S.

$100,000.00

1/9/2017

CBMF, China

CBMI, U.S.

$100,000.00

2/6/2017

CBMF, China

CBMI, U.S.

$100,000.00

3/3/2017

CBMF, China

CBMI, U.S.

$100,000.00

4/7/2017

CBMF, China

CBMI, U.S.

$59,752.67

4/12/2017

CBMF, China

CBMI, U.S.

$40,000.00

5/15/2017

CBMF, China

CBMI, U.S.

$70,000.00

Total Transfers

$3,109,738.67

Transfer of Specific Trade Secrets
B.

On January 13, 2015, U.S. Person 1, an unindicted-coconspirator previously
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indicted, from his personal email account, emailed OGOE at OGOE’s CBMI
account the following information: “Sam Please see attach for helpful info.”
Attached to the email were seven files. One of the attachments was Trade Secret 1,
and one of the tabs included Company A’s logo and name.
C.

In or about January 2015, UCHE, from his Company A email account, sent

Trade Secret 2 to his personal email account.
D.

On or about January 14, 2015, UCHE, from his personal email account,

emailed OGOE at OGOE’s CBMI email account Trade Secret 2.
E.

In or about January 2015, OGOE removed Company A’s logo and name

from Trade Secret 1.
F.

On or about January 28, 2015, OGOE sent the revised Trade Secret 1 to

SHI.
G.

On or about January 30, 2015, UCHE sent an email from his personal email

account to OGOE at OGOE’s CBMI email account with the subject “Test
procedure.” Attached to the email was Trade Secret 3.
H.

On or about March 20, 2015, OGOE emailed SHI, BO, and another CBMI

employee, stating the 10mm carbon coated sphere densities for the hydrostatic burst
pressure test in China were attached. OGOE also noted the pressure test procedure
was attached for their review prior to sending them to China. The email had two
attachments, including a Word document titled “Hydrostatic Burst Pressure Test
Procedure,” and a spreadsheet titled “Sam-10 mm Carbon Density 3-20-15.” The
word document contained a summarized version of the contents of Trade Secret 3.
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I.

On or about March 21, 2015, BO forwarded OGOE’s March 20, 2015 email,

which contained a summarized version of the contents of Trade Secret 3, to
HUANG at CBMF in China.
J.

On or about March 23, 2015, SHI sent an email titled “Hydrostatic Burst

Pressure Test Procedure” to HUANG at CBMF in China and copied BO and U.S.
Person 2, an unindicted co-conspirator. The email attached two documents titled
“Hydrostatic Burst Pressure Test Procedure 10mm OD” and “Hydrostatic Burst
Pressure Test Procedure 4mm OD.” The attachments were substantially similar to
the Word document transmitted by OGOE on March 20, 2015, which contained a
summarized version of Trade Secret 3.
K.

On or about March 26, 2015, HUANG responded to the March 21, 2015

email, which contained the summarized version of Trade Secret 3, by emailing BO
and stating, “Attached is the pressure testing report for 10mm carbon coated
spheres.”
L.

On or about March 26, 2015, BO forwarded HUANG’s March 26, 2015

email, sent in the same email chain containing the summarized version of Trade
Secret 3, to OGOE.
M.

On or about April 21, 2015, HUANG sent an email to SHI and BO with the

results of testing 100 microspheres, stating only 20 of the microspheres passed the
test and asked to know the pressure requirements that should be applied in the test.
N.

On or about April 10, 2015, SHI, who owned another company, Company

B, and who was associated with another company, Company C, sent an email to his
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Company B email account. The subject of the email was “Confirm: Interview with
Shan SHI at [Company C] 04/09 (Thur) 10:30 am.” The email contained a forward
of a message from LIU, who had recently been laid off by Company A, to SHI’s
email account at Company C. In the original message, LIU introduced himself and
explained a friend referred him to U.S. Company C and SHI. LIU asked to confirm
the date/time of his interview at U.S. Company C. The email contained LIU’s
resume, which outlined LIU’s employment at Company A.
O.

On or about April 12, 2015, SHI, from his Company B email account,

emailed LIU to offer a full time job at Company B, in part to mask LIU’s
involvement with CBMI from the knowledge of Company A.
P.

On or about April 12, 2015, LIU accepted the offer to work at Company B.

Q.

On or about April 14, 2015, HUANG tasked SHI and BO via email

regarding the manufacture of syntactic foam.

The email, in part, stated, “I

need information regarding formula, preparation process and performance of the
syntactic materials.”
R.

On or about April 15, 2015, LIU, from his ODI email account, emailed

Trade Secret 4 to SHI at SHI’s CBMI account.
S.

On or about April 16, 2015, SHI, in response to LIU’s April 15, 2015 email,

emailed LIU at LIU’s Company B email account, asking that LIU “verify the
attached material.”
T.

On or about April 17, 2015, LIU, from his Company B email account, in

response to SHI’s April 16, 2015 email, emailed SHI Trade Secret 5.
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U.

On or about May 8, 2015, LIU, from his Company B email account, emailed

SHI, BO, and HUANG Trade Secret 6.
V.

On or about June 4, 2015, LIU emailed HUANG Trade Secret 7, stating,

“The attachment provides technical data of the raw materials and prices of part of
the raw material received by [Company A] for your reference.”
W.

On or about June 20, 2016, U.S. Person 2, an unindicted co-conspirator,

emailed CBMI’s accountant and instructed the accountant to “stop Gang LIU’s
[Company B] payroll from June 1 [2016]” because LIU was transferred to CBMI’s
system.
Marketing and Developing Military and PRC Uses
of CBMF Products
X.

On or about May 19, 2016, LIU emailed SHI and BO a PowerPoint

presentation, which outlined the military and civilian applications of buoyancy
material and asked for their edits.
Y.

On or about May 24, 2016, SHI emailed HUANG and U.S. Person 2, an

unindicted co-conspirator, a Word document which outlined CBMF’s “Outlook on
Composite Buoyancy Material Product in Military Application.”
Z.

On June 6, 2016, HUANG emailed LIU a CBMF PowerPoint presentation

stating that CBMF provided light composite materials usable for, among other
items, armor, and that CBMF products were suitable for naval vessels core
materials and island reef building, as well as for armored vehicles.
AA.

On or about July 5, 2015, U.S. Person 2, an unindicted co-conspirator, sent

an email to SHI and copied HUANG and LIU. The email was titled “Re: Deep
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water drilling riser buoyancy module product research and development program.”
The email attached a document laying out CBMF’s strategy regarding DRBM R&D
and noted CBMF’s goal to support the development of marine equipment for the
PRC’s next “Five-Year Plan.” The document announced in part that CBMF has
planned to design a set of a large deepwater hydrostatic pressure test systems that
matched the international advanced technology level within one year.
Use of Patents
BB.

On or about August 21, 2015, HUANG emailed SHI and U.S. Person 2, an

unindicted co-conspirator, questions regarding a sphere patent application.
HUANG suggested three options regarding the inventor. HUANG stated that
although the technical portion of the sphere originated from LIU, the patent office
thought LIU was not an appropriate choice because he was still within the period
of his non-compete clause period with Company A; therefore, it was against the
law. HUANG stated someone needed to explain this to LIU. The second choice
would be SHI or U.S. Person 2, and since they had no official contract with
Company A, the risk was manageable. The third choice would be HUANG as a
representative of Chinese staff.
CC.

On or about September 22, 2015, CBMF, with named inventors HUANG

and U.S. Person 2, an unindicted co-conspirator, applied for a patent with the State
Intellectual Property Office of the PRC.
Development of CBMF’s Factory
DD.

On or about September 16, 2015, OGOE traveled to China.
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EE.

On or about October 1, 2015, OGOE sent an email to BO titled “Greetings

from [CBMF] Factory.” OGOE asked how his colleagues in the United States were
doing and stated, “We are at the factory gladly working to get the task
accomplished.”
FF.

On or about October 17, 2016, SHI called U.S. Person 3 about CBMF. SHI

explained he had a factory in China that produces buoyancy material. SHI stated
the business was doing very well, and the competitors had died off. SHI stated they
were becoming a bigger company and said, “We standout and everybody come to
see us now to try to get cheap product.” SHI also stated he hired a whole bunch of
people in the United States that “really know how [to develop buoyancy material].”
Relationship with Company A
GG.

In or about the Fall of 2015, SHI sought to sell macrospheres to Company

A and entered into negotiations with employees of Company A.
HH.

In or about the Fall of 2015, SHI touted CBMF to Company A as a high

profile collaboration with the PRC Government.
II.

In or about the Fall of 2015, SHI also touted CBMF to Company A as

connected to HEU.
JJ.

In December of 2015, when Company A employees visited the CBMF

facility to further investigate whether to purchase macrospheres from CBMF, SHI
stated that CBMF was a high profile project for the PRC Government, that the PRC
Government had invested a lot in CBMF, and that China would not allow CBMF
to fail.
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KK.

On or about October 24, 2016, PRC-Person 1, an unindicted co-conspirator,

emailed SHI asking him to strengthen ties with Company A. PRC-Person 1 told
SHI to find out whether CBMF could sell the Company A foam balls and the micro
spheres, and they they need to know Company A’s moves in order to adjust
CBMF’s business strategy.
Rig Contract
LL.

In or about September or October of 2016, SHI traveled to China to present

CBMF’s technical capabilities to a CNOOC subsidiary, in response to a request for
proposal for repair of drill riser buoyancy modules on an oil rig (“Rig Contract”).
MM. On or about December 29, 2016, HUANG forwarded an email to SHI to
LIU, which was an email from the CNOOC subsidiary with technical blueprints for
the request for proposal, which included information that some of the foam needed
to be functional at depths of more than 1,000 meters with a density lighter than 561
kg/m3,
NN.

On or about January 18, 2017, after agents from the Department of

Commerce notified SHI about export law rules pertaining to syntactic foam, SHI
confirmed with BO that if the formula was outside of a certain range, they had to
apply for a permit to export the formula to the PRC.
OO.

On or about January 19, 2017, SHI informed the Department of Commerce

that he would study the email with BO, and would advise if there were any
questions, referencing an email SHI received from the Department of Commerce
providing attached export control information and stating that technology related
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to the development, production, or use of syntactic foam at specified levels would
require a license for export,
PP.

On or about between January 2017 and February 15, 2017, CBMF, CBMI,

SHI, LIU, and other members of the conspiracy, both known and unknown to the
grand jury, continued to work on the Rig Contract.
CBMI Bid
QQ.

On or about May 15, 2017, LIU provided to BO a list of projects that CBMI

had previously completed, including Autonomous Underwater Vehicle (“AUV”)
research for HEU, and other syntactic foam projects for CSIC and CNOOC. Line
1 of the list of projects was “AUV Research” for HEU.
RR.

On or about May 15, 2017, BO, SHI, and LIU submitted a CBMI bid on a

contract for the next generation of commercial Remote Operated Vehicles (“ROV”)
for U.S. Company D, a corporation.

CBMI’s bid included the previously

referenced list of projects that CBMF had completed. The contract required that the
ROVs had to attain depths of 4,000-6,000 meters and that the foam had to have a
density less than 550 kg/m3.
SS.

On or about May 22, 2017, Shi sent an email to HUANG, stating that CBMI

would be meeting to bid for the Company D project, and that CBMI had been asked
to provide testimonials or references from previous syntactic foam customers
referred to in the May 15, 2017 list of projects.
TT.

On or about May 23, 2017, SHI, LIU, and U.S. Person 4 traveled to

Washington, D.C. in order to present CBMI’s bid.
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UU.

On or about May 23, 2017, in the District of Columbia, SHI, LIU and U.S.

Person 4 provided a briefing of CBMF and CBMI’s capabilities to U.S. Company
E, an entity purporting to represent U.S. Company D, as part of CBMF and CBMI’s
bid for the U.S. Company D project.
VV.

On or about May 23, 2017, in the District of Columbia, during the briefing,

LIU and SHI discussed CBMF and CBMI’s previous projects. LIU stated the
project closest to the specifications requested by Company D was a deepwater
project for CNOOC that involved providing syntactic foam.
WW. On or about May 23, 2017, in the District of Columbia, during the
powerpoint presentation of previous projects, LIU noted a photo of steel buoys
containing syntactic foam produced by CBMF. LIU stated “I don’t know if we can
put it there [in the powerpoint], it’s military use.” When asked to clarify if LIU
meant the Chinese military, LIU laughed and said “skip it.” SHI stated “We try not
to work for the military.”
XX.

On or about May 23, 2017, HUANG sent to SHI photographs of the AUV

built for HEU and listed in line 1 of the list of projects, which appear to be related
to the project described in paragraph 38 QQ. A logo on the AUV is for KLSTND,
which is further described in paragraph 2.
(Conspiracy to Commit Theft of Trade Secrets, pursuant to Title 18, United States Code,
Section 1832(a)(5))
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COUNT TWO
(Conspiracy to Commit Economic Espionage)
39.

The allegations in Paragraphs 1 through 33, and 36 through 38 (including the Overt

Acts, and the Ways, Manners and Means) of this Indictment are incorporated and re-alleged by
reference herein.
40.

Beginning on a date unknown to the Grand Jury but at least by, in or about March

2012, and continuing until on or about May 23, 2017, in the District of Columbia, and elsewhere,
the defendants, SHI, LIU, CBMF, CBMI, and others both known and unknown to the grand jury
did knowingly and willfully combine, conspire, confederate, and agree with each other, and others
known and unknown to the Grand Jury, to commit the following offenses:
A.

Intending and knowing that the offense will benefit any foreign

government, foreign instrumentality, and foreign agent, knowingly steal, and
without authorization appropriate, take, carry away, and conceal, and by fraud,
artifice, and deception obtain a trade secret, in violation of Title 18, United States
Code, Section 1831(a)(1);
B.

Intending and knowing that the offense will benefit any foreign

government, foreign instrumentality, and foreign agent, knowingly, and without
authorization copy, duplicate, sketch, draw, photograph, download, upload, alter,
destroy, photocopy, replicate, transmit, deliver, send, mail, communicate, or
convey a trade secret in violation of Title 18, United States Code, Section
1831(a)(2); and
C.

Intending and knowing that the offense will benefit any foreign
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government, foreign instrumentality, and foreign agent, knowingly receive, buy, or
possess a trade secret, knowing the same to have been stolen or appropriated,
obtained, or converted without authorization, in violation of Title 18, United States
Code, Section 1831(a)(3).
(Conspiracy to Commit Economic Espionage, pursuant to Title 18, United States Code,
Section 1831(a)(5))
OBJECTS OF THE CONSPIRACY
41.

The objects of the conspiracy were:
A.

To appropriate trade secrets belonging to Company A for the benefit of the

PRC;
B.

To replicate trade secrets belonging to Company A for the benefit of the

PRC; and
C.

To receive and possess trade secrets belonging to Company A for the benefit

of the PRC.
COUNT THREE
(Conspiracy to Launder Monetary Instruments)
THE CONSPIRACY
42.

The allegations in Paragraphs 1 through 33, and 36 through 38 of Count One of this

Indictment, including the Overt Acts, and the Ways, Manner and Means, are incorporated and realleged by reference herein.
43.

Beginning as early as in or around 2014, the exact date being unknown to the Grand

Jury, and continuing through in or around May 2017, within the extraterritorial jurisdiction of the
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United States, the District of Columbia, and elsewhere, defendants SHAN SHI, CBMF, CBMI,
and others known to the grand jury did knowingly, combine, conspire, confederate and agree with
others, known and unknown to the Grand Jury, to violate Title 18, United States Code,
Section 1956(a)(2)(A), that is, to transport, transmit, and transfer and attempt to transport, transmit,
and transfer, monetary instruments and funds to or through a place in the United States from or
through a place outside the United States, that is, China, with the intent to promote the carrying on
of specified unlawful activities, that is, violations of 18 U.S.C. §§ 1831-1832 (relating to economic
espionage and theft of trade secrets).
THE OBJECTS OF THE CONSPIRACY
44.

The objects of the conspiracy were:
A.

to promote the co-conspirators’ illegal scheme; and

B.

to illegally enrich the co-conspirators.
MANNER AND MEANS OF THE CONSPIRACY

45.

The manner and means by which SHI, CBMF, CBMI, and other co-conspirators

sought to accomplish the objects of the conspiracy included, among others, the following:
A.

SHI, CBMF, CBMI, and others known and unknown to the grand jury

planned and acted outside of the United States to acquire U.S.-origin technology
from U.S. companies.
B.

SHI, CBMF, CBMI, and others known and unknown to the grand jury did

this by stealing trade secrets. Such technology was ultimately destined to the PRC.
C.

CBMF wired money from accounts outside the United States to accounts of

CBMI inside the United States, to promote this scheme.

28

46.

It was part of the conspiracy that SHI, CBMF, CBMI, and other co-conspirators

known and known to the grand jury engaged in illegal financial transactions totaling at least
$3,109,738.67 involving the above-identified criminally-derived property, by wiring funds into
the United States to promote the theft of trade secrets. The list of transactions at paragraph 38 a)
are incorporated herein.
(Conspiracy to Launder Monetary Instruments, in violation of Title 18, United States Code,
Section 1956(h).)
FORFEITURE ALLEGATION
1.

Upon conviction of either offense alleged in Count One or Count Two, the

defendants shall forfeit to the United States: (a) any article, the making or trafficking of which is
prohibited by 18 U.S.C. §§ 1831, 1832, (b) any property used, or intended to be used, in any
manner or part to commit or facilitate the commission of the offense alleged in Count One or Count
Two; and (c) any property constituting or derived from any proceeds obtained directly or indirectly
as a result of the commission of the offense alleged in Count One or Count Two, pursuant to 18
U.S.C. § 2323; and (d) any property, real or personal, which constitutes or is derived from proceeds
traceable to these offenses, pursuant to 18 U.S.C. § 981(a)(1)(C) and 28 U.S.C. § 2461(c). The
United States will also seek a forfeiture money judgment against the defendants of at least
$3,109,738.67.
2.

Upon conviction of the offense alleged in Count Three, the defendants shall forfeit

to the United States any property, real or personal, involved in such offense, or any property
traceable to such property, pursuant to 18 U.S.C. § 982(a)(1). The United States will also seek a
forfeiture money judgment against the defendant of at least $3,109,738.67.4. The Grand Jury finds
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by probable cause that the following specific properties are subject to forfeiture upon conviction
of the offense alleged in Counts One through Three:
A.

real property located at 7 Buckingham Court, Houston, Texas, with all

appurtenances, improvements, and attachments thereon, and is more fully described
as: Lot 7, of Buckingham Court, a subdivision in Harris County, Texas, according
to the map and plat thereof, recorded in Film Code No. 347064 of the map records
of Harris County, Texas;
B.

real property located at 13601 Farm To Market 529, Houston, Texas, with

all appurtenances, improvements, and attachments thereon, and is more fully
described as – a tract of land containing 2.5727 acres of land (112,067 sq.ft.) out of
the Charles Scarbrough survey, Abstract No. 718, being a portion of a 4.000 acre
tract of land as recorded under Harris County Clerk’s file No. (CCFN)
20100135228 of the official public records of Harris County, Texas;

3.

C.

any and all funds in Bank of America account 586035464818;

D.

any and all funds in Bank of America account 586033253050; and

E.

any and all funds in Bank of America account 586033316528.

If any of the property described above as being subject to forfeiture, as a result of

any act or omission of the defendant:
A.

cannot be located upon the exercise of due diligence;

B.

has been transferred or sold to, or deposited with, a third party;

C.

has been placed beyond the jurisdiction of the Court;

D.

has been substantially diminished in value; or
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E.

has been commingled with other property that cannot be divided without

difficulty;
the defendant shall forfei t to the United States any other property of the defendant, up to the value
of the property described above, pursuant to 21 U.S .C. § 853(p).
(Criminal Forfeiture, pursuant to Title I 8, United States Code, Sections 981 (a)( l )(C), 982, and
2323; Title 21 , United States Code, Section 853(p); and Title 28, United States Code, Section
2461(c).)
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