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This Operational Information Document is published by the National Emergency Number 37 

Association (NENA) as an information source for the voluntary use of communication centers and is 38 

provided as information pursuant to research conducted by NENA on behalf of its membership. 39 

NENA reserves the right to revise this document for any reason including, but not limited to, 40 

conformity with criteria, advances in technology, or standards promulgated by various regulatory 41 

agencies, and utilization of advances in the state of operational techniques or services described 42 

herein. 43 

It is possible that certain federal, state or local regulations may restrict or require modification of the 44 

recommendations and strategies contained in this document.  Therefore, this document should not be 45 

the only source of information used.  NENA members are advised to contact their agency’s legal 46 

counsel to ensure compatibility with local requirements. 47 

By using this document, the user agrees that NENA will have no liability for any consequential, 48 

incidental, special, or punitive damages arising from use of the document.  49 
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may be submitted to: 51 
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202.466.4911  55 
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1 Executive Overview 162 

This document contains a variety of strategies, points for consideration, and other operational 163 

guidance related to Wide Area and/or Statewide Emergency Notification Systems (WA/S ENS).  164 

Used hereafter, the terms Wide Area Notification, Statewide Emergency Notification, and Large 165 

Area Emergency Notification are used interchangeably.   166 

NENA received information from commercial vendors and practicing members regarding what was 167 

believed a “serious disconnect” between what public safety agencies were seeking to purchase and 168 

the intended/eventual use of a wide area/statewide emergency notification system.  In some instances 169 

the solicitation generated by the requesting agency would contradict the end-purpose for which the 170 

purchased solution was eventually used.  Understandably, the end results were less than desirable 171 

and, in some cases, resulted in threats of lawsuits, non-response by vendors to solicitations, loss of 172 

jobs, wasted resources, and other negative (unintended) effects. 173 

Because of NENA’s success in establishing operational standards for Emergency Telephone 174 

Notification Systems (ETNS) and the positive comments received about the ETNS Standards 175 

Document
1
, NENA agreed to form a working group to research the issues related to wide 176 

area/statewide emergency notification systems and, where appropriate, make cogent 177 

comments/suggestions in the form of an operational information document.  A working group was 178 

formed and assigned a specific charge of responsibility. 179 

Charge of Responsibility  180 

The WA/S ENS Working Group was charged with examining the issues, differences, challenges and 181 

requirements of statewide and/or wide area emergency notification systems.  The eighteen (18) 182 

members of the working group have over 300 years collective experience in their respective fields, 183 

and included representatives from the private sector, commercial public safety vendors, 184 

communications consultants, and public safety/emergency communications practitioners.  To that 185 

end, the following action items were assigned to the working group: 186 

1. Review existing NENA Standards on ENS systems and understand clearly what these 187 

systems capabilities and limitations are. 188 

2. Define the differences between mass emergency notification systems, first responder 189 

notification systems, and large area emergency notification systems.   190 

3. Define what a mass emergency notification system, first responder system, and large area 191 

emergency systems should do and with whom (or what) they should communicate.  192 

4. Define general functional requirements for each of the above systems. 193 

5. Define general management/oversight requirements for the above systems. 194 

6. Define roles and responsibilities of vendors and local, regional or state-level emergency 195 

management personnel. 196 

                                                 
1  NENA issued the national standards document “Operational Standards and Model 

Recommendations for Emergency Telephone Notification Systems” in June 2004.  The document was 

produced by the Emergency Telephone Notification Systems Working Group of the Standard Operating 

Procedures Committee of the National 9-1-1 Operations Committee (Chair – Bill Weaver). 
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7. Offer other guidance as may be appropriate. 197 

The end product is this comprehensive Operational Information Document (OID) that addresses 198 

several major issues related to emergency notification systems, including but not limited to, the 199 

following: 200 

 PSAP management’s responsibility with regard to data acquisition, operations, 201 

administration and management of an ENS system (in all forms – see Section 3.4 of this 202 

document); 203 

 Raises the critical and essential issue of ENS database accuracy and identifies the five (5) 204 

general sources of ENS data (telephone number and geo-coded mapping systems); 205 

 Provides on-point guidance to the practitioner or public safety professional charged with 206 

developing technical and functional requirements for ENS systems; and  207 

 General guidance on other issues deemed important by the Working Group’s members to 208 

the successful acquisition, implementation, and management of an ENS system. 209 

Support for Development of Solicitation Document(s)  210 

This document is intended to be used as a guide for the public safety community by providing on-211 

point guidance to professional practitioners as they develop system requirements, draft solicitation 212 

documents, and accurately and concisely specify the intended use(s) of an emergency notification 213 

system. 214 

It is also the goal of this OID to add to the body of knowledge related to emergency notification 215 

capabilities and facilitate the most expeditious, effective notification response regardless of the 216 

intended use(s) of the delivered system.   217 

218 
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2 Introduction 219 

2.1 Purpose and Scope of Document 220 

This document is intended to be an informative guide and resource for the public and private sector 221 

members of the National Emergency Number Association (NENA) in understanding the nuances and 222 

challenges of wide area/large area emergency notification systems and their various uses.  It serves to 223 

provide information on the differences in the range of these increasingly popular emergency 224 

notification systems as a key public safety, emergency communications and emergency management 225 

information tool.  It is also intended to provide substantive information on the goals and objectives 226 

of these systems, and the importance of clearly understanding how these systems may be used, as 227 

well as identify (often) overlooked responsibilities of the host agency/system administrator in 228 

appropriately specifying, using and managing these systems. 229 

2.2 Reason to Implement 230 

This Operations Information Document (OID) is targeted at Wide Area/Statewide Emergency 231 

Notification Systems.  It details a wide range of recommended operational and procedural issues 232 

deemed necessary for: 233 

 Effective communication of the intended purpose of the emergency notification 234 

system being specified by the public safety answering point (PSAP) or other 235 

authorized public safety, emergency response or emergency management agency. 236 

 Provides appropriate guidance to the public safety professional regarding the 237 

establishment of effective operations, support and management oversight of these 238 

systems. 239 

 Establishes appropriate expectations regarding the range of technical and functional 240 

requirements of these systems and the need to communicate clearly how these 241 

systems will be used, what other applications or systems they must interact with, and 242 

other key issues discussed in this document. 243 

The information found in this document is intended to provide a basis for 1) self-assessment and 2) 244 

constructive guidance to emergency response professionals in all forms, public and private.  Further, 245 

the intent of the information is to assist the communications professional in establishing the criteria 246 

for the responsible and effective use of wide area/large area emergency notification systems as they 247 

relate to an emergency response center’s day-to-day operations (PSAP, EOC, Command/Fusion 248 

Center, etc.). 249 

2.3 Reason for Reissue 250 

NENA reserves the right to modify the document at any time.  Whenever it is reissued, the reason(s) 251 

will be provided in this section of the document.  252 

Document Number Approval Date Reason For Changes 

NENA 56-503 06/06/2006 Initial Document 

NENA 56-503.1 07/24/2015 Update web page links 

253 



NENA Wide Area/Statewide  

Emergency Notification Systems 

Operational Information Document 
NENA 56-503, June 6, 2006 

 

 

Page 9  

Recommendation for Standards Development Work 254 

No recommendation is made to develop operational standards pursuant to the issuance of this 255 

Operational Information Document.   256 

2.4 Benefits 257 

The most immediate benefit to the public safety community is clear communications between the 258 

intended user of the system(s) and those in the industry that develop, market, manufacture, and 259 

implement emergency notification systems in all its varieties.  Secondary benefits include more 260 

efficient use of time and energy by those charged with developing system, user and operational 261 

requirements and clearly articulating functional and intended use characteristics of the desired 262 

system. 263 

2.5 Cost Factors 264 

No additional financial burdens on PSAPs are anticipated as a result of information provided in this 265 

Operational Information Document.   266 

2.6 Acronyms/Abbreviations   267 

Some acronyms/abbreviations used in this document have not yet been included in the National 268 

Emergency Number Association’s Master Glossary. After initial approval of this document, they will 269 

be included. Link to the master glossary is located at http://www.nena.org/?page=Glossary. 270 

The following Acronyms are used in this document: 

WAENS Wide Area Emergency Notification System 

LAENS  Large Area Emergency Notification System  

 271 

272 

http://www.nena.org/?page=Glossary
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3 Operational Description  273 

NENA Wide Area/Statewide Emergency Notification Systems Working Group  274 

The WA/S ENS Working Group was charged with examining the issues, differences, challenges and 275 

requirements of statewide and/or wide area emergency notification systems.  To that end, this 276 

Operational Information Document (OID) was developed by a team of public and private sector 277 

emergency communications professionals who, collectively, have over 300 years’ experience in their 278 

respective fields.  The document, issued primarily as an information resource for public safety 279 

practitioners, has at its base the goal of providing on-point guidance to emergency communications, 280 

public safety and emergency management peers in four (4) key areas: 281 

Goal Purpose 

1.  What is the PURPOSE of the system What is the CORE INTENT of the system 

being specified? What must it DO? 

 

Community alert / notification, mass 

notification, first responder coordination, or a 

combination of the above 

2.  HOW does it accomplish its purpose What TOOLS, TECHNOLOGIES and 

TECHNIQUES are used by the system to 

achieve its intended purpose?  

 

Telephone communications (traditional/VoIP) 

mobile data, dynamic message signs, IP-

messaging, email, commercial broadcast 

media, or a combination of the above 

3.  Who is the RECIPIENT Who is the TARGET AUDIENCE (s)? 

 

Community residents, first responders, 

geographically dispersed contacts, special 

needs personnel, etc. 

4.  How are they TARGETED What MECHANISM (s) is/are used to 

identify potential recipients? 

 

9-1-1 database data2, user compiled lists, third 

party sources or extracts, map-linked data or a 

combination of the above. 

 282 

Though there are clearly other issues to consider, once the above goals are thoughtfully, completely, 283 

and appropriately addressed, the likelihood that a PSAP administrator will be successful in obtaining 284 

                                                 
2  Unless otherwise indicated, the term “9-1-1” is intended to mean Enhanced 9-1-1 systems. 
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an ENS system to meet his/her agency’s emergency notification objectives increases substantially.  285 

The remainder of this document supports that purpose. 286 

3.1 Emergency Notification System Defined  287 

An emergency notification system is a communications system designed to deliver information 288 

(action or knowledge related) regarding a public safety, public service or emergency management 289 

event.  Message recipients may include first responder staff from multiple jurisdictions, residents 290 

living in a small segment of a neighborhood/community or an entire county, motorists traveling on 291 

freeways or major thoroughfares
3
, or, quite simply, almost anyone anywhere. 292 

For the purpose of this OID, emergency notification systems are confined to communications 293 

systems that use verbal and written (text) information to communicate with intended recipients. 294 

3.2 This Operational Information Document’s Primary Goal 295 

The primary goal of this OID is, to the extent possible, to provide appropriate guidance to the public 296 

safety practitioner/emergency management professional as he/she specifies the intended use of an 297 

emergency notification system.  Then, having clearly established the intended use, appropriately 298 

specify functional and technical requirements of the desired system so that responsible vendors may 299 

match their system’s capabilities (current and planned) to the agency’s specified needs.   300 

3.3 Potential Emergency Notification Delivery Methodologies  301 

Literally every type of communications medium can be used to deliver emergency messages.  Some 302 

messages are necessarily brief because of the method employed and the activity of the recipient, such 303 

as dynamic message signs on freeways.  The message must take into account the speed of the driver 304 

and the fact that the driver must pay attention to the road.  Other messages can be detailed as 305 

necessary, such as email and Internet postings.  Finally, still others can be somewhere in between. 306 

An example is a voice (telephone) message:  Too much information overloads the recipient, and can 307 

cause the recipient to make an incorrect decision or take an improper action.  The intent is to deliver 308 

the core message as clearly and succinctly as possible, with enough detail for the recipient to take 309 

appropriate action or take the recommended/suggested action.   310 

Finally, an alternative to extensive telephone messages is to provide a message recipient with a 311 

“bulletin board” location (website or telephone number) where he/she can choose to retrieve 312 

additional information
4
, if desired.   313 

                                                 
3  These dynamic message system (DMS) signs are typically operated by state departments of 

transportation, and would not interface directly to an emergency notification system.  The preferred 

notification methodology would be to include state DOT personnel in a “first responder” notification path.  

Depending on the need and event, state DOT personnel would decide if activation of dynamic message signs 

would be appropriate. 

 
4  See Section 5.14: Optional Dedicated Referral Line for additional information. 
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3.4 Potential Uses of an Emergency Notification System  314 

There are many potential uses for an emergency notification system, just as there are many 315 

methodologies for the delivery of an emergency notification message.  Ultimately, the requirements 316 

issued for the proposed system are unquestionably linked to how well the agency representative (or 317 

consultant) defines the uses for which the system could be deployed.  The following is a short list of 318 

potential uses: 319 

3.4.1 First Responder Notification 320 

First responder notification systems are communication systems designed to alert first responder 321 

personnel, traditionally local police, fire and emergency medical services of an emergency event 322 

using one of many available methods.  First responder notification systems allow for the coordinated 323 

notification of multiple field resources (on and off duty personnel), and may include staff from 324 

multiple jurisdictions that either: 325 

1. Share communications resources and are able to alert multiple jurisdictions 326 

simultaneously using a common communications medium (i.e., trunked radio system, 327 

shared radio channel, common mobile data), or  328 

2. Have access to communications technologies that allow notification of first responder 329 

personnel by other than radio communications (i.e., alpha-numeric pager, digital 330 

phone, PDA, email, auto-dialers, statewide messaging systems like NLETS). 331 

NOTE: 332 

Typically, first responder notification systems allow for greater control of data sets, and message 333 

delivery to a more diverse array of communications devices.  The data collected should be classified 334 

as persistent data and would be collected and managed by the system administrator or PSAP 335 

manager
5
.   336 

3.4.2 Emergency Alert System  337 

National Emergency Alert System - Formerly the Emergency Broadcast System, the national 338 

Emergency Alert System (EAS) is designed to provide the President of the United States with a 339 

means to address the American people in the event of a national emergency. Through the EAS 340 

system, the President would have access to thousands of broadcast stations, cable systems and 341 

participating satellite programmers to transmit a (emergency) message to the public.  342 

The EAS and its predecessors, CONELRAD and the Emergency Broadcast System (EBS), have 343 

never been activated for this purpose. But beginning in 1963, the President permitted state and local 344 

level emergency information to be transmitted using the EBS.  See 345 

https://www.fcc.gov/guides/emergency-alert-system-eas for additional information on EAS systems. 346 

Local EAS Systems - A locally managed emergency alert system uses different locally available 347 

media to communicate important public safety, public service or emergency management messages 348 

                                                 
5  See Section 5.3: Persistent Data for additional information. 
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to the public.  Common media includes, but is not limited to, telephone communications, email, 349 

alphanumeric pagers, dynamic message signs (also called changeable message signs), Internet, and 350 

commercial radio and television broadcasting spectrum.   351 

3.4.3 Emergency Notification System  352 

Emergency (telephone) notification systems are most commonly used for high-volume notification of 353 

the public based on the need to distribute time-sensitive/critical information rapidly by calling the 354 

recipient’s landline or wireless phone.  Notification targeting can also be based on a specific 355 

geographically linked dataset (e.g. ZIP codes, physical streets, proximity from a certain point).  356 

Emergency notification systems are communication systems designed to notify local community 357 

recipients of an emergency event using one of many methods to deliver messages (telephone, 358 

Internet, email, etc), though traditionally the telephone is the preferred and most often used method.  359 

Message recipients may include population centers and community residents living in a projected or 360 

targeted geographical area.  Generally, notifications are made using voice communications and 361 

include VoIP and conventional telephone resources (dedicated or pooled, premise based or off-site).  362 

Some systems may be integrated with custom developed and/or locally managed databases that 363 

deliver information to a wide range of devices and recipients (PDA, email accounts
6
, cell phones

7
, 364 

digital pager, web sites, landline telephone numbers, etc). Finally, ENS systems may also be 365 

integrated with digital mapping technology that, using map tools, allows the user to draw a polygon 366 

around an area on the map, collect phone numbers associated with residences and businesses in the 367 

target area, and initiate the notification process. 368 

Some systems allow for one-way delivery of information only, other systems may support 369 

acknowledgement by the recipient via interactive voice response (IVR).  The intent is to deliver 370 

actionable information to target area recipients to be aware of, look out for, or take some kind of 371 

action (close windows, stay inside, shelter in place, etc) in response to some emergency, public 372 

safety or public service event. 373 

3.4.4 Mass Notification Systems  374 

Mass notification systems are emergency notification systems designed to notify a large number of 375 

people (e.g., thousands, tens and hundreds of thousands), usually in a large / wide area of an 376 

emergency event using one of many methods to deliver communications (telephone, Internet, email, 377 

message displays, etc).  Typically, message recipients are residents in a large targeted area, such as 378 

                                                 
6  The delivery of emergency notification system messages to individual/corporate email accounts and 

wireless (cellular) telephones is typically dependent on a citizen providing that data to the public safety 

agency for inclusion in an emergency notification database (i.e., persistent data).  It would be the 

responsibility of the PSAP manager or system administrator to ensure both email data and cellular phone 

number databases are properly maintained and kept current. 

 
7  Ibid. 
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population centers involving large urban areas, multiple counties or large metropolitan areas, where 379 

immediate delivery of an emergency message is the primary objective: 380 

1. Alert information (i.e., Amber alert),  381 

2. Emergency information (i.e., evacuate), or  382 

3. Actionable information (i.e., stay inside/close windows)  383 

In general, mass notification systems are (usually) not integrated with digital mapping technology.  384 

Instead, the system relies on prepared and ad hoc databases (including residential and business phone 385 

numbers, digital pagers, email accounts, LAN/WAN networks) to relay information.  Dynamic 386 

message signs may also be used to communicate specific information of importance (evacuation 387 

route, Amber alert, etc.).
8
 388 

Other key points to consider when specifying capabilities of mass notification systems include: 389 

1. The maximum area possible for which an emergency notification event would apply 390 

(multiple counties, quadrants of a state, the entire state),  391 

2. The resources to which the mass notification system has access (telephone lines, T-1, 392 

LAN/WAN, etc),  393 

3. The databases(s) used for the outgoing message delivery (email, telephone numbers, etc), 394 

4. The number of agencies involved and their communications capabilities and limitations 395 

(i.e., as in First Responder Notification), and 396 

5. The delivery methodology envisioned (radio communications, telephone, Internet, etc. 
9
), 397 

and 398 

6. The scalability of the system to allow for local agencies (i.e., PSAPs, 9-1-1 Networks) to 399 

provide notifications to their constituents only, while allowing County and/or State 400 

agencies to deliver notifications to multiple and/or all jurisdictions within its direct 401 

responsibility.
10

 402 

                                                 
8  Mass notification systems, particularly those at the state level, usually fall under the domain of the 

state department of emergency management.  These specialized divisions may be subordinate units of state 

police agencies, or may report directly into a highly visible state official’s office (i.e., Governor). 

  
9   Although not addressed as a technology within this document, obviously commercial television and 

associated news broadcasts are also commonly used methods for Mass Notification. 

 
10  Mass notification systems, particularly those at the state level, usually fall under the domain of the 

state department of emergency management (or homeland security).  These specialized divisions may be 

subordinate units of state police agencies, or may report directly into a highly visible state official’s office 

(i.e., Governor). 
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3.5 Emergency Notification System Configurations  403 

It is important for the system administrator to understand that – in general – there are two 404 

configurations of ENS systems.  Both have advantages and disadvantages, good points and bad ones.  405 

The following provides very basic information on the two most common configurations: 406 

1. Premise-based:  Stand-alone PSAP based equipment.  Like other locally installed CPE 407 

equipment, these are usually seat-based licenses serving a defined geographical area.  408 

Database maintenance is (generally) the responsibility of the PSAP, unless professional 409 

services contracts dictate otherwise. The PSAP would be responsible for resources 410 

needed to support the volume of calls anticipated.  Telephone circuits, toll charges, 411 

database updates and other associated costs with owning, operating and maintaining a 412 

system would apply.  413 

2. Off-Premise:   Usually a network-based solution.  Services delivered to the PSAP are 414 

articulated in the contracted provider’s service level agreement (SLA) and may include 415 

supplier and customer responsibilities, applicable fee structures for database updates 416 

(usually by number of records), frequency of updates, toll charges, monthly recurring 417 

fees, activation fees and other applicable charges (annual maintenance fees, software 418 

updates, feature enhancements, etc). 419 

420 
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4 System Administration 421 

This section describes the major system administration issues one should consider when specifying or 422 

purchasing an Emergency Notification System.  The information provided is not an exhaustive list 423 

and local system administration personnel should perform an assessment of their individual needs and 424 

capabilities and incorporate them into any procurement document(s) issued (e.g., RFI/RFP/RFQ). 425 

4.1 Management’s Responsibility 426 

It is the sole responsibility of management to provide staff with appropriate guidance on the use of 427 

any agency provided system used to support operations, including emergency notification systems.  428 

Regardless of the use, it is the responsibility of the PSAP administrator (or network administrator) to 429 

provide effective guidance in using, managing and maintaining an ENS system.  For detailed 430 

information on standards and model recommendations regarding proper administration and 431 

management of emergency (telephone) notification systems, see NENA Operational Standards 432 

Document 56-003 (June 2004). 
11

 433 

4.2 Written Procedures Required 434 

The intent is to provide guidance on the appropriate use of the agency’s emergency notification 435 

system.  These procedures should be developed in consultation with others responsible for public 436 

safety/emergency management/emergency response matters within the community (i.e. emergency 437 

management, public health, public safety). 438 

4.3 Authorized Use Defined 439 

The intent is for the system administrator to define appropriate use of an emergency notification 440 

system.  Generally, emergency notification systems should not be used for political events of any kind 441 

or any other non-emergency/non-public safety related announcement that would not be considered a 442 

potential threat to life, property or public safety (e.g.., “get out the vote” campaigns).  ENS systems 443 

that use BESP-ANI/ALI 9-1-1 data for public safety emergency notifications of telephone subscribers 444 

may similarly be limited by statutes/rules of state regulatory agencies as noted in standard 3.3.4 of 445 

NENA OSD 56-003. 446 

4.4 Authorized Activation Required 447 

The intent is to ensure that PSAP managers or system administrators designate in writing personnel 448 

authorized to activate the agency's emergency notification system.  Personnel authorized to activate 449 

their agency's ENS system should take appropriate safeguards to protect system and user passwords, 450 

system security, and prevent any unauthorized use of the system. 451 

 452 

 453 

                                                 
11  See http://www.nena.org/?page=Std_EmergNotificat for more information. 
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4.5 Acquisition of ENS Data 454 

As with any system, the source, reliability and update frequency of ENS data is critically important.  455 

What follows is a brief commentary on the five (4) most common sources of ENS data.  The value of 456 

developing and administering a public education program in conjunction with these data sources 457 

cannot be overlooked.  See Section 4.19 for additional information on Public Education Campaigns: 458 

 9-1-1 Data: 459 

The source of this data should be the targeted PSAP(s) MSAG database with regular updates 460 

to the database from the serving telephone company or 9-1-1 database provider.  This also 461 

includes most recent updates to geo-coded mapping information (See Section 4.11) and 462 

telephone number data.  463 

 Third Party Sources: 464 

These include mailing list distributors, the White Pages, and other commercially collected 465 

data sources. Key concerns should include the accuracy of the database, how often the third 466 

party provider updates their data sources, and how often the local ENS database is updated 467 

with new, accurate data. 468 

 Local/National Opt In/Opt Out Lists: 469 

These are usually web-based applications that allow a customer to enter their telephone 470 

number(s) for inclusion/exclusion into a locally managed emergency notification system.  The 471 

process can also be as simple as leaving complete contact information on an “answering 472 

machine” set aside to collect participant information.  Regardless of the method used to 473 

collect the data, the collection, update and maintenance of this information is the 474 

responsibility of the PSAP or system administrator (see Persistent Data). 475 

 PSAP Collected Data: 476 

This includes any data collected by the PSAP and used by the system administrator for the 477 

purpose of emergency notification or other official use.  It is the PSAPs responsibility to 478 

establish processes to collect and validate the information they receive is accurate (see 479 

Persistent Data). 480 

 Voice over Internet Protocol (VoIP) and Wireless: 481 

Nomadic VoIP and Wireless telephone number data sources would include those made 482 

available from 1) third party sources and/or 2) PSAP collected data.  Until such time that 483 

nomadic VoIP 9-1-1 data becomes part of the standard ALI database updates
12

, other reliable 484 

sources of the data must be explored by the PSAP (i.e., VoIP service provider - VSP).  If used 485 

as a notification data source, wireless data would have to be collected by the PSAP from 486 

individual subscribers in their community or targeted ENS service areas (see Section 5.3 487 

Persistent Data). 488 

                                                 
12  Static VoIP services data, such as Time Warner, are part of standard ALI database updates; whereas 

Nomadic VoIP services, such as Vonage, provision the location information dynamically at the time of the 

call. 
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4.6 Accurate Telephone Number Database 489 

Unless specifically prohibited by state law, the data comprising the outbound telephone number 490 

database should have its origins from the region’s 9-1-1 database. Only 9-1-1 databases provide 491 

access to non-published / unlisted numbers that comprise about 30% of all telephone subscribers 492 

nationally. By extension, NENA believes it is clearly unacceptable to be unable to notify 30% of a 493 

given population in an affected area because of database accuracy issues.  494 

Moreover, such 9-1-1 databases are most likely to reflect most recent updates and changes thereby 495 

reaching a higher percentage of telephone subscribers.
13

 Agencies are encouraged to contact and 496 

work with their local telephone service provider(s) to obtain regular, timely updates to their 497 

outbound ENS database.
14

   498 

The PSAP administrator should consider the value of requiring of the system vendor or database 499 

provider the following with regard to telephone number data: 500 

1. A method of comparing the level of accuracy of the available telephone number data in the 501 

on-site ENS system against the current 9-1-1 database with results shown in percent of 502 

telephone number records judged as accurate (e.g., 98%), along with a listing of those records 503 

that are not correct with the corresponding correct information for each record. 504 

2. A method of manually updating incorrect telephone number records in the ENS system with 505 

corrected telephone numbers from the 9-1-1 database (or other reliable source).  506 

3. A report on the total number of telephone records in the system database and the total number 507 

of records in the current 9-1-1 database for the PSAP’s service area. 508 

4. A proposed fee structure(s) for updating ENS system telephone number data with the vendor’s 509 

or telephone company’s most recent 9-1-1 telephone number information (along with a 510 

recommended update frequency).   511 

NOTE: 512 

The process of comparing an ENS system’s outbound calling number database to an area’s 9-1-1 513 

telephone number database can be a significant undertaking.  PSAP administrators should keep this 514 

in mind when considering this issue. 515 

The data that comprises the “first responder” data subset would be created and maintained by the 516 

PSAP (or other administrative agency) and would not be created from external data sources (i.e., 9-1-517 

                                                 
13  It is important to note that as subscribers change from traditional wireline services to nomadic VoIP 

services, previously issued wireline telephone numbers are deleted from the 9-1-1 database.   Over time, 

notification coverage could be reduced unless nomadic VoIP data is separately collected and merged into an 

amalgamated ENS database. 

 
14  Some have interpreted the Wireless Communications Act of 1999 as authorizing the use of 9-1-1 

database information for the purposes of emergency notification services (e.g., to providers of information or 

database management services solely for purposes of assisting in the delivery of emergency services in 

response to an emergency.)   See http://www.fcc.gov/911/basic/releases.html for additional information. 
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1 database). As with any locally managed dataset, it is the responsibility of the PSAP manager or 518 

system administrator to establish processes to collect, maintain and manage locally collected data. 519 

There exists a patchwork of states that allow the use of 9-1-1 database information in emergency 520 

notification situations, and still others that strictly prohibit the use.  Lacking an unambiguous ruling 521 

by the Federal Communications Commission (FCC) on the subject, the use of 9-1-1 database 522 

information – in conjunction with emergency notification systems – will continue to be spotty at 523 

best.   524 

4.7 Map-linked Telephone Number Database 525 

If a desired component of the delivered application, the intent is to ensure that the emergency 526 

notification system is capable of linking a telephone number to a specific physical location on a geo-527 

coded map database (i.e., an X/Y).  The system should be capable of performing location “look-ups” 528 

via address and/or telephone number, and returning appropriate responses based on the inquiry.
15

 529 

NOTE: 530 

With regard to first responder notification systems and mapping technology, emergency notification 531 

system “first responder” data subsets are typically geography agnostic and such records would not be 532 

linked to a geo-coded map database.  Such first responder message recipients should be able to be 533 

contacted regardless of the actual location of their communications devices (using previously 534 

compiled and locally managed persistent data). 535 

4.8 24 X 7 X 365 Support 536 

The intent is to ensure the entity responsible for maintenance services of the ENS system (i.e., 537 

manufacturer, reseller) provides continuous support for PSAP emergency communications personnel 538 

in the event problems are experienced in operation of the system.  Ideally, this should be via a toll-539 

free number with 24 X 7 X 365 coverage for resolution of technical and operational problems by 540 

properly trained and equipped personnel. 541 

4.9 Pre-Defined Events 542 

If a desired component of the delivered application, the intent is to ensure that the emergency 543 

notification system has the ability for the system administrator to create pre-defined events with pre-544 

configured messages and associated event and/or agency contact lists.   545 

4.10 Self-Test Capability 546 

The intent is to ensure the system has the ability to perform self-diagnostic reliability tests, including 547 

telephone circuit availability, telephone and map database integrity, point-to-point connectivity with 548 

aligned and/or critical systems (i.e., map, CAD, telephone switch), and can provide a written report 549 

listing the PASS or FAIL status of each tested segment. 550 

 551 

 552 

                                                 
15  With regard to wireless devices, a desired ENS system capability would be to select an area on a geo-

coded map, collect known cellular tower sites information along with “registered” subscriber data for local 

wireless service providers, and import that data to a “dynamic” calling list for ENS uses.  
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NOTE: 553 

This feature may be a desirable requirement in developing technical and functional specifications for 554 

a CPE, premise-based system.  It could also be required from a network-based, off premise solution 555 

in the form of periodic system test reports available remotely by the PSAP system administrator. 556 

4.11 Geo-Coded Map Database 557 

If used in conjunction with a geographic information system: 558 

The intent is to ensure the emergency notification system can be integrated with a Geo-coded
16

 map 559 

database (preferably in an ESRI map database format). 560 

NOTE: 561 

The PSAP administrator should consider the value of requiring the system vendor or mapping 562 

database provider the following with regard to the system’s geo-coded map database: 563 

1. A method of comparing the level of accuracy of the installed mapping database in the on-site 564 

ENS system against the most current mapping database with results shown in percent of 565 

records judged as accurate (e.g., 98%), along with a listing of those records that are not correct 566 

with the corresponding correct information for each record. 567 

2. A method of manually updating incorrect mapping records in the ENS system with corrected 568 

information.  569 

3. The delivered mapping system should provide the system administrator with all the tools 570 

necessary to update mapping data, including street lines and other information essential to the 571 

system. 572 

4. Proposed fee structures for updating mapping system data with the vendor’s or telephone 573 

company’s most recent map database. 574 

4.12 Audit Trail Report 575 

The intent is to ensure the system is capable of providing a detailed audit trail/after action report for 576 

each event for which the ENS system was used.  Suggested report elements include: 577 

1. Activation date and time,  578 

2. Initiating authority, 579 

3. Initiating user,  580 

4. Event type,  581 

5. Total number of telephone numbers called,  582 

6. Total number of “first-try” successful connects,  583 

7. Total number of unsuccessful connects and number of re-tries for each unsuccessful connect,  584 

                                                 
16  Defined as a location in geographic space converted into computer-readable form; making a digital 

record of the point's coordinates; the conversion of analog maps into computer-readable form.  

 

http://en.mimi.hu/gis/location.html
http://en.mimi.hu/gis/geographic.html
http://en.mimi.hu/gis/digital.html
http://en.mimi.hu/gis/record.html
http://en.mimi.hu/gis/coordinate.html
http://en.mimi.hu/gis/conversion.html
http://en.mimi.hu/gis/analog.html
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8. Percentage of successful connects, 585 

9. Percentage of unsuccessful connects, 586 

10. An exception report detailing each unsuccessful attempt and number, and 587 

11. If integrated to a geo-coded map, the preferred update exception method would be to update 588 

the user’s map display with an icon indicative of an unsuccessful attempt.
17

. 589 

4.13 System Capacity / Delivery Issues 590 

Almost all emergency telephone notification systems use the Public Switched Telephone Network 591 

(PSTN) for message delivery.  During times of a large-scale disaster, the serving Central Office (CO) 592 

in the affected area may receive a high volume of both internal and external calls.   593 

Call Blocking and ENS Message Delivery 594 

Other potential impediments to delivery of ENS messages include “call blocking” features used by 595 

subscribers to prevent unwanted telephone calls. While some ENS systems are able to override some 596 

“call blocking” features, a steady stream of new privacy features prevent most systems from being 597 

able to override all of them. Individual subscribers may have to request their local telephone service 598 

provider remove the feature(s) from each subscriber’s phone in order to receive ENS messages.   599 

NOTE: 600 

It is important that the PSAP manager or end-user consult with engineers from the host telephone 601 

network for appropriate system sizing recommendations, as opposed to taking a “hope-for-the-best” 602 

approach.  Further, the ENS vendor should be directed to work with local telephone network 603 

engineers to understand areas of potential capacity constraints prior to the actual deployment and 604 

activation of ANY emergency telephone notification system, as well as conduct joint 605 

telco/vendor/PSAP pre-implementation testing and analysis. 606 

4.14 Authorized User Levels Defined 607 

The intent is to ensure that the system/PSAP administrator has the ability to create user access levels 608 

commensurate with operational requirements.  Generally, these include users, supervisors, 609 

administrator, and database administrator level (though the latter two may be combined). 610 

4.15 Immediate Jurisdiction Defined  611 

It is important that the agency clearly describes the immediate boundaries of its jurisdiction, and any 612 

extra-territorial boundaries outside its immediate service area.  Events involving overlapping or 613 

ambiguous jurisdiction should be avoided at all costs.  Alternatively, the ENS system administrator 614 

should consider installing in the PSAP a detailed official map outlining the boundaries of the 615 

jurisdiction for reference by communications personnel. 616 

 617 

                                                 
17  In lieu of updating a map with an icon/indicator, another methodology would be to provide the 

tabular address of an unsuccessful emergency notification message delivery in a text box (for example).  

Errors in mapping databases could potentially cause a false indicator on a map without the actual tabular 

address, thereby resulting in false feedback errors. 
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NOTE: 618 

The agencies involved in a wide area/statewide emergency notification system (i.e., a consortium) 619 

and the vendor should work collaboratively to identify the largest geographic boundary to be covered 620 

by the system, as well as all jurisdictional sub-boundaries.  The system should allow participating 621 

consortium agencies to be able to initiate notifications to constituents within their area(s) of 622 

responsibility, while allowing oversight agencies the ability to deliver notifications across local 623 

boundaries (i.e., governing boards, networks, councils of government).   624 

4.16 Mutual Aid, Inter-local Agreements and Contractual Service Agreements 625 

It is important that the agency’s boundaries and any extra-territorial boundaries outside an agency's 626 

immediate service area be described.  Events involving overlapping or ambiguous jurisdiction should 627 

be avoided.  The ENS system administrator should consider installing a detailed official map 628 

outlining the boundaries of its jurisdiction and jurisdictions to which ENS services may be provided 629 

for reference by communications personnel.  Ideally, such jurisdictional limits should be color coded 630 

on any integrated mapping system used by the agency in conjunction with their ENS system. 631 

4.17 Management Information System Capability 632 

The intent is to ensure that the delivered system is capable of producing a wide range of user and 633 

event based reports.  Report variations should include standard and ad-hoc reporting capabilities, 634 

with extensive search capabilities on any element or combination of elements in the database 635 

(address, zip code, beat, district, zone, event type, user, etc).  The ability of the system to export 636 

management, system and user performance reports in a range of results (i.e., tables, charts, graphs) 637 

and formats (i.e., EXCEL, WORD) should not be overlooked. 638 

4.18 Continuous Operational Readiness  639 

The intent is to ensure that the user agency designates in writing that the ENS system should be 640 

maintained in a state of operational readiness at all times, and that the user/host agency designates 641 

the position(s) or unit(s) / division(s) responsible for maintaining the system’s readiness state.  642 

Spares, replacement parts, service technicians, database administrators, contingency plans, remote 643 

activation and the like are an integral part of this consideration. 644 

4.19 Public Education Campaign 645 

The intent of the public education campaign is to properly inform the recipient community of the 646 

following: 647 

1. The existence of the ENS system and what agency administers it; 648 

2. Which agency may authorize activation of the ENS system for an emergency notification 649 

event; 650 

3. The capabilities of the ENS system to support community-wide public safety notification 651 

efforts; 652 

4. The purposes for which the ENS system will be activated, along with a list of example events 653 

for which ENS system use would be appropriate; 654 



NENA Wide Area/Statewide  

Emergency Notification Systems 

Operational Information Document 
NENA 56-503, June 6, 2006 

 

 

Page 23  

5. Anticipated/Appropriate actions of notification recipients when notified by their ENS system 655 

of a specific emergency event; 656 

6. Alternate telephone contact number(s) community members might call to replay a 657 

specific/relevant ENS provided message; and 658 

7. Local media roles and responsibilities in relation to the ENS system and its activation/use 659 

including, but not limited to, public information officers, media relations specialists, and 660 

community relations personnel. 661 

NOTE: 662 

Public education is not a one-time occurrence.  The system administrator/PSAP manager should 663 

ensure an effective public education campaign is developed and interact with variable outlets 664 

throughout the calendar year in informing the community of the ENS system and its capabilities, as 665 

well as providing other emergency information germane to specific natural or man-made events 666 

(action plans for tornadoes, hurricanes, explosions, etc) applicable to the community’s geographic 667 

location.  668 

4.20 PSAP Self-Assessment Recommended 669 

The intent is to ensure the system/PSAP administrator considers the value that a pre-solicitation site 670 

technology and capabilities assessment would serve in operating, managing and supporting an ENS 671 

system.  Key points to be considered when performing such an assessment include: 672 

1 Database administration 

2 Technical support personnel and their respective skills 

3 Current / projected technical support staff workload capacity 

4 Existing facilities support capabilities 

5 Future facilities requirements and projected costs (i.e., UPS, surge 

suppressors, telephone lines) 

6 System integration requirements with other customer premise equipment 

(CPE) 

7 Other equally important aspects of the system 

In brief, the assessment should answer the following general question: Do we have the people, skill 673 

sets, and technical and functional resources needed to support (another or) this system? 674 

675 
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5 System Operations 676 

This section describes the major system operations issues one should consider when specifying or 677 

purchasing an Emergency Notification System.  The information provided is not an exhaustive list 678 

and local system administration personnel should perform an assessment of their individual needs 679 

and incorporate them into any procurement documented issued (e.g., RFI/RFP/RFQ). 680 

5.1 Telephone Number Data 681 

If the ENS System has a method for someone to enter data manually, it should have the ability to 682 

maintain those manual entries even after an automatic or bulk data load (i.e., persistent data). 683 

5.2 Additional Data Sources 684 

The intent is to allow the import/use of locally managed or collected datasets (e.g. telephone number, 685 

name, address, geographic area, language, special needs) from more than one source. In practice, this 686 

may be a simple, locally developed list of community members with special needs.  687 

5.3 Persistent Data 688 

The intent is for the system to enable the system administrator to designate certain data as persistent, 689 

such that a new download or automatic update of data from one data source does not overwrite data 690 

that originates from a different source. 691 

The PSAP may undertake a campaign to locally register cell phone users, non-English speaking 692 

residents, shut-ins, persons with special needs, or telephones which are not ordinarily listed in the 693 

telephone number source data in use with the ENS system (e.g. phones in an office building).  694 

If this data is captured in the ENS database, it should not be overwritten by a subsequent load of 695 

standard name/address records.  The ENS system should allow the system administrator to assign 696 

“write-protection” of specific locally developed database(s). 697 

5.4 Classifying Events 698 

It is recognized that not all vendors’ systems may provide system controls to classify notification 699 

events. Where system controls are not available, classification is an administrative procedure. 700 

Further, if the classification of the event does not have any bearing on how the system handles the 701 

event, then the classification is purely an administrative function. 702 

5.5 System Message Identification 703 

NENA recognizes that the capabilities of telephone switches within the public switched telephone 704 

network (PSTN) infrastructure vary greatly, even within a single jurisdiction.  The intent is to ensure 705 

that the delivered system has the means of identifying the type of event to the receiving party as soon 706 

as possible, and provides clear, concise “actionable” information. 707 

 708 

 709 
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NOTE: 710 

Caller ID uses the Listed Name on the telephone company record. It might be helpful operationally 711 

for the PSAP manager/system administrator to establish a separate billing account for ENS telephone 712 

lines with a listed name of "Emergency Notification System" or some other appropriate, easily-713 

recognizable designator. 714 

5.6 Targeting Capabilities 715 

The intent is for the system to allow “targeting” - the process of selecting the group or groups of 716 

recipients who are to be notified with a particular message. Though ENS systems vary from 717 

manufacturer-to-manufacturer, available targeting mechanisms are found to generally fall into three 718 

(3) broad categories: Static lists - Geographic criteria - Associative lists.  They are defined as 719 

follows: 720 

List Type Definition 

Static List A set of data that does not change (generally).  This might include members 

of a static group (first responders, special response teams), members with 

certain skill sets (tactical emergency response teams), and emergency 

contacts (political or executive leadership).   

Geographic Criteria A geographically referenced dataset that allows targeting a population 

within a defined geographic area18 (i.e., polygon, rectangle).  

Associative List Associative lists are defined as lists based on some common criteria among 

list members: 

 School or facility 

 Residents in a certain community or zip code 

 Special datasets based a certain criteria (deaf, special needs, etc) 

 721 

NOTE: 722 

As with any PSAP developed database, list development, update and maintenance is an 723 

administrative function and should be assigned to a properly trained individual.  Aside from 724 

compiling a master database, any lists or sub-lists developed is the responsibility of the ENS system 725 

manager / PSAP administrator. 726 

5.7 Security and Confidentiality 727 

The intent is to ensure that the system administrator develops and enforces procedures that ensure 728 

that the confidentiality of data such as unlisted phone numbers or constituents’ medical conditions is 729 

strictly maintained throughout any data transfer and load process. 730 

                                                 
18  The ENS system must be interfaced to / integrated with a regional geo-coded map database.   
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5.8 Event Activation Linked to Agency Policy 731 

The intent is to provide a mechanism (i.e., policy, procedure) to ensure that when a calling event is 732 

requested, the person who triggers the event activation (local government or agency representative) 733 

has the authority to do so. 734 

5.9 Audit Trail: Recording of Data/Voice Elements  735 

The recording of data regarding the triggering and execution of a notification event should be such 736 

that a post-event auditor is able to view the map, data, selection criteria, event classification, targeted 737 

numbers, and all other items that were used by the organization that executed the notification event, 738 

as they appeared to the operator when the event was executed. Furthermore, the message that was 739 

delivered to each targeted telephone number should be recorded. 740 

5.10 Event Evaluation Criteria 741 

The intent is to ensure that the PSAP administrator develops written procedures providing 742 

appropriate guidance on applicable event priority or escalation procedures. 743 

5.11 Retrying Failed Calls 744 

The intent is to have the ability to retry calls to telephone numbers that were busy or did not answer. 745 

Additionally, the ENS system should be able to distinguish between various intercepts to retry calls 746 

that failed due to lack of capacity in the destination telephone dialing area.  Clearly, it is important 747 

that the agency work collaboratively with the local service provider(s) to define how best to manage 748 

call volumes to target recipients. 749 

5.12 Private Business Exchange (PBX) or Multi-Line Telephone Systems (MLTS) 750 

Private Business Exchange or Multi-Line telephone systems are prevalent in many communities 751 

serving a variety of businesses, hotels, schools, government agencies, multiple unit 752 

apartments/housing developments, etc., and represent a challenge for ENS systems to be able to 753 

reach individual PBX/MLTS telephone subscribers directly if subscriber phone numbers are not 754 

resident in the 9-1-1 or other ALI data base.   755 

Such systems may range from very small to extensive (e.g., a University with 15,000 PBX 756 

subscribers).  System programming should have the ability to manage call initiation so that the 757 

system does not spend an inordinate amount of time attempting calls to one large PBX customer and 758 

thus does not place calls to other users. 759 

5.13 Voice over Internet Protocol (VoIP) Subscribers and ENS Notifications 760 

Voice over Internet Protocol (VoIP) service is becoming more prevalent in public and private sector 761 

applications.  Care must be taken to ensure that VoIP telephones can also be accessed via the 9-1-1 762 

ANI/ALI database and associated geographic coordinates in order to deliver ENS messages to VoIP 763 

subscribers known to be in a target notification area.  764 
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5.14 Optional Dedicated Referral Line  765 

A 9-1-1 PSAP may encounter a large number of calls from recipients resulting from a notification 766 

event, particularly from those who did not hear or understand the message from the ENS system. 767 

Having a dedicated “referral” telephone number (or bulletin board) for persons to call and rehear the 768 

recorded message can reduce this traffic and increase the effectiveness of the PSAP and its 769 

operations.  This call back number should be the same number displayed in the recipient’s caller ID 770 

unit and should have sufficient capacity to support anticipated demands.  771 

NOTE: 772 

The value of other “information conduits” cannot be overlooked.  PSAP and emergency management 773 

web sites are equally excellent information portals for expanded information related to an emergency 774 

event, and the suggested action(s) community residents should take. 775 

5.15 Relevant Information 776 

The intent is for the system administrator to develop written procedures for obtaining and recording 777 

relevant information for each eligible event category. 778 

5.16 Special Needs Procedures  779 

The intent is for the agency to draft written procedures outlining actions taken by communications 780 

personnel, field personnel, and/or other agency/response personnel in relation to known individuals 781 

and/or locations in the community that require special needs handling or follow up (i.e., hospitals, 782 

hospice care facilities, residential care centers).  This includes deaf/hearing impaired, incapacitated, 783 

non-mobile, bed-ridden, and other special needs constituents. 784 

5.17 System Language Diversity 785 

The intent is for the system to support the ability of the host agency to communicate with other than 786 

English-speaking constituents.  The host agency may undertake a community assessment of the most 787 

common languages spoken in their service area(s) to determine the different language requirements 788 

of their community.  Agencies should seek the assistance of public and private sector agencies and 789 

the news media when performing this assessment.  790 

NOTE: 791 

Community outreach programs should target non-English speaking communities well in advance of 792 

emergencies to acquaint the non-English speaking population with where to go for emergency 793 

information in their native language (i.e., alternate telephone number, web site URL). 794 

5.18 Alternate Emergency Notification Distribution Sources 795 

Public education campaigns should be undertaken by a coalition of public safety, emergency 796 

management, private sector, and volunteer organizations (e.g. American Red Cross) to inform the 797 

public of the existence of the ENS system and how it will function.  Such information can be 798 

published in local telephone directories near the emergency information page and educational or 799 
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other informational outreach venues [e.g., local cable/community television public safety 800 

announcements (PSAs), newspaper articles, training videos, web portals].   801 

Similarly, community disaster education programs - such as that provided by the American Red 802 

Cross and the Federal Emergency Management Agency (FEMA) - can be shared with local 803 

populations to help them prepare for and respond to such emergencies appropriately.  The 804 

demographics and population bases of each community served by the ENS system should be 805 

considered and efforts made to reach out to those populations to prepare them for appropriate 806 

response(s) to warning messages from area ENS systems.   807 

NOTE: 808 

Public education is not a one-time occurrence.  The system administrator/PSAP manager should 809 

ensure an effective public education campaign is developed and interacts with variable outlets 810 

throughout the year (i.e., community interests groups, media, local governments) in informing the 811 

community of the ENS system and its capabilities, as well as providing other emergency information 812 

germane to specific natural or man-made events (action plans for tornadoes, hurricanes, explosions, 813 

etc.).   814 

5.19 Composition and Public Response to Emergency Warning Messages 815 

Red Cross Community Disaster Education and other emergency management experts suggest there is 816 

a tendency on the part of the public to “deny” or “minimize” any sense of danger until it may be too 817 

late to react and avert serious injury or death.  Proper structuring of the to-be-delivered emergency 818 

message plays an integral role in obtaining compliance by the public with the recommended action 819 

plan. 820 

When dealing with non-English speaking populations or those from different cultures, the ability to 821 

understand or perceive the nature of a natural or man-made hazard may be very limited.  For 822 

example, those who may have emigrated from a dry arid country may have little understanding of the 823 

dangers and challenges of flash floods in mountainous areas.   824 

NOTE: 825 

PSAP administrators and emergency management professionals should be aware of the impact and 826 

potential unforeseen consequences “other emergency events” may have on their community, even 827 

though the “other emergency event” did not directly impact their areas of responsibility (i.e., 828 

September 2005 Houston area Hurricane Rita evacuations).   829 

5.20 Accessibility to Deaf/Hearing Impaired Individuals 830 

Emergency notification systems may include the ability to identify the existence of a device for the 831 

deaf via a tone emitted by the device.  When the calling platform encounters that tone, the system 832 

may deliver a TTY/TDD text message. The intent here is to specify what methodology the user 833 

requires (or is acceptable) in communicating with the deaf/hearing impaired community during an 834 

emergency event.   835 

Emergency notification systems may also have the ability to identify users in the community who are 836 

deaf and/or hearing impaired via an attribute element or other system “tag.”  Such identification may 837 
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be via a locally maintained database with a listing of an alternate contact number (i.e., TTY/TDD 838 

number), or via an icon indication on the system’s linked geo-coded map.   839 

NOTE: 840 

The PSAP manager/system administrator is reminded that certain applicable local, state and/or 841 

federal guidelines may impact delivery of emergency notification services to constituents, such as the 842 

Americans with Disabilities Act (ADA), and are advised to conduct an impact assessment on how 843 

such statutory or regulatory guidelines / regulations may influence system specifications, user needs 844 

definitions, operational requirements and other ENS system components. 845 

5.21 Trained Operators  846 

The intent is for the system administrator to identify user level appropriate training for all system 847 

users, and ensure that each user has access to required features and functions commensurate with 848 

their respective user requirements.  Each user should also be provided complete documentation on 849 

system features/function commensurate with their user/access level (i.e., user manual, training 850 

manual). 851 

6 Information Systems and Support 852 

This section describes the major maintenance and support mechanisms that an agency should 853 

consider when specifying or purchasing an Emergency Notification System.  It does not contain 854 

detailed communication protocols and other purely technical information for the operation and/or 855 

interoperability of these systems.  856 

6.1 Customer Data 857 

Customer database update frequency should be set by the host agency administrator via written 858 

administrative procedures, and in direct consultation with the local telephone service provider and 859 

the ALI database provider (usually the telephone company).  Update frequency can be determined by 860 

measuring the impact (in percent of changes) the telephone number daily database’s moves, adds, 861 

and changes (MACs) has on the locally listed and unlisted telephone number database.   The greater 862 

the percent of change, the more frequently the ENS system database should be updated.  863 

In addition, the frequency of extract updates of the 9-1-1 database is often set by state tariff.  864 

However, any agency that purchases an ENS system should be aware of the need for current 865 

and accurate telephone number data. The user agency is principally responsible for the 866 

procurement and maintenance of local and regional telephone number information within their 867 

jurisdiction (unless otherwise specified in maintenance contracts, professional services contracts or 868 

other legally enforceable agreements).  869 

NOTE: 870 

Industry research indicates that the 9-1-1 database changes at the rate of approximately 0.4 percent 871 

every single day, or the equivalent of approximately 4.2 million households each day getting new 872 
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wireline telephone service, relocating existing wireline services, changing wireline telephone 873 

numbers or disconnecting their wireline telephone service.  874 

6.2 Data Maintenance 875 

The intent is for the system to locate in process and completed events by agency name, community 876 

name, operator name/ID, PSAP ID, responding agency name, event type, dispatch record/incident 877 

number (if any) and name of jurisdiction(s) involved. Note that locating data by a telephone 878 

subscriber’s name may violate the privacy requirements for unlisted telephone numbers and thus, 879 

must be done with appropriate security controls and audit mechanisms intact. 880 

NOTE: 881 

In addition to processes/procedures issues (the What, How and When), the PSAP administrator 882 

should consider WHO will be responsible for managing and maintaining all system databases of an 883 

ENS system, particularly those that are premise based.
19

 Among the many issues to be explored are: 884 

1. Does the agency have sufficient full-time-equivalent (FTE) staff on hand to support the 885 

additional responsibilities of an emergency notification system?   886 

2. Has the PSAP administrator taken into account the potential additional costs related to an 887 

ENS system in terms of people, facilities, and support equipment?  888 

3. If no additional staffing is envisioned, does the person targeted to support the ENS system 889 

have sufficient positional bandwidth to assume responsibility for ENS data maintenance 890 

duties and still complete the other duties/assignments required of him/her?  891 

4. Does he/she have the requisite technical skills? 892 

5. What will be the initial and continuing funding source (some grants only support year-one 893 

costs)? 894 

6.3 Mapping Data 895 

The intent is to ensure an emergency notification system that is integrated with geographic 896 

information systems/mapping systems should use the most current and comprehensive geo-coded 897 

map database available for their region(s).  Key capabilities of the mapping database may include: 898 

1. The mapping system should be able to convert latitude and longitude data for a specific 899 

geographic point into a street name. Optionally, the converted latitude and longitude query 900 

may also contain the two (2) nearest cross streets to the queried location. 901 

2. The mapping system should be able to isolate a single address on a street and be directed to 902 

call surrounding homes and businesses without contacting the isolated/targeted address. 903 

3. The user agency (public or private entity) should obtain periodic updates of map data from 904 

the map database supplier, as appropriate for the area. 905 

                                                 
19  It must be noted that this is not an endorsement for/against any type of system.  Both premise and 

off-premise solutions have their pros and cons.  It is the system administrator’s responsibility to be aware of 

each and make a selection based on their individual needs, capabilities, technical ability, budgets, etc. 
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NOTE:  906 

Having out-of-date map data may prevent the system from locating and notifying locations that are 907 

new to the map, and may result in incomplete or inconsistent notification coverage.  Individual states 908 

or jurisdictions may require the use of mapping data already available from state agencies 909 

responsible for maintaining GIS information.  910 

6.4 Considerations Where State Law Prohibits the Use of 9-1-1 Data for Notification 911 

The availability and use of a pre-existing 9-1-1 telephone number database for the purpose of 912 

emergency notification is subject to state law
20

.  An agency or PSAP operating in states where the 913 

use of the area’s 9-1-1 telephone number database is legislatively prohibited for use with ENS 914 

systems must acquire their telephone number data from alternate sources (i.e., private third party 915 

service).    916 

Regardless of the alternate data source, the agency should have a process for understanding how 917 

accurate is the data they acquire.  This could involve regularly “scrubbing” the host agency acquired 918 

data against the known 9-1-1 telephone number database and determining the percent of accuracy 919 

between the two databases (with the 9-1-1 database being the more accurate).  Ideally, a 100% match 920 

is desirable.  Anything less than 95.0% to 99.0% accuracy should be considered unacceptable 921 

(depending on the volume of churn in the community).  922 

The intent is to emphasize the importance of the data that drives any system in this case, the 923 

ENS system.  The source of this information ideally should be independent of the vendor of the 924 

system.  Generally, commercially available data comes from only one primary source, the white 925 

pages, as well as some secondary sources (e.g. direct marketing lists) and coverage or location 926 

information can have significant holes.  State and national “do not call” lists can significantly impact 927 

the accuracy and reliability of commercially acquired data. 928 

NOTE: 929 

The ability of any emergency notification system to achieve a “high level” of accuracy largely 930 

depends on the local (or state) agency’s ability to provide mapping updates that reflect current 931 

configurations of streets, addresses, street names, and other geographic information.  If a local 932 

community or state agency is unable or unwilling to assist in verifying and correcting errors, 933 

achieving a high level of accuracy would be difficult.  This is similar in nature to the 9-1-1 database 934 

itself: If a PSAP does not maintain the Master Street Address Guide (MSAG) appropriately, the 935 

accuracy, reliability and usefulness of the 9-1-1 database will suffer. 936 

6.5 Confidential Information 937 

Because of the sensitive nature of the contact information contained in an emergency telephone 938 

number database, all information access will be secure and password-protected.  Users should take 939 

precautions to maintain appropriate personnel and technology controls are in place in relation to the 940 

emergency notification system. 941 

                                                 
20  Many have interpreted the Wireless Communications and Public Safety Act of 1999 as 

authorizing/allowing the use of a 9-1-1 database “`to providers of information or database management 

services solely for purposes of assisting in the delivery of emergency services in response to an emergency.” 
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The intent is to ensure that the ENS system provides sufficient mechanisms to audit and report on 942 

individual user accesses to the database of telephone numbers, contact lists and other recipient/target 943 

information. 944 

6.6 Contact Lists 945 

Contact lists should preferably be maintained by the emergency notification system in a separate 946 

directory structure from other databases.  At a minimum, contact information should include name 947 

and primary phone number, a secondary phone number, and a back-up secondary number.  The 948 

system should also be capable of selecting the primary number first.  If no primary number is listed, 949 

the system should be able to automatically select an available secondary number without user 950 

intervention.  Additionally, the system should be able, at the direction of the system user, to override 951 

device priorities (i.e. primary, secondary) and attempt to contact all recipient devices simultaneously. 952 

Further, the system should allow the callout database to be constructed such that each field in the 953 

database is “reserved” for a specific data element (primary number, secondary number, cell phone, 954 

email address, etc).  The system administrator should be able to select a specific element from the 955 

database and export the data to other applications (i.e., email engine) as may be required.   956 

6.7 Recording Emergency Event Data 957 

The intent is to support the recording of both voice and data elements (as appropriate) related to an 958 

emergency notification event. 959 

6.8 Data Retention and Retrieval 960 

The intent is for the system administrator to develop policy toward the applicable retention periods 961 

of information related to an emergency notification event.  PSAP administrators should refer to their 962 

jurisdiction’s retention policy or their state recommend archival period.  The ability to “indefinitely 963 

quarantine” an archived event should be considered an essential functional element of the system, 964 

as well as applicable policy and procedure guidance on the agency’s quarantine process.  965 

IMPORTANT: 966 

The system administrator should confirm responding and selected vendors’ data backup and data 967 

retention procedures and policies.  The system administrator should also ensure that such procedures 968 

are aligned/comply with jurisdictional or state archival standards/procedures. 969 

6.9 Operator Intervention 970 

The intent is to provide the user with full flexibility in using and interacting with the ENS system, as 971 

well as full user accountability for their actions via detailed audit trail documentation.   972 

6.10 Playback from Archive 973 

The intent is to ensure that the emergency notification system has the ability to play back event 974 

activations initiated by the system for post event review and assessment (i.e., after action analysis).  975 

If the emergency notification system is linked to a geo-coded map, the system may also provide 976 

visual indication on the linked system map of how the event “played-out” from initiation to 977 

conclusion.   978 

If a multi-user system (as in a consortium), the system should have the ability to partition archived 979 

data in such a manner that participating local agencies cannot view notifications and reports for other 980 
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local agencies.  However, this limitation should not apply to the host/oversight agency.  The 981 

host/oversight agency should be able to view all activations and reports. 982 

6.11 Records and Security 983 

The intent is for the system to provide the system administrator with the ability to establish 984 

appropriate privacy and security controls for any system record. 985 

6.12 Unique Event Numbering System 986 

The emergency notification system should be capable of generating a unique event or activation 987 

number (i.e., case number, incident number) associated with a single emergency activation event, 988 

regardless of the size or duration of the event.   989 

The intent is to ensure a complete audit trail exists for each event, including information not 990 

normally stored in/on an ENS system.  It may also be necessary for an emergency activation event to 991 

occur without having a prior investigative event or other incident of concern (escaped prisoner, 992 

missing child, etc.).  993 

6.13 System Interface Points 994 

ENS systems can be used for a number of different emergency and non-emergency applications.  In 995 

specifying the intended use and performance expectations of the “to-be-delivered” system, it is 996 

important that the system administrator specify in detail those on- and off-premise applications with 997 

which the emergency notification system must interface (both public and private).   998 

For instance: ENS systems used as a first responder notification system may require integration to 999 

or interface with a range of paging systems, radio communications systems, mobile data systems, and 1000 

web based messaging systems and literally any communications medium.  It is the responsibility of 1001 

the system administrator to provide as much information as possible to potential responding 1002 

vendors/system integrators about the technical capabilities of these “secondary” systems.  This 1003 

includes identification of the system manufacturer, make, model and serial number, communication 1004 

protocols, and other technical information as may be appropriate (i.e., programming language, 1005 

operating system, network topology).   1006 

NOTE: 1007 

It is also the responsibility of the system administrator to determine – before the solicitation is 1008 

issued – if the to-be-interfaced application manufacturer will support integration and what 1009 

limitations/restrictions – if any - the manufacturer may place on integration/interface requirements 1010 

(i.e. diluted or voided warranty, co-location of applications on common computer equipment, black 1011 

box solutions). 1012 

1013 
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7 Facilities and Support Systems 1014 

This section describes the facilities and support system requirements/concerns an agency should 1015 

consider when specifying or purchasing an Emergency Notification System.  As with other sections 1016 

of this document, this is not an exhaustive list and the system administrator should perform an 1017 

assessment/inventory of their local facilities and support system capabilities.  1018 

7.1 Facilities and Equipment 1019 

The intent is to ensure that the delivered emergency notification system vendor offers 24X7X365 1020 

technical and operational support provided by properly trained and experienced staff. The emergency 1021 

notification system should be capable of meeting as many of the following as possible:   1022 

1 Geographic redundancy of all critical components (e.g., CPU, database, line 

cards, mapping systems) 

2 Multiple and diverse means of system activation access which may include, but 

are not limited to the telephone, dedicated computer console, Internet and PDAs, 

24 hours a day, 365 days of the year.  

3 System monitoring and “alarm condition” notification (local and remote) 

4 Sufficient testing of system data and components to ensure system performance 

and uptime requirements are met. 

5 Diverse long-distance carriers and circuits.   

 1023 

7.2 Electrical Power 1024 

The intent is to ensure that the ENS system administrator works with agency information technology 1025 

(IT), telecommunications and engineering support staff to determine the electrical power and back-1026 

up systems configuration requirements appropriate to their operations and include that information in 1027 

any forthcoming solicitation document. 1028 

7.3 System Redundancy 1029 

The intent is to ensure that the delivered ENS system has access to back-up systems, data back-up 1030 

and restore procedures, failover procedures, and component and system testing methods to ensure a 1031 

high level of availability
21

. 1032 

                                                 
21  NENA recognizes that system costs increase considerably the more “redundant” a system is made.  

Individual community leaders should evaluate their ENS functional needs and risks when specifying a system 

designed to meet community needs balanced against their financial capability. 
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7.4 Software Back Ups 1033 

The intent is to ensure that the system supports scheduled data back ups to stable media by the 1034 

emergency notification system operations center personnel or system administrator (depending to 1035 

access rights).  Archived incident data should be stored in a secure facility. 1036 

7.5 Data Security 1037 

The intent is to require development of managed best practices to restrict access to private telephone 1038 

number data to only authorized system users, and exercise reasonable cautions to prevent customer 1039 

and event history databases from being corrupted or overwritten. 1040 

7.6 Disaster Recovery 1041 

The intent is to ensure the system administrator opens a dialogue and works cooperatively with the 1042 

region’s emergency management professionals and develops contingency plans applicable to the 1043 

geographic area that could impact the ability of the ENS host facility to support operations (i.e., 1044 

flooding, earthquakes, hurricanes, public safety events).   1045 

7.7 Systems Test 1046 

The intent is for the system administrator to establish regularly scheduled tests conducted on all 1047 

emergency notification systems.  Sample testing elements include, but are not limited to: 1048 

1. Emergency power systems, including uninterruptible power supplies (UPS) with alarm,  1049 

2. Mapping systems,  1050 

3. Telephone switch,  1051 

4. Databases,  1052 

5. Message recording system 1053 

6. Calling platform  1054 

7. Critical systems applications and  1055 

8. Associated workstation hardware and support equipment.  1056 

7.8 Systems Test Exercises for Public 1057 

The intent is to stress the importance of regional Systems Test Exercises during periods of 1058 

heightened awareness (e.g. flash flood threats during spring runoffs, seasonal threats).  If periodic 1059 

test exercises using the ENS system to call subscribers in affected areas are possible, the community 1060 

becomes more aware of the manner in which real ENS calls would be made to them.  Similarly, 1061 

problems with notification of subscribers during “live-fire” tests can result in procedural or technical 1062 

changes that prevent real failures during true emergencies.  Some costs may be associated with such 1063 

tests but sometimes the ENS provider may host limited test calls gratuitously as a public service.   1064 
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7.9 Physical Security 1065 

The intent is to limit access to the system to only authorized personnel.  Such protective measures 1066 

should be taken to restrict unauthorized access to key ENS workstations and system components 1067 

(access control, user ID and password, etc). 1068 

7.10 Access to Critical Information 1069 

The intent is to ensure authorized users have continuous access to all ENS components, including 1070 

emergency contact lists, event activation lists, security codes and other information essential to the 1071 

successful activation, management, oversight and completion of an emergency telephone notification 1072 

event.   1073 

7.11 Computer Systems 1074 

The intent is to ensure all desktop computer programs are properly licensed for agency, PSAP, or call 1075 

center use and software used according to applicable copyright statutes. 1076 

7.12 Technical Support/Service Escalation Model 1077 

In addition to the vendor providing a 24 X 7 X 365 toll free number for support issues, the intent is 1078 

to stress the responsibility of the vendor to notify customers/clients of any changes or modification to 1079 

their service escalation model.  Typical escalation model information may include: 1080 

Service Level Entity or Person Responsible 

First Tier 

 

Vendor Help Desk / Trouble Ticket 

Technical Support 

Second Tier 

 

Vendor Sales Contact Person (Salesman) 

Supervisor – Technical Support 

Third Tier Regional Manager / Director of Sales 

Manager – Technical Support 

Fourth Tier Vice President – Customer Support 

Vice President – Technical Support 

 1081 

NOTE: 1082 

It is the responsibility of the system administrator to both keep and maintain accurate records with 1083 

regard to support issues.  Each called in “trouble ticket” should be assigned a unique service number 1084 

by the vendor and tracked by the vendor and the system administrator to conclusion.  The system 1085 

administrator should require bi-weekly updates of all outstanding trouble/help desk items, who called 1086 

in the event at the agency, the vendor support team member to whom the issue was assigned, and the 1087 

disposition of each service record.  Date and time stamping is recommended for each record and 1088 

each entry in each record.  Exception reports should be available from the vendor in various 1089 

increments (30, 60, 90 days, etc). 1090 
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7.13 Virus Protection/Firewall Protection 1091 

The intent is for the system administrator to ensure all mission critical computer systems are 1092 

equipped with current anti-virus programs (i.e., Norton Anti-Virus – example only).   Technical 1093 

support personnel should ensure that all relevant computer software virus definitions are installed on 1094 

all call center agent workstations and other call center computer equipment (i.e., servers, data banks). 1095 

All mission critical computer systems/networks should be similarly equipped with computer firewall 1096 

protection software that protects connected call center workstations, customer premise equipment 1097 

(CPE) and networks from, among others things, computer hackers and denial of service (DoS) 1098 

attacks.  Ideally, any firewall protection software deployed should preferably include intrusion 1099 

detection, content filtering (entire domains or web sites), domain name caching, and advertisement 1100 

blocking (i.e., banner ads) capabilities. 1101 

NOTE: 1102 

In some instances, individual PSAP firewall configurations may have to be altered to allow for the 1103 

passing of data from network-based systems to local PSAP equipment.  Care should be taken that 1104 

such alterations to the agency’s firewall configurations do not compromise the security of the local 1105 

user network. The PSAP’s technical support team should be consulted. 1106 

7.14 Technical Support Documentation  1107 

The intent is to ensure that appropriate vendor supplied technical documentation (SCADA diagrams, 1108 

network diagrams, technical component information, etc) is available on-site and that written 1109 

procedures establishing proper control over the unauthorized installation, removal, upgrade, or 1110 

downloading of computer software and/or computer files are developed and distributed to all 1111 

personnel.   1112 

7.15 Internal Information Systems 1113 

The intent is to ensure the user agency (PSAP, call center, etc) establishes appropriate written 1114 

policies regarding access to and use of these internal systems, and outline written policies and 1115 

procedures. 1116 

7.16 Inspection Compliance 1117 

The intent is to ensure that the host agency establishes written procedures for inspection of 1118 

emergency notification computer systems and data for user access violations and inappropriate use of 1119 

equipment and/or company and/or customer information.  Compliance inspections should be 1120 

routinely conducted with a written report delivered to management or oversight board (i.e., 1121 

commission).   1122 

7.17 ENS Contingency Plan 1123 

The intent is to ensure that the PSAP/call center publishes and makes available to all personnel a 1124 

system operations contingency plan in the event of unusual occurrences that prevent the ENS system 1125 

from being used.  At minimum, the plan should address: 1126 
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1. Availability and location of current plan 1127 

2. Periodic (e.g. quarterly) review of plan  1128 

3. Plan Update procedures 1129 

4. Periodic testing  1130 

5. Alternate location and transportation to relocation center. 1131 

6. PSAP/call center security 1132 

Also, the ENS contingency plan should provide appropriate guidance to personnel if any of the 1133 

following circumstances are encountered: 1134 

1. Loss of electrical power 1135 

2. Loss of computer systems 1136 

3. Loss of telephone systems 1137 

4. Loss of individual call center computer workstations 1138 

5. Loss of partial or complete communications facility 1139 

6. Relocation of call center personnel to other facilities 1140 

7.18 Common Time Sync Device 1141 

The intent is for the system administrator to consider the value of networking all PSAP computers, 1142 

workstations, mapping systems and other associated equipment (as appropriate) to a continuous 1143 

synchronized time service such as the Network Time Protocol (NTP), or be connected to PSAP/call 1144 

center equipment by way of a common device (e.g., Netclock – used for example only).   1145 

 1146 

1147 
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8 Training  1148 

This section describes the major training issues one should consider when specifying or purchasing 1149 

an Emergency Notification System.   1150 

8.1 Initial Training 1151 

The intent is to ensure that all system users be supplied emergency notification system training 1152 

manuals provided by the vendor or service provider specifically addressing their areas of 1153 

responsibility (e.g., system user, system supervisor, system administrator, database administrator).   1154 

Personnel should be trained and tested to demonstrate proficiency in key performance areas in 1155 

relation to proper use of an emergency notification system.  Minimally, personnel should receive 1156 

training in:   1157 

1. Operation of all workstation equipment, including computer systems and telephone 1158 

equipment 1159 

2. Proper use of all mission-critical support applications, including mapping programs, 1160 

databases, and dispatching programs 1161 

3. Disaster recovery/activation plans 1162 

4. Appropriate situations for use of the ENS 1163 

5. Inappropriate use of ENS data  1164 

8.2 System Controlled Tutorial and Simulator Training  1165 

Training personnel in the appropriate use of ENS systems can be difficult and costly, particularly 1166 

when events occur infrequently and use of and interaction with the system is reduced.  The intent of 1167 

this feature is two-fold: 1168 

1. Enable the system administrator to place the ENS system in “training mode” and simulate an 1169 

event with complete control of the event by the user.  Interaction with the system by the user 1170 

would be recorded and available for review by the system administrator at the completion of 1171 

a training session.  Simple tests should be incorporated into the design to ensure the 1172 

user/trainee possesses the requisite knowledge of/about the system and its uses. 1173 

2. For those agencies that conduct table top exercises, the system should have the ability to 1174 

simulate complete activation and control of a desktop exercise, except for actually 1175 

completing calls to target recipients (or other notification methods).  The system should use 1176 

the database selected by the user (i.e., 9-1-1, persistent data) and provide the Exercise 1177 

Coordinator with information on the number of potential notifications by class of service, 1178 

affected population projection, etc if available.  Class of service indicates residential, 1179 

commercial and other types of telephone service. 1180 

 1181 
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8.3 Continuing Education/Documentation 1182 

The intent is to ensure training documentation elements include training topic, delivery method (roll 1183 

call, CBT, one-on-one, train-the-trainer, etc), instructor name, any grades or evaluations related to 1184 

the delivered training, and remedial actions taken by management to assist the user in mastering the 1185 

material or required task (if warranted). 1186 

NOTE: 1187 

In states that provide continuing education and/or professional development credits for 1188 

telecommunications personnel, the system administrator should develop policy toward recording all 1189 

courses completed by PSAP personnel in support of their duties or otherwise approved by 1190 

management, as well as establish a procedure for forwarding training certification information in 1191 

sufficient detail to be accepted by the state’s certifying agency (such as Texas’ TCLEOSE and 1192 

California’s POST boards) 1193 

8.4 Curriculum Required 1194 

The intent is to ensure the system administrator develops and administers a training curriculum 1195 

specifically addressing the emergency notification system of a length and duration deemed 1196 

appropriate for proper operation and use of the system.   1197 

Training elements should include information contained in vendor and/or telephone or service 1198 

provider supplied user manuals and other information deemed appropriate to accomplish specified 1199 

training objectives (i.e., scripts, tutorials, drills). 1200 

8.5 Management and Administrative Personnel 1201 

The intent is to ensure that emergency notification system support staff including management and 1202 

administrative support personnel and system supervisors, are trained in key system performance 1203 

areas, including but not limited to: 1204 

1. Proper operation of their site’s emergency telephone notification system. 1205 

2. Disaster recovery plans for their host facility 1206 

3. Impact of improperly referred requests for public safety response requests 1207 

Supervisors and senior management may also be trained in the following processes, if appropriate: 1208 

1. System back up procedures 1209 

2. Research and retrieval of on-line and archived data 1210 

8.6 ENS Project Manager 1211 

The intent is to ensure that the PSAP system administrator appoints a single project manager 1212 

responsible for representing the PSAP or user agency in all meetings, conference calls and such, as 1213 

well as being responsible for the following activities relating to the planning, installation, 1214 

implementation and maintenance of the Emergency Notification System: 1215 
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1. Act as single point of contact for ENS vendor during planning, installation and maintenance 1216 

of ENS system 1217 

2. Coordinate training sessions of all PSAP personnel 1218 

3. Act a principal point of contact with the agency’s local telephone service provider 1219 

4. Coordinate personnel functional competency activities 1220 

5. Develop customer service and maintenance/support escalation procedures 1221 

6. Develop policies and procedures associated with ENS system implementation 1222 

NOTE: 1223 

In a Wide-Area/Statewide Emergency Notification System, there may be more that one point of 1224 

contact to represent state-level and/or local agencies due to the need to address regional variances in 1225 

notification capabilities, methodology and applicable law.  Consideration should be given to each 1226 

agency’s operating requirements/restrictions and, to the extent possible, an operational consensus 1227 

document/standard should be reached. 1228 

1229 
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9 References 1230 

www.nena.org 1231 

National Emergency Number Association (NENA) Operational Standards Document 56-003: 1232 

Emergency Telephone Notification System Standards. 1233 

 1234 

 1235 

1236 

http://www.nena.org/
http://www.nena.org/?page=Std_EmergNotificat
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10 Exhibits  1237 

 1238 

10.1 Exhibit 1: 1239 

The following graphic depicts three key elements a needs assessment should entail when determining 1240 

system requirements and functional capabilities of an ENS system (or any system or process for that 1241 

matter).  The operations level involves task objectives and features; the administration level 1242 

encompasses system/user security, operational databases and management reporting; the future level 1243 

projects current requirements and offers a forward looking perspective on the evolution in 1244 

operations, technology, capacity, etc. 1245 

 1246 

 1247 
 1248 
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10.2 Exhibit 2: 1252 

The following graphic depicts general steps involved in developing a requirements document for, in 1253 

this case, an emergency notification system.  Starting clockwise, the first step is to understand how 1254 

the system will be used and what functional requirements are needed, defining what the user’s 1255 

organizational and social needs are (integration points, desirable features, functions, preferred user 1256 

interface, etc), moving all the way through to the development of a draft Requirements Document (in 1257 

red). 1258 
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