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incidental, special, or punitive damages arising from use of the document.
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1700 Diagonal Rd, 8te 500
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© Copyright2016 National Emergency Number Association, Inc.
09/10/2016 Page2 of 363

[one naton LB one number


mailto:commleadership@nena.org

NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

ACKNOWLEDGEMENTS

The National Emergency Number Association (NEN#grconnection an8ecurity Committeda3
Architecture Working Grougeveloped this document.

NENA recognizes the following industry experts and teeaployerdor their contributions in
development of this document

Executive Board Approval Da@9/10/2016

Members Employer

Nate Wilcox, Interconnection arfkecurity Emergicom

CommitteeCo-Chair

St eve ENEmterconnection and Security | Synergem TechnologigBc.

Committee CeChair, Working Group Co-Chair

Terry Reeselnterconnection and Security Ericsson

Committee NG9-1-1 Architecture Evolution

Subcommittee Chair

Brian RosenWorking Group Co-Chair Neustar Inc.

Dan Banks Digital Data Technologies, Inc.

Marc Berryman ENP Mission Critical Partners

Guy Caron ENP Bell Canada

Guy Churchouse, ENP Consultant

Jery Eisner ENP RedSky Technologies

Simon Farrow Stancil Corporation

Randall Gellens Qualcomm Technologies, Inc.

Dave Higton NICE Systems

Jason HorningENP North Dakota Association of Counties

Roger Marshall Comtech Telecommunications
Corporation

Dan Mongrain Bell Canada

Philip Reichl Modular Communication Systems

Matthew Serra, ENP Rave Mobile Safety

Brooks Shannon GeoComm

Jim Shephard, ENP 911 Datamaster

Bob Sherry, ENP West Safety Services

Michael Smith DSS Corp.

09/10/2016 Page3 of 363

[one naton LB one number



NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

Special Acknowledgements:

Delaine Arnold ENP, Committee Resource Manager, has facilitated the production of this document
through the prescribed approval process.

Thei3 Architecture Working Grougs part of the NENA Development Group that is led by:
1 Pete Eggiman&NP and Jim SheparBNP, Development Steering Council &hairs

1 Roger HixsorENP, Technical Issues Director
1 Christopher Blake Carver, ENP, PSAP Operations Director

09/10/2016 Pages of 363

[one naton LB one number



NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

Table of Contents

1 EXECUTIVE OVERVIEW ..ottt oottt ettt e e et eree e e e e e e e st e e e et e e sammaa s s aaeesanseeennsenen 14
2 LN IR (O 1510 L 1 16
2.1  OPERATIONSIMPACTS SUMMARY ...uuiitutiittnettueeetneeemtssnesstassesssesa et mreessassssssnssssseesansessmnsssessnsersnneeees 16
2.2 TECHNICAL IMPACTS SUMMARY ..uutiituniittnieettetetaesiemmeteeeasesssaeesasessasieseesssnsesaseessnessanses s rsnssssnsssennns 16
2.3 SECURITY IMPACTS SUMMARY ...ittniiiunieitieeitaeesimsessaaesetassassesssassenmstaeeases et eesaseesaniasesssasestassrsnnsesras 17
2.4 DOCUMENT TERMINOLOGY ..ouuiiuuiitniitietseetnessimensssssesssssssssssssusesssssssesssssssesnessnssnsstssssesnesstesneenmrans 17
2.5 REASON FORISSUHREISSUE .....ccuuiituiieitie et eeeette e et e e et e e et e s et eareesset e s eaa et et saean e s smmmta s seasesbnsesennsesras 18
2.6 RECOMMENDATION FORADDITIONAL DEVELOPMENTWORK ....cvuiiitiiiiiieiieei e ieme e e et s et e st e ea s b eenmtaenanns 19
A A N N (o127 = T Y 1= TN 21
P T G0 =y I 7o 0] = T TR 21
2.9 COSTRECOVERY CONSIDERATIONS . ... .iuuiituttttttntttn et ieamta et ettsetstteea st iaeatsetasssesteraessssesasresnessnsssnes 22
2.10  ADDITIONAL IMPACTS(NON-COST RELATED ... uuuuieieeeeeteeeeeesstnsummmeessssnsnnnsnsaaaeeasessssnnneeseseesessmsmnnsnnnneneeen 22
2.11  INTELLECTUAL PROPERTYRIGHTS (IPR)POLICY ...uiiiiieiiiie ettt s s e e e e e e e e eeaneee s e e e eeaeannnna s 22
2.12 ACRONYMSABBREVIATIONS, TERMS AND DEFINITIONS .....civuniiitieieiieeeei e ieemetneeeetesssnessanesessseeeessansesens 23
3 GENERAL CON CE P TS Lottt e e ree e e et e s e ettt e e eba et mmesesbaeesannssebn s eaanan 48
G Tt R 1 = N[ 1= 48
700 0 R o 1T oy Y (o [T 1= USSP 48
N Yo [= T i [0 1= 1] =T SO PP O PP PPPPPPPRRY” o
T G T o 1= 0 V=Y A o [T 011 T 49
T A A Y <YV Tod Y o (<Y 0 (11T SRR 49
I RS T O 1| I Lo [T 011 T 49
3.1.6  Incident Tracking IAENTFIEL. .......cooi it ree e e e e e e 50
G T2 I/ PSP 50
G T T I 1Sy 7 =TT 50
3.4 EVENTS COMMON TO MULTIPLE FUNCTIONAL ELEMENTS ..ttuiittiiteiteiteeteesieenetestsesiestesnesssiesnnnsesnessnsssns 51
I A T Yot U1 1 Y2 0 1) (1] = U 51
I (=T ¢ aTCT o ] = /=N 52
I G T S <Y AV Tod T - (= 53
3.5 LOCATION REPRESENTATION . ... utttuttittteetueestniaessesanssssaseessessnstssmmeseseesanessssassnseennsansessnasestaseesnarees 55
R T T O = 1 N 55
3.7 EMERGENCY SERVICESIP NETWORKS. .....ittiittiii it it et eees e et e et e s e et e st s s mes e s e e aa s aneeansstnssanseemnnsesnssenses 56
TR TS == A (o = N =T =7 @f =T 57
BT TR = (=118 VT 0 132 57
3.10 TELEPHONENUMBERS. .. .utuiitittittit it ta s ceee e ea e e e ea s ea s ea s am—e et ea s easea s saseaseasea s mmessnssnsensensensensensensrnns 58
3.11 FUN CTION AL ELEMENT S ..ttt iitutittiie et et et eeees e et e et e et e et e ea s s mee st e e b e st s st e sassa s smnnsaneesnssnseaneetneranns 58
4 INTERFACES ...ttt e et e e e et e et e e s aa e eeemeaa e e saa e s aa e e e ba e e s b e s senaeeetass 58
g Y | = Y X TP 58
4.1.1 Minimal Methods needed to hanN@EAll.................uiiieeiiiicee e 59
4.1.2 Methods allowed to be initiated by any UA which must be supported by i3 elements............... 62
4.1.3 Methods used Within the ESINEL........cooue it e et e e e eneer et e e raaa s 64
4.1.4 Headers assumed supported at the interface to the NGCS..........cooiiiiiiecviiie i 65
4.1.5 Headers Accepted and also used iNterNally............occuueiiiieece i 66
4.1.6  RESOUICE PriOrtiZAtiON. . ..uiieeieeii ettt e et s e e ret e e et e e e st s eeseesssameesssaneeeranrersnenersnsd 68
4.1.7 History-Info and Reason Parameter...........ccooiiiiiiiiieaeie et eeree e e s snneeeeseeee e 69
I S T |V, <Y o [ = YT PTRTRTR 69
4.0.9  INSEANT MESSAGING. -+ et e tteeteeeeeeei ettt e e oot e e e e e e e e e e e e e bbbt bbb e e ee e e s e nnnbbnbbebbe e e e e e e aaann 70
4.1.10 NOMhUMARINITALEA CAIIS......coeeiiii et e e e e st e e s et e s semmaa e s aan e eeaans 71
4111 BOAIES IN MESSAGES.....eeeiiiiiiiiiiee ettt imee e e ae e e nnnsnnneseneeee d 2
09/10/2016 Page5 of 363

[one naton LB one number



NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

4112 LI L] 010 AT 72
4.1.13 LYo 10111 o TSP PP URTT T PPPPPPP 73
41.14 Originating NetWOIrK INTEITACE........oiiiiiiii e 73
4.1.15 LS Y AN S 01 (=] o 7= Lo =TT RPN 74
4.1.16 ElemMENnt OVEIIOAM. ........uveiiii ettt ettt e e e s e e e e e e e neeeeas 4
4.1.17 Maintaining connections and NAT TraVersal........cccuuuuureeeereieeeiiniiieineeeeeeeereeeeseesesseseeeseeeeeees 74
N W0 7.y 1 o PP PR PPPPPRP T PPTPRRIN 74
R [0 PSPPI 16
4.3.1  POlICY StOre WED SEIVICE.......uuiiiiiiiiiiiieieieeesiiet et e e e e e e s sessres e e s eereeteeeaaaaeeeaasnsaeeseeeeeaaaaaaeees 76
4.3.2  ROULE POIICY SYNTAX....ciiiiitiiiiieiiiitiieeet ettt eeet e e e s sttt e e e e st b b e ante et e e e e e annbreeeeeeannnnean 82
N W0 ) LTS U PP PP PP ROPPPPPN 88
4.4.1 Emergency Call ROUtiNg USING LOST.....ccoiiiiiiiiiiei et ee et e s seee e 388
N N A Wo Tor= 1 o] g BV = o F= L1 o SRS 89
4.4.3  <fINASEIVICES REOUESL..... ettt ettt e e e et ettt et e e e e e e e e s e e s e e s amnne e e e e e e e e e e e e aannnnnes 89
444  <fiNASEIVICE> RESINSE.....cci it it ittt teeee e e ettt eeaass et be b b e e e e et e eeeeeeeeeeessteeaeeeeeaaeaaaaeens 90
o [ oY= Vot = To TU o =T Y 2 PR 93
4.4.6 listServices and listServiceSBYLOCAtION..........ccooiviiiiiiieeer e e e e e e eer e e e e e e e e e e 93
A = 4 (o] g S U= o0 £ 1S OPPP TSP SPRRRRPR 93
I I 1=y A @ TU =T YA = 1 ] ] (= PSP 94
S I =Y = N o A\ (0 (072 N PP TRR 96
4.6 SPATIAL INTERFACE FORLAYER REPLICATION ....cciiiiiiiiititui e e e e eeeeiassseseeeeeseeeessssnnsnmmms s snnnnnasseeaeeaeeseenens 96
A7 DISCREPANCYREPORTING ... ..uuttittteeiiutttttteeaameesattteeeeeesastbes et e e sammee s saabbee e e e e s ssbbe et e e sammteesansbbeeeaeesansnnneeeenn 97
A.7.1  DISCIEPANCY REPOIL....ciiiiiiiiiiiie ettt ettt e et e et et e e e e s s bbbt e e e e e et b b aaebb e e e e e e aannbbeeeeeeannnnean 98
4.7.2 DiSCrepanCYRESOIULION . .....cceiiiiiiiiiiieiiiieeeit ettt e e et e e e e s s be e e bbb e e e e s s annaneeeas 100
A.7.3  STAIUS UPAALE........eeeeiiiei ittt ettt e e e skt b et e e s s bbb e eees e et e e s aaebb e e e e e e s anbbeseneneeeas 100
A4.7.4  LVF DISCrEPANCY REPOIL....ciiiiiiiiiiiie it eeit ettt e e et e e e s sttt e e e s e e e essbae e e e e e e nnenees 101
B O ST o [Ty YA B E=Ted (= o F= [y VN L= o o 1t 102
O T W0 I3 I B ETed (=T o = VA =T Lo 102
4.7.7 ECRF DiSCrepanCy REPQLL.......ccciiieeeiiieieieteeee e ee et e s s s e e e e e seees s s e e e e e e e eeeeaeasatnsa s amnssrannnneaeeas 102
4.7.8 BCF DiSCrepanCy REPQI........uuiiiiii it eieeee et e e eereras e e e e e e e e e e e e et mmns st aeaaeeeas 102
B I o To B T ETor =] o T= 1 T Y = Lo 1« O 103
4.7.10 PSAP Call TakeDiSCrepanCy REPOIL.........ouviiiieiiei e cceeiiee e e e e e e e 103
4.7.11 Permissions DiSCrepanCy REPOIL......ciiiuuuiiiieiiiiieeeiii it e ettt e e et e et e e e e s bt e e e e s eabeeeaees 103
4.7.12 GIS DISCrEPANCY REPOLL.....eiiiiiiiiiiiiie et ettt ree et e e e s bbbt e e e s s see e s sbbreeeaeeans 103
5 FUNGCTIONS ettt ettt ettt e oo oo bbbt e e e ook bbbt e eeamt e e e e e s b b et e e e e e e bbb e e e et e e e e e nnnbaeas 103
5.1 BORDERCONTROLFUNCTION (BCF) ...eitiiiiiiiiiiiie ittt ittt ettt ettt e e e ettt e e e e s anbb e eneseeeeeeean 103
5.1.1  FUNCHONAI DESCHIPHION ....cciiiitiiiiie ettt ieeet et e e ettt e e ettt eeeet et e e e s s sab b e e e e e e s eabb b e eneteeeeeesanbbaeeeeeans 103
N A [ (=g r= (oSl B T o g o o] W PP TT PP PPPPPPPPPRP 106
5.1.3 Roles and ReSPONSIDITIES .......iiiiie e eeeeeee e ereer e e e e e e as 107
5.1.4 Operational CONSIAEIAtIONS.........ccciiiiiieiiiiii e e e e e e e e e e eeeeeaeeeaeeee e e e e eenaraaaaaeaeaees 107
5.2 EMERGENCY SERVICE ROUTING PROXY (ESRP)......ootiiiiiiiiii et e e e e e e e e aeanaens 108
5.2.1  FUNCLONAI DESCIIPUON.....ccciiiieiiiiiieti s e e e e e e e e e e et e e eee e e e e e eeas e e s e e e e e amaaseseeaeeaeeeeeensnnnen 108
LI 1 (=T = Vot =T B 1LYl ] o) 1] o USRS 117
5.2.3  DALA SITUCTUIES. ... .ttt ettt e e et bbb e s e e e e e e et et eneeeaeaeaeeeeesebbnbnn s e s eeeanan 122
B5.2.4  POlCY EIBMENTS ...ciiiiiiiiiiiii ettt e e et e e e e s st e ettt e e e e e e bbb e e e e e nb b et 122
V2 S T o (o) =1To ] o1 oo T RO PRSP 123
5.2.6 Roles and ReSPONSIDIIIES ........c.uuiiiiiiiii et 123
5.2.7  Operational CONSIAEIAtIONS. . .......uuuiiiieiiiiiii ettt e bbbt e e e e e et b e eneneee e e e e neees 123
5.3 EMERGENCYCALL ROUTING FUNCTION (ECRF)AND LOCATION VALIDATION FUNCTION (LVF)........ceeee... 123
5.3.1  FUNCLIONAI DESCHPION....ceeeiiitiiiieee ettt e e et bbb e e e s neebbnb e e ee e 124
5.3.2  INterface DeSCHPLION . .....ceiiiiiiiii ettt e e e e e 125
5.3.3  DAA SITUCTIUIES. ... .ttt et b et e e e e e e e e et et enaeeaeaeeeteeesebbbbnn s e s eeeanan 128
09/10/2016 Page6 of 363

[one naton LB one number



NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

5.3.4 Coalescing Data and Ga@lerIap ProCESSING ........occurriieeeiiiiiieeeiie e ettt e et eeesrre e e 130
RS NS o LT o] o= 1 ST PP OTPP P PPPPP PO 131
RS N T o (011 To] a1 o To AP P PP PP PP PP PP 131
5.3.7 Roles and ReSpONSIDIIIES ..........uuiiiii e 132
5.3.8  OperationalConSIderatioNsS.............cciiciuuuiierieren s isssssaereereereeeesseesssssensrenreeaeeeeeeeeeesananrersssseseeees 132
5.3.9 Internal and EXternal ECRF/LVES.........ooiiuiiiiiii ettt e et e e e 134
5.3.10 Relationship between ECRF and LVE............ooooiiii e e e 134
S N VNI N = TN = (] I 134
5.4.1 Operational CONSIAEIAtIONS............cciiiuuruiieriereesiessieereereereeeesseeesaseenrrnrrrareerreereessnanrerersenseeees 135
5.5 MSAG CONVERSIONSERVICE (MCS).....uttiiiieeiiitiitee e icee ettt ettt e s rmmee ettt e e et e e e e s smmee s e e 135
5.6 GEOCODESERVICE (GCS).. . utttiiiiiitiiettee e teteeiitte et e e sttt e e e s me e s skt b et e e s s s bbb et e e e s s me e snbbe et e e e s annnneeeeen s 137
L A S Y 1 PR 139
A R ] | OF= Y| T =] o 7= Lo =T PP PPPERPPPS 139
L A |V =T 1 T PSPPSR 140
A T o 1 T =] = Lo =PRSS, 140
B5.7.4 LIS INEITACES. ..ottt r ettt ettt eaaea s bbbt b e be e e e e e et e e e e e e e eeenrnee e 140
LT ST = o [o TN [ =] = Lo = 141
B5.7.6 ElEMENTISTALR. .. .eeiiiiiiieei e 141
T A A S T= T AV [o1 o] - 1 (= TP PP PP PPPUPP PP PPPPP 141
5.7.8  AbandonedCall EVENL.........coooiiiiiiiieie et e et e e e e bbb e e e e 142
5.7.9  DeQqUEUEREQISIIALION. ... it i e eieiiieieiiiie e et s e e e e e e et e teeeseeeeeeeeeesaetesa e s e eeensannaaseaaeeeaeeennnnnes 142
5.7.10 QUEBUESTALE. ...ttt ettt e e e s e e e e e e e e e et et e et bbbt e e bebba e s e e e e e e et e eeeetnaaeeeas 142
57.11 ] S 142
5.7.12 LOQUING SEIVICE ..o ittt e e ettt e e e e s st et eneb e e e e e e nbb e e e e e e e annneean 142
5.7.13 SECUNEY POSTUIE.....eiii ettt ettt e e e e et b b et e e e e st e e e bbb e e e e e e s aabbneeeeeeanee 142
5.7.14 0] o3P P PP POPPPROPPPPRPPN 142
5.7.15 Additional Data DerefereNCe.........uviiiiiiiiie e 143
5.7.16 THME INEEITACE ... .ttt rnn e e e e e e e e e e e anees 143
5.7.17 LIS A O | PRSPPI 143
5.7.18 L0 1 B YT €] o] o F PP PPOOPPPPPPPPPRON 143
5.7.19 TaToiTo =T o) TP TP TP TOUUPTTTTP 144
5.8 BRIDGING ....uuiiiieeee ettt ettt ettt s e e e e e et ettt eeeee e e ettt e e e et e b e oo e e e e eeaa e oo e e e e e e et eeeeebebnnn e n b e e eeas 144
B5.8.1  Bridge Call FIOW.......eeiiiiiiiiiiiiiie ittt ettt sttt e e s ee et e e e s nbbb e e e e e s s anns 145
5.8.2 Passing data to Agencies Via Bridging...........uueiii it 152
5.9 TRANSFERINVOLVING CALLING DEVICES THATDO NOT SUPPORTREPLACES.......ccutttutiiiaaaeeeeeeaaeesaeeeeaeeens 153
LR T A = 7 = 1 L 153
5.9.2 Bridging at the PSAP Using Third Party Call Control in the Call Taker User Agent.................. 157
5.9.3  Answer all Calls at @ DIIAGE. ......cooiiiiiiii et 165
5.9.4  RECOMMENUALIONS.......coiiiiiiiiitieteeee et e et ee e e b bbb bbb e e et ettt e et e e eaessbssbse e et eeeaeaeeaeeeessnnn 169
5.10  LOCATION INFORMATION SERVER (LIS) ...coitiiiiiiiiiii oot e e e e e e e e e nnne s 169
5.11  ADDITIONAL DATA REPOSITORY(ADR) ....coiiiiiiiiiiiiiie it e eeees et s e e e e e e e e e e e aese s rnnnes 171
5.11.1 Identity Searchable Additional Data Repository-ABR)........ccoooeeiiiriiiiieeeee e, 172
5.12  INTERACTIVE MEDIA RESPONSE SYSTEMIMR) ....cooiiiiiiiiiie e 173
5,13 LOGGING SERVICE ... ciiiiiiiititnttiie e s eeeets s s e s e e e e e eeteeeess b e b mmme e e e e se ks s e e e e e e e et et eneneeeeeteeeensebnbbnn s e s emennnan 174
5.13.1 (oo o I lo L a1 e [N ]ox1To] o PP URPTTPI 174
5.13.2 Media ReCording INtErfate...........ouiiiiiiiiiii e 174
5.13.3 (oo [ R LT oo ] (o (1o T PSPPSR 183
5.13.4 LOG RELHEVAL. ...ttt ettt e sttt e e s rmee s st ee e e s s bbb e e e e e smnnas 193
5.135 Ta1S) = T gL =T o= 1| Lo o] o =Y SRR 196
5.13.6 LOGEVENTREPICALOL. ... ee ettt ee e e bbbttt et e e e e e e s eeebebe et e e e eeaeaaaaaaas 196
5.13.7 Roles and ReSpONSIDIlITIES. ...t e e e e e e e e e e as 197
5.13.8 Operational CoONSIAEIALIONS. ......iiiii et ee e bbb eeesaannnees 197
5,14 FORESTGUIDE ...ttutuuuiiee e et teeeeeettieeme e ettt ettt o e 4o e e e e e 22aas s e e e e e aeeeeeesebebbas s smmms bbb e e e e e e eeaeeeeeessbnnneeeeeenes 197
09/10/2016 Page7 of 363

[one naton LB one number



NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

5.14.1 FUNCHIONAI DESCHIPTION.....eeiiitieeeie ettt ettt e e eeer et e e s et e e e e e b e eeeb e e e e e e e e nnnneeas 197
5.14.2 INTEITACE DESCHIPLION...ciiiitiiiie ettt ettt eee e e et e e e e s e bbb e e e eeme e e e s anbreeeeeenans 198
5.14.3 (D Fo = S 1 £ [od (1 = PPN 199
5.14.4 Roles and ReSpoNSIDIlItIES............eiiiiiii e 199
5.14.5 Operational CoNSIAEIAtIONS. .......ciieeeee e e er e eeeeeessnnnnnes 199
5.14.6 SECUINLY CONSIAEIALIONS. .. uuiiiiiiiiiiieiie e e e ceeeeee et e e e e e e e e e s e e et e e e e e e e e s e e s e s s s s nnneeeeaeeeaeeaaaan 199
LN T B T TP PPPPPPPPPPPPN 199
B5.16  AGENCYLOCATOR. ... i iiitieiiie ittt e e e s bbbttt ettt et eeaessbe b b e e e e e et ettt e et e e e e e emmsee et eeeeeeaeeaeeeesessssanneess 200
5.16.1 Agency Locator RECOIA STALE............ciiiiiiiieeee e e e e s e e e e s s e e seeeeeeenensnnrnnes 200
5.16.2 Agency Locator Search DBy LOCALION............uvviiiiiiiieeeiiee et 201
5.16.3 Agency Locator Search DY NAME...........oiiiiiiiiii e 201
5.16.4 AGENCY LOCAION RECONM.....ciiiiiiiiiiiie e ettt ettt e et e et e e e e skt e e e e e s st e e enbreeeeeesanees 202
B.A7  POLICY STORE ...ttttuuaei i et e e e ee ettt tteeme et ettt bttt o e oo e e e e e 2aaaa s e e e e aaeeeeeeaebebbas s samms b b eb e e e e e e eeeeeeeesssbnnneaeaennes 203
5.17.1 FUNCHIONAI DESCHIPTION.....eiiiitiieeee ettt ettt e e eeer et e e s e bbbt e e e e eee et n e e e e e e e nnnneeas 203
5.17.2 INEEITACE DESCHIPLION ... iteiiiee ettt ettt ee e et e e e e s sttt e e seame e e e s stbreeeeeeaans 203
5.17.3 Roles and ReSPONSIDIlItIES...........coeeiiiiii e erer e e e e e e e aenee e e e eaeeeeee 203
5.18  TIME SERVER. ...t tiititttittitaa et e e e eeaeaaa e s e e e e et e teeeeeseeb s sms s e e a oo e e e e e e et eeeesmnee e e et eensnbn bR e e e s e e e e e ananaeaaeeeees 203
519  ORIGINATION NETWORKS ANDDEVICES......ccututuuiiiiiieeeieitieees e e e e e teeeeeeentia s st s e s e e e e e e e e e eennnsnnnne s 203
5.19.1 SIP Call INTEITACE. ....eeeeeeieiee ettt e e bbb 204
5.19.2 [0 Tox= T To] g1 o) VA =] (=T (< 2 204
5.19.3 Additional Data REPOSIIOIY........cuuiiiriiisie i e e ceeeis i et e e e e e e ee ettt v s s e e e eeaeaeesesstnnneeeeeessnes 204
5,20  MAP DATABASE SERVICE ... .iiiitiittttutuiiteeeeeaaaaaaaasseeaeaaeteeeestesss mmmeeetesbasaaseeeaaeaeteennasaeeaeteeesesnnsnnnnns 204
6 S 1 = RSP 204
L0 R 1 )= N 1 TP 204
6.2 PSAPCREDENTIALING AGENCY ...ttttuuitieteeeaetettettttnaateseeeetststanaaaaeaasaaaasaaaaaaaeteteaeesstssnnn s mnnssssnsnnnsaasees 205
Lo T (I =1 J OO PP 205
6.4 AUTHENTICATION ..ttt et e e e e e eeteeeeesieemeeeeeeeeste s et e e e eeeaaaaasaaaeeeeeeeeesessssan s smmms b RR s e s e e aeeeeeeeennsbnnneeeeennns 208
6.4.1 Trusting Asserting and relying Parti@S.........ccovviiiiiiiiiire e e e rre e e e e e 209
6.5 AUTHORIZATION AND DATA RIGHTS MANAGEMENT .....uitiieiiiiiitiiiiitiiimmees b s s e e e e e eeeeeeseneneeeseeeesnnnnnnnnns 210
6.6 INTEGRITY PROTECTION. .. .iiiitititttuttiias e s eeeeis s e e s e e e eeteteeessssebmmmeese e s e b s e e e e eeeea et emmneeaeeeeeensbnbnnn s neseeean 210
6.7  PRIVACY .ttt ottt oot ee oo oottt sttt b e et e e e e et et et e e eee et et e et e e E e R R e e e e e aaaaa e e e e e eeaeeeeeeenrnren 211
6.8  ALGORITHM UPGRADES.....cctttttutuiaieaaaetetaaesasaeeaeteeeeeatetesaa s samessss st e e e eeeeteeeeetsbemnteeesessbbnnaeeeeeaeesanaes 211
7 L N I T 2 SRR 211
7.1 LEGACY NETWORKGATEWAY (LING) ..ottt ettt rmee ettt rmmee s 212
7.1.1  Protocol INterwork FUNCHON (PIF).....coiiiiiiiiiiiiii ettt 214
7.1.2 NG91-1 specific Interwork FUNCHON (NIE)......oiiuiiiiiiiiiiiiiieeecee et 219
7.1.3  Location Interwork FUNCHON (LIF).....cooiiiiiiiiiiii et 224
7.2 LEGACY PSAPGATEWAY (LPG) .. eitiiiiiiiiiiiiieee ettt ettt e e ettt e e e ekttt e e e e s snbbeeensbeeeeeeeennnes 240
7.2.1  Protocol Interwork FUNCLON (PIF)........cooiiiieiiii e e e et eeee e e et s e e e e e emen s 241
7.2.2 NG91-1 Specific Interwork FUNCHON (NIF).......oouuiiiiiiie e eeeeee e e 247
7.2.3 Location Interwork FUNCHON (LIF).......ccoiiiiiiiiiii e e e et eeee e e e e e e e e e emen s 260
7.2.4 Timing at the Legacy PSAP GalE@WAY...........uciiiiiiieeiieees e e e e eeeee ettt st s s e e e e e e e e e eeaesesrnnns 262
7.2.5 Trouble Detection/Reporting at the Legacy PSAP GateWay...........cooveiiiiiicceieeeee e 263
8 DATA AND THE EMERGEN CY INCIDENT DATA DOC UMENT ...ttt 263
00 R o i 110 Y - 263
8.2 ADDITIONAL DATA ASSOCIATED WITHA PSAP , THE EMERGENCY INCIDENT DATA DOCUMENT .......ceuunnnnn... 265
9 3RD PARTY ORIGINATIO N iiiiiiiiiiiiiiii it eees e s s e s s s eeensssss st esbaeaaeeeeeeeeeeeenenssessnneeeeeeeees 265
9.1 3™ PARTY CLIENT IS REFERRED TOPSAP;PSAPESTABLISHESCONFERENCE.......uveeeeeeseeeeeeeeeeeeeeseeeeeeeeens 265
9.2 3 PARTY CALL AGENT AND CALLER ADDED TOCONFERENCE........cccveeeteeeteeenreesmeieeeeseeeeseeesseeeeseseseenses 268
09/10/2016 PageB of 363

[one naton LB one number



NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

O I S I O N PR PR 269
11  NRS CONSIDERATION ... ottt eeee e e e e e e e s e e ee s s e nnnnnstenbeeneeeee 270
111 URN REGISTRY eiiiiiiiiiiiiieieititatiae sttt e e e e e e e e et et ee e teaaaeeeeeeebebaaa e e e o e e e e e aaaassaeeeeeeaeeeeasssntanans sammrnbnnan 270
11.112 A= T = PP PRTTRTR 270
11.1.2 Information required to Create @ NEW VAILE. .........cviviiiii i e 271
11.1.3 = Ve = Vo [T 0 0= ) o T PSSP 271
11.1.4 LO00] 01 1= o ) PP 271
11.1.5 INTHAL VAIUES ...ttt e e s sttt e eame e e s ebbe e et e e e s enbbte e e e eanne s 271
11.2  ASERVICEDURN SUBREGISTRY....ciiutttttteeiitteetteesaneessasttseeeeesaasssseeessaantessanssssessessnnssseesssannsessansssseees 271
11.21 A= T = PP PRTTRTR 272
11.2.2 Information required tO create a NEW VAILE. ...........coiiiiiiiiieeriie et 272
11.2.3 MaNAGEMENT PONICY . ...ttt e e bbb e s e e et e e e e e 272
11.2.4 (0] 01 (] o} USSP RPN 272
11.2.5 INILIAL VAIUES ... ..ot s e e s e e e eeeeaeeeteeeeeeeeesesrababaan s ennren 272
11.3  AURN:NENA:SERVICESOID REGISTRY ...uutttttttteeereerterteeseasaateseeeeerrettaataeaeeeessmmansertesteeseeeeesesssssnnmmnnneeees 272
11.31 [N = T = T TP TP PP PPTRPTTRRRR 273
11.3.2 Information required to create a NEW VAlLE.............oevvuiiiiiicciiiiie e e e e e e eeee e e e e eeaneaneeans 273
11.3.3 Y oY= To =T 0 0= |l o] oY 2 273
11.3.4 (600} 01 (=T o ) F PP 273
11.35 INITIAL VAIUES ...t e e bbb e e e eeenaa 273
11.4  AURN:NENA:SERVICETESTOREGISTRY.....uttiiiiieiiiiiiieee s s iieee s sitteeeeesssttteeeeeessmnaessstseeeaesssntbneeeeessmnaessns 274
1141 A= 0T PPN 274
11.4.2 Information required tO Create BEW VAIUE..........c..uviiiiiiiii et 274
11.4.3 MaNAGEMENT PONICY . ....etiiiie ettt e e e e e e e e et e e e e e 274
11.4.4 (0] (] o} PRI 274
11.4.5 INILIAL VAIUES ... ..ot s e e s e e e eeeeaeeeteeeeeeeeesesrababaan s ennren 274
11.5 AURN:NENA:SERVICERESPONIERO REGISTRY......utiiiiieiiiiiiieeesiiieeesstieeeeeessnstsseeeesssnmnessnsssseeesssansssseees 275
1151 [N E= T = T TP TPPPPURPTTRRRRN 275
11.5.2 Information required to create a NEW VAILE.............covvuvieiiieiiiiee e e ee e e e eeee e e e e e 275
11.5.3 Y Eo Y= To =T 0 0= o Al o] oY 2SS 275
1154 (600 1 =T 0 ) P TP P TP PP TR 275
1155 INITIAL VAIUES ... e e bbb e eeenaa 275
11.6  AURN:NENA:SERVICERESPONDERFEDERAL POLICEOREGISTRY ...utvttrirrierrrrriereeeeeeaeaseeeeeeeeeeeeaaaaassesaann 276
11.6.1 L= 0TS 276
11.6.2 Information required to create a NEW VAILE. ...........cciiiiiiiiieeeiiic e 276
11.6.3 MANAGEMENT PONICY . ...ttt s b e e e e e 276
11.6.4 (0] (] o) PPN 276
11.6.5 INILIAL VAIUES ... ..ot e e e s e e e e e e e aeeeseeeaeeeeeseasaba b ennnren 276
11,7  UID URN SUBREGISTRY...uuuuaieteeetettetesttatimmmteesssetasaaa s aaaaaeetetanaaaaaaatetaeessssssanann s aeamsaaaseeeeeseeeessnnnns 277
11.71 [N = T = TR PPPPURPPT R 277
11.7.2 Information required to create a NEW VALE.............covvvuiuiiieiiiee e e e e e eeee e e e e e e 277
11.7.3 Y Eo Y= To =T 0 0= o Al o] oY 2R 277
11.7.4 (600 1 =T 0 ) PO T TP TT RPN 277
11.7.5 INILIAL VAIUBS ... ..o e e e s e e e e e e e aeeeseeeaeeeeeeeseatataan s ennren 277
11.8  ELEMENTSTATE REGISTRY...utuuuuittteeeeeteteeeettimmmeeeeeeeeestnnnnnasaasaeeaaaaaaaaseeaeeeeeeesnnssnsnnnsaasssssnnnsnsseseeeeeees 278
11.8.1 LN E=T 0 PP TUPPPTT 278
11.8.2 Information required to create a NEW VAILE............cooiiiiiiiieeriiic e 278
11.8.3 MANAGEMENT PONICY. ...ttt et e et srme e e e nb e e e e e e 278
11.84 (0] 01 1= ) 278
11.8.5 INILIAL VAIUBS ... ..o e e e s e e e e e e e aeeeseeeaeeeeeeeseatataan s ennren 278
11.9  SERVICESTATE REGISTRY ..uiiiiiiiiiiitittitita s eeeet e s e e e e e e e et eeeeebbmmmteeeesba b s e e e e e e eeteeanesaeeaeeeeeeennstnnnnns 278
1191 [N F= T = T TP PPURPPTR 278
09/10/2016 Page9 of 363

[one naton LB one number



NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

11.9.2 Information required tO create @ NEW VAILE............ceiiiiiiiiieeniiet e 278
1193 MaNAGEMENT PONICY . ...t e ittt et e et e e e e e et e e e e 279
11.9.4 (0] 11T o} USRI 279
11.9.5 INILIAL VAIUES ... ..o e s e e e e e e e e e aeaeseeeaeaeeesesratebaan s ennnren 279
11.10 SECURITYPOSTUREREGISTRY....cettttttttttataeaaataaiiaaamtetteeaeeeaaaasaasaaaaenaeeesassassaaannnbnsbbesseeees s annnnnnnrrne 279
5 0 O 20 R AV o TP P PP PPPRPPPTRN 279
11.10.2 Information required tO Create @ NEW VAIUE...........uuuririiiieeieeeiieniiriieereeereeeeesseenseresaneeeeeeeeees 279
5 0 T T /- Vg T= Vo [T .0 1= ) o 1T 2P 279
R0 1 S @0 1 (=T o | PP PP 279
11.10.5  INHAI VAIUBS....eeeeee et ee e e e e e e e e et e et s e e ta e e s e e eeeaeeeeeaessannne s 279
11.11 EXTERNALEVENTCODE REGISTRY. ...ututuuuitiataaaiattittttieaaeaeeeeeststsaa s s e aaaeaaaaaaaaaaaaaaeesessssssnnnns sansssnnnnnns 280
5 5 0 O = o = PP 280
11.11.2  Information required t0 Create a NEW VAILE. ............eiiiiiiiiiieeiiie ettt e 280
11.11.3  MaNAGEMENT PONICY.......eveiiieeiiiiie ettt e et esmmme e e et e e e e e neees 280
R I S o (] ) PRI 280
11,115 INIHAI VAIUBS ... .ttt ettt et e e e e e e e e e e e s s ammt e e e e e e e e e e e e e e s e e s e nnnnn s 280
11.12 ESRANOTIFYEVENTCODE REGISTRY ..eettttuuuiaieeeeeiieteesimmneaseteeesstnnnasasaeeessmanssaasaeeseseeesssssnnnnnssmansennnns 280
3 0 0 R N\ o = ST PP P PTPPPRPPPRRN 281
11.12.2 Information required tO Create @ NEW VAIUE...........uiiiii i i i cceeeie e 281
e T |V = Vg F= o =T .4 1= o | oY R 281
2 S O] 01 (=T o | P PP PP TR 281
11,125 INHAIE VAIUBS....uiieee ettt ee e et e e e e et e et s et b e e s e e eeeeeeeeeessbannne s 281
11.13 ROUTECAUSE REGISTRY...eetttttuuuiiaieeeaetttttiamaeeaaaatteeeetttannae e saaasnasaeaaaaaeteeeaeesstsrnmnreessetnsnnnaaaeeeeeees 282
T 0 O\ =T o 1= RS SPP 282
11.13.2  Information required t0 Creat@ NEW VAIUE...........ccueiiieiiiiiieeriie et 282
11.13.3  MaNAGEMENT PONICY.....ueiiiiieiiiiie ettt e et e e e et e e e e e e e 282
R 1 S @0 01 (=T o | PP TP PP 282
11.13.5  INILAI VAIUBS ... .ttt ettt et e et e e e e e e e e e e s s ammt e e e e e e e e e e e e e e s e e s e nnnn s 283
11,14  LOGEVENT REGISTRY..cetttttuuuiiiaieeatetetttimmmaaetetteeasstssasa s s s e aaaaaaasaseeaaeeteteesssssss s mmmessssssan e aeeeeeeeereenens 283
5 R N\ o = TP P PP PPRRPPPN 283
11.14.2 Information required tO Create @ NEW VAIUE..........uuiiiii i i e cceeee e e 283
N S IV = Y F= o [=T .0 1= o | o oY SRR 283
R O S o (] ) PRI 283
11,145 INIAIE VAIUBS....uiieee ettt ee e et e e e e bt e e e e e e e e eeeeeeassbannne s 283
11.15 LOGEVENT CALL SIGNALING MESSAGEPROTOCOLREGISTRY ...vvuuuuiiieieeeiaieieieiitimemeeeeeenetnnnnanaeeeeeaeeannens 284
0 0 A N = o > 284
11.15.2 Information required to Create a NEW VAILE. ...........ueviiiiiiiiieeiiiie et 284
11.15.3  MaNAGEMENT PONICY.....cuviiiiieiiiiit ettt et ermme e et e e e e e 284
S S O] 01 (=T o | PSSP TP P PP 284
11155 INIHAI VAIUBS ... .ottt e et e e e e e e et e e s s et e e e e e e e e e e e e e e e e e e e annna s 284
11.16 LOGEVENT CALL TYPESREGISTRY ...ittiittttutuiuiaiaaaeeetiaaaiaeaeeaeetetteststsasa s aaamss s s s e e e eeeeeeeeensssnnneeeeeennes 284
5 0 1 20 R A\ T = ST P PR PPURPPPN 284
11.16.2 Information required tO create @ NEW VAIUE..........uuiiiii i eceeeie e 284
R0 T IV = Y F= o =T 0 ¢ 1= o LA o1 T R 285
000G 0 S 0 1= o) 285
0 0 G20 T 1011 7= LY 1 10T 285
11.17 LOGEVENT CALL STATES REGISTRY ..uutiiieeeieieieiieieietu i imeestnnnaaseeeeeeeeeeeesannneeeeeeeesssnnnnaaaaseeesannnssesees 285
0t A T =T 1 1= PP TPPPPTTT 285
11.17.2  Information required to Create a NEW VAILE. ...........ueiiiei ettt 285
0 C T /- Vg F= To [T . 1= B o Ton Y TP PRRUPPPP 285
O A S o | (] 1 PSPPI 286
11,175 INIAI VAIUBS....ueee ettt e eee e et e e e e e e et et er et e e e s e e e eeeeeeeeasssannne s 286
11.18 AGENCYROLESREGISTRY ..tttuuuuuiiateaaaeiattietttimeaeteteeetsatasaaa s aaaasaaaaaaaaaaaaaeteteesasstnnnnn saassssbnna s seeeeeaaeees 287
09/10/2016 PagelO of 363

[one naton LB one number



NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

0 20 R - o = T PP 287
11.18.2 Information required to Create a NEW VAILE. ............eiiiiiiiiiieeiiiee et 287
11.18.3  MaNAGEMENT PONICY.......ueeiiieeiiiiiee ettt e e et e e e smmme e s et e e e e e nnees 287
I 0 S o (] o) PSPPI 287
11.18.5  INIHAI VAIUBS...coiiiiiiieiiie ettt ettt e sttt e e e s st ennt e e e e s s e st be e e e e e ennneeennntes 287
11.19 AGENTROLESREGISTRY....ciiiiiiiiiiiiiuttttttttireesaaaaitebbbsbse e s e e et e e eaaasssbebbssss e e e e e et e et e e e e ememssseseeeeeeeaaaaaeaeeens 287
0 T R VT o = ST P PP PPRRPPPTN 287
11.19.2 Information required t0 Create @ NEW VAIUE...........uuuririiiieeieeeiiinirniirereeereeeeesseenenreenneeereeeeees 288
0 T T /- Vg T= Vo 1= .0 1= ) o 1T 2O 288
I R S o (] ) PSSP 288
11,195  INIAI VAIUBS....ueee et ee e e e e e e ettt s et b e e e e e e eeeaeeeeeaesbannne s 288
L11.20  E A GENT STATES. cittttuuuuaaieeeaetattetttinaaaattteeetteta e e s e e e e aaaaaaaaaeeaaaaetetastbstaan st ts b ana e e e e eeaaeeaeeeesbnnneaeeas 288
5 2 0 0 R N\ o = T PR PRPRPR 288
11.20.2 Information required t0 Create a NEW VAILE. ...........eeiieiiiiiiieeiiie ettt 288
11.20.3  MaNAGEMENT PONICY.......eviiiieiiiiiie et e et eerme e et e e e e e e neees 288
20 1 S O] 01 (=T o | P PP TP 288
11.20.5  INILAI VAIUBS .. ...ttt et e e e e e e e e e e e s s et e e e e e e e e e e e e e e s e e s e ennn s 289
11.21 AURN:NENA:SERVICEAGENCYLOCATORIREGISTRY. ...cciiuttriiteeiiiittreeeeeaaneesssssssneeeessnnssseesssannseessnsssseess 289
3 2 0 R A\ o = ST TTTPPTPPPRPPPRRRN 289
11.21.2 Information required tO Create @ NEW VAIUE...........uiiiii i i i cceeeie e e 289
Rt O T IV = Y F= o =T .4 1= o | oY 289
I S o (] ) PRI 289
11.21.5 DA VAIUBS....ueii ettt ee e et e e e e e e e et e eb b e e s e e e eeeeeeeeaesbannne s 290
11.22 IDENTITY SEARCHABLE ADDITIONAL DATA REPOSITORYREGISTRY ...uiiiiiiiiiiiiiieiiiiiiiiicamerebnnnn e aeeea e 290
R I R\ = o 1= RSP 290
11.22.2 Information required t0 Creat@ NEW VAIUE...........ccuiiiiiiiiiiiieeiiee e 290
A T IV = Y F= o =T .4 1= o | A oY 290
R S O] 01 (=7 o | P PP TP PP 290
11.22.5  INILAI VAIUBS .. ...ttt ettt et e e e e e e e e e e s s ammt et e e e e e e e e e e e e e e s e ennn s 290
11.23  SIPHEADER O S0OPERATCR CONDITIONS. ...tttetiittitteeessssttetiaaaseeeesssstseeeesssasssseanassesaessssssseeeessssssseennnns 291
2 20 R N\ 1o = TP TP P PP PPRPPPPN 291
11.23.2 Information required tO create @ NEW VAIUE..........uuiiiii i i e cceeeie e 291
11.23.3  MaNAGEMENT PONICY......uviiiiieiiiiieie ettt e et e e e e e aneees 291
R 7 B S o (] ) PN 291
11.23.5 TG VAIUBS....uveiee ettt e et e b e e e e e e e e e e e e eeassbannne s 291
11.24 LOGGINGSERVICE MEDIA ERRORREASON CODESREGISTRY....uuuuuiiieieeeieieieieiiiimnmeeeeeenetnnnnnaaaaeeaeaeeannens 291
O R\ =T o 1 U 291
11.24.2 Information required to Create a NEW VAILE. ...........eeiiiiiiiiiieeiieiee et 291
R e S IV - Y F= o (=T o ¢ 1= L o T SRR 292
i o] 01 (= o | PSPPSR T P PP 292
11.24.5  INIHAI VAIUBS .. ..ottt ettt e e e e e e e e e e e s amt e et e e e e e e e e e e e e e s e a e enne s 292
11.25 FAURNINENAXMLOREGISTRY...uutiitieiiiitttieteesaitieaasstteeeessansstseeeessasstnnessssseeessaanssaeeaesssnssnnnssssseeeesssnssnes 292
0 2300 R N\ 1o = TP PP PPURPPP 292
11.25.2  Information required tO create @ NEW VAIUE..........uuiiiii i i cceeei e 292
11.25.3  MaNAgemMENT PONICY.......uviiiiieiiiiiiii et et e e e et e e srme e e et e e e e nneee 292
0 7 T S o (] ) PR 292
11.25.5  INHAI VAIUBS....uviiee ittt e et et e bbbt e e e e e e eeaeeeseasebrnnne s 293
11.26  URN:NENAIXML NS REGISTRY....cettttuuuaieieeeeetetteimmmeaeteeeeeeestnnnnnseeesaaaaaasaaeaeeaeeeereeensssnnnnmmnssssnnnnnssesees 293
0 7 T A\ =T o T S 293
11.26.2 Information required tO Create @ NEW VAILUE............uuiiiiiiiiiieaeiiiiiiti et e e e e e e e ee e 293
11.26.3  Man@QEMENTt POICY......ciiiiiiiieie ittt e e et n b e e e e 293
R 2 I S o | (] o) PSPPI 293
11.26.5  INIIAI VAIUBS....ueiei ettt e ee e et e e e e e e ettt s e et e e e s e e eeeeeeeeeaessrnnne s 293
09/10/2016 Pagellof 363

[one naton LB one number



NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

11.27  URNINENAIXML :SCHEMAREGISTRY. . .euuiiituieiitieitie ettt aeaeeeeat e eesteestteeetnes mma—eeetasaestnaestaaesetnsaannrenneeeen 294
N 2 A \VF= Ty o1V 294
11.27.2 Information required to Create a NEW VAILE. ............eiiiiiiiiiieeiiee et 294
11.27.3  MaNAGEMENT PONICY.......ueiiiiieiiiiie ittt e et esnme e e et e e e e e nnees 294
0 O S 0] | =] ¥ RS 294
L11.27.5 TG VAIUBS....uvitee ittt ettt e ee et e e e e e e e e e e e e ee bbb s eab bbb eeseeeeeseeesesssbrnnne s 295

11.28  STATUS CODESREGISTRY...uttuiiiiiittieieetettiieeaeeeesestuteesestteeeesttimnntanseetestaneeterteesrennrestniaesesinaaeeees 295
T2 A\ =T o TSP 295
11.28.2 Information required t0 Create @ NEW VAIUE...........uuuvuriiiieiieeeiiirniirtirereeereeeeesseesenresaneeeeeeeeees 295
11.28.3  MaNAGEMENT PONICY......eeiiiiieiiiiiee ettt e e et e e s e s et e e e e e neees 295
< T O] o] (=] o) PSRRIt 295
2 S R ST 11 (T LY £ 1[0 1T O PPPRRT 295

11.29  INTERFACENAMES REGISTRY....uuiiitiiiiiiiiiiiie et ceeee e et e ettt e et e e e s aaeeeta e e st e e st eeetn e snnmtaneeetnaaesnnnns 296
2 I V=T o TSP 296
11.29.2  Information required to Create a NEW VAILE. ............eiiiiiiiiiieeiieee et 296
e IO T IV = Y F= o (=T .4 1= o | o T 296
e 1 S 0] o] (=] o) S 296
2 T 0 11T Y £ 11U 1= PP PPTR 297

11.30 CALL AND INCIDENT ID EXTENSION TOLOST ... ciitiiiiiie ettt ee e e e e e e e e e aaaes 297
11.30.1  REIAXNG SCNREMIA.....cctuiiiiiiiiii e e seeeee e et e e e e e et e e e e s as b e e s eetan e eeeerannnes 297

11.31 ToOMANY MAPPINGSWARNING EXTENSION TOLOST ... oo et eeeee e 298
11.31.1  REIAXNG SCNEMIA.....cctuiiiiiiii ettt e e e eee e e e s e e e e e et e e e s e st e e s eeban e e seerannnnss 298

N Vo AN Y O [\ 1 TN 298

12.1  SDPPARAMETERASUSPENDEID ......uuieiestunseesestenseeaeeeesssssneesssssnneessessamnntansessestanteesesssnseesrennresrinieeeens 298

13 DOCUMENTATION REQUIR ED FOR THE DEVELOPME NT OF A NENA XML SCH EMA ....... 298

14 RECOMMENDED READING AND REFERENCES.........cooi ittt eee e 299

15 PREVIOUS ACKNOWLEDGM ENTS. oottt eeeee ettt e ettt e s e e s et s e e s eaban s e e s senneens 310

APPENDIX A i MAPPING DATA ELEMENT S BETWEEN LEGACY AND NG9-1-1 (INFORMATIVE) 311

APPENDIX B T SI PROVISIONING DATA MODEL ....cooiiiee e eeeee et 320

Bl CENTERLINES. .. ettt ittt ettt eeett et e e e eta e ee st e e et eestn s aeamssan e eta e eaas e esnnes et amaneeesns s snnasansaesnnsessmmnnneestnsesnnnnenen 320

B.2 STREET/ADDRESSSTRUCTURES .....uuuitiittttiieetttttnieaesseetestanaessetansaessstanmsttaaeseetttaeeessttsaaaneessstanieessernnaes 323
A R 0o ] 0] (=] (1S L =TT 11N F= L =SS 323
B.2.2 CompPlete AddrESSNUMDEE ... ..o ettt ettt e bbbt e e s beeea bbb et e e e e anabnaeeee s 324
B.2.3 SIrEEISEOMENL. ... ittt e et ea e e e et et e et e e e e eenrr e e ee e 324
B.2.4 COMPIELEAGUIESS ...ttt ettt ettt e e s bbbttt e e oo bbb eenab et e e e e e nbb b e e e e e e e e e eeneeee 325

LIRS =T 2 {00 0= =R 325

S Y N 1 = S 101U 0 Y 2 328

B.5 COUNTY BOUNDARY ....ouiiiitiieii et e et eeeee e e e e e e e e e e e e e s ema e e et e e et e s s e e e ta s amenesan e st seetneeessnnsesnnaeersnns 329

B.6 INCORPORATEDMUNICIPALITY BOUNDARY ...ouiiiiiiiiiiieeie e eeeee e e s e et e e et e e e e tae e e st e e et e e e an e e et e s anmnenes 329

B.7 UNINCORPORATEDCOMMUNITY BOUNDARY ...cotuiiiitieiiiieiiieeetiees e st eestaeestneestanessnmmtaaesanseessnaesnaeeansannnnen 330

B.8 SERVICEBOUNDARY ......iiitiiitieiie e et eeeee et e e et aeeeat e e et e s s tmaaeesaaeeataastanaeetn s sanmsanestaaaestnassnneestnsaaneesnnnss 331
B.8.1 SEIVICE RESPONSE. ... .uuuttttieiiiiiitetiaaetttttt ettt et et et teetaeaeeeaaae ettt ettaataaaaaaaaaaeaasiamtataeaaaaaaaesaasaaaaannannaeeens 332

APPENDIX C 7T SUPPORT FOR PSAP ALL CONTROL FEATURES (NORMATIVE) .....ccccouviieieeennnn. 333

C.1AsSUMPTIONSREGARDING BEHAVIOR IN THE ORIGINATING NETWORK ....cccuuiiiiiieiiieeiiieeeimmmieeesneeeeinaeeennnans 333
C.1.1 Assumed Behavior in an Legacy Originating Netwark............cc.ueeieiicc i 333
C.1.2 Assumed Behavior in an IP Originating NetWOIK............c.ueiiiiiiien it rceee e 335

C.2 CALLED PARTY HOLD/SWITCH-HOOK STATUS ... itettieeeeettieeeeeeesmmtseesestaseeseeaansesssennssstanseesestanessessansonnes 336
C.2.1 Procedures at the Legacy NetWork GateMAY............cceeuiiurirreieeieeesiiiiieeee e sitiieeseieeeeeessnereeeeeeeens 336

09/10/2016 Pagel2 of 363

[one naton LB one number



NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

C.2.2 Procedures at the ESRP..........cooiiiiie e ettt reet s e s e e e e e aaaeeeeaaees 341
C.2.3 Procedures at the i3 PSAP..... ..o eee et e e e e e e 341
C.2.4 Procedures aht Legacy PSAP GatEWAY...........uuuiieiiiuiiieaaiieteesaaiiieeeeesaaibeesssbeeeeesaannbreeeeeeesnneeas 342
(ORC] {1 N [c]= 7Y o) TSP PO UUUPPPPPTPPPTPRN: 343
C.3.1 Procedures at the PSARP...........uiiiiie ettt et e et e e e e s st b e et e e e e e s sanbreeeeeenans 343
C.3.2 Procedures at the Legacy PSAP Gat@Ma...........uuuuuueereeerriiirnnirninnnrreerereesssmassssssresrrrrreereeeeeeesaons 344
C.3.3 Pra&edures at the ESRP.........cuuiiiie et e e st ee et e e e e s s anbreeeeeeeans 345
C.3.4 Procedures at the Legacy Network GateMay.............cooeeecuieeeeeeeeeiesseecivvenveeees s neeeaeeees 345
C.AENHANCED CALLED PARTY HOLD ...ttiiiiiiiiiititie s sttt ettt e e s sttt e e e s st beesstaee e e s s anntbee e e e s e snsbbnanssbeeeeeesanneneas 345
C.4.1 Procedures at the Legacy Network Gateway for Calls Received ovBugEitted Trunk Groups....346
C.4.2 Procedures at the Legacy Network Gateway for Calls Received over MF Trunk Groups............ 347
APPENDIX D i EXAMPLE CALL FLOWS ( INFORMATIVE) ...ciiiiiiiiie ettt seree e smmne s 349
D.1DATA BY VALUE SIPEND-TO-END EXAMPLE CALL FLOW..c.ttttttuiuiaaeaaaeieeetieeneaeaeeeeessssstnnn s e s e seenansaeaeeaaeens 349
D.2 STEP-BY-STEP DESCRIPTION....ctttttttutuuuuseseeeaaaaaasasaeeaeaeseeeesstsssnn amnsssssssnnnaaaeeaeteseeesmmmeeteeeeeeesmnmnnnnnenenn 355
D.2.1 Boot Up Activities (Steps NOt SNOWIL).........uuiiiiiiiiiieeeiiiee ettt eeeaeeee 355
D.2.2 PreCall ACHVITIES.....ceiiiiiiiiiiie ettt e e et b b b e e s e e e e e e enannnes 355
D.2.3 CallRElAtEA ACHVILIES. ...ttt ieee bbbt e e e e eeeebe b e e e et e et e e e aaeaeessaame e et eeeaaaaaaaaaaaaaaaanas 356
09/10/2016 Pagel3of 363

[one naton LB one number



NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

1 Executive Overview

This specification builds upon prior NENA publications including i3 requireméhend

architecture 100 documentsFamiliarity with the concepts, terminology and functional elements
described in these documents is a prerequlsitele the requirements and architecture documents
describe higHevel concepts, the present document describestioalgietailed functional and

external interfaces to those functional elemdhttere are discrepancies between the requirements
or architecture documents and this document, this document takes precétendecument

provides a baseline to other NG4l related specifications.

The i3 solution supports efid-end IP connectivity; gateways are used to accommodate legacy
wireline and wireless origination networks that are-tf®das well as legacy Public Safety Answering
Points (PSAPs) that interconnecthe i3 solution architecture, as described belN&NA i3

introduces the concept of an Emergency Services IP network (ESInet), which is designed as an IP
based intenetwork (network of networks) that can be shared by all public safety agencies that may
beinvolved in any emergency and a set of core services that proées£8lis! on that network

(NGCSi NG9-1-1 Core Services). The i3 Public Safety Answering Point (PSAP) is capable of
receiving IRbased signaling and media for delivery of emergency cafiformant to the i3

standard.

Getting to the i3 solution frorthe current EAL-1 infrastructure impliea transition from existing
legacy originating network and B1 PSAP interconnections to next generation interconnections.
This document describes hdWz9-1-1 works after transition, including ongoing interworking
requirements for Ibased and TDMbased PSAPs and origination netw@rkisdoes not provide
solutions for how PSAPSs, origination networgglective Routers (SRahd ALI systems evolve
Ratrer, it describes the end point where conversion is complethat point,SRsand existing ALI
systems are decommissioned and dltBcalls are routed by tHemergency Call Routing Function
(ECRH and arrive at the ESINBIGCSvia SIP. The NENA NG91-1 Transition Planning
Committee (NGTPChas producedocuments covering transition options and procedures.

This document supports4ased and legacy TDidased PSAPSs.

TDM-based PSAPs are connected to the EBN@&ESvia a gateway (the Legacy PSAP Gateway)
The definition of the Legacy PSAP Gateway is broad ensodgjis type of gateway may serve both
primary and secondary PSAPs that have not been upgraded.

Similarly, the scope includes gateways for legacy wireline and wireless origination networks (the
Legacy Network Gateway) used by origination networks who cannot yet create call signaling
matching the interfaces described in this document for the E8ligehot envisioned that legacy
origination networks will evolve to IP interconnect in all cases,thns the Legacy Network
Gateways will be needed ftite foreseeable futur@he document considers all wireline, wireless,
and other types of networks with IP interfaces, includihylultimedia SubsysteniNIS) [64]

networks, although the document only describes the external interfaces to théNESD®which a

1As definedin SectioB.4, t he term fAcall 0 i nhuhaniigaedade xt messages anoc
2A0rigination networkso include service providers who s

09/10/2016 Pagel4 of 363

[one naton LB one number



NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

conforming network must suppofithis document describes a common interface to the
ESInetNGCS to be used by all types of origination networks or devidow origination networks,
or devices within them, conform is not visible to the ESM@&CSand is out of sScopdNENA has
endeavored to define this interface to be sufficiently aligned with the major typagiotion
networks, as defined by the pedent SDOs (such as 3GPP, 3GPP2, IETF), that they are able to
conform without significant modification to their architectutdswever, it is recognized that IMS
design has evolved in parallel with development of this document, artth¢haterconnectio of

IMS originating networks and i3 ESlInets is documented in A0180015.v00319(.

This specification defines a number of Functional Elements (FESs) with their external intekfaces
implementation of one anore FEs in a single indivisible unit (such as a physical box, or software
load for a server) is compliant with this specification if it implements the functions as defined, and
the external interfaces as defined for the assembly oflfesnal interfaes between FEs that are

not exposed outside the implementation are not required to meet the standards herein, although it is
recommended that they do.

This document describes the fiend stateo that
circuit-switched telephony, and the legacy-E9 system built to support it, to an alFtased
communicatiorsystem with a corresponding-bRased Emergency Services IP netwdik get to

this fAend stated it is criticaptionf o understand

1. All calls entering the ESlInet are SIP baggdteways, if needed, are outside of, or on the edge
of, the ESInetCalls that are IP based, but use a protocol other than SIP or are not fully i3
compliant, will be interworked to i3 compliant SIP priotbeing presented to the ESInet.

2. Access Network Providers (e,gable providersDSL providers, fiber network providers,
WiMax providers, Long Term Evolution (LTE) wireless carriers, etc.) have installed,
provisioned and operated some kind of locatiamcfion for their networkd ocation functions
are critical for 91-1 calls originating on an IP network because it provided-d Yalid
location to IP clients that bundle their location in the SIP signaling to the ESInet

3. All calls entering the ESInetill normally have location (which might be coarse, e.g., cell
site/sectotocation in civic or geaoordinatgformai) in the signaling with the call

4. 9-1-1 authorities have transitioned from the tabiasster Street Address Guidd$AG) and
Emergency Swice NumbersESN9 to a Geographic Information Systgi@IS) based
Location Validation Function (LVF) and Emergency Call Routing Function (ECRF)

5. 9-1-1 authorities havsufficiently accurate and complete Gifatg which are used to provision
the LVF andECRFE A changetothe9-1 Aut horityés GIS system aut
the ECRF and LVF and affects routing.

6. All civic locatiors will be validated by the access network against the LVF prior to an
emergency call being placethis is analogous to MSG validation.

7. Periodic revalidation of civic location against the LWH be performedo assure that location
remains valid as changes in the GIS system that affect existing civic locations are made
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8. Since the legacy circugwitched TDM network will ery likely continue to be used for the
foreseeable future (both wireline and wireles® i3 architecture defines a Legacy Network
Gateway (LNG) to interface between the legacy network and the BSGES

9. Transition to i3 is complete when the existiBigand ALI are no longer usetdithin a
jurisdiction Even after that time, some PSAPs may not have upgradedTtioe33 architecture
describes a Legacy PSAP Gateway (LPG) to interface between the/HSIB&and a legacy
PSAPR The LPG supports theelivery of an emergency call through the ESInet to a legacy
PSAP as well as the transfer of an emergency call from/to an i3 PSAP to/from a legacy PSAP

10. Federal, State and local laws, regulations and rules may need to be modified to suppbrt NG9
1 system deplgment.

11.While NG91-1 is based on protocols that are international, and are designed to allow visitors
and equipment not of North American origin to work with NG, the specific protocol
mechanisms, especially interworking of legacy telecom and ENIBE!S protocols is North
Americanspecific and may not be applicable in other areas.

21l ntroducti on

2.1 Operations Impacts Summary

This standard will have a profound impact on the operationlef $ervices and PSAPNew data
formats, more rigid data structuregterements, new functions, new databases, new call sources,
new media types, new security challenges and more will impact the operatidnlogstems,
PSAPs, their contractors and access and origination networks.

Nevertheless, the basic function, and thndamental processes used to process calls will not change
substantiallyNENA Committees are working diligently to provide appropriate procedures to match
this specification.

2.2 Technical Impacts Summary

This standardupports endo-end IP connectivitygateways are used to accommodate legacy
wireline and wireless origination networks that are-ffdas well as legacy Public Safety Answering
Points (PSAPs) that interconnect to the i3 solution architecture, as deswibedNENA i3

introduces the conpé of an Emergency Services IP network (ESInet), which is designed as an IP
based intenetwork (network of networks) that can be shared by all public safety agencies that may
be involved in any emergenand a set of core services that proce&slScalls on that network

(NGCSi NG9-1-1 Core Services). The i3 Public Safety Answering Point (PSAP) is capable of
receiving IRbased signaling and media for delivery of emergency calls conformant to the i3
standard.

Getting to the i3 solution frorthe current EAL-1 infrastructure impliea transition from existing
legacy originating network and B1 PSAP interconnections to next generation interconnections.
This document describes how NGA works after transition, including ongoing interworking
requirementsdr IP-based and TDMhased PSAPs and origination netwolksloes not provide
solutions for how PSAPSs, origination networg&&sand ALI systems evolvdrather, it describes
the end point where conversion is complétiethat point,SRsand existing ALI sgtems are
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decommissioned and alB1 calls are routed by tHemergency Call Routing FunctioBCRF and
arrive at the ESInfIGCSvia SIP. This document supports both-tRased and legacy TDMased
PSAPs. TDMbased PSAPs are connected to the EBNGTSvia a gateway (the Legacy PSAP
Gateway) The definition of the Legacy PSAP Gateway is broad ensoghis type of gateway may
serve both primary and secondary PSAPs that have not been upgraded.

Similarly, the scope includes gateways for legacy wirelinevareless origination networks (the
Legacy Network Gateway) used by origination networks who cannot yet create call signaling
matching the interfaces described in this document for the E8ligenhot envisioned that legacy
origination networks will evale to IP interconnect in all cases, and thus the Legacy Network
Gateways will be needed for thmreseeabléuture. This document considers all wireline, wireless,
and other types of networks with IP interfaces, including 18 fietworks, although the document
only describes the external interfaces to the EBMG&ES which a conforming network must
support This document describes a common interface to the ERIBES to be used by all types

of origination néworks or devicesHow origination networks, or devices within them, conform is
not visible to the ESINBIGCSand is out of scop&lENA has endeavored to define this interface to
be sufficiently aligned with the major typesarfginationnetworks, as dé&fed by the prevalent

SDOs (such as 3GPP, 3GPP2, IETF), that they are able to conform without significant modification
to their architecturesThe results of this convergence work will be documented in a frguigion

of this document

2.3 Security Impacts Summary

This document introduces many new security mechanisms that will impact network and PSAP
operationsThe most significant changes to current practice are:

1 All transactions must be protected with authentication, authorization, integrity proteation a
privacy mechanisms specified by this document

1 Common authentication (single stgn) and common rights management/authorization
functions are used for ALL elements in the network

1 Of necessity, PSAPs will be connected, indirectly through the ESIrtbe gbobalInternet to
accept callsThis means that PSAPs will likely experience deliberate atackheir systems
The types of vulnerabilities that N&91 systems must manage and protect against will
fundamentally change and will require constagilance to create a secure and reliable
operating environmenNG9-1-1 systems must have robust detection and mitigation
mechanisms to deal with such attacks.

2.4 Document Terminology

The terms "shall", "must", "mandatory", and "required" are used throughisuwdocument to
indicate normative requirements and to differentiate from those parameters that are
recommendation®ecommendations are identified by the words "should", "may", "desirable" or

"preferable’

This document uses 4dsessionesiabldhediby signdling withameyrreadf e r  t
time media and involves a human making arequestforidp s omet i mes use MAvoOi
call 6 or fAtext call 0 when sTpheec itfeitemanietdieda i s o
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c a | ferg to a @endime notification or series of data exchanges established by signaling with at

mostonewvay medi a, and typically does.Exaodlesofmomol ve
humanoriginated calls include a burglar alarm, an automaticatgaed HAZMAT spill or a

floodingsensarThe term Acall 06 can also be used to ref
AText Calidml wyrc &lDlad,a since they are hdfhdheed t |

term Al nci de ntoareal worldoswrdnce far whicle dne ar more calls may be
received.

The term Location Information Serv@rlS) as listed in the NENA Master Glossary includes
functions out of scopfor i3. This document only uses those functions of adgScribed in &ctions
4.2and5.10

Prior versions of this document differentiated between Additional Data about a call, caller or

location The repository for additional call dataas the Call Information Database (CIDB) this
version, there is only fAAdditional Datao whic
source of the data and the AAddi ti oBeelSectivast a R
5.11and8 for more information.

2.5 Reason for Issue/Reissue

NENA reserves the right to modify this documeupon revision, the reason(s) will be provided in
the table below.

Document Number Approval Date Reason For Changes
NENA 08003 06/14/2011 Initial Document
NENA-STA-0102-2016 09/10/2016 This document is issued to define a

specification describing the functionality
supported by elements associated with an
ESInet and thaterconnection of these
functional elements. This second version (
the Functional and Interface Standards fon
the NENA i3 Solution is intended to be usq
in SDO liaisons, and Request for Informati
(RFI)-like processes. It provides more
detailed specifiations for interfaces and
functions, compared to the prior revision a
reflects experience with early
implementations. The NENA i3 Architectur
Working Group plans to release subseque|
versions of the Standard as new work itenj
are identified and resadd.

Provide more detailed specification and
reflect early implementation experience
Provisioning was taken out of scope and tf
section was removed.
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2.6 Recommendation for Additional DevelopmentWork

This is théfirst revisionof this documentThere are searal sections where it is noted that further

work is needed, and futurevisionswill cover topics in more deptfThe authoring committee chose

to describe future workithin the document, rather than maintain a separate document with future
work. Where hisrevisionstates that future work is needed, vendors may need to implement the
function in a way that may not yet be interoperable with other implementations, and when the work
is complete (in a futureevisionof this document), changes in such implatagons may be
necessaryT he following table lists sections in this document that refer to possible future work.

Section Reference to future work

<various> There are sever al references t
Definitions, maximums and/@amplementation guidance is necessary f
each instance of the term

3.14 The interactions of elements and services are not well articulated in
documentA future revisionwill provide additional clarity omow
elements and services interact, and how clients use elements and s¢

3.5 Note that the specification of the MSAG Conversion Service is
underspecified and will be addressed in a future revision ®f thi
document.

3.11 A futurerevisionof this document will standardize SNMP MIBs for ea
FE.

4.1.9 There is considerable flux in standardized Instant Messagingcpistt

is anticipated that there may be additional IM protocols supported by
NG9-1-1 in the future, specifically XMPRf such protocols are adopted
a futurerevisionof this document will describe the ESInet interface.

4.4.8 Further examples of call routing will be provided in a futeé@sionof
this document
4.6 OGC 10069r2 is not believed to lefinitive enough to enable multiple

interoperablemplementéions. A future OGC specification or a future
revision of this document is needed to describe the protocol definitiv

4.6 A standard NENA schema for WFS as used in the i3 Sl layer replica
protocol will ke provided in a futureevisionof this document

4.7 For elements (such as an ECRF) which must have a corresponding
web service, no discovery mechanism is currently specified, and will
providedin a fuure revision othis documentA separate discrepancy
report document exists, and must be reconciled tithdocument.

5.2.2.5 Using the latest data may be problematic in some situations. Making
rules fo merging objects more explicit would limit cases of conflicting
information. This will be covered in a future revision of this documer
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Section Reference to future work
5.2.4 Specific policy document structures will be specified for eachef
policy instances defined for the ESRP in a furesgsionof this
document.
5.2.7 ESRP Operational Considerations toppevided in a future revision of

this standard.

5.6 The IETF geopriv working group is considering the definition of a
geocoding protocol/service. If such a standardization effort is undert
and if the resulting work is suitable, it will replace this NENAly
interface in a future revisioof this document.

5.7.1 Handling of media other than voioaly callbacks is incompletely
specified and will be addressed in a future revision of this document

5.7.1 A new Functional Element that handles call backs, and specifically d
with the requirements for labeling such calls for Hd&ed origination
networks will be defined in a future revision of this document.

5.7.17 Support for testing of Policy Routing Rules will be addressed in a fut
revision of this document.

5.8 5.9 There are four mechanisms specified for tralhsfer, due to earlier lack
of agreement within the working group. There is a desire to revisit th
issue and see if some options can be eliminated.

5.8.2 The EIDD contains a snapshot of the state of tbelémt, as known by
the sending Agency. Obtaining updates to Incident state will be defin
a future revision of this document.

5.13.1 Need recommendations on siprec metadata to improve interoperabil

5.13.3.2 In the EventTypes described below, there is a very large amount of
logging including cases where information is logged at both the senc
and receiver. Future revisions of this document will describayatav
control what must be logged and whether digital signatures will be
deployed and their mechanism for deployment.

5.13.3.2 A description of which elements generate which log event types will
described ira future revision of this document.

5.13.3.2 Mechanisms to support blind and supervised transfer are not define
this document and will be standardized in a future revision of this
document. Logging of sudhansfers is still required.

5.16.3 A future revision of this document will specify a more general way to
connect the Agency Locator Search Services.

5.20 The deils of the Map Database Service andriterfaces will be
provided in a future revision of this document.
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Section Reference to future work

6.2 The PCA CP/CPS must be in conformance with minimum standards
provided in a future revisionf this document.

6.3 Specific definitions of the roles enumerated in this section will be def
in an informational document (NENINF) to be referenced in a future
revision of this document.

7.2.2.3 Further study is needed to determine what should be populated as tf
ATTTO value for calls originat

7.2.2.7 Further specification of an interworlg function between MSRP and
TTY will be provided in a future revision of this document.

8 Specification for the conveyance of EIDDs between agencies, syster
and applications will appear in a future revisidrihis document.

10 PSAP Management interface will be provided in a future revision of {
document.

Appendix A A future revision of this document will furtheraglfy how conversion
between legacy formats and NG9 formats is accomplished.

Appendix A A future revision of this document will describe how parameters in af
AQS query are handled by N&91 elements.

Appendix B Additional fields to allow MSAG Conversion Service to operate corre
must be addedefinition of applicable MSAG data fields a priority for i3v3,

AppC.1.2 Thetextwilneed to support SDP fAa=su

in a future revision of this document.

2.7 Anticipated Timeline

As this is a major change to theldl system, adoption of this standard will take several years and is
also dependent on the pace b&oge and evolution of originatioretwork providersaccess

network providerand PSAPsExperience with the immediately prior major change-ie(i.e.,

Phase Il wireless) suggests that unless consensus among government agencies at the lodal, state an
federal levels, as well as network operators, vendors and other service providers is reached,
implementation for the majority of PSAPs could take a decHu=i3 ArchitectureWorking Group

chose technology commensurate with-a year implementation setule.Additional work,

including that identified in Section 2.6, will be needed to achieve a level of specification necessary
for full functional implementation and interoperability.

2.8 Cost Factors

This is an alinew 31-1 system; the cost of everything WdhangeAt this time it is difficult to

predict the costs of the system and more work will be needed by vendors and service providers to
determine the impact of the changes on their products and operHtiongemented at a regional
(multi-county) orstate level, the cost of the new system may be significantly less, although in the
transition from the existing system to the new one, duplicate elements and seaydes/e to be
maintained at a higher overall costalso may be that costs are notueed, but the improved
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service to the public justifies these costete that the charge to ti& ArchitectureWorking Group
was to NOT make costs a primary consideration in making technical deciNewestheless, due to
the pragmatic experience of tparticipants, the document tended to consider cost as one of the
variables in making choiceBstimating the cost to deploy the entire NGQ system is the purview
of other groups within and outside NENA

2.9 Cost Recovery Considerations

Traditionally, much 6the cost of the existing E®-1 Service Provider infrastructure has been
supported through the collection of fees and surcharges on wireline and wireless telephone service.
Changes in the telecommunications industry has caused the basis on whichdhed feesharges

are collected to be modified, and the architecture described in this document further sunders the
assumptions on which the current revenue streams are based. It should be noted that the costs
associated with operating thel9l environmenenvisioned within this document are no longer
accurately predicted by the number of originating network subscribers residing in a given service
area. This document does not make recommendations on how funding should be. Sestesl

NG Partner Programunding Policy paperl41] for more on this subject

2.10 Additional Impacts (non-cost related)

This effort is a part of the ovall Next Generation-9-1 project There are far reaching impacts to

the entire 91-1 system and public safety policies engendered by the changes in networks, databases,
devices, interfaces and mechanisms this document desSdmethe NG Partner Program Policy
Guidelines documents for more on these arg4d [It is expected that originating networks will
ultimately evolve, but i3 assumes this evolution to take place over time and in stages by use of
supporting gateways to allow existing interfaces from originating networks to be suppoited unt

such time as the originating network provider is ready to migrate toelly all systems in a PSAP

must (eventually) evolvéAll databases change, some are eliminated, some new ones created, others
are modifiedNew relationships between agencies nhgsestablished, for example, to facilitate
answering of calls out of area.

Some of the more significant impacts are the methods and procedures to migrate the-dutrent 9
system to Next Generatiorn191. The NG91-1 Transition Planning Committee is déygng
documents that describe transitidimis document only describes external interfaces to a PBAP
internal PSAP subsystems and the interconnection between those subsystems musitubasge
the responsibility of thint NENA/APCONG9-1-1 PSAPWorking Group.

2.11 Intellectual Property Rights (IPR) Policy

NOTE i The usef® attentionis calledto the possibilty that compliancewith this standad may
requre useof an inventioncoveredby patent rights. By publicath of thisstandad, NENA takes
no position with respectto the validity of any suchclaim(s) or of any patentrightsin connection
therewith. If a patentholderhasfiled a staementof willingnessto granta licenseunderthese
rights onreasonableand nondicriminabry termsandconditiors to applicantsdesring to obtain
sucha licens, thendetailsmay beobtainedfrom NENA by contactingthe Committee Resouce
Manageridentified onNENAG& websiteat www.nena.orgfir.
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Consistent with the NENA IPRdHcy, available atvww.nena.org/iprNENA invites any interested
party to bring to its attention any copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be maglto implement this standard.

Please address the information to:

National Emergency Number Association
1700 Diagonal Rd, Suite 500

Alexandria, VA 22314

202-4664911

or commleadership@nena.org

2.12 Acronyms/Abbreviations, Terms and Definitions

See NENAADM-000, NENA Master Glossary ofB1 Terminology, located on ti¢ENA web
sitefor a complete listing of terms used in NENA documents. All acronyms uskis ilocument
are listed below, along with any new or updated terms and definitions.

Acronym (Term) Definition/Description New
(N)/
Update
)
3GPP (8° Generation Partner Project) The 3rd Generation Partnership Project

(3GPP) is a collaboration agreem¢hat was
established in December 1998. The
collaboration agreement brings together a
number of telecommunications standards
bodies which are kn
Partner so.

3GPP2 (8 Generation Partnership Project 2) A collaborative third genetan (3G) N
telecommunications specificatiosstting
project comprising North American and
Asian interests developing global
specifications for ANSI/TIA/EIA41 Cellular
Radio telecommunication Intersystem
Operations network evolution to 3G and
global specitations for the radio
transmission technologies (RTTS) supporte
by ANSI/TIA/EIA-41. A sister project to

3GPP.
ACK (Acknowledgement) A message to indicate the receipt of data. N
ACM (Address Complete Message) An ISDN (Integrated Services Digital N

Netwak) User Part (ISUP) message return|
from the terminating switch when the
subscriber is reached and the phone starts
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Acronym (Term)

Definition/Description

New
(N)/
Update
(V)

ringing, or when the call traverses an
interworking point and the intermediate trur
is seized.

Additional Data

Data that further desbe the nature of how
the call was placed, the person(s) associatj
with the device placing the call, or the
location the call was placed from.

ADR (Additional Data Repository)

A data storage facility for Additional Data.
The ADR dereferences a URI padsn a
Call-Info headefield or PIDFLO
<providedby> and returns an Additional
Data object block. It replaces and depreca
the concept of CIDB previously defined in
08-003 v1.

AES (Advanced Encryption Standard)

A Federal Information Processing 8tkard
(FIPS)}approved cryptographic algorithm th
Is used to protect electronic data.

Agency

In NG9-1-1, an organization that is connect
directly or indirectly to the ESInet. Public
safety agencies are examples of Agency. A
entity such as a compattyat provides a
service in the ESInet can be an Agency.
Agencies have identifiers and credentials tl
allow them access to services and data.

Agent

In NG9-1-1, an Agent is an authorized pers
- employee, contractor or volunteer, who h:
one or more res, in an Agency. An Agent
can also be an automaton in some
circumstances (e.g. an IMR answering a cg

AIP (Access Infrastructure Provider)

The entity providing physical
communications access to the subscriber.
This access may be provided over tekdre,
CATYV cable, wireless or other media.
Usually, this term is applied to purveyors of
broadband internet access but is not exclus
to them.

ALRS (Agency Locator Record Store)

A web service that, when presented with al
agency locator URI, returnsdtagency
locator record.
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AMR (Adaptive Multi Rate (codec)) An audio compression format optimized for N
speech coding that automatically changes
coding rates in response to the input audio
stream.
AMR-WB (Adaptive Multi Rate (coded) An audo compression format optimized for N

Wide Band)

wideband speech coding that automatically
changes coding rates in response to the in|
audio stream.

ANI (Automatic Number Identification)

Telephone number associated with the acce:
line from which a call originates

ANSI (American National Standards Institute

Entity that coordinates the development and
of voluntary consensus standards in the Unit
States and represents the needs and views (
U.S. stakeholders in standardization forums
around the globe. Pdse refer to:
http://www.ansi.org

APCO (Association of Public Safety
Communications Officials)

APCO is the worl défa-
profit professional organization dedicated to |
enhancement of public sé&yecommunications.

ATIS (Alliance for Telecommunications
Industry Solutions)

A U.S-based organization that is committed
rapidly developing and promoting technical &
operations standards for the communications
and related information technologieslustry
worldwide using a pragmatic, flexible and op
approach. Please refer tatp://www.atis.org
Ref: NENA 03507

Ref: NENA 08002

Ref: NENA 08504

Ref: NENA 57502

B2BUA (Back to Back User Agent)

A back to lack user agent is a SIP element th
relays signaling mechanisms while performin
some alteration or modification of the messa
that would otherwise not be permitted by a
proxy server.

A logical entity that receives a request and
processes it as a usagent server (UAS). In
order to determine how the request should b
answered, it acts as a user agent client (UAC
and generates requests. Unlike a proxy serve
maintains dialog state and must participate ir

all requests sent on the dialogs it estalelish
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(N)/
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(V)

BCF (Border Control Function)

Provides a secure entry into the ESInet for
emergency calls presented to the network. T
BCF incorporates firewall, admission control,
and may include anchoring of session and
media as well as other security mechanisms
prevent deliberate or malicious attacks on
PSAPs or other entities connected to the
ESlInet.

BISACS (Building Information Services And
Control System)

A computer based system that allows acce
to building information such as its structura|
layout and/or to monitor a particular building
or set of buildings for alerts.

CAMA (Centralized Automatic Message
Accounting)

A type of inband analog transmission protoct
that transmits telephone number via multi
frequency encoding. Originally designed for
billing purposes.

CAP (Common Alerting Protocol)

The Common Alerting Protocol is a genera
format for exchanging emergency alerts,
primarily designed as an interoperability
standard for use among warning systems ¢
other emergency information systems.

CDR (Call Detail Record)

A record stored in a database recording the
details of a received or transmitted call (from
08-003).

The data information sent to the ALI compute
by a remote identifying device (PBX, Call
Position I dentifier,

cid (Contentidentifier (ConterdiD))

An identifier used to refer to a Multipurpose
Internet Mail Extensions (MIME) block.

CIDB (Call Information Database (obsolete,
replaced with Additional Data Repository))

Obsolete, see Additional Data Repository

Codec (©derDECoder)

In communications engineering, the term
codec is used in reference to integrated
circuits, or chips that perform data
conversion. In this context, the term is an
acronym for fAcoder/
codec combines analdg-digital conversio
and digitalto-analog conversion functions ir

a single chip. In personal and business
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(V)
computing applications, the most common
use for such a device is in a modem.
CoS (Class of Service) A designation in EA-1 that defines the servic U

category of thedlephony service. Examples a
residential, business, Centrex, coin, PBX, V@
and wireless Phase Il (WPH2). Ref: NENA-O;
010 Ref: NENA 02011

CPE (Customer Premises Equipment)

Communications or terminal equipment locat
in the custioTareinads f a
equipment at a PSAP.

Dereference

The act of exchanging a reference to an ite
by its value. For example the dereference
operation for location uses a protocol such
SIP or HELD to obtain a location value
(PIDF-LO).

DES (Data Encryptiont@ndard)

The data encryption standard (DES) is a
common standard for data encryption and i
form of secret key cryptography (SKC),
which uses only one key for encryption ang
decryption. Public key cryptography (PKC)
uses two keys, i.e., one for encryptioma
one for decryption.

DHCP (Dynamic Host Control Protocol (i2)
Dynamic Host Configuration Protocol)

A widely used configuration protocol that
allows a host to acquire configuration
information from a visited network and, in
particular, an IP address.

DNS (Domain Name Server (or Service or
System))

Used in the Internet today to resolve domain
names. The input to a DNS is a domain nam|
(e.g., 67elcordia.com); the response is the IF
address of the domain. The DNS allows peoj
to use easy to remembextdased addresses
and the DNS translates those names into
routable IP addresses.

DoS (Denial of Service)

A type of cyberattack intended to overwhelm
the resources of the target and deny the abili
of legitimate users of the target the normal
servicethe target provides.

DSL (Digital Subscriber Line)

A Alast mileo sol uti
telephony infrastructure to deliver high speec
broadband access. DSL standards are
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Definition/Description
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(N)/
Update
(V)

administered by the DSL Forum
(http://dslforum.org/).

E9-1-1 (Enhanced 4-1)

A telephone system which includes network
switching, database and Public Safety
Answering Point premise elements capable ¢
providing automatic location identification dal
selective routing, selective transfer, fixed
transfer, and a call back number.

The term also includes any enhanceti®
service so designated by the Federal
Communications Commission in its Report a
Order in WC Docket Nos. 036 and 05196, or
any successor proceeding.

ECRF (Emergency Call Routing Function)

A functional elemat in an ESInet which is a
LoST protocol server where location
information (either civic address or geo
coordinates) and a Service URN serve as ing
to a mapping function that returns a URI use!
to route an emergency call toward the
appropriate PSAP fohte cal | er 6s
towards a responder agency.

EDXL (Emergency Data eXchange Languags

The Emergency Data Exchange Language
(EDXL) is a broad initiative to create an
integrated framework for a wide range of
emergency data exchange standards to
supprt operations, logistics, planning and
finance.

EIDD (Emergency Incident Data Document)

A National Information Exchange Model
(NIEM) conformant object that is used to
share emergency incident information
between and among authorized entities an|
systens.

ESInet (Emergency Services IP Network)

An ESlnet is a managed IP network that is
used for emergency services communicati(
and which can be shared by all public safel
agencies. It provides the IP transport
infrastructure upon which independent
apdication platforms and core services can
deployed, including, but not restricted to,
those necessary for providing NG9l
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services. ESInets may be constructed from
mix of dedicated and shared facilities.
ESlInets may be interconnected at local,
regioral, state, federal, national and
international levels to form an {Pased inter
network (network of networks). The term
ESlInet designates the network, not the
services that ride on the network. See NIG¢
1 Core Services.

ESN (Emergency Service Numbeie&ronic
Serial Number, Emergency Service Network

A 3-5 digit number that represents one or mc
ESZs. An ESN is defined as one of two typeg
Administrative ESN and Routing ESN.

ESRK (Emergency Services Routing Key)

Either a 16digit North American Nurbering
plan or noANANPA number that uniquely
identifies a wireless emergency call, is used |
route the call through the network, and used
retrieve the associated ALI data. In the past,
these numbers may have been dialable of nc
dialable. As of 2012hese numbers should be
non-dialable, and all new ESRKSs will be non
NANPA, nondialable terdigit numbers.

ESRP (Emergency Service Routing Proxy)

An i3 functional element which is a SIP proxy
server that selects the next hop routing withir
the ESInet ba=d on location and policy. There
is an ESRP on the edge of the ESInet. Therg
usually an ESRP at the entrance to an NG9
PSAP. There may be one or more intermedig
ESRPs between them.

EVRC (Enhanced Variable Rate Codec) A speech codec developedadfier mobile N
carriers more network capacity while not
increasing bandwidth requirements.

EVRC-WB (Enhanced Variable Rate Wideba| A speech codec providing enhanced N

Codec) (wideband) voice quality.

FAC (Facility (SS7 message)) A message sent in eithdirection at any N
phase of the call to request an action at
another exchange.

FCC (Federal Communications Commission] An independent U.S. government agency N

overseen by Congress, the Federal
Communications Commission regulates
interstate and internatiahcommunications
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by radio, television, wire, satellite and cablg
in all 50 states, the District of Columbia anc
U.S. territories.

FCI (Feature Code Indicator)

Information sent in either direction to invoki
a specific feature operation at the termingti
or originating switch,

FE (Functional Element)

An abstract building block that consists of ¢
set of interfaces and operations on those
interfaces to accomplish a task. Mapping
between functional elements and physical
implementations may be oite-ong oneto-
many or manito-one.

FQDN (Fully Qualified Domain Name)

The complete domain name for a specific
computer, or host, on the Internet.

g.711 alaw

An ITU-T Recommendation for an audio
codec for telephony in neNorth American
regions

g.711mulaw

An ITU-T Recommendation for an audio
codec for telephony in the North American
region

GCS (Geocode Service)

An NG91-1 service providing geocoding ar
reversegeocoding.

GDP (Generic Digits Parameter)

Identifies the type of address to be praed in
calls set up or additional numeric data releva
to supplementary services such as LNP or E|
1-1.

Geopriv (Geographic Location/Privacy)

The name of an IETF work group, now
dormant, whiclcreated location
representation formats such as PiDB ard
protocols for transporting them, such as
HELD used in NG91-1.

GeoRSS (Geodetic Really Simple Syndicalio

A simple mechanism used to encode GML
RSS feeds for use with the ATOM protocol

Geoshape (Geodetic Shape)

One of a list of shapes definedginally by
the IETF and standardized by the Open
Geospatial Consortium that can be found i
PIDFLO. Includes point, circle, ellipse, arc
band, polygon and 3D versions of same.

GIS (Geographic Information System)

A system for capturing, storingdjsplaying,

analyzing and managing data and associate(
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attributes which are spatially referenced.
GML (Geography Markup Language) An XML grammar for expressing N
geographical features standardized by the
OGC.
GRUU (Globally Routable User agent URI) | A SIP URI which identifies a specific N

endpoint where a user is signed on that is
routable on the Internet.

H.264/MPEG4 An ITU-T Recommendation and Motion U
Picture Expert Group standard for a video
codec

HELD (HTTP-Enabled Location Delivery A protocol that can be used to acquire Locati

Protocol) Information (LI) from a LIS within an access
network as defined in IETF RFC 5985.

HTTP (HyperText Transfer Protocol) Hypertext Transport protocol typically used

between a web client and a web server that
transports HTML and/or XML.

HTTPS (HyperText Transfer Protocol Secure HTTP with secure transport (Transport Layer, N
Security or its predecessor, Secure Sockets
Layer)

IAM (Initial Address Message) First message sent to inform the partner
switch that a dahas to be established on th|
CIC contained in the message. Contains th
called number, type of service (speech or
data) and optional parameters.

IANA (Internet Assigned Numbers Authority)| IANA is the entity that oversees global IP
address allocatio)NS root zone
management, and other Internet protocol
assignments.

ICE (Interactive Connectivity Establishment) | A mechanism for endpoints to establish RT, N
connectivity in the presence of NATs and
other middleboxes.

IDP (lIdentity Provider) An entity which authenticates users and N
supplies services w
used in subsequent operations to refer to g
authorized user.

IETF (Internet Engineering Task Force) Lead standard setting authority for Internet
protocols.
IM (Instant Messagig) A method of communication generally using

text where more than a character at a time is
sent between parties nearly instantaneously.
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IMR (Interactive Media Response) An automated service used to play N

announcements, record responses and int¢
with callers using any or all of audio, video
and text

IMS (Internet Protocol Multimedia Subsysten

The IP Multimedia Subsystem comprises all
3GPP/3GPP2 core network elements providi
IP multimedia services that support audio,
video, text, pictures aloneg c combination
delivered over a packet switched domain.

Incident Tracking Identifier

An identifier assigned by the first element i
the first ESInet that handles an emergency
call or declares an incident. Incident Tracki
Identifiers are globally uue.

INVITE

A SIP transaction used to initiate a session
(See reINVITE).

IP (Internet Protocol)

The method by which data is sent from one
computer to another on the Internet or other
networks.

IPsec (Internet Protocol Security)

IPsec is the nexgeneration network layer
crypto platform. IRBec can be found on routers
firewalls, and client desktops.

IPv4 (Internet Protocol version 4)

The fourth version of the Internet Protocol;
uses 3zbit addresses.

IPv6 (Internet Protocol version 6)

The mosrecent version of the Internet
Protocol; uses 12Bit addresses.

IS-ADR (Identity Searchable Additional Data
Repository)

An Additional Data Repository that provide|
a service that can search for Additional Dat
based on a sip/sips or tel URI: (e.g.,
Additional Data about the caller).

ISDN (Integrated Services Digital Network)

International standard for a public
communication network to handle circuit
switched digital voice, circuiswitched data,
and packeswitched data.

ISP (Internet Service Bvider)

A company that provides Internet access to
other companies and individuals.

ISUP (Integrated Services Digital Network
User Part)

A message protocol to support call set up an
release for interoffice voice call connections
over SS7 Signaling.

ITU (International Telecommunication Union

The telecommunications agency of the Unite

Nations established to provide worldwide
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standard communications practices and
procedures. Formerly CCITT.

KP (Key Pulse)

An MF signaling tone (digit) .

LIF (Location Interwork Function)

The functional component of a Legacy Netwc
Gateway which is responsible for taking the
appropriate information from the incoming
signaling (i.e., calling number/ANI, ESRK, ce
site/sector) and using it to acquire location
information that can be used to route the
emergency call and to provide location
information to the PSAP. In a Legacy PSAP
Gateway, this functional component takes thi
information from an ALI query and uses it to
obtain location from a LIS.

LIS (Location Inform&ion Server)

A Location Information Server (LIS) is a
functional element that provides locations of
endpoints. A LIS can provide Locatkdny-
Reference, or Locatiehy-Value, and, if the
latter, in gedeticor civic forms. A LIS can be
gueried by an endpdiffor its own location, or
by another entity for the location of an
endpoint. In either case, the LIS receives a
unique identifier that represents the endpoint
for example an IP address, cirelit or MAC
address, and returns the location (value or
reference) associated with that identifier. The
LIS is also the entity that provides the
dereferencing service, exchanging a location
reference for a location value.

LNG (Legacy Network Gateway) An NG91-1 Functional Element that U
provides an interface betwean urupgraded
legacy origination network arttieNGCS.

LO (Location Object) In an emergency calling environment, the LC U

used to refer to the current position of an
endpoint that originates an emergency call. T
LO is expected to be formatted aBr@sence
Information Data Formdt Location Object
(PIDFLO) as defined by the IETF iIRFC
4119, updated by RFCs 5139, 5491 and 74
and extended by RFC 684Bhe LO may be:

T Geodiestheape, l atit
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LoST (Location to Service Translation)

A protocol that takes location information and
Service URN and returns a URI. Used gener,
for locationbased call routing. In NG®-1,

used as the protocol for the ECRF and LVF.

LPG (Legacy PSAP Gateway)

An NG91-1 Functional Element which
provides an irdrface between an ESInet and |
unrupgraded PSAP.

LRF (Location Retrieval Function)

The IMS associated functional entity that
handles the retrieval of location information fj
the emergency caller including, where requiri
interim location informationinitial location
information and updated location information
The LRF may interact with a separate RDF 0
contain an integrated RDF in order to obtain
routing information for an emergency call.

LSRG (Legacy Selective Router Gateway)

The LSRG providesrainterface between a®B
1 Selective Router and an ESlnet, enabling ¢
to be routed and/or transferred between Leg:
and NG networks. A tool for the transition
process from Legacy-9-1 to NG91-1.

LVF (Location Validation Function)

A functional eement in an NGCS that is a
LoST protocol server where civic location
information is validated against the

authoritative GIS database information. A

civic address is considered valid if it can be
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located within the database uniquely, is
suitable to providan accurate route for an
emergency call and adequate and specific
enough to direct responders to the right
location.

MCS (MSAG Conversion Service) A web service providing conversion betwe¢ N
PIDFLO and MSAG data.

MDN (Mobile Directory Number) The teephone number dialed to reach a
wireless telephone.

MF (Multi-Frequency) A type of inband signaling used on analog
interoffice and 91-1 trunks.

MIB (Management Information Base) An object used with the Simple Network N
Management Protocol to managspeecific
device or function.

MIME (Multipurpose Internet Mail Extensions A specification for formatting neASCII N
messages so that they can be sent over thi
Internet.

MPC/GMLC (Mobile Positioning Center/ The MPC/GMLCserves as the point of U

Gateway Mobile Location Center)

interface to the ANSI wireless network for the
Emergency Services Network. The
MPC/GMLC serves as the entity which
retrievesforwards, stores and controls positio
data within the location network. It can selecit
the PDE(S) to use iposition determination anc
forwards the position to the requesting entity
stores it for subsequent retrieval. In the case
a PDE with autonomous determination
capability, the MPC/GMLC receives and stor
the position estimation for subsequent retey
The MPC/GMLC may restrict access to
position information (e.g., require that the
Mobile Station be engaged in an emergency
service call or only release position informatis
to authorized nodes.)

MSAG (Master Street Address Guide)

A database of ste# names and house numbel
ranges within their associated communities

defining Emergency Service Zones (ESZs) a
their associated Emergency Service Number
(ESNSs) to enable proper routing ofl9l calls.

MSC (Mobile Switching Center)

The wireless equivant of a Central Office,

which provides switching functions from
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wireless calls.
MSRP (Message Session Relay Protocol) | A standardized mechanism for exchanging N

instant messages using SIP where a serve
relays messages between user agents.

MTP (Messag Transfer Part)

A layer of the SS7 protocol providing the
routing and network interface capabilities tc
support call setup.

NANP (North American Numbering Plan)

An integrated telephone numbering plan
serving 20 North American countries that
share telepone numbers in the +1 country
code.

NAPT (Network Address and Port Translatio

A methodology of remapping one IP addre
and port into another by modifying network
address information in Internet Protocol (IP,
datagram packet headers while they are in
transit across a traffic routing device.

NAT (Network Address Translation)

A methodology of remapping one IP addref
into another by modifying network address
information in Internet Protocol (IP)
datagram packet headers while they are in
transit acros a traffic routing device.

NENA (National Emergency Number
Association)

The National Emergency Number Associatio
is a notfor-profit corporation established in
1982 to further 1Ohee
Number . 0 NENA is a n
promdes research, planning and training.
NENA strives to educate, set standards and
provide certification programs, legislative
representation and technical assistance for
implementing and managing191 systems.

NG9-1-1 (Next Generation-9-1)

NG9-1-1 is an Internet Protocol ([Pbased
system comprised of managed Emergency
Services IP networks (ESlInets), functional
elements (applications), and databases that
replicate traditional E4-1 features and
functions and provides additional capabilities
NG9-1-1 isdesigned to provide access to
emergency services from all connected
communications sources, and provide

multimedia data capabilities for Public Safety
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Answering Points (PSAPs) and other
emergency service organizations.
www.nena.org/resource/resmagr/ni}9

1 project/whatisng911.pdf

NOTE: It is recognized that there will be a
multi-year transition to NG91-1 beginning as
early as 2010. See the NENA list of FAQs
related to NGAL-1 for more details.

NGCS (Next Generation-91 (NG9 1-1) Core
Services)

The base set of services needed to proces]
9-1-1 call on an ESlnet. Includes the ESRP
ECRF, LVF, BCF, Bridge, Policy Store,
Logging Services and typical IP services st
as DNS and DHCP. The term N@9L Core
Services includes the services and not the
network on which they operate. See
Emergency Services IP Network

NIF (NG9-1-1 Specific hterwork Function)

The functional component of a Legacy Netwc
Gateway or Legacy PSAP Gateway which
provides NG91-1-specific processing of the
call not provided by an ofthe-shelf protocol

interwork gateway.

NPD (Numbering Plan Digit)

A component otfhe traditional &igit 9-1-1
signaling protocol between the Enhancet+®
Control Office and the PSAP CPE. Identifies
of 4 possible area codes.

NRS (NENA Registry System)

The entity provided by NENA to manage
registries.

NTP (Network Time Protodp

A networking protocol for clock
synchronization between computer system
over packeswitched, variabldatency data
networks.

OASIS (Organization for the Advancement o
Structured Information Standards)

An organization that promulgates standard;
for data interchange.

OGC (Open Geospatial Consortium)

An organization that promulgates standard;
for the global geospatial community.

OLI (Originating Line Information)

A parameter that conveys class of service
information about the originator of alca

Originating ESRP

The first routing element inside the NGCS.
receives calls from the BCF at the edge of |

ESlInet.
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OSI (Open Systems Interconnection)

A 7-layer hierarchical reference model structi
developed by the International Standards
Organization for defining, specifying, and
relating communications protocols; not a
standard or a protocol;

Layer Description (7) Application Provides
interface with network users, (6) Presentatiol
Performs format and code conversion, (5)
Session Manage®unections for application
programs, (4) Transport Ensures d¢aénd
delivery, (3) Network Handles network
addressing and routing, (2) Data Link Perforr
local addressing and error detection and (1)
Physical Includes physical signaling and
interfaces.

P-A-1 (P-Assertedldentity)

A header in a SIP message containing a U
that the originating network asserts is the
correct identity of the caller.

PCA (PSAP Credentialing Agency)

The root authority designated to issue and
revoke security credentials (ihe form of an
X.509 certificate) to authorized B1 agencies
in an ESlnet.

PHB (Per Hop Behaviors)

The action a router takes for a packet marke!
with a specific code point in the Diffserv QoS
mechanism in IP networks.

PIDF (Presence Information aFormat)

The Presence Information Data Format is
specified in IETF RFC 3863; it provides a
common presence data format for Presence
protocols, and also defines a new media type
presence protocol is a protocol for providing |
presence service over th@edrnet or any IP
network.

PIDFLO (Presence Information Data Forniat
Location Object)

Provides a flexible and versatile means to
represent location information in a SIP heade
using an XML schema.

PIF (Protocol Interworking Function)

That functionhcomponent of a Legacy
Network Gateway or Legacy PSAP Gateway
that interworks legacy PSTN signaling such ¢
ISUP or CAMA with SIP signaling.

PKI (Public Key Infrastructure)

A set of hardware, software, people, policie

and procedures needed to creatapage,
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distribute, use, store, and revoke digital
certificates and manage pubkey
encryption.

PRF (Policy Routing Function) That functional component of an Emergenc U
Service Routing Proxy that determines the
next hop in the SIP signaling path usang

policy.

PSAP (Public Safety Answering Point) Public Safety Answering Point (PSAP): An
entity responsible for receivingB1 calls and
processing those calls according to a specifi(
operational policy.

PSP (Provisioning Service Provider) The compaent in an ESInet functional eleme
that implements the provider side of a SPML
interface used for provisioning

PSTN (Public Switched Telephone Network)| The network of equipment, lines, and control
assembled to establish communication paths
between clling and called parties in North

America.
QoS (Quality of Service) As related to data transmission a measurem
of latency, packet loss and jitter.
REFER/Replaces Use of the SIP REFER method together wi

a Replaces header as part of a transfer
opeaation to indicate that a new leg is to be
created that replaces an existing call leg.

re-INVITE A SIP INVITE transaction within an U
established session used to change the
parameters of a call or refresh a session. S

INVITE.

REL (Release (message)) An ISUP message sent in either directiontf U
release the circuit.

RequestURI That part of a SIP message that indicates

where the call is being routed towards. SIP
Proxy servers commonly change the Requi
I D (Aretargetingo)
intended recipient.

Resource Priority A header used on SIP calls to indicate prio U
that proxy servers give to specific calls. Thi
Resource Priority header does not indicate
that a call is an emergency call (see
RequestURI).
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REST (Representationala®¢ Transfer)

An interface that transmits domaspecific data
over HTTP without an additional messaging
layer such as SOAP or session tracking via
HTTP cookies.

RFC (Request for Comment)

A method by which standard setting bodies
receive input from inteested parties outside of
the working group.

RLC (Release Complete (message))

An ISUP message sent to acknowledge thg
release (REL) message indicating that the
circuit is idle afterward and can be used
again.

ROH (Receiver OfHook)

Acallstateinimi ch t he reci

is not in the cradle.

ROHC (Robust Header Compression)

A standardized method to compress the IP
UDP, UDRLite, RTP, and TCP headers of
Internet packets.

RTCP (Reatime Transport Control Protocol)

RTCP is a sister protol of RTP and provides
out-of-band control information for an RTP
flow. It partners RTP in the delivery and
packaging of multimedia data, but does not
transport any data itself. It is used periodicall
to transmit control packets to participants in ¢
streaming multimedia session. The primary
function of RTCP is to provide feedback on tl
quality of service being provided by RTP.

It gathers statistics on a media connection ar|
information such as bytes sent, packets sent
lost packets, jitter, feedbackdnound trip
delay. An application may use this informatio
to increase the quality of service perhaps by
limiting flow, or maybe using a low
compression codec instead of a high
compression codec. RTCP is used for Qualit
of Service (QoS) reporting.

RTP(Real Time Protocol)

An IP protocol used to transport media (voice
video, text) which has a real time constraint.

RTSP (Real Time Streaming Protocol)

A network control protocol designed for use
in entertainment and communications
systems to control sgaming media servers.

RTT (Real Time Text)

Text transmission that is character at a time,
inTTY.
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SAML (Security Assertion Markup Language| An XML -based, opestandard data format U

SAP (Service Activation Parameter)

A parameter included in an SS7 call contro
message to invoke an action at another no|
or report the result of such an action.

SCTP (Stream Control Transport Protocol)

SCTP is dehed by IETF RFC2960 as the
transport layer to carry signaling messages ¢
IP networks. SCTP/T is just one of the many
products in the Adax Protocol Software (APS
SIGTRAN suite that has been designed for
Convergence, Wireless and Intelligent
Networks. @mpliant with IETF RFC2960 and
RFC3309, SCTP/T (SCTP for Telephony) is
implemented in the OS kernel. SCTP/T
provides a transport signaling framework for
networks that enhances the speed and capal
of SSCS/HSL and can be deployed over T1/I
Ethernetand ATM OC3 physical media
interfaces.

In addition to the services specified in IETF
RFC2960, Adax SCTP/T also provides a
transport framework with levels of service
guality and reliability as those expected from
Public Switched Teleph@Network (PSTN)

SDO (Standards Development Organization)

An entity whose primary activities are
developing, coordinating, promulgating,
revising, amending, reissuing, interpreting, ol
otherwise maintaining standards that addres:
the interests of a wide base of useusside the
standards development organization.

SDP (Session Description Protocol)

A standard syntax contained in a signaling
message to negotiate a real time media
session. See RFC4566.

Security Posture

An event that represents a downstream
e n t sicarnend security state (normal, unde
attack ¢é).

Service Uniform Resource Name (Service
URN)

A URN with Aservice
supplied as an input in a LOST request to a
ECREF to indicate which service boundaries

09/10/2016

Page41of 363

[one naton LB one number




NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

Acronym (Term) Definition/Description New
(N)/
Update
(V)
consider when determirgra response. A
Request URI with the service URN of
Aurn: service: soso |
emergency call. See RequestURI.
SHA (Secure Hash Algorithm) One of a number of fixedize, cryptographic U

algorithms promulgated by the National
Instituteof Standards and Technology used
provide integrity protection for messages,
files and other data objects.

S| (Spatial Interface)

A standardized interface between the GIS i
the functional elements that consume GIS
data, such as the ECRF/LVF.

SIO (Service Information Octet)

An eightbit data field that is present in an

SS7 message signal unit and is comprised
the service indicator and the ssérvice field.
It is used to determine the user part to whig
an incoming message should be delivered.

SIP (Session Initiation Protocol)

An IETF defined protocol (RFC3261) that
defines a method for establishing multimedia
sessions over the Internet. Used as the call
signaling protocol in VolIP, i2 and i3

SLA (Service Level Agreement)

A contract between service provider and the
end user, which stipulates and commits the
service provider to a required level of service

SMS (Short Message Service)

A service typically provided by mobile carrier
that sends short (160 characters or fewer)
messages to andpoint. SMS is often fast, by
is not real time.

SNMP (Simple Network Management
Protocol)

A protocol defined by the IETF used for
managing devices on an IP network.

SOA (Service Oriented Architecture)

A model in computer software design in
which application components provide a
repeatable business activity to other
components using a communications
protocol, typically over a network.

SOAP (Simple Object Access Protocol)

SOAP is a protocol for exchanging XMiased
messages over a computer netyorormally

using HTTP. SOAP forms the foundation lays
of the Web services stack, providing a basic

messaging framework that more abstract lay;
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can build on.

SOS URN

A service URN starting with

Aurn: service: soso Ww
as emergeey calls as they traverse an IP
network and to specify the desired emerge|
service in an ECRF request. See Service
Uniform Resource Name.

U

SR (Selective Router [a.k.a., H91 Tandem, of
Enhanced 94-1 (E9-1-1) Control Office])

The Central Office switt that provides the
tandem switching of-9-1 calls. It controls
delivery of the voice call with ANI to the

PSAP and provides Selective Routing, Spe
Calling, Selective Transfer, Fixed Transfer,
and certain maintenance functions for eackt
PSAP.

SR (Seéctive Routing)

The process by which-8-1 calls/messages
are routed to the appropriate PSAP or othe
designated destinat
location information, and may also be
impacted by other factors, such as time of
day, call type, etc. Lot@mn may be provided
in the form of an MSAGralid civic address
or in the form of geo coordinates (longitude
and latitude). Location may be conveyed tc
the system that performs the selective rout
function in the form of ANI or pseudANI
associated witla preloaded ALl database
record (in Legacy4-1 systems), or in real
time in the form of a Presence Information
Data Format Location Object (PIDR.O)

(in NG9-1-1 systems) or whatever forms art
developed as-2-1 continues to evolve.

SRTP (Secure Re&ime Protocol)

An IP protocol used to securely transport
media (voice, video, text) which have a rea
time constraint.

SRV (Service [a DNS record type])

A specification of data in the Domain Namg
System defining the location, i.e. the
hostname and ponumber, of servers for
specified services.

SS7 (Signaling System 7)

An outof-band signaling system used to
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provide basic routing information, call sap
and other call termination functions. Signalin
is removed from the voice channel itself and
put on a separate data network.

TCP
Transmission Control Protocol

A communications protocol linking different
computer platforms across networks. TCP/IP
functions at the 3rd and 4th levels of the ope
system integration model.

TDM
Time Division Multiplexing

A digital multiplexing technique for combining
a number of signals into a single transmissio
facility by interweaving pieces from each
source into separate time slots.

Terminating ESRP The last ESRP for a call in NGCS. U
TLS An Internet protocol that operates between U
Transport Layer Sercity the IP layer and TCP and provides Hop
hop authentication, integrity protection and
privacy using a negotiated ciphsuite.

TN (Telephone Number) A sequence of digits assigned to a devicet U
facilitate communications via the public
switched telephone network or other privat:
network.

TRD (Technical Requirements Document) | NENA Technical Requirements Document,
developed by a Technical Committee, is use!
basis for a NENA Technical Committee or
outsice Standards Development Organizatior
(SDO) to develop formal industry accepted
standards or guidelines.

TTY (Teletypewriter [a.k.a. TDD, In 9-1-1, a device that uses a keyboard anc

Telecommunications Device for the Deaf ang display, ad communicating with tone

Hard-of-Hearing]) signaled Baudot or ASCII.

TURN A mechanism for establishing RTP N

(Traversal Using Relays Around NAT connections through some kinds of NAT
devices that wonot
connect directly. TURN uses a relay outsid
the NAT boundaries.

TYS (Type of Service) AdesignationinE4-1 t hat speci N

service ispublishedor nonpublished and if it is ¢
foreign exchange outside the-E4 serving area.
Ref: NENA 02010 Ref: NENA 02011

UA (User Agent)

As defired for SIP in IETF RFC 3261[5], the
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User Agent represents an endpoint in the IP
domain, a logical entity that can act as both ¢
user agent client (UAC) that sends requests,
as user agent server (UAS) responding to
reguests.

UAC (User Agent Client)

Refer to IETF RFC 3261 for the following
definition.

AA user agent <client
creates a new request, and then uses the cli
transaction state machinery to send it. The rc
of UAC lasts only for the duration of that
transaction. In ther words, if a piece of
software initiates a request, it acts as a UAC
the duration of that transaction. If it receives |
request later, it assumes the role of a user a(
server for the proce

UAS (User Agent Server)

Refer to IETF RFC 3261 for the following
definition.

ARA user agent server
generates a response to a SIP request. The
response accepts, rejects, or redirects the
request. This role lasts only for the duration ¢
that transaction. Inther words, if a piece of
software responds to a request, it acts as a L
for the duration of that transaction. If it
generates a request later, it assumes the role
a user agent client for the processing of that
transaction. o

uDDI
Universal Descripon, Discovery and
Integration

An XML -based registry for businesses
worldwide, which enables businesses to lis
themselves and their services on the Intern

UDP (User Datagram Protocol)

One of several core protocols commonly use
on the Internet. Uskby programs on
networked computers to send short message
called datagrams, between one another. UDI
a lightweight message protocol, compared to
TCP, is stateless and more efficient at handli
lots of short messages from many clients
compared to o#tr protocols like TCP. Becaus
UDP is widely used, and also since it has no

guaranteed delivery mechanism built in, it is
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also referred to as Universal Datagram
Protocol, and as Unreliable Datagram Protoc

URI (Uniform Resource Identifier)

A predictalte formatting of text used to identif
a resource on a network (usually the Internet
OR

A string of characters that must follow
prescribed syntaxes
Version 1.1 of the XML namespaces
recommendation uses IRIs (Internationalized
Resaurce Identifiers) instead of URIs.
However, because version 1.1 is not yet a fu
recommendation [February, 2003] and becal
the IRI RFC is not yet complete, this docume
continues to refer to URIs instead of IRIS.

URL (Uniform Resource Locator [lodgah
sensitive])

A URL is a URI specifically used for
describing and navigating to a resource (e.g.
http://www.nena.org)

URN (Uniform Resource Name [location
insensitive])

Uniform Resource Identifiers (URIs) that use
the URN scheme, and are intended & as
persistent, locatiocindependent resource
names.

NCCIC (National Cybersecurity and
Communications Integration Center

Part of the Department of Homeland
Secur it Watisnal Cybetsgurity ang
Communications Integration Center (NCCI
(formerly referred to as USERT) serves as
a central location where a diverse set of
partners involved in cybersecurity and
communications protection coordinate and
syndironize their efforts. NCCIC's partners
include other government agencies, the
private sector, and international entities.
Working closely with its partners, NCCIC
analyzes cybersecurity and communication
information, shares timely and actionable
informaton, and coordinates response,
mitigation and recovery efforts.

Ref: https://www.uscert.gov/nccic

USPS (United States Postal Service)

An independent agency of the United State
government responsible forquiding mail

service in the United States.
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uTC
Universal Coordinated Time

The primary time standard in the world bas|
on the time zone in Greenwich.

U

VEDS (Vehicle Emergency Data Sets)

A uniform data set for the collection and
transmission of Advwaced Automatic
Collision Notification (AACN) data by
automotive Telematics Service Providers
(TSPs).

U

VESA (Valid Emergency Services Authority)

This organization is the root source of all
certificates. It is responsible for identifying an
issuing certiicates either directly to end using
entities or through delegate credential
authorities. It is responsible for ensuring that
any delegate credential authority that it
identifies is properly qualified and operating
with sufficient security and legitimacy to
perform this role. Where VESA issues
certificates directly to end users, it also has
responsibilities of a delegate credential
authority in those cases.

VolIP (Voice over Internet Protocol)

Technology that permits delivery of voice
calls and otheraattime multimedia sessiong
over IP networks.

VPN (Virtual Private Network)

A network implemented on top of another
network, and private from it, providing
transparent services between networks or
devices and networks. VPNs often use sol
form of crygographic security to provide thi
separation.

VSP (VolIP Service Provider)

A company that offers VolP
telecommunications services that may be
used to generate a191 call, and
interconnects with the-2-1 network.

WEFS (Web Feature Service)

A web sevice that allows a client to retrieve
and update geospatial data encoded in
Geography Markup Language (GML).

WSDL (Web Service Definition Language)

An XML -based interface definition languag
that is used for describing the functionality
offered by a wb service.

X.509

An ITU-T standard for a public key

infrastructure (PKI) and Privilege
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Management Infrastructure (PMI). In N&9
1, refers to the format of a certificate
containing a public key.

XML (eXtensible Markup Language) An internet specificadn for web documents
that enables tags to be used that provide
functionality beyond that in Hyper Text
Markup Language (HTML). Its reference is it
ability to allow information of indeterminate
length to be transmitted to a PSAP call taker
dispatcher grsus the current restriction that
requires information to fit the parameters of
pre-defined fields.

XMPP (Extensible Messaging and Presence| A standardized protocol for exchanging N
Protocol) instant messages, presence, files and othe
objects.

3 Genér &oncepts

3.1 Identifiers

To enable calls to be handled in an interconnected ESlInet, identifiers are standaritieed
subsections below.

3.1.1 Agency ldentifier

An agencyis represented by a domain naasedefined irRFC 1034105. Agencies must use one
domain name consistently in order to correlate actions across a wide range of calls and.incidents
Any domain name in the publiZomain NameSystem(DNS) is acceptable so long as each distinct
agency uses a differenbishain nameThis implies that each agency ID is globally unigie

example of an agency identifierfisoliceallegheny.pa.us

3.1.2  Agent Identifier

An agent is represented by an agent i-sdternitngad ei
RFC5321[170(t hat i s, the user part of an email ad:¢
St r i. Wsgrdaines must be unique within the domain of the agency, which implies that the
combinationof Agent and Ageay IDs is globally unique. Examples of tlaige
ftom.jones@psap.allegheny.paasdftjones.atroop@state.vtaus
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3.1.3 Element Identifier

A logical name used to represent physical implementation of a functional element or set of
functional elements as a singlddressable uniBgction3.11). The external interfaces of the

element must adhere to the standards in this docuilentents are addressable via a hostname that
must be globally uniquéAn example of an elem¢ identifier isfiesrfl.state.pa.us Element

Identifiers represent one instance of a replicated functional element when redundant instances of a
function are provided for reliability

3.14 Service ldentifier

A name used to represent a collection of functiehainents that define a servi&ervicesdefined
in this documeninclude:

Emergency Cal |l Routing Function
Location Validation Function
Emergency Service Routing Proxy
PSAP

Logging Service

MSAG Conversion Service

Geocode Conversion Service

Mapat afasei ce

Conference Bridge

Agency Locator

Il nteractive e diiax eResponse

Addi tional Data Repository (i f hosted on
| d enRrSteiatrychabl e Additional Data Repository
Policy Store

= =2 -0_9_9_9_95_42_29_29_2_-2_--°_-2-

A service can be implemented in one or emelementsand indeed for redundancy purposes, nearly
every serviceshould bamplemented by multiple elemeniegardless, the external interfaces of the
service must adhere to the standards in this docui@enticesare identified with a Fully Qualifad
Domain Name (FQDN)An example of &ervice Identifieis fipsap.allegheny.pa.as

The interactions of elements and services are not well articulated dothimmentA futurerevision
will provide additional clarity on how elements and services inteasc how clients use elements
and services.

3.15 Call Identifier

The term fAcal | 024ansdindledésiveoice dallsjvideo $adls; texi calls and non
humaninitiated calls The first element in tharkt ESInet that handles a call assigns the Call

Identifier. The form of a Call Identifier is @niform Resource Nam&JRN) [149 formed by the
prefix Aurn:nena:uid:call i d:od, nau mermrriigu e hsatrraicn
character, and thelement Identifieiof the element that first handled the cktbr example
fiurn:nena:uid:callid:a56e556d8btf.state.pa.ud woul d be a proper.lThe f orr
unique stringportion of theCall Identifiermust be unique for each call the element handles over

09/10/2016 Page49 of 363

[one naton LB one number



NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

time. The length of the unique striqgrtion of the Call Identifiemust be between 10 and 30
charactersOne way to creatthis unique string is to usetamestampwith a suffix thatdifferentiates
multiple calls if they could be created by the element in the same instgfgmentations using

multiple physical devices to implement a redundant element may need an additional component to
guarantee uniquenesihe Call Identifier is aded to aSession Initiation Protoco5(P) message

using a Calinfo headefieldwi t h a pur-akll dd fAnena

3.1.6 Incident Tracking Identifier

A real world occurrence such as a heart attack, car crash or a building fire for which one or more
calls may beeceived is an Incident. Examples include a traffic accident (including subsequent
secondary crashes), a hazardous material spill, etc. Multiple Calls may be associated with an
Incident An Incident may include other Incidents in a hierarchical fashionfdre of an Incident
Tracking I dentifier is a URN formed by the pr
containing alpha and/ or nume elementidemtdieokthe endity s , t
that first declared the inciderftiorexamplei ur n: nena: ui d: i nlcfi deat edpab
would be a properly formatted Incident Tracking Identifidre unique string must be unique for

each Incident the element handles over ti@®@e way to creatthis unique string is to use a
timestampwith a suffix that differentiates multiple Incidents if they could be created by an element

in the same instanimplementations using multiple physical devices to implement a redundant
element may need an additional component to guarantee ueggplanident Tracking ldentifiers

are globally uniqueBy definition, there is an Incident associated with ewsngrgencyall. As a

practical matter, there is at least one call associated with every Incident, except those incidents
declared by an age(dguch as a policeman observing a traffic incid€eftte Incident Tracking

Identifier islocally generated analssigned by an LNG, LSRG or the first element in the first ESInet
that handles an emergency call or declares an inciderdent Tracking Identiers may be assigned

to a call prior to determining what real world incident it actually belong$Ste Sectio.2.2.9.

The Incident Identifier is added to a SIP message using dr@@lheadefield with a purpose of
Anelnmaci dent |l do

3.2 Time

It is essential that all elements on the ESInet have the same notion of time. To do so, every element
must implement NTP, and access to a hardware clock must be provided in each ESInet such that the
absolute time diffeence between any element on any ESInet and another element in the same or any
other ESInet is maintained within one tenth of a setondne another(See Sectiob.18.

3.3 Timestamp

Any record that must be maad with when it occurred (especially a log record, see Segtidh
includes arimestampA Timestampncludes integeralued year, month, day, hour, and minute
values, a decimal seconds value, and a timeatiset value Time must include seconds, and, if two

3 Some implementations may require more time accuracy than this specification within a domain
such as an ESInet
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or moreTimestampg could be generated by the same element within one second where the order of
events matter, the seconds element must include sufficient decimal places in the seconds field to
differentiate theTimestamp. Except where otherwise dictated by standaatl time within the

ESlnet is represented as local time with offset from U offset is a required component of the
Timestampand consists of an integer number of hours and minutes.

Timestamp contained in XML documents governed by this specification shall be represented by the
Adat eTi meo datXVM $ghema Baet : Oatatypes 8ecandhEdifitty], and shall be
indicated in schemdefinitions accordinglyAn example of @imestamg n t hi s f @8 mat i
21T12:58.03.01+05:000

3.4 Events common to multiple functional elements

Events are described in Sectiri.3.2 The following events i@y be implemented in any functional
elementAlso see the Logging service interfaceSection5.13 which is implemented by any
element that handles a call.

3.4.1  Security Posture

SecurityPosture is an eventthatreps ent s a downstream .€ist i tyds ¢
document creates a NENA Registry System (NRS) registry of allowed vaheesitial defined
values are:

1 Greeni The entity is operating normally

1 Yellowi The entity is receiving suspicious actyibut is able to operate normally

1 Orange The entity is receiving fraudulent calls/events, is stressed, but is able to continue most
operations

1 Redi The entity is under active attack and is overwhelmed
Event Package NamenenaSecurityPosture
Event Package ParametersNone

SUBSCRIBE Bodies Standard RFG1661[127] + extensions filter specification may be
present

Subscription Duration: Defaultis 1 hour One () minute to 24 hourssireasonable.
NOTIFY Bodies: MIME type application/vnahena.SecurityPosture+xml

Parameter Condition Description
Posture Mandatory Enumeration of current security
posture from NRS SecurityPosture
registry

Notifier Processing of SUBSCRIBE Requests
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The notifier consults the policy (securityPosture) to determine if the requester is permitted to
subscribelt returns 603 (Decline) if not acceptabliethe request is acceptable, it returns 202
(Accepted)

Notifier Generation of NOTIFY Requests

When tle security posture of the element changes, a new NO§lesis generated, adhering to
the filter requests

Subscriber Processing of NOTIFY Requests

No specific action required.

Handling of Forked Requests

Forking is not expected to be used with fheskage
Rate of Notification

Posture state normally does not change rapigiyanges may occur in minutes if attacks start and
stop sporadically.

State Agents
No special handling is required.

3.4.2 Element State

ElementState is an event that indicates the sthan element either automatically determined, or as
determined by management. This document creates an NRS registry (ElementState) of allowed
values (see Sectidl.8 with initial defined states of:

1 Normal: The element is operating normally

1 ScheduledMaintenance: The element is undergoing maintenance activities and is not processing
requests

ServiceDisruption: The element has significant problems and is ungiiecss all requests
Overloaded: The elementdésmpletely overloaded
GoingDown: The element is being taken out of service

Down: The element is unavailable

= =4 A =

In addition, if the subscriber to an element is unable to contact that element, it may show the state of
the el ement as fAUnreachabl eod.

Note that wien an implementation provides redundant physical implementations to increase
reliability, usually the set of physical boxes is treated as a single element with respect to the rest of
the ESInet and there is only one element state

Event Package NamenenaElementState
Event Package ParametersNone
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SUBSCRIBE Bodies Standard RFG1661[127] + extensions filter specification may be
present

Subscription Duration: Defaultis 1 hour One () minute to 24 hours is reasonable.
NOTIFY Bodies: MIME type application¥nd.nena.ElementState+xml

Parameter Condition Description

State Mandatory Enumeration of current state from
NRS ElementState registry

Reason Optional Text containing the reas state was
changed, if available

Notifier Processing of SUBSCRIBE Requests

The notifier consults the policy (elementState) to determine if the requester is permitted to subscribe
It returns 603 (Decline) if not acceptabliethe request is acceptablereturns 202 (Accepted)
Notifiers must implement event rate filtees described iIRFC6446[112].

Notifier Generation of NOTIFY Requests

When the state of the element changes, a new NOTdEgYesis gererated, adhering to the filter
requestskFilter requests may specify a minimum notification intervVale element must generate a
NOTIFY meeting this filter, if specifiedrhis can be used as a watchdog mechanism.

Subscriber Processing of NOTIFY Requests

No specific action required

Handling of Forked Requests

Forking is not expected to be used with this package
Rate of Notification

State normally does not change rapid@yanges may occur in tens of seconds if the network or
systems are unstable.

State Agents
No special handling is required.

3.4.3 Service State

ServiceState is an event that indicates the state of service either automatically determined, or as
determined by management. This document creates an NRS registry (ServiceState) of allowed
values (See $#on 11.9 with initial defined states of:

1 Normal: The service is operating normally

1 Unmanned: (applies to PSAPs only) The PSAP has indicated that it is not currently answering
calls.
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1 ScheduledMaintenance (dayv The service is undergoing maintenance activities and is not
accepting service requests

1 ScheduledMaintenance (available): The service is undergoing maintenance activities, but will
respond to service requests, possibly with redascedability.

1 MajorincidentinProgress: The element is operating normally, but is handling a major incident
and may be unable to accept samguests

PartialService: Processing some requests, but response may be.delayed
Overloaded: The service is completely overloaded

Goingbown: The service is being taken out of service

= =2 =2 =

Down: The service is unavailable

In addition, if the subscriber to a service is unable to contact that service, it may show the state of the
service as fAUnreachabl eo.

Note that one or more elements may iempént a servicdzach element would have its own element
state; the service would have an independent state

Event Package NamenenaServiceState
Event Package ParametersNone

SUBSCRIBE Bodies Standard RFG1661[127] + extensions filter specification may be
present

Subscription Duration Default 1 hourl minute to 24 hours is reasonable.
NOTIFY Bodies: MIME type application/vnghena.ServiceState+xml

Parameter Condition Desciiption
Service Mandatory Name of Service
State Mandatory Enumeration of current state from

NRS ServiceState registry

Reason Optional Text containing the reason state was
changed, if available

Notifier Processing of SUBSCRIBE Requests

The notifier conaslts the policy (serviceState) to determine if the requester is permitted to subscribe
It returns 603 (Decline) if not acceptahliethe request is acceptable, it returns 202 (Accepted)
Notifiers must implement event rate filters, RE€46[117].

Notifier Generation of NOTIFY Requests

When the state of the service changes, a new NOTég¥esis generated, adhering to the filter
requestskFilter requests may specify a minimum notification intervVale elemehmust generate a
NOTIFY meeting this filter, if specifiedlrhis can be used as a watchdog mechanism
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Subscriber Processing of NOTIFY Requests

No specific action required.

Handling of Forked Requests

Forking is not expected to be used with this package.
Rate of Notification

State normally does not change rapidjanges may occur in tens of seconds if the network or
systems are unstable.

State Agents
No special handling is required.

3.5 Location Representation

Location in NG91-1 is represented by contenta®|DFLO* documen{RFC4119 p], updated by
RFC5139 [76] and RFC5491 [75]) with field use for the United States ascdmented in the NENA
Civic LocationDataeXchangd-ormat(CLDXF) [10§. An equivalent definition for Canadian
addresses will be referenced in a futke@sionof this documentrields in the PIDA.O must be
used as defined; no local variation is permittAdunction (PIDFLOtoMSAG) is provideds part of
the MSAG Conversion ServigS&ee Sectiob.4.]) for translating PIDALO to a NENA standard
MSAG representation fdvackwards compatibilityAll geodetic data in i3 uses WGS84 as the
datum.

Note that the specification of the MSAG Conversion Service is underspecified and will be addressed
in a future revision of this document.

A PIDF-LO has an element called "retranssmstallowed", which when missing or set to false is
meant to prohibit forwarding of the PIBEIFO. Handling of location when processing an emergency
call is controlled by law, and NGB-1 FEs normally would ignore retransmissialifowed within the
ESInet fo such callsThere are circumstances where data about an emergency call may be sent to
entities not covered by existing lalm those circumstances it is desirable that NGBFEs honor

the privacy wishes of the sender as expressed in the retransraibgwed field When handling
norremergency calls, it is desirable that retransmisaltmwed be honored.

3.6 xCards

In many interfaces defined in this and related NigPdocuments, a common need is to provide
contact informationFor example, irsome block®f Additional Data, the identity and contact
information is part of the data structuvghen contact data is needed, i3 specifies the use©aad
as defined in RF®350[123 in eXtensible Markup LanguagXi L) format per RFG351[150.
A vCard in XML form is known as an xCard.

4 In the IETF, location information is a subset of Pneseinformation. While NG4-1 uses PIDF and the IETF
mechanisms that are described in the Presence service, no other parts of presence are used in emergency calls.
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3.7 Emergency Services IP Networks

ESlnets are private, managed, and routed IP netwArkESInet serves a set of PSAPs, a region, a
state, omla set of states. ESInets are interconnected to neighboring ESInets so that traffic can be
routed from any point in the ESInet to any point in any other EShtates may have a backbone
ESlnet either directly connecting to all PSAPs in the state, acarieected to all county or regional
ESInets Neighboring states or regions may interconnect their ESlhétsdesirable to have a
backbone national ESInet to optimize routing of traffic between distant state EEbEiP SAP
must be connected to aisBet, possibly through a Legacy PSAP Gateway.

ESlInets must accept and route IPv4 and IPv6 packiktservices must support IPv4 and IPv6
interfacesIPv6 is recommended for use throughout the ESInet, but cannot be asgvithedthis
document, there arseveral interfaces that may require a text representation of an IPv6 address,
including in the specification of addresses for media in the Session Description Protocol (SDP). In
such interfaces, the canonical representation specified in RFC 5952 nugsdhdacluding the use

of brackets when specifying a port number. Note that origination networks are outside the scope of
this document, and they may not follow RFC 5952 conventions.

ESInes must be accessibfeom the globallnternet with calls goinghrough the Border Control
Function (BCF) This Internet interconnect is recommended at the state ESInetniévédcal or
regional ESlInets getting Internet connectivity via the state ESDmigiination networks should be
connected to any ESInet theyarly deliver volume traffic to via a private connection, through the
BCF of that ESInetConnection through the Internet is acceptable, preferably througtual

Private Network {YPN).

Access to ESInets must be controlled. Only public safety agesmuittseir service providennay

be connected directly to the ESIn€all origination sources, gateways, and similar elements are
outside the ESInet and interconnected through the BlGWwever, for security reasons, the ESInet
should not be assumedtode iwal | ed gar deno.

For Quality of Service QoS reasons, IP traffic within an ESInet must implement DiffServ (RFC
2475[171]). Routers must respect code pairitectional elements must mark packets they create
with appropriate code point§he BCF must police code points for packets entering the ESImet
following code points (from Pool Ihust be used, so that packets transiting more than one ESInet
can receive appropriate treatment. The followRegHop Behaviors (PHB) ofESInetsare
recommended starting points and may be changed based on operational experience

DSCP Use PHB

1 Routine Traffic Default

5 9-1-1 Signaling AF12

9 9-1-1 Text Media AF12

13 9-1-1 Audio Media EF

17 9-1-1 Video Media AF11

21 9-1-1 Nonthumaninitiated Call AF21

25 Intra ESInet Events AF21

29 Intra ESInet OtherQ-1 Traffic AF22
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All elements in an ESInet should have a publicly addressable IP address. Network Address
Translations (NATs) should not be used within an ESklehough NAT use within an ESInet is
not recommended, NATs may be needed in specific deployments, and therefore all network
elements must operate in the presence of NATSs.

It is recommended that elements connected to the ESInet not be referred to byatdmetis but

rather through a hostname using DNISe of statically assigned IP addresses should be limited, and
should never be used with IPv6 addresBgmamic Host Configuration ProtocdDHCP) [184]

must be impmented on all network elements to obtain IP address, gateway, and other services.

There must be no single point of failure for any critical service or funbtigtedon the ESInet
Certain services designated as-ooitical may be exempt from this reggment. These must not
include the BCF, internal ECRF, ESRP, logging service and security seSgreges must be
deployed to survive disaster, deliberate attack and massive failure.

3.8 Servicelnterfaces
In this document, we make use of three kinds @&frfates:

T Web services SiynppilcealQby eucsti SNy Pae8sbsn tPea roft aocceo | (

T Simple HIABPBand in some cases, PtQaS Ts)t rwuictthu rre
basedUnoinf oar m ResoURte I dentifier (

T SI'P interfaces, including SIP Subscribe/ Noti

The term Aweb serviceo, when it appears in th
SOAP interface defined by a NENA providéteb Service Dinition Language (VSDL).

3.9 Redundancy

Many methods are available to implementers to create reliable implement&boms methods

require clients to be aware of the redundancy model of the server in order to achieve the desired
reliability model Interoperaility is affected if there is a mismatch in what the client assumes and
the server (or peer) assumes with respect to redundancy.

The i3 architecture provides support for one model where clients expressly support two (or
optionally more) servers in an aatactive (multtimaster) configuratiorEach client must be
prepared to send its transactions to one of two (or optionally more) sé@wersterface is
consi der evdithiipe ¢ mad g 0y availabfettodbeisiechat amy timmé by any client
Deployment of this mechanism is narequirement

Servers may implement other models as long as it is transparent to thdfdlenserver has a
redundancy model that hides redundancy from the client, only the primary interfaces would be used
This mocel does not supporhaactive/standbfailover paradigni it is activeactive The burden of
maintaining consistency of transactions when replicated databases are used rests on.the server
Clients must retry transactions that could not be completed

Exampks of how an activactive architecture is implemented at the server are beyond the scope of
this document.
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3.10 Telephone Numbers

Where telephone numbers are used within an ESInet, full E1B6}ijumbers may be eountered
on any call and all elements must be able to handle a full E.164 telephone .nleniokgit
numbers conforming to the North American Numbering PINNP) may be assumed to be North
American telephone numbers and telephone numbers that atél ko 64 numbers but contain a
digit string with greater than 10 digits may be assumed to b&lndh American telephone
number s, but mi.Sonesygems rmag hafietmore gophesticated methods of
determining a full E.164 number from a diggquence appearing in the signalifglephone
numbers conveyed as part of a URI must be designated as such either by using &li@gRin

a SIP URI using the user=phone parameter.

3.11 Functional Elements

This document describes many functional elemefntismplementation may combine any set of
functional elements into a physical realization provided that the assembly of functional elements
provides all othe required functionality specified in this standas well agshe external interfaces
thatthe set of elements offer to other ESInet eleméntisrfaces between the FEs within a physical
realization do not have to conform to the interfaces described in this document provided that the set
of elements bedwves as if those interfaces conformed to this document.

All physical realizations must provid@mple Network Management Protoc8NMP) version3
[91] management interfaces to network management systems

Note a futurerevisionof this document will standardizddanagement Information Based|Bs) for
eachFunctional ElementHE).

4 | nterfaces

This section describes the major interfaces used in-NGO Not every interface is described in this
section; some ohk web interfaces, for example, the Additional Data dereferencing interfaces, are
described in other documents or in other sections of this document.

4.1 SIP Call

The i3 call interface is SIRLP]. All calls presergd to theNGCSmust be SIP signaled. Calls are
potentially multimedia, and can include one or more forms of media (audio, video andjoStest
Sectiond.1.10for a discussion dinon-humaninitiated call® (also calledidataonly emergency
callsd) which can be used for ndrumaninitiated requests for help where there is no human caller
SIPmayalsobethe protocol used to call a91 caller back, and the protocofor calls between
agents within the ESét.

SIP is a complex protocol defined in a large number of standards docuAlENIS9-1-1 elements
which process calls must implement all of the standards listed in Section 3 (Core Stafdheds)

5 All ESInet elements support all forms of media described in this document. Any givaratoig network or device
may not support all media types, and support of specific media types by origination networks and devices may be subject
to regulation.
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"Hitchhiker's Guide to SIP"1[1]. Implementations are cautioned to be "strict in what you send, and
liberal in what you accept" with respect to such stand#irdsgenerally unacceptable to drop-4-9

1 call just because it doesn't meet some standard detailrdasonably possible to process the call
anyway This section does not describe a change to any normative text in any IETF stdrstdrds
documentlf there is any conflict between this document and the IETF document concerning how

the SIP protocol workghe IETF document is authoritativdany elements of SIP have options, and

this document may restriahi mp |l ement ati onds use of such opti

There are three primary entities in a SIP protocol exchange:

1. The User Agent ClieffJAC),which i s t he initiator of a Atran
originatonofa9l-1 call , the calling.partyds end deyv

2. The User Agent ServglJAS), which is the target of a transaction within SHPthe origination
ofa9l-lcall,thecalltake6s end device is the UAS.

3. A Proxy Server, which is an intermediary that assists in the routing of. @@l servers are
in the signaling path of a call, but not in the media patball may traverse several proxiés
a typical 91-1 call, the callin g p aniginatirig ;etworknay have two or more proxi€bhe
NGCShas at least one proxy (an Emergency Services Routing Proxy) and typically has more
than one.

In addition, some implementations may make use of a Back to Back User Agent (B2BUA) which is
an interconnected UAC and UAS.

SIP message exchanges are defined in transactions, which are explicit sequences of. iflessages
transaction is named by the Amet hokboexample thehe S
SIP transaction thaterat es a cal | (termed a Asessionodo in |

A complete emergency call example is presenteékppendix D Further examples will be provided
in futurerevisiors of this document.

411 Minimal M ethods needed to handle a call

The only method absolutely required to handlelalOcall is the INVITE The REFER method
(defined in R3]) mustalso be supported orderto conference and transfer callall takers (and
thus bridges that they use) must be able to generate the BYE transaction to terminate the call.

NG9-1-1 elements that processl9al calls must accept calls that do not strictly follow the SIP
standardsSo long as the messages can be parsedhammethod discerned, at least the first SIP
element (the BCF) must be able to accept the call and forward the call onward (see5SBction

4.1.1.1 INVITE (initial call)

The INVITE method is used to initiate a cdlhe standard INVITE/OK/ACK sequence must be
followed, with allowance foprovisional(1XX) responses.

An emergency call has a Route header obtained from the ECRF based on the location of the call, and
a Request URI containing a Service URMminally, the Service URN should G@irn:service:sas

In most jurisdictionsfiurn:service:sos.policefiurn:service:sos.figand
fiurn:service:sos.ambulancappearing on a call presented to fext Generation4-1 Core
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Services NGCS would route to the primary P®. The first elemenof the NGCSencountering a
call with a subservice must rewrite the Request URUta:service:sas

The externalie.,out si de the ESlInet) ECRF returns a fAPS
header when the call enters the ESIiige content of this URI can vary depending on the policy of

the 91-1 Authority. One strategy is simply to use a general URI that leads to a state level ESRP, for
examplef911l@sos.tx.us The state ESRP would query the intefB&8IRF(within the ESInet) with
theserviceURN found in the PRF origination policy for the incoming cédr example
furn:nena:service:sos.pgapnd would receive the next hop route for the. @dternatively, the

external ECRF could return a more specific URI, for exanipla;riscounty@sos.tx.us This URI

would still route to the same stdevel ESRP, which would perform the same ECRF query

However, failures at the state ESRP (for example, a failure to obtain a route from the ECRF) may be
able to be mitigated by using the infaation in the Route header.

Every call received by theGCSgets some form of "call treatmenMinimal call treatments
defined include:

1. Route call to the PSAP serving the location of the caller

2. Return Busy (600 Busy Everywhere)

3. Answer at an Interactive Mg ResponsdMR) system

4. Divert to another PSAP
The ESRP determines, by evaluating PSAP pesievhich treatment a call gets.

An i3 PSAP should normally only returnl80 Ringingprovisionalresponse when aB1 call is

gueued for answel83 Session@gress may be used in some specific circumstathdss
recommended that no other 1XX response be bge¢le i3 PSARIue to uneven implementations of
these responsefhe 180 Ringingresponsehould be repeated at approximately 3 second intervals if
thecall is not answeredVhen placing a call back, elements must accept any 1XX intermediate
response and provide an appropriate indication to the .ddkeé®s within the ESInet must generate

an appropriate audible and in most cases a visual ring indication.

The normal response to an answered call is 200 OK

9-1-1 calls are usually not redirected, and thus 3XX responses are normally not used; however 3XX
may be used for caligitiatedwithin the ESInetNG9-1-1 elements that initiate calls within the
ESInetshould appropriately respond as defined in B261 [L2]. A 9-1-1 call may be so

malformed that the BCF cannot parse the message

Errors typically encountered in a SIP call should be handled as follows:

SIP INVITE Response Description
Codes from ESRP

180 A 9-1-1 call is queued for answét is recommended that no othe
(Ringing) 1XX response be used due to uneven implementations of thes
responsesl80Ringing should be repeated at approximately 3
second itervals if the call is not answered

200 Normal response to an answered.call
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SIP INVITE Response
Codes from ESRP

Description

(OK)

3XX 9-1-1 calls are usually not redirected, and thus 3XX responses
normally not used3XX may be used for calls within the ESInet
NG9-1-1 elements that initiate callvithin the ESInet should
approprately respond as defined in RB261 [L2)].

400 A 9-1-1 call is so malformed that the BCF cannot parse the

(Bad Request) message.

401 Should never occur for@&1-1 call, but proxy authorization is

(Unauthorized) required for all calls originated by entities within an ESInet

402 Should never occur for aB1 call or an internal call

(Payment Required)

403 Normally, 403 (Forbidden) should not occur, but if BleF passes

(Forbidden) a malformed INVITE which downstream devices cannot handle
they may have no choice but to return 403.

404 404 (Not Found) would normally not occur for-d4 call, but

(Not Found) may be used within the ESInet.

406 The 406 Not Acceptable) should not occur for &4 call because

(Not Acceptable) the INVITE should not have an Accept header that is unaccept
to the PSAPIf it does, 406 is the correct response.

408 May be issued in an unplanned circumstaihm@mally, ths should

(Request Timeout) never happen to aB1 call.

413 The BCF should accept any Request URI, but downstream

(Request Entity too Large)

elements may return 413 (Request Entity Too Large).

414
(RequestURI Too Long)

The BCF should accept any Request URI, but dowastr
elements may return 414 (Requetl Too Long).

416
(Unsupported URI Scheme

The BCF should accept any Request URI, but downstream
elements may return 416 (Unsupported URI Scheme).

486
(Busy Here)

PSAPs may limit the number of test calls, and if timait is
exceeded, the response shall be 486 Busy Here.

500
(SIP Server Internal Error)

Indicates a failure in a system, or a failure to be able to progres
call. Depending on the source of the failure, retry may sucdked
encountered inside the E®t, an alternate (or default) route sho
be tried if retry fails or is not attempted.

600
(Busy Everywhere)

If the BCF detects an active attackmiayrespond with 600 (Busy
Everywhere), rather than another 4XX resggrathough silent
discard may & more effective

Once a call is established, it may be necessary to modify some of the parameters offtbe call
example, it may be necessary to change the media session pardmétes€ase, an INVITE

transaction on an existing sessionisu3édi s i s

re-ISVITBe d i aA r&INVATE may

be used on any call within the ESInet, includingBcall A re-INVITE may be initiated from
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either end of the calNote that when the called party initiates tedNVITE, it becomes the UAC
and thecalling party becomes the UAS.

4.1.1.2 REFER (transfer)
The REFER method is used wiitthe ESlInet for two purposes:

1 To transfer a call
1 To conference additional parties to a call

Actually, these two use cases are related, because the ESInet transfer operdties abridge so
that the caller is never put on hold

REFER is defined inZ3]. The REFER method indicates that the recipient (identified by the
RequestJRI) should contact a third party using the contaairimiation provided in the Refdio

header of the requesthe recipient of the REFER request sends an INVITE to the URI in the-Refer
To header.

REFER creates an implicit subscriptidiv] to a REFER event packagks with all SIP

subscriptions the recipient of the REFER sends an immediate notify confirming instantiation of the
subscriptionWhen the INVITE is answered or fails, another NOTIFY is sent with success or failure
of the REFER operation.

REFER issometims used with the Replaces heatdhesrs, whi
used to replace a call leg with another call leg, an example being replacing a two way call between
the caller and call taker with a leg between the caller and the bridge, willeatransaction used to

create the leg between the call taker and the bridge. If an element receives an REFER with Replaces
request where the Replaces SIP Call ID does not exist, it must be rejected.

If the calling device supports REFER, the REFER caselné to the calling device to transfer a call.
Section5.9discusses the problem of a calling device that is unable to support a REFER transaction.

4.1.1.3 BYE (call termination)
The BYE method is used to terminateadl. BYE may be initiated from either enBSAPs must
accept a BYE request and honor it

Appendix Cdefinesa mechanism for implementi®RSAP control of disconnect.
4.1.2 Methods allowed to be initiated byany UA which must be supported by i3 elements

4.1.2.1 CANCEL (cancel call initiation)

An attempt to create a call with INVITE may be cancelled before it is complsied theCANCEL
method CANCEL is used before the session is created (call establishment); BYE is usdageafte
session is create®f course, race conditions exist between the signaling of the session and the
attempt to cancel.iTheseconditions are discussed in RBE61 [L2]. CANCEL would be the
signaling useda abandon a call, aldGCSelements must treat a CANCELIed call as such,
including logging requirements.
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4.1.2.2 UPDATE (update parameters)

UPDATE is defined in RFGB311 [L8] and is sometimes used during call establishinif needed to
change the parameters of the ddIPDATE is usually not used on calls that are already established,
which typically requires ee-INVITE. UPDATE may be used on any call within an ESInet
(including 91-1 calls).

4.1.2.3 OPTIONS (option negotiation)

OPTIONSmay be used by an external caller, or inside the ESInet to determine the capabilities of the
destinationlJser Agent UA). All endpoints within the ESInet must be capable of responding to an
OPTIONS request, as defined in RB261[12].

An OPTI ONS transaction is the preferred mecha
SIP elementsPeriodic OPTIONS transactions must be used between ESRPs that normally pass calls
between themselves, between B8RP and the PSAPSNGsand LPGs it normally serves, and

between the PSAP and the bridge it normally uBks period betwee®PTIONS requestssed for
keepalive should be provisioned, and defaulbte () minute (which must be less than the
Transport_ayer Security(TLS) timeout period) intervals during periods of inactivi@mcethe

OPTIONS method equi res an exchange of messages, onl
elements neetb initiate an OPTIONSrequestowards the otheit is reconmended that the
Aupstreamo etheaanguestA Session RecomingeCiient (SRC) sends OPTIONS

requests to its Session Recording Service (SRS) fordi@appurposesAn OPTIONS request

from outside the ESlInet is not a recommended way tordeterif an emergecy call would reach

the PSAPInstead, sparing use of the Test ¢&fl] mechanism is recommendelf. OPTIONS is

received from an entity outside the ESInet, it should receive a valid redpamssome entity inside

the ESInet. The ESRP should route the request to some entity that will respond affirmadtieely.

path taken by such a request need not be representative of what an actual or test call would

take. The ESRP itself, if it had someA tapability, could respond

4.1.2.4 ACK (acknowledgement)

The ACK request is used to acknowledge completion of a reditestly speaking, there are two

cases of ACK, one used for a 2XX series response (which is actually part of a three way handshake,
typically INVITE/200 (OK)/ACK) and a nof2XX response, which is a separate transacfdin

endpoints in an ESInet will use ACK.

4.1.2.5 PRACK (reliable message acknowledgement)

The PRACK method is used within systems that need reliable provisional responses (non 100)
ARrvi sional 0 responses are part of the 1XX ser
responseAs an example of when aGCSSIP element may see a PRACK, see the example in RFC
3311 p1) where PRACKissan by t he UAS to reliably send an
response.

4.1.2.6 MESSAGE (text message)

The MESSAGE method, an extension to SIP, allows the transfer of Instant Messages and is also
used to carry a Common Alerting Protocol (CAP) mesdageG9-1-1, Message Session Relay
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Protocol MSRP is used to carry Instant Messages, but the MESSAGE method is used-for non
human initiated callsSince the MESSAGE request is an extension to SIP, it inherits all the request
routing and security features of that foanl. MESSAGE requests carry the content in the form of
Multipurpose Internet Mail ExtensionSI(ME ) body partsMESSAGE requests do not themselves
initiate a SIP dialog; under normal usage each Instant Message stands alone, much like pager
messagesMESSAGE requests may also be sent in the context of a dialog initiated by some other
SIP request, for example in a muttiedia call. For more information on MESSAGE please refer to
RFC 3428 21]. MESSAGE is part ofhe SIP/SIMPLE presence and messaging system.

4.1.2.7 INFO

The INFO methodi18€ is used for communicating mgkssion signaling information along the
signaling path for a calBeeAppendix Cfor details related to the use of INFO in the context of
PSAP call control featureBNFO may also be used for backwards compatibility with some video
systems that use RFE168 [L59 to requet Intraframe refresh (see Sectidril.8.9.

41.3 Methods used within the ESInet

4.1.3.1 REGISTER

Use of REGISTER is not defined in this document, but REGISTER may be used in some PSAPSs for
UA registration

4.1.3.2 SUBSCRIBE/NOTIFY (Events)

Subscribe/Notify is a mechanism to implement asynchronous events notification between two
elementsThe mechanism is used in i3, for example, to request current state and updates to state
from a remote element. SUBSCRIBE requests should coateiExpires” headef hi s A Expi r e
value indicates the duration of the subscriptlarorder to keep subscriptions effective beyond the
duration communicated in the "Expires" header, subscribers need to refresh subscriptions on a
periodic basis usingrew SUBSCRIBE message on the same didlbg subscription also expires

in the origination network when the associated SIP dialogue is terminated with.a BYE

NOTIFY messages are sent to inform subscribers of changes in state to which the subscriber has a
subscription Subscriptions are typically put in place using the SUBSCRIBE method; however, it is
possible for other means to be used. A NOTIFY message does not terminate its corresponding
subscription. A single SUBSCRIBE request may trigger several NOTég¥ests.

For further information refer to RF8265 [L7] section7.1

4.1.3.3 PUBLISH (update of presence information to presence server)

PUBLISH is a SIP method for publishing event state. The PUBLISH method allowseh&

create, modify and remoaestate in another entity which manages this state on behalf of the user.
The request URI of a PUBLISH request is populated with the address of the resource for which the
user wishes to publigheevent state. The body a PUBLISH request carries the PUBLISH event
state. Fomore information refer to RFG911 @A1].
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4.1.4  Headers assumed supported at the interface to tidGCS

All SIP elements within an ESInet should support RobusiddeCompression (ROHC)44]. The
BCF must support ROHC

Note: TheBest Current Practice for Communications Services in Support of Emergency Calling
RFC6881[59 document referenced in this section contaiosmativetext related todevices

originating network andervice providersThis document considers only the interface between an
origination network and thGCS References tRFC6881in this document arerhited to

requirement EB63, the details of signaling for an emergency call. Accordingly, it shall be explicitly
understood that all requirements referenced from IRFE 6881, regardless of wording and context

in that document, shall apply only to tN&CSinterface and shall in no way constrain or limit the
signaling and procedures used by end devices, access networks and originating networks when not
interacting with theNGCS The following table shows the SIP header fietdguired in the INVITE

and MES®GE methods.

Header Defined In See Section (or Notes
RFC 688])
To RFC 3261 Section EDG63 2. Usually sip:911 or
8.1.1.2 & 20.39 fiurn:service:sas
From RFC3261 Section ED63 3. Content cannot be trusted
8.1.1.3 & 20.20 unless protected by an
Identity header
Via RFC3261 Section ED63 4. Occurs multiple times, once
8.1.1.7 & 20.42 for each SIP element in the
path
CSeq RFC3261 Section Defines the order of
8.1.1.5 & 20.16 transactions in a session
Call-1d RFC3261 Section NOT the NG91-1 cal id
8.1.1.4 & 20.8
Call-Info RFC3261 Section May contain Additional
8.1.1.10 & 20.9 Data, Call and Incident
Tracking IDs
Contact RFC3261 Section EDG63 6. Usually a #fg
8.1.1.8 & 20.10 user agenti8y
ContentLength | RFC3261 Section 20.14
ContentType | RFC3261 Section 8.2.3 Used in, for example, in
& 20.15 RFC4119 and RF@566
Geolocation RFC6442 EDG63 9.
Geolocation RFC 6442 EDG63 9. Specifies if Geolocation
Routing header fielccan be used for

6 Examples may include application/pidf+xml to indicate a RITIFin the body of the messagedampplication/sdp to
indicate use of Session Description Protocol (SDP) in the body of the message.
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Header Defined In See Section (or Notes
RFC 6881])
routing
History-Info RFC 4244 Indicates call has been
retargeted
P-Access RFC 3325 May contain cell site info in
Network-Info carrier specific formats
P-Asserted RFC 3325 When present, typically
Identity overrides From
P-Preferred RFC 3325 41.1.14,7.1.2.3 Used with unauthenticated
Identity (e.g., NSI) calls
Reason RFC 3326 Used with History Info to
specify why a call was
retargeted
Route RFC 3261 Section 20.34 ED63 5. Usually ESRP/PSAP URI
Supported RFC 3261 Section ED63 8.
8.1.1.9 & .37
Replaces RFC 3891 5.8 Used with transfer
415 Headers Accepted and also used internally
Header Defined In Notes
Max-Forwards | RFC 3261 Specifies the maximum number of SIP eleme
20.22 that may be travsed before assuming a routin
loop has occurred
AcceptContact| RFC 3841
Accept RFC 3261
20.1
Content RFC 3261
Encoding 20.12
Accept RFC 3261
Encoding 20.2
Content RFC 3261
Language 20.13
Accept RFC 3261
Language 20.3
Content RFC 261
Disposition 20.11
RecordRoute | RFC 3261
20.30
Allow RFC 3261
20.5
Unsupported | RFC 3261
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Header Defined In Notes
20.40
Require RFC 3261
20.32
Proxy Require | RFC 3261
20.29
Expires RFC 3261
20.19
Min-expires RFC 3261
20.23
Subject RFC 3261
20.36
Priority RFC 3261
20.26
Date RFC 3261
20.17
Timestamp RFC 3261
20.38
Organization | RFC 3261
20.25
UserAgent RFC 3261
20.41
Server RFC 3261
20.35
Authorization | RFC 3261
20.7
Authentication | RFC 3261
Info 20.6
Proxy RFC 3261
Authenticate | 20.27
Proxy RFC 261
Authorization | 20.28
WWW- RFC 3261
Authenticate | 20.44
Warning RFC 3261
20.43
Call-Info RFC 3261 Used to carry URIs to Additional Data
20.9
Error-Info RFC 3261
20.18
Alert-Info RFC 3261
20.4
In-Reply-To RFC 3261
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Header Defined In Notes
20.21
MIME -Version | RFC 3261
20.24
ReplyTo RFC 3261
20.31
Retry-After RFC 3261
20.33
RAck RFC 3262 7.2
RSeq RFC 3262 7.1
Event RFC 3265
7.2.1
Allow Events | RFC 3265
7.2.2
Subscription | RFC 3265
State 7.2.3
Replaces RFC 3891
Resource RFC 4412 3.1
Priority Section 4.1.6

41.6 ResourcePrioritization

TheResourcePriority header (RF@412[47]) is used on SIP calls to indicate priority that proxy
servers give to specific call8ll SIP user agents that place calls within the ESInet must beable t
set Resourc®riority. All SIP proxy servers in the ESInet must implement ReseBragity and
process calls in priority order when a queue of calls is waiting for service at the proxy server and,
where needed, prempt lower priority calls BCF$ mustpolice Resourcriority for incoming SIP
calls those that appear to kenergencyalls(such as those T&11 but without a Request URI of
furn:service:sa¥ must be marked with a provisioned ResotPcrity, which defaults tdesnet.d.
PSAP callback during handling of an incident uBesnet.0. Callbacks outside of an incident are

not markedESInets normally use tifesneb namespace

The use of the namespace in an ESInet is defined as:

7 Mechanisms such as DiffServ are likely to be sufficient to assure that high priority traffic gets through an ESInet.
Preemption is unlikely to be neededgen for very high priority responder traffic, and should not be usedXek 8alls.
However, if responders need resources, lower priority traffic may have to be cleared to provide such resources.
Preemption is considered a necessary prerequisite toggpttlice and fire responders on an ESlnet. Originating
network operators have expressed concerns over preemption especially faradls.

8 This function may be provided outside an SBC but within the BCF
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Header Description

esnet.0 Calls which relate to an incideimt progress, but whose purpose is not criticg
esnet.1 9-1-1 calls traversing the ESInet

esnet.2 Calls related to an incident in progress which are deemed critical
esnet.3esne4 | not defined

4.1.7  History-Info and ReasonParameter

When a call is not semd the originally intended destinatidgior example when it is diverted by the
ESRP to another PSAP, the final destination must have the ability to know why it got tRercall
this reason, SIP elements in tR&CSmust support the Histofinfo header (RC 4244 @44]) and
the associated ReasparameterElements that retarget a call must add a Histofy header
indicating the original intended recipient, and the reason why the call was retaNfe@4d
elemens must be prepared to handle a Histiofp (and its associated Reagmrameteradded by
an element outside the ESInet before presentment tolHeg/stem.

41.8 Media

All call handling elements must support media ustagl Time ProtocolRTP) (RFC 3550 [L3)]).

Each SIP session initiation message or response should describe the media the User Agent is capable
of supporting using Session Description Protocol (SDP) (R385 [L4]) in the body of the

messageSupport of any type of media (e.g., voice, video, text) in originating networks is based on
regulatory requirements or business decisions. All elements in the ESInet support all media if

offered, except that a legaPBAP on a Legacy PSAP Gateway may only support audio and
Teletypewriter TTY).

4.1.8.1 Audio

All User Agents in the ESInet must support g.71xlaw and alaw codecs A-law support is
required inthosecases wheredevices manufactured primarily for ndlorth Amercan marketsre
used within North Americdt is recommended that AMR, AMRV/B, EVRC[137, EVRC-B [13§,
EVRC-WB [139, and EVRGNW [14( codecsalso be supported.

4.1.8.2 Video

All User Agents in the ESInet must suppardeo compression format.264/MPEG4 Version 10

The Baseline profile must be support8&dalable baseline profile soqrt is recommendedt least
levels 3 must be supportetdser Agents in the ESInet must support both BEQ4 [L58 and
RFC5168 [L59 for full frame refresh requets The RFC5104Real Time Control ProtocoRTCP
method is preferred with fall back to RBEL68 INFO method when the sender does not implement
RFC5104 In order to maintain the ability to support rapid fingeelling for sign language users,
ESlInet eéments must attempt to maintain 30 framer second video if offered by the sender
RTP/AVPF (RFC4585 [L6() must be supported and is preferred in offers.
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4.1.8.3 RealTime Text

All call handling elements in the ESInmust support Framework for ReBime Text over IP Using
the Session Initiation Protocol (SIP) (RBC94 [L16]).

4.1.8.4 TTY (Baudot tones)

NG9-1-1 anticipates that deaf and hard of hearing callers will migrate ffovhtd other forms of
communication including real time text devices and various forms of. ielgnpugh use of TTY is
expected to decline, it cannot be assumed that TTY will be completely gone by the time transition to
NG9-1-1 is completeTherefore, PSA® must be capable of receiving calls from Td&vices.

Handling Baudot tones within an IP (VolP) network is very problemBacadot is much more
sensitive to packet loss and other impairments than human Voarescoéhg from Baudot ta(RFC
4103 [L17] Real Time Texts usually the only practical way to send TTY across an IP netWak

all practical, transcoding should occur in the origination netwsr&lose to the TTY as possible
However, it is very diftult to assure that all origination networks will do that transcading
Therefore, ESInets must hathee ability totranscodeLNGs and LSRGs must transcoded

therefore it is th&olIP origination networkshatare problematic ithattheymay presentdls
containingBaudottonesto the ESInetA transcoder must be placed as early in the media path as
possiblé, and the IP network between the origination network and the transcoder must be
engineered to have very low packet loss leanaimize other impairnents.The transcoder must be
compliant with RFG5369 [L18 andmust be transparent to audio that is not Baudot tones
Transcoders should reduce the amplitude of detected Baudot tones, but should not remove them
entirely. PSAPs that receive calls from sources other than the ESInet may need to handle TTY in
another way, which is outside the scope of this document.

4.1.9 Instant Messaging

Text-based communications for N&91 is supportedy all call handling elements ah NG91-1
system in two ways: Redlime Text (RTT) and Instant Messages (A9))with location and the
ability to support location updates.

Note: there is considerable flux in standardized Instant Messaging protbonticipated that
there may be atitional IM protocols supported by NGB1 in the future, specificallihe Extensible
Messaging and Presence ProtoePP). At this time, the only standardized IM protocol fully
specified for supporting emergency IMs within or presented to an ESIn&RPM

All call handling elements within the ESInet must support the Message Session Relay Protocol
(MSRP) (RFC4975 [120), Relay Extension for the Message Session Relay Protocol (MSRP) (RFC
4976 [L21]) and Multiparty Chat using the Message Session Relay Protocol (MEB®) [

9 It would be desirable for the transcoder ogart of the BCF, but this may not be possible. If it is not part of the BCF

it would be internal to the ESInet and the engineering of that part of the ESInet must assure that there is very low packet
loss or other impairments.

10 All ESInet elements supt instant messaging using the specifications in this document. Any given origination

network or device may not support instant messaging, and support of instant messaging by origination networks and
devices may be subject to regulation.
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Location must be included in a Geolocation header in the initiation of the MSRP session as with any
other #fklall o to 9

Other Instant Messaging protocols such as XMPP may be supported by an originating network, but
must be interworked to MSR#tior to presentation to the ESInet.

4.1.10 Non-human-initiated calls

Non-humaninitiated calls, also called datmly emergency calls, are emergency calls that are
initiated automatically, carry data, are mecessariljassociated with a person, and do not establish
two wayinteractive media sessions.

Non-humaninitiated call$! (also called datanly emergency callgresented to an ESInet are
signaled with a SIP MESSAGE method containing a Common Alerting Protocol (OAP) [
message, possibly wrapped in an Emergency Data eXchange Laingbdiatbution Element
(EDXL-DE) [11Q wrapper The <area> element of the CAP message is copied, in-BM6rm,
in a Geolocation headef the SIPMESSAGE containeiThe CAP message isdludedthe body of
the SIPMESSAGE, witha MIMEtype of application/commoralertingprotocol+xml.

The MESSAGE should contain a Gaifo headeffield with a URI ofone or morédditional Data
blocks

The <identifier> in the CAP message is not the same as the Call Identifier assigned in the ESInet,
but the log catains the record that relates the two.

The <sender> should be the same adititer d@ader in the MESSAGE.

| f i ncluded, the <addresses> el ement shoul d c
for the Message.

An <info> element must be inalled The element must contain an <event coddwxe <valueName>

may be some externally defined namesplhice, but
document defines a NRS regEsteynaf Eaehowedesga
registersvalas t hat may be used in an <eveThtint@lyde> w

defined values in the registry (which become the <value> contents in the <event code> element) are
VEDS and BISACS, representing the standard Vehicle Emergencysegtandhe NIST Building
InformationAnd Control System messages.

If an <area> element is included, at least one <polygon> or <circle> element must be inshyded
<areaDesc> and <geocode> elements will not be used by the routing elements, although destination
agencies may be able to make use of thEine Geolocation header in the MESSAGE must have the
PIDFLO equivalent of the <polygon> or <circle> element(s)

11 All ESInet elenents support nehumaninitiated calls using the specifications in this document. Any given
origination network or device may not support #rmrmaninitiated calls, and support of ndlrumaninitiated calls by
origination networks and devices may be subjecegulation.
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A digital signature should be included in the CAP messHge CAP message should not be
encrypted. Tansport Layer Security (TL$)ustbe used on the SIP MESSAGE transmission to
encrypt the messagwith fallback(See Sectioh.1.19.

When he CAP message enclosed in an EDXIDE wrapper, the body of the SIP IBEAGE will
contain a sectioapplication/emergeneglataexchangdanguage+xml.

Non-humaninitiated calls are routed and handled the same as voice, video or text calls throughout
the NG91-1 systemThe routing mechanisms can route fimmaninitiated cals differently from

voice calls in the same way they can route video calls differently from voiceTdadiparameters in

the CAP message are available togbgcy routing function as inputs to direct calls with specified
characteristics to specific etigis.

There is no mechanism specified to handle an APCO/CSAA 2:2014 [L9]] Alarm within the
ESInet, although a PSAP could have an interface to such an &lature alarm systems should use
the mechanismescribed in this section.

4.1.11 Bodies in messages

All SIP elements in an ESInet must support multipart MIME as defined inZ®B6 [L22. For
example, location and SDP may be present in a messageAlio8iP elemes must allow
additional body content (for example, imageSards etc.) to pass to the PSAP.

4.1.12 Transport

SIP signaling within the ESInet must be TCP with TA8 SIP elements must support TLS, TCP

and UDP transportFallback to UDP is allowedHowever energency call messages have many

large elements, for example, a PO, and are more likely to be fragmented when carried in
UDP!2, Fragmentation and reassembly mussibpported byll ESInet elementdf TLS

establishment fails, fallback to TCP/UDP withd'LS is allowedIf fallback without TLS happens
additional security weaknesses occur, and implementations must be prepared to deal with the
security risks engendered when TLS protection is not availdhmvn attacks on incomplete
fragmentation/reass®ly implementations are another concern that must be addressed by all
elements in the ESInd®ersistent TLS connections between elements that frequently exchange SIP
transactions should be deploydtkedia streams for voice, video and text must be caomeRTP

over UDP All endpoints in an ESInet must implement media security with SRTP as defined in RFC
3711 124 andSDP Security Descriptions for Media Strea(8®ES as defined in RF@568

[125. SRTP Security must be requested in all calls originated within an ESlaetall is presented

to the ESInet with SRTP, SRTP must be maintained through the ES8iate media are routinely

12 Note that the typical length of a SIP INVITE is around 1300 bytes including around 200 bytes for the SIP Header
overhead. If, for example, a SIP INVITE contains a complete header, and a body containing both an SDP and a civic
PIDF-LO, it is likely this SIP message may be too big for a single UDP packet; and may require fragmentation, which is
sometimes problematic. TCP transport avoids such issues.

13 Some PSAPs may be subject to the Health Insurance Portability and Accountability ASAJHIP a state

equivalent. Maintaining privacy via SRTP may be requoeall calls for such PSAPs, and media handling systems on

the ESInets may need to support such capability by applying SRTP to those media regardless of whether SRTP was
applied to tle call when presented.
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logged, the logger must maiimtgequivalent or better security on the logging (recording) session as
that provided on the emergency call (communications) se$8idDP as defined in RF8550 [L3]

and SRTCP as defined in RBZ11 [L24 must be supported within the ESInet and it is highly
recommended that all calls presented to the ESInet provide RTCP

PSAPs must detect the presence of RTP streams so they can distinguish RTP failure from real
silence by the callerDevices containing User Agerttsat arenot part of aBackto-Back User Agent
(B2BUA) andthat detect the loss of RTP should attempt to reestablish the streaersdiyy ae-
INVITE to the other partyif that fails, the device should ifghte a failure and provide a mechanism
for taking action such as initiating disconnect. In no circumstances should a call be automatically
taken down just because RTP streams Fait example a multimedia stream which loses one of
several streamshouldnot be terminated, except by call taker action.

PSAPs should supply audible ring as (early) media for devices that do not perform local audible ring
or its equivalent

4.1.13 Routing

All SIP elements must support routing of SIP messages pelBREC[L2] and RFC3263 [L5]. Note
particularly that URIs will often have the do
hostname of &P server, and thuBNS SRV reords [LOg will need to be consulted to determine

the hostname of th&lP server for that domairRedundancy support for a SIP call must not depend

on nonstandard mechanisms in SIP eleme®@isly mechanisms sticas UPDATE ore-INVITE

with a modified Contact and cof-dialog REFER, which only rely on aspects of standards this
document requires of all SIP elements in the ESInet, can be used to perfoma®n an

established SIP dialog in the case of hostfail

4.1.14 Originating network Interface

The originating call interface to the ESlInet is a SIP call interface as described above indsgction
All calls must be routed the same way they would route if the locatithreicall was used to query
the authoritative ECRFLocation must be included in the Geolocation header, civic or geo, by
reference or valuéhe location used to query the routing function must be included in the
Geolocation header of the outgoing INHDBr MESSAGE methadrhe call must be routed, using
normal RFC 326112 proceduresto the URI obtained from the routing function using the
Aurn: ser vi c e Aalback aldrassymust be indliRiddhe outgoing INVITE or
MESSAGE method, with an immediate device callback in the Contact header and an address of
record for later callback in either theF r d@ader (protected by the Identity header) or a P
Assertedldentity (P-A-1).

A call from an unatinenticated device shall populate th@feferredidentity header field in the
INVITE request with an equipment identifier as a SIP URI and-Asg$ertedidentity shall be
provided.

The incoming INVITE or MESSAGE method to the ESInet must include attl®astall-Info

headeffields containing UR$ that refer to Additional Datdlp3d i Pr ov i chenrdl mfS@®ad vi c el
structure. This is indicated byhed p u r p 0 s e 8valpesstaring with e r
fpurposeEmergencyCallDa. Pr ovi dedl npaopose=EmergencyCal | D
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Additional Caltinfo headefields may be included that contain a $jthat refers tmther
Additional Datablocks Some providers will also includefubscriberinfo block.

Elements on an HBet shall assume a SIP call entering the ESInet is an emergency call unless it can
determine it is something else, such as a call to an administrative niaweenf the call is not
marked with an emergency servid&N, the call should be assumed to besanergency call.

4.1.15 PSAP Interface

The PSAP call interface is a StRll interface as described ie&ion4.1 All calls will be presented

to the PSAP based on the ter mPRFadefinedgne@i@RPO6s P
5.2.1.5 TheGeolocation header, Cdlfo headefields and other headers should be the same as

above (Sectiod.1.14. The call will be routedysing normal RFC 3261.P] proceduresto the URI
obtai ned f r omSdeSectiokSIROPdihser infori&tion on the PSAP interface.

4.1.16 Element Overload

Any SIP element may encounter a condition in which it is asked to process more calls than it can
handle SIP element overload has been extensively stydmelRFC 635}113). Simple

mechanisms to handle overloa@ arsufficient Elements must not retu#86 Busy Here unless it is
certain, by design and configuration that the upstream element can reliably cope with tfAéerror
standard specifies methods to avoid overload of calls to specific agencies usmgittterule and
gueue mechanisms, but a given SIP element may still encounter ovédaazpe with such

overload, all SIP elements must implement the overload control mechanisms descrii®d in [

4.1.17 Maintaining connections and NAT Traversal

All elements in an ESInet that implement SIP interfaces must comply wittbRE&€[L09
(Outbound)}o maintain connections from User AgerRSAPs, IMRs, bridges and other elements
that terminate calls from entities outside an ESInet that may be behind NATs must implement
filnteractive Connectivity Establishmen€E)o |, B245]128. ESInets should maintain a
ATraversal Using Relays arodiNAT (TURN)O 1596 server for use by entities inside the ESInet
placing callsowardsthe Internet.

4.2 Location

Location is fundamental to the operation of the-® systemLocation is provided outside the
ESlInet and the generic functional entity that provides location is a Location Information Server
(LIS). Since the LIS is external to tiNGCSthe LIS is out of scope for iBlowever, the entities
inside the ESInet must interact with a source of location ardthfeuinterfaces to that function are in
scope For the purposes of this document, the aagabilities d.1S provides that are relevant to i3
are:

a) A dereference function defined below for | ot
b) Val i dation of | obwtuieory iiZlLty/oFt didd ri ncitvhiec lLaldSdr e s

Any element that provides either or both of these dajmabilitiess considered a LIS within i3
Al t hough a LIS is defined as a fAserver o, as w
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be a physical sger, and indeed, a LIS for some networks may only be a protocol interwork function
to some other element in the network.

The NG91-1 system supports location included by valuthanbody of a SIP message, with a
pointer to it (i.e., a citURL) in theGedocation headerl[0] of the SIP message. It also supports
location by referencavhere a location URI is populated in the Geolocation heAdlexlements in
an ESinet that use location by reference must impi¢i®#> and HTTP Enabled Location Delivery
(HELD) [9] dereferencing protocalA Location Information Server (LIS)must implement one or
both of these protocols.

Location by reference using SIP is an impliedssuiption to Presence (RFEB56 B1]). An element
needing location that has a SIP location URI must issue a SIP SUBSCRIBB#RE(L7]) to the
location URI Filters(RFC 4661 [L127, RFC6446 [L112] and RFC6447 [L0Z) may be used to
control notification.

An element needing location thiaas a HELD URI must dereference pgfC6753[78].

An access network that provides location by reference must supply either a SIP or a HELD location
reference URINetworks that use other protocols must intatato SIP or HELDElements in the
ESlInetthatreceive a location reference and forward location in SIP signaling to another element
must pass the reference, and not any vidattheydetermine by dereferencing (although the value
should be loggedfad element must do its own dereference operation, supplying its credentials to
the LIS It is recommended that LISs cache location values and supply the cached values if multiple
dereferences occur in quick succession, such as when a call is being routed.

In order for a LIS to be NG®1 compliant, itmust acceptredentials traceable to the PSAP
Credentialing Authority (PCAJvhen establishing the TLS connectas sufficient to deliver

Adi spat cho .Jqhearedertigls maybe asedibythe LISutharize delivery otlispatch
location, with the required confidence/uncertainty information (when geodetic location is supplied)
or civic/subcivic addresdevel information (when civic location is supplied), when requested by a
PSAP or other authorizesttities

When location is passed by value, processing elements along the path must not change the location
record. If location information changes, a new PIDF with a differeni<providedby> element

must be createdndpassed in addition to the origifatation. The vehicle for passing this

informationis an EIDD.

Other than the above, the implementation used within the origination and access networks for
support of location is out of scope o33

14 A LIS, if it implements the SIP Subscribe/Notify mechanisms for location dereferencing, implements these portions of
Presence server as defined in the IETF for the purposes of returning the location information only.

15 The roles bthe access and origination networks in obtaining location for routing and delivery with an emergency call
and interactions between such networks is out of scope and subject to SDO work outside NENA as well as regulatory

policy.
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4.3 Policy

Policy is stored into and retrieved from theiPyplIStore using a web servicgection4.3.1below

describes the "Policy Store Web Service" faatlitatesagenciesiploading and retrievingolicies

Policies are named by the function that defines the poécythe DownstreamRoutingPolicy for an
ESRP. A specific policy set is known by that name and the agency whose policy is being stored or
retrieved. The authentication to the web service identifies the agency storing or retrieving policy sets
in the store

ThePolicy Sore only accepts or delivers complete policy sets, not individual rules within a policy
set. ThePolicy Store may reduce the size of the chunk returnedsfuinable or unwilling (by local
policy) to serve a chunk as large as the requeptifies. The policy retrieved is valid until the
expiration time. If the policy is needed for use after expiration, it must be retrieved again from the
Policy Store. The response may not return the policy requested. Instead, it may return a referral to
anotherPolicy Store that may have the policy.

The standard i3 data rights management system can limit which agencies, agents or functions are
permitted to retrieve policies for another ageridye rights management policy can also allow an
agency to storpolicies on behalf of another agendye interface includes a chunking mechanism
that can be used by either the client or the server to limit the size of an individual transaction.

4.3.1 Policy Store Web Service
This web service has the following functions:

RetrievePolicyRetrieves a policy set from the commBolicy Store The f uncti onds pa
include the policy name, the identity of the agency whose policy is needed, and an indication of the
maximum size of the returithe response is the policy seitifs smaller than the indicated

maximum size qrif the policy is too large to send in the respotise first chunk of the policy set

plus an identifier that can be used with MoreRetrievePolicy to obtain more chunks, and an expiration
time. The Policy Store may reduce the size of the chunk returnedsfuhable or unwilling (by local

policy) to serve a chunk as large as the requester spettiepolicy retrieved is valid until the

expiration timelf the policy is needed for use after expiratiamust be retrieved again from the

Policy Store. The response may not return the policy requelstsigad, it may return a referral to
anotherPolicy Store that may have the policy

RetrievePolicyRequest

Parameter Condition Description
policyName Mandabry The name of the policy
agency Mandatory The agency whose policy is requestg

Must be a domain name or URI that
contains a domain name

maxChunkSize Optional Maximum size of a chunk accepted,
bytes If not specified, responder may
choose the size.
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RetrievePolicyResponse

Parameter Condition Description
policyDataChunk Optional All or part of a policy, limited to the
maxChunkSize, or smaller
TTL Optional The expiration time of the policy
nextChunkld Conditiona) must be Id to be used with
present if policyDataChun| MoreRetrievePolicy.
is returned, but is not the
complete policy
Referral Optional URI of anothefPolicy Store that may
have this policy.
statusCode Optional Response from operation
StatusCodes
200 Okay No error (optional to return)
501 Unknown or bad Policy Name
502 Unknown or bad Agency Name
503 Not available here, no referral available
504 Unspecified Error

MoreRetrievePolicyRetrieves another chunk of a large policy 3éie request includes the

identifier returned to the regsker in a RetrievePolicy or prior MoreRetrievePolicy operation and an
indication of the maximum size of the retufiime response is the next chunk of the policy set, plus

an identifier that can be used on a subsequent invocation of MoreRetrievePudi®plicy Store

may reduce the size of the chunk returned if it is unable or unwilling (by local policy) to serve a
chunk as large as the requester specifibe Policy Store must be able to accept and respond to a

request it has already sent (that is, thentifiers may be used repeatedly, in case of effbg
identifiers can be expired in a reasonable time period (perhaps 30 minutes).

MoreRetrievePolicyRequest

Parameter Condition Description
nextChunklid Mandatory Chunkld returned from RetrievePolig
maxChunkSize Optional Maximum size of a chunk accepted,

bytes If not specified, but
maxChunkSize was specified in
RetrievePolicy, use that sizé neither
specified, responder may choose siz
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MoreRetrievePolicyResponse

Parameter Condition Description
policyDataChunk Mandatory Remainder or part of a policy, limiteg
to the maxChunkSize, or smaller
nextChunkld Optional Id to be used with MoreRetrievePoliq
if not the last chunk
statusCode Optional Response from operation
Respons€odes

200 Okay No aror (optional to return)
504 Unspecified Error
505 Bad chunkld

StorePolicyinitiates the storage of a policy set in Badicy Store Thi s f uncti onds pa
include the name of the policy, the agency whose policy is being stored, the size ofr¢heaticy

set, the expiration time, and the maximum chunk size the sender is willing tdfsbachame of the
agency is omitted, . (TheeespprsercontamDdtise maxtreim size ofthe i s u
initial chunk, which must be no largerthanthe nder 6 s maxi mum chunk si z:
used with the MoreStorePolicy function.

StorePolicyRequest

Parameter Condition Description
policyName Mandatory The name of the policy
agency Mandatory The agency whose policy is being

stored Must ke a domain name or UR
that contains a domain name

policySize Mandatory Size of the entire policy in bytes
TTL Mandatory The expiration time of the policy
maxChunkSize Optional Maximum size of a chunk to be sent

in bytes If not specified, responder
may choose the size.

StorePolicyResponse

Parameter Condition Description

maxChunkSize Optional Maximum size of a chunk accepted,
bytes If not specified, sender may
choose the size up to the
maxChunksize specified in the

09/10/2016 Pager8 of 363

[one naton LB one number



NENA Detailed Functional and Interface

Standards for the NENA i3 Solution

NENA-STA-010.22016 (originally 08003), September 10, 2016

Parameter Condition Description
request.
nextChunkld Optional Id to be used with MoreStorePolicy.
statusCode Optional Respons€ode
StatusCodes

2000kay No error (optional to return)

501Unknown or bad Policy Name

502 Unknown or bad Agency Name

504 Unspecified Error
509Policy Too Large
510Bad TTL

MoreStorePolicySends a chunk of the policy set to the stiteeparameters include the identifier

returned from StorePolicy or a prior invocation of MoreStorePolicy, and a chunk of the palicy set

The response contains the maximum size of the next chunk (which restdrger than the
maximum chunk size indicated by the sender on the original StorePolicy invocation) and an
identifier to be used on a subsequent MoreStorePolicy to send the nextldeatikers may be
reused, but if they are, any later chunks areadlded by the store and must beseat Identifiers
may be expired in a reasonable time (perhaps 30 minutes).

MoreStorePolicyRequest

Parameter Condition Description
nextChunklid Mandatory Chunkld returned from RetrievePolig
policyDataChunk Mandatory All or part of a policy, limited to the

maxChunkSize, or smaller
MoreStorePolicyResponse

Parameter Condition Description

maxChunkSize Optional Maximum size of a chunk accepted,

bytes If not specified, but
maxChunkSize was specified in the
StorePolicyRegest, use that siz#
neither is specified, responder may
choose size.

nextChunkld Conditiona] must be Id to be used with MoreRetrievePoliq
supplied if not the last if not the last chunk
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Parameter Condition Description
chunk
statusCode Optional Response from operation
StatusCodes

2000kay No error (optional to return)
504 Unspecified Error

505Bad chunkld

511Chunk Too Big

EnumeratePoliciefReturns a list of policy names available in the store for a specific agemey
parameters of the request include the name of the poliemdeghe name of the agendjhe

response includes a list of the policy names in the store, the last date they were stored, expiration
time, and the size of the poliche enumeration includes only those policies that are actually stored
in this specifianstance of théolicy Store.

EnumeratePoliciesRequest

Parameter Condition Description

policyName Mandatory The name of the
for all policy names

Agency Mandatory The agency of interedtlust be a
domain name or URI that contains a
doma n name or fA*O0

EnumeratePoliciesResponsémay be repeated for each policy)

Parameter Condition Description
policyName Mandatory The name of the policy.
Agency Mandatory The agency of interedtlust be a

domain name or URI that contaias
domain name

policySize Mandatory Size of the entire policy in bytes
TTL Mandatory The expiration time of the policy
lastModification Mandatory Date/Time of last modification
statusCode Optional Response from operation
StatusCodes
2000kay No erra (optional to return)
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501Unknown or bad Policy Name
502Unknown or bad Agency Name
504 Unspecified Error

ThePolicy Store is replicated and distributebhere is a single authoritative master store for a given
policy, and there may be one or more regio&that policy in othePolicy Stores To create a

replica, the mastd?olicy Store is provisioned with a list of replicas that are authorizéd replica

uses the RetrievePolicy function to get policies from the mBstay Store, and refreshes them
automatically when they expitEnumer at ePol i ci es can be used to
policies are stored in tHeolicy Store.

As an optimization, the replica can make use of the Updated#3dliaction:

UpdatedPoliciesReturns a list of policies upded in the Policy Store since a given tiffike
request includes @imestampThe response is a list of policy names and agencies whose policy has
been updated since th@mestampn the request.

UpdatedPoliciesRequest

Parameter Condition Description

policyName Mandatory The name of the
for all policy names

agency Mandatory The agency of interedtlust be a
domain name or URI that contains a
domain name or

updatesSince Mandatory Earliest time desired in the resen

UpdatedPoliciesRespons@may be repeated for each policy)

Parameter Condition Description
policyName Mandatory The name of the policy.
agency Mandatory The agency of interedtlust be a

domain name or URI that contains a
domain name

policySize Mandatory Size of the entire policy in bytes

TTL Mandatory The expiration time of the policy

lastModification Mandatory Date/Time of last modification

statusCode Optional Response from operation
StatusCodes

2000kay No error (optional to return)
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501Unknown or bad Policy Name
502Unknown or bad Agency Name
504 Unspecified Error

UpdatedPolicies can be used as a poll to keep a more up to date replica, rather than waiting for
expiration timesUse of UpdatedPolicies is recommended for replicas of policasrithy
reasonably be changed unexpectedly, such as in a disaster situation.

The EnumerateAgencies function is also useful to maintain a referral service to distritRakcthe
Store Policy Stores may refer queries to anotieticy Store To do so, theynaintain a map of
which Policy Stores have what policiehe mapping may be provisioned or learned via the
EnumerateAgencies function (with a list of otReficy Stores provisioned in a specifilicy
Store).

4.3.2 Route Policy Syntax

This section summarizele syntax and semantic of the policy language t@eahaking call routing
decisionsPolicy is represented in an REZ45 [L46-compliant common policy schema.

A policy document is an XML document, formatigcktording to the schema defined in RFC 4745.
This documeninherits the MIME type of common policy documents, nanaglglication/auth
policy+xml. As described in RF@745, thisdocument is composed of rules that contain three parts
conditions, actions,ral transformationsrhe conditios statement may eithevaluate to ‘true’ or
false'. If it evaluates to 'true' then the action, tnedtransformatiospart of the rule is executed. In
order to deal with thease where multiple conditisparts evaluate® 'true; a conflict resolution
mechanism is described to avoid conflicting actions to be exed@i@amon PolicyRFC 4745)
describes conflict resolutioframeworkand this document extendswith a priority-based
mechanism whereby each rule hasasociatedoriority value that indicates the relative importance
of the specific rule with the semantiat a higher value gets precedence over a rule with a lower
value The transformations part of a rule is not used by this application.

4.3.2.1 Condition Elements

This section describes the additional enhancements of the congitidred the ruleThis document
inherits the Common Policy functionality, including <validity>. The <identity> and <sphere>
condition is not used by this version of the document.

4.3.2.1.1 Time Period Condition

The <timeperiod> element allows a rule to make decisions based on the time, date and tintte zone
defines an extended version of the <validity> elemEm <timeperiod> element may contain the
following attributes:

dtstart: Start ofinterval (Timestamp see SectioB.2). This attribute is mandatory.
dtend: End of intervallimestamp. This attribute is mandatory.

timestart: Start of time interval in a particular diys of theLOCAL TIME data type as mentioned
in Section3.3.12 of RFC5545[172. This attribute is optionallhe default value is 000000.
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timeend: End of time interval in a particular diys of theLOCAL TIME data type amentioned
in Section3.3.12 of RFC5545[177. This attribute is optionabut if specified, must always be
greater than the value timestart.The default value is 235959.

byweekday:List of days of the week his attribute is optionallhe "byweekday" attribute specifies

a commaseparated list of days of the we&8lO" indicates Monday, "TU" indicates Tuesday,

"WEO indicates Wednesday, "TH" indicates Thur
Saturdayand "SU" indicates Sundayhese values amot casesensitive. Whitespace after a

comma is permitted.

The <timeperiod> is based on the descriptiorGall Processing Language, RB880 [L62], but
with a reducd feature set.

Here is an example of the tinperiod element

<time dtstart="20070112T08306"
timestart="0800"
timeend="1800"
byweekday="MO,TU,WE,TH,FR"
dtend="20080101T1830605"/>

The following apects need to be considered:

1. By default, if all th PT-p ©ONAbdpaebemeért si

e O
whol e duration from dtstart' to 'dtend"'.
2. The '"byweekday' attributefrcome'sdit % tiasr td'fofniegic k |
enough to accommodateti st spegi éceddval ues,
3.1 f the values of the '"byweekday' attribute
are simply ignored.
4. Only a single '"byweekdayme=atelremeant. MUST be
5. When multiple timestart and timeend values
numbers and f-toirmeard paime,sttairmeend must be ¢
than t he nFeaxitl utriemesot adroti meswialt eadséei smkkend
ignored

4.3.2.1.2 SIPHeader Element

Any header in a SIP message, such agitker ofiirod,0 Contacd etc.can be used to perform

actions on incoming messages. H&PHeader> element has three child elements, namely
<header><operator> and <content>. Two operators are defieequ al i ty match and
equality operator is "=" and the content is compared against the value of the badsyerator
Aequal 0 may be e n«canpaillleampkrdentations.b ac k war ds

T h e dpdraoouses a registry (S8ection11.23 for <content>The values defined in this
document for cont ent aThisopératortestsithe ltpaderdontde canditiom o n
in the contentThevaleil mi s si ngo0 means t Mlee vdlueiaedrerro ni eso unsoot npe
the header has some error noticed by the ESRP.
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4.3.2.1.3 Additional Data

The <additionaldata> element contains four child elements:

T <type> ahblcdhck st ype beginnathg. awi t h AEMer genc
T <el ement> that contains a tag Aeldemeowmnanama

bl ocks
1 <operator> which may be one of A=0, #A<>0, #f:
f <content> a value to be compared with the <

A typical use for this element is to route based on the class of service components, or on language
preferences.
4.3.2.1.4 MIME Body List Condition

The <mimelist> element contains one or more child <mime> child elements. Any mime type listed
in the <mime> element is comparedh the content of the incoming message.

The <mimelist> condition element evaluates to TRUE if any of its child elements evaluate to
TRUE, i.e., the results of the individual child element are combined using a logical OR.
4.3.2.1.5 Location Conditions

This documat re-uses the locatiehased condition elements frdRFC6772[145 on the location
used for routingln addition, any element of the location can be used with the syntax PIDF<element
name>.

4.3.2.1.6 Call Suspicion Condtion

This document allows the spasaore header of the SIP message to be evaludted
<callsuspicion> element has one child element, <score>: which indicates the spam score in the
attributes "from" and "to".

4.3.2.1.7 SecurityPosture Condition

The <SecurityPoste> element expressed carries a "domain” attribute where "domain" is a
hostname, or a URIf a URI is specified, the domain function is used to extract the domain from the
URI. The domain must be that of an agency or element that the ESRP can subshabe to
SecurityPosture package for.

4.3.2.1.8 QueueState Condition

The <QueueState> element carries a "queue" attribute, where "gsi¢ne’hame of a queLiEhe
value of the <QueueState> element can either be:

T Acti ve: one or more enrte tadwersr eamtel yachandeliyn g
enqueued

1T Diversi onRequested: a queue designated for
call sedngnoeut

f I'nactive: no entity is available or activel:
T Disabl ed:s Thies gluleesd by management action anc
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I n addition, i f the ESRP is unable to reach t
to the PRF.

4.3.2.1.9 LostServiceURN Condition

The <LoSTServiceURN> element carries the Service URINdeurn:service:... or
urn:nena:service:...) attribut€he condition evaluates to True if thecation to Service Translation
(LoST) query was successful and false if it was not. If the query succeeded, the resulting URI is a
variable called "NormaNextHop", available to the rule evaluation system for subsequent rules.

Rules may make use of the following variables. Several rules require the ESRP to usebtse=81P
notification mechanism described in RFC 3269 o obtain the value of the variable.

4.3.2.1.10Element State

ElementStatés expressed as ElementState.domain where <domain> is a hostname, otfaURI
URI is specified, the Domain function is used to extract the domain from thefb®&tdomain must
beanelementhat the ESRP can subscribe to the ElementState package for.

4.3.2.1.11Service State

ServiceStatés expressed as ServiceState.<domain> where <domain> is a hostname, olf@aURI
URI is specified, the Domain function is used to extract the domain frolRherhe domain must
be that of a service (such as a PSARJt the ESRP can subscribe to the ServiceState package for.

4.3.2.1.1Zall Source

CallSource (as defined in the Via headers of the INVIi§H)terpreted by the ESRP to ignore intra

ESInet Vias and otheniermediariesCal | Source should be the ESRPO
domain of the originating network that handled the. ¢ilhere is more than one, the lasiginating

network or service providearior to the ESInet should be returnédhere ae no originating

networks, CallSource returns the domain of the caller.

4.3.2.1.1Body

Any element in 8odythat is included in the message which is XML encoded, expressed as Body
<mimetype><element tag# a Body contains more than one part (of a multipart) wité same
mimetype, only the first part with that mimetype can be Lk capability may be used to route

on parameters in a CAP message.

4.3.2.1.1Request URI

The URIlassociated witlthe call Normally this would béurn:service:sag but may be different for
cdls to an admin line, etc.

4.3.2.1.1Normal-NextHop
The URI retrieved from the LoST query.

4.3.2.1.18ncoming Queue
The URI of queue the call was received on.
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4.3.2.2 Actions

As stated in RF@745[14€], conditions are the 'ipart of rukes, whereas actiorigrm the 'ther’

part The actions and transformations parts of a rule determine which operations the proxy server
mustexecute on receiving a connection request attempt that matches all conditions of.this rule
Actions and transformatis permit certain operations to be executed.

4.3.2.2.1 Priority

Each rule has to contain an unsigned integer value to indicate its priority in the <priority> element
When the conditions of two rules evaluate to 'true’ then the rule with the higher priority viadue wi
i.e., the actions of that rule will be executed. Every miisthave a unique priority value.

4.3.2.2.2 Route Action

The action supported in this section is forwarding of SIP messages to a specific URL. The <route>
element contains two child elements namely kiieat> and <cause>, where <recipient> contains a

URI that will become the Route header for the outgoing SIP message (the Request URI is normally a
serviceURN), and the <cause> contains the value used with the Reason header associated with a
History-Info headerThe <recipient> element is mandatory, and the <cause> element is optional.

The <cause> values are defined in a Registry that this document estal8esttemnl1.13.

4.3.2.2.3 Busy Action
The <busy> element ratus 600 Busy Everywhere to the caller.

4.3.2.2.4 Notify Action

The <notify> element has several child elements (<recipient>, <eventCode>, <urgency>, <severity>,
and <certainty>) and sends a NOTIFY message containing a CAP message to any entity subscribing
to the NomakNextHop's ESRPnotify event for that reason cddes may be used, for example, to

advise other entities that calls are being diverted)fdfee <recipient> is a serviddRN, the CAP

message is wrapped in a SIP MESSAGE and is routed via the EGR-drmper recipients. All

indicated child elements provide information on how to populate the CAP message.

4.3.2.3 Examples

<?xml version="1.0" encoding="UTF - 8"?>

<ruleset xmIns="urn:ietf:params:xml:ns:common - policy"
xmins:nena="urn:nena:xml:ns:policy.pol icy -vl1"
xmins:xsi="  http://www.w3.0rg/2001/XMLSchema -instance ">

; Call is probably spam.
<rule id="AA56i12">
<conditions>
<nena:callsuspicion>
<nena:score from="70" to="100"/>
</nena:callsuspicion>
</conditions>
<actions>
<priority>7</priority>
<nena:route>
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<nena:recipient>sip:special - treatment@psap.foo - bar.com
</nena:recipient>
</nena:route>
</actions>
</rule>

; Rule for handling a SIP msg contain a CAP payload.
<rule id="AA56i11">
<conditions>
<nena:mime - list>

<nena:mime>application/common - alerting - protocol+xml</nena:mime>
</nena:mime - list>
</conditions>
<actions>
<priority>6</priority>
<nena:route>
<nena:recipient>sip:psap@home.foo - bar.com
</nena:recipient>
</nena:route>
</actions>
<transform ations/>
</rule>

; Rule consider time and queue state.
<rule id="AA56i10">
<conditions>
<nena:QueueState>Active</nena:QueueState>
<nena:time - period>
<time dtstart="19970105T083000"
timestart="2 200"
timeend="0800"
byweekday="MO,TU,WE,TH,FR"
dtend="19991230T183000"/>
</nena:time - period>
</conditions>
<actions>
<priority>5</priority>
<nena:route>

<nena:recipient>sip:answering - machine@home.foo - bar.com
</nena:recipient>
</nena:route>
</actions>
<transformations/>
</rule>
</ruleset>
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4.3.2.4 Namespace

This documentlefines (see sectidrl.1.5 anduses the NENAJRN namespace
fiurn:nena:xml:ns:policy.policylo.

4.4 LoST

LoST (RFC 522261]) is the protocol that is used for several functions:

1 Call routing: LoST is used by the ECRF as the protocol to route all emergelscyathltd®
and within the ESlnet.

1 Location validation: LoST is used by the LVF as the protocol to valweitelocation
information for every call origination end device prior to any potential use for emergency call
routing

1 Retrieving URIs tasupportthe retrieval ofnformation based oalocation such as Additional
Dataabout that locatioand Agency Locator records

1 Retrieving lists of services available at a location

The normative reference that defines the protocol is BEX2 B1]. The text in this section that
defines LOST protocol operations should be considered informative, and any discrepancies are
resolved by RFG222 text The text below does contain limitations and specific application of LOST
operations that are normative.

4.4.1 Emergency Call Routing using LoST

All SIP-based emergency calls pass location information either by value-(RMpbr by reference
(Location URI) plus a Service URN to an Emergency Services Routing Proxy (ESRP) to support
routing of emergency call¥he ESRP passes the Service URN and location informati@anthe

LoST interface to an Emergency Call Routing Function (ECRF), which determines the next hop in
routing a call to the requested servi€be ECRF performs the mappin§the call's location
information and requested Service URN to (e.g
returning the URI providedUsing the returned URI and other information (tiofeday, PSAP state,
etc.), the ESRP then applies policy frorR@icy-based Routing Function (PRF) to determine the
appropriate routing URIThis URI is thefinext hom in the call's routing path that could be an ESRP
URI (intermediate hop), a PSAP URI (final hop), or even ataékr (seeSection5.3for a more

detailed functional explanation of the i3 ECRF).

The service URN used to query the ECRF by an ESRP is obtained by provisioning of the
Aorigination policyo of the queuextion5i24.9.Thehe c a
response of the ECRF is determined by provisioning of the service boundary layers, which specify

16 LoST must be used withian ESInet to route calls. It is recommended that originating networks also use LoST to
route calls to the entry ESRP, but they may use appropriate local functions ptinattsdls are routed to the same
ESRP agheywouldbe if LoOST were usedo theauhoritative ECRF.

171f an element using LoST receives location by reference, it must dereference the URI to obtain the value prior to
guerying the LoST server. The LoST server does not accept location by reference
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the URN they apply to (see Sectibr8.1). Thus ECRFs (and ESRPs) are not hard coded with any
specific URNS, but the provisioning of the policy in the ESRP must match the provisioning of the
service boundaries in the ECRF.

A single emergency call can be routed by one or more ESRPs within the E€Hoking in use of
the LoST interface once per hop as well as once by the terminating PSAP.

Note that the term APSAP URI O is used within
returned from the service URMIirn:service:sas In NG9-1-1, the URIreturned may not be that of a
PSAP, but instead may route t8&F orESRP.

442 Location Validation

Location validation is the validation of civic addrdsssed location information against an

authoritative GIS database containing only valid civic addresgasel from 91-1 Authorities

Location validation is performed by the i3LMFVal i dat i ng 0 -hlnleansq@uéryingn i n
the Location Validation Function (Sectiéi) to determine if the location is sable for use

(specifically, if the location can be used to accurately route the call and dispatch respéndéevslr
Vali do means a | ocation that returns a valid
LVF query with the locationin geneal, this means the fields supplied in the LoST query match
exactly one location (one address point in the site/structure layer, or a valid house number in a road
segment layerNote that since the LVF (and the ECRF) contain a number of fields not nprmall
considered part of a®-1 valid location, it is possible to send a location which may be missing

fields that normally ARE considered part of a valid location, and yet get a valid result from an LVF
guery if (and only if) the fields supplied match a $nigcation in the LVEFor example, many

postal addresses match exactly one location in the LVF, and yet are not normally considéred 9
addressedf a location contains a postal community name, but not the actual municipality name, as
long as the LVKand thus the ECRF) can uniquely identify the address as a single dispatchable
location, it is considered L\kalid. When needed, the other fisldan be retrieved from the GIS

system by doing the same matching, locating the record and retrieving thegrieisis.

We differentiate between the ECRF and LVF even though they have identical provisioning and
identical interfaces because the ECRF quenyadeat call time while the LVF query is made
during provisioning of a location in a LIS, and thus is-neaktime.

443 <findService> Request

Theficivico andiigeodetie2do profiles are baseline profilekefined in RFC 522p61]. Emergency
calls are expected to usaly these profilesNG9-1-1 conformant LoST serverseanot required to
support any location profiles beyond the baseline prafiédmed inRFC 5222.

ECRF/LVFshould expect to receiany of the PIDA_O elements described MENA Civic
Location DatéExchangd-ormat CLDXF) [108 documentwithin a civic location

The LoST interface allows a géacation to be expressed as a point or one of a number of defined
Ashapesod such as ci r c.EERFs neuktbe aplstehandie alloftitteesed o r
shapes.
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The fAiserviceo el ement i dent i.Valiegservite hamessmeistbei ce r
furn:service:sasor one of its sudservices for ECRF and LVF queries used by originating networks

or devices for emergency callor internal ECRFs used bytgies within the ESInet to route calls,

the <service> el ement may be a seECRFce URN be
implementations must suppétirn:nena:serviae The use of such servitgRNsis dependent on
provisioning of service boundary lagen the GISNENA serviceURNSs are defined in Section

11.3

The optional attribute to request validation occurs in a query and indicates whether location
validation should be performed and is currently condégon the <location> element containing a
civic address; i.e., it is an error to request location validation for a geodetic coortiaseess
location in RFC5222

Entities inside the ESInet must specify recursion by setting the recursive attribute in the
<findService> request to trand all ECRFs and LVFs must implemant perfornrecursiorwhen
requestedo help mitigate the effect of an attack on the Internal Forest Guide (see Setfdh

The internaECRFs and LVF$see Sectioh.14), whenthey areunder stress from attack, may
refuse queries from entitiéiseydo not know External queries may use either recursion or iteration,
as the external Forest Guiddl be publicly available.

4.4.4 <findService> Response

LoST servers can operate in recursive mode or iterative ihtiteserver being queried is not
authoritative for the location supplied

- The use of recursion by the ECRF or LVF initiates a query on fbefhidlle requestor that
propagates through other ECRFs to an authoritative ECRF/LVF that returns the PSAP URI back
through the intervening ECRFs to the requesting ECRF

- The use of iteration by the ECRF/LVF simply returns a domain name of the next ECRF to
contact

The ECRF may operate in a recursive mode or an iterative mode, depending on local provisioning
andthevaluedf he Orecursived6 attri bAUNEEGRFandlM-he <f i nd:¢
implementations must support both recursive and iterativemibds strongly recommended that

ECRFs and LVFs use recursion when the query allow$is minimizes the time to complete a

request, especially when ECRFs and LVFs make use of persistent TCP connections to parents and
children within the common hierery of these services.

When the i3 ECRF successfully processes a LoST <findService> message, it returns a LoST
<findServiceResponse> message containing a <mapping> element that incldtexthe

ESRP or final PSAP URI in the <uri> elemelfithe ECRF cannot successfully process a LoST
<findService> message, it returns a LoST <errors> message indicating the nature of the error or a
LoST <redirect> message indicating the ECRF that can process the <findService> message

The <uri>returned specifies hier the next hop URI of the PSAP or the ESRP that is appropriate for
the location sentinthequerymessaglhi s must be a globally routal
for Aurn:service:sas Some other service URNs may return values Witi P/HTTPSschenes, for
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exampl e Aurn: nena:. lso8Trservers showddetuBiPSardHTA PSYRIS ia 0
addition to theSIPandHTTP (where appropriatd)RIs.

Theéexpire® attri bute i n préoviees annE&RAr LVIGwith awag tonemirol
load,balancing that againgite time required to completely implement a routing change when
circumstances requirBy increasing the expiration time, fewer queries to the senagrbe received
if upstream LoST servers or clients implement caching.

Adjustingthe expiration time near the scheduled change timbéetieraccommodate planned
changes

Responses from ECRFs probably should have very short expiration times, typically measured in
minutes or at most a few houfhis would allow routes to change quiglf failures resulted in an

inability of the normal route to workVhile this should be a very unlikely event, because other
mechanisms to redirect calls without changing the URI retrieved from the LoST query should

provide adequate backup, it may dtélppen when significant disasters occur anepfaened

backups are not availablet i s not r ecommemXdRIdR ATol O M@ uwranl ueh e
opti on@QACHIEN®O expires value may increase the |«
be used only withae care.

The LoSTresponseontains <via> elements in the <path> element that name the LoST servers
visited to obtain the answerias mustbe returned tdbe compliant with RFC 5222 and are essential
for usein error resolution

The <displayName> elemeat the <mapping> response is a text string that provides an indication
of the serving agency(ies) for the location provided in the qldrg information might be useful to
PSAPs that query an ECRFhis capability could be used to provide English LanguBiginslation
(ELT)-type information that PSAPs receive from ALI databases today.

The <service> element in the query identifies the service for which this mapping isvalkCRF

outside the ESlnet is required to supportfili:service:sasservice. 8rvice substitution, as

described in§1] shall be used to substituiarn:service:sasfor all subservices such as
fiurn:service:sos.police which would cause the call to be routed the same as a call to

furn:sevice:so® ECRFs i nside the ESInet must support b
Aurn: nena: service: soso0. Support f or.Rouifgefr ser
services inside the ESInet may depend on the (TLS) credentials of the cliéed: foyuwo services

using the same servitdRN may receive different PSAP URI&ote that if recursion is used, the
credentials of the recursive server would be used, rather than the credentials of the original client.

The <serviceNumber> element in theapping> response contains the emergency services number
appropriate for the location provided in the qudityis allows a foreign end device to recognize a
dialed emergency numhbé&rhe service number returned by an ECRF or LVF for an emergency call
wouldbe fA9110.

If the ECRF is configured to allow it,raquesting entity can obtain the boundary of the service area
handled by the requested service, returned in the <serviceBoundary> element of <majpénig>
most useful for mobile devices that use geaxcoordinates since they can track their location
When they leave theervicearea, they can send another <findService> request to determine the
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properservice arefor their new location and avoid-rpierying the ECRF as long as they are within
the reurned boundary

The service boundary in a <mapping> may be returned by value or by reference, or not at all, at the
discretion of the server. If the server returns a service boundary reference, the client may then obtain
the actual service boundary wih<getServiceBoundary> request. A service boundary represented

by a given reference can never change, so a client only needs to retrieve the boundary value a single
time. Future mappings returned by the server and having the same service boundangentnere
reference, eliminating the need to transmit the boundary value again.

Devices handling service boundaries may be limited in processing power and degiesiyy and
thus sending complex polygons should be avoided. Devices may have to hargipa with
more than a few points when the device is very closatedge where the mapping will be different.

Because a service boundary is not needed to initiate an emergency call, and because a complex
boundary may be quite large, it is recommendetiahd&CRF be configured to return geodetic
service boundaries by reference. Devices querying an ECRF in order to immediately initiate an
emergency call should not attempt to obtain the service boundary by value.

The <locationValidation> element infindServiceResponse identifies which elements of the
received civic address were fAvalido and used
Auncheckedod when \Smdeithd BCRF is nmot résgonsible fgriperfermiegd
validation, this pam@eter may not be returned, subject to local implementatidfiss would always

return <locationValidation> if <validatelLocat
To understand the validation portion of the response, follow these rules:
1. Theombination of all el ements appearing in
2. The combination of al/l el e meontt sviad japdena nt ihreg s
a. No meaning can be inferred regardiinsg t h
the only invalid element | isted.
b. The combination of el ements may be val.i
c. One or more el ements may appear as i nva
guery, but could be used to resolve an

3. Any indivi dpeadr iel e neemtu mpleelc k mdt he query b
any oWwakisbs)checked or could not be deter

If any element appears in the <invalid> list, the location information is invalid and should not be
entged in the LIS. A response with only <valid> and/or <unchecked> elements should be entered
into the LIS.

Provisioning of the LoST server is defined by SecddandAppendixBTwo of t he Al aye
provisioned in the servers are the Centerline and Site/Structure. [Blyerformer describes

segments of a road, and may include address rahigesatter describes a single addressable

location and has a single address numbBée prwisioning includes a flag in the Centerline layer

that specifies whether any house number in the range is considered valid (SSNR), or if the house
number must appear in the Site/Structure data (SSVAL) to be considered valid. Depending on the
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LVF implemenétion, the outcome of this check may result in one or more civic elements being
returned as invalid or unchecked.

445 getServiceBoundary

If a LOST server returns a service boundary by reference, ithmansgte g@tServiceBoundary
requests

4.4.6 listServices andistServicesByLocation

All ECRFs and LVFs must implemels$tServices antistServicesByLocatiorThe response to this
request may depend on the (TLS) credentials of the quarggrery with no <service> element in
the requesshould result ifiurn:service:80 and possiblyiurn:nena:serviae(the top level services)
being returned in the respongequery with <service> specified &arn:service:sasshould result
inall the subservices of sos (sos. polbeilge, sos.
returned in the responsé&ntities inside the ESInet must specify recursion by setting the recursive
attribute in the <listServicesByLocation> request to true.

4.4.7 Error Responses

1 <badRequest> Element

This element indicates the ECRF/LVF could not parsetherwise understand the request sent
by the requesting entity (e.g., the XML is malformed).

M <forbidden> Element

This element indicates an ECRF/LVF refused to send an anBsrgenerally only occurs for
recursive queries, namely, if the client trieccontact the authoritative server and was refused.

M <internalError> Element

This element indicates the ECRF/LVF could not satisfy a request due to a bad configuration or
some other operational and RbaST protocolrelated reason.

1 <locationProfileUnrecogmed> Element
None of the profiles in the request were recognized by the server.
1 <locationinvalid> Element

This element indicates the ECRF/LVF determined the geodetic or civic location is invalid (e.g.,
geodetic latitude or longitude value is outsideabeeptable range)he only time this would
normally be returned is if there was a malformed location such as profedetie2do and
<civicAddress> element presetfitthere is no authoritative server for the location, that would
be coded as fAinot Foundo.

1 <SRSinvalid> Element

This element indicates the ECRF/LVF does not recognize the spatial reference system (SRS)
specified in the <location> element or it does not match the SRS specified in the profile
attribute (e.g., not WGS84 2D, EPSG Code 4326 foilpraigeodetie2 d oNote that this
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error is not present in the RFC 5222 schema, has been reported as an errata, and thus may not b
implemented by all LoST servers or clients. Use of this error may be problematic.

1 <loop> Element

During a recursive queryhe server was about to visit a server that was already in the server list
in the <path> element indicating a request loop.

M <notFound> Element

The ECRF/LVF could not find an answer to the query. This would occur if the authoritative
server cannot find thlocation and has no applicable default route, or if no authoritative server
exists.

1 <serverError> Element

An answer was received from another LoST server, but it could not be parsed or otherwise
understood. This error occurs only for recursive queries.

1 <serverTimeout> Element

This element indicates the ECRF timed out waiting for a response (e.g., another ECRF for a
recursive query, etc.).

1 <serviceNotimplemented> Element

This element indicates the ECRF detected the requested service URN is not implemerited
found no substitute for.iThis normally would not occur for a service beginning
fiurn:service:sas(or for ECRFs inside the ESInétrn:nena:serviag.

44.8 Lost Query Examples

4.4.8.1 Civic Address-based Call Routing LoST Interface Example Scenario
A <findSevice> wellformed civic address query:

<?xml version="1.0" encoding="UTF -8"?>
<findService xmins="urn:ietf:params:xml:ns:lost1"
recursive="true" serviceBoundary="value">
<location id="627b8bf819d0bcd4d" profile="civic">
<civicAddres s
xmins="urn:ietf:params:xml:ns:pidf:geopriv10:civicAddr">
<country>US</country>
<A1>OH</Al1>
<A3>Columbus</A3>
<RD>Airport</RD>
<STS>Dive </STS>
<HNO>2901</HNO>
<NAM>Courtyard Marriott </NAM>
<PC>43219</PC>
<Room>Board Room B</Room>
</civicAddress>
</location>
<service>urn:service:sos</service>
</findService>
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A <findServiceResponse> Response to Vi@iined query:

<?xml version="1.0" encoding="UTF -8"?>
<findServiceResponse xmins="urn:ietf:params:xml:ns:lost1">
<mapping

expires="2010 -01-01T01:44:332"
lastUpdated="2009 - 09- 01T01:00:00Z"
source="esrp.state.oh.us.example"
sourceld="e8b05a41d8d1415b80f2cdbb96ccf109" >
<displayName xml:lang="en">
Columbus PSAP
</displayName>
<service>urn:service:sos</service>
<serviceBoundary
profile="civic">
<civicAddress
xmlns="urn:ietf:params:xml:ns:pidf:geopr iv10:civicAddr">
<country>US</country>
<A1>OH</Al1>
<A3>Columbus</A3>
</civicAddress>
</serviceBoundary>
<uri>sip:columbus.psap@state.oh.us</uri>
<serviceNumber>911</serviceNumber>
</mapping>
<path>
<via source="ecrf.state.oh.us"/>
</path>
<locationUsed id="627b8bf819d0bcd4d"/>
<f/findServiceResponse>

A <findService> civic address query with partial info:

<?xml version="1.0" encoding="UTF -8"?>
<findSe rvice xmIns="urn:ietf:params:xml:ns:lost1"
recursive="true" serviceBoundary="value">
<location id="627b8bf819d0bcd4d" profile="civic">
<civicAddress
xmins="urn:ietf:params:xml:ns:pidf:geopriv10:civicAddr">
<country>US</co untry>
<A3>Columbus</A3>
<RD>Airport</RD>
<STS>DR</STS>
<HNO>2901</HNO>
</civicAddress>
</location>
<service>urn:service:sos</service>
</findService>

An <error> Response to partimrmed query:

<?xml version="1.0" encoding="UTF - 8"?>
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<errors xmlns="urn:ietf:params:xml:ns:lost1"
source="ecrf.state.oh.us">
<badRequest message=" invalid XML fragment " xml:lang="en"/>
<lerrors>

This response scenario indicates an error that the servestdand an answer to the query.
Note: Further examples of call routing will be provided in a future revision of this document.

4.5 Event Notification

Events are communicated within and between ESInets using tf&BRBCRIBE/NOTIFY
mechanisndescribed irRFC 3265 [L7]. ESInet functional elements may need to accept or generate
events to outside elements using different asynchronous event notification mechanisms, which
would need to be interworked to SFIBSCRIBE/NOIFY at the ESInet boundary.

NG9-1-1 events are defined by an event package which includes the name of the event, the
subscription parameters, the conditions under which NOTIFYs are issued and the content of the
NOTIFY, as described in RFC 3265.

4.6 Spatial Interface for Layer Replication

Geospatial data is stored irGeographidnformationSystem(GIS). This document does not

standardize the Gl&lowever, the data in the GIS is used to provision the ECRF, the LVF, the Map
Database Servicand other functiondn order to provide a standardized interface from the GIS to

the rest of the functional el ements Inttrffac® need
(SI), whichis a standardized interface towards data consumers such as the ECRHAie\&icould

be built into a GIS system, or could be a stalahe element with proprietary interfaces to GIS

systems and the standardized interface towards the data consLimeegiata model provided by the

SI is based on the consvtesntafonals eal So fii | gaeyocesr poa tti
which could be a point, line, polygon or a set of points, lines or polygath feature has a set of

named attributeg-or example, a part of a road might be represergeset of connected straight

linesof the road centerline, with attributes that name the road and provide the range of address
numbers in that segment of the roAdSI layer replication interface is used within the ESlInet to
maintain copies of the data in the layers of the authoritati$es§dtem that drives routing and

display of maps throughout the systdrarthermore, any element that obtains GIS data via the Sl

could provide copies of the data to another element with the same interface, thus permitting wide
distribution of authoritatig data. The Sl interface mgarreal time: an authorized change to the
authoritative GIS will be reflected in the copies nearly immediately via the SI.

The datastructurefor the Sl is defined il\ppendix B The GISDataModelneed not be the same as
that defined for the SI: the Sl could transform internal GIS data to theusture

OGC Document OGC 1069r2[13( describes a layer replication interface service for geospatial
dat@bases using the Web Feature Service (WEE] and theATOM protocol (RFC4287 [L3]]

and RFC5023 [L32). Essentiallythe changes in the database are expressed in WFS
Insert/Update/Delete actions and ATOM is used to move the edits from the master to the copy.
GeoRSSHttp://www.georss.orgis a very simple mechanism used to encodé&iidé in RSS feeds
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for use with ATOM. There are three ATOM feeds proposed by OG@69@2; a change feed,
resolution feed, and a replication fed@tie Sl layer replication interface is patterned after the
replication feed described within OGC-069r2.

Note OGC 10069r2 is an OGC Public Engineering Report, not a stan@B( 16069r2 is not
believed to belefinitive enough to enable multiple interoperable implementatiarigture OGC
specification or a futuresvisionof this documenis needed talescrite the protocol definitivelyAs
with any standardized interface in thiscumentjmplementations may provide alternatives to the S
interface in addition to the standard interface defined in this segtistandard NENA schema for
WEFS as used in the i3 &yer replication protocol will be provided in a future revision of this
document.

4.7 Discrepancy Reporting

Any time there is a database, errors or discrepancies may occur in thEhe@agamust be a
discrepancy report (DR) function to notify agencies semdices (includinghe BCF, ESRP, ECRF,
Policy Store and LVF) when any discrepancy is found. The discrepancy reporting audience is
anyone who is using the data and finds a probfwme of the places discrepancies could occur
include:

1 The LIS needs tolf a Discrepancy Report on the LVF

1 The ECRF/LVF may be receiving data from another ECRF/LVF and thus will file a DR on its
upstream provider

The ECRF/LVF needs to file a DR on the GIS

The ESRP needs to file a DR on the owner of a routing policy (PSARREB& has a problem
The PSAP needs to file a DR on an ESRP if a call is misrouted

The PSAP needs to file a DR on the GIS when isatefeund in a map display
Any client of an ECRF needs to file a DR on the routing data (which could@h® kayer

probdem or something else)
A PSAP or ESRP needs to file a DR on a LIS
A PSAP or ESRP needs to file a DR aonADR/IS-ADR
A BCF, ESRP or PSAP needs to file a DR on a originating network sending it a malformed call
Any client may need to file a DR on the ESloperator

One PSAP needs to file a DR on another PSAP that transferred a call to it
A data user may need to file a DR on a data owner due to rights management issues
A log client (logging entry or query) may need to file a DR onlLthgging Srvice
Any enity may have to file a DR on another entity due to authentication issues (bad certificate,
unknown entitygtc)

An ESRP or PSAP may need to file a DR on a Border Control Function
Any Policy Enforcement Point may need to file a DR on a Policy owner doematting,

syntax or other errors in the policy

= =4 -4 -8 -9

= =4 -8 _8_9_9_°2_-°9

= =

This documenprovides a standardized Discrepancy Reporting mechanism in the form of a web
service. Each database or service agency must provide a Discrepancy Reporting wetW4eewice

a discrepancy is ported on an element (such as an ECRF), the web service will be operated by the
entity that operates the element, not necesdayitiie element itselWhile an automated
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mechanism is specified to handle sending and receiving of DRs and the respdmsss RRs,

humans willusuallybe responsible for generating and acting on tt&inte a human will be

involved, theranaybe a long time elapsed from the sending of the report to receiving the resolution
and a calback mechanism is provided for the resfiog agency to send thesolutionto the

reporting agency.

A Discrepancy Report (DR) is sent by the agency reporting the discrepancy to a responding agency
and will pass through several phases:
1 The reporting agency creates the DR and forwards it teponding agency
1 The responding agency acknowledges the DR report and praidegimate ofvhen it will be
resolved
1 The reporting agency may request a status update and receive a response
1 The responding agency resolves the DR and reports its resdtutiom reporting agency

All DRs must contain common data elements (a prolog) that include:

Time Stamp of Discrepancy Submittal

Discrepancy Report ID

Discrepancy reporting agency domain name

Discrepancy reporting agent user 1D

Discrepancy reporting contaicifo

Service or Instance in which the discrepancy exists

Additional notes/comments

Reporting Agencyod0s assessment of severity
Discrepancy Service or Database specifics

=2 =2 =0 -0_8_9_9_°2_-°9

For each type of Discrepancy Report there is a specific database or service wheoedparaiy
originated or occurred. Within the database or service there is a defined block of data specific to the
database or service that will be included in the DR and must include:

1 Query that generated the discrepancy

1 Full response of the query that geated the discrepancy (Message ID, Result Code, etc.)

1 What the reporting agency thinks is wrong

1 What the reporting agency thinks is the correct response, if available

The Agency Locator (Sectidnl6 providess he URI t o an aFgrelanegtd s DR s
(such as an ECREhatmust have a corresponding DR web service, no discovery mechanism is
currently specified, and will be addressed in a future revision of this document.
4.7.1 Discrepancy Report

The Discrepancireporting web service is used by a reporting agency to initiate a Discrepancy
Report and includes the following functions:

DiscrepancyReportRequest

Parameter Condition Description
Timestamp Mandatory Timestampof Discrepancy Report
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Parameter Condition Description

Submittal

Reportld Mandatory Unique (to reporting agency) ID of
report

ReportingAgency Mandatory Domain name of agency creating the
report

ReportingAgent Optional Userld of agent creating the report

ReportingContact Mandatory vCard of contact about this report

ResolutiotJRI Mandatory URI for responding agency to use fo
responses

Servicé Conditional Name of service or instance where
discrepancy exist

Severity Mandatory Enumeration of r
opinion of discr

Comment Optional Text comment

Discrepancy Mandatory Database/Serviegpecific block

'lEach

dat abase/ service

dat abase/ service or

content

description
provides an

, and

?In cass of routing discrepancigthe PIDFLO would be included

Theresolutionto the DiscrepancReportis sent tahe URI in the ResolutionURI pareeter of the

request

DiscrepancyReportResponse

Parameter

Condition

Description

Statu€ode

Mandatory

Statuscode

StatusCodes

2000kay No error
522Un k nown

Service/ Dat abase

523 Unauthorized Reporter

504 Unspecified Error
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4.7.2 DiscrepancyResolution

When the responding agency determines what the resolution to the DR is, it serdsltii®n
to the ReslutionURI parameter in the report request.

DescrepancyResolutionRequest

Parameter Condition Description

Reportld Mandatory Unique (to reporting agency) ID of
report

RespondingAgency Mandatory Domain name of agency respondir
to the report

RespondingAgen Optional Userld of agent responding to the
report

RespondingContact Mandatory vCard of contact about this report

Comment Optional Text comment

Statu€ode Optional StatusCode

Resolution Mandatory Database/Serviespecificresolution
data

Status Cods
2000kay No error

5xx Unknown Reportld
5xx Unauthorized Responder
504 Unspecified Error

4.7.3 Status Update

A reporting agency may request a status updabe mechanism defined assumes the responding
agency continuously tracks the status of Discrepancy ettt it has received (including those it
has recently resolved), and can respond to the Status Update immediatiypdate includes:

StatusUpdateRequest
Parameter Condition Description

Reportld Mandatory Unique (to reporting agency) ID of
report

ReportingAgency Mandatory Domain name of agency creating the
report

ReportingAgent Optional Userld of agent creating the report

ReportingContact Mandatory vCard of contact about this report
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Parameter Condition Description

Comment Optional Text Comment

Theresponse to this requestludes:

StatusUpdateResponse
Parameter Condition Description

RespondingAgency Mandatory Domain name of agency
responding to the report

RespondingAgent Optional Userld of agent responding to thg
report

RespondingContact Mandatory vCard of contact aboutis report

EstimatedRespon$enestamp| Mandatory Estimated date/time when respor
will be returned to reporting
agencyor the actual time, in the
past when the response was
provided.

Comment Optional Text Comment

StatusCode Optional StatusCode

StatusCodes

2000kay No error
524Unknown Reportld

523 Unauthorized Reporter

5xx Resolution already provided
504 Unspecified Error

4.7.4 LVF Discrepancy Report

A client of an LVF may report a discrepandye most common report is that the LVF claims the
location set in the PIDFLO is invalid, when the client believes it is valid.

LVFDiscrepancyReport is defined as:

Element Condition Description
Location Mandatory Location queried
Service Mandatory Service URN queried
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Element Condition Description
LocationValidation Mandatory Validation Respnse
Discrepancy Mandatory BelievedValid,OtherReport

LVFDiscrepancyResponsas defined as:

Element Condition Description
ValidationResponse Mandatory EntryAdded, NoSuchLocation,
OtherResponse
4.7.5 Policy Discrepancy Report

A client of a Policy may report@iscrepancyThe most common report is that the Policy Query
returns an invalid Policy from the Policy Store.

PolicyDiscrepancyReportis defined as:

Element Condition Description
PolicyName Mandatory The name of the policy
Agency Mandatory The agency whge policy is requesteg

Must be a domain name or URI that
contains a domain name

RetrievePolicyResponse | Mandatory The Response received from the
Policy Retrieve Request as shown in
43.1

PolicyDiscrepancyRespnseis defined as:

Element Condition Description

ValidationResponse Mandatory Policy Added, Policy Updated, No
Such Policy, Other Response

4.7.6 LoST Discrepancy Report
To be supplied in a futumevisionof this document

4.7.7 ECRF Discrepancy Report
To be supfed in a futurerevisionof this document.

4.7.8 BCF Discrepancy Report
To be supplied in a futur@visionof this document.
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4.7.9 Log Discrepancy Report
To be supplied in a futur@visionof this document.

4.7.10 PSAP Call Taker Discrepancy Report
To be supplied in a futerevisionof this document.

4.7.11 Permissions Discrepancy Report
To be supplied in a futur@visionof this document.

4.7.12 GIS Discrepancy Report
To be supplied in a futur@visionof this document.

5 Functi ons

5.1 Border Control Function (BCF)

A BCF sits between exteal networks and the ESInet and between the ESInet and agency networks
All traffic from external networks transits a BCF.

5.1.1 Functional Description

TheBCF comprises several distinct elements pertaining to network edge control and SIP message
handling. Thes include:
- Border Firewall

- Session Border Control

It is imperative that thBCF suppors the following security related techniques:
- Prevention

- Detection
- Reaction

Additionally, the entirety of the functional element may include aspects of the following:
- SIPB2BUA

- Media anchoring
- Stateful Firewall

Border Firewalld thisfunctional component of the BCF inspects ingress and egress traffic running
through it. It is a dedicated appliance or software running on a computer. There are a variety of
different roles direwall can take however, the typical roles are application layer and network layer
firewalls:

1) Application layeri these scan and eliminate known malware attacks from extranet and intranet
sourcesaDSIl ayer 7 before they eoveproductiereserveroa user
another end point located inside the ESInet. These act as the primary layer of defense for most
malware attacks that are protocol specific.
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2) Network layerd these manage access ontleévorkperimeter and between network
segmerd. Typically, they do not provide active scanning at the application layer and provide
access control through the use of access control lists antdgsatl permission/denial
management (UDP, TCP etcThey also mitigate attacks on lower layer protocgéta (e.g.,
TCPSYN Flooding).

Firewalls deployed on the ESlInet shall meet the following specifications:
1) Provide both application and network layer protection and scanning

2) Denial of service (DoS) detection and protection
a. Detection of unusual incoming [fackets that may then be blocked to protect the intended
receiving user or network
b. To prevent distributed denial of service (DDoS) atsadestination specific monitoring,
regardless of the source address, may be necessary.

3) Provide a mechanism such tihaalware definitions and patterns can be easily and quickly
updated by a nationatB1 Community Emergency Response Te&ERT) or other managing
authority,

4) Capability to receive and updatel9 Malicious Content (NMC) filtering automatically for use
by federated firewalls in protecting multiple disparate ESinets

5) Adhere to the default deny principle.

Please refer to NENA 0803 [10]] for more information on firewall requirements

Session Border Contrdl Thesession border controller functional element of the BCF plays a role
by controlling borders to resolve problems such as Network Address Translation (NAT) or firewall
traversal. Session Border Controllers (SBCs) are already being extensively usedrig s&isice
providernetworks.

The following primary functions are related to the SBC within a BCF:

- ldentification of emergency call/session and priority handling for the IP flows of emergency
call/session trafficUse of theSBCor any other ESInet elemiefor nonemergency calls that
enter an ESInet is not described herein except for calls to an administrative number in the
PSAPR Such noremergency calls are beyond the scope of this document.

- Conformance checking and mapping (if applicable) of priorityking based on policy for
emergency calls/sessions

- Facilitate forwarding of an emergency call/session to an ESRP (and only an. ESRP)
- Adding Call and Incident Tracking identifiers to the signaling
- Adding the ResourePriority header if not already include

- Protection against DDoS attacks: The SBC component of the BCF shall protect &trinst
specific and general DDoS attacks.
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| mpl ementing the fABad Actor®l2mechani sm as d:

- SIP Protocol Nomalization: The SBC component of the BCF shall support SIP/SDP protocol
normalization and/or repair, including adjustments of encodings to a core network profile. This
may be done in order to facilitate backward compatibility with older devices thatuppgrs a
deprecated version of SIP/SDP.

- NAT andNetwork Address and Port Translatio®APT) Traversal: The SBC component of the
BCF shall perform NAT traversal for authorized calls/sessions tisafglP protocol. The SBC
component must be able to recagnthat a NAT or NAPT has been performed on Layer 3 but
not above and correct the signaling messages for SIP.

- IPv4/IPv6 Interworking: The SBC component of the BCF shall enable interworking between
networks utilizing IPv4 and networks using IPv6 throughube of dual stacks, selectable for
eachSBCinterface. All valid IPv4 addresses and parameters shall be translated to/from the
equivalent IPv6 values.

- Signaling Transport Protocol Support: The SBC component of the BCF shall support SIP over
the followingprotocols: TCP, UDP, TL®verTCP, and SCTP. Protocols supported must be
selectable for eacBBCinterface to external systems. These transport layer protocols are
generated and terminated at each interface to external systems (i.e., théjgasstiouo of
transport layer information).

- VPN Bridging or Mediation: The SBC component of the BCF shall support terminating the IP
signaling received from a foreign carrier onto the ESInet address space. The SBC component of
the BCF shall suppoB2BUA functionsto enable VPN bridging if needed.

- QoS/Priority Packet Markings: The SBC component of the BCF shall be capable of populating
the layer 2 and layer 3 headers/fields, based on call/session type-{elgcadls) in order to
facilitate priority routing ofhe packets

- Call Detail Record The SBC component of tH&CF shall be capable of producing CDRs
based on call/session control information (e.g., SIP/SDP). These CDRs can be used to manage
the network and foBervice Level Agreemen8(A) auditing.

- Transcding: The SBC component of the BCF shall optionally support transcoding. For
example, the SBC component may transdddedot tones to RF@103[117] real time text
See Sectiod.1.8.3

- Encryption: The SBC component of the BCF shall support encryption (AES on TLS) for calls
that are not protected entering the ESlnet.

Additionally, the SBC component of the BCF performs the following functions:
Opening and closing of@inhole (firewall)

- Triggered by signaling packets, a target IP flow is identifie@@stuples (i.e.,
source/destination IP addresses, source/destination port number and protocol identifier) and the
corresponding pinhole is opened to pass through thewP f

Resource and admission control
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- For links directly connected to the element, and optionally networks behind the element,
resource availability is managed and admission control is performed for the target call/session.

IP payload processing
- Transcodinde.g., between G.711 and G.729) and DTMF interworking.

Performance measurement

- Quality monitoring for the target IP flow in terms of determined performance parameters, such
as delay, jitter and packet loss. Performance results may need to be colleatgridgated 1P
flows.

Media encryption and decryption
1. Encryption and decryption of media streamed (e.g., IPsec).

B2BUA for UAs that do not support Replaces

- The SBC component may include a B2BUA function fdr-9 calls where the caller does not
indicate sipport for the Rplaces peration SeeSection5.9.1

Typically, the firewall passes traffic for inbound SIP protocol to the Session Border Controller,
which acts as an Application Layer Gateway for.HifmarynonSIP protection is accomplished by
the Firewall functions of the BCPrimary SIP protection is accomplished by the SBC component of
the BCF.

5.1.2 Interface Description

The BCF supports SIP interfaces upstream and downstream per Sett®GFs must support

ROHC [144). The BCF, as the first active SIP element in the path of an emergency call, adds the
Call Identifier, Incident Tracking Identifieand Resourc@riority (if not already presentd the call
These identifiers must be added to the initial message of a dialog forming transaction (INVITE) or
the MESSAGHEMethod associated withnorhumaninitiated call The identifiers should be added

to all otherSIP messags processed by the BCFhe BCF shall support an automated interface that

all ows a downstream el ement to mark a particu
receipt of a call that appears to be part of a deliberate attack on the systesahcm message to

the BCF notifying it of thismarkingro f aci | i tate this notifi<atio
sourceo parameter in the Via header that it i

every call. Because the SBC companafithe BCF may rewrite addresses, calls must be marked by
the SBC component in a way that allows the recipient to identify the BCF that processed the call
The NENAsource parameter is formatted as follows: <unique sadrg@<domain name of BCF>
(e.g.,fla7123gc42@shc22.exampled)et

When the downstream el ement identifies a sour
is misbehaving by sending it a BadActorRequest that contains the sourceld from thesN&NA
parameter that was includadthe Via header of the incoming INVITE message. The BCF responds

by returning a BadActorResponse message that indicates whether or not an error was detected in the
BadActorRequest message.
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Upon receiving the BadActorRequest, the SBC component of the Bitiidsfilter out subsequent
calls from that source until the attack subsides.

The bad actor request/response is a webservice operated on the domain mentioned in the parameter.

BadActorRequest

Parameter Condition Description

sourceld Mandatory sourceld fron a NENAsource
parameter

BadActorResponse

Parameter Condition Description

statusCode Mandatory StatusCode

StatusCodes

2000kay No error

101Already reported

513No such sourceld

514Unauthorized

504 Unspecified Error
BCFs that anchor media must ilement the Session Recording Client interface defined by SIPREC
[153. Provisioning may control whether the BCF $ogedia

5.1.2.1 CallSuspicion

The BCF may be able to identify calls that may be part of a delibetatd an the system
However, under normal conditiorthe BCF willallow suspicious calls in, preferring to have a bad
call show up to having a good call dropp&te behavior of downstream elements (ESRPs for
example) may be affected by the determinatibthe BCF. For this purpose, the BCF attaches a
parameter to th¥ia headeit inserts on the calllThe parameteiNENA-CallSuspiciois a 3100
score of call suspicion where Oléast suspiciouand 100 isnost suspicious

5.1.3 Roles and Responsibilities

The ESInet operator is responsible for the BCF at the edge of the HS®#d® or other agency is
responsible for a BCF between its network and the ESInet

514 Operational Considerations

In order to withstand the kinds of attacks anticipated, BCFs at the tgeESInet should be
provisioned with capacity, both aggregate uplink bandwidth and BCF processing capacity larger
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than the largest feasible DDoS atta8k of thisrevision that capacity is approximately&Gigabits
of mitigation.

Creation of a PubliSafety Computer Emergency Response Team (CERT) is anticipated, and all
BCF operators must arrange to receive alerts from the CERT and repsredsential that all BCF
support organizations have trained staff available 24 x 7 x 365 to immediatelpddspattacks and
have the capability and training to be able to adjust the BCF to mitigate such attacks.

5.2 Emergency Service Routing Proxy (ESRP)
5.2.1 Functional Description

5.2.1.1 Overview

The Emergency Service Routing Proxy (ESRP) is the base routing functioneiayesroy calls for
i3. As described in NENA 0802[100, ESRPs are used in several positions within the ESInet:

1 ThefOriginating ESRBIs the first routing element inside the ESlreteceives calls from the
BCF at the edge of the ESInet

M1 One or mordintermediate ESRPBsvhich exist at various hierarchical levels in the ESIRet

example, the Originating ESRP may be a stael function, and an intermediate ESRP may be

operated by a county agency

1 ThefTermnating ESRB s typically at the edge dhe NGCS justbeforethe PSAP BCF.

The function of the ESRP is to route a call to the next Tibp Originating ESRP routes to the
appropriate intermediate ESRPs (if they exist), intermediate ESRPs route tattleyele
intermediate ESRP or to the Terminating ESRP i.e., the appropriate PBAPerminating ESRP
routes to a call taker or set of call takers.

ESRPs typically receive calls from upstream routing prokiesthe originating ESRP, this is
typically acarrier routing proxyFor an intermediate or terminating ESRP, this is the upstream

ESRP The destination of the call on the output of the ESRP is conceptually a queue, represented by

a URI In most cases, the queue is maintained on a downstream ESR®reoud often empty

However, when the network gets busy for any reason, it is possible for more than one downstream
element to "pull” calls from the queuEhe queue is most often First In First Out, but in some cases

there can be otdf-order selectionffom the queue.

The primary input to an ESRP is a SIP messébe output is a SIP message with a Route header

(possibly) rewritten, a Via header added, and in some cases, additional manipulation of the SIP
messaged o do its job, the ESRP has interfateshe ECRF for location based routing information,
as well as various event notification sources to gather state, which is used by its Policy Routing
Function (PRF)

For typical 91-1 calls with a Request URI starting witlarn:service:sasreceived the ESRPwill :
1) Eval uate an origination policy fArule seto
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2) Quetrtye |-baatdonouting function (ECRF) with t

(including any steps to dertbedenemiohenadt i ol
next hop (smaller political or neBwor k subdi
3y Evaluate a termination policy rule set for 1
headers in the SIP message, time of day, PS;/

The result of the policy rule evaluation is a URhe ESRP forwards the call to the URI (which is a
gueue aslescribedabove).

The ESRP may also handle calls to what used t
directed tofor examplea 10digit number listed for a particular PSA&though in NGal-1, they

may be multimedia calls, and may be to a more general SIPItURfecommended that such calls

route through the BCF to an ESRP and be subject to the same security and policy roatiotaas

9-1-1 calls Such calls woulashormallynot have a Geolocation header, but waardve on a

different queue, have a different origination policy, would not query an ECRF ard u&e a fixed

URL f or -NieNkotr ntholp 0

For calls forwarded by a PSAP a responder with a Request URFafn:nena:service:responder.*

and a Route header containing the responder URI, the ESRP uses the domain of the Route header to
choose an origination policy and evaluates it p8rabove Note that the responders miagve URIs

in the ECRF that are different from a URI found in, for example, the Agency Locator, which may
follow different pathsResponders are encouraged to use route policy for handling unusual
circumstances that may require calls to be forwarded tomattee agencies, but they are not

required to do s&ESRPs which do not have a termination policy for the Route header in this
circumstance forward the call to the domain specified in the route header with no further processing.

An ESRP is ugoahhbyptrbeyfieserver o f.ohe ESRRWduld or i
route calls within the ESInet, and would route calls to destinations outside the ESInet through an
appropriate gateway or SIP trunk to a PSTN or other carrier connectithibacks to e original

caller are an example of such outgoing calls to external destinatiommlicy rule set evaluation is

used for outgoing call$Vhile an ESRP could be an incoming proxy server forermergency calls,

such use is beyond the scope of this steshd

5.2.1.2 Call Queuing

The destination of every routing decision is conceptually a queue afdadigjueue can be large or

small, it can have one or many sources entering calls on a queue, it can have one or many sources
taking calls off the queudll queuesdefined in this document are normally First In First.Qut

unigue SIP URI identifies a queuk queue is normally managed by an ESRPRall sent to the

gueue URI must route to the entity that managézaills are enqueued by forwarding them to the

URI (which is usually obtained by policy rule evaluation of an upstream ESRR3 typically are
dequeued by the ESRP, making a routing decision and sending the call to a downstream queue
managed by an ESRP or endpoint such as a call taker arAMguch, a1l c al | gueues a
gueues, conceptually on the input side of an E®&fREases where more than one dequeuer exists for

18The ECRF query is invoked as part oferevaluation. A given ruleset need not invoke an ECRF query, but all ESRPs
must implement the capability to query an ECRF
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a queue, one entity (normally an ESRP) manages the queue, and other ESRPs register to dequeue
calls from the queue. Thequeuemmhani sm di scussed here i s not
conceptually be on the output side of an ESRBiven ESRP takes calls off its queues (or queues
managed by some other entity if there are multiple dequeuers) and prdabessdhat ESRP will

then enqueue the call on a downstream entity that manages another queue.

ESRPs may, and often will, manage multiple quebesexample, an ESRP may manage a queue
that is used for normal®-1 calls routed to the local ESInet, and one or more queuealfsithat

are diverted to it by ESRPs from other areas that are overldadeld queue must have a unique
URI that routes to the ESRP

In practice, some proxy servers may be simple RFC 3P Tpmpliant serers In such cases, the
gueue is considered to have a length of 1 and its existence can be.ignored

The ESRP managing a queue may have jeslcontrollingwhich entities may enqueue and dequeue
calls to the queud he dequeueing entity registers (DequRegistration) to receive calls from the
gueue The ESRP wouldespond ta call from an entity not in its policy with a 404 error.

EachESRPelementwill maintain a QueueState notifier, and track the number of calls in queue for
the queues that it manag&dementState overrides QueueState (if the Element is Down, the queue is
Inactive).

5.2.1.3 QueueState Event Package

QueueState is an event that indicates to an upstream entity the state of. Jlo@&IE Notify

mechanism described in RFC 326§[is used to report QueueStaide event includes the URI of

the queue, the current queue length, allowed maximum length and a state enumeration including:

1 Active: one or more entities are actively available or are curreatigling calls being

enqueued

Inactive: no entity is available or actively handling calls being enqueued

Disabled: The queue is disabled by management action and no calls may be enqueued

Full: The queue is full and no new calls can be enqueued on it.

Standly: the queue has one or more entities that are available to take calls, but the queue is not
presentlyinuseVNhen a cal | i's enqueued, the state ct

= =4 =4 -4

QueueState need not be implemented on simple routing proxy or when queue lengthaslg and
one dequeuer is permitted.

Event Package NamenenaQueueState
Event Package ParametersNone
SUBSCRIBE Bodies standard RF@661[127] + extensions filter specification may be present

Subscription Duration Defaultone () hour. One (1)minute totwenty-four (24) hours is
reasonable.

NOTIFY Bodies: MIME type application/vnohena.queuestate+xmi

Parameter Condition Description
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Parameter Condition Description
queue Mandatory SIP URI of queue
gqueuelength Mandatory Integer indicating current number of
calls on the queue
maxLength Mandatory Integer indicating maximum length o
gqueue
state Mandatory Enumeration of current queue state

(e.g., Active/lnactive/Disabled)

Notifier Processing of SUBSCRIBE Requéds: The Notifier (i.e., the ESRP) consults the policy
(queuesState) to determine if the requester is permitted to substribe the ESRP returns 603
Decline The ESRP determines whether the queue is one of the queues managed by theliNotifier
not, tre ESRP return 488 Not Acceptable Hdf¢he request is acceptable, the Notifier returns 202
Accepted

Notifier Generation of NOTIFY Requests When state of the queue changes (call is placed on,
removed from the queue, or management action/device falra n ges t he fAstat eo
new NOTIFY is generated, adhering to the filter requests.

Subscriber Processing of NOTIFY RequestdNo specific action required.
Handling of Forked Requests:Forking is not expected to be used with this package.

Rate of Notification: This package is designed for relatively high frequency of notificatitimes
subscriber can control the rate of notifications using the filter rate cobfrdjl [The default throttle
rate is onenotification per second he default force rate is one notification per minditee Notifier
must be capable of generating NOTIFYs at the maximum busy second call rate to the maximum
number of downstream dequeueing entities, plus at least 10 other sedsscrib

State Agents:No special handling is required.

Race conditions exist where a dequeued call may be sent to an entity that just became cAngested
call/event sent to a queue which is Inactive or Disabled, or where the current queue length is equal to
or greater than the allowed maximum queue length will have an error (486 Busy Here) returned by
the dequeueAn ESRP that dequeues a call, sends it to a downstream entity and receives a 486 in
return must be able to eithereaqueue the call (at the heafdthe line) or send it to another

dequeueing entityNote that the upstream ESRP may be configured with policy rules that will

specify alternate treatment based on downstream queue state.

ESRPs normally send calls to downstream entities that indicatat@eyailable to take calls

AAvail abled however, is fr ometwbrlestatt maypredudesaa m e
upstream entity from sending calls downstreBimrmal SIP processing would eventually result in
timeouts if calls were sent tom &ntity that never responds because the packets never arrive

Timeouts are long however, and a more responsive mechanism is desirable to ensure that rapid
response to changing network conditions route calls optimally
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If active calls are being handletigtupstream entity knows the downstream entity is connected
However, some routes are seldom used, and a mechanism must be provided that ensures the
connectedness of each entity remains known.

For this purpose, relatively frequent NOTIFY's of the Queue$tatatareused Successful

completion of the NOTIFY isnindication to the upstream entity that calls sent to the downstream
entity should succeed he subscription may i ncl utiZegocantrégif or c
the rate of Notification

5.2.1.4 DequeueRegistration Web Service

DequeueRegistration ssweb service whereby the registering entity becomes one of the dequeueing
entities, and the ESRP managing the queue will begin to send call®tiei an ESRP will

manage a queue where it is the only dequeuer, and this web service will not be Waestethere

is more than one dequeuer, they register with this se¥ittee ESRP that manages the queue is also
a dequeuer, it need not register (telits The registration includes a value for DequeuePreference
that is an integer from-%. When dequeueing calls, the ESRP will send calls to the highest
DequeuePreference entity available to take the call when it reaches the head of thi imoeee

than one entity has the same DequeuePreference, the ESRP will attempt to fairly distribute calls to
the set of entities with the same DequeuePreference measured over tens of minutes

DequeueRegistrationRequest

Parameter Condition Description

queue Mandatory SIP URI of queue to register on

dequeuer Mandatory SIP URI of dequeuer (where to send
calls)

expirationTime Mandatory Requested time in seconds this
registration will expire

dequeuePreference Optional Integer from 15 indicating queuing
preference

DequeueRegistrationResponse

Parameter Condition Description
expirationTime Mandatory Time in seconds this registration will
expire
statusCode Optional StatusCode
StatusCodes

2000kay No error
506Bad queue
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507 Bad dequeuePreference
508Policy Violation
504 Unspecified Error

The expirationTime in the response is the actual expiration, which may be equal to or greater than
that in the request depending on the local policy of the EBR&guest expirationTime of zero is a
request to deregisterhe enity managing the queue has a policya#ntifying which elements are
permitted to register to be a dequeUdre policy may include specific entities, or classes of entities,
appropriate for the queue

5.2.1.5 Policy Routing Function

Policy Routing refers to thdetermination of the next hop a call or event is forwarded to by an
ESRP The PRF evaluates two or more policy rule sets, whose syntax is described in &8cZon
Oneset determined by the queue the cailvas on the otheiis determined by the result of an ECRF
guery with the location of the caller.

The PRF in an ESRP accepts calls directed to a specific queu&tdRithat URI, it extracts its

own AOri gi nat iRolityPSmie forcthabURIad executes the rule sé&he rules

normally include at least one condition LoSTServiceURN(<urn>) wkere> is a servicdJRN
(either wurn: ser vi c eUpénenrcounteringthe hoSTSarvice @RN\canditier, € )
the PRF queries its (configured) RE with the location receivedith the call using theurn>

parameterintheactiomhe resul ting URI i%eat HidheRRE bxtraets c al |
a ATer mi nat iite PoIRYSoIe aspariatdd withrine domain of NorsxtHop and
exeaites the rule set associated with thatpolitch e r ul es nor mal |l y .Thecl ude

PRF forwards the call to the routewould be common for the route of al9l call intended for a

PSAP in a normal st at eNektdo @ WRIentti lcatl ito, tihfe
returnedfisip:psapl@example.canthen the TerminationPolicy rule set for
fisip:psapl@example.carwould have d&Route(sip:psap@example.canoy afiRoute(Normal

NextHop)p, which is equivalent, if the state of psapl isnim@al. If the Policy Store the ESRP uses

does not contain a TerminationPolicy rule set for the NoiaattHop URI, the ESRP will route the

call directly to that URI.

The destination of a Route action is usually the URI of a queue, but a simple proxycaarkerthe
next hop The PRF has access to queue state of downstream entities and can use that state in
evaluating rulesRules normally have a Route action that sends the call to a queueatveitable

and not full A Route may also be a URI thaints to an Interactive Media Response system
conforming to RFG1240 B3], which playsan announcement (in the media negotiated by the caller)
and potentially accepts responses via DTKMEyPress Markup Langua@&95 or other interaction
styles

Other Actions that may occur in a Terminati®alicy include Busy and Notif\By using these
mechanisms, the full range of call treatments can be applied to any class af @yl &rcumstance
based on the PRF rule set.

Rules have a priorityf more than one rule yields a value for NextHop, the rule with the highest
priority prevails
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Usually, there is a Adefault o r.Mdstcall$wdl routas s e wh
via this rule for exampleilF True THEN RoutéNormalNextHop) {10}0 Other rules exist for
unusual circumstances.

In congestion for typical transient overload, a specific PSAP would be delegated to take diverted
calls (via a rule other thahe default rule). A call is said to be diverted when it is sent to a PSAP
other than the one serving the location of the caller, usually due to some failure or overload
condition A queue is established for that route, with one dequeueing FR&R a divesion PSAP
would be accepting calls on its normal queue as well as the diversion Hseukes can

differentiate such calls from the queue they arrive on.

For more extensive overload, a group of PSAPs would subscribe to take calls from a designated
guete. For example, all PSAPs in neighboring counties might subscribe to a low priority rule for
overload for a county PSABimilarly, al NG91-1 PSAPs in a state might
Service Attacko queue, or Hatt erssteatae mMruiepuelse an
priority) to spread calls out when the state queue becomes busy

ESRPs managing a queue may receive calls from one or more upstream ©migfieation rules at
the ESRP can govern how such calls are handled, as thesg&lto get the call to the ESRP (which
could be the name of a queue maintained at the ESRP) is an input to th&/iRRFhandling

diverted calls, no ECRF dip may be needed (and thus no termination policy rule set.iswsexl)

a case, the originatigoolicy rule set would determine NextHdRules can determine the priority of
multiple queues feeding calls to the ESRBAP ESRPs may dequeue for multiple call queues
managed by it or other entities, placing them on internal queues for call takers.

5.2.1.6 ESRPmotify Event Package

The ESRP sends a Notify for this event when the PRF encounters a Notify hesiaised to
inform other agencies or elements about conditions in an incoming call they may be interested in
For example, a call that contains an AddiabDatablock may have a telematics dataset that
indicates a severe injuryhe rule set may issue the ESRPnotify event to a helicopter rescue unit to
inform them that their services may be needdw ESRPnotify event is defined as follows:

Event Package NamenenaESRPnotify

Event Package Parameters

Parameter Condition Description

NormakNextHop Mandatory URI of downstream entity occurring i
a TerminatioAPolicy

ESRPEventCode Mandatory Enumeration of event codeday
occur more than ae

SUBSCRIBE Bodies standard RF@661[127] + extensions. Filter specification may be
present

Subscription Duration: Defaultone () hour. One () minute totwenty-four (24) hours is
reasonable.

NOTIFY Bodies: MIME type application/vnghena.ESRProute+xml
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The ESRPnotify NOTIFY contains a Common Alerting Protocol (CAP) message, possibly wrapped
in an EDXL wrapperThe <area> element of the CAP message contains the location of the caller in
the Geolocation header, although <area> is always location by value. The CAP message is in the
body of the NOTIFY, with MIME typepplication/commoralertingprotocol+xml.

ESRPnotify
Parameter Condition Description
esrpCAPmessage Mandatory CAP Message forhis event
esrpCondition Mandatory Rule and values that triggered the
event

Note: If the URI in the Notify action in a rule contains a serué, then the CAP message is sent
to entities whose service boundaries intersect the location of the caller thbeservice URN
matches that in the Notify actiolm such a case, a SIP MESSAGE is used, rather than a SIP
NOTIFY.

The <identifier> is determined by the ESRP, and must be globally uiiqaedentifier in the CAP
message is not the same as the Calhtifier assigned in the ESInet, but the log contains the record
that relates the two.

The <sender> is the NextHop URI (i.e., the downstream entity whose rules invoked the Notify).
The <addresses> element contains the URIs of the subscribers to thénatvard being notified.

An <info> element must be includebhe element must contain an <event coddre <valueName>
must beESNEN®&thiifsyadocument defines a registry,
registers values that may be used in an <ewaatdx The initially defined values in the registry can

be found in Sectiof. The <event category> is determined from the registry: each event code has a
corresponding category

<urgency>, <severity> and <certgin are copied from the parameters in the Notify action from the
rule.

The SIP message that initiated the event must be sent in the CAP message in a <parameter> element
with a value name ofsipMessagel®. If there are Callnfo headefields containing Addional

Data, they must be sent in the CAP message in a <parameter> aldthenkvalue name> of

ADDLDATA . The UR(s)or MIME object(s) containing the Additional Datain the <value>

element.

A digital signature should be included in the CAP messHge message should not be encrypted
TLS may be used on the SIP MESSAGE transmission to encrypt the message.

19 There may be some privacy concerns in sending all SIP message content to some event recipients. Policy at the ESRP
may filter theheader content to some recipients.
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When he CAP messags enclosed in an EDXL wrappdhe body of the MESSAGE will contain a
sectionapplication/emergeneglataexchangdanguage+xmi

Notifier Processing of SUBSCRIBE RequestsThe Notifier (the ESRP) consults the policy
(NotifyPermissions) for NormaNextHop to determine if the requester is permitted to subsdfibe
not permitted, the ESRP returns 603 Decliftiee ESRP determinesat least one policy it uses
contains a Notify action with that event cotfenot, the ESRP returns a 488 Not Acceptable Hére
the request is acceptable, the ESRP ret202sAccepted

Notifier Generation of NOTIFY Requests When the Notiff ESRProutEventCode) action is
present in the rule that determines routing, send NOTIFY to any subscriber requesting that
notification (based on the NormbllextHop whose policy is being evaluated and the
ESRProuteEventCode present in the action

Subscriber Procesaig of NOTIFY Requests:No specific action required.
Handling of Forked Requests:Forking is not expected to be used with this package.

Rate of Notification: A notification for each call/event handled by the ESRP could beRatda
controls L12 may be used to limit Notifications.

State Agents:No special handling is required.

5.2.1.7 Processing of an INVITE transaction

When the ESRP receives an INVITE transaction it first evaluates the Origination rule set for the
guete the call arrived arif a LoSTServiceURN condition is encountered it looks for the presence of
a Geolocation headdf presentthe ESRP evaluates the header and extracts the location in the
Geolocation headef()]. Each ESRP must be capable of receiving location as a value or a reference,
and must be provisioned with credentials suitable to present to all LISs in its service area to be able
to dereference a location reference using either SIP or HELD

The ERRP must be able to handle calls with problems in localibis can occur if the call is

originated by an element outside the ESlInet, the call is to an emergency service URN, and there is no
Geolocation headeThis also occurs if the location contents er@formed, the LIS cannot be

contacted, the LIS refuses to dereference, the LIS returns a malformed location value or the ESRP
encounters another error that results in no locatioall such cases the ESRP must make a best

effort to determine a suitabtefault location to use to route the cathe call source, IP address of

the caller or other information from the INVITE may be used to determine the best possible default
location It is felt that the earlier in call processing that bad or missingitocet determined, the

more likely the ESRP will have information needed to get the best possible default location, and
downstream entities will be in a worse position to do that.

The ESRP then queries its local (provisioned) ECRF with the location, theiisgrvicdJRN

specified and the value of the RequestURI in the LoSTServiceURN condition pardfoeter

example, the originating ESRP receiving an emergency call from outside the ESInet where there are
no intermediary ESRPs in its service area (meania@tiginating ESRP routes calls directly to the
PSAP) may use the servifiern:nena:service.sos.psaphe ECRF returns a URI for that service.

Calls to an administrative number do not have location and are mapped by a provisioned table in the
ESRP from tlk called number to a URI.
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The ESRP retrieves the terminating policy rule set for the Utd PRF evaluates the rule set using

the facts available to it such as PSAP state, time of day, queue state, information extracted from the
INVITE, etc. The result ia URI of a queueThe ESRP attempts to forward the call to the URI,

using the DNS tdranslatehe URI into an IP addresSNS may provide alternate IP addresses to
resolve the URINormal SIP and DNS processing is used to try these alternate IP addbbssdd

no entity respond, the ESRP must provide the call with a provisioned treatment such as returning
busy Note that normally the state of the downstream elements that would appear in ke URI
reporedto the ESRP and the rule set would use th& stespecify an alternate route for the call

Calls that are received by an ESRP which originate inside the ESInet are routed per normal SIP
routing mechanismgalls to E.164 telephone numbers not otherwise provided for in the ESRP
provisioning must beouted to a provisioned gateway or $émkinterconnected to the PSTN.

5.2.1.8 Processing a BYE Transaction
An ESRP processes BYEs per RBZb1[172)].

5.2.1.9 Processing a CANCEL transaction
An ESRP processes CANCELSs per REXB1.

If a call arrives at the ESRP but a CANCEL is received prior to any round trip from a PSAP, such
that the ESRP is unsure whether the PSAP ever got an INVITE, it should notify the PSAP using the
AbandonedCall event.

5.2.1.10Processing an OPTIONS transaction

An ESRP processes OPTIONS transactions perBB8LOPTI ONS i s often wused
mechanism. During periods of inactivity, tBERP should periodically send OPTIONS towards its
downstreanentities and expect to see OPTIONS transactions fronpstseamentities.

5.2.2 Interface Description

5.2.2.1 Upstream Call Interface

The ESRP has an upstream SIP interface that typically faces a BCF for the originating ESRP or an
upstream ESRP for an intermediate or terminating ESRIB interface also is used by a PSAPaor
BCF between a PSAP and the ESRP for calls sent by the.AFBARIpstream SIP call interface for

the originating ESRP must only assume the minimal methods and headers as define i 3ettion
but must handlany valid SIP transactioill other ESRPs must handle all methods and SIP
headersThe ESRP must respond to the URI returned by the ECRF and/or specified in a Route
action for a rule for the upstream service the ESRP receives calls from for calls sent to
fiurn:service:sas

The upstream SIP interface is also used for calls originated inside the ESInet, where the ESRP is the
outgoing proxy for a PSARCalls originated in the ESInet and destined for agencies within the

ESlInet are routed by the ESRP usiogmal SIP routing method€alls originated in the ESInet and
destined for external termination (such as call backs) are routed to gateways or SIP trunks terminated
by a carrier.
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The upstream interface on the originating ESRP must support UDP, TCP, afid_$GRd may
support SCTP transporfBhe upstream interface on other ESRPs must implement TCP/TLS but
must be capable of fallback to UDECTP support is optionalhe ESRP should maintain persistent
TCP and TLS connections to downstream ESRPs or UA# thertves.

5.2.2.2 Downstream Call Interface

The ESRP downstream call interface typically faces a downstream ESRP for all but the terminating
ESRP, which typically faces user agefitise downstream SIP call interface must implement all SIP
methods to be able tagpagate any method invoked on the upstream call inteffaeedownstream
interface may add any headers note8eantion4.1.2permitted by the relevant RFCs to be added by
proxy servers. The INVITE transactiexiting the ESRP must include a Via header specifying the
ESRP It mustinclude a Route headérhe Request URI remaiifisirn:service:sa®0 (although the

ESRP may not depend on thatcall presented to an ESRP that is not recognized as, for example, a
call to an admin line, will be treated as an emergency call and its occurrence logged) and it replaces
the top Route header with the next hop URI (this is describR&@6881[59]). The ESRP adds
History-Info healerand Reasoparameteheaders per Sectighl.7using the cause code specified

in the Route action if cause is specified (which it would be for a diverted call)

A call entering the ESlnet is initially assethto be a new Incidenthus, the first ESRP in the path

adds a Callnfo headefield, if one is not already presemi,i t h a pur pose- par amet
|l ncidentl do and a new | nci3d.eThe ESRP aso gréatesga néwd e n t
Call identifier (Sectior8.1.5 and adds a Calhfo headeffieldwi t h a pur pose- paranmn
Ca |l lif bné & not already present

The downstream interface musiplement TCP/TLS towards downstream elements, but must be
capable of fallback to UDFSCTP support is optiondlo ESRP may remove headers received in the
upstream call interface; all headers in the upstream message must be copied to the downstream
interfece except as required in the relevant RH@® ESRP should maintain persistent TCP and
TLS connections to downstream ESRPs.

The downstream SIP interface may also accept calls originating within the Epleafically for
call back A call back would beaccepted on its downstream interface and sent towards the
origination network on its upstream interface.

5.2.2.3 ECREF interface

The ESRP must implement a LoST interface towards a (provisioned) HORIESRP must use a
TCP/TLS transport and must be provisionechwifite credentials for the ECRFhe ESRP should
maintain persistent TCP and TLS connections to the ECRF.

This document defines serviclRNsthat can be used by an ESRP to query an ECR&se service
URNSsinclude:

| URN | Use |

20 The request URI does not change in the outgoing SIP message, even though the service URN used to query the ECRF
may not be urn:service.sos.
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URN Use

urn:nena:service:sos.psap Route alls to primary PSAP

urn:nena:service:sos.level_2_es Route calls to a second level ESRP (for an example
state ESRP routing towards a county ESRP)

urn:nena:service:sos.level_3_es Route calls to a third level ESRP (for example, a
regional ESRP thatceived a call from a state ESRP
and in turn routes towards a county ESRP).

urn:nena:service:sos.call_taker | Route calls to a call taker within a PSAP

ESRPs use these servidBNsto perform finer resolution routing (e.g. state to regional, regional to
psap, or other next hodtach ESRP in the path may use a different setvRHM that relatsto the

hierarchy of routing within a given ESIndthe URIs returned by the ECRF using these service

URNSs (along with location) would be associated with queues hgeatbwnstream elements

Typically, those queues would not allow any entity other than the upstream ESRP to enqueue calls
on that queue, which i s s pecbH2ZlijelThe sfegicservicat qgue
URN used by an ESRP is specified in its origination routing policy (see Sé@&iarl.9. Any

URN in thefiurn.service.sasor fiurn:nena.service.sofree must be supported by all ESRPs. Loops
canresult if the service urns specified in the policy are not appropriately chosen.

There are no other entities inside or outside the ESInet other than ESRPs (as described above) that
use these specific nena seniiglRNs they normally wouldiuse urn:serviceos. For example, a

PSAP that manually corrects an erroneous location in a call that resulted in a misroute would use
furn:service:sasto find the route to the correct PSAP, regardless of location.

The ESRP must use the ECRF interface withithra:nenaserviceadditionalDat® service URN
when the relevant rule set specifies an element in that strui€heesame location used for the
locationbased route is used for tAdditional Dataquery.

5.2.2.4 LIS Dereference Interface

The ESRP must implement both SIRR§Nnce Event Package and HEl€yeferencingnterfaces
When the ESRP receives a locatidR| (in a Geolocation header on the upstream SIP interface) it
uses the LlSlereferencingnterface to obtain a location value to use in its ECRF qUéry ESRP
usedgts PCA issued credentials to authenticate to thélLThe ESRP must use TCP/TLS for the
LIS Dereferencing interfagavith fallback to TCP (without TLS) on failure to establish a TLS
connectionThe ESRP should maintain persistent TCP and TLS connettidiSs that it has
frequent transactions witl suggested value fdfrequendis more than one transaction per day.

5.2.2.5 Additional Data Interfaces

The ESRP must implementechanisms for retrievingdditional Data [L43. These services may be
invoked when the ESRP receives a call with a Calllaf) headeffieldhavi ng a Apur pos
with iEmergencyCallData?, or from a PIDH_O with an appropriate <provideoy> dement and

21 The LIS must accept credentials issued to the ESRP traceable to the BQAll i diverted to an alternate PSAP, it
could be any willing PSAP, anywhere. The alternate PSAP must be able to retrieve location.
22 E g., purpose=EmergencyCallData.Providerinfo
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when directed to do so by the invoked rule $ae resulting data structure is an input to the Policy
Routing Function (PRE)The ESRP must be able to accommodate multiple additional data services
and structures for the same call.

Additional Dda, when passed by reference, is retrieved by dereferencing each provided URI against
its associateddditional Data Repository (ADR

Multiple Call-Info headefields (or one or more Calinfo header fields containing multiple values)
witha A p ur poeeepefixoBEMmergencyCallData passed by value usitige Content
Identifier or by reference with aHTTPSURI, may occur when more than one originating network
handles the call and/or the device itself reports. drtaexample, a call may havelditional Data
provided by a wireless carrier as well as a telematics service

Additional Data is accessed via the following mechanisms:

T Through dereferencingniU®liflicélye taldacerlie g iomr & thien g
net worr kser vilangeglriowmg dteme cBatlta EBRBEchi addet ebae
its respective target ADR to return the stol

1T By queaemyiingenti ty Searchabl e-ABBRWIiitth otnhad iDdhdr
obtained from-Asedr ltledednst iFEryonhecardeP s t o retri e
containing any [Dra#aa | abl e Additional

Additional Data mayalsoberetrieved by the ESRP throughogationbasedjuery executed against
the ECRF. This query returns a URI fadditional Dataassociadd withthatlocation This URI may

be dereferenced by the ESBR an ADRto drive PRF rulesAny returned AdditionaDataURI may

be addedn a Caltinfo headeffield such that it can be referenced by downstream systems. The
location used for this queryag specify an area that encompasses more than one location that has
Additional Data In that event, the ECRF will return more than one mapping, each with.aro|
ECREF is not expected to handle more than 100 mappings, and may truncate its respomest#gmor
100 mappings would be returned from a quérmew warning is defined in Sectidd.31for this
condition.

The call may have more than one of ebldtk typeof Additional Data This can occur when, for
example, the call is from a residence wireline telephony service where there is more than one
resident and eacuppliesits own AdditionalDatablocks When used in a routing rule, the PRF
merges multiple Al i Kféehé mekge cesudtin conflictihg infbanttian, theb j e c t
information identified as most recently updated by the data source shall take precedence over
information determined to be older.

Note: Using the latest data may be problematic in some situatigiagking the rules for mgmg
objects more explicit would limit cases of conflicting information. This will be covered in a future
revisionof this document.

23 Refer to sectioi.11.1ldentity Serchablédditional Data Repository (FADR) for further detail on the interfaces
exposed by this functional element
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5.2.2.6 ESRP, PSAP and Call Taker State Notification and Subscriptions

The ESRP must implement the client side of the Element&tat&erviceStatevent notification
packagesThe ESRP must maintain Subscriptions fasépackags on every downstream
elementserviceit serves These state interfaces supply inputs to the Policy Routing Function.

The ESRP must implement the serg@le of the ElementState event notification package and accept
Subscriptions for all upstream ESRPs it expects to receive callsTr@ESRP must promptly

report changes in its state to its subscribed elem&nyschange in state that affects its abitiby

receive calls must be reported.

The set of ESRPs within an NGCS must implement the seigterof the ServiceState event

notification packagdt is recommended that if there are multiple levels of ESInet within a state, that
the state level NGCS impieent ServiceState as a single service, rather than having a ServiceState

for each level of NGCS withinthe staten such a service, i f any reg
not operating properly, the state ESRP service would show some form-nbnuoalstate for the

ESRP ServiceState.

5.2.2.7 Time Interface

The ESRP mushaintain reliable time symeconization The time of day information is an input to
the Policy Routing Function as well as the logging interface

5.2.2.8 Logging Interface

The ESRP must implement a loggiinterface per Sectidn13 The ESRP must be capable of

logging every transaction and every message received and sent on its call interfaces, every query to
the ECRF and every state change it receives orsskmdust be capable of logging the rule set it
consulted, the rules found to be relevant to the route, and the route decision i peaifec log

event records for these are provided in Sedid3.3

5.2.2.9 AbandonedCall Event

The ESRP uses the AbandonedCallEvent to notify a PSAP that a call was started, but then cancelled
prior to the PSAP knowing the call occurred

Event Package NamenenaAbandonedCall

Event Package ParametersNone
SUBSCRIBE Bodies standard RC 4661[127] + extensions filter specification may be present

Subscription Duration: Defaultone @) hour. One (1)minute totwenty-four (24) hours is
reasonable.

NOTIFY Bodies: MIME type application/vnaghena.AdandonedCall+xml

Parameter Condition Description
Invite Mandatory Content of INVITE message
InviteTimestamp Mandatory Timestampcall was received at ESRF
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Parameter Condition Description

CanceTlimestamp Mandatory TimestampCANCEL was received at
ESRP

Notifier Processing of SUBSCRIBERequests The notifier consults the policy (abandonedCall) to
determine if the requester is permitted to subsclilveturns 603 (Decline) if not acceptabliethe
request is acceptable, it returns 202 (Accepted)

Notifier Generation of NOTIFY Requests When the ESRP receives a CANCEL for a,catidit
is not certairthatthe downstream entity that should get that call received an INVITE for the call, a
new NOTIFY is generated, adhering to the filter requests.

Subscriber Processing of NOTIFY RequestsNo specific action required.
Handling of Forked Requests Forking is not expected to be used with this package

Rate of Notification: A series of fast INVITE/CANCEL is a possible DDoS attatke rate of
notification should be limited to a provisionedwalThree (3)per second is a reasonable limit.

State Agents No special handling is required.

5.2.3 Data Structures

The ESRP maintains an ElementState structure for its own state, and an ElementState structure for
every downstream element it serves.

If the ESRPmanages queues, it maintains a QueueState structure for each queues it manages,
including the states of the entities registered to enqueue and dequeue calls from the queue, the
overall queue state, the number of calls in queue, theimaxnumber of callallowed, and the
current queue state.

The ESRP constructs Additionahta structures when the relevant rule set mentions elements from
these structures.
5.24 Policy Elements

The ESRP uses an Originati®olicy rule set for each queue it managdése ESRP mudiave
access to the appropriate TerminatRwlicy rulesefor every URIthatthe ECRF can returim
response to a&ervice querynade bythe ESRP (NormaNextHop).

Theenqueuepolicy specifies which entities can enqueue calls on the queue.

The ESRProutekent Policy determines which entities may subscribe to the ESRProute Event (see
Section5.2.1.9.

The QueueStatpolicy determines which entities may subscribe toQbeueStatevent
The ElementState policy aggtines which entities may subscribe it its ElementState .event

The DequeueRegistration policy determines which entities may subscribe to the
DequeueRegistration event
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Note: Specific policy document structures will be specified for each of the aboveturerevision
of this document.
5.2.5 Provisioning
The ESRP is provisioned with:
1 The queues it manages
1 The queues it dequeues from

1 The default locations it uses, including (potentially) one for each origination domain, and an
overall default location

1 The EQRF it uses
The Logging service it uses

1 Mappings from 1adigit PSAP telephone numbers to URIs (if the ESRP handles 10 digit calls
on behalf of PSAPS)

1 The URI of a default route PSAP that takes calls when a route cannot be determined.

5.2.6 Roles and Responsiltities

An ESRP may be operated by a State, Regional or letdl Authority. A terminating ESRP may
be operated by a PSAPhe ESRPoperatorgor nonoriginating ESRPs must supply a rule set for
the upstream ESRP.

5.2.7 Operational Considerations

If a routingrule depends on Additional Data dereferenced from a server not under the control of the
9-1-1 Authority, it could add significant delay to processing the rule and may not be reliable.

Additional consideration®ill be provided in a futureevisionof this standard.

5.3 Emergency Call Routing Function (ECRF) and Location Validation Function (LVF)

In i3, emergency calls will be routed to the appropriate PSAP based on the location of thfeloaller
addition, PSAPs may utilize the same routing functionalityeteginine how talirectemergency

calls to the correct responder. The NGQ functional element responsible for providing routing
information to the various querying entities is the Emergency Call Routing Function (ECRF)

The NENA NG91-1 solution must mperly route incoming IP packbsed emergency calls to the
appropriateor designate®SAP, as well as support the dispatch of responders to the right location
The location information used, when provided in civic form, must be proved sufficient forgrout

24 \When coarse location is provided in a wireless call, the location is one agreed to between the wireless operator and the
9-1-1 Authority, and nothe location of the caller, and thus the route will be to the designated PSAP.
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and dispatch prior to the call beingplacdte r ef er to this as hawing a
The i3 architecture defines a function called the LVF (Location Validation Function) for this
purposeThe LVF is only used for civic location vdation There is no concetf validation of a

geodetic locatiomn LoST [61]. The primary validation is accomplished as locations are placed in a

LIS. Validation may also be done by an endpoint if it is madguwainfigured with location, or if it

retrieves location from the LIS (via a location configuration protoglp! Periodic revalidation of

stored location is also recommend&@]s.

ECRFs and LVFs are queried using the LoST protocol (see Sdcfjol-1-1 Authorities provide
authoritative ECRFs and LVFs both inside and outside ESIQ#ter entities, such as originatio
networks, can provide their own ECRF/LVFs, or equivalent functions that can be provisioned from
authoritative data provided by thel9l Authority.

An ECRF or LVF provided by a-2-1 Authority and accessible from outside the ESInet must permit
guerying ly an IP client/endpoint, an IP routing proxy, a Legacy Network Gateway, and any other
entity outside the ESInetn ECRF or LVF accessible inside an ESInet must permit querying from
any entity inside the ESIndECRF/LVFs provided by other entities may bkatieir own policies on

who may query themAn origination network may deploy an ECRF, or a similar function within its
own network, to determine an appropriate route, equivalent to what would be determined by the
authoritative ECRF provided by thel91 Authority, to the correct ESInet for the emergency. call

The ECRF must be used within the ESInet to route calls to the correct PSAP, and by the PSAP to
route calls to the correct responders.

5.3.1 Functional Description

The ECRF/LVF supports a mechanism by wHadation information (either civic address or geo
coordinates) and a Service URN serve as input to a mapping function that returns a URI used to
route an emergency call toward the appndopri at
validation infaeamation (for an LVF). In an ECRF, depending on the identity and credentials of the
entity requesting the routing information, the response may identify the PSAP or an Emergency
Services Routing Proxy (ESRP) that acts on behalf of the PSAP to provide(itiah towards the

PSAP. The same database used to route a call to the correct PSAP may also be used to subsequently
route the call to the correct responder e.g., to support selective transfer capdbdjesding on

the type of routing function requesl, the response may identify a secondary agém@gddition,

the ECRF provides the capability to retrieve other locattatedURIs, such as Additional Data

URIs.

25 We note that RFC5222, which describes the LoST protocol used by the LVF validates against the service urn

provided in the query, which for an outside (the ESInet) entity dvbalurn:service:sos. Strictly speakitiys is a call

routing validation. NG9l-1 requires validation for dispatch purposes. The LVF will validate to a level suitable for both
routing and dispatch when the urn:service:sos is specified in the query.

26 shat periods (days or a few weeks) allows errors that arise due to changes in underlying data the LVF uses to validate
to show up sooner. However, the more often a LIS validates, the more load this places on the LIS and the LVF. A
maximum period of 30 days recommended. LIS operators may wish to consult with the LVF operator to determine an
optimal revalidation period.
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ECRF/LVFs are arranged in tredhe ECRF and LVF trees are separatee Forest Guideantains
entries for (nominally) state level ECRF/LV.F&tate ECRF/LVFs malge authoritative fothe entire
state, or it may refer or recurse to regional or local ECRF/LWFsome areas, regional

ECRF/LVFs may have copies of afit he r e gi o morsnayirafetr to local &ECRFAVES
Entitiesmayperform LoST server discove(gs described in RF&E223 [L68)) to find their local
ECRFor may be provisioned with a LoST server addréksysend queries to th&CRF A LIS

has gorovisionedLVF. The local ECRF/LVF can either answer the query, or will refer or recurse in
the tree to an ECRF/LVF that will eventually lead to the correct respdfisen stressed, or under
attack, the Forest Guide maglectivelyrefuse queries from any entjtior exampleECRF/LVFs
whose coverage regions aret stored in the National ForeSuide For this reason it is
recommended that entities querying using LOST use recusmities must not bypass their local
ECRF/LVF and quey a National Forest Guide directlx National Forest Guide may reject queries
from other entities, for example, if it is overloadBibt all areas will have state level ECRF/LVFs
and some local or regionBICRFsmay belisted as standlone treesn a Ndional Forest GuideBy
arranging ECRFs and LVFs in this manraard since the National Forest guide will contain listings
for all trees globally, a query to a local ECRF/LVF will result in a correct response for any location

5.3.2 Interface Description

5.3.2.1 Routing Query Interface
The ECRF and LVF query interfacgaplementghe LoST B1] protocol as described in Sectidni.

When an ECRF receives a LoST query, it determineshehine query was received froam
authenticate@ntity (e.g., an ESRP) and the type of service requested (i.e., emergency services).
Authentication must appli all entities that initiate queries to the ECRF within the ESInet. TLS is
used by all ECRFsmal LVFs within the ESInet, and credentials issued tathexyingentity that are
traceable to the PCA must be accepi®elvices and carriers outside the ESInet may not have
credentials, TLS is not required, and the ECRF/LVF should assume a commonguiiiity for

such queriesBased on the service requesteel ECRFdetermines which URI is returned in the
LoST response, which could be a URI of a PSAP or a downstream. EB&Bame database used to
route a call to the correct PSAP may also be used segqubntly route the call to the correct
responder e.g., to support selective transfer capabhilities

The ECREF is provisioned with a service boundary layer containing one or more service boundary
polygons (Sedppendix B. Eachof the polygons contains attributes that specify the service URN

that the polygon applies to and the URL the ECRF should return if the proffered location is within
the polygonTheoretically, theECRF geocodes the location if it is specifieativic form, and

intersects the location of the service with polygons that have the same URN as the proffered service
URN. The ECRF returns the URL attribute of the service boundary matching the URN that contains
the location.

If the proffered location is not specifi@s a point (that is the location in the query is a shape) and

the shape intersects more than one service boundary with a given service URN, the ECRF response
is the URI of the service boundary with the greatest area of overlap (with a tie breakindggvolicy

the case of equal area of overlap).
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If more than one service boundary for the same service URN at a given location exists in the ECRF,
multiple <mapping>elemens will be returnedThe querier (for example, a PSAP), must have local
policy to determindnow to handle the calln some cases, the ECRF can use the identity of the

querier, or a distinguished Service URN to return the URI of the correct agémsygondition only

occurs for queries to an ECRF from within an ESIB&ternal queries will oireturn one (PSAP)

URI. The ECRF is not expected to handle more than 100 mappings, and may truncate its response if
more than 100 mappings would be returned from a géemgw warning for this purpose is

described in Sectiohl.31

LoST can return a service boundary in the response. As long as a device stays within the boundary
returned, and is within the expiration time of the mapping, it need ftptewy the ECRF. Any

given boundary returned in a LoST respe (by value or by reference) need not represent the full
extent of the provisioned/actual service boundary, but may be a simplification that does not exceed
the provisioned boundary. Such techniques may reduce bandwidth consumption and compute load
on the device, and should be considered by ECRF implementations.

If the deployment strategy envisioned in this document were implemented, an external (outside the
ESInet) ECRF would map queries faurn:service:sasto state level ESinets, and thus state ESRPs
The boundary returned would be a state boundary, or subset of it as describetlattoeeECRFs

nor LVFs are required to return service boundaries.

5.3.2.2 Validation Interface

RFC5222[61] section 8.4.2 statesahthe inclusion of location validation is optional, and subject to
local policy. NENA i3 requires that all LoST server implementations, deployed as an LVF, support
the inclusion of | ocation validati o&CRFRMfapr mat
receive a request to validate a locatibhe ECRF may:

1 Not return any validation response

1 Perform the validation and return the validation response

1 Recur (or refer) to an LVF that can perform the valid&tion

Policy at the ECRF determines what theRFCdoes, which may take into account load at the ECRF.

Local LVF policy is also responsible for determining which elements are given priority in

determining which URI and which associated location data element tokens are deemed valid
Sometimes differentata elements are in conflict with each oth#es in the example message, the
findServiceResponse message returns the Postal Code (value of 45054) as <invalid>, showing that
the Al & A3 (State & City) data elements in combinatfian this case are giverpreference over

Post al Code tWhereas tdeadecsiondotpreferxeaalgldta toexatent data makes

good sense, it is possible to have cases where all data elements are real, but not consistent with each
other In this case, local policy Widetermine which elements are used, and are shown as valid.

27 Recurse to an LVF may not be desirable since the LVF is not a real time element.
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5.3.2.3 Mapping Data Provisioning Interface

The ECRF/ LVFO0 geospatial mforsatiarspeciécally, &2 set of layers from one or
more source SpatiatiterfaceqSIs). A Sl layer replicationnterface, as described in Sectw®, is
used to maintain copies of the required layAppendix Bdescribes the layers needed by the
ECRF/LVFE. The ECRF/LVF is provisioned with théRI of the Sland the information necessary to
identify the required layer#t has layers that define the locations
(state/county/municipality/street/address), as well as service boundary polg@ais/LVFs may

be built to coalesce data from more thae &I

It is essential to the proper operation of the Next Generatibth 8ystem that provisioning of the
routingdatain an ECRF is o#line, nearreal time An authorized change in the authoritative &S

flow through the Sl to the ECRF in near raald is desirableand should result in changes in

routing immediately, although caching of mappings may prevent route changes from being honored
as quickly LVF provisioning is less critical.

5.3.2.4 Time Interface

The ECRF/LVF must implement an NTP client intedfdor timeof-day informationThe
ECRF/LVF may also provide an interface to a hardware clble& time of day information is an
input to the mapping expiration time as well as the logging interface.

5.3.2.5 Logging Interface

The ECRF/LVF must implement a loggiimgerface pefSection5.13 The ECRF/LVF must be

capable of logging every incoming routing/validation request along with every recursive request and
all response messagés addition, the ECRF/LVF must log gdtovisioning and synchronization
messages and actio@pecific LogEvent records for these are provided in Sebtibd.3

5.3.2.6 Element State

Each ECRF and each LVF must implement the sesider of the ElementStaeyent notification
packageThe ECRF/LVF must promptly report changes in its state to its subscribed elefmgnts
change in state that affects its ability to route (ECRF) or validate (LVF) must be reported.

5.3.2.7 Service State

The set of ECRFs and LVFs FEsthvn an ESInet must implement the sersite of the

ServiceState event notification package for the ECRF and the LVF sdrigceecommended that if

there are multiple levels of ESInet within a state, that the state level NGCS implement ServiceState
asa single service, rather than having a ServiceState for each level of NGCS within tHe statie

a service, 1 f any regional or | ocal NGCSO6 ECR
and/or LVF service would show some form of nraormal sta¢ for the ECRF/LVF ServiceState.
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5.3.3 Data Structures

5.3.3.1 Data to Support Routing Based on Civic Location Information

The ECRF must be able to provide routing information based on location information represented by
a civic addressTo do so, it is expected the EERVill represent the geographic service boundary in

a manner that allows the association of a given address with the service boundary it is located within
Theoretically, the ECRF maintains the civic address data as the Sl layers used to provisi@nat, usin
geocode followed by poifih-polygon algorithms to determine the service boundary the civic

address is located withimhe ECRF may internally compute a tabular civic address form of data
representation with the associated URI resulting from thejoeipblygon operationThis would

reduce the LOST query resolution for a civic address to a table lodkwever, if the provisioning

data changes, the ECRF must respond immediately to the change, which may invalidate (for at least
some time) the precalated tabular data.

ECRFs accept location information conforming to U.S. addressing standards deftidoX{fi
[10§ andits eventualCanadian equivalents.

5.3.3.2 URNSs

An ECRF/LVF may be authoritative for a given (sBtl@RN(S) in a given service area if they are
provisioned from the authoritative Sl for that ar€aere may be replicas of the ECRF/LVF, but they

all supply the same resultant URICRF/LVFs can refer or recur to other ECRF/LVFs or the

National Forest Gudlieto obtain answers based on queries for service URNs or locations outside their
area Two queries from the same entthat useshe same service URN and locatibiat aresent to

different ECRFshouldreturn the same responsiless the ECRF/LVF is pvisioned to return

different responses to different credentials of the querier, all queries with the same URN and location
return the same response.

5.3.3.3 Service Boundaries

Location represented by geodetic coordinates provides data that corsstsparspedic geographic
location shapeA service boundary is represented by a polygorete than one polygon may
occur in the sefor examplewhen the service area has holes or-oontiguous regions

For each servicB RN supported by an ECRF/LVF, one or radayers will provide polygon sets
associated with UR. Twotypes ofattribute areassociated witthese polygons:

T URN: The service URN this boundary is asso
T URIAURI returned if the | ocation is within

The ECRF/LVF computes asponse to a LoST query by finding the polygon with the service URN
attribute matching that provided in the LoST query containing the location, and returning the URI
attribute of that polygon sdf the proffered location is a shape, that shape may qvertae than

one service boundaryhe response in that case is determined by an algorithm in the ECRF/LVF,

28 Multiple URIs each with a different scheme may be retdrfrom an ECRF query
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which could be, for example, greatest area of overlap, but is not otherwise specified in this
document.

In the case of the Addition&lata service,lte ECRF does not use the service boundary polygons
Additional Data is associated with a site/structure fggeendix B. When the ECRF receives a
FindService request for the Additioriahta service URN, and the proffered lacatinformation is a
civic address, the ECRfeturns the content of the Adidinal DataURI element associated with the
site/structure, if availabldf the location information proffered ispint, the ECRF finds the

enclosing site/structure polygontlifere is one, or the nearest site/structure feature, and returns the
associated AdditiondataURI, if availableé®. In the case wherelacationis a shape, rather than a
point, and there are more than one site/structures partially or completely wittshapa, the ECRF
returns all of the AdditiondDataURIs associated with those site/structétes

A service boundaris not required to be returned for a query. When a civic address is provided and
the service boundary is simgguchas a municipality oa statethe ECRF should return that
information. If the service boundaisycomplexit is recommended that the ECRF not return a

service boundary.

Note that the provisioning interface to the ECRF/LVF is the Sl layer replication protocol, and thus
always delivers a geodetic service boundary definition.téhie ECRF/LVF may compute a civic
representation of the boundaries internalyrivial example is a service boundary polygon exactly
matching a state, county or municipality boundary.

5.3.3.4 Routing Datai URI Format

For an endo-end IP network where the caller is an IP endpoint and the PSAP is accessed over an IP
network, routing information will be in the form of a URI. The URI may identify a PSAP, or an

ESRP that will forward calls to the appropriatedPSThe source of the query and/or the service

URN determines which URI is returnddRI format is described iRFC3986[163. URIs can be of
variable length. It is suggested that the length allowed for a BRklzompact as possible, not
exceeding 1.3 B, which is the maximum size of a packet on the ESInet, less any header

information

5.3.3.5 Validation Data
The LVF uses the same data provided to the ECRF as described in S&&8okabove.

29 The additional data contain the civic address to which they refer, so a geodetic querier can determine to which address
the response refers.

0The definition of fAnearesto when the PdhRFimgementht®n er mi n
dependent. The querier can control this by sending a circle shape rather than a point, in which case the ECRF will
intersect the circle with the site/structure entries, and return all of them that are completely or partialirétettfehe

number of URIs to be returned is large, the number of mappings in the response may be limited in an implementation
dependent way
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5.34 Coalescing Data and Gap/Overlap Processing

ECRFs and LVFs may coalesce data from sevetal Authorities The resulting database appears
to be a seamless route database for the union of the service areas ef-daahtBority Such
ECRF/LVFs are provisioned to accept data from mulpl®s via separatsls.

In some localGISs for conveniencehe 91-1 Authority may provide data that exteyizkyond the
service boundary of the PSAR#hIn their jurisdiction Nonrauthoritative d& must not be sent to
the ECRF/LVF.

When the data are coalesced, boundaries may have gaps and oVedagtevant 9-1 Authorities

should endeavor to address such issues early, but despite best efforts, the ECRF/LVF may encounter
a gap or overlaprhe ECRF/LVF must have a provisionable threshold parameter that indicates the
maximum gap/overlap that is ignored byTihis threshold is expressed in square me@aps or

overlaps that are smaller that this parameter must be handled by the ECRF/LV&nusiggrithm

of its choice For example, it may split the gap/overlap roughly in half and consider the halves as
belonging to one of the constituent sosrce

The ECRF/LVF must report gaps and overlaps larger than the provisioned thré&shaddso, it

makes uses of the GapOverlap evexit 9-1-1 Authorities who provide source GIS data to an
ECRF/LVF must subscribe to its GapOverlap evéhe event notifieall impactedagencies when it
receives data that show a gap or overlap larger than the threBheldotification includes the
layer(s) where the gap/overlap occurs, whether it is a gap or an overlap, and a polygon that
represents the gap or overlap aflze optional effective and expires times in the data may indicate
a future gap/overlap as oppodeddne that exists when the event is generdtee report includes a
Timestampof when the gap/overlap will occur.

The response of the agencies must be updates to the data that address the gapfaverlap
ECRF/LVF will repeat the notification at leastilgauntil it is resolved (by changing tH&l data so

the gap/overlap is eliminated or at least smaller than the threshold parabwetiexg the period

when the gap/overlap exists, notifications have been issued, and queries arrive (which could be at
call time) with a location in the gap/overlap, the ECRF/LVF must resolve the query using an
algorithm of its choiceFor example, it may split the gap/overlap roughly in half and consider the
halves as belonging to one of the constituent ssurce

The GapOverla event is defined as follows:
Event Package NamenenaGapOverlap
Event Package Parametersnone
SUBSCRIBE Bodies standard RF@661[127] + extensions filter specification may be present
Subscription Duration Default 24 hourl hour to 96 hours is reasonable.
NOTIFY Bodies: MIME type application/vnchena.GapOverlap+xml

Parameter Condition Description

Agency Mandatory URI of Agency with gap/overlajwill
be repeated at leastite
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Parameter Condition Description

Layer Mandatory Enumeration of layer where
gap/overlap existdMay occur
multiple times

Gap Mandatory Boolean, True if gap, false if overlap

DateTime Optional Timestampwhen gap/overlap will
occur. If not provided, gap/overlap is
present now

Area Mandatory GML Polygon area of gap/overlap

Notifier Processing of SUBSCRIBE RequestsThe Notifier consults the policy

(NotifyPermissions) for GapOverlap to determine if the requester is permitted to subscribe; agencies
allowed to provide authoritative @ato the ECRF are permitted by defalflthe requester is not
permitted, the Notifier returns 603 Decliri@therwise, the Notifier returns 202 Accepted

Notifier Generation of NOTIFY Requests When the provisioning GIS data creates a gap or

overlap whase area is above the GapOverlapThreshold parameter, the Notifier generates a Notify to
all subscribersThe Notifier repeats the Notification at least once per 24 hours as long as the
gap/overlap remains.

Subscriber Processing of NOTIFY RequestdNo specifc action required.
Handling of Forked Requests:Forking is not expected to be used with this package.

Rate of Notification: Notifies normally only occur when the provisioning data chanfesttle
may be used to limit Notifications.

State Agents:No spea@l handling is required.

5.3.5 Replicas

An ECRF/LVF is essentially a replica of a subset of the layers of one orsmunee GISsThe
ECRF/LVF in turn, may provide a feed to other ECRF/LVFs who wish to maintain a copy of its
data As the ECRF/LVF is not the tilaowner, the sourd8IS must have a policy that permits the
ECRF/LVF to do so, and the policy may restrict which entities it may provide replication data to
The ECRF/LVF also has a policy that defines who it will provide dati tile ECRF/LVF provides

a replica service, the interface is the layer replication service as described in $€ctiothis case,

the ECRF/LVF is the servaide, as opposed to the client interface it must provide towards the SI(s)
it receives data from

5.3.6 Provisioning
The ECRF/LVF is provisioned with
1 A set of layers from one or more Sls.

1 Thedomains it may accept queries from, if its use is restricted.
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To maximize the probability of getting help for any kind of emergency by foxesgiors who may

have separate dial strings for different types of emergencies, the ECRF/LVF should be provisioned
with every sodJRN in the IANA registryl. All sos service URNSs that represent services provided

by the PSAP r et ur nthda ASAP URIOthér sesvices availgblein®he d&réa a n d
would typically return a tdURI with the proper PSTN telephone number, other dial strings or other
provisioned valuedn such cases, the telephone number for the service would also be returned in the
savice number parameter of the resporsey ECRF that is authoritative for a top level URN must

also be authoritative for all lower level URNSs for the same coverage regions.

5.3.7 Roles and Responsibilities

The ECRF/LVF plays a critical role in the locatibasel routing of emergency call$herefore, it is
crucial that the data in the ECRF/LVF be accurate and authoNEA therefore expects that®®

1 Authorities will be responsible for inputting the authoritative data for their jurisdiction in the
ECRF/LVF. The data may be aggregated at a regional or state level, and the ECRF/LVF system
provided at that level may be the responsibility of the associated state or regional emergency
communications agencin addition, access or originating network operators mawtain replicas

of the ECRF/LVFE Thus the operation and maintenance of individual ECRF/LVFs may be the
responsibility of the provider of the network in which they physically reside, but it istkk 9
Authority that is responsible for maintaining théeigrity of the source data housed within those
systemsThe 91-1 Authority will also provide input to the definition of the policy which dictates the
granularity of the routing data returned by the ECRF (i.e., ESRP URIs vs. PSAP URIs), based on the
identity of the query originator and/or service URN.

5.3.8 Operational Considerations

The NG91-1 architecture allows for a hierarchy of ESInets, with replicas of ECRF/LVFs at

different levels of the hierarchy as well as in access/origination netwbikexpectedhat ECRFs

that are provided as local copies to network operators will only have the layers necessary to route to
the correct originating ESRP, whereas ECRFs that are inside the ESInet(s) will have all available
layers and use authorization to control Wwias access to what informati@ince it is not possible

that all entities that need to access an ECRF will have one in their local domain, an ECRF for each
9-1-1 Authority must be accessible from the Intetheéfonsideration needs to be given to the
operaional impacts of maintaining different levels of data in the various copies of the. HCRF
addition, tradeoffs between the aggregations of data in higher level ECRFs versus the use of Forest
Guides to refer requests between ECRFs that possess difexrelstdf ECRF data must be
consideredLVFs always provide the same data to all qusi@d thus are provisioned identically
Provisioning of data within appropriate ECRF/LVF systems for use in overload and backup routing
scenarios must also be supported.

31 while there is only one dial string, 911, for emergencies in North America, all services in the sos tekeesinouh
valid route when queried. For services the PSAP is responsible for, such as sos.police, the same URI used for
urn:service:sos should be returned.

32 The Internet accessible ECRF may be a state or regional ECRF containing the local ECRF ld@th bf al
Authorities within the state or region
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For example, a local ECRF may have a Sintotherlocal ECRF, a regional ECRF may have a Sl to
all the local ECRFs in its area, a state ECRF may have a Sl to all of the regional ECRFs and an
access network provider may have an ECRF that has a Sl fratatedeCRFA change in the GIS
systemby the local 91-1 Authority is propagated via its local Sl to the local ECRRdthat local

ECRF propagates it to the regional ECRF, which propagates it to the state ECRF that priagagates
the access network RF.

The placement of ECRF/LVF elements in theelabled network varies with implementati®mnce

both end devices as well as LIS elements need to validate location, it is recommended that LVF
elements are within the local domain or adjacent @iitenthat NG91-1 elements will also need to
validate civic locations that either come with an emergency call, or are conveyed over the voice path,
it is also a requirement that LVF elements are reachable from within any EShwet it is not

possible thatlaentities that need to access a LVF will have one in their local domain, a LVF must
be accessible from the InterffeSimilar considerations apply for an ECRF, but the entities that

route are often different from the entities that validate, so diffesenogeployments may occukll
devices and services that route must have access to an EXiBfhal ECRFs must be accessible to

all devices and services, including those on the Intelichestlly, origination networks will have

replicas of the authoritate (usually state) ECRFs maintained inside their networks for use by their
services and devicew/ithin the ESInet, ECRFs must be accessible from all ESRPs and all agencies
that may receiver transfercalls or EIDDs related to calls.

LVF elements are bagden the LoST server architecture and use the LoST prot®folhe LVF is

a logical function that may share the physical platform of an ECRF, and must share the same data for
a given jurisdiction as the ECRFhe justification for shared data is rooted in the idea of consistency

T expecting a similar result from the same, or matching dae LVF is used during a provisioning
process (loading data into a LIS for example), while an ECRF is meifneeal time call flow.

Separating the functions may make more sefise Service Level Agreements for the two functions

may dictate whether they can be combined or not.

An ECRF/LVF, wherever deployed, whether within an Origination or Access network, needs to be
ableto reach out to other ECRF/LVFs in case of missing data, or in the case where the requested
location is outside its local jurisdiction f t he ECRF/ LVF doesndét know
configuration, it will either recurse (refer) a request for valicataone or more other ECRF/LVFs,

or it wildl iterate the request to some ot her
original ECRF/LVF response.

Redundant ECRF/LVF elements are recommended, similar to DNS server deployments (the
ECRF/LVF shaes some of the same replication characteristics with DNS), by example, in order to
maintain a high level of availability and transaction performance.

Given the close association between the LVF and ECRF elements, ECRF/LVFs should be deployed
hierarchicalyand wi t h Ano number of r e.dheisameas at each
redundancy/replica considerations apply to access/calling/origination networks that use an

33 The Internet accessible ECRF/LVF may be a state or regional ECRF/LVF containing the local data of all PSAPs
within the state or region.
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ECRF/LVFE. This level of redundancy aids in maintaining high levels of availability during
unexpected system outages, scheduled maintenance windows, data backup intervals, etc.

Localized ECRF/LVF elements may have limited data, sufficient to provide routing/location
validation within its defined boundaries, but must rely on other ECRF/LVFsdtingdvalidation of
a location outside its local area.

ECRFs and LVFs within the ESInet will likely have considerably more data than those in access or
origination networks, providing aggregation for many local access areas as well as PSAP
jurisdictions Even the level of data that an ECRF/LVF might contain will vary depending on the
hierarchy of the ESlInet that it suppo ESInet serving a local PSAP may have within its
ECRF/LVF, only base civic location data for its described jurisdiction, wheretadedesvel or
Countylevel ECRF/LVF may aggregate all of the local PSAP data within that level of hierarchy.

5.3.9 Internal and External ECRF/LVFs

ECRF/LVFs exist inside and outside the ESInet. Originating networks that route calls to the correct
ESlInet and vatlate locations may use external ECRPsginating networks may also use

equivalent mechanisms that would result in the same route that the external ECRF would provide for
the location of the caller for a querier without credentials known by the EiGtefhal ECRF/LVFs

are used by elements inside the ESInet to route calls to the appropriate downstream entity and
validate civic locationsWhile the interfaces and functional descriptions are nearly identical, the
provisioning data may not be the same foerinal and external ECRFA&Nn external ECRF need

only have the external (which ESInet) routefiorn:service:sosd The internal ECRRlsoneeds

routes for ESRP uséyrn:nena:service:sof)fand other internal services such as
furn:nena:service:agencyLdoa. If the data in the internal and external ECRFs are different, this
would only affect service boundary daédl LVFs are provisionedvith the samealatg whether

inside or outside the ESInet.

5.3.10 Relationship between ECRF and LVF

The ECRF and LVF functits have the same interfaces and contain the saméllatamay be
combined into a single implementatidtowever, it should be noted that the ECRF is a real time
element in the path of an emergency.cHile LVF is used primarilyvhile provisioning a LISIf the
ECRF and LVF are combined, the implementation must assure ECRF queries are processed
promptly, and LVF traffic does not interfere with proper operation of the ECRF function.

LVF interaction at emergency call time may be performed by a R§ARlidate locations not
received througimcomingcall signaling

5.4 Spatial Interface (SI)

A Sl provides an interface between an authoritative copy of GIS data and functional elements within
an ESInet such as an ECRF and LVF. A Sl layer replication interfacedgasnaintain copies of

GIS layers that drive call routirendlocation validation within an NG2-1 system. In addition, one

or more copies of that data can also be maintained on other services using the SlI layer replication
protocol.
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OGC Document OGC 2069r2[13( describes a layer replication interface service for geospatial
databases using WFS and the Atom protocol (REE7 [L31] and RFC5023 [L37)). Essentially, the
changes in the database are expressed in WFS Insert/Update/Delete actions and ATOM is used to
move the edits from the master to the copy. GeoR88.[(www.georss.ongs a very simple

mechanism used to encode the GML in RSS feeds for use with ATOM. There are three ATOM feeds
proposed by OGC 1069r2; a change feed, resolution feed, and a replicationTeedSI layer

replication interface is patterned after the regtiion feed described within OGC-089r2.

Note: OGC 16069r2 is an OGC Public Engineering Report, not a stan@B( 16069r2 is not
believed to be definite enough to enable multiple interoperable implementatiérfsiture OGC
specification or a fut@revisionof this document will describe the protocol definitively.

The SIimust implement the server side of ElementState event notification package and permit any
ECRF or LVF that receives a feed from it to subscribe to it.

5.4.1 Operational Considerations

The Sl is not used directly in call processing, although its data is critical to achieving proper routing.
For that reason, a single Sl system, with frequent backup operations is sufficient.

5.5 MSAG Conversion Service (MCS)

The MSAG Conversion Service providegonvenient way to provide data to, or get data from, an
unrupgraded system that still uses MSAG datas webservice provides conversion between
PIDFLO and MSAG dataTwo functions are defined:

T PIDFLOt oMSAG: wh-LQds th&kecsr iddd@Ddp ARFtCed by
RF613mPpand RFEL1 and returns an MSAG addr ess
to NEMNMAOO2Z2/er sion 4, XML FEor mat for Dat a EXx

T MS&t oPI DFLO: which takes an MSAG address a
0010 Version 4, XML For mat f eLrQaBatde sExadthaen
RFE1hbfudpdat eds by9 R¥E®EdIRFC

MSAG Conversion Service is provisioned usingshee mechanism as is used to provision the
ECRF and LVF: layer replication from the masterBile layers include all of the layers to create a
PIDF as described above, plus any layers needed to construct the MSAG for the local jurisdiction
These wouldypically include an MSAG Community Name, often includes the County ID, and for
many jurisdictions where prefix/suffix and/or directionals are included in the Street, Nanrd

include a Street Name lay&vhere the content of the MSAG is the same (foadtiresses in the
jurisdiction) as the equivalent PIBIEO field, the layer need not be present.

The PIDFLOtoMSAG function locates the point in the database represented by the inpli@PIDF
and retrieves the MSA@ataassociated with that poirit constru¢s an MSAG address using any
MSAG dataavailable, and the PIDEO layers where MSAG and PIBEO are the samd&he
functions returlNENA Version 4 XML data exchange, but the client can convert to any other
MSAG version from the XML representation.

PIDFLOtoM SAGRequest
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Parameter Condition Description
pidflo Mandatory PIDF-LO to be converted
PIDFLOtoMSAGResponse
Parameter Condition Description
msag Conditional] must be MSAG resulting from conversion
present if conversion
suaceeds
referral Conditional mustbe URI of another MCS
present if conversion
suaeeds
statusCode Mandatory Response from operation

Either msag or referral must be present in the response

StatusCodes
2000kay No error

512No Address Found: the input appears to be within the servigedaoy of the MCS, but no
point matching the input was located

515Unknown MCS/GCS the input is not in the service boundary of the MCS and the local MCS
could not locate an MCS who served that location.

504 Unspecified Error

The MSAGtoPIDFLO function works the same manner, locating the point in the database the
MSAG address refers to, and composing a PL@From the PIDFLO layers.

MSAGtoPIDFLO Request

Parameter Condition Description
msag Mandatory msag to be converted
MSAGtoPIDFLO Response
Parameter Condition Description
pidflo Conditiona)] must be PIDFLO resulting from conversion
present if conversion
succeeds
referral Conditiona) must be URI of another MCS
present if conversion
succeeds
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Parameter Condition Description

statusCode Mandatory Response from operation

Either pidfo or referral must be present in the response
StatusCodes
2000kay No error (optional to return)

512No Address Found: the input appears to be within the service boundary of the MCS, but no
point matching the input was located

515Unknown MCS/GCS: the inpus not in the service boundary of the MCS and the local MCS
could not locate an MCS who served that location.

504 Unspecified Error

The service logs the invocation of the function, as well as the input and output.objects
Each FE in the MCS must implenmtehe serveside of the ElementState event notification package
The MCS must promptly report changes in its state to its subscribed elements.

The set of MCS FEs within an ESInet must implement the sergterof the ServiceState event

notification paclage for the MCSIt is recommended that if there are multiple levels of ESInet

within a state, that the state level MCS implement ServiceState as a single service, rather than having
a ServiceState for each level of NGCS within the statsuch a servicaf any regional or local

NGCS6 MCS is not operating proper | ynprmdldtate st at
for the MCS ServiceState.

5.6 Geocode Service (GCS)
The Geocod&erviceprovides geocoding and revergeocoding This web service provides/o
functions:

1T Geocode: whi dfasakesca idBAEBRAINWp R&Ce d5 D9 RFC
[7Pand RETIBwhiacdhntaaicnisvi ¢ addres$f£Oandntat ar n

gedoeti c repoesehmieasiame | ocati on.

1T Rever seGeocode: -Lwh iacsh dteaskcedsi bewhpldmik &®Rd&F Cby RF
5139 abdoRFCwhitahghestriepr eswneand at e bu-L &shaat PI D
contaicnisvi ¢ address for the same | ocation.

The Geocode Service is provisioned using the same mechanism as is used to provision the ECRF
and LVF: layer replication from the master Bhe layers include all of the layersdeate a PIDF
LO as described above

Any conversion, and specifically geocoding and reverse geocoding can introduce ariess the
underlying Slprovidesvery accurate polygons to represent all civic locations precisely, the
conversionis complicatddly t he i nherent wuncertainty of the
algorithm employedUsers of these transformation services should be aware of the limitations of the
geocoding and reverse geocoding mechaniResgerse geocode is typically less aate than

geocoding, although soneerorand unquantified uncertainty is inherent in both.
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The Geocode function locates the point in the database represented by the inpuDRID

retrieves the geo associated with that locatitoconstructs a PIDEO with the geolf the PIDRLO

in the request contains more than one location, the return must contain only one result, which is the
conversion of the first location in the PIRIO.

GeocodeRequest
Parameter Condition Description
pidflo Mandatory PIDFLO with civic to be converted
GeocodeResponse
Parameter Condition Description
pidflo Conditiona) must be PIDFLO resulting from conversion
present if conversion
succeeds
referral Conditiona) must be URI of another GCS
present if conversion
suaceeds
status@de Mandatory Response from operation

Either pidfo or referral must be present in the response
StatusCodes
2000kay No error

512No Address Found: the input appears to be within the service boundary of the GCS, but no
point matching the input was |deal

515Unknown MCS/GCS: the input is not in the service boundary of the GCS and the local GCS
could not locate a GCS who served that location.

504 Unspecified Error

The ReverseGeocode function works in the same manner, locating the location in treedaba
input geo refers to, and composing a PAOB from the PIDFLO layers.

ReverseGeocodeRequest

Parameter Condition Description
pidflo Mandatory PIDFLO with geo to be converted
ReverseGeocodeResponse
Parameter Condition Description
pidflo Conditiond, must be PIDFLO resulting from conversion
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Parameter Condition Description
present if conversion
suceeds
referral Conditiona)] must be URI of another GCS
present if conversion
succeeds
statusCode Mandatory Response from operation

Either pidflo or referral must be present in thepmsse

StatusCodes

200 Okay  No error

512 No Address Found: the input appears to be within the service boundary of the GCS, but
no point matching the input was located

515 Unknown MCS/GCS: the input is not in the service boundary of the GCS and the local
GCS could not locate a GCS who served that location.

504 Unspecified Error

The service logs the invocation of the function, as well as the input and output objects.
Each FE in the GCS must implement the sesige of the ElementState event notificati@atkage
The GCS must promptly report changes in its state to its subscribed elements.

The set of GCS FEs within an ESInet must implement the ssideiof the ServiceState event

notification package for the GCB is recommended that if there are mukipevels of ESInet

within a state, that the state level GCS implement ServiceState as a single service, rather than having
a ServiceState for each level of NGCS within the statsuch a service, if any regional or local

NGCSO6 GCS i s n oy theossfate GG@Stwouddghow someferm of mommal state for

the GCS ServiceState.

Note: The IETF geopriv working group is considering the definition of a geocoding protocol/service.
If such a standardization effort is undertaken, and if the resultmk i suitable, it will replace this
NENA-only interface in a future revision of this document.

5.7 PSAP

A PSAP is a service, typically composed of more than one functional elérherfunctional
elements that make up a PSAP are defined in other NENA dotsiAdPSAP provides the
following interfaces towards the ESInet

571 SIP Call interface

The PSAP must deploy the SIP call interface as defined in Sdcfiarcluding the multimedia
capability, and the nehumaninitiated call (emergency event) capabiliBSAPs must recognize
calls to their administrative numbers received from the ESInet (and distinguishable from ndrmal 9
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1 calls by the presence of the number in a sip or tel URI in the To: field and the alidbecsos

service URN in &kequestURI header)The SIP call interface may also be used to place Abd 9

calls (includingvoice-only call backs) from the PSAP using normal SIP Trunking mechanisms as
specified inSIPConnect V1.0107]. Call backs may be placed any network that will accept them
using the SIP call interface as defined in Seclidd.1, with the exceptiothat a Geolocation

header would not be included, the Request URIladvba the URI of the calleno Route header

would be needednda SIFPr i or ity header must be ineluded w
c al | pl@a8c @uigoing calls may be placed via the ESInet using the ESRP as an outgoing proxy
server, seSection5.2.2.1 In most circumstances the ESRP will forward calls through a
(configured) BCF to a public netwgriwhich might use a User to Network Interface via a public
network or a Network to Network Interface via a transit network

Note: Handling of madia other than voieenly calbacks is incompletely specified and will be
addressed in a futurevisionof this documentA new Functional Element that handles call backs,
and specifically deals with the requirements for labeling such calls foib&48d origination
networks will be defined in a future revision of this document.

57.2 Media

All i3 PSAPs must supporti anedia, voice, video and teXf.a PSAP receives an Offer containing
both MSRP and RT]Tit should send an Answer with only one of théhthe PSAP receives an
Answer containing both RTT and MSRPmust be prepared to deal with both simultaneously
When placingcallbacks PSAPs should offer all supported media choices, subject to operational
considerations.

57.3 LoST interface

The PSAP musinplementa LoST client interface as defined in SectibA The PSAP usethe

ECRF and LVF to handle calls that must be dispatched and calls that must be transferred based on
the actual location of the incidefithe LoST interface is used with thern:nena:service:responader
URNstoachev e fisel ect i v e .The RSARWoald queryahe ECRESING LoSTwgith

the appropriate responder URN and the location of the incildlewuld receive the URI to direct a

call to.

The PSAP may also use the LoST interface to find an AgencyLocator URI by location by querying
the ECRFwith a servicdJRN of a subservice diurn:nena:service:agencyLocaiof he

AgencyLocator record can be retrieved from the URI by derefargitoivith HTTPSGET.

[5.16.]What is returned is the Agency Locatecord documenfErom the AgencyLocator record,
other interface points, such as a URI to send an EIDD to may be found.

57.4 LIS Interfaces

The PSAP must implement both SIP Presence Event Package andddEdf€rencingnterfaces to
any LIS function as describéd Section5.1Q0 When the PSAP receives a location reference (in a
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Geolocation header on the upstream SIP intetfatauses the LiSlereferencingnterface to obtain

a location valueThe PSAP musdbe able tde provisioned with credentials for every LIS in its

service are. The PSAP must use TCP with either TLS or IPsec for thedkl8ferencingnterface,

with fallback to TCP (without TLS) on failure to establish a TLS connection when TLS isTuised
PSAPshould maintain persistent TCP (and TLS where used) connections to LISs that it has frequent
transactions withA suggested value for "frequent” is more than one transaction per day.

For HELD location URIs, specifying responseTime = emergencyDisgatmi result in a location
meetingcurrentregulatoryaccuracy requirement the PSAP wishes an immediate location, it can
specify a short responseTime (perhaps 250 ms), and get the best location quality available in that
time. Location updates for locatiddRIs using HELD may be obtained by repeating the dereference
request

PSAPs receiving SIP location URIs should subscribe to the Presence event per RFX1]385@ |

PSAP receives an immediate location repahtich may reflect the best available location at the

time of the subscriptiarA subsequent location update is sent when more accurate location is
available By setting the expiration time of the subscription, the PSAP is able to control what updates
it receivesPSAPs that wish to track the motion of a caller could use the location filter and event rate
control mechanismslPZ and ratecontrol [112] to control updags.

Note that because the PSAP will not have an identity of an arbitrary device with which it could
guery a LIS to get the devi c,e ' asl sloo ckantoi wanh | adst hfieF
in E9-1-1. ALI has no equivalence in NGB-1.

5.7.5 Bridge Interface

A PSAP may deploy a bridge (as described in Se&igninside the PSAP, in which case it must
provide the bridge controller interfacéSAPs must be able to accept calls from, and utilize the
features boutside bridges.

5.7.6 ElementState

The PSAP must deploy an ElementState Notifiery element inside a PSAP that provides a call
gueue must deploy d&lementState notifier as described in Sec8ah2

5.7.7 ServiceStde

The PSAP must deploy a ServiceState notifier as described in S&eti@n

34 |f the PSAP receives a call via a transfer from another agendpctigon of the caller will be found in the EIDD
included in the transfer and not in a Geolocation header.

35 This document specifies that the LIS accept credentials issued to the PSAP traceable to the PCA. Not withstanding
that requirement, ESInet elemeneeding location, including PSAPs, must be able to be provisioned with credentials
acceptable to LISs that do not accept the PCA credential.
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5.7.8 AbandonedCall Event

The PSAP must implement the subscriber side of the AbandonedCall Event as described in Section
5.2.2.9

5.7.9 DequeueRegistration

The PSAP must implement a DequeueRegistration client, as described in Secfictior every
gueue on which it expects to receive calhen the PSAP gestess, it specifies a URI to direct calls
to it. That URI will appear in the top Route header when the PSAP receiwsergencyall or the
Request URI on an admin cdfithat URI is constructed appropriately, the PSAP can identify which
gueueinside thePSAPthe callis destined far

5.7.10 QueueState

The PSAP must implementQueueState notifier as described in Secki¢hl.3for all queues it
manages.

5.7.11 Sl

The PSAP may providea GIS server interfacas described i®ectiond.6for the ECRF, GIS
Replica, and other interfacekhe PSAP may provide the MSAGonversion Servicéserver side) or
may use an ESlInet service (client side).

5.7.12 Logging Service

The PSAP musiplementa Logging Service client as defined in Sectma3 including the client
side ofthemedia recording mechanism (Sectmi3.9. Provisioning contra whether the PSAP
recordsmedia The PSAP may deploy a logging service (as describ&eation5.13 inside the
PSAP, in which case it must provide the logging service retrieval funcAdASAPmust be able to
usea logging sengehostedn the ESInet

5.7.13 Security Posture
The PSAP must provide a Security Posture notifier as described in Sdtibn

5.7.14 Policy

The PSAP may provideRolicy Store as described in Sectidr8.1, in which case it must implement
the servesside of the policy retrieval functions, and may provide the sesider of the policy storage
function The PSAP may provide a Policy Editor, in which case it must deplagligre-side of the
policy retrieval and storage functiorikthe PSAP uses Rolicy Store outside the PSAP to control
functions inside the PSAP, it must deploy dfientside of the policy retrieval functions.

PSAPs must provide a Terminati®olicy in the upgeam PRF for the queue(s) its calls are sent to
PSAPs must also provide an enqueuer policy to specify which entities are allowed to send it calls.

36 The GIS system may be provided by-a-@ Authority.
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5.7.15 Additional Data Dereference

The PSAP must deploy a dereference (HSET) interface for additional datas aescribed in
Sectiong, as well as the KADR identity query mechanisnPSAP policy may dictate whether
Additional Data is retrieved and us@the PSAP must also be able to dereference an EIDD URI for
a call ransferred to it.

5.7.16 Time Interface

The PSAP must implement an NTP client interface for4ifaday information The PSAP may also
provide an interface to a hardware clock

5.7.17 Test Call

PSAPs must support the test call interface as described in SEg@tmthough administrative

provisioning processes should be available to disable it especially under overoitbns The

test interface includes the ability of the test caller to offer media, receive a respohsepanack a

small number of packets of each media accepted at the PSAP. PSAPs must support test of all media
T voice, video and text.

Support for testing of Policy Routing Rules will be addressed in a future issue of this document

5.7.18 Call Diversion

A PSAPmay be overloaded and be unablgebevery callansweredy a call takerOverload is
determined by exceeding the size of the primary queue that its calls are Rmitiog rules for the
PSAP would then cause calls to receive an alternate call tr@atme

T Calls can be sent a ABusyoOo indication
1 Calls can be diverted to an Interactive Media Responsg unit
1 Calls can be diverted to one or more alternate PSAPS.

The latter is mechanized by sending the call to queues that other PSAPs dequeSmé®ihe
divertedto PSAP(s) have to explicitly permit (via enqueuePolicy and possibly DequeueRegistration)
calls to be placed on its queues, no calls ca

PSAPs that agree to take calls from other PSAPs nagyrecexplicit management approval at the
time the calls are seriffectively, such PSAPs are agreeing to take calls on a standby basis only,
and explicit management action is required before the calls will actually be accepted.

To accomplish this, the wertedto PSAPregisterdo the DequeueRegistration of the diverfezm

PSAR The divertedfrom PSAP subscribes to tli@ueueStatevent for the diversion queuieut the
divertedto PSAP willhave he fA St andby o0 p atmayspecify a fiestratlimitso At r
notifications to those settifQueueState o A Di v e r s i VehenReQueaueXategetto
notification occurs with A BdPSAPmanagemé&ewpuickbet e d o
alerted If it agrees to accept calls, it woutthang its QueueStat&tandbyparametet o A f al s e 0,
calls would subsequently be sent taMhen the divertedo PSAP determines that its services are no
longer needed, it can reinstate 8tandbyto fitrueo.
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5.7.19 Incidents

A newemergencyall arrives with a n& Incident Tracking Identifiealreadyassignedinitially,
eachemergencyall is a new IncideniThe call taker may determine that the call is actually part of
another Incident, usually reported in a prior cBle PSAP must merge the IncidentTrackingID
assigned by the ESRP with the actual IncidentTrackingl@oes so with the Mergelncident log
record and sends an EIDD with a Merge Information compoiretients can also be linkext

split as described in the Logging Service, SectidB The actual IncidentTrackinglD would be part
of theEIDD object passed to a secondary PSAP or responder and part of the INVITE if the call is
transferredWhen the PSAP completes processing of an Incident, it logs a Clearihoétord.

5.8 Bridging

Bridging is used in NG4-1 to transfer calls and conduct conferen8&glges have a SIP signaling
interface to create and maintain conferences and media mixing cap&itityes must be
multimediacapablgvoice, video, text)A bridge is necessary to transfer a call becaudsbed
devices normally cannot mix media, and transferring always adds the new party (for example, a call
taker at a secondary PSAP) to the call before the transferor (for example, the original call keker at t
PSAP which initially answered the call) drops off the.CHfle rough transfer sequence, based on the
procedures defined in RH579 B1], is:

1. PSAP creates a conference on the bridge

2. PSAP REFERs the caller the bridge

PSAP tears down the original PSARller leg

PSAP REFERs transfer target (secondary PSAP for example) to the conference

PSAP tears down its leg to the conference, the secondary PSAP and the caller remain
Secondary PSAP REFERs the caller to it
7. Secondary PSAP terminates the conference.

All Bridges in the ESInet must implement the Session Recording Client interface defined by
SIPREC [153. Provisioning may control whether the bridge does log media.

o oM w

Whenthe bridge is used to transfer the call, the location of the caller andaiityonal Data

included with the call must be transferred to the transfer takgditionally, any information the

PSAP has determined beyond what it was sent should be gitlenttansfer targeThe mechanism

for accomplishing this is to create an EIDD and include it in the transfer opefét@transferor

creates the EIDD and includes a Galio headeffieldwi t h a pur pose par amet e
escaped header field ihe RefefTo headerThe bridge will then include this header in the INVITE

it sends to the transfer targ&he EIDD includes the location reported for the caller (in the form it
received it, i.e. byalue or byreference) and anfdditional Dataincluded in the call.

The bridge is a service: each elefmeaithe bridge must implement the sergate of ElementState
and the set of bridge elements must implement the ssideof ServiceStatés bridges are

typically a local service, it is recommendedttBarviceState for the bridge service be implemented
by each NGCS that provides a bridge service.
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Note: There are four mechanisms specified for call transfer, due to earlier lack of agreement within
the working group. There is a desire to revisit thisessud see if some options can be eliminated.

5.8.1 Bridge Call Flow

Conferencing procedures are documented in B&L2 This document includes definition of an

Event package that allows conference participants to manage the conferé¢neanessage
sequencesdiow, all participants are conference aware (that is, they implement the event package)
It is not necessary for the caller to be conference aware, and if it were not, its SUBSCRIBE to the
conference package would not ocdtirs required that the calleoy some element in the path,
implement the Replaces header, see Seéti@n

5.8.1.1 Creation of a Conference Using SIP AéHoc Methods
This scenario described in the call flow depicted below follows Section 5.4 o#BFC

Secondary Conf. Primary
PSAP Caller Bridge App. PSAP

Normal call established between caller and primary PSAP.

PrimaryPSARreatesa
conference.

1.INVITEsip:ConfApp

2.

302 MovedContact:sip:ConlD;isfoc

\n

< 3.ACK

4. INVITEip:CorHiD

A

5.180 Ringing

6.200 OKContact:sip:ConlD;isfocus

7.ACK

A

8.SUBSCRIBIp:ConflD

A

9.200 OK

10.NOTIFY

< 11.200 OK

Figure 5-1 Ad-Hoc Conference Call Flow Using SIP

1. The Primary PSAP creates a conference by first sending an INVITE to a conference application,
using a URI that is known by/provisioned at the Prima3AP.
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2. The Conference Application responds by sending a 302 Moved message, which redirects the
Primary PSAP to the conference bridge, and provides the Confdi2micat should be used for
the conference.

The Primary PSAP acknowledges the receipt of theMs®2d message.
The Primary PSAP generates an INVITE to establish a session with the conferenc®.bridge
The conference bridge responds to the INVITE by returning a 180 Ringing message.

The conference bridge then returns a 200 OK message, and a mediaisesstiablished
between the Primary PSAP and the conference bridge.

The Primary PSAP returns an ACK message in response to the 200 OK

8. through 11. Once the media session is established, the Primary PSAP subscribes to the
conference associated with the I4tained from the Contact header provided in the 200 OK
message from the conference bridge.

oo s~ w

~

5.8.1.2 Primary PSAP Asks Bridge to Invite the Caller to the Conference
This flow is based on Section 5.10 of RE&79[5]].

37 Note that, based on RFC 4579, the messages sent in2S®psd 4 are optional and may not be exchanged if the
conference application and the media server are the same.

09/10/2016 Pagel46of 363

[one naton LB one number



NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

Secondary Primary
PSAP Caller Bridge PSAP

Primary PSAP asks the
focus/bridge to invite
the caller to the
conference.

12. REFE®p:ConiD
ReferTo:Caller?ReplacesfC

13.202 Accepted >

14. NOTIFY
15.200 OK

Focus/Bridge invites Calle
to the Conference.

16. INVITEip:CondiD|

Replaces: ®
17.200 OK
18. ACK
e---RTP_____ > 19. BYE
20.200 OK
21.NOTIFY (200)
22.200 OK
23 .NOTIFY
24.200 OK
R5.SUBSCRIBR:CgniD

26.200 OK
27.NOTIFY
28.200 OK

Figure 5-2 Primary PSAP Asks Bridge to Invite the Caller to the Conference

12. After the Primary PSAP establishes the conference, it sends a REFER method to the conference
bridge asking it to invite the dat to the conferencdhe REFER method contains an escaped
Replaces header field in the URI included in the R&teheader field.

13.The bridge returns a 202 Accepted message to the Primary PSAP.

14.The bridge then returns a NOTIFY message, indicating thesptisn state of the REFER
request (i.e., active).

15.The Primary PSAP returns a 200 OK in response to the NOTIFY message.

16.The bridge invites the caller to the conference by sending an INVITE method containing the
ContID and a Replaces header that referertbe leg between the caller and the Primary
PSAP.

17.The caller accepts the invitation by returning a 200 OK message.
18. The bridge acknowledges receipt of the 200 OK message by returning an ACK.
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A media session is established between the caller and the bridge

19.The caller releases the connection to the Primary PSAP by sending a BYE message.
20.The Primary PSAP responds by returning a 200 OK message.

21.The bridge sends a NOTIFY message to the Primary PSAP to provide REFER processing
status.

22.The Primary PSAP responds returning a 200 OK message.

23.The bridge sends a NOTIFY message to the Primary PSAP to provide updated status associated
with the conference state.

24.The Primary PSAP responds by returning a 200 OK message.

25.The caller subscribes to the conference assocratadhe Conference ID provided in the
INVITE message from the bridge by sending a SUBSCRIBE message to the bridge. (Optional)

26.The bridge acknowledges the subscription request by sending a 200 OK message back to the
caller. (Optional)

27.The bridge then retas a NOTIFY message to the caller to provide subscription status
information. (Optional)

28.The caller responds by returning a 200 OK message. (Optional)

5.8.1.3 Secondary PSAP is Invited to the Conference
This flow is based on Section 5.5 of REE79.
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Secondary -
PSAP caller Bridge Primary

PSAP

Primary PSAP asks the
bridge to invite the
secondary PSAP to the
conference.

29.REFEBip:CoDReferTo:Se® SAP

30. 202Accepted

»
»

31.NOTIFY

32.200 OK

<
<«

Bridge invites

_ Secondary PSAP to the
33. INVITEontactConfD; conference.

isfocus

34.180 Ringing

\ 4

35.200 OK
36.ACK
RTP
e I I »| 37.NOTIFY
| 38.200 OK
39.SUBSCRIBIortact.ConfD;
40.200 OK
41.NOTIFY
42.200 OK
> 43.NOTIFY
44,200 OK

Figure 5-3 Secondary PSAP Invited to Conference

29.The Primary PSAP sends a REFER method to the conference bridge asking it to invite the
Secondary PSAP to the conferentlhe REFER method contains the Gdidfand a Refeilo
header that contains the URI of the Secondary P$A® REFER method also contains an
escaped Calinfo header field containing a reference URI that points to the EIDD data structure
and a purpose parameter of Aei ddo.

30.The bridge returns a 202 Acceptedssage to the Primary PSAP.

31.The bridge then returns a NOTIFY message, indicating that subscription state of the REFER
request (i.e., active).
32.The Primary PSAP returns a 200 OK in response to the NOTIFY message.

33.The bridge invites the Secondary PSAP todbeference by sending an INVITE method
containing the ConfD and Contact header that contains the conference URI and the isfocus
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feature parameterhe INVITE contains the Calhfo header field containing a reference URI
that points to the EIDD datastet ur e and a purpose parameter

34.The Secondary PSAP UA responds by returning a 180 Ringing message to the bridge.
35.The Secondary PSAP accepts the invitation by returning a 200 OK message.
36. The bridge acknowledges receipt of the 200 OK messagelmireg an ACK.
A media session is established between the Secondary PSAP and the bridge.
37.The bridge returns a NOTIFY message to the Primary PSAP to provide updated status of the
subscription associated with the REFER request.
38.The Primary PSAP respondsttee NOTIFY message by returning a 200 OK message.

39.The Secondary PSAP subscribes to the conference associated with thB @anfided in the
INVITE message from the bridge by sending a SUBSCRIBE message to the bridge.

40.The bridge acknowledges the subsaoiptrequest by sending a 200 OK message back to the
Secondary PSAP.

41.The bridge then returns a NOTIFY message to the Secondary PSAP to provide subscription
status information.

42.The Secondary PSAP responds by returning a 200 OK message.

43.The bridge sends a NOAY message to the Primary PSAP providing updated status for the
subscription associated with the REFER request.

44.The Primary PSAP responds to the NOTIFY message by returning a 200 OK message.
At this point the caller, Primary PSAP, and Secondary PSAPIapaicipants in the conference.
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5.8.1.4 Primary PSAP Drops Out of Conference; Secondary PSAP Completes Transfer

Secondary -
PSAP Caller Bridge Primary
PSAP

Primary PSAP drops ou
of the conference.

45.BYE
46.200 OK

«

47 .NOTIF8ubscriptiorg State:
terminated

l¢—48.200 OK

&£ 2NOTIFY
50.200 0

51.NOTIFY
52.200 OK

Secondary PSAP | 53.INVITEsiQ:sg‘Replaces£B

completes transfer. 54.200 OK

55.ACK >
56.BYE
€27-200 OK
58.BYE
59.200 OK

60. NOTIFSubscliptiorgState:

terminated
61.200 OK
62.NOTIFY SdibscriptigState:
_terminated
63.200 OK

Figure 5-4 Primary PSAP Drops, Secondary Completes Transfer

45.Upon deter mi ni ng It htarta ntshfee re nmsetroguelndc yb ec ad o mp | e
di sconnects from the call by sending a BYE |

46.The conference bri dgeOK emgomage.by returning

47.The Dbridge then returns a NOTIFY emaeoynd e einrc
has been terminated.

48.The Pri mary 2P0SOXP irnetruwersmpsonase to the NOTI FY.

49.The bridge then returns a NOTIFY message to
to the subscription state. (Optional)

50.The call er rient urenssp oan s220 &t oOK he NOTI FY. (Opti
51.The bridge returns a NOTIFY message to the .
change to the subscription state.

52T he Secondar y2 OROXAR nr etewsrpmpsnsae t o t he NOTI FY.
09/10/2016 Pagel51of 363

[one naton LB one number



NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

53Upon recogni erngndhathet Secoaldlary PSAP are t
the conference, the Secondary PSAP compl et e:
requesting that they replace their connecti
secamyd PIiheP secondary PSAP | earns the URI of
in the endpou®eéaoSmetcatiinoenr oifn tthhee conf erence N

54The caller respO0@K sméssagd utrmitnlge aSecondary

556, Thec®mrdary PSAP returns2@®K.ACK in response t

56.The caller then sends a BYE to the bridge t

572The bridge respondxl0@Ky nseesnsdaigreg t he call er a

58.The Secondary PSAP al so ter mi naat eBsY E tnse ssseasgsel
the bridge

50.The bridge r es?d2P®DKd smebsys asgeen dtiongt hae Secondary

60.The bridge then returns a NOTIFY message to
Ssubscription to the conference has been ter|

61.The Seconcduy2rnBRXAR nr response to the NOTIFY
622.The bridge sends a NOTIFY message to the cal
conference has been terminated. (Optional)

63.The call er 2 @8K onmedsss amget.h (aOpti onal)

At this point, theraansfer is complete, and the caller and the Secondary PSAP are involved in a
two-way call.

5.8.2 Passing data to Agencies via bridging

When another PSAP is bridgedto-49 cal |l there are separate il e
bridge The 91-1 call itsef terminates at the bridge, with the call taker and the transfer target having
separate legs into the bridg@hen the transfer target receives the initial SIP transaction it is an
INVITE from the bridge to establish a conferenités critical that theransfer target receiggor
hasaccess to) the location of the original caller, as well as any Additional Data that the transferring
PSAP call taker may have received during the processing of the emergenoywall generated by

the call taker as a rdswf processing the incoming emergency .ca@lller location information

along with any Additional Data must be populatedifiEmergency Incident Data Document

(EIDD) structure (See Secti@tor further discgsion of Additional Data structure§yhen an
emergency call is transferred, the transferring PSAP will request that the bridgeligsarbedded
header, a Calinfo headefield with a URI that points to the EIDD data structure in the REFER
method sento the bridgeanda pur pos e p atTaaebeidgemust subsequentlydndliude
this Caltinfo headefield in the INVITE it sends to the transfer target.

When transferring a-2-1 call, the transferring PSAP must supply an EIDD containing the
information that represents the current state of the incidentaIEIDD is passeth anescaped
Call-Info headefieldwi t h a purop asheato fi si elio dtedderthe EIDDenusRe f e r
be passed by referenaeherethe Caltinfo headefield conains a URL that when dereferenced

yields the EIDD While the EIDDnormallycould be passed by value (in which case the- @&l
headeffield in anINVITE would contain &ontent IdentifietJRI and the body of the INVITE

would contain the EIDD in a mimepgg of xml+nena/eidd), such a construct could not be invoked at
the bridge by an embedded header in teeRTo: from the transferring PSAH 0 dereference the
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URI and obtain the EIDD, the recipient does an HTTPS: GET on the URI and the B3gDs[
returned.

The EIDD contains a snapshot of the state of the Incident, as knothie bending Agency
Obtaining updates to Incident state will be defined in a future version of this document.

5.9 Transfer Involving Callin g Devices that Do Not Support Replaces

As discussed in Section 5.7 of NENA-082[100], there is a problem that some devices that could
originate 91-1 calls do not support the Replaces hedflarPSAP need® transfer a call originated
by such a device, it cannot use the standardized SIP signaling to the caller as described above
Section 5.7 of NENA 0802 describes three solutions to this problEach of these solutions is
specified in more detail in theections below.

Note: There are four mechanisms specified for call transfer, due to earlier lack of agreement within
the working group. There is a desire to revisit this issue and see if some options can be eliminated.

5.9.1 B2BUA

When this solution is implenméed, some element in the initial call path from the BCF to the first
PSAP that answers the call must include a B2BUA function as described iBZE{12]. All calls
are relayed through the B2BUAhe B2BUA istransparent to signaling with the following
exceptions:
1. Media endpoints towards both the caller and the PSAP are rewritten to be contained within the
B2BUA.

2. The REFER method, when executed on the PSAP side to a conference bridge, causes the bridge

to invite the B2BUA to the conference, and the B2BUA to respond as illustrated. Gélevweg
between the caller and the B2BUA sees no transaction.

3. If the B2BUA receives an INVITE from a caller that does not include a Supported header
containing the replaces optitag it must include a Supported header containing the replaces
optiontag in the INVITE forwarded to the ESInet and provide the functionality described in
this section.

Note that the following flow assumes that the Primary PSAP has already creatddrara®e using
SIP Ad Hoc methods, as described in Section 5. 0fINENA 08002

09/10/2016 Pagel53of 363

[one naton LB one number



NENA Detailed Functional and Interface
Standards for the NENA i3 Solution
NENA-STA-010.22016 (originally 08003), September 10, 2016

BCF/ Primary
Caller B2BUA Bridge PSAP
1 1

Normal call established between caller and primary PSAP via a B2BUA at the BIC

1. INVITE
2. INVITE
3.200 0K
_'4. 200 OK
5. ACK
RTP 6. ACK
e »
- RTP______| I >

Primary PSAP asks the
bridge to invite the B2BUA
to the conference.

7. REFE&p:CondiD
ReferTo:B2BUA?Replace$B

«
8.202 Accepted
9. NOTIFY
10.200 OK
«

1. INVITBip:CondD Bridge invites B2BUA to
eplaces: ® the Conference.
12.200 OK
13. ACK

RIP
DR q 14. BYE
15.200 OK

16.NOTIFY (200) >
i 17.2000K

18 .NOTIFY (200)
4—19.200 OK

Figure 5-5 Call Transfer Involving a B2BUA

The caller initiates an emergencyosedhei on r
B2BURhe I NVITE contains a Geolocation header
The

B2BUA sends a corresponding | NVITE mess:
PSAPEl ements and signaling invol vedSlinnetr oaurtei
not shown .Thet hN¥Y¥I TEowdpul d contain a Suppor:
Repl aces.

3. The Primary PSAP r200Ko mkts shay2BrUddtou rt rhien g8 a

4. The B2BUA responds to the receipstemdl2figGea 20
OK message to the callerbds device.

5. The callerdéds device respBolAds by sending an
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A media session is established between the caller and the BEZRPAnding on the design of the
ESInet, the B2BUA may cross connect media froméher to the Primary PSAP

6. The2BBA sends an ACK to the Primary PSAP in
call erds devi ce.

A media session is established between the B2BUA and the Primary PSAP.

7. The Primary PSAP sends a REFER method to the confebeidge asking it to invite the
B2BUA to the conferenc@d’he REFER method contains an escaped Replaces header field in
the URI included in the Reféro header field.

8. The bridge returns a 202 Accepted message to the Primary PSAP.

9. The bridge then returns aNIFY message, indicating that subscription state of the REFER
request (i.e., active).

10.The Primary PSAP returns a 200 OK in response to the NOTIFY message.

11.The bridge invites the B2BUA to the conference by sending an INVITE method containing the
ConftID and a Replaces header that references the leg between the B2BUA and the Primary
PSAP.

12.The B2BUA accepts the invitation by returning a 200 OK message.

13. The bridge acknowledges receipt of the 200 OK message by returning an ACK.
A media session is establishestween the B2ZBUA and the bridge. Note that the media session
between the B2BUA and the Primary PSAP still exists at this time. Note also that the media
session between the caller and the B2BUA is undisturbed. As above, the B2BUA may cross
connect media frm the caller to the bridge

14.The B2BUA releases the connection to the Primary PSAP by sending a BYE message.

15.The Primary PSAP responds by returning a 200 OK message.
At this point, the media session between the B2BUA and the Primary PSAP is torn down.

16.The bidge sends a NOTIFY message to the Primary PSAP to provide updated status of the
subscription associated with the REFER request.

17.The Primary PSAP responds by returning a 200 OK message.

18.The bridge sends a NOTIFY message to the Primary PSAP to providedgtitus of the
subscription associated with the REFER request.

19.The Primary PSAP responds by returning a 200 OK message.

At this point, the Primary PSAP requests that the bridge add the Secondary PSAP to the conference,
following the flow described in S&on 5.8.1.3 Once the Primary PSAP determines that the transfer

can be completed, it drops off the call, following the flow described in Seei$oh.4 The

Secondey PSAP then completes the transfer as illustrated below. Note that the connection between
the caller and the B2BUA is unaffected by the Primary PSAP disconnecting or the completion of the
transfer by the Secondary PSAme following flow also illustratetermination of the emergency

call initiated by the Secondary PSAP.
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Caller

BCF/
B2BUA

Secondary
PSAP

Bridge

Primary PSAP has dropped off; B2BUA and Secondary PSAP connected to

bridg

RTP
.-t >
«----RIP_____| N >
_________ RTR _________))
Secondary PSAP completes transfer.
1. INVITEsip:seReplaces B
2.200 OK
3. ACK
«---RIP______ >
4. BYE >
5.200 0K
6.BYE >
% 7.200 OK
8.NOTIFY SubscriptigBtate:
terminated
9.200 OK >
LO0.NOTIFY SubscriptiaState:
ierminated
11.200 OK
Secondary PSAP terminates call.
12.BYE
13.BYE
14.200 OK
15.200 OK

Figure 5-6 Primary PSAP Drops, Secondary Completes Transfer

1. The Secondary PSAP completes the tgaestéemgb:
that it replaces its connection to th&hbrid
Secondary PSAP Il earns the URI of the B2BUA f
of usheerodrst ai ner in the cenberdgee NOTIFY fro

2. The2BBA responds2bPKrmesuusagegt@a the Secondary

3. The Secondary PSAP retu2@®@K.an ACK in respon:
At this point, a media session is established between the B2BUA and the SecondamhBSAP
media session betwe#re B2BUA and the bridge also still exists at this tilriee B2BUA may
cross connect media as per above
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The2BBA then sends a BYE to the bridge to tert
The bridge respeBUhs2 &OK sneensdsiangge .t he B

At this time the media ssion between the B2BUA and the bridge is torn down.

ok

6. The Secondary PSAP also terminates its sess.i
the bridge.
7. The bridge r es?dP®OKI smebsys asgeen dtion gt hae Secondary

At this point, the media sess between the Secondary PSAP and the bridge is torn down.

8 The bridge then retur BBUA iMNMQT IcRAY inmmegs stahgaet ttoh
the conference has been terminated.

9. The2BBA respo2d@®K wnd shs aag e .

100.The bridge thlelhY rmdaaugage at NOt he Secondary PSS
Ssubscription to the conference has been ter|
11.The Secondary PMDKrenepesmdge.with a

At this point, the transfer is complete, and the caller and the Secondary PSAP are involved in a
two-way call.

122The Secondary PSAP determines that the cal/l
t h @B WBA.

133.The2BBA sends a BYE message to the caller to
14The caller sends a 200 OK message to the B2
155The2BBA se2n0dDK @ o t he Secondary PSAPIOKNn frresmo
the caller. At this point the emergency ses:

The B2BUA may act as a media relay for all mediamedia packets on all negotiated media
streams areelayed from one side of the B2BUA to the other.

Characteristics of this solution are:

1 The solution is deployed at the edge of the ESInet; the rest of the ESInet can assume Replaces
works

1 Media is anchored at the BCF regardless of what happens tolthe cal

1 The B2BUA is call stateful

1 The B2BUA is in the path regardless of whether the device implements Replaces or not.

5.9.2 Bridging at the PSAP Using Third Party Call Control in the Call Taker User Agent

RFC 3725 85] describes a technigue in which the initial answering UAC becomes a signaling
B2BUA. If this method is chosen in an ESInet, a call taker UA receiving a call which does not
contain a Supported header indicating support for Replaces must take thedegmiized in this

section. Unlike the examples in RFC 3725, the caller has a call established with the call taker (which
takes on the rol e of .Thecal sdgquenca basedlon RFC 8725 Flow IR)F C
is described in the following subskxets.
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5.9.2.1 Call Taker Creates a Conference

si o

n

Geol

ved

r
0C
n

Transfer
Caller Call Taker Bridge Target
1. INVITE
2.200 OK -
3. ACK
- RIP____ . N
Call Taker determines that transfer is
necessary, creates two sessions with
conference bridge and ravites caller to
session with bridge
4. INVITEontact:ConfD;
'5. 180 Ringing
6. 200 OK Contasip:Conf
‘ID;isfocus
7.ACK >
RTP
R >
8. SUBSCRIBENtact:ConfD;
9.200 OK -
10.NOTIFY
11.200 OK >
12. INVITE (no SDP)
13. 200 OK (offer 2) -
MOD® Lb+l ¢9 62FFTSNIWTD
Mp® HAn hY 6lyasgN HQoO
> 16.ACK(answe2) >
17. ACK
| e-RTR R SH |
Figure 5-7 Call Taker Creates Conference
1. The caller initiates an emergency ses
ESInet to the PrimarlyNWVISAP cant aitrmak ea
| ocati on (iEnlfeonrenmattsi oasnd si gnaling invol
i3 ESInet are not shown in this fl ow)
2. The Primary PSAP responds by lreegtdwsr mdienvg cae .2 0
3. The call erds device responds by sendi

ng

A media session is established between the caller and the Primary Pi8&APrimary PSAP
determines that a transfer is necessary and uses SIP signaling to create a conigieace
conference bridge, having previously received a Conference ID from a conference application
(as described in Sectidn8.1.).
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4. The Primary PSAP initiates its first session with the bridge (with medis¢iging it an
INVITE message containing the Celfd.

5. The conference bridge responds to the INVITE by returning a 180 Ringing message.

6. The conference bridge then returns a 200 OK message, and a media session is established
between the Primary PSAP and tonference bridge.

7. The Primary PSAP returns an ACK message in response to the 200 OK.

8. The Primary PSAP subscribes to the conference associated with theDdnngending a
SUBSCRIBE message to the bridge.

9. The bridge responds by returning a 200 OK message

10.The bridge then sends a NOTIFY message to the Primary PSAP providing the status of the
subscription.

11.The Primary PSAP responds to the NOTIFY by returning 200 OK message to the bridge.

12.The Primary PSAP initiates its second session with the bridge (witthedif)) by sending it an
INVITE message with no SDP.

133.The bridge responds with a 200 OK that cont
14.The Primary PSAP sends alreNVI TE t o the call erds device w

155The call erds devi ce r(mrwigingandaaswdr iothe dfer)datheg a 2
Primary PSAP.

16.The Primary PSAP conveys the answer in an ACK sent to the bridge.
17The Primary PSAP also sends an ACK to the c;
At this time, a media session is established directly between the calldreahridge.
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5.9.2.2 Call Taker Asks the Bridge to Invite the Transfer Target to the Conference

Caller

18.The Primary PSAP sends a REFER method to the conference bridgg iagkimvite the

Transfer
Call Taker Bridge Target
Call Taker asks bridge to
invite Transfer Target to
the conference
18. REFERp:ConiDReferTo:TT
19.202 Accepted
20.NOTIFY
21.200 OK
Bridge invites Transfer
Target tothe
conference.
22. INVITEontact:ConfD;
isfocus |
23. 180 Ringing
24.200 OK Contastp:Conf
ID;isfocus
25. ACK >
RTP
26.NOTIFY M b
27.200 OK > 28. SUBSCRIBEntact:ConfD
29.200 OK >
30.NOTIFY
32.NOTIFY 31.200 0K
332000k ===

Figure 5-8 Transfer Target Invited to Conference

Transfer Target (i.e., Secondary PSAP) to the confer@imeeREFER method contains the

ConfID and a RefeiTo header that contains the URI of the Transfer Taldet REFER

method also contains an escaped-Gdt header field containg a reference URI that points to

an EI

DD dat a

structur e

and

a

purpose

19.The bridge returns a 202 Accepted message to the Primary PSAP.

20.The bridge then returns a NOTIFY message to the Primary PSAP, indicating that subscription
state of he REFER request (i.e., active).

21.The Primary PSAP responds by returning a 200 OK message.
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22.The bridge invites the Transfer Target to the conference by sending an INVITE method
containingtheCornf D and t he 0i sf oTheldTEwH aldohavedhe p ar a me
Call-Info header field containing a reference URI that points to the EIDD data structure and a
purpose parameter of deiddo.

23.The Transfer Target responds by returning a 180 Ringing message to the bridge.

24.The Transfer Target accepts the invitatignréturning a 200 OK message.

25.The bridge acknowledges receipt of the 200 OK message by returning an ACK.
A media session is established between the Transfer Target and the bridge.

26.The bridge returns a NOTIFY message to the Primary PSAP to provide uptétiscs the
subscription associated with the REFER request.
27.The Primary PSAP responds to the NOTIFY message by returning a 200 OK message.

28.The Transfer Target subscribes to the conference associated with th®Quoatided in the
INVITE message from #hbridge by sending a SUBSCRIBE message to the bridge.

29.The bridge acknowledges the subscription request by sending a 200 OK message back to the
Transfer Target.

30.The bridge then returns a NOTIFY message to the Transfer Target to provide subscription status
information.

31.The Transfer Target responds by returning a 200 OK message.

32.The bridge sends a NOTIFY message to the Primary PSAP providing updated status for the
subscription associated with the REFER request.

33.The Primary PSAP responds to the NOTIFY mes&ggeturning a 200 OK message.

At this point the caller, Primary PSAP, and Transfer Target are all participants in the
conference.
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5.9.2.3 Primary PSAP Drops; Transfer Target Completes Transfer

Caller

Transfer
Call Taker Bridge Target
Call Taker at Primary PSAP drops from|
the call; media session between call
taker and PSAP is terminated
34. BYE
35.200 OK
R
36.NOTIFY SubscriptigState:
terminated
«
37.200 OK
38.NOTIFY >
I 39.0K
Transfer Target
) completes transfer
40.INVITEsip:sedReplaces B
(offer 3)
41.Lb+L ¢9 o2F*SNT o U
42. hY 601 yasSNI o0Q
na OF Y393 aidiers)
44.ACK
45.ACK 1
«----RIP__________ I N >
46.BYE
‘47.200 OK
48.NOTIFSubscriptior
<|‘State: terminated
49.200 OK
50.NOTIFY >
I 51.200 OK
¢ 52.BYE
1 53.2000K >
54.NOTIF3Bubscriptiorg
State: terminated

Figure 5-9 Primary PSAP Drops, Target Completes Transfer

34.The Primary PSAP initiates termination of i
bridge a BYE message.

35.The bridge responds bYyOoO&Endctesegagbe Primary
At this time the media session betwdenRrimary PSAP and the bridge is torn down.

36The bridge sends a NOTIFY message to the Pr
been terminated.
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e Primary PSAP r2e00Ko mks stayger.et urni ng a
e bridge sends a NO&rFYamgetsage poovhdeTrt
formati on.
e Transfer TargeOOKeméseasgdy retur
e Transfer Target completes the tran
the B2BUAadloirng hietsctzdonrmeefclta coen itto he
ssion between the caller and the bridg
f3)er Note that the Transfer Target must be
e | NVITE.
em&ry PSA
e bridge
e l er
e

37.
38.
39
K
|
\

ning a
ansfer
t b
r e

N— —

P-l N&/n dE da@ ore he call erds device a
to the Jransfer Target (with offe
s devi 260K emponage blyaslk ntdo ntghea Pr

41.
cal 0
s @)e.r

43. Primary2BBRAPmMmsesnage ato the Tr3dnsfer Targ
44.The Transfer TarkQK anteksnsoawglee dogye sr etthuer ni ng an

PSAP.
45 The Primary PSAROODKkmewkadgebdbytheturning an
device.

At this point a media session is established directly between the caller and the Transfer Target.

46.The Pri mary PSAP sends a BYE to the bridge 1
47.The bridge r es?®KI smebsys asgeen dtion gt hae Pr i mary PS

At this time thenedia session between the caller and the bridge is terminated.

Th
Th
i n
Th
0.Th
as
s e
of
t h
Th
t h
42.T h
an
Th

48.The bridge sends the Primary PSAP a NOTI FY 1
been terminated.

49.The Primary PSAP PO6®Komaess dyesending a
50,The bridge sendett he NOTawmyYf enesTage to provi.
the status of the conference.

51.The Transfer TargeO0@OkK spoxngdasgded.y returning a
52The Transfer Target sends a BYE to the bridc

53.The Dbri dge rseesipdbOidgsmassage to the Transfer T
At this point, the media session between the Transfer Target and the bridge is terminated.

54The bridge sends the Transfer Target a NOTI I
been terminated.
55 ThBransfer Target 200Kp anedsss algye.sendi ng a
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5.9.2.4 Transfer Target Terminates Session with Caller

Caller Call Taker Transfer

Target

Transfer Target
initiates call
termination

57.BYE < 56.BYE

<
N

58.200 OK

A 4

59.200 OK

\ 4

Figure 5-10 Transfer Target Terminates Call

56.The Transfer Target i nit iPatiamsarcalPIS AtPe ramiBryYet i
57.The Primary PSAP sends a BYE message to the
the session.

58.The call erds devi c2e00Ke snecsrsdag eb yt or @ thwer Pirn gnaa
50.The Primary PSAP a200Ko mkts skayg er dtourtrhiengir ans f

At this time the media session between the caller and the Transfer Target is terminated.

In this transfer scenario, the Call Taker UA remains in the signaling path for the duration of.the call
The media flows direty (via any BCF firewall of course) between the caller and the Transfer
Target Any further transfers would be accomplished in a similar manner, with the Call Taker UA

accepting an INVITE with a Replaces header, and initiatingll\VETE towards the cadr to
establish the correct media path.

This sequence is only necessary when the device does not implement Réplacesll Taker UA
can notice the presence of the Supported header, and if Replaces is supported, it can just initiate a
transfer using statard SIP methods, as described in Sedidnl It could, optionally, attempt the

Replaces even if a Supported header was not found, detect an error and initiatBlYH&Eeas
above in response.

The charactestics of this solution are:
1 No additional network signaling elements in the path unless necessary
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1 Media goes direct between endpoints
1 Caller UA receives multiple RINVITE messages

5.9.3 Answer all calls at a bridge

All incoming 9-1-1 calls are answered at adge When the bridge receives a call for the URI

specified in the last hop LoST route, the bridge creates the caller to bridge leg, and initiates an
INVITE to the PSAP/Call Taker (depending on configuration and where the bridge is located: in the
networkor in the PSAP)The caller remains on the bridge where it was first answé&rexicall taker

can add other parties to the bridge, other parties can add additional parties, parties can drop off the
bridge, and the caller to bridge leg remains stable.

5.9.3.1 Call Established Between Caller and Primary PSAP Via Bridge

. Secondary
Caller Bridge Primary PSAP
PSAP

1. INVITE
2.200 OK
3. ACK
RTP 7
- » | 4. INVITHsfocus >
5.200 OK
6. ACK >
- RTP_____________ >
_'7. SUBSCRIBiR:ConfiD
8.200 OK >
9. NOTIFY >
10.200 OK
Primary PSAP asks the
11 REFEBD:ConiD bridge to invite the
Re'fem): s_p—e dD SAP Secondary PSAP to the|
conference.
12.202Accepted
13.NOTIFY -
14.200 OK
Figure 5-11 Call Established at Bridge
1. The caller i nitiates an emergency session re
ESI.Aednte | EWINTTERiIi ns a Geol ocation hea(delre ne ntths
and signaling involved in routing the emerge
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