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1 Executive Overview

Major changes in the existing emergency services architecture are being driven by the
rapid evolution of the types of devices and services that can be used to request emergency
services. There is an increasing volume and diversity of information that can be made
available to assist PSAPs and responders in an emergency. NENA recognize this is a
fundamental update to the North American 9-1-1 system, and are addressing the challenge
with a system design called “"Next Generation 9-1-1" (NG9-1-1). NG9-1-1 is the evolution of
Enhanced 9-1-1 to an all IP-based emergency communications system.

This technical requirements document introduces requirements for a NG9-1-1 Public Safety
Answering Point (PSAP) that is capable of receiving IP-based signaling and media for
delivery of emergency calls conformant to the latest version of the NENA i3 Architecture
document [4]. An emergency call enters the i3 PSAP using Session Initiation Protocol (SIP
[14]) signaling. NG9-1-1 encourages the creation of many new coordination and
information access services to enrich collaborative interactions between all agencies
involved in processing emergency service requests. This document is issued as NENA
recommended requirements for functions and interfaces between an i3 PSAP and NG9-1-1
Core Services (NGCS), and among Functional Elements associated with the i3 PSAP.

This document is primarily intended to drive the development of one or more standards
that meet the technical requirements specified herein. Unless otherwise indicated, the
requirements in this document do not apply to products and services unless and until
matching specifications are published in applicable standards.

Scope

The scope of this document is intended to provide the detailed technical requirements for
an i3 PSAP that is capable of interoperating with NGCS. It also describes the application
service environment of the i3 PSAP and the interfaces required for processing of an
Incident. In this context a PSAP is not intended to indicate a single physical premises. A
PSAP may consist of Telecommunicators, Dispatchers, applications and services within a
single physical location or geographically distributed using IP connectivity.

The lifecycle of an incident begins at the moment an emergency call is initiated. For the
purposes of this document, the life cycle of the PSAP Incident starts with the arrival of the
emergency call at the PSAP and ends with its final archiving and closure.

An emergency call encompasses all communication(s) between the originator (caller) and
the i3 PSAP including voice. This document uses the word “call” to refer to a session
established either by signaling with two way real-time media involving a human making a
request for help, or an automated device sending a notification or other data. This
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document sometimes uses “voice call”, “video call”, or “text call” when specific media is of
primary importance.

The Functional Elements described in this document interact from PSAP Incident initiation
to closure. The interfaces identified in this section are those necessary to facilitate this
interaction.

The requirements in this document apply to any features that are used to operate in a
NG9-1-1 environment. This document is not intended to define the requirements for
transitioning from a legacy PSAP into an operational i3 PSAP.
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NENA
REQUIREMENTS DOCUMENT
NOTICE

This Requirements Document (REQ) is published by the National Emergency Number Association
(NENA), and is intended to be used by Standard Development Organizations (SDO) including NENA,
and/or designers, manufacturers, administrators and operators of systems to be utilized for the
purpose of processing emergency calls. It should be considered to be a source for identifying the
requirements necessary to meet the needs of the emergency services industry as it applies to the
subject covered in this REQ. It is not intended to provide complete design or operation
specifications or parameters or to assure the quality of performance for systems that process such
equipment or services.

NENA reserves the right to revise this Requirements Document for any reason including, but not
limited to:

e Conformity with criteria or requirements promulgated by various agencies,

e Utilization of advances in the state of the technical arts,
Reflecting changes in the design of equipment, network interfaces, or services described
herein.

This document is an information source for the voluntary use of communication centers. It is not
intended to be a complete operational directive.

It is possible that certain advances in technology or changes in governmental regulations will
precede these revisions. All NENA documents are subject to change as technology or other
influencing factors change. Therefore, this NENA document should not be the only source of
information used. NENA recommends that readers contact their 9-1-1 System Service Provider (9-
1-1 SSP) representative to ensure compatibility with the 9-1-1 network, and their legal counsel to
ensure compliance with current regulations.

Patents may cover the specifications, techniques, or network interface/system characteristics
disclosed herein. No license expressed or implied is hereby granted. This document shall not be
construed as a suggestion to any manufacturer to modify or change any of its products, nor does
this document represent any commitment by NENA or any affiliate thereof to purchase any product
whether or not it provides the described characteristics.

By using this document, the user agrees that NENA will have no liability for any consequential,
incidental, special, or punitive damages arising from use of the document.

NENA’s Committees have developed this document. Recommendations for change to this document
may be submitted to:

National Emergency Number Association
1700 Diagonal Rd, Suite 500
Alexandria, VA 22314

202.466.4911

or commleadership@nena.org
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NENA: The 9-1-1 Association improves 9-1-1 through research, standards development,
training, education, outreach, and advocacy. Our vision is a public made safer and more
secure through universally-available state-of-the-art 9-1-1 systems and better-trained 9-1-1
professionals. Learn more at nena.org.

Document Terminology

This section defines keywords, as they should be interpreted in NENA documents. The form
of emphasis (UPPER CASE) shall be consistent and exclusive throughout the document.
Any of these words used in lower case and not emphasized do not have special significance
beyond normal usage.

1. MUST, SHALL, REQUIRED: These terms mean that the definition is a normative
(absolute) requirement of the specification.

2. MUST NOT: This phrase, or the phrase "SHALL NOT", means that the definition is
an absolute prohibition of the specification.

3. SHOULD: This word, or the adjective "RECOMMENDED", means that there may
exist valid reasons in particular circumstances to ignore a particular item, but the full
implications must be understood and carefully weighed before choosing a different
course.

4. SHOULD NOT: This phrase, or the phrase "NOT RECOMMENDED" means that
there may exist valid reasons in particular circumstances when the particular
behavior is acceptable or even useful, but the full implications should be understood
and the case carefully weighed before implementing any behavior described with
this label.

5. MAY: This word, or the adjective "OPTIONAL", means that an item is truly optional.
One vendor may choose to include the item because a particular marketplace
requires it or because the vendor feels that it enhances the product while another
vendor may omit the same item. An implementation which does not include a
particular option “must” be prepared to interoperate with another implementation
which does include the option, though perhaps with reduced functionality. In the
same vein an implementation which does include a particular option “must” be
prepared to interoperate with another implementation which does not include the
option (except, of course, for the feature the option provides.)

These definitions are based on IETF RFC 2119.
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Intellectual Property Rights (IPR) Policy

NOTE — The user's attention is called to the possibility that compliance with this document
may require use of an invention covered by patent rights. By publication of this document,
NENA takes no position with respect to the validity of any such claim(s) or of any patent
rights in connection therewith. If a patent holder has filed a statement of willingness to
grant a license under these rights on reasonable and nondiscriminatory terms and
conditions to applicants desiring to obtain such a license, then details may be obtained
from NENA by contacting the Committee Resource Manager identified on NENA's website at
WWW.Nnena.org/ipr.

Consistent with the NENA IPR Policy, available at www.nena.org/ipr, NENA invites any
interested party to bring to its attention any copyrights, patents or patent applications, or
other proprietary rights that may cover technology that may be required to implement any
standards referenced by this document or to implement or follow any recommended best
practices, procedures or architectures contained herein.

Please address the information to:

National Emergency Number Association
1700 Diagonal Rd, Suite 500
Alexandria, VA 22314

202.466.4911

or commleadership@nena.org
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Reason for Issue/Reissue

NENA reserves the right to modify this document. Upon revision, the reason(s) will be

provided in the table below.

Document Number

Approval Date

Reason For Issue/Reissue

NENA/APCO-REQ-001.1-2015 10/06/2015 Initial Document

NENA/APCO-REQ-001.1.1-2016 01/15/2016 Non-substantive revision to correct
typo from ISSI to LIS in CALL 2300-
0100 and INCIDENT-HANDLING 1500-
0101

NENA-REQ-001.1.2-2018 06/10/2018 APCO requested to be removed from

this document 6/6/2018.

Non-substantive revisions to:

e Move doc to current template

e correct hyperlinks

e add definitions from NENA
Master Glossary

e Correct 2 terms

e Change IDE to IDX as defined
in NENA-STA-010 (i3)
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2 Operational or Technical Description

This section defines a reference model for the i3 PSAP and requirements associated with
them. The elements defined are functional and may or may not represent specific physical
equipment. The functional elements may reside with equipment at the PSAP or may be
hosted as a service.

2.1 Architecture

The Emergency Services IP network (ESInet), as defined in the NENA Master Glossary, is
the foundation upon which an i3 PSAP is implemented. The Functional Elements (FES)
described herein are interconnected, and communicate, via this ESInet. The i3 PSAP
architecture consists of these FEs, their interfaces, and the ESInet to which they are
connected. This architecture must support multimedia, enabling communication with callers
via voice, video, and text-based methods, as well as non-human-initiated communication
with devices. The architecture allows for the FEs to be collocated, and also for the concept
of the "virtual PSAP", i.e. a PSAP where personnel and the FEs do not have to be
collocated.

2.1.1 Assumptions

This document assumes an i3-compliant PSAP and NGCS. This document does not cover
the transitional states involved in moving to an i3 PSAP. The NENA NG9-1-1 Transition
Planning Committee (NGTPC) has produced a Transition Plan [11] describing transition
options and procedures.

2.1.2 Functional Elements

This document uses the concept of Functional Elements (FES) to describe the functionality
present in an i3 PSAP. A Functional Element does not correspond to a specific product or
system. In fact, a product may include more than one FE. Also an FE may be offered by
multiple products at the same PSAP. Also an FE does not correspond to a specific type of
position at the PSAP; e.g. Telecommunicator, Dispatcher, Supervisor. Multiple FEs will be
present at the same position and an FE may be present at multiple positions.

The purpose of an FE is to define a set of functions and the external interfaces to those
functions that can be implemented independently. The current structure is logical and
understandable and will allow the functionality to be described and assigned requirements.
This document describes the i3 PSAP Functional Elements, their interfaces, and their
requirements. Many of the FEs described in this document use the Emergency Incident
Data Document (EIDD) NENA-INF-005 [22], a proposed eXtensible Markup Language
(XML) document standard, to exchange emergency incident related data.

The assignment of technical requirements to an FE through this document sets the
framework to allow an FE to function as a part of an i3 PSAP. The requirements were
chosen to avoid unnecessary constraints. Every effort was made to allow vendors the
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freedom of innovation in designing their products to be competitive in NG9-1-1 and to give
PSAP management the flexibility to configure their PSAP as they choose.

Many of these requirements address interface protocols and data formats for FEs.
Conforming to these requirements is essential for NG9-1-1 to operate in a plug and play
fashion. A product offering one or more FEs must meet the interface requirements for
interfacing to FEs not contained in the product specified for that FE. Functional Elements
interact to allow efficient processing of calls.

Figure 1 shows the network reference model used in this document.

Location Emergency Emergency Location
Information Services Call Routing Validation Agency
Server Routing Proxy Function Function Locator
i Loggin: :
Map ST|me Se?\?icg Dispatch Collaboration
Database erver
Call Handling
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Border ESinet,
Control PSAP IP Network,
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Network
System
Alarms Local DB
i Management
p Console
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Alerts
Interactive
Media
Responder Response
Data RMS, JMS, =
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Figure 1 Functional Elements
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The following nomenclature is used in specifying requirements.
TOPIC XXXX-YYYY
Where
TOPIC denotes a functional area (e.g. GENERAL)
XXXX represents the top level (parent) requirement
YYYY represents the secondary level requirement. Child elements clarify or expand a
parent requirement (e.g. XXXX-0100, XXXX-0101, etc.)

2.2 General Functional Element Requirements
Requirements:

GEN 0100-0100 A Product offering a Functional Element as described in this document,
shall support the interfaces required for that FE, when interfacing with FEs offered by other
vendors.

GEN 0200-0100 PSAP Functional Elements shall synchronize their internal clocks to the
Time Server Functional Element described in the Time Server Functional Element section.
PSAP Functional Elements must maintain an accuracy of £.25 seconds relative to the Time
Server FE.

GEN 0300-0100 If an FE provides a Geographic Information System (GIS) server interface,
the FE must support the Spatial Interface (SI) server interface as described in the Spatial
Interface section of NENA-STA-010 [4].

GEN 0400-0100 If an FE provides a GIS client interface, the FE must support the SI client
interface as described in the Spatial Interface section of NENA-STA-010 [4].

GEN 0500-0100 If an FE provides a GIS replica, the FE must support the SI client interface
as described in the SI section of NENA-STA-010 [4].

GEN 0500-0200 If an FE provides a GIS which is used to provision other FEs, the FE must
support the SI server interface as described in the SI section of NENA-STA-010 [4].

GEN 0600-0100 If a PSAP FE provides the MSAG Conversion Service (MCS), the FE must
use the server-side interface as described in the MSAG Conversion Service section of NENA-
STA-010 [4].

GEN 0700-0100 If a PSAP FE uses an external MSAG Conversion Service it must implement
the client-side interface as described in the MSAG Conversion Service section of NENA-STA-
010 [4].

GEN 0750-0100 Any FE that implements policy defined in a NENA and/or APCO standard to
control its operation shall obtain such a policy from a policy store.

GEN 0800-0100 Any FE that implements a Policy Store as described in the Policy Store Web
Service section of NENA-STA-010 [4] must implement the server side of the policy web
service functions as described therein.
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GEN 0900-0100 Any FE that interfaces to an external policy store must implement the
client side of the policy web service functions as described in NENA-STA-010 [4].

GEN 1000-0100 Any FE that needs to dereference Additional Data URIs shall provide an
Additional Data dereference interface as described in the Data Associated with
call/caller/location/PSAP section of NENA-STA-010 [4].

GEN 1100-0100 Any FE may implement the Discrepancy Reporting client functionality to
provide a convenient method for users of that FE to file a Discrepancy Report.

GEN 1200-0100 An FE may send a discrepancy report automatically if it has sufficient data
available to complete the report.

GEN 1300-0100 All FEs must support emitting Simple Network Management Protocol
(SNMP) traps for alarm notification. The required MIBs and traps will be specified in future
work.

GEN 1400-0100 Every FE must implement the notifier side of the Element State interface
described in NENA-STA-010 [4].

GEN 1500-0100 Policy must control which FEs are allowed to subscribe to Element State
for a particular FE.

GEN 1600-0100 FEs must support the security mechanisms defined in the Security section
of NENA-STA-010 [4].

GEN 1700-0100 An FE that discovers a discrepancy must report it to the entity responsible
for the data that is erroneous using the Discrepancy Reporting mechanism described in
NENA-STA-010 [4].

GEN 1700-0200 Any FE that sends or receives Discrepancy Reports (defined in the
Discrepancy Reporting section of NENA-STA-010 [4]) must log the report it sent or
received.

GEN 1800-0100 Any FE that sends or receives Discrepancy Reports (defined in the
Discrepancy Reporting section of NENA-STA-010 [4]) must send a copy of the Discrepancy
Report to the Management Console.

GEN 2000-0100 Any FE must be able to discover other FEs within an Agency.

GEN 2100-0100 FEs must enforce Security mechanisms for Identity, Roles, Authentication,
Authorization, and Data Rights Management, as described in the Security section of NENA-
STA-010 [4].

GEN 2200-0100 An FE that determines the destination of a call or message based on the
location of the caller, incident, etc. must use the Emergency Call Routing Function (ECRF)
to determine the route.
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GEN 2300-0100 FEs that use Map Data shall be capable of obtaining data from an
appropriate Map Database FE.

GEN 2500-0100 An FE that receives a PIDF-LO containing a location marked as a "default
location” shall ensure that the location is treated and processed appropriately.

GEN 2600-0100 If an FE forwards a default location, the FE shall ensure that the default
marking is preserved on the forwarded default location.

GEN 2700-0100 FEs that log events must do so as specified in the Logging Service section
of NENA-STA-010 [4].

GEN 2800-0100 FEs that require location based routing to another Agency must use an
Emergency Services Routing Proxy (ESRP) to route a location based Service Request
(selective transfer).

GEN 2900-0100 Appropriate FEs shall support a mechanism to generate a request for
dispatch and to cancel the request.

GEN 3000-0100 FEs shall respond to requests for dispatch sent to them and any follow up
cancellation of the requests.

GEN 3100-0100 All FEs that render or generate any media type must support the media
formats required for that type. Required media formats are described in the Media section
of NENA-STA-010 [4].

GEN 3300-0100 Any FE that requires access to real-time or recorded streaming media shall
support retrieving such media by dereferencing a provided URL.

GEN 3400-0100 Any FE that requires access to real-time or recorded streaming media shall
support RTSP (Real Time Streaming Protocol, RFC 2326 [8]) to access those media.

GEN 3500-0100 A keep-alive mechanism is required on each interface between FEs.

2.2.1 FEs Shared by Multiple Agencies must:

Requirements:

MULTI-TENANT 0100-0100 Allow each Agency to have its own policies including security
policies.

MULTI-TENANT 0200-0100 Allow each Agency to control who has access to configuration
data specific to that Agency.

MULTI-TENANT 0300-0100 Not allow the provisioning of an Agency to affect the
provisioning of another Agency.

2.3 Policy Routing of Calls and Incidents

Within a PSAP, there are several circumstances where a call or an EIDD must be routed to
one of several destinations. These destinations may be inside a PSAP (such as one of
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several different agency dispatchers), outside the PSAP (one of several other agencies) or
a combination.

Requirements:

POLICY 0100-0100 wherever a destination for a call or an EIDD must be selected from a
list of destinations based on state, load, location, and similar factors, the choice of
destination must be contained within a policy. Rationale: This requirement is to constrain
implementations to provide a standardized mechanism for PSAP management to control
routing within the PSAP and between PSAPs much like the ESRP Policy Routing Function
controls routing of calls in the NGCS. Implementations may provide additional routing
capability, but must support the standardized mechanism.

2.4 General Topics

2.4.1 Emergency Incident Data Document

An Emergency Incident Data Document (EIDD) NENA-INF-005 [22] is an XML document
that is used in a structured data exchange between a source and one or more destinations
regarding the current state of an incident. The current state is defined as the information
known by an FE at the time that an EIDD is sent. The transmitted EIDD must contain the
mandatory data elements defined in the EIDD XML schema and one or more optional
elements as dictated by the status of the incident and nature of the exchange. All of the
data elements contained in the exchange must conform to the EIDD XML schema. An EIDD
can be exchanged via two methods:

1. A notification EIDD is sent in response to specific triggering events. When an
Agency or FE needs to communicate the current state of an incident to one or
more subscribing FEs or agencies, e.g. call arrival triggers EIDD to be sent from
the Call Handling FE to the PSAP Incident Record Handling FE.

2. A solicited EIDD is sent in response to a request to provide the state of a specific
incident.

EIDDs are always sent to specific destinations. The destination of an EIDD is a Functional
Element of a specific agency. Access to specific data is dependent upon the role/s of the
intended recipient. Possible destinations for an EIDD include:

1. Other local functional elements such as dispatch, logging, Records Management
System (RMS) etc.

2. Functional Elements in external agencies such as other PSAPs, FBI, hospitals, etc.

The Incident data Exchange (IDX) FE may be used to facilitate the transmission of the
EIDD. See the Incident Data Exchange section for further Information.
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The Emergency Incident Data Document format specifications will be documented in a
NENA standard based on the published NENA Emergency Incident Data Document (EIDD)
informational document (NENA-INF-005 [22]).

2.4.2 Requirements for FEs sending or receiving EIDDs
Requirements:

SEND-EIDD 0100-0100 All EIDDs must be logged as specified in the Logging Service
section of NENA-STA-010 [4].

SEND-EIDD 0200-0100 Whenever an EIDD is sent, a notice of the exchange must be
logged.

SEND-EIDD 0300-0100 Whenever an EIDD is received, a notice of the exchange must be
logged.

SEND-EIDD 0400-0100 When a relevant change in Incident information occurs, an EIDD
must be sent to communicating FEs, within the constraints of any installed filter. What
constitutes a relevant change will be determined in future work.

SEND-EIDD 0500-0100 When an agency receives a call, the first FE handling the associated
Incident must send an EIDD to the logger. This requirement also applies when an Incident
is communicated through some means other than a call.

SEND-EIDD 0600-0100 All EIDDs must conform to the EIDD schema.

SEND-EIDD 0700-0100 The transmission of an EIDD must comply with the data rights
management policy of the agency that created the data. The data rights management
policy must conform to local, state/provincial and federal laws and regulations.

SEND-EIDD 0800-0100 The Incident Data Exchange FE shall present a discoverable query
point to other agencies and FEs through which incident information may be obtained
regarding incidents handled by FEs registered with the Incident Data Exchange FE.

SEND-EIDD 0900-0100 The FE may respond to a request for incident information by
replying with an EIDD containing data extracted from its own internal databases. The
Incident Data Exchange FE may reply with an EIDD obtained by querying appropriate FEs.

SEND-EIDD 1000-0100 The FE must be able to send an EIDD to an agency based on an
agency type and location using the ECRF.

SEND-EIDD 1000-0200 The FE must be able to send an EIDD to an agency based on an
agency name using the Agency Locator.

SEND-EIDD 1000-0300 An FE must be able to request notifications of any new incidents, or
updates to an existing incident, from an FE within an agency or the IDX of another agency.

SEND-EIDD 1000-0400 An FE must be able to request EIDDs based on data contained in
an EIDD such as incident types, location, etc.

10/06/2015, Reviewed 06/10/2018 Page 16 of 64

SO

THE § ATION

© Copyright 2018 National Emergency Number Association, Inc.



NENA Next Generation 9-1-1 Public Safety Answering Point Requirements
NENA-REQ-001.1.2-2018, October 6, 2015, Reviewed 06/10/2018

SEND-EIDD 1100-0200 The FE must implement an asynchronous notification mechanism
for sending EIDDs.

SEND-EIDD 1200-0100 The FE must implement a Request-Response messaging
mechanism for sending EIDDs.

SEND-EIDD 1300-0100 The FE must support sending and receiving EIDDs either by
reference or by value, based on policy. When sent by value, the EIDD is transmitted in the
notification or response. When sent by reference, a Uniform Resource Identifier (URI) is
sent in the notification or response, and the recipient may retrieve the EIDD by
dereferencing the URI.

SEND-EIDD 1400-0100 The FE must be able to request that an EIDD be sent by value or
by reference.

SEND-EIDD 1400-0200 The FE receiving a subscription or request for an EIDD must be
able to respond with an appropriate error if the requested format (value or reference) is
not acceptable per the agency policy.

SEND-EIDD 1500-0100 The FE sending an EIDD may send an EIDD by reference to those
that have requested an EIDD by value if dictated by agency policy.

SEND-EIDD 1600-0100 The specification resulting from these requirements shall identify
which FE(s) must populate specific component(s) of an EIDD.

2.4.3 Management Console

The Management Console supports general management functions for the PSAP, including
reporting PSAP Security Posture and PSAP Service State. It also sends and receives
Discrepancy Reports on behalf of the PSAP, and may implement a Policy Editor.

Requirements:

MANAGEMENT 0100-0100 The Management Console shall report the PSAP’s Service State
to entities inside or outside the PSAP.

MANAGEMENT 0200-0100 An interface between the Management Console FE and the Call
Handling FE is required to allow the Call Handling FE to report requests for diversion and

the Management Console to approve or deny such requests. Reference the Call Diversion

sub-section of the PSAP Interface section in NENA-STA-010 [4].

MANAGEMENT 0300-0100 An interface between the Management Console FE and all PSAP
FEs is required so those FEs can report their Element State and/or Service State to the
Management Console.

MANAGEMENT 0400-0100 The Management Console must implement the Security Posture
notification as described in the Security Posture section of NENA-STA-010 [4].
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MANAGEMENT 0500-0100 An interface between the Management Console FE and the Call
Handling FE is required to allow the Management Console FE to control whether diverted
calls are accepted by the Call Handling FE, as described in the Dequeue Registration Event
Package section of NENA-STA-010 [4]. The Call Handling FE is responsible for informing
the Terminating ESRP of this status.

MANAGEMENT 0600-0100 The Management Console must host a Discrepancy Report Web
Service for the agency as described in the Discrepancy Reporting section of NENA-STA-010

[4].
MANAGEMENT 0700-0100 The Management Console must receive discrepancy reports from
sources outside and inside of the Agency.

MANAGEMENT 0800-0100 The Management Console shall support sending and receiving
Status Updates and Status Update Requests as described in the Discrepancy Reporting
section of NENA-STA-010 [4].

MANAGEMENT 0900-0100 The Management Console interfaces shall be discoverable.

MANAGEMENT 1000-0100 The Management Console must implement the receiver side of
the alarm interface as described in the System Alarms Section.

2.5 Network Layer Functional Elements
2.5.1 i3 PSAP Network

The i3 PSAP Network may be described as an overlay network consisting of ESInets, local
LANs and additional IP functionality supporting a PSAP or Jurisdiction. i3 PSAP Networks
are private, managed, routed IP networks. An i3 PSAP Network serves a PSAP which is not
necessarily restricted to single physical premises. That is, Agents may be located remotely
from the main premises and connected to the i3 PSAP Network via IP.

While it has been common to have multiple physical networks for separate functions, this
practice is strongly discouraged. Best practices in network engineering dictate that a
unified, ideally redundant, physical network infrastructure is used and any necessary
separation for security or functional purposes is accomplished logically in network devices.
Where possible, the same configuration is encouraged in PSAP networking. Best practices
in network management dictate centralized network management.

During the transition from legacy to NG9-1-1 networking in existing PSAPs, it is likely that
multiple, limited-purpose networks will already exist. One NG9-1-1 transition goal should be
to consolidate the legacy networks into a single network and accommodate any required
separation logically. Vendors and system architects should not design products or systems
that rely on single purpose networks unless no other alternatives exist. The architecture of
the i3 PSAP Network must allow access to all systems that conform to the specifications
stated in the network requirements section below.
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Network management is responsible for setting network policy for all parts of the i3 PSAP
Network, including acceptable use policies and information security. Because the i3 PSAP
Network connects with many other networks and systems, much thought will need to go
into network policy development. For example if connectivity to the FBI's Law Enforcement
Online (LEQ) databases and systems or to the National Crime Information Center (NCIC) is
provided, then compliance with the FBI's Criminal Justice Information System (CJIS)
security policy [20] will have to be implemented. i3 PSAP Networks that communicate with
other local, state and national networks may have to accommodate various and, possibly,
conflicting network policies. APCO/NENA cannot arbitrate between various network policies;
the best that APCO/NENA can do is offer guidance in best practices for the development of
network policy.

Requirements:
NET 0100-0100 The i3 PSAP Network design shall adhere to the following specifications:

NENA-STA-010: Detailed Functional and Interface Standards for the NENA i3
Solution [4]1

NENA 75-001: NENA Security for Next-Generation 9-1-1 (NG-SEC) [6]

NENA 08-506: NENA Emergency Services IP Network Design for NG9-1-1[10]

2.5.2 Emergency Call Routing Function (ECRF), Location Validation Function
(LVF), Emergency Services Routing Proxy (ESRP), Location Information
Server (LIS) and Agency Locator Functional Elements

The ECRF/LVF and ESRP functional elements are documented in detail in NENA-STA-010
[4] and are covered here to describe how they function in the context of the PSAP.

The Call Handling FE of the PSAP uses the ESRP when making a call to another agency or
transferring or conferencing an existing call outside of the PSAP. The Call Handling FE
determines the intended destination of the call or transfer request, for example using the
ECRF for service-and-location based routing or the Agency Locator for name based routing,
and the Call Handling FE forwards the call to wherever that routing mechanism determines,
which would normally be an ESRP. The ESRP will route the call, possibly through one or
more intermediate ESRPs to the terminating ESRP of the ultimate destination. For example
a PSAP sends a call to a fire department by querying the ECRF with the location of the
incident and an appropriate Service URN such as urn:nena:service:sos.fire.

The ECRF and ESRP function together on the ESInet for the purpose of routing calls and
other data to the correct PSAP. The ECRF provides the nominal destination for a call or
other data based on the type of service needed and the location. The ESRP queries the

Ispecifically, the Emergency Services IP Networks section of NENA-STA-010 [4] mandates
implementation of DiffServ quality of service mechanisms which must be deployed within a PSAP
to maintain QoS
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ECRF to obtain the destination URI. The ESRP routes based on policy rules and the state of
the destination. A Policy Routing Function (PRF) is used by the ESRP to apply the policy
rules. A call is routed through one or more ESRPs to its final destination. See the ESRP and
ECRF Sections in the NENA-STA-010 [4] document for more information. A PSAP uses the
LVF to validate a location that was received either verbally, by a text message or by some
other non-standard method for conveying location.

The PSAP Call Handling FE, Incident Record Handling FE, Dispatch FE or other PSAP
Services must use the ESRP to route a location based Service Request (selective transfer).
Routing the request through an ESRP for any location based services allows the ESInet to
take advantage of the PRF feature.

The Agency Locator FE is used to locate an Agency and the interfaces and services it
provides. Please refer to Agency Locator section of NENA-STA-010 [4] document for more
information.

The Location Information Server (LIS) FE is used to provide location information. A PSAP
uses the LIS FE to obtain location updates when location is provided by reference. See the
Location Information Server (LIS) section in the NENA-STA-010 [4] document for more
information.

2.5.3 Border Control Function (BCF)

A BCF sits between external networks and the ESInet and between the ESInet and PSAP
networks. The BCF provides a secure entry point into the PSAP from outside networks such
as the ESInet. The BCF incorporates firewall and Session Border Controller (SBC) functions,
and may include other security functions, including functions designed to recognize and
block external attacks on PSAP infrastructure.

The ESInet will provide BCF functionality between the ESInet and the outside origination
networks including the Internet.

It is highly recommended that a BCF exist between the ESInet and the PSAP.

A BCF must exist between the PSAP NG9-1-1 Network and any other external networks to
which it is connected. This does not imply that a virtual PSAP necessarily requires a BCF
between any part of that virtual PSAP and the network that connects them together.

Refer to the NENA i3 documents 08-002 [3] and NENA-STA-010[4] for a detailed
description of BCF functionality and interfaces.

2.5.4 PSAP Administrative PBX

The PSAP Administrative PBX includes telecommunication equipment that handles
processing of administrative, non-emergency telephone communications. This PBX can also
be integrated with other systems within the organization in order to provide additional
administrative services such as email, instant messaging, voicemail and other non-
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emergency related processing. The administrative PBX could utilize some of the same core
physical elements (including call processing and networking) as the communication
equipment supporting NG9-1-1 as long as the processing of administrative tasks does not
affect the performance of the emergency services.

Requirements:

PBX 0100-0100 If the PSAP Administrative PBX is involved in handling NG9-1-1 calls, then
processing of administrative tasks shall not affect the performance of the emergency
services.

2.5.5 Radio Interface

While an Agency’s radio system and its over-the-air interface is out of scope for this
document, some FEs will need to interface to the radio system. A Logging Service is
expected to be able to record radio traffic. Since FEs may be located on a remote network
such as the ESInet, a Radio over IP (RoIP) interface is needed. One example of such a
RoIP interface is the Project 25 (P25) Inter-RF Sub System Interface (ISSI) [15]. Because
ISSI only supports P25 radio systems, gateway protocols would be required to interface to
the many types of legacy radio systems that will continue to be used in Public Safety. One
example of such a gateway protocol is the U.S. Department of Homeland Security’s
Bridging Systems Interface [16]. Future support for Long Term Evolution (LTE) will also be
required.

When identifying a transmission source and destination, the technology used by the radio
system determines the form of address. This address could be a radio channel, a
Subscriber Group [15], an IP address, a telephone number or any other form of address for
a specific technology. The source and destination address information is important
metadata that other interested FEs will need to receive along with the audio, video or data
payload being transmitted.

Requirements:

RADIO 0100-0100 The Radio Interface shall support transmitting audio, video and text
(both two-way interactive and streaming), and associated metadata to and from a radio
system and other FEs. Note: Not every radio system will support all forms of media.

RADIO 0200-0100 The Radio Interface shall support a mechanism for other FEs to register
for specific addresses that it wishes to receive traffic from.

RADIO 0300-0100 The Radio Interface shall support a mechanism for other FEs to specify
an address that it wishes to send traffic to.

RADIO 0400-0100 The Radio Interface shall support authentication and authorization of
client FEs that wish to use supported radio system features.
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RADIO 0500-0100 The Radio Interface shall support privacy and message integrity of all
traffic.

RADIO 0700-0100 The Radio Interface shall support bridging of emergency and other calls
to the radio

2.6 Communications Functional Elements
These functional elements are involved in communications and call handling.

2.6.1 Call Handling

The Call Handling Functional Element is concerned with the details of the management of
calls. It handles all communication from the caller. It includes the interfaces, devices and
applications utilized by the Agents to handle the call. It receives and may display the
content of multimedia calls such as text and video to the Agent.

2.6.1.1Receiving Calls
Requirements:

CALL 0100-0100 The Call Handling FE shall deploy the Session Initiation Protocol (SIP) call
interface as defined in the SIP Call sub-section of the Interfaces section in NENA-STA-010

[4].
CALL 0200-0100 The Call Handling FE shall accept the location specified in the Geolocation
Header or within an EIDD in the SIP message.

CALL 0300-0100 If a call is received with location by reference, the Call Handling FE shall
use the reference to retrieve (dereference) the location via HTTP-Enabled Location Delivery
protocol (HELD) or SIP per NENA-STA-010 [4].

CALL 0400-0100 The i3 PSAP shall be able to receive and display either geo or civic
information received in the PIDF-LO.

CALL 0500-0100 The location reference, if received, may also be used for subsequent
location updates.

CALL 0600-0100 Call Handling FE shall implement at least one incoming call queue [as
defined in NENA-STA-010 [4].

CALL 0700-0100 The Call Handling FE shall support the QueueState notification function for
its queues so it can notify as described in the QueueState Event Package section of NENA-
STA-010 [4].

CALL 0800-0100 The Call Handling FE may support the QueueState Subscribe function for
downstream queues in other elements as described in the QueueState Event Package
section of NENA-STA-010 [4].
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CALL 0900-0100 The Call Handling FE shall subscribe to the Management Console’s Service
State so that the Call Handling FE's QueueState can be changed to the state dictated by
local policy whenever the PSAP’s Service State has changed.

CALL 1000-0100 The Call Handling FE shall support the dequeue registration function as
described in the DequeueRegistration Event Package section of NENA-STA-010 [4].

CALL 1100-0100 In order to support call diversion for other PSAPs in overload conditions,
the Call Handling FE shall support the dequeue function with standby flag set to true as
described in the DequeueRegistration Event Package section of NENA-STA-010 [4].

CALL 1200-0100 The Call Handling FE shall provide an interface to the Management
Console to support standby diversion as described in the DequeueRegistration Event
Package section of NENA-STA-010 [4].

CALL 1300-0100 The Call Handling FE must support Non-Human-Initiated calls as defined
in NENA-STA-010 [4].

2.6.1.2Processing Calls
Requirements:

CALL 1400-0100 An optional Automatic Call Distribution function may be used to distribute
calls to appropriate Agent Positions.

CALL 1500-0100 Routing to the appropriate Agent may use any available information in the
signaling message, for example language preference.

CALL 1600-0100 If the i3 PSAP receives a call request and all Agents are busy, it may
return a “486 busy here” indication. The PSAP may invoke alternative call treatment based
upon local procedures.

CALL 1700-0100 If the Call Handling FE detects call abandonment, the Call Handling FE
should have the capability to display the call data to an Agent.

CALL 1800-0100 If an emergency call has been alternate routed from a PSAP, the Call
Handling FE will receive indication of call rerouting, and shall be able to handle this
indication.

CALL 1900-0100 If an i3 PSAP is designated as the default PSAP it may receive the call
request with a default location. This i3 PSAP shall process the call as a hormal emergency
call.

CALL 2000-0100 Additional data about a call, caller or location may be retrieved using the
processes described in the Additional Data Repository (ADR) section of NENA-STA-010 [4].

CALL 2100-0100 The Call Handling FE shall provide an Additional Data dereference
interface as described in the Additional Data Repository (ADR) section of NENA-STA-010

[4].
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CALL 2200-0100 The Call Handling FE shall implement the Location to Service Translation
(LoST) [7] client interface as defined in the LoST subsection of the Interfaces section of
NENA-STA-010 [4] to interact with the ECRF and LVF FEs.

CALL 2300-0100 The Call Handling FE shall implement the HELD dereference interface [9]
to query the LIS or LNG FE to obtain the current location for a call.

CALL 2400-0100 The Call Handling FE shall implement the SIP Presence Event Package
interface to obtain the current location for a call.

CALL 2500-0100 The Call Handling FE shall dereference the location sent by reference for
all calls.

CALL 2600-0100 The Call handling FE shall provide a standardized interface to allow an
authorized agent to barge into the call.

CALL 2700-0100 The Call handling FE shall provide a standardized interface to allow an
authorized agent to monitor a call in a listen-only mode.

CALL 2800-0100 If the Call Handling FE is used to clear an Incident, the Call Handling FE
shall initiate logging of a ClearIncident LogEvent to the Logging Service as specified in the
Logging Service section of NENA-STA-010 [4].

CALL 2910-0100 The Call Handling FE shall implement the test call function capability as
described in the Test Calls section of NENA-STA-010 [4].

CALL 3000-0100 The Call Handling FE shall implement the client side of the Agency Locator
interface as described in Agency Locator section of NENA-STA-010 [4].

CALL 3100-0100 If the Call Handling FE is operating in a jurisdiction where PSAP Call
Control Features are required then the Call Handling FE shall support the applicable i3
PSAP features specified in Appendix C of NENA-STA-010 [4].

2.6.1.3Call Hold and Park
Requirements:

CALL 3000-0100 A form of call Hold functionality shall be provided.

CALL 3100-0100 Placing an emergency call “on hold” or muting or park shall not interrupt
recording of the caller’'s media and recording of any media (e.g. from an Announcement
Server) sent to the Caller.

Rationale: In NG9-1-1, because a SIP “Hold"” function results in disconnected media by
design, the SIP one-way or two-way mute mechanism in NG9-1-1 replaces what is
referred to as “Call Hold” in legacy Public Switched Telephone Network (PSTN)
systems.

CALL 3200-100 The legacy feature known as park or Non-Exclusive Hold in legacy systems
shall be supported in some to-be-specified form.
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Rationale: Emergency calls that are intended for transfer to a call-taker that is not yet
available, can be temporarily parked. Unlike an exclusive Hold, a call shall be able to be
suspended in a state where any authorized agent can retrieve it.

CALL 3300-100 Both sides of one-way, as well as two-way, mute capabilities (i.e. not
rendering the media of a party) for all NG9-1-1 emergency media shall be supported.

2.6.1.4 State Management
Requirements:

CALL 3400-0100 The Call Handling FE must report its state to subscribing FEs. (A registry
of appropriate Call Handling FE states will be required).

CALL 3500-0100 The Call Handling FE shall be able to subscribe to ESRP notify events
occurring within the NG9-1-1 routing network. For example, an element in the NG9-1-1
routing network may have changes in routing conditions of which it needs to notify the
PSAP.

CALL 3600-0100 The Call Handling FE shall report the PSAP Element State as defined in the
Element State section of NENA-STA-010 [4] to the Terminating ESRP.

CALL 3700-0100 The Call Handling FE shall have an interface to the Management Console
that will allow the Management Console to influence the PSAP Element State value.

CALL 3800-0100 The state of the individual agents shall be reported to the Management
Console by the Call Handling FE.

CALL 3900-0100 The Call Handling FE shall support all the options listed in the NENA-STA-
010 [4] section titled “Transfer Involving Devices Not Supporting Replaces”. Provisioning of
the Call Handling FE shall be able to select one of these options.

2.6.1.5Bridging Calls

Calls may be bridged between i3 PSAPs or between an i3 PSAP and a legacy PSAP. An i3
PSAP must not need to know if the destination PSAP is IP or legacy. Bridging capabilities
can be mediated by the ESInet. These requirements are divided into receiving calls that
have been bridged and establishing a bridge. SIP parameters will denote that the call has
been redirected (bridged) from another i3 PSAP or legacy PSAP. See the Bridging section of
NENA-STA-010 [4] for more information.

Requirements:

BRIDGE 0100-0100 The Call handling FE must provide the functionality allowing the Agent
to have a side bar conversation with others without the calling party hearing the
conversation.
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2.6.1.6 Receiving Bridged Calls
Requirements for receiving an initial call apply to receiving bridged calls.

Requirements:

BRIDGE-IN 0100-0100 When an i3 PSAP is bridged into a 9-1-1 call the receiving PSAP
must have the ability to receive all of the data that the initial PSAP sends, including
location, etc. This information will be found in the EIDD embedded or referenced in the
received INVITE message as described in the Bridging section of NENA-STA-010 [4].

BRIDGE-IN 0200-0100 The Bridge FE shall support all the options listed in the NENA-STA-
010 [4] section titled “Transfer Involving Devices Not Supporting Replaces”. Provisioning of
the Bridge FE shall be able to select one of these options.

2.6.1.7 Originating Bridged Calls

A PSAP Agent may need to add on another PSAP or authorized agency. The destination
may be either another i3 PSAP or a legacy PSAP.

Requirements:

BRIDGE-OUT 0100-0100 The Call Handling FE must have the ability to establish a bridge to
one or more NG9-1-1 entities or legacy (e.g., PSTN) entities.

BRIDGE-OUT 0200-0100 When a i3 PSAP initiates a bridge it shall transmit all of the data
that it knows.

BRIDGE-OUT 0300-0100 The bridge signaling for calls shall include the PSAP identifier of
the originating PSAP. See NENA-STA-010 [4] for more information.

BRIDGE-OUT 0400-0100 When an emergency call is bridged, the Call Handling FE shall
make available the location or location reference information in the bridge signaling that
was received in the original emergency call plus Additional Data references per local policy.
See the Passing data to Agencies via bridging section of NENA-STA-010 [4].

BRIDGE-OUT 0500-0100 When an emergency call is bridged, the Call Handling FE may
pass the local notes collected during interactions with the caller in an EIDD passed in the
signaling as defined in NENA-STA-010 [4].

BRIDGE-OUT 0600-0100 The i3 PSAP may implement a transfer (bridge) function based
upon the location of the caller and classification of the call, e.g. to police, fire, Emergency
Medical Service (EMS) or other authorized agencies.

BRIDGE-OUT 0700-0100 The Call Handling FE shall support using the ECRF to determine
the route to the appropriate agency.

BRIDGE-OUT 0800-0100 The Call Handling FE shall use the Incident location and proper
service identifier (e.g. urn:nena:service:responder.police) to query the ECRF in order to
determine the agency to which the call should be bridged.
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BRIDGE-OUT 0900-0100 The Call Handling FE shall support using a URI to initiate a bridge,
the URI being obtained from the ECRF or from a local database.

BRIDGE-OUT 1000-0100 The i3 PSAP shall have the capability to drop from the bridge
without terminating the bridge.

BRIDGE-OUT 1100-0100 The Call Handling FE shall support the capability to blind or
attended transfer a call to another Agent, PSAP or authorized agency. Attended transfer
uses the Bridging and related sections of NENA-STA-010 [4].

BRIDGE-OUT 1200-0100 On a transfer, the Call Handling FE may provide ancillary
supplemental information collected during the dialogue with the caller (e.g. Agent notes).

2.6.1.8Bridge Floor Management

It is desirable for the i3 PSAP Agent that initiated the bridge to have control of the bridge
and of the parties on the bridge. This may include adding parties, dropping parties, muting
parties, etc. Supervisory barge-in and monitoring may also involve the bridge. Refer to the
Bridging section of NENA-STA-010 [4] for information on bridging parties who are external
to the PSAP.

Requirements:

FLOOR 0100-0100 When an NG9-1-1 Call Handling FE initiates a bridge it shall transmit all
of the data that the PSAP’s policy allows.

FLOOR 0200-0100 The Call Handling FE must support the capability to add parties to the
bridge.

FLOOR 0300-0100 The Call Handling FE must support the capability to selectively drop
parties from the bridge.

FLOOR 0400-0100 The Call Handling FE must support the capability to selectively mute
parties on the bridge.

FLOOR 0500-0100 The Call Handling FE shall have the capability to allow parties on the
bridge to converse without another party’s knowledge.

FLOOR 0600-0100 The Call Handling FE must support the ability for an authorized
supervisor to barge into the call.

FLOOR 0700-0100 The Call Handling FE must support the ability for an authorized
supervisor to monitor the call without the other parties’ awareness.

FLOOR 0800-0100 The Call Handling FE (or the bridge acting on its behalf) must log an
event to the Logging Service denoting that someone has initiated monitoring of the call.

FLOOR 0900-0100 Call Handling FEs on the bridge should be notified of status of other
parties on the bridge. See Bridging section of NENA-STA-010 [4] for more information.
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FLOOR 1000-0101 The notification capability shall be configurable such that notification of
certain parties’ (e.g. supervisors) presence is not notified to other parties on the bridge.

2.6.1.9Media
Requirements:

MEDIA 0100-0100 The Call Handling FE shall support the media requirements in the Media
Section of NENA-STA-010 [4].

2.6.1.10 Callback
Requirements:

CALLBACK 0100-0100 The Call Handling FE must support immediate call backs to the
original callers specified in NENA-STA-010 [4].

CALLBACK 0200-0100 The Call Handling FE must be able to support non-immediate call
back to the original caller after call termination, as specified in NENA-STA-010 [4].

2.6.1.11 TTY/TDD

TTY is a teletypewriter, aka TDD or Telecommunications Device for the Deaf, Hard-of-
Hearing and speech impaired. TTY/TDD is part of the Call Handling Functional Element.
The term 'TDD' means a Telecommunications Device for the Deaf, which is a machine that
employs alpha/numeric communication in the transmission of coded signals through a wire
or radio communication system.

TTY/TDD devices are rapidly being replaced by newer technology for normal
communications among the hearing and speech impaired. As long as TTY/TDD devices are
used they must be supported in the NG9-1-1 system. The TTY/TDD call consists of a series
of analog tones representing characters encoded in either Baudot or TN1663 (old Bell-103),
commonly known as ASCII TTY encoding. Characters are received one at a time and
displayed on receipt. TTY is a form of “Real Time Text (RTT)" as opposed to messaging,
which usually is sent and displayed a line at a time. Real time text is more interactive, but
requires that both ends maintain state to deal with erasures.

Carrying TTY tones reliably through IP networks may be difficult. Consequently, the
transcoding (conversion of Baudot/ASCII tones to RFC 4103 [12]) may have to be done at
entry to the ESInet. ESInets can be engineered to transport TTY reliably or they must
provide transcoding at the entrance to the network. The PSAP network must also be
engineered to transport TTY reliably, provide transcoding at the entrance to the network or
the ESInet to which it is connected must transcode the TTY tones before presentation to
the PSAP.

The PSAP must support a caller using a TTY device using one of the following methods:
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1. The Call Handling FE must be able to accept Baudot and display as text. If the
ESInet does not provide transcoding the PSAP portion of the ESInet must be
engineered to transport TTY reliably.

2. The PSAP must have a transcoder from Baudot to RFC 4103 [12] at the entrance of
the network. The Call Handling FE must be able to accept RFC 4103 [12] and display
as text.

3. The ESInet and all other sources of calls to the PSAP must only present RFC 4103
[12] RTT to the PSAP. This implies that all TTY calls must be transcoded (Baudot to
RFC 4103 [12]) before presentation to the PSAP. The Call Handling FE must be able
to accept RFC 4103 [12] and display as text.

Requirements:
TTY 0100-0100The Call Handling FE must implement option 1 above.

TTY 0200-0100 The Call Handling FE and any other SIP User Agent must support receiving
and displaying RFC 4103 [12] Real Time Text.

TTY 0300-0100 The TTY transcoder in the Call Handling FE must conform to section TTY
(Baudot tones) of NENA-STA-010 [4]

2.6.2 Outgoing Alert Functional Element

An optional Outgoing Alert FE provides interfaces that allow an Agency to provide some
information to emergency services personnel or entities, or to the public at large. Present
methods for alerting interested parties to emergencies and other events that may affect
them currently use proprietary mechanisms and have limited capabilities. These
requirements seek to standardize interfaces to alerting systems and provide improved
capabilities for local governments to issue alerts.

In these requirements the term Notifier is the authority issuing the alert and the term
Distributor is the system distributing the alert to targeted endpoints. The Authority to
Citizen Outgoing Alert Functional Element provides a standardized interface that allows a
Notifier to communicate an alert to a Distributor, and a Distributor to communicate the
status of the alert back to the Notifier.

Requirements:

OUTGOINGALERT 0100-0100 There shall be a standardized interface between the Notifier
and one or more Distributors (entities, typically outside the ESInet, that deliver alerts to
targeted devices).

OUTGOINGALERT 0200-0100 The interface shall use the Common Alerting Protocol (CAP)
[17].

OUTGOINGALERT 0300-0100 A transport mechanism for CAP [17] shall be specified.
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OUTGOINGALERT 04000-100- The Notifier shall be able to select Distributors.

OUTGOINGALERT 0500-0100 The Notifier shall be able to classify targeted devices into
groups and to specify which groups are to receive the alert.

OUTGOINGALERT 0600-0100 An acknowledgment mechanism shall be specified for the
Distributor to inform the notifier that the alert has been distributed.

OUTGOINGALERT 0700-0100 The interface shall be compatible with IPAWS-OPEN [18]
such that alerts may be sent through IPAWS-OPEN [18] to existing distribution
mechanisms.

OUTGOINGALERT 0800-0100 Interface shall support specification of distribution by
affected area (geo-targeting), pre-determined groups, opt-in and opt-out (including opt-in
to a geo-targeted alert using a supplied location), or any combination of these options.
This requirement does not impose requirements on any given Distributor to allow all such
targeting options.

OUTGOINGALERT 0900-0100 The Outgoing Alert Functional Element shall provide a
mechanism to manage a list of Distributors.

OUTGOINGALERT 1000-0100 The Outgoing Alert Functional Element shall support
receiving EIDDs in order to provide information about a notification.

OUTGOINGALERT 1100-0100 The Outgoing Alert Functional Element shall log alerts sent
and acknowledgement received.

OUTGOINGALERT 1200-0100 There shall be a unique identifier assigned to a notification
request.

OUTGOINGALERT 1300-0100 The unique identifier shall accompany all requests and
acknowledgements.

OUTGOINGALERT 1400-0100 To support alerts to emergency services personnel or
entities, an acknowledgment mechanism shall be provided that allows a Distributor to
inform the Notifier that an alert has been acknowledged by an individual target.

2.6.3 Physical Considerations

The physical considerations for a i3PSAP are similar to those of any facility of a similar size
hosting computing and networking equipment.

Requirements:

PHYS 0100-0100 For the physical environmental requirements, please refer to the Physical
and Electrical Environment Requirements section of the Recommended Generic Standards
for E9-1-1 PSAP Equipment (NENA 04-001) [5].

PHYS 0200-0100 For the installation and maintenance requirements, please refer to the
Installation, Maintenance, and Administration section of NENA 04-001 [5].
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PHYS 0300-0100 For PSAP site characteristics, please refer to the E9-1-1 PSAP CPE Site
Characteristics Technical Information Document (NENA 04-502) [23].

2.6.4 System Alarms

Many FEs need to notify internal and external entities of errors, failures, or other conditions
of interest. A mechanism must be provided to support these “alarms”.

Requirements:

ALARM 0100-0100 Any FE (alarm sender) shall provide the ability to notify the appropriate
personnel (alarm receiver) of its status including resolution of problems.

ALARM 0200-0100 A standardized interface shall be specified between the alarm sender
and the alarm receiver.

ALARM 0300-0100 The alarm mechanism shall fail-safe such that both ends shall know that
the alarm mechanism has failed.

ALARM 0400-0100 Alarm sender shall be able to send status to multiple alarm receivers
some of which may be outside the PSAP.

ALARM 0500-0100 Alarms shall provide multiple levels of severity.

2.6.5 Quality and Reliability

While Next Generation 9-1-1 systems have the same need for reliability as traditional 9-1-1
systems, the NG9-1-1 architecture provides more flexibility to achieve the necessary
reliability. Traditional metrics such as five-nines and other carrier-grade measures of
reliability are still relevant and can be used; however, the resiliency that is inherent in an
IP-based platform lends itself to looking at the reliability of the entire call process, rather
than component-by-component. Common statistical process control methods are an
appropriate way to measure both quality and reliability of entire processes, such as NG9-1-
1 call handling.

Traditional Telco-based 9-1-1 systems have used carrier grade reliability standards, calling
for individual components built to “five-nines” reliability standards (5.26 minutes of
downtime per year), often deployed in redundant pairs. Equipment is housed in special
facilities that have robust power and sophisticated environmental controls. While this
approach to ensuring availability is valid, it does come at a cost that can be avoided with a
properly engineered IP-based system.

Five-nines reliability in IP-based systems, such as NG9-1-1, is typically achieved by having
more than two redundant components, with each component having less reliability than
five-nines with less robust power and less sophisticated environmental controls. In this
context a PSAP can be considered a component. An individual PSAP is not required to have
five-nines reliability. Rather than redundant components in a PSAP, a 9-1-1 Agency can opt
to have calls flow to backup PSAPs to provide the required redundancy. In the context of
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providing a service such as NG9-1-1, call handling reliability should be defined by a Service
Level Agreement (SLA).

A 9-1-1 call meets its SLA if the Agent and caller can effectively communicate with each
other, all the relevant information is exchanged, and the call-taker can efficiently transfer
the incident to the appropriate responding agency. Note that in some cases the caller or
call handler may not be a person, but rather some sort of automated system.

Any system anomaly that prevents the caller, call handler, and/or responding agency from
effectively communicating should be considered a defect. For example, a call which cannot
be answered at one PSAP because of a system problem is not necessarily a defect if a
properly designed system allows the call to roll over to another PSAP, where it is properly
handled. On the other hand, a call delivered to a call handler that lacks location
information, or has severe echo or delay to the degree that the parties have difficulty
understanding each other should be considered a defect.

By viewing a 9-1-1 system in this manner, system designers and administrators have a
great degree of latitude to leverage the capabilities offered by an IP platform, while being
able to ensure that the system maintains the highest standards of availability.

2.6.6 Security
Requirements:

SEC 0100-0100 i3 PSAPs shall adhere to security standards defined in the Security section
of NENA-STA-010 [4].

SEC 0200-0100 i3 PSAPs should adhere to the recommendations in NENA 75-001[6].

2.6.7 Interactive Media Response FE
Requirements:
IMR 0100-0100 The Interactive Media Response (IMR) FE is similar to an Interactive Voice

Response (IVR) unit, but it handles audio, video and text media. The IMR FE must conform
to the requirements in the Interactive Media Response section of NENA-STA-010 [4].

IMR 0200-0100 In order to support call diversion in PSAP overload conditions, the
Interactive Media Response FE must support the dequeue function for queues from other
PSAPs described in the Dequeue Registration Event Package section of NENA-STA-010 [4].

IMR 0300-0100 In order to enable management control of diversion, an interface between
the Interactive Media Response FE and the Management Console would be required.
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2.7 Incident Application Service Layer Functional Elements

2.7.1 PSAP Incident Record Handling Functional Element

The PSAP Incident Record Handling FE's responsibility starts immediately after the call is
answered. When the call is an NG9-1-1 call, it will be accompanied by a unique Incident
Tracking Identifier which is used to track the Incident throughout its lifecycle. If the
emergency call is received from a source other than the NG9-1-1 system, such as a non-
emergency (7 or 10-digit) call or radio communication, the Incident Record Handling FE
must assign a unique Incident Tracking Identifier. Not all emergency calls will trigger the
creation of an Incident Record.

The Incident Record Handling FE should automatically populate the Incident screen with
supporting information such as caller name, address, and phone number. The Agent will
have the ability to edit the data, add comments and other data obtained from the caller.
This FE’s functionality makes it possible for the Agent to determine if the call is
representative of a new Incident or if it is an additional call for an existing Incident. This FE
creates the PSAP Incident Record, or, updates existing PSAP Incident Records. The
Incident Record Handling FE may submit location information to the Map Display FE to
display the caller’s location on a map.

The Incident Record Handling FE indicates the presence of Additional Data to the Agent
and allows the Telecommunicator to view it upon request. Additional Data may include
text, imagery and video.

The Incident Record Handling FE assists the Telecommunicator in selecting the type of
responding services that are needed. The specific responding agencies to be alerted may
be determined internally or by querying the Emergency Call Routing Function FE. The ECRF
FE may be located within the PSAP or hosted in the network.

In some cases the call itself is transferred to the selected agency with all associated data.
The PSAP Incident Record Handling FE alerts the selected responding agencies by initiating
an Emergency Incident Data Document (EIDD) or by using another internal mechanism.

Requirements:

INCIDENT-HANDLING 0100-0100 When an Incident Record is created, the PSAP Incident
Record Handling FE shall provide Emergency Incident Data Documents (EIDDs) to
authorized destinations.

INCIDENT-HANDLING 0200-0100 The PSAP Incident Record Handling FE shall provide
EIDDs when a relevant change to an incident occurs.

INCIDENT-HANDLING 0300-0100 The PSAP Incident Record Handling FE must subscribe
for EIDD updates from the Call Handling FE
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INCIDENT-HANDLING 0400-0100 The PSAP Incident Record Handling FE should be capable
of rendering multimedia including audio, video, imagery and text.

INCIDENT-HANDLING 0600-0100 The PSAP Incident Record Handling FE may support
automatic Alarm notifications using the APCO/CSAA ANS 2.101.1-2008 Automated Secure
Alarm Protocol [13] alarm standard.

INCIDENT-HANDLING 0800-0100 The PSAP Incident Record Handling FE shall support
manually entered locations.

INCIDENT-HANDLING 0900-0100 The PSAP Incident Record Handling FE shall implement
the LoST client interface as defined in the LoST subsection of the Interfaces section of
NENA-STA-010 [4] to interact with the ECRF and LVF FEs if an internal mechanism is not
available.23

INCIDENT-HANDLING 1000-0100 If the Incident Tracking Identifier is assigned by the
PSAP Incident Record Handling FE then it must use the format for the incident number
standard as defined in the Identifiers section of NENA-STA-010 [4].

INCIDENT-HANDLING 1100-0100 If the call is determined to be associated with a previous
Incident, the current and prior Incidents shall be merged as described in the Logging
Service section of NENA-STA-010 [4].

INCIDENT-HANDLING 1200-0100 Once a merge has been performed with a prior Incident
Tracking Identifier, the prior Incident Tracking identifier shall be used from that point
forward.

INCIDENT-HANDLING 1300-0100 If it is determined that an incident must be split, then a
copy of the Incident Record shall be made and a new Incident Tracking Identifier assigned.

INCIDENT-HANDLING 1400-0100 If the call is determined to be sufficiently related to a
previous Incident, the current and prior Incidents shall be linked as described in the
Logging Service section of NENA-STA-010 [4].

INCIDENT-HANDLING 1500-0100 The Incident Record Handling FE must be able to obtain
the current and updated location for a call.

INCIDENT-HANDLING 1500-0101 The Incident Record Handling FE shall implement the
HELD dereference interface [9] to query the LIS or LNG FE for this purpose.

“Note: This is required in the case there is no call associated with the incident in which case no ECRF lookup would have
been done

3Note: An internal mechanism would require access to a master or replica GIS system. If no internal mechanism is
available, the ECRF/LVF FEs would be used by the Incident Record Handling FE to determine the correct service for the
given incident location.
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INCIDENT-HANDLING 1500-0102 The Incident Record Handling FE shall implement the SIP
Presence Event Package interface to query for current location.

INCIDENT-HANDLING 1600-0100 If the Incident Record Handling FE is used to close an
Incident, the Incident Record Handling FE shall initiate logging of a ClearIncident LogEvent
to the Logging Service as specified in the Logging Service section of NENA-STA-010 [4].

INCIDENT-HANDLING 1700-0100 The Incident Record Handling FE shall implement the
client side of the Agency Locator interface as described in Agency Locator section of NENA-
STA-010 [4].

2.7.2 Map Database Functional Element Description

The Map Database FE stores a set of layers obtained from a GIS and provides a query
function that returns a subset of the data within a defined boundary specified in the view.
The Map Database FE could be a standalone element, in which case it is provisioned from
authoritative GIS instances and provides the view query server interface to an external Map
Display. It could also be integrated into a GIS (meaning the GIS provides the view query
server interface). Map Data, as used herein can include geospatial features, photographic,
and topographical data for display.

Note: A client queries the Map Database FE to obtain a view and generates user interfaces
of this view, together with other information obtained from sources such as EIDDs.

Requirements:

MAPPING 0100-0100 The Map Database must contain a set of GIS layers that replicate
authoritative layers maintained in a GIS.

MAPPING 0200-0100 The layers supported by the Map Database must include, but are not
limited to, the layers defined by NENA-STA-006 [21].

MAPPING 0300-0100 The provisioning interface for the Map Database shall be the Spatial
Interface (SI) interface defined in NENA-STA-010 [4].

MAPPING 0400-0100 The query interface shall accept a view definition such as
specification of a rectangle, an address or a point with radius, and return the set of
features from a subset of the layers in the database bounded by the query parameters.

MAPPING 0500-0100 The query interface shall have a method for specifying which layers
are returned.

MAPPING 0600-0100 There shall be a mechanism by which a client can discover the
mapping database that serves a specific location.

2.7.3 Management Information System (MIS)

The MIS Functional Element provides reporting services based on data collected from FEs.
The types of collected data may include:

10/06/2015, Reviewed 06/10/2018 Page 35 of 64

SO

THE § ATION

© Copyright 2018 National Emergency Number Association, Inc.



NENA Next Generation 9-1-1 Public Safety Answering Point Requirements
NENA-REQ-001.1.2-2018, October 6, 2015, Reviewed 06/10/2018

e Communications processing data generated by Functional Elements.
e Authentication, authorization, and data access events from other FEs.
e Call and Incident object state change information.

The reports generated are used to analyze statistics for management purposes.
Requirements:

MIS 0300-0100 The MIS FE must support the LogEvent client interface to retrieve
LogEvents from one or more Logging Services as defined in NENA-STA-010 [4].

MIS 0400-0100 The MIS FE may support the LogEvent server interface to receive
LogEvents as defined in NENA-STA-010 [4].

2.7.4 Dispatch System Functional Element

The Dispatch FE is considered core functionality and is critical for ensuring effective
responses to Emergency Events. The primary function of the Dispatch System Functional
Element (Dispatch FE) is to:

o Identify appropriate resources (emergency responders) to assign to an Incident
e Dispatch assigned emergency responders to the location of an Incident

e Monitor the response and dispatch additional responders as required

e Relay relevant information to emergency responders

e Track/log all transactions associated with the emergency response

The Dispatch FE also assists in managing emergency resources within its geographic area.
It tracks the real-time statuses and locations of emergency resources. It provides relevant
information for management and other reports on resource deployment, specific incidents
and other data.

The Dispatch FE can be configured for one or more emergency service types (e.g., EMS,
Fire, Law Enforcement, and various combinations of these service types). Dispatch FEs
assist both primary and secondary PSAPs with the processing and management of
emergency events and resources.

Computer Aided Dispatch (CAD) systems have traditionally provided an integrated solution
(application) for handling both the dispatch function and the PSAP Incident creation
function associated with an emergency call. The NG9-1-1 design decouples these two
functions and specifies the requirements of each function along with the required interfaces
between them. In NG9-1-1 the PSAP Incident Record Handling FE, which is the traditional
CAD call taking function, and the Dispatch FE may be located at completely unrelated sites
and possibly in different regions or states.
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The requirements for the Dispatch FE and PSAP Incident Record Handling FE are
documented separately within this document. A solution that combines both of these
functions and others into a single application (i.e., a CAD system) may be appropriate and
implementation of this type of multifunctional solution is entirely at the discretion of local
PSAPs. In many cases the call taking (Call Handling and PSAP Incident Record Handling)
and Dispatch functions may be handled by one or more operators located at a single
facility or even at single workstation. The products providing this functionality may be
provided by multiple vendors or a single vendor.

It is beyond the scope of this document to fully describe all of the technical functionality of
Dispatch FEs used in NG9-1-1 compliant communication centers. This document
concentrates on specific Dispatch FE requirements that are related to NG9-1-1 technology
and processes. For a complete listing of functions see the dispatch section of the APCO
International and Integrated Justice Information Systems (1JIS) Institute Unified Computer-
Aided Dispatch Functional Requirements (UCADFR) [19],

Requirements:

DISPATCH 0100-0100 The Dispatch FE should support the relevant requirements contained
in the dispatch section of the APCO International and 1JIS Institute Unified Computer-Aided
Dispatch Functional Requirements (UCADFR) [19].

DISPATCH 0200-0100 The Dispatch FE shall receive requests for service at its registered
URL or URL.

DISPATCH 0300-0100 The Dispatch FE shall support the exchange of Emergency Incident
Data Documents (EIDD) with other FEs as a mechanism for obtaining initial and updated
emergency event information.

DISPATCH 0400-0100 The Dispatch FE shall support the transfer of Incident data to the
registered URL/URI of other FEs through the exchange of EIDDs.

DISPATCH 0500-0100 The Dispatch FE shall support the transfer of updated Incident data
to the URL/URI of other FEs through the exchange of EIDDs.

DISPATCH 0600-0100 The Dispatch FE shall be able to automatically transfer and update
RMS systems with Incident data through the exchange of EIDDs.

DISPATCH 0700-0100 The Dispatch FE shall provide a mechanism for updating an Incident
based on information provided by emergency responders.

DISPATCH 0800-0100 The Dispatch FE shall provide a mechanism for modifying the
location of emergency events based on information provided by emergency responders.

DISPATCH 0900-0100 The Dispatch FE shall support a mechanism for determining the
responsible agencies for handling emergency events whose location has changed.

DISPATCH 1000-0100 The Dispatch FE may support an interface to Map Display FE.
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DISPATCH 1100-0100 The Dispatch FE shall support merging of Incidents as defined in the
Logging Service section of NENA 08 003.

DISPATCH 1200-0100 The Dispatch FE shall support undoing an Incident merge operation.

DISPATCH 1300-0100 The Dispatch FE should support cloning or splitting of existing
Incidents.

DISPATCH 1400-0100The Dispatch FE should support replicating of Incident data when
undoing a merge, or doing a split/clone operation on an Incident.

DISPATCH 1600-0100 The Dispatch FE shall post all transactions related to an Incident to
the Logging Service using its WEB Service interface.

DISPATCH 2000-0100 Dispatch FE shall implement the LoST client interface as defined in
the LoST subsection of the Interfaces section of NENA-STA-010 [4] to interact with the
ECRF and LVF FEs if an internal mechanism is not available®.

DISPATCH 2100-0100 The Dispatch FE shall support obtaining updated locations for a call.

DISPATCH 2100-0101 The Dispatch FE must implement the HELD dereference interface [9]
to query the LIS or LNG FE for this purpose.

DISPATCH 2100-0102 The Dispatch FE must implement the SIP Presence Event Package
interface to query the LIS FE for this purpose.

DISPATCH 2200-0100 If the Dispatch FE is used to close an Incident, the Dispatch FE shall
initiate logging of a ClearIncident LogEvent to the Logging Service as specified in the
Logging Service section of NENA-STA-010 [4].

DISPATCH 2300-0100 The Dispatch FE shall implement the client side of the Agency
Locator interface as described in Agency Locator section of NENA-STA-010 [4].

2.7.5 Records Management System (RMS) Interface

Public Safety Records Management Systems (RMS) are often interfaced to public safety
communication centers. RMSs are sometimes accessed directly through computer systems
deployed within communication centers for research and analysis purposes. This section of
this document describes the interface requirements between public safety RMSs and NG9-
1-1 FEs.

The RMS interface requirements support the following general categories:

A. Emergency Incident Information exchanges — Information about in-progress and
completed incidents are often transmitted from communication centers to the RMSs

4 Note: An internal mechanism would require access to a master or replica GIS. If no internal
mechanism is available, the ECRF/LVF FEs would be used by the Dispatch FE to determine the
correct service for the given incident location.
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of agencies involved in the incidents. The transferred information is used as the
basis for follow-up agency reports and for statistical and other types of analysis.

B. Queries and responses — information relevant to in-progress emergency incidents
such as premise information, alarms, caution flags and previous history is often
available within RMSs. Queries from NG9-1-1 compliant FEs along with appropriate
RMS responses should be supported by the interface. An FE may request a case
number for an emergency Incident from RMS or RMS may request a case number
from an FE.

C. Staffing assignment transfers — staffing information for emergency responders and
sometimes for the communication center may be stored in an RMS. Transferring
staffing information from an RMS to appropriate NG9-1-1 FEs should be supported
by the interface.

Records Management Systems contain highly confidential information such as criminal
activity, ongoing investigations, personal medical data, and the location of valuable items
and other confidential information. The RMS interface, therefore, must support the
standard NG9-1-1 authentication and security requirements (section2.6.6) and the most
current Criminal Justice Information System (CJIS) security policy [20] for exchanging
criminal history and other justice information.

Requirements:

RMSINTERFACE 0100-0100 The RMS Interface shall support EIDD information exchanges
as described in the General Functional Element Requirements section of this document.

RMSINTERFACE 0200-0100 The RMS Interface may support the exchange of the
multimedia data supported by NG9-1-1 as specified in NENA-STA-010 [4].

RMSINTERFACE 0300-0100 The RMS Interface should support a premise history query and
response that returns historical incident information for a provided location.

RMSINTERFACE 0400-0100 The RMS Interface should support a vehicle query and
response that returns vehicle information for a specified vehicle.

RMSINTERFACE 0500-0100 The RMS Interface should support a query and response that
returns information for a specified individual or entity. This includes information regarding
internal personnel.

RMSINTERFACE 0600-0100 The RMS Interface should support a location query and
response that returns caution flag, key holder, emergency equipment, camera and other
detailed information for a specified location.

RMSINTERFACE 0700-0100 The RMS Interface should support a staffing query and
response that returns the individuals staffing an Emergency Response Unit.
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RMSINTERFACE 0800-0100 The RMS Interface should support a shift schedule query and
response that returns the shift schedule for Emergency Response Units.

RMSINTERFACE 0900-0100 The RMS Interface should support a shift schedule query and
response that returns the shift schedule for an Agency.

RMSINTERFACE 1000-0100 The RMS Interface should support a case humber query and
response that returns the next sequential case number for an agency.

RMSINTERFACE 1100-0100 The RMS interface shall use Data Access Controls to ensure
that the entity attempting to access information through the interface has access rights to
the data.

RMSINTERFACE 1200-0100 Based on the credentials of the user attempting to access the
data, the RMS Interface should be able to transform and filter data contained in an EIDD
transmitted through the interface based on the data owner’s policy for the data.

2.7.6 Responder Data Services Functional Element

The primary function of the Responder Data Services Functional Element (Responder Data
Services FE) is to enable near real time wireless data transmissions between PSAPs and
emergency responder devices. i3 PSAPs can support full NG9-1-1 functionality without
implementing an NG9-1-1 compliant Responder Data Services FE.

The type of data transmissions between the PSAP and emergency responders that are
handled by the Responder Data Services FE include transmitting dispatch information such
as location of Incident, names of parties, nature of Incident, hazard codes, etc., creating
new Incidents, updating active and closed Incidents, as well as sending and receiving
different types of messages. The Responder Data Services FE can support the transmission
and receipt of media (text, sound, imagery, video clips, and streaming video), or a
reference (i.e. URL) to that media. Media transmissions should be supported between
mobile devices and a variety of origins and destinations including PSAPs, command centers
and other mobile devices connected to this or another Responder Data Services FE.

This document describes requirements for the Agency-facing interface of the Responder
Data Services. The Responder-facing interface is not described in this document.

The Responder Data Services Responder Data Services FE should be able to continuously
and/or upon demand provide the location and/or status of its responders or responder
devices, which may become the location of an emergency incident. To avoid inundating
emergency responders with information, all real-time media information that is directly
transmitted to emergency responders (mobile devices) should be controlled and routed by
PSAP personnel. However, emergency responders should be able to use information
provided in the Emergency Incident Data Document to access media associated with their
assigned incidents.
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A uniform list of status codes, while outside the scope of this document, is being created as
part of the Emergency Incident Data Document effort. Implementation of this Status Code
standard, along with standards for Disposition Codes and Call Types, is important in
ensuring a uniform implementation, and interoperable capabilities of any mobile data
system.

Requirements

The Responder Data Services FE is an optional functional element. To be fully NG9-1-1
compliant, if a Responder Data Services FE is implemented its requirements are:

RESPONDER-DATA 0200-0100 The Responder Data Services FE interface shall support
creating an Incident, subject to provisioning and policy.

RESPONDER-DATA 0300-0100 The Responder Data Services FE interface shall support the
ability to request, receive and modify an incident as defined by EIDD data elements.

RESPONDER-DATA 0400-0100 The Responder Data Services FE interface shall support the
ability to send and receive an EIDD.

RESPONDER-DATA 0500-0100 The Responder Data Services FE should support the
Collaboration FE client interface.

RESPONDER-DATA 0600-0100 The Responder Data Services FE shall support logging all
application data and media that is shared with other FEs.

RESPONDER-DATA 0700-0100 The Responder Data Services FE shall support the reception
and transmission of real-time media or recorded media including text, video, and audio>.

RESPONDER-DATA 0900-0100 The Responder Data Services FE should support SIP [14] to
allow multimedia communication.

RESPONDER-DATA 1100-0100 The Responder Data Services FE shall be able to support
reporting the current location and other available information (e.g., speed, direction of
travel, etc.) of emergency responders or responder devices if the information is available.

RESPONDER-DATA 1200-0100 The Responder Data Services FE should support requests
for the current location and other available information (e.g., speed, direction of travel,
etc.) of responders or responder devices.

RESPONDER-DATA 1300-0100 The Responder Data Services FE shall be able to support
reporting status information received from its remote devices.

RESPONDER-DATA 1400-0100The Responder Data Services FE shall support interoperation
between remote devices and the Collaboration FE.

5This requirement does not imply any requirement or limitation of the over the air interface.
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2.7.7 Logging Service

In order to maintain a legal record of emergency incident communications and related
data, and to provide a common repository for other uses, every PSAP must have access to
a Logging Service. A Logging Service can exist in the ESInet, and may be utilized by the
PSAP to support the logging functions described herein. A PSAP may have its own Logging
Service, and support the same interfaces defined. All required information must be logged
but the choice of where PSAP data is logged is at the discretion of the local jurisdiction.

The Logging Service is considered a primary (required) service for a PSAP’s serving NGCS,
and for the PSAP itself. Every significant event that occurs within the PSAP boundary must
be logged: routing events, queries/responses that determine routing decisions and
queries/responses of additional Incident-related data.

All emergency communications media that originate or terminate in the PSAP must be
logged. This includes all communications between the PSAP and persons or devices
initiating a request for assistance, and all communications with responders.

Additional metadata associated with those communications may be logged, as determined
by local business rules; including annotations that may be added during or after the
Incident is closed.

Logged data is utilized by the PSAP in numerous ways, including, but not limited to, the
following:

e For internal reviews of incident-related communications and events.

e For production of logged data in response to outside requests (prosecutor’s office,
subpoena, media requests, etc.).

e For conducting studies of communications quality and traffic patterns, see also
Management Information System (MIS) section of this document.

e To provide input for purposes of conducting evaluations and assessments of PSAP
personnel performance, i.e. quality assurance and quality monitoring activities.

e To provide logged data to another agency to which handling of the incident has
been transferred.

e To support Instant Recall Recorder (IRR) capabilities used by Agents and/or
Dispatchers. IRR capabilities may be provided by the Logging Service, or be
integrated within the Call Handling FE.

e Logging Service can be used as a source of data for incident reconstruction.

Any PSAP Functional Element that requires access to logged events and/or media, and
which is allowed such access by local business rules, shall access the data via the standard
interfaces defined in NENA-STA-010 [4].These interfaces shall support the following broad
functionalities:
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e Logging of all significant events that occur within the PSAP boundary, and any
required data associated with them.

e Logging of all Media that constitutes an emergency-related communication between
the PSAP and an outside entity.

e Retrieval of logged events and media.
Requirements:

LOGGING 0100-0100 The Logging Service shall support logging of all LogEvents that occur
within the PSAP as defined in the NENA LogEvent registry, and any required additional data
associated with them.

LOGGING 0200-0100 The Logging Service shall support all of the interfaces defined in the
Logging Service section of NENA-STA-010 [4].

LOGGING 0300-0100 The Logging Service shall support logging of all media that
terminates in, or originates from, the PSAP.

LOGGING 0400-0100 The Logging Service shall support playback of multiple audio streams
and/or audio mixing (combining of multiple audio streams into a single stream for
playback, i.e. bridging).

LOGGING 0500-0100 The Logging Service shall support playback of multiple video streams
and/or video mixing (combining of multiple video streams into a single stream for playback,
i.e. compositing).

LOGGING 0600-0100 The Logging Service shall support playback of multiple text streams
mixed into a single stream together with identification of parties and timing.

LOGGING 0700-0100 The Logging Service shall support a media seek function for audio,
video and text media.

LOGGING 0800-0100 The Logging Service shall support synchronizing of multiple played
back media streams to each other and to original Network Time Protocol (NTP) [1] time.

LOGGING 0900-0100 The Logging Service shall support acquisition of radio media and
metadata via the Radio Interface as described in the Radio Interface section.

LOGGING 1000-0100 The Logging Service shall support acquisition of media from
administrative communications via the standard interface (See NENA-STA-010 [4]).

LOGGING 1100-0100 The Logging Service shall support acquisition of display data (i.e.
screen capture) with timing information.

LOGGING 1200-0101 Log records must be retrievable from the Logging Service FE for as
long as the records are retained by the Agency.

LOGGING 1300-0100 The Logging Service shall support high availability of logged data.
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LOGGING 1400-0100 The Logging Service shall support the fault tolerance mechanisms
defined in the Logging Service section of NENA-STA-010 [4].

LOGGING 1500-0100 The Logging Service shall keep an audit trail of all attempts to access
logged data (successful and unsuccessful).

LOGGING 1600-0101 This audit trail shall contain the type of access, the identification of
the data accessed, the username, and the date/time of the access.

LOGGING 1700-0100 The Logging Service shall support retention policies for logged data
that retains and deletes data as required.

LOGGING 1800-0100 The Logging Service shall support “protect from deletion”
functionality that allows certain logged data to be marked to prevent deletion when its
retention period has expired.

LOGGING 1900-0100 The Logging Service shall implement the client side of the Agency
Locator interface as described in Agency Locator section of NENA-STA-010 [4].

2.7.8 Incident Data Exchange

The Incident Data Exchange (IDX) FE facilitates the exchange of Emergency Incident Data
Documents (EIDDs) among other FEs both within and external to an agency. An individual
FE has its own view (the state of an Incident known to that FE) of an incident, and can
generate EIDDs to express its view. However, many FEs, especially those outside an
agency, need a comprehensive view (all the state of an incident known by an agency) of
an incident, which can be thought of as the union of the EIDDs of the FEs' EIDDs.

An IDX FE is provisioned with the constituent FEs that it serves. Those FEs may belong to
the same agency or different agencies. A single IDX FE may support one or more agencies.

The IDX FE can also coordinate the exchange of incident related information between 9-1-
1 Authorities and other entities that are authorized to receive that information via the
exchange of EIDDs. The IDX FE, like all other FEs, filters EIDDs to contain only the
information that the data owner authorizes the recipients to receive.

Each agency FE that generates an EIDD must supply the EIDD to at least one IDX FE, so
that the IDX can provide a comprehensive view of an Incident. This requires that the IDX
subscribe to EIDD data from the FEs that it serves. In some circumstances, FEs may
exchange EIDDs without the use of an IDX FE.

The IDX provides two interfaces: a Subscription-Update interface and a Request-Response
interface. Through these interfaces the IDX supplies either EIDDs representing the
complete, current state of an incident or EIDDs representing changes to the status of
incidents. When FEs request or subscribe to an IDX, they indicate the type of incident
update desired; either a full, complete incident update or merely changes (deltas) to an
incident's state. The IDX then provides EIDDs in the type requested.
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As specified in the General Functional Element Requirements section, agency data rights
management policies must be enforced by all FEs when exchanging EIDDs. Agency data
rights management policies for an individual FE might be simple, using the IDX FE to
provide the centralized point for enforcing data rights management for exchanged EIDDs.
The IDX FE can be the point where the enforcement of filtering and other complex policies
for EIDD exchanges occurs. See the Security Authorization section of NENA-STA-010 [4]
for further information.

Requirements:

IDX 0100-0100 Every Agency must have an IDX, the element that sends and receives
EIDDs to and from other agencies.

IDX 0200-0100 The IDX FE shall be able to aggregate the information contained in multiple
EIDDs about an incident to generate a comprehensive representation of the current state
of an incident.

IDX 0300-0100 The IDX FE must subscribe to EIDDs from all FEs within the Agency.

IDX 0400-0100 The IDX FE must support filtering the contents of an EIDD to conform to
policies of the Agency.

IDX 0500-0100 An IDX must be discoverable by other FEs.

IDX 0600-0100 The IDX FE shall be capable of providing an EIDD that contains the
complete status of an incident to any FE which requests it, subject to Agency policy
restrictions.

IDX 0700-0100 The IDX FE shall implement the client side of the Agency Locator interface
as described in Agency Locator section of NENA-STA-010 [4].

2.8 Incident Supporting Layer Functional Elements

2.8.1 Time Server Functional Element

The time used by all functional elements must be synchronized in order to ensure the
consistency of time stamps added to event records, reports, and media recordings. The
PSAP must utilize an NTP time service as specified in the Time Server Section of NENA-
STA-010 [4].

The Time Server FE provides NTP time services to other Functional Elements. See the
General Functional Element Requirements section for time synchronization requirements of
the other FEs.

Requirements:

TIMESYNC 0100-0100 The Time Server FE shall meet the requirements specified in the
Time Server Section of NENA-STA-010 [4].
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2.9 Collaboration FE Requirements

Collaboration among agents, both within and between agencies, is a highly desirable,
optional capability of a next generation public safety system. The collaboration FE enables
agents to communicate with each other using the same set of media (voice, video and
text) supported elsewhere in the NG9-1-1 system. Both intercom (agent initiated with
automatic connection to other agents) and "chat room" (agent join to an existing or new
chat room) mechanisms are specified to initiate collaboration. It is anticipated that both
client and server functions will be specified.

Requirements:

COLLABORATION 0100-0100 An interoperable mechanism to subscribe to the presence of
agents is required.

COLLABORATION 0200-0100 An interoperable mechanism for supporting an intercom
(point-to-point) function between two or more agents with real-time voice, video and/or
text media shall be specified.

COLLABORATION 0300-0100 An interoperable mechanism for supporting a chat room
function among multiple agents with real-time voice, video and/or text media shall be
specified.

COLLABORATION 0400-0100 All requirements in this section shall support one agency or
multiple agencies or both.

COLLABORATION 0500-0100 An interoperable mechanism for discovering the contacts of
agents in an agency must be specified.

COLLABORATION 0600-0100 An agent must have the ability to positively accept or reject
invitation for intercom as specified in 0200-0100.

COLLABORATION 0700-0100 An agent must have the ability to mute media as specified in
0300-0100.

COLLABORATION 0800-0100 Must be able to retrieve an EIDD given a particular Call or
Incident Tracking ID.

COLLABORATION 0900-0100 All media and signaling must be logged as per policy.

COLLABORATION 1000-0100 Logging of intercom or chat room discussions associated with
an incident must include the incident tracking ID.

COLLABORATION 1100-0100 A chat room shall be identifiable through a URI.

COLLABORATION 1200-0100 It must be possible to discover a chat room associated with
an incident or a call.
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3 Impacts, Considerations, Abbreviations, Terms, and Definitions

3.1 Operations Impacts Summary

NG9-1-1 encompasses a complete redesign of the entire 9-1-1 system, affecting all
elements, protocols, processes and procedures. It will have far reaching impacts on all
participants in the 9-1-1 system. This document contains the requirements for PSAPs
operating within a NG9-1-1 system. A PSAP which conforms to the standard that will be
developed from these requirements and conforming to the PSAP section of NENA-STA-010
[4] is called an i3 PSAP. The requirements in this document reflect the long-term view of
the networks that connect the caller to PSAPs and PSAPs to alternate destinations,
including responders, will evolve to be IP-based. Location of the caller (or a reference to it)
will be conveyed with the emergency call so that location is available as soon as possible.
The PSAP must support both civic and geodetic forms of location; which implies a
Geographic Information System (GIS). A GIS impacts system management, system
integrity, training and a host of methods and procedures.

PSAPs transitioning to an i3 PSAP may see impacts in the following areas:

governance structures for regional deployments

change management and configuration control

network management and monitoring responsibilities

contractual relationships and Service Level Agreements

risk management in a more complex service delivery environment
training and skill sets of existing staff

Management Information System data requirements

These impacted areas will require careful consideration and planning for a successful
transition to an i3 PSAP.

3.2 Technical Impacts Summary

This document states requirements that will drive development of one or more standards.
Those standards are expected to impact development of future systems and/or processes.
Anticipation of those standards may result in decisions to delay development or
implementation, since requirements are not sufficient to drive those. This document may
cite specific published standards in these requirements. Those requirements and standards
may change during the development of the standard(s) that result from this document.

3.3 Security Impacts Summary

As the PSAPs evolve from the existing ES-1-1 processes and procedures into an IP-based
network, a multitude of security topics arise. While security is beyond the scope of this
NENA Requirements Document, further requirements can be obtained via the NENA
Security for Next-Generation 9-1-1 Standard [6].
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3.4 Recommendation for Additional Development Work

This document provides requirements for i3 PSAP Functional Elements and interfaces. From
these requirements, standards will need to be developed in order to achieve interoperable
implementations. This document also provides guidance which needs to be incorporated in
operational standards.

This document also specifies additional work that must be addressed:

- Define what constitutes a relevant change to an Incident or asset that requires an
EIDD to be sent.

- Define standardized SNMP MIBs and traps for NG9-1-1 Functional Elements.

- Define physical requirements for NG9-1-1 equipment such as electrical,
environmental, space, etc.

3.5 Anticipated Timeline

The evolution to NG9-1-1 is a major change to the 9-1-1 system and adoption of this
standard will take several years. Experience with major change to 9-1-1 (i.e., previous
integration to Phase II wireless) suggests that unless consensus among government
agencies at the local, state and federal levels, as well as carriers, vendors and other service
providers is reached, implementation for the majority of PSAPs could take a decade. The
adoption of these requirements will be coincident with the evolution of the NGCS since
there is an inherit dependency upon those services being available to support the
functionality specified in this document.

3.6 Cost Factors

This is an all-new 9-1-1 system; the cost of all components will change. Since the scope of
NG9-1-1 introduces new functionality and interfaces, there will be costs associated with
introducing these. At the time of the writing of this document, it is difficult to predict the
costs of the system. More work will be needed by vendors and service providers to
determine the impact of the changes on their products and operations.

3.7 Cost Recovery Considerations
Not applicable.

3.8 Additional Impacts (non-cost related)

Certain requirements contained in this NENA document are known to have impacted
existing NENA standards, and are expected to impact future NENA standards. At the date
of publication of this document, some development work had begun. Existing documents
already known to have been impacted include NENA 08-003 version 1 and NENA-STA-010
(a.k.a. 08-003 version 2) [4], the NENA Emergency Incident Data Document (EIDD)
Information Document NENA-INF-005 [22], and other NENA standards and information
documents. These requirements are intended to guide development of i3 PSAP
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specifications, which will be published in a future NENA standard. The authoring group
expects that these requirements will influence future standards development in a variety of
areas, including but not limited to, NG9-1-1 network, security, and communications
technology, as well as PSAP operations.

3.9 Abbreviations, Terms, and Definitions

See NENA Master Glossary of 9-1-1 Terminology, NENA-ADM-000, for a complete listing of
terms used in NENA documents. All abbreviations used in this document are listed below,
along with any new or updated terms and definitions.

Term or Definition / Description
Abbreviation
(Expansion)

Entity that coordinates the development and use of
ANSI (American | voluntary consensus standards in the United States
National Standards | and represents the needs and views of U.S.
Institute) stakeholders in standardization forums around the
globe. www.ansi.org
APCO (Association of | APCO is the world’s oldest and largest not-for-profit

Public Safety professional organization dedicated to the
Communications | enhancement of public safety communications.
Officials) http://www.apcointl.org/

Provides a secure entry into the ESInet for emergency
calls presented to the network. The BCF incorporates
BCF (Border Control | firewall, admission control, and may include anchoring
Function) of session and media as well as other security
mechanisms to prevent deliberate or malicious attacks
on PSAPs or other entities connected to the ESInet.

A Functional Element concerned with the details of the
management of calls. It handles all communication
from the caller. It includes the interfaces, devices and
applications utilized by the Agents to handle the call.
A Functional Element that provides for collaborative
Collaboration communications among agents, both within and
between agencies.

Call Handling
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CAP (Common
Alerting Protocol)

The Common Alerting Protocol is a general format for
exchanging emergency alerts, primarily designed as an
interoperability standard for use among warning
systems and other emergency information systems.

Refer to http://docs.oasis-
open.org/emergency/cap/v1.2/CAP-v1.2-0s.pdf.

CAD (Computer Aided
Dispatch)

A computer based system, which aids PSAP
Telecommunicators by automating selected
dispatching and record keeping activities.

CJIS (Criminal Justice
Information System)

CJIS serves as the focal point and central repository
for criminal justice information services in the FBI.
Programs initially consolidated under the CJIS Division
included the National Crime Information Center
(NCIC), Uniform Crime Reporting (UCR), and
Fingerprint Identification. In addition, responsibility for
several ongoing technological initiatives was
transferred to the CJIS Division, including the
Integrated Automated Fingerprint Identification
System (IAFIS), NCIC 2000, and the National Incident-
Based Reporting System (NIBRS).
http://www.fbi.gov/about-us/cjis

CPE (Customer
Premises Equipment)

Communications or terminal equipment located in the
customer’s facilities — Terminal equipment at a PSAP.

Dispatch System

A Functional Element used to assign appropriate
resources (emergency responders) to an incident,
monitor the response and relay relevant information.
Tracks and logs all transactions associated with the
emergency response.

DNS (Domain Name

All elements connected to the ESInet must have local
DNS resolvers to translate hostnames they receive to

System) IP addresses.
DHCP (Dynamic Host | A widely used configuration protocol that allows a host
Configuration to acquire configuration information from a visited
Protocol) network and, in particular, an IP address.
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A functional element in an ESInet which is a LoST
protocol server where location information (either civic
address or geo-coordinates) and a Service URN serve
as input to a mapping function that returns a URI used
to route an emergency call toward the appropriate
PSAP for the caller’s location or towards a responder
agency.

e External ECRF: An ECRF instance that resides
outside of an ESInet instance.

e Internal ECRF: An ECRF instance that resides
within and is only accessible from an ESInet
instance.

A National Information Exchange Model (NIEM)
conformant, object that is used to share emergency
incident information between and among authorized
entities and systems.

A service providing out-of-hospital acute care and
EMS (Emergency | transport to definitive care, to patients with illnesses
Medical Service) | and injuries which the patient believes constitute a
medical emergency.

An ESInet is @ managed IP network that is used for
emergency services communications, and which can
be shared by all public safety agencies. It provides the
IP transport infrastructure upon which independent
application platforms and core services can be
deployed, including, but not restricted to, those
ESInet (Emergency | necessary for providing NG9-1-1 services. ESInets may
Services IP Network) | be constructed from a mix of dedicated and shared
facilities. ESInets may be interconnected at local,
regional, state, federal, national and international
levels to form an IP-based inter-network (network of
networks). The term ESInet designates the network,
not the services that ride on the network. See NG9-1-1
Core Services.

ECRF (Emergency Call
Routing Function)

EIDD (Emergency
Incident Data
Document)
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ESRP (Emergency
Services Routing
Proxy)

An i3 functional element which is a SIP proxy server
that selects the next hop routing within the ESInet
based on location and policy. There is an ESRP on the
edge of the ESInet. There is usually an ESRP at the
entrance to an NG9-1-1 PSAP. There may be one or
more intermediate ESRPs between them.

e Originating ESRP: The first routing element
within the Next Generation Core Services
(NGCS).. It receives calls from the BCF at the
edge of the ESInet.

e Terminating ESRP: The last ESRP for a call in
NGCS.

XML (eXtensible
Markup Language)

An internet specification for web documents that
enables tags to be used that provide functionality
beyond that in Hyper Text Markup Language (HTML).
In contrast to HTML, XML has the ability to allow
information of indeterminate length to be transmitted
to a PSAP call taker or dispatcher versus the current
restriction that requires information to fit the
parameters of pre-defined fields.

“five-nines” reliability

0005:16 minutes of downtime per year

FE (Functional
Element)

A set of software features that may be combined with
hardware interfaces and operations on those interfaces
to accomplish a defined task.

AKA: Functional Entity

GIS (Geographic
Information System)

A system for capturing, storing, displaying, analyzing
and managing data and associated attributes which
are spatially referenced.

HELD (HTTP-Enabled
Location Delivery
protocol)

A protocol that can be used to acquire Location
Information (LI) from a LIS within an access network
as defined in IETF RFC 5985.

NENA i3 introduces the concept of an Emergency
Services IP network (ESInet), which is designed as an
IP-based inter-network (network of networks) shared
by all agencies which may be involved in any
emergency.[4]

Incident

Per the i3 definition, the term “Incident is used to refer
to a real world occurrence for which one or more calls
may be received.”
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A Functional Element that facilitates the exchange of
IDX (Incident Data | Emergency Incident Data Documents (EIDDs) among

eXchange) other Functional Elements both within and external to
an agency.
Incident Record A Functional Element responsible for creation
Handling and/or handling of Incident records.

The 1JIS Institute, a 501(c)(3) nonprofit corporation,
represents industry’s leading companies who
collaborate with local, state, tribal, and federal
agencies to provide technical assistance, training, and
support services for information exchange and
technology initiatives. The mission of the IJIS Institute
is to unite the private and public sectors to improve
critical information sharing for those who provide
public safety and administer justice in our
communities. http://www.ijis.org/
IRR (Instant Recall | Records audio from telephone and radio allowing users
Recorder) to play back conversations on the fly.
An automatic multimedia call answering function that
can play (multimedia) prompts, accept input (via DTMF
or other forms) and record media. A multimedia form
of IVR (Interactive Voice Response).

1JIS (Integrated
Justice Information
Systems) Institute

IMR (Interactive
Media Response)

A technology that allows a computer to interact with
humans where a person can hear a computer-
generated voice and respond by speaking or

IVR (Interactive Voice| 9enerating DTMF tones on a keypad.

Response) A "Ported Number IVR" is computer system accessible
by registered users utilized to identify the Service
Provider and 24 X 7 access number for telephone
numbers which have been ported or pooled.

The method by which data is sent from one computer
to another on the Internet or other networks.

A radio over IP communications protocol defined in
Telecommunications Industry Association standard
TIA-102.BACA.

IP (Internet Protocol)

ISSI (Inter-RF Sub
System Interface)
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LEO is a secure, Internet-based information sharing
system for agencies around the world that are involved
in law enforcement, first response, criminal justice,
anti-terrorism, and intelligence. With LEO, members
can access or share sensitive but unclassified
information anytime and anywhere.
https://www.fbi.gov/services/cjis/cjis-link/law-
enforcement-online-enterprise-portal-makes-access-
more-convenient

A transmission network encompassing a limited area,

LAN (Local Area | gch as a single building or several buildings in close
Network) proximity.

LEO (Law
Enforcement Online)

A Location Information Server (LIS) is a functional
element in an IP-capable originating network that
provides locations of endpoints (i.e., calling device). A
LIS can provide Location-by-Reference, or Location-by-
Value, and, if the latter, in geo or civic forms. A LIS
can be queried by an endpoint for its own location, or
_ by another entity for the location of an endpoint. In

LIS (Location either case, the LIS receives a unique identifier that
Information Server) | represents the endpoint, for example an IP address,
circuit-ID or Media Access Control (MAC) address, and
returns the location (value or reference) associated
with that identifier. The LIS is also the entity that
provides the dereferencing service, exchanging a
location reference for a location value.

A functional element in an NGCS that is a LoST

LVF (Location protocol server where civic location information is
Validation Function) | validated against the authoritative GIS database
information.

A protocol that takes location information and a
LoST (Location-to- | Service URN and returns a URL. Used generally for
Service Translation) | location-based call routing. In NG9-1-1, used as the
protocol for the ECRF and LVF.

A standard for wireless communication of high-speed
data for mobile phones and data terminals developed
by the 3rd Generation Partnership Project (3GPP).

LTE (Long Term
Evolution)
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Management Console

A Functional Element that supports general
management functions for the PSAP. It also sends and
receives Discrepancy Reports on behalf of the PSAP.

MIB (Management
Information Base)

An object used with the Simple Network Management
Protocol to manage a specific device or function.

MIS (Management
Information System)

A program that collects, stores and collates data into
reports enabling interpretation and evaluation of
performance, trends, traffic capacities, etc.

Mapping Data Service

A service that returns images or features stored in a
GIS that can be used to create a display for a
telecommunicator, or facilitate spatial analyses. Often
used to provide maps for handling out of area calls,
the Mapping Data Service can also be used locally to
provide a single, uniform map display for all functional
elements in a PSAP that need maps.

MSAG (Master Street
Address Guide)

A database of street names and house number ranges
within their associated communities defining
Emergency Service Zones (ESZs) and their associated
Emergency Service Numbers (ESNs) to enable proper
routing of 9-1-1 calls.

NCIC (National Crime
Information Center)

An FBI (Federal Bureau of Investigation) computerized
index of criminal justice information (i.e. - criminal
record history information, fugitives, stolen properties,
missing persons). It is available to Federal, state, and
local law enforcement and other criminal justice
agencies and is operational 24 hours a day, 365 days a
year. www.fbi.gov/services/cjis/ncic

NENA (National
Emergency Number
Association)

The National Emergency Number Association is a not-
for-profit corporation established in 1982 to further the
goal of "One Nation-One Number.” NENA is a
networking source and promotes research, planning
and training. NENA strives to educate, set standards
and provide certification programs, legislative
representation and technical assistance for
implementing and managing 9-1-1 systems.

WWW.Nena.org

NTP (Network Time
Protocol)

A networking protocol for clock synchronization
between computer systems over packet-switched,
variable-latency data networks.
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"Next Generation 9-1-1 services" means a secure, IP-
based, open-standards system comprised of hardware,
software, data, and operational policies and
procedures that

(A) provides standardized interfaces from emergency
call and message services to support emergency
communications;

(B) processes all types of emergency calls, including
voice, text, data, and multimedia information;

(C) acquires and integrates additional emergency call
NG9-1-1 (Next data useful to call routing and handling;

Generation 9-1-1) | (D) delivers the emergency calls, messages, and data
to the appropriate public safety answering point and
other appropriate emergency entities based on the
location of the caller;

(E) supports data, video, and other communications
needs for coordinated incident response and
management; and

(F) interoperates with services and networks used by
first responders to facilitate emergency response.

REF: Agreed to by NENA, NASNA, iCERT, and the
National 9-1-1 Office representatives on 01/12/2018.
The base set of services needed to process a 9-1-1 call
on an ESInet. Includes the ESRP, ECRF, LVF, BCF,
Bridge, Policy Store, Logging Services and typical IP
services such as DNS and DHCP. The term NG9-1-1

NGCS (NG9-1-1 Core

Services) Core Services includes the services and not the
network on which they operate. See Emergency
Services IP Network.
This term is used to denote a PSAP capable of
NG9-1-1 PSAP processing calls and accessing data services as defined

in NENA's i3 specification, NENA NENA-STA-010 [4],
and referred to therein as an "“i3 PSAP”.

A Functional Element that provides interfaces that
allows an Agency to provide information to emergency
services personnel or entities, or to the public at large.

Outgoing Alert
Functional Element
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VPRF (Policy Routing
Function)

That functional component of an Emergency Services
Routing Proxy that determines the next hop in the SIP
signaling path using a policy.

PIDF-LO (Presence
Information Data
Format-Location

Provides a flexible and versatile means to represent
location information in a SIP header using an XML
schema.

Object)
PBX (Private Branch | A private telephone switch that is connected to the
Exchange) Public Switched Telephone Network.

P25 (Project 25)

A suite of standards developed to provide digital voice
and data communication systems suited to public
safety and first responders. Project 25 was initiated by
the Association of Public Safety Communications
Officials (APCO).

PSAP Incident
Management

PSAP Incident Management is that portion of the
incident life cycle that is processed by an individual i3
PSAP.

PSAP Incident Record

This is the record that is used to track to the Incident
through the PSAP Incident Management life cycle.
There may not be a PSAP Incident Record for each
emergency call. May be referred to as a CAD (or
Dispatch) record.

PSAP (Public Safety
Answering Point)

A private telephone switch that is connected to the
Public Switched Telephone Network.

PSTN (Public The network of equipment, lines, and controls
Switched Telephone | assembled to establish communication paths between
Network) calling and called parties in North America.

RoIP (Radio over IP)

A technology for transmitting radio communication
signals using the Internet Protocol (IP) standard.

RTSP (Real Time
Streaming Protocol)

A network control protocol designed for use in
entertainment and communications systems to control
streaming media servers.

RTT (Real Time Text)

Text transmission that is character at a time, as in
TTY.
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The management of records for an organization
throughout the records-life cycle. The activities in this
management include the systematic and efficient
control of the creation, maintenance, and destruction

RMS (Records of the records along with the business t55ransactions
Management System)| associated with them. Considered a key component of
operational efficiency, record management adds more
value to organization’s information assets.

https://www.techopedia.com/definition/30667/records-

management-system-rms

A Functional Element that enables near real time

wireless data transmissions between PSAPs and

emergency responder devices. This includes

RDS (Responder Data| transmitting dispatch information, creating new
Services) Incidents, updating active and closed Incidents. The

Responder Data Services FE can support the

transmission and receipt of media, or a reference (i.e.

URL) to that media.

Short name for NENA Standard 75-001, Security for
Next-Generation 9-1-1 (NG-SEC).

A service level agreement (SLA) is a contract between
a service provider (either internal or external) and the
SLA (Service Level | end user that defines the level of service expected

Agreement) from the service provider. SLAs are output-based in
that their purpose is specifically to define what the
customer will receive.

NG-SEC (Next
Generation 9-1-1
Security)

A Service Request may be any request for emergency

assistance.

A commonly available functional element that provides

SBC (Session Border | security, NAT traversal, protocol repair and other
Controller) functions to VoIP signaling such as SIP. A component

of a Border Control Function.

A protocol specified by the IETF (RFC3261) that

SIP (Session Initiation| defines a method for establishing multimedia sessions

Protocol) over the Internet. Used as the call signaling protocol in
VoIP, NENA i2 and NENA i3.

Service Request

SNMP (Simple : .
Network Management A protocol defined by the IETF used for managing
devices on an IP network.
Protocol)
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SI (Spatial Interface)

A standardized data replication interface used to
publish GIS data to the functional elements that
consume GIS data, such as the ECRF, LVF, Map
Database Services, etc.

SDO (Standards
Development
Organization)

An entity whose primary activities are developing,
coordinating, promulgating, revising, amending,
reissuing, interpreting, or otherwise maintaining
standards that address the interests of a wide base of
users outside the standards development organization.

TTY (Teletypewriter)

A.K.A. TDD
(Telecommunications
Device for the Deaf)

The phrase TTY (or Teletype device) is how the deaf
community used to refer to the extremely large
machines they used to type messages back and forth
over the phone lines. A TDD operates in a similar way,
but is a much smaller desktop machine. The deaf
community has used the phrase "TTY" and sometimes
uses it interchangeably with "TDD."

http://www.gallaudet.edu/dpn-home/tty-relays-and-
closed-captions.html

A Functional Element that provides NTP time services

Time Server to other Functional Elements.
e A detailed, comprehensive, and unified set of
UCADFR (Un_|f|ed functional requirements for Computer Aided Dispatch
Computer Aided

Dispatch Functional
Requirements)

(CAD), developed by the IJIS Institute and the
Association of Public Safety Communications Officials
International (APCO).
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A URI is an identifier consisting of a sequence of
characters matching the syntax rule that is named
<URI> in RFC 3986. It enables uniform identification
of resources via a set of naming schemes. A URI can
be further classified as a locator, a name, or
both. The term "Uniform Resource Locator" (URL)
refers to the subset of URIs that, in addition to
identifying a resource, provides a means of locating
URI (Uniform the resource by describing its primary access
Resource Identifier) | mechanism (e.g., its network "location"). The term
"Uniform Resource Name" (URN) has been used
historically to refer to both URIs under the "urn"
scheme [RFC2141], which are required to remain
globally unique and persistent even when the resource
ceases to exist or becomes unavailable, and to any
other URI with the properties of a nhame. An example
of a URI that is neither a URL nor a URN is
sip:psap@example.com.
A URL is a type of URI, specifically used for describing
and navigating to a resource (e.g.,
http://www.nena.org)

URL (Uniform
Resource Locator)

4 Recommended Reading and References

1. Network Time Protocol (Version 3) Specification, Implementation and Analysis, Mills,
Internet Engineering Task Force RFC 1305

2. NENA i3 Technical Requirements Document, National Emergency Number
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3. NENA Functional and Interface Standards for Next Generation 9-1-1 Version 1.0 (i3)
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4. Detailed Functional and Interface Standards for the NENA i3 Solution, National
Emergency Number Association, NENA-STA-010
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RFC 3261
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16.Implementation Profile for Interoperable Bridging Systems Interfaces, R. Mitchell et.
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20.Criminal Justice Information Services (CJIS) Security Policy, U.S. Department of
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