The purpose of this resource is to briefly introduce you to a few
categories of artificial intelligence (Al) tools, highlighting some
general benefits and risks of these types of tools. We present
some considerations regarding the use of Al in your practice at
critical stages including researching before you choose to
implement Al tools. We share examples where you may find Al
tools useful and where Al can be found in your case via police and
third-party use. We also share a non-exhaustive list of links and
resources to consider as you thoughtfully interact with Al.

Please note that any of these topics could be a standalone guide
and this resource is intended to be a jumping off point and one to
revisit, especially in a field that is constantly emerging and where
technology moves quicker than the law.
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1) What do you mean by “artificial intelligence” or “machine learning?”
Don’t let technical language get in your way of understanding exactly how the
vendor’s product works and what it purports to do. If you are struggling to
understand terminology, ask questions. Later, consult with a secondary source
and confirm both your understanding and the vendor’s claims.

2) What does “Day One” look like with your software?

Using Al is not like turning on a light switch. Getting a timeline on how and
when this software will be implemented is essential before committing to a new
tool. For a machine-learning program to accept your discovery, for example,
those files may need to be prepared in advance. Is this software capable of
processing data in multiple formats simultaneously or does it require
substantial user input? Does my network have the capacity to use this tool?

3) How does the price change based on the amount of storage and

type of software needed?

Vast amounts of data accumulated over many years require vast amounts of
storage. If that data is stored in the cloud, that storage space can result in
additional charges. How often that data is accessed and used can also change
how much the system costs. If a vendor is estimating how much storage is
needed, or how much the system will cost, ask how those estimates were
calculated and what assumptions were made. Adding Al software to your
current workflow or purchasing new software that incorporates Al will add costs
to your bottom line. What other features may affect price, and are there costs
associated with inputting data into the system, taking it out, or both?

4) Has your tool been validated for its intended purpose and how
reliable is it?

It is critical to understand what empirical support there is for the assertions that
a vendor makes. If there is no third-party testing or validation, why? Ask what
offices currently use the software, then follow up with those offices to see if the
tool is actually a time-saver, and how their practice is adapting to it.
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5) Who sees our data and where is it used?

Software using Al will sometimes take user data and use it to train another
machine learning algorithm. Such use could result in a breach of confidentiality
and present ethical concerns. For example, a client’s personalized education plan
may be used to train an Al system on how to analyze and process similar files. Pay
attention to the terms of use and the end user license agreement to see how the
vendor plans to use your data. You may need to take additional steps to opt-out of
data sharing to ensure that sensitive information is not disclosed to third parties.

6) How will our users be trained on the new tech?

Getting your users up to speed should always be considered when buying new
software. You will also need to determine how much human review will be
required once a tool is used. Will the vendor provide any sort of training? Do they
provide support and how much? Involve your attorneys and office staff in these
discussions, as they will have valuable concerns and input on how useful the new
software will be, or where it may fall short.

7) Have ethical and legal risks been considered?

Review ethics opinions and court rulings to guide your decisions about what is
“reasonable” use of Al in your office. Assess each tool and use of Al individually,
because some tools may be acceptable for one purpose and dangerous for
another. Ensure your Al tools give you control to silo information appropriately,
such as discovery subject to a protective order or conflict of interest. Al tools are
notorious for being subject to biases and hallucinations so make sure you have
safeguards in place to confirm accuracy or address biases. Al tools must be used
reasonably and responsibly.l" Do not input confidential client information or
personally identifiable information unless you are certain the Al system is properly
secured to preserve confidentiality and comply with ethical obligations. Be aware
of and follow any applicable court rules, state bar guidance, or office policies
governing the use of Al in legal practice.

[1] ABA Ethics Formal Opinion 512; See also News Picks from NYSDA Staff September 17, 2024



https://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/ethics-opinions/aba-formal-opinion-512.pdf
https://myemail-api.constantcontact.com/News-Picks-from-NYSDA-Staff-September-17--2024.html?soid=1111756213471&aid=3-BI-RIbTdU
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Term

Artificial Intelligence (Al)

Explanation

A catch-all term referring to the ability of
machines to simulate human intelligence. Al
applications generally perform tasks involving
learning, problem-solving, and decision-making.

Generative Al (GAl)

A tool where a user inputs a prompt, the tool
reviews a vast amount of data in a very short time
and provides output to the user. The output can
be in the form of text that may (or may not)
answer the user’s question, an image created
based on what the user input, or a host of other
responses. One example is predictive text features
in cell phone and in word processing software that
finishes your sentences for you.

Large Language Model
(LLM)

An Al system “trained” to recognize and generate
human language. An LLM can translate languages,
analyze multimedia, and search through vast
amounts of data. An LLM may be* able to review
and summarize thousands of pages of medical
records.

Training Data

The vast amount of information given to the LLM
for analysis. Oftentimes, the full extent and
contents of training data remain a mystery (i.e,, a
police department’s retained reports may serve as
training data to automatically generate new
reports in the future).

Hallucination

A response from Al that is coherent but contains
factual inaccuracies. The Al computes what
responses seem correct or are an aggregate of
many responses, but the tool lacks the ability to
determine whether an output is true. For example,
Al may fabricate caselaw or invent new facts when
you attempt to use an Al tool like a search engine.

*Caution must be exercised when contemplating Al tool usage to review any sensitive or

confidential information and human review of any Al-generated summary for accuracy is a must
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Example 1: Using Generative Al (GAIl) Tool to Assist with
Drafting Motions

The tool may create a passable draft of pleadings but has limitations. You
may save some time and energy not stressing over a blank page, but your
results will be limited to general output since you must protect client
confidentiality by not inputting too much specific information into the
tool. You may also limit learning opportunities for less experienced
attorneys and/or legal interns, who could create a higher quality draft that
is specific to your facts. Regardless of which option or combination of
options you choose, both drafts will need to be double-checked by a more
senior attorney so the benefits of using a tool may or may not outweigh
the risks and financial cost.[?

Example 2: Using Al Tool to Transcribe Body-Worn Camera
Video

The quality of the output depends on the quality of the input. Poor audio
quality means inaccurate transcription, and these systems do not yet (and
may never) consistently identify the speaker. As with all Al tools, the user
must consider how case information is shared, stored, and relied upon to
train Al tools. Users must exercise caution when implementing any Al tool
because any Al tool that replaces human work cannot be easily verified.

[2] Lawyer nearly sanctioned for using Al-generated fabricated cases
https://thehill.com/regulation/court-battles/4544339-judge-sanction-michael-cohen-lawyer-ai-

generated-fake-case-citations/



https://thehill.com/regulation/court-battles/4544339-judge-sanction-michael-cohen-lawyer-ai-generated-fake-case-citations/
https://thehill.com/regulation/court-battles/4544339-judge-sanction-michael-cohen-lawyer-ai-generated-fake-case-citations/
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Example 3: Al-Assisted Police Reports

Axon and other companies have developed GAI tools to assist in drafting
police reports with an aim of reducing paperwork. Axon’s product, Draft
One, uses police body-worn camera audio to generate customizable
portions of police reports.l®! As with all police technology, those
reviewing the output should review it with a healthy dose of skepticism:

“It does not appear that Axon’'s

best practices are built into the POLICE
system by default and police \ [ / REPORT

departments can use the
technology without affirming
that the report was Al-
generated or providing an audit
trail.”“

[3] Draft One, which aids in drafting police reports https://apnews.com/article/ai-writes-police-
reports-axon-body-cameras-chatgpt-a24di1502b53faae4be0dac069243f418; News Picks From
NYSDA Staff covered this briefly in September 2024 News Picks from NYSDA Staff September
17, 2024

[4] Ferguson, Andrew Guthrie, “Generative Suspicion and the Risks of Al-Assisted Police
Reports,” American University Washington College of Law (July 17, 2024) Available at SSRN:
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4897632 (cited with permission)



https://apnews.com/article/ai-writes-police-reports-axon-body-cameras-chatgpt-a24d1502b53faae4be0dac069243f418
https://apnews.com/article/ai-writes-police-reports-axon-body-cameras-chatgpt-a24d1502b53faae4be0dac069243f418
https://myemail-api.constantcontact.com/News-Picks-from-NYSDA-Staff-September-17--2024.html?soid=1111756213471&aid=3-BI-RIbTdU
https://myemail-api.constantcontact.com/News-Picks-from-NYSDA-Staff-September-17--2024.html?soid=1111756213471&aid=3-BI-RIbTdU
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4897632
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Bar Guides / Reports

Report and Recommendations of the New York State Bar Association Task
Force on Artificial Intelligence

New York City Bar - Artificial Intelligence and the New York State Judiciary: A
Preliminary Path

State Bar of California - Practical Guidance for the Use of Generative Artificial
Intelligence in the Practice of Law

American Bar Association - Guidelines for Legislation and Standards
Pertaining to Al

Federal Judicial Center - An Introduction to Artificial Intelligence for Federal
Judges

NJ Courts - Legal Practice: Preliminary Guidelines on the Use of Artificial
Intelligence by New Jersey Lawyers

Ethics

American Bar Association - Formal Opinion 512 - Generative Artificial

Intelligence Tools

American Bar Association - Formal Opinion 477R - Securing Communication
of Protected Client Information

Justia - Al and Attorney Ethics Rules: 50-State Survey

New York City Bar - Formal Opinion 2024-5: Ethical Obligations of Lawyers
and Law Firms Relating to the Use of Generative Artificial Intelligence in the
Practice of Law

New York State Bar Association - Ethics Opinion 842 - Using an outside online
storage provider to store client confidential Information

New York State Bar Association - Ethics Opinion 1020 - Confidentiality; use of
cloud storage for purposes of a transaction

American Bar Association - Formal Opinion 498 - Virtual Practice

Click any title above to access content


https://nysba.org/wp-content/uploads/2022/03/2024-April-Report-and-Recommendations-of-the-Task-Force-on-Artificial-Intelligence.pdf
https://nysba.org/wp-content/uploads/2022/03/2024-April-Report-and-Recommendations-of-the-Task-Force-on-Artificial-Intelligence.pdf
https://www.nycbar.org/wp-content/uploads/2024/06/20221290_AI_NYS_Judiciary.pdf
https://www.nycbar.org/wp-content/uploads/2024/06/20221290_AI_NYS_Judiciary.pdf
https://www.calbar.ca.gov/Portals/0/documents/ethics/Generative-AI-Practical-Guidance.pdf
https://www.calbar.ca.gov/Portals/0/documents/ethics/Generative-AI-Practical-Guidance.pdf
https://www.americanbar.org/content/dam/aba/directories/policy/midyear-2023/604-midyear-2023.pdf
https://www.americanbar.org/content/dam/aba/directories/policy/midyear-2023/604-midyear-2023.pdf
https://www.fjc.gov/sites/default/files/materials/47/An_Introduction_to_Artificial_Intelligence_for_Federal_Judges.pdf
https://www.fjc.gov/sites/default/files/materials/47/An_Introduction_to_Artificial_Intelligence_for_Federal_Judges.pdf
https://www.njcourts.gov/sites/default/files/notices/2024/01/n240125a.pdf
https://www.njcourts.gov/sites/default/files/notices/2024/01/n240125a.pdf
https://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/ethics-opinions/aba-formal-opinion-512.pdf
https://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/ethics-opinions/aba-formal-opinion-512.pdf
https://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/ethics-opinions/aba-formal-opinion-477.pdf
https://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/ethics-opinions/aba-formal-opinion-477.pdf
https://www.justia.com/trials-litigation/ai-and-attorney-ethics-rules-50-state-survey/
https://www.nycbar.org/wp-content/uploads/2024/08/20221329_GenerativeAILawPractice.pdf
https://www.nycbar.org/wp-content/uploads/2024/08/20221329_GenerativeAILawPractice.pdf
https://www.nycbar.org/wp-content/uploads/2024/08/20221329_GenerativeAILawPractice.pdf
https://nysba.org/wp-content/uploads/2010/09/Opn842.pdf?srsltid=AfmBOoq6JlrSo4bhA7aFH91i9zAFb_NRa2Fvp8qqRBCoTLzUIto1nsVu
https://nysba.org/wp-content/uploads/2010/09/Opn842.pdf?srsltid=AfmBOoq6JlrSo4bhA7aFH91i9zAFb_NRa2Fvp8qqRBCoTLzUIto1nsVu
https://nysba.org/wp-content/uploads/2014/09/Opn-1020.pdf
https://nysba.org/wp-content/uploads/2014/09/Opn-1020.pdf
https://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/ethics-opinions/aba-formal-opinion-498.pdf
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Sanctions

Sanctions ordered for lawyers who relied on ChatGPT artificial intelligence to
prepare court brief

Deception Inspection: Attorney Faces Discipline for Citing Fake Law
Judge declines to sanction Michael Cohen, lawyer over Al-generated fake
case citations

Texas lawyer fined for Al use in latest sanction over fake citations
Colorado lawyer suspended for using Al platform to draft legal motion
Mata v Avianca, Inc - US Dist Court, SDNY, June 22, 2023 678 FSupp3d 443
US v Cohen - US Dist Court, SDNY, March 20, 2024 724 FSupp3d 251

Park v Kim - US Ct of Appeals, 2"¢ Cir, January 30, 2024 91 F4th 610 117
FedRServ3d 1693

Law Journals & Research

The GPT Judge: Justice in a Generative Al World
The Right to a Glass Box: Rethinking the Use of Artificial Intelligence in
Criminal Justice

The Automated Fourth Amendment

How Machines Reveal the Gaps in Evidence Law

Generative Suspicion and the Risks of Al-Assisted Police Reports

Video Analytics and Fourth Amendment Vision

Hallucination-Free? Assessing the Reliability of Leading Al Legal Research
Tools

Noteworthy Cases

People v Reyes, 69 Misc 3d 963 (NY Sup Ct 2020)
Matter of Weber as Tr of Michael S Weber Tr, 85 Misc 3d 727 (NY Sur Ct 2024)

Click any title above to access content


https://www.courthousenews.com/sanctions-ordered-for-lawyers-who-relied-on-chatgpt-artificial-intelligence-to-prepare-court-brief
https://www.courthousenews.com/sanctions-ordered-for-lawyers-who-relied-on-chatgpt-artificial-intelligence-to-prepare-court-brief
https://natlawreview.com/article/deception-inspection-attorney-faces-discipline-citing-fake-law
https://thehill.com/regulation/court-battles/4544339-judge-sanction-michael-cohen-lawyer-ai-generated-fake-case-citations/
https://thehill.com/regulation/court-battles/4544339-judge-sanction-michael-cohen-lawyer-ai-generated-fake-case-citations/
https://www.reuters.com/legal/government/texas-lawyer-fined-ai-use-latest-sanction-over-fake-citations-2024-11-26/
https://www.cbsnews.com/colorado/news/colorado-lawyer-artificial-intelligence-suspension
https://www.courtlistener.com/docket/63107798/54/mata-v-avianca-inc/
https://storage.courtlistener.com/recap/gov.uscourts.nysd.499665/gov.uscourts.nysd.499665.108.0.pdf
https://cases.justia.com/federal/appellate-courts/ca2/22-2057/22-2057-2024-01-30.pdf?ts=1706626850
https://cases.justia.com/federal/appellate-courts/ca2/22-2057/22-2057-2024-01-30.pdf?ts=1706626850
https://cases.justia.com/federal/appellate-courts/ca2/22-2057/22-2057-2024-01-30.pdf?ts=1706626850
https://cases.justia.com/federal/appellate-courts/ca2/22-2057/22-2057-2024-01-30.pdf?ts=1706626850
https://scholarship.law.duke.edu/cgi/viewcontent.cgi?article=1378&context=dltr
https://download.ssrn.com/23/02/16/ssrn_id4361462_code2921407.pdf?response-content-disposition=inline&X-Amz-Security-Token=IQoJb3JpZ2luX2VjEGoaCXVzLWVhc3QtMSJHMEUCIFYeRjpmBBKleAiTEL0lmo6wNaofP4f6BJWLRzn3QcRvAiEAroz0BjP34JMTnRd%2B2EovsZ1Nn0H5kNGQ7zou%2Fi7zDfMqvAUIYxAEGgwzMDg0NzUzMDEyNTciDO2jmV%2BvWg%2F6dFmFjSqZBa2eYfj1nIM%2BR3bBUzc8C%2BZFeqF%2FQiwQoqrd5Cm2%2F1owEUSNlu2EUxvr8bnsGKFaY0nScH58Sp7zesNxVP6PtJOBYsxS1QEB5v3%2BUE3wyY%2BEIWXOQxItGr7NTH77llcxkNQMdkDkDlq7WGnhxxwGskg%2BOOE0CpiwGvfi9lQgl%2BH7GZIjskPv6rJTdAhNFZ%2BEBO%2FMhkmB6gNsv5qWYuvPnridvl%2Bpqi1MhjIbu2M1UBpFN7PutBcmGhwCuZJDMUDGw1A5Tt0ktl7SFKOKPJRxbbHkX1Oxb6m0LgMQ0Tpnh7Gso%2FXWsBXyjyZ4FSRKVXgbfffKmEvU%2Fa39Aqrw9NsqllYOKjK3z%2F9L7ydPnvH8M9GBrb0X2F9uMynVTkndkTXB2IyhMZKi8RRMbwZvvpHptnkDd3FZ9fgZF0qqaBOnk5UZ3%2BSF81XYI1wXM7zBrPUZS1Z0NrkhtoudaIz21rLSjz31Z4CHVXL3zNkJJUryo581aH02pNZeXXZLOmhjtKetYOnQgns0OtkEyraRHkPvWxtzGxix%2B2CdBaWyWqTEl4k6%2BU3%2FSyIC7Ad49n6HIdI%2FdiLnHOS21ds6jyuK6lkp2PxUPpqKMmHXLj84ni461Ru2vciyJ45rUuZzFkFimzkhlIZGNl%2BHbRZKFXofA7QzgE5D%2FJ9yD3xNLvCl%2FJzOhmhkvP4SnfY1Z%2BiWLkXiJj4AkmojNxHCjFpo9pm6Svq2p9OQ%2BmkqAuCbgmM3AY%2FxFUmdpFT%2F4KAkDVOjSFbNGS2cHjq7uCtAalY%2BUZuW2qax%2FIvwhr6ZEkbGQmzgrtr4tPi0Qe4vFnKJ50JU02d%2BqtkDJvPPVjzc0ohuOnFHRfQdlbUi0kqbVEINaJjyYju532gc4M8JuuJbdj0xMO2W9sIGOrEB6nGCUYhvH34iRipWtUQFnOdYss8zKOjQYxsBtbYtlmuz03qYD8kwnMx%2F%2Bu5ibDwyksoumYpVawaBeUsCECzd0ZPDZXwzeUSotxRa%2BFfXzoP5Ps8hCgNhrkEJwnlsiyIeUEUbIkH8Xz3B2m84MjbKl1HwMltlXfE208cy%2BBsAJixtjU7X9yBUOFwmcX%2FP7RcS4SLJ8ZD%2FGNXv0jS63XAwER7DMBOsnKtvE2v2x7QpVftY&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Date=20250626T190804Z&X-Amz-SignedHeaders=host&X-Amz-Expires=300&X-Amz-Credential=ASIAUPUUPRWERCAV3WES%2F20250626%2Fus-east-1%2Fs3%2Faws4_request&X-Amz-Signature=2c182dac7c18045e7d60ae927e775c4a47729a4c153950562e0600d2096e344a&abstractId=4275661
https://download.ssrn.com/23/02/16/ssrn_id4361462_code2921407.pdf?response-content-disposition=inline&X-Amz-Security-Token=IQoJb3JpZ2luX2VjEGoaCXVzLWVhc3QtMSJHMEUCIFYeRjpmBBKleAiTEL0lmo6wNaofP4f6BJWLRzn3QcRvAiEAroz0BjP34JMTnRd%2B2EovsZ1Nn0H5kNGQ7zou%2Fi7zDfMqvAUIYxAEGgwzMDg0NzUzMDEyNTciDO2jmV%2BvWg%2F6dFmFjSqZBa2eYfj1nIM%2BR3bBUzc8C%2BZFeqF%2FQiwQoqrd5Cm2%2F1owEUSNlu2EUxvr8bnsGKFaY0nScH58Sp7zesNxVP6PtJOBYsxS1QEB5v3%2BUE3wyY%2BEIWXOQxItGr7NTH77llcxkNQMdkDkDlq7WGnhxxwGskg%2BOOE0CpiwGvfi9lQgl%2BH7GZIjskPv6rJTdAhNFZ%2BEBO%2FMhkmB6gNsv5qWYuvPnridvl%2Bpqi1MhjIbu2M1UBpFN7PutBcmGhwCuZJDMUDGw1A5Tt0ktl7SFKOKPJRxbbHkX1Oxb6m0LgMQ0Tpnh7Gso%2FXWsBXyjyZ4FSRKVXgbfffKmEvU%2Fa39Aqrw9NsqllYOKjK3z%2F9L7ydPnvH8M9GBrb0X2F9uMynVTkndkTXB2IyhMZKi8RRMbwZvvpHptnkDd3FZ9fgZF0qqaBOnk5UZ3%2BSF81XYI1wXM7zBrPUZS1Z0NrkhtoudaIz21rLSjz31Z4CHVXL3zNkJJUryo581aH02pNZeXXZLOmhjtKetYOnQgns0OtkEyraRHkPvWxtzGxix%2B2CdBaWyWqTEl4k6%2BU3%2FSyIC7Ad49n6HIdI%2FdiLnHOS21ds6jyuK6lkp2PxUPpqKMmHXLj84ni461Ru2vciyJ45rUuZzFkFimzkhlIZGNl%2BHbRZKFXofA7QzgE5D%2FJ9yD3xNLvCl%2FJzOhmhkvP4SnfY1Z%2BiWLkXiJj4AkmojNxHCjFpo9pm6Svq2p9OQ%2BmkqAuCbgmM3AY%2FxFUmdpFT%2F4KAkDVOjSFbNGS2cHjq7uCtAalY%2BUZuW2qax%2FIvwhr6ZEkbGQmzgrtr4tPi0Qe4vFnKJ50JU02d%2BqtkDJvPPVjzc0ohuOnFHRfQdlbUi0kqbVEINaJjyYju532gc4M8JuuJbdj0xMO2W9sIGOrEB6nGCUYhvH34iRipWtUQFnOdYss8zKOjQYxsBtbYtlmuz03qYD8kwnMx%2F%2Bu5ibDwyksoumYpVawaBeUsCECzd0ZPDZXwzeUSotxRa%2BFfXzoP5Ps8hCgNhrkEJwnlsiyIeUEUbIkH8Xz3B2m84MjbKl1HwMltlXfE208cy%2BBsAJixtjU7X9yBUOFwmcX%2FP7RcS4SLJ8ZD%2FGNXv0jS63XAwER7DMBOsnKtvE2v2x7QpVftY&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Date=20250626T190804Z&X-Amz-SignedHeaders=host&X-Amz-Expires=300&X-Amz-Credential=ASIAUPUUPRWERCAV3WES%2F20250626%2Fus-east-1%2Fs3%2Faws4_request&X-Amz-Signature=2c182dac7c18045e7d60ae927e775c4a47729a4c153950562e0600d2096e344a&abstractId=4275661
https://scholarlycommons.law.emory.edu/cgi/viewcontent.cgi?article=1521&context=elj
https://scholarship.law.vanderbilt.edu/cgi/viewcontent.cgi?article=4892&context=vlr
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4897632
https://digitalcommons.wcl.american.edu/cgi/viewcontent.cgi?article=3260&context=facsch_lawrev
https://dho.stanford.edu/wp-content/uploads/Legal_RAG_Hallucinations.pdf
https://dho.stanford.edu/wp-content/uploads/Legal_RAG_Hallucinations.pdf
https://www.nycourts.gov/reporter/3dseries/2020/2020_20258.htm
https://www.nycourts.gov/reporter/3dseries/2024/2024_24258.htm

