Into the Breach. New Data Security
Coverage for NYSIR Members
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Some computer scientists think if you tried to
stuff more than 1069 bits of it into a square meter,
the limits of quantum physics would cause
your hard drive to collapse into a black hole.
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While there probably isn’t any danger of
that happening to information typically
stored in school computer systems,
nowadays education-related data is becoming
increasingly vulnerable to attack and security
breaches, and successfully recovering
from that kind of collapse is what NYSIR’s
proposed new cyber coverage is all about.
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Rates: Holding Steady
Based on positive
financial signs, NYSIR’s

board of governors has
elected to keep July 1,
2016, rates the same as last year
for
each line of subscriber insurance
coverage, making it the second yea
r
in a row rates for member district
s

and BOCES have not gone up.

According to NYSIR Acting Executi
ve
Director Tom Austin, the board

based its decision on results of the

Following formal approval by the state Department
of Financial Services (DFS), policies protecting
the reciprocal’s 352 school districts
Continued on page 2.

reciprocal’s annual actuarial analysi
s
and lower cost projections for
reinsurance and operational expens
es.
Continued on page 3.
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INTO THE BREACH: DATA SECURITY
and BOCES will automatically include two
types of cyber-security coverage. The first,
Data Compromise Insurance, is designed
to help public schools cover expenses and
service obligations generally associated
with a personal data breach. The second,
CyberOne™ Insurance, assists

districts in restoring their operational
data and computer systems. Both
coverages also can help offset the expense
of third-party lawsuits that may result
from a data breach or computer attack.

GETTING PERSONAL
Robert Lulley, Executive Vice
President of Wright Risk Management’s
Public Entity Division, explained
that all schools and BOCES maintain
data, both personal and operational.
“Data compromise coverage,” he noted,
“deals strictly with personal
information related to students, staff,
faculty and retirees – information
like Social Security numbers, for instance,
and health-related data.”
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Specifically, the new add-on NYSIR
coverage reimburses districts for the cost
of notifying people
whose personal
information has
been compromised;
providing a year’s
worth of credit
monitoring; and
helping to manage
personal identity theft.
The insurance, which
is subject to deductibles
and limited to an
annual aggregate of
$250,000 per district,
also covers expenses
for hiring forensic
experts to determine
the nature and extent
of a data breach,
legal consultations
and possible public
relations assistance.

The new addon NYSIR
coverage
reimburses
districts for
the cost of
notifying
people whose
personal
information
has been
compromised;
providing a
year’s worth
of credit
monitoring;
and helping
to manage
personal
identity theft.

A separate element of
data compromise coverage provides
an annual aggregate limit of $250,000
per district earmarked for defending
against potential legal actions brought
by plaintiffs affected by a breach
of personally identifying information.

SYSTEMS UNDER ATTACK
The second type of coverage, CyberOne
insurance, is intended to help pay the
costs of restoring a district’s operational
data and computer systems.
According to Tom Austin, NYSIR’s Acting
Executive Director, when a school or
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INTO THE BREACH, CONTINUED

The coverage
will also
pay for
system
restoration
and the cost
of business
interruption
and public
relations
services.

BOCES experiences a
serious data breach, virus
or other attack, critical
information required to keep
it functioning can sometimes
disappear down, well…
a black hole. CyberOne
insurance, administered by
NYSIR partners Hartford
Steam Boiler and Munich
Reinsurance, pays for the
restoration of lost data by

tapping into electronic
backup sources and re-creating other data
from non-electronic sources.
It also will pay for system restoration
and the cost of business interruption and
public relations services. In addition,
a special network security liability
component of CyberOne coverage
pays for legal defense, settlements and
judgments handed down in the event of
any associated lawsuits. Both CyberOne
components have an annual aggregate
limit of $250,000 per district.

POWER SOURCE
“In the 21st century,” advises NYSIR
President Carleen Millsaps,
“information is power – especially as
it relates to the business of education.
When its flow is interrupted, everything
comes to a stop, and no one knows
that better than the thousands of
education professionals and school
business officials supported by NYSIR
across New York.
“Helping our subscribers to protect
against data compromise is the next
logical step, and we’re only too glad
to expand coverage in that direction.”
Upon DFS approval, both kinds of
insurance will automatically be added
to subscribers’ coverage, and NYSIR
will be notifying members with policy
confirmations. For more details about
the reciprocal’s cyber-security coverage,
visit nysir.org or contact your regional
NYSIR representative.

EXTRA: RATES HOLD STEADY, CONTINUED
Effective rate-making is a key part of
insurance underwriting, and is essential
to maintaining NYSIR’s financial strength.
Initial rates for each line of coverage
and all subsequent requests for
changes are regulated by the New York
State Department of Financial Services
(DFS). NYSIR is guided by a detailed
underwriting document that also includes a
DFS-approved rate modification plan.
The board's decision to maintain rates
at their current levels takes into account
NYSIR’s strong performance, Austin

Specific renewal premium

s

for each NYSIR
member will be
determined by
the 2016 rate st
ructure
and an individu
al district’s or
BOCES’ prior cl
aim experience
and
changes in prop
erty, vehicle
and other risk
characteristics.
n

n

n

added, as well as an appreciation
for the tight economic conditions in which
schools and BOCES across New York
find themselves.
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William J. Furlong

WILLIAM J. FURLONG

NYSIR Board of Governors
member William J.
Furlong has been on the
board for eight years and
has served as a business
official at a NYSIR
subscriber district since
2002. In July he joined
North Colonie Central
School District (CSD) as
Assistant Superintendent
for Business. n HOMETOWN:
Salamanca, NY n WHERE DID
YOU GET YOUR DEGREE? I have
a BBA in Accounting from St.
Bonaventure
University,
an MBA
from Wilkes
University and a CAS from SUNY
Cortland. n HOW DID YOU GET

NYSIR Profiles

called School Business Administrator. Before
I knew it, I was completing my internship
at Tully CSD and was hired by Cazenovia
CSD, where I spent 18 years as Business
Administrator and Assistant Superintendent.
GROWING UP, I ALWAYS WANTED TO
BE… A nuclear physicist, because it was fun
n

to say nuclear physicist. In hindsight, it was
a meltdown just waiting to happen. Just ask
my high school physics teacher. n FAVORITE
(OR LEAST FAVORITE) FOOD: Favorite
food? Anything Italian. Least favorite? Sushi.
IF YOU COULD GO ANYWHERE IN THE
WORLD, WHERE WOULD IT BE? A place
n

that I would like to return to would be Europe.
As for somewhere I’ve never been, it would
be Yellowstone National Park. n FAVORITE
WINTER ACTIVITY: To hibernate until budget
season, with a little college basketball-watching
along the way. n Furlong’s father was a high
school business teacher and his mother was

INTO THE BUSINESS YOU’RE
IN? I worked in the private

a teacher and elementary principal for 23

sector (manufacturing) and I
heard about a new certification

Denise (a teacher) for 30 years. They have

years. In June, he will have been married to
three children.

M. Leo Driscoll
M. Leo Driscoll, CPCU, ARE, is
vice president of Holborn, a
reinsurance intermediary. The
company provides consulting
services to NYSIR on matters
involving reinsurance and helps
protect the reciprocal in the
event it incurs an unusually large
claim. Holborn has worked
with NYSIR for nearly 17 years,
and Driscoll has been involved since
NYSIR’s inception in 1989, when
he worked at another reinsurance
intermediary firm. n HOMETOWN:
I grew up in Huntington, NY, and now
reside in Garden City. n WHERE DID
YOU GET YOUR DEGREE? I attended
the University of Notre Dame and
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received a degree in
economics. n HOW
DID YOU GET INTO
THE BUSINESS
YOU’RE IN? My

roommate at Notre
Dame was in
reinsurance and he
introduced me to the
business. n MOTTO
TO LIVE BY: “Always M. LEO DRISCOLL, CPCU, ARE
do the best you can.” Even if things don’t work
out as planned, knowing you did your best is
what’s most important. n GROWING UP, I
ALWAYS WANTED TO BE… A professional
baseball player, just like all the other kids on
my block. n FAVORITE BOOK: My
favorite book is Wins, Losses and Lessons by
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Lou Holtz, the famous college football
coach and ESPN commentator. n
FAVORITE MOVIES: Million Dollar
Arm, Rocky Balboa and October Sky

n

FAVORITE WINTER ACTIVITIES: Sleigh-

riding and watching basketball

n

Driscoll

has six sisters and three brothers, and he
and his wife Nancy have three boys.

Lisa Marie Morehouse
NYSIR Office
female umpire in major league
Administrator Lisa Marie
baseball. n LAST BOOK
Morehouse has been
YOU READ: The Isaiah
with the reciprocal just
Effect by Gregg Braden n IF
shy of three years. She
YOU COULD GO BACK
received her Bachelor’s
IN TIME AND TALK WITH
Degree in English from
SOMEONE, WHO WOULD
IT BE? My grandfather,
SUNY Stony Brook and
Chauncey Morehouse. He passed
Masters in English from
away when I was 10 and I’ve
Hofstra University.
LISA
MARIE
MOREHOUSE
only recently learned what an
“In the late ‘90s and
amazing life and career he had.
early 2000s I had
(Google or YouTube him!) n FAVORITE
the opportunity to learn event and
WINTER ACTIVITY: Brisk walks outside,
conference planning while working
reading, napping in front of a warm fireplace.
as a consultant for a philanthropic
And BINGE WATCHING! n Lisa is the
organization in New York City,
n
youngest of four girls. She describes her late
and I’ve loved it ever since.”
father as a “Wonderful, kind sweetheart.”
HOMETOWN: Oyster Bay, NY
GROWING UP, YOU ALWAYS
WANTED TO BE… The first
n

Her mother, sisters and their families all live
on Long Island.

Fast Takes
A quick look at recently elected
NYSIR board members
and members appointed to
new functions.

James Johnston
Haverstraw-Stony Point CSD
Johnston, who formally
retired as a business official
with the district, was recently
JAMES JOHNSTON
appointed as an advisory
member of the NYSIR Board of
Governors in recognition of his
many contributions to the reciprocal
since its inception in 1989. In
addition to being a board member

for 19 years, Johnston has served as
NYSIR’s executive director and president
of the board. He will continue to attend
meetings and board functions, and sit in
an advisory capacity on the Planning and
Development Committee.

Deborah Heppes
Orange-Ulster BOCES
Heppes has been a member
of the NYSIR Board of
DEBORAH HEPPES
Governors for three years
and was recently appointed Chairperson
of the Operations Committee. She fills the
committee position held by retiring board
Continued on page 7.
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It’s a complicated enterprise. Faculty. Staff.
Students. Supplies. Transportation. Buildings and grounds. With seemingly a
thousand things demanding attention all at once, risk management is bound to slip
to the bottom of the list every once in a while, right? Here’s why it shouldn’t, and
why it’s important to remember…

Steps.... or decorative landscaping?

A WINTER FALL

It is, as they say, all in the eyes of
the beholder. Depending on the viewpoint,
however, an elegant outdoor design
can quickly turn into a slip-and-trip
hazard, and the difference could prove
to be expensive for school districts.
Consider this case from the files of
NYSIR’s Claims Department.
Some years back a public library
operating on the grounds of a subscriber
district decided to make some landscaping
improvements to an area just beneath the
entrance to the building,
opting to spruce things
up with the addition
of plants, shrubs and
natural rock formations.
The new landscape
occupied a space
between the parking lot
driveway and a slightly
elevated public sidewalk.
The actual formal
entrance to the library –
steps, sidewalk, doors –
wasn’t affected.

The court
decided
that the
district and
the library
shared
liability
at 70 percent
and
30 percent,
respectively

While the library wasn’t owned by the
school district, it was understood that
exterior maintenance was the primary
responsibility of the district. That meant,
among other things, snow and ice removal.
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On a cold winter day, a woman
returning materials to the library walked
up to the ice-free main entrance, left them
in a drop box and returned to her car.
But instead of retracing her steps to the
parking lot, she walked a short distance
down the sidewalk and – interpreting
as functional steps what were later
described as decorative boulders – she
stepped on them, slipped on ice and fell
to the ground, breaking her wrist.
After a trip to the emergency room
and examination by an orthopedist, it
was determined that she needed
surgery to implant a steel plate in her
wrist. Recovery entailed several weeks
in a hard cast and physical therapy, but
she never recovered 100 percent
range of motion in her wrist. She
subsequently sued both the school
district and the library for damages,
and a State Supreme Court jury found
the district culpable, deciding that
it should have been aware of the
unsafe conditions and taken suitable
precautions to correct them before the
accident occurred.
The court decided that the district and the
library shared liability at 70 percent and
30 percent, respectively.
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LESSONS
LEARNED?

n

n

When it comes to maintenance and
property improvements:
n Districts or BOCES shouldn’t undertake
work they’re not obligated to perform.
n Once you assume a task, you assume
any liability flowing from it.

Protect yourself through clear
lease obligations.
Require additional-insured status.

And notify NYSIR early on when changes
or improvements to district-owned
property are being made.
Otherwise… it could happen to you.

Fast Takes, Continued
member Meredith Brosnan of Valley
Stream Union Free School District #13.

Steven Hubbard

Cincinnatus Central School District
Hubbard, Cincinnatus CSD Superintendent,
was elected to represent NYSIR’s
Central Region on the NYSIR
Board of Governors in
November 2015. He sits on
the Operations Committee,
and fills an opening created
when current member
William Furlong left the
STEVEN HUBBARD
assistant superintendent’s
position in Cazenovia to become Assistant
Superintendent for Business with the
North Colonie School District.

Dr. Wayne Loper
Valley Stream Central High
School District
Loper joined the
NYSIR Board of
Governors in January

DR. WAYNE LOPER

2016 and sits on the Planning and
Development Committee. Loper,
Assistant Superintendent for Finance and
Operations with Valley Stream Central
High School District, is also an adjunct
professor at Long Island University, where
he instructs graduate students seeking
leadership certification. He replaces
retiring board member Meredith Brosnan.

Kwame Boakye-Yiadom
Hamilton-Fulton-Montgomery BOCES
Boakye-Yiadom joined the NYSIR
Board of Governors in November
2015. He currently sits
on the Finance Committee.
The Hamilton-FultonMontgomery BOCES
Associate Superintendent
for Business was elected
to represent the reciprocal’s
KWAME
BOAKYE-YIADOM
Capital North Region. He
fills a vacancy opened when former
NYSIR President and Saratoga Springs
Assistant Superintendent for Business
Kurt Jaeger retired from the board.
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NYSIR CONNECT: PHASE TWO
Last March,
member districts
and BOCES were
introduced to
NYSIR Connect, the
reciprocal’s new
online application
renewal process,
which gives
subscribes userfriendly access to pre-populated data and
insurance schedules.
“NYSIR realized the burden that comes
with the renewal process,” says Assistant
Superintendent for Business
NYSIR Connect Stephen Harrison at East Islip
School District, and took steps to
is extremely
automate the process.
user-friendly.

The time
commitment
to complete
the renewal
has been
significantly
reduced, the
graphics are
large and
the various
components
of the renewal
are easy to
navigate.

Adds Timothy P. Whipple, Business
Administrator at Malone Central
School District and NYSIR
board member: “The system is
extremely user-friendly. The time
commitment to complete the
renewal has been significantly
reduced, the graphics are large
and the various components of the
renewal are easy to navigate.”

NYSIR Connect even allows users
to make changes and upload and
submit additional documents
(e.g., new or updated property
appraisals) with their renewal
applications. Subscribers
also can initiate the renewal
process, save applications
in progress and return to
complete them at a later time.
Feedback shows that 95
percent of NYSIR’s members
took advantage of the e-renewal
system in its first year.
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MAKING GOOD
EVEN BETTER
New for 2016-2017,
NYSIR members
can expect several
enhancements
that will further
streamline the
renewal process.
According to NYSIR underwriter Steven
Kearns, who worked on the enhancement
process, one of the most noticeable
differences for subscribers will be the
ability to print individual schedules and
in-progress applications.
As a result of another Phase Two
enhancement, each member district or
BOCES will be able to both view and print
its current NYSIR property, auto and
inland marine insurance schedules in real
time. Before, renewal data was static.
The way subscribers access NYSIR Connect
will change this year, as well. Now, rather
than accessing via nysirconnect.org,
subscribers will log in to NYSIR Connect
through the nysir.org site. As a result, users
will not be required to provide any additional
sets of login credentials, other than
their nysir.org user names and passwords.
“I encourage all 352 NYSIR member districts
and BOCES to use NYSIR Connect,” says Janet
Ward, NYSIR’s Client Service
Manager. “It’s quick, it’s easy
and it gets subscribers their
renewal numbers faster.”
Kearns agrees. “The biggest
advantage of NYSIR
Connect is the time savings.
It’s a much more modern
and efficient way of
processing information.”

