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Front Line... and Rear Guard
Protecting school and student data

Predictive analysis. Cyber security. Quantum
computing. Machine learning. They’re all good-

But with every glowing headline, it
seems, comes a reminder of the dark
places. Identity theft. Ransomware.

news stories in a world
rushing at gigahertz clockspeed toward a time
when the benefits of
information
technology
touch just about
everything.
And right there
keeping pace
with the trends are New
York’s BOCES, providing
IT-based teaching and
administrative programs.

Global hacking schemes.

The good news
about the bad
news is
that BOCES
Regional
Information
Centers are
taking the lead
in protecting
student
and teacher
data privacy.

Computer viruses
aimed at incapacitating
entire IT systems.
The good news about the
bad news is that BOCES
Regional Information
Centers (RICs) are working
on that front, too, helping
educators provide
technology-rich learning
experiences to students
Continued on page 2.
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Front Line CONTINUED
while at the same time taking the

earlier this year of one of the country’s

lead in protecting student and teacher

largest credit information agencies. “But

data privacy.

that’s only half the problem.”

ONE IS NOT A LONELY NUMBER

Schools also find themselves in the

In fact, since the state’s 2014 Common

with the potential to significantly

Core Implementation Reform law, New

improve student education. Fitzgerald

York’s 12 Regional Information Centers

asks, rhetorically: “How do you strike

have been operating in conjunction with

a middle ground?” How do schools

the State Education Department as an

and BOCES avail themselves of the

umbrella organization called RIC One,

undeniable benefits of IT-based

enabling school districts around the

education tools, and simultaneously

state to more efficiently and effectively

maintain a high level of cyber-security?

middle of an explosion of online programs

use their data systems to upgrade

You’re
dealing
with the
safety of
children.

classroom instruction, improve

WHAT’S OURS IS YOURS

school operations
and safeguard sensitive

Part of the answer is RIC

student data.

One, which essentially is
a web service and data

“You’re dealing with

hub that supports the

the safety of children,”

sharing among schools of

reminds Joseph Fitzgerald,

a variety of operational

Assistant Director of RIC

and instructional software

One and the Lower Hudson

applications. Through a

Regional Information

standards-based application

Center. “Today we all live

programming interface,

in a world of Equifaxes,” he

RIC One makes it easier for

says, referring to the hacking

districts to connect different
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data systems, enabling them

districts cover expenses

to easily implement new

and service obligations

IT solutions and enhancing

generally associated with

the ability of educators,

a personal data breach.

parents and students to use

Its cousin, CyberOne™

data more effectively.

Insurance, helps them
restore their operational

In essence, it pools online

data and computer systems

resources that may not be

in case of a security breach.

Effective
use and
control
of district
data is
what RIC
One is all
about.

available to every

Both coverages also can

school district and,

help offset the expense of

collectively, makes them affordably

third-party lawsuits that may result from

accessible to everyone. At the same

cyber-attacks.

time, utilizing a program called Data
Privacy and Security Services

Data compromise coverage, says Austin,

(DPSS), RIC One provides tools and

deals with personal information related

expertise to help districts protect

to students, staff, faculty and retirees –

and maintain control of their own

information like Social Security numbers

student, teacher and staff data.

and health-related data. It reimburses
BOCES for the cost of notifying people

“Effective use and control of district

whose personal information has been

data is what RIC One is all about,” says

compromised; covers the cost of a

Every NYSIR
subscriber –
BOCES and
district alike − is
automatically
covered by two
types of NYSIR
cyber-security
insurance.

NYSIR Assistant Executive Director

year’s worth of credit monitoring; and

Tom Austin, who recently spent

helps to manage personal identity

some time visiting the data hub.

theft. The insurance, which is provided

“And from an important insurance

to subscribers as a no-cost added

aspect, the New York Schools

value, also covers expenses for hiring

Insurance Reciprocal is involved in

forensic experts to determine the

data protection, too. Every NYSIR

nature and extent of a data breach,

subscriber – BOCES and district

legal consultations and possible

alike − is

public relations

automatically

assistance.

covered by
two types of

A separate

NYSIR cyber-

element of data

security insurance.”

SAFEGUARDING
DATA
The reciprocal’s
Data Compromise
Insurance is
designed to help
BOCES and school

compromise
coverage provides
an annual
aggregate limit of
a quarter million
dollars per district
earmarked for
defending against
Continued on page 7.
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Food for t hought...
BOCES-STYLE

Board members in each of
NYSIR’s 21 statewide regions
generally host a subscriber luncheon,
but recently the reciprocal tried
something new.

For the first time in NYSIR’s history,
a Lower Hudson Valley get-together

After a welcome from Richard
Linden, NYSIR Board President and
Assistant Superintendent of
Business at New Paltz Central School
District, attendees:
Heard remarks
on risk management from

included superintendents and

NYSIR Board Secretary

district business officials from

Deborah Heppes, Assistant

four BOCES.

Superintendent for Finance
for Orange-Ulster BOCES

The luncheon, which took place at
the historic Mohonk Mountain House

"For BOCES
and school
district
business
officials,
many of the
daily risk
management
challenges
they face are
common
to those
faced by their
peers and
colleagues."

Got an update from

in Ulster County, brought

Lulley on NYSIR’s financials

together representatives

and coverage enhancements,

from Orange-Ulster,

underscoring the reciprocal’s

Dutchess, Sullivan and

inherent services

Ulster BOCES, as well as
representatives from
their component districts.

And received handouts
detailing NYSIR’s services,
including its CBIZ fixed-

COMMONALITY

asset appraisal program,

"We really
wanted
to emphasize
NYSIR’s
value-added
programs,
services we
provide at
no extra cost
that other
insurance
companies
don’t."

license monitoring for district drivers,
“For BOCES and school

sports concussion management,

district business officials,

crisis communications management,

many of the
daily risk
management
challenges
they face are
common
to those faced
by their
peers and
colleagues,”

noted Bob Lulley, NYSIR’s Executive

emergency plan programs for BOCES,

Director. “Coming together to address

and NYSIR student scholarships

those challenges, and to share ideas
and strategies for mitigating

“We really wanted to emphasize

them, is a very useful way to identify

NYSIR’s value-added programs, services

effective responses.”

we provide at no extra cost that
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other insurance companies

supporting the work

don’t,” Linden said. “Many of

they do.

our subscribers don’t even
realize all the things they
can access.”

ONE CLASS
OF CLIENTS

ASSET VALUATIONS

“NYSIR is a not-forprofit organization

One of the biggest perks of NYSIR’s

run by business officials of school

inherent services for BOCES is the

districts,” said Linden, “and we insure

With BOCES
equipment
and assets
spread all
over a county
and in multiple
buildings, a
professional
appraisal of
all of your
assets every
five years
at no
additional
charge
is a huge
advantage.

CBIZ fixed-asset appraisal,

only BOCES and school districts

Linden said. NYSIR members

in New York State. We don’t insure

are eligible to receive a

towns or villages or individuals.

paid valuation every

That’s why our inherent services are

five years, a service that

essentially tailored to subscribers.

includes a

When they see a need

physical valuation

for something, we

of district or

see if we can add it

BOCES buildings

to our comprehensive

and contents,

coverages. For

NYSIR-compliant

example, we just

insurance

added cyber-security

valuation reports

coverage in the last

and GASB-34

year because that was

property cost accounting reports.

a new need. Twenty years ago, we
didn’t worry about cyber-security.”

“With BOCES, equipment
and assets can be spread

The multi-BOCES luncheon was a

all over a county and

success, Linden continued, and he

in multiple buildings,”

said he looks forward to more like it.

said Linden. “To have a

“The advantage of networking with

professional

colleagues is that you

appraisal of

can discuss the issues

all of your assets

that you’re all facing

every five years at

in your own districts.

no additional charge is a
huge advantage.”

“When business officials
from four counties are

NYSIR’s risk management

able to network, rather

team has a history

than just one or two,

of working with BOCES throughout

it broadens the scope of information

New York State, building a deep

that can be shared and makes the

understanding of their unique

event that much more meaningful for

risk management challenges and

our BOCES and district subscribers.”

n
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New Hazard Communication Course
at NYSIR Online University
NYSIR Risk Management has joined

production of safety data sheets

with Nassau BOCES Safety and Risk

and labels for chemicals covered under
the HCS.
Major changes to the updated
HCS include:

to produce a Hazard Communication
(‘Right-To-Know’) online training
program for NYSIR school district and
BOCES employees.

A requirement for specific
classification criteria for health and
physical hazards, as well
as classification of mixtures

The updated
Haz/Com
standard
provides a
common,
coherent
approach to
classifying
chemicals and
communicating
hazard
information
on labels
and safety
data sheets.

The course is available
at NYSIR Online

A requirement that

University (NYOU),

chemical manufacturers

NYSIR’s e-learning

and importers provide

site for subscribers.

labels that include a
‘harmonized’ signal word, pictogram

The new training module

and statement for each category

updates the Occupational

and class of hazards

Safety and Health
Administration Hazard
Communication Standard

A specified 16-section format for
safety data sheets

(HCS), which is now
aligned with the
agency’s Globally
Harmonized System

Peter LaDuca, executive
manager of Health and Safety
Training and Information

of classification

Services with Nassau

and labeling of

BOCES, suggested to

chemicals (GHS). The updated

NYSIR that his organization and the

Haz/Com standard provides

reciprocal work together to provide

a common, coherent approach

a necessary resource that simply

to classifying chemicals and

wasn’t available to many New York

communicating hazard information on

school districts and BOCES.

labels and safety data sheets.
“I had been seeing a demand,”
Additionally, the update is expected
to help reduce trade barriers
and improve productivity for

he said, “and NYSIR’s online
training site had the potential
to become another

organizations that regularly

avenue for meeting it.”

handle, store and use

While one-time hazard

hazardous chemicals, while at the same

communication instruction for

time providing cost savings in the

schools and educators is a federal
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Other NYOU courses and
training are available at
nysir.org, including programs
dealing with New York’s
Dignity for All Students Act;
NYSIR’s Emergency Response
Planning Program for Buildinglevel Teams; NYSIR’s Head
requirement, he noted, New York State

Injury Prevention Program; playground

mandates yearly refresher courses.

safety; and special education.

Besides NYSIR’s online course, reminded
LaDuca, “There is no other program

For more about accessing NYOU, NYSIR

that meets the requirements of New York

subscribers can contact Brett Carruthers

State law.”

at bcarruthers@wrightinsurance.com.

n

Front Line CONTINUED
Continued from page 3.

liability component pays for legal

potential legal actions brought by

defense, settlements and judgments

BOCES and
NYSIR make
a compelling
data-protection
team, with RIC
One utilizing
its technical
expertise to keep
data breaches
from ever
happening, and
NYSIR standing
by with coverages
for subscribers to
make things right
if they do.

plaintiffs affected

handed down in the event of any

by a breach of personally

associated lawsuits. Both CyberOne™

identifying information.

components have an annual aggregate
limit of $250,000 per district.

PUTTING IT ALL
BACK TOGETHER

“If you think about it,” says Austin,
“BOCES and NYSIR make for a pretty

CyberOne™ insurance
is aimed at restoring
a BOCES’ or district’s
operational data and
computer systems.
It pays for the
restoration of lost
data by tapping into
electronic backup
sources and recreating other data
from non-electronic

compelling data-protection team,

sources. Also covered:

with RIC One utilizing its technical

system restoration

expertise to keep data breaches from

and the cost of business

ever happening, and NYSIR standing by

interruption and public relations

with coverages for subscribers to make

services. A special network security

things right if they do.”

n
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In Their Own Words

a fairly standard lament from

newspaper editorial desks
over the years has been that people only write letters when they’re angry about something,
or are champing at the bit to point out an error. Do something good, and you almost never
hear about it. Well, here at NYSIR, we’re gratified to note that our subscribers generally don’t
hold back when they have something good to say. Here are some recent jottings from happy
BOCES members… just in case you thought we were kidding.
Thanks to the ever-expanding, valueadded services of the New York
Schools Insurance Reciprocal, Otsego
Northern Catskills BOCES is implementing a
web-based emergency management service.
A safety grant from NYSIR demonstrates the
reciprocal’s continued commitment to the
safety of our students and staff.
We are able to cost-effectively introduce a
new service that allows us to more efficiently
communicate vital emergency information
to first responders. The implementation
of that service has also allowed ONC BOCES
to offer it to our component districts as
an aid-able service through the Safety Risk
Management CoSer.
Thank you NYSIR, for the great service addition!
JOSH REISS

SAFETY/RISK MANAGEMENT COORDINATOR
OTSEGO NORTHERN CATSKILLS BOCES

Ulster County BOCES has been a
member of NYSIR since 2010. We
recognize and appreciate the level of
service, support and professional expertise
we receive as a member of the reciprocal.
NYSIR has been extremely adept in helping
us to customize our insurance requirements
when planning capital projects. The cyber
liability coverage, which
I believe developed from a
conversation between
NYSIR and BOCES staff
concerned about potential
liability, demonstrates NYSIR’s
ability to prospectively
read and react in order to
mitigate loss.
NYSIR’s CBIZ asset data
collection and valuation
PAGE 8

service also is invaluable to our accounting
for fixed assets, critical to a BOCES, which
typically has fixed assets to manage in
locations other than its own physical plant.
For us, the partnership with NYSIR is a very
real, active, participatory relationship that
helps us maximize our ability and manage
our liability.
WARREN DONOHUE

ASSISTANT SUPERINTENDENT
FOR ADMINISTRATION
ULSTER COUNTY BOCES

NYSIR has been a valuable partner
of Erie 1 BOCES Health, Safety
& Risk Management over many years
in helping to provide great training
programs to our component school
districts − playground safety, boiler
seminars, concussion management and
chemical management to name a few.
Just as important, NYSIR has helped us
provide better risk management service
to our districts by allowing us to consult
with its experts on safety and health
issues, as well as asking us to be part
of the reciprocal’s yearly inspections of
component districts.
Just this past June we partnered to provide
an excellent theater safety training program
that was overwhelmingly well-received –
so much so that we are
planning to provide
additional training to meet
the many requests from
attendees. Those kinds of
programs would not be
possible without NYSIR.
DENNIS KWACZALA
SENIOR COORDINATOR,
HEALTH, SAFETY &
RISK MANAGEMENT
ERIE 1 BOCES

