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Cryptocurrencies
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DEFINED

Bitcoin originated with the October 
2008 white paper written under the 
pseudonym Satoshi Nakamoto 
(https://bitcoin.org/bitcoin.pdf)

An electronic payment system that could 
remain anonymous yet not involve credit

Thus, the concept of electronic cash or 
currency

Disadvantage of cash is that buyers and 
sellers need physical presence (or trust) 
to complete a transaction

Key at this stage: The notion of 

unit of exchange 
Not an asset class to be invested in
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Cryptocurrencies
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A QUICK RECAP

1998 to 2009 Pre-Bitcoin Years

Attempts to create online currencies failed; 
B-Money and BitGold

2008 Bitcoin White Paper

2009 The Launch of Bitcoin

Software is available to the public

Mining begins a process through which 
new coins are created and transactions 
recorded and verified in the Blockchain

2011 New Coins Emerge

Namecoin and Litecoin

2013 Crash Bitcoin drops 70%

Shortly after crossing $1,000, Bitcoin drops 
to $300; takes about 2 years to cross $1,000

2014 Scams and Thefts

- Mt. Gox hacked and goes offline;  
~$450mm at the time of the hacking;              
~ > $5.5 billion in 2018 terms 450mm at the 
time of the hacking; 

2016 

Ethereum is a platform (Ether) to facilitate 
blockchain based smart contracts and apps

Q4 2017 Bitcoin price rises to $19,000 
(December) 

Price moves radically higher and gains 
meaningful media attention

Between 1,750 and 1,800 coins said to exist

2018 into 2019 Crash, volatility, stability?   

Bitcoin declines steadily toward $3,300 
(December 2018) 

Q1 2019 - Price rebounds to $5,250
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Cryptocurrencies
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DEFINED

Classic resolution is having 
a central authority keep 
track of ownership

T H I N K  D T C

Primary risk with the 
launch of a digital 
currency and electronic 
payment system is the 
ability (and temptation) 
to duplicate files 

T H I N K  M U S I C

Risks with a central authority:

Prone to hacks

Laborious checks and balances 
process by participants

Steering away from the 
construct of a central entity 
responsible for books and 
records, opens up the 

participants keep track of 
validated and live records of 
transactions and ownership
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Cryptocurrencies
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MINING

In order to have a successful distributed 
(decentralized) ledger transactions must 
be validated by all participants 

Participants connect to the ledger using 
computers running Bitcoin software

Each of these contact points is referred to 

Each active Bitcoin node helps the network 
by sharing and spreading validated 
transaction data

Mining is the process of adding transaction 

past transactions

mathematical problems (almost like a puzzle) 
which, once correctly solved is added to the 
existing chain

Validated blocks are permanent and 
immutable
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Cryptocurrencies
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MINING

Despite the simplistic sounding name, mining performs a number of key tasks.
Each of these transaction blocks must be validated by other participants

-256) which is essentially an iterative puzzle 
that requires a complex solution requiring software and computing power

The reward for successful mining is the receipt of a number of Bitcoins.
Important to consider this when one remembers that there is no monetary authority 
governing supply of Bitcoin. 

The process is resource intensive (hardware, processing, energy, time)

https://www.wsj.com/articles/rural-washington-is-a-hot-spot-for-bitcoin-miners-1518354001
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Cryptocurrencies
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COINS VERSUS TOKENS

Since its 2008/2009 inception, many changes have been applied to the Bitcoin protocol. 
All elements can be amended, including the money supply. If the change of the protocol is 

Coins

equity or access to a service. The two common types are equity and utility tokens.

Equity Tokens represent ownership of an asset, such as debt or company stock. By 
employing blockchain technology and smart contracts, a firm attempts to issue shares via 
an ICO. 

Utility Tokens, or user tokens, provide users with future access to a product or service. 
Through utility token ICOs, companies attempt to raise capital funding development of 
(blockchain) projects. Users/investors purchase a claim to the future service.

Tokens
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Top 10 Cryptocurrencies by Market Capitalization

Data as of 3/23/19

Source: Coinmarketcap.com
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Bitcoin Price Last three years

Data as of 3/23/19

Source: Coinmarketcap.com
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Cryptocurrencies

FWA152611

ICOs

An ICO is a fundraising method for new 
cryptocurrency ventures.

While there may very well be a business 
plan, online presence and stated 
fundraising goals (including which 
currencies are accepted) ICOs are 
unregulated so attempt to bypass the 
regulatory framework involved in the 
traditional VC capital-raising process. 

ICOs can be thought of as the 
cryptocurrency response to IPOs and have 
similarities to crowdfunding but are more 

as early backers seek a profit. 

Ethereum and its smart contract platform 
is an example of a successful ICO which 
launched in 2014.

INITIAL COIN OFFERINGS (ICOs)
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Cryptocurrencies
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SECURITY TOKENS (STOs) 

Initially, ICOs appeared to revolutionize public funding and crowd sales. 

Crowd sales lead to reduction regulatory red-tape. 

But, developers (and scammers) flock to the market raising millions for just a (often 
flimsy) white paper, hype and a promise of riches

By 2018 , Ponzi schemes, pump and dump, washed transactions

STOs, like ICOs, are fundraising tools, but they have certain regulations which hold the 
token issuers accountable for their actions. 

Security Token is intended to be an Investment Contract

Represents legal ownership of a digital asset.

Ownership verified within the blockchain

Security Tokens represent a more mature market.  

Willing to embrace SEC and other Federal regulations including:

Regulation D, Regulation A+, Regulation S
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Cryptocurrencies
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TRADING, HYPE AND BEHAVIORAL FINANCE

From the outset but particularly in 2018, 
the market became ripe for speculation

Technical (buyers vs. sellers) rather than 
fundamentally driven

Typical speculative/behavioral patterns, 
both cognitive and emotional:

Herding

Confirmation 

Positive frame

Overconfidence

Recency 

Loss aversion

Lack of intrinsic value, media attention and 
stunning price action all helpful enablers
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Interaction of Different Blockchains and Storage
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PREVIEW OF: CURRENCIES VS. TOKENS

Bitcoin Blockchain

Digital
Wallet

Custodian

Digital
Wallet

Coinbase Exchange

Digital
Wallet

Ethereum Blockchain

Token Token Token Token Token
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Asset Class, 
Commodity 
or Currency?

Cryptocurrencies
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OTHER TOPICS

Recall that the genesis for Bitcoin was to serve as a unit or means of exchange

The run-up in value in 2017 caused people to view it as more of an asset

https://www.wsj.com/articles/bitcoin-isnt-a-currency-its-a-commodityprice-it-that-way-1515041387

Finite number of coins to be created (21 million) has drawn comparisons to gold

Is it fundamentally possible to regulate a decentralized platform?

Commodity Futures Trading Commission (CFTC) has ruled Bitcoin is a commodity and 
the regulation of commodity futures tied directly to bitcoin is under its authority.

The SEC has not approved any exchange-traded products with direct ownership of 
cryptocurrencies. It has focused attention on initial coin offerings (ICOs) as they relates to 
investor-protection laws.

The IRS says bitcoin must be treated as property for tax purposes. Capital gains or losses 
shall be recorded in the same manner as the disposition of any property. 

US Treasury Department has formed working groups reviewing cryptocurrency practices 
as they relate to money laundering and terrorism financing risks.

Regulation

Custody
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How Do 
Exchanges 
Get Hacked?

Cryptocurrencies
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OTHER TOPICS

Despite the upcoming conversation about decentralized exchanges, many (popular) 
wallet and exchanges remain centralized and are vulnerable to computer hacks.

On a more idiosyncratic basis, phishing and other email / phone hacks also yield bitcoin 
IDs and passwords 

Buying, owning, 
advising for 
clients

Forks
Since its 2008/2009 inception, many changes have been applied to the Bitcoin protocol. 
All elements can be amended, including the money supply. If the change of the protocol 

Actual Mined 
Blocks and 
Block Details

https://www.blockchain.com/en/btc/blocks

https://www.blockchain.com/en/btc/block-height/532668

Gifting

Blockchain Technology
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Blockchain
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WHAT IS IT?

A synchronized accounting system that uses cryptography and timestamps on 
blocks of data to ensure accurate and secure recordkeeping.

CURRENT
MODEL

BLOCKCHAIN
MODEL
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Managed by using a peer-to-peer network of collaboration.

WHAT IS IT?

Blockchain

FWA152611

Decentralized

Distributed

Cryptography is applied to data in order to make personal information 
viewable only to those who need it.Encrypted

thus leading to error.Immutable

All transactions are recorded on a public record, allowing for accountability 
and trust.Transparent
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Blockchain
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CURRENT VS. FUTURE STATE

Activity Current Model Future (Blockchain) Model

Transaction Settlement Lengthy process Instantaneous

Need For Documentation Many documents to be managed & reconciled One distributed ledger

Central Counterparties Required as intermediaries Disintermediation; control with buyers & sellers

Cost High transactional costs & processes Low cost & high efficiency; fewer players

Fraud Lack of transparency in markets Transparency through open records

Checks & Balances Manual confirmation & reconciliation
Smart contracts provide automatic 

accountability
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Blockchain and Crypto Custody
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RECENT DEVELOPMENTS

There is increasing demand in the market for a traditional, established custodian to 
provide custody of cryptocurrencies

The existing framework (DTF, Fed) is not a model that works

In a decentralized eco-system, how does a traditional custodian add value?

Traditional institutions slowly wading into the space

Asset class is just riskier and more complicated

Technology

Risk/compliance (including KYC/AML)

Legal/regulatory

Hot (online) versus cold (offline) storage

Cold appears to be one path non-traditional custodians are pursuing

Am I dealing with a custodian or merely and exchange?

If cryptos trade on the BlockChain, how is everyone getting hacked?
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Blockchain
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CASE STUDY: BUYING A HOUSE

Inefficient property search process due to fragmented listings data.

Time-consuming, paper-driven, predominantly offline due-diligence process.

High title insurance and related costs due to chain of title & lien recording issues and fraud risk.

CURRENT VS.
FUTURE MODEL

Individual databases need to be aggregated and reconciled.

Buyer Realtor Attorney Title Co. Bank Attorney Realtor Seller

All necessary data is stored and 
accessed through one distributed ledger.
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Looking Forward
WHAT ARE THE INVESTMENT OPPORTUNITIES?

With any disruptive or 
secular shift, opportunities in 
the purely public space are 
challenging

(hardware)

Manufacturers of GPUs 
and parallel processing 
capabilities have been 
popular

Public Equities Private Equity

Those targeting Fintech 
with investments involving  
trading, storing and using 
cryptocurrencies and 
blockchain technology  

FWA152611

As with any new 
developing technology/ 
business models however:

There will be many more 
losers than winners

This is where an 
experienced and proven 
partner is critical

Key, in our minds, is to 
understand the underlying 
technology and intentional 
with how they have been 
deploying capital  
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Blockchain
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DISRUPTIVE OR FOUNDATIONAL?

Technology attacks 
traditional business models 
often with a lower cost.

Disruptive
Attempts to create an 
entirely new economic or 
social systems.

Foundational

Regardless, the structural shift presented by Blockchain Technologies shift will 
take considerable time and resources.

Through a number of consortiums industry leaders are now engaged in a broad 

Applications are beginning to be utilized in industries such as finance, real estate, 
automotive industry, shipping, manufacturing, and global supply chains.

BNY Mellon has established a blockchain-based platform for U.S. Treasury Bond 
settlement, which has been up and running internally since 2016.

S TAT E  O F  T H E  B L O C K C H AI N

Investment Considerations 
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Looking Forward
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WHAT WILL OUR CLIENTS AND I SEE

Estimate is between 1,500 - 1,800*  presently 
existing, expect many to have short lives

scam cryptocurrencies at > 1,500

2018 was a big year of reckoning

As market matures, winners, losers 
and acceptance rates should all 
become clearer

At this point, BNY Mellon Wealth 
Management Investment Strategy 
Committee takes no view 

The firm does not trade or custody 
cryptocurrencies

Change will be more gradual but in many 
ways this is the really exciting news

BNY Mellon 

Treasury and Information Services 
Technology teams

Industries with 

Identifiable intermediaries 

High administrative (transaction) costs 

Inefficient tracking or logistics

C r yp t o c u r r e n c i es B l o c k ch a i n

Data as of 3/23/19

Source: Coinmarketcap.com. 1,514 cryptos with market cap > $100,000.  1,799 with any discernible value or activity
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Cryptocurrencies
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PRUDENT INVESTOR RULE

The prudent investment rule a trustee who invests and manages a trust assets owes a 
duty to the beneficiaries of the trust to comply with the prudent investor rule. A trustee is 
not liable to a beneficiary to the extent that the trustee acted in reasonable reliance of the 
provisions of the trust.

Reasonable Care

Skill

Caution

CONSIDERATIONS

Portfolio 
Strategy

Standard 
of Care

Risk and Return 
Objectives
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Cryptocurrencies
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CFA STANDARD V: INVESTMENT ANALYSIS, RECOMMENDATIONS AND ACTIONS

M E MB ER S  M US T:

1. Exercise diligence, independence, and thoroughness in analyzing investments, making 
recommendations, and taking investment action

2. Have a reasonable and adequate basis, supported by research and investigation, for any 
investment analysis, recommendation, or action

G U ID A N CE
Defining Diligence and Reasonable Basis

Using Secondary or Third-Party Research

Using Quantitatively Oriented Research

Developing Quantitatively Oriented Techniques

Selecting External Advisers and Subadvisors

Group Research and Decision Making

Gifting
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Cryptocurrencies
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IS THERE ANY VALUE HERE?

T H E  I N T E R NE T:

1. Can be a helpful starting spot but (amazingly) you cannot believe everything on the internet

PAR T NE R I N G  /  G U I DA N C E

1. Partnering with someone trained in valuations and possibly seasoned in the space in order to 
determine imbedded value, liquidity, history.

2. Where / how is it custodied?
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Working with Donors
WHAT ARE SOME OF THE ISSUES?

1
CLIENT SPECIFIC ISSUES

Lack of planning
Wills not mentioning 
cryptocurrencies or digital assets

2
Lack of knowledge

Lack of access to accounts

Loss of money

3 Passwords

4 Security/Privacy concerns

5 Loss of money

FWA152611
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Cryptocurrencies
STORAGE Questions to ask

Where is the information housed for 
cryptocurrencies and digital assets? 

FWA152611

Computers Smart
Phones

Cloud
Services

Flash
Drives

Hard 
Copy
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Cryptocurrencies
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PLANNING CONSIDERATIONS

Steps that individuals should consider taking:

1. Make a list of all digital accounts and assets with sign-in info

Include website address, username, password, and security questions

Make sure list is with trustworthy person or in secure location

2. -
designated agent

Be aware that these services are new and untested

3. Investigate whether accounts allow you to include designated agent in account preferences

4. Include explicit written permission in trust and other estate documents granting authorization to 
trustee or other delegates to access and control digital assets

Make sure information is not in Will or other documents that will be publicly available

5. Periodic review of estate plan and coordination with changing laws

Appendix
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Disclosures
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IMPORTANT INFORMATION ON BNY MELLON

The views in this presentation are provided by BNY Mellon Fiduciary Solutions, and are the property of The Bank of New York Mellon.

alth managers, 
anies. BNY Mellon 

is the corporate brand of The Bank of New York Mellon Corporation and may also be used as a generic term to reference the Corporation as a whole or 
its various subsidiaries generally. Products and services may be provided under various brand names and in various countries by subsidiaries, affiliates 
and joint venture s of The Bank of New York Mellon Corporation where authorized and regulated as required within each jurisdiction.

This material is not intended as an offer to sell or a solicitation of an offer to buy any security, and it is not provided as a sales or advertising 
communication and does not constitute investment advice. MBSC Securities Corporation, a registered broker-dealer, FINRA member and wholly 
owned subsidiary of BNY Mellon, has entered into agreements to offer securities in the U.S. on behalf of certain BNY Mellon Investment Management 
firms.

The value of investments and the income from them is not guaranteed and can fall as well as rise due to stock market and currency movements. No 
investment process is risk free and there is no guarantee of profitability; investors may lose all of their investments. No investment strategy or risk 
management technique can guarantee returns or eliminate risk in any market environment.

This information has been prepared by The Bank of New York Mellon based on data and information provided by internal and external sources.  While 
we believe the information provided by external sources to be reliable, we do not warrant its accuracy or completeness.

The enclosed material is confidential and is for one-on-one presentation only. It is not to be reproduced or redistributed in whole or in part without the 
prior written consent of BNY Mellon Investment Management . The information in this material is only as current as the date indicated and may be 
superseded by subsequent market events of other reasons.

nclude the 
same mix of firms.

*BNY Mellon has entered into a definitive agreement to sell Centersquare Investment Management to its management team and the private equity firm 
Lovell Minnick Partners. The transaction is expected to be completed by year-end 2017.
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Disclosures
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BNY MELLON CAPITAL MARKET ASSUMPTIONS

ironment. 
References to future expected returns are not promises of actual returns that may be realized, and should not be relied upon. Actual returns may vary 
significantly. In addition, the historical returns used as a basis for this analysis are based on information gathered by The Bank of New York Mellon or 
from third party sources, and have not been independently verified.

The forecasts contained herein are for illustrative purposes only and are not guarantees of performance. The forecasts have inherent limitations 
because they are not based on actual transactions. The forecast are based upon historical returns of the selected investments and subjective estimates 
and assumptions about circumstances and events that may not have taken place and may never do so.

Some of the factors that could impact these forecasts include, but are not limited to:

General economic conditions

Financial market performance

Interest rate levels

Changes to current laws or regulations, and

Future geopolitical conditions

The results do not represent, and are not necessarily indicative of, the results that may be achieved in the future.

The asset classes referenced in our capital market assumptions are represented by broad-based indices which have been selected because they are 
well known and are easily recognizable by investors. Indices have limitations because indices have volatility and other material characteristics that may 
differ from an actual portfolio. For example, investments made for a portfolio may differ significantly in terms of security holdings, industry weightings 
and asset allocation from those of the index. Also, the indices noted in this presentation are unmanaged, are not available for direct investment, and are 
not subject to management fees, transaction costs or other types of expenses that a portfolio may incur. Finally, the performance of the indices reflects 
reinvestment of dividends and, where applicable, capital gain distributions. Therefore, investors should carefully consider these limitations and 
differences when evaluating the index performance.

The indices may be trademarks of various organizations and in those cases have been licensed for use by BNY Mellon and are used solely herein for 
comparative purposes.  The foregoing index licensers are not affiliated with BNY Mellon, do not endorse, sponsor, sell or promote the investment 
strategies mentioned in this presentation and they make no representation regarding advisability of investing in the strategies described herein. 
Description of the indices are available upon request.
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