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PHRA PRESIDENT’S MESSAGE:

TODAY’S VISION: TOMORROW’S REALITY!
Janet Manuel SHRM-CP, PHR, President, PHRA

Stay Focused on Your Resolution/Promise Made!
The month of March is usually the time that resolutions or promises made to oneself and
others for the New Year start to fade. As HR professionals we feel revived and lay out great
plans of what we will do to enhance our organization/department in the New Year – I implore
you not to fade.
It is real easy for us to attend a conference, webinar etc. and glean great information and
resolve/promise to get it done for our organization/department but return to the office and
get caught up in the day to day without implementation and give rationale as to why it wasn’t
done.
I’m still fired-up over the opportunity I had to participate as a panelist on SHRM Live 2019
and I encourage each of you to continue with your resolutions/promises to “Elevate Your
Workplace.” HR, you are a strategic business partner and can add value to your organization,
do not doubt your ability to help move your organization forward! I encourage each of
you to review your resolutions/promises made and even adjust/re-write them to ensure
implementation in 2019.
As your President for the PHRA for 2019, I am doing the same that I ask of you – I
am reviewing the resolutions/promises that I made for this organization and will make
adjustments. I will stay focused and I ask that you do the same!
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GETTING TO KNOW OUR
BOARD MEMBERS
CHERYL PAXTON-HUGHES
2019 PHRA Board of Directors

Where do you work and what do you do?
I just transitioned to owning my own consulting firm – HR Imagined. Prior to the transition, I spent 19
years in both human resources and information technology. Given the growth of HRIS in the market
place and the lack of IT vendors who have actually ran an HR department and understand HR inside and
out, I felt that I had a real opportunity to help organizations in Pittsburgh and elsewhere with their HRIS
selection and implementation.
How has the PHRA benefited you in your career, or personally?
I just joined the PHRA as a board member in the fall of 2018, and I have been nothing but impressed by
the talent on the board and the people I have met. It has been a wonderful opportunity for me to network
and learn from others. Also, it has helped me to step up my own game, realizing how talented all of these
individuals are in their respective roles.
What’s the best part of being a PHRA Board Member, or a particular
Board initiative you want to highlight?
One of the best parts of being a PHRA Board Member is having the opportunity to learn from others and
having a network of “like-minded” people who I can bounce things off of – basically feeling like I have a
support group.

Check out our online events calendar for April Coffee Corner: Meet Our Board of
Directors networking event details.

5

Make your workplace
work better.
Every organization wants to work better. Smarter. Stronger.
But there are always challenges along the way. To help bring
out your better, Gallagher has created an approach to benefits,
compensation, retirement, employee communications and
workplace culture unlike any other. Gallagher Better Works℠
centers on strategic investments in your employees’ health,
financial wellbeing and career growth, with a holistic focus
on organizational wellbeing.
Four Gateway Center, Suite 805
444 Liberty Avenue | Pittsburgh, PA 15222
412.880.4999
© 2019 Arthur J. Gallagher & Co. | 34157B

CALIFORNIA IS FOR…PRIVACY
Peter McShea, Data Security Analyst, Aires - pmcshea@aires.com

The California Consumer Privacy Act of 2018, also known as the CCPA, gives California consumers new
rights to their personal data. In this blog post, we will review how the CCPA affects businesses, consumers,
data, the rest of the country, and possibly even you.
Lately, there has been a significant amount of privacy news related to data breaches, unapproved
information sharing, and even the outright sale of consumer data that was originally provided to social
media, commercial, and retail venues. This has caused many consumers to ask, “what happens to my
information after it’s collected?” “what is it used for?” or “why do you really need my data at all?”
Unfortunately, these questions have been largely ignored by companies globally, evidenced by the
increasing number of robocalls, email campaigns, sales advertisements, and data mining activities that
continue to target unsuspecting consumers.
Why? Quite frankly, data has become a form of wealth, whether it is to the hacker trying to socially
engineer or steal identities, the company that is trying to analyze consumer habits to sell better, or
even the company who wants to hold your data hostage, so that you stick with them. Your data means
something to them and, likely, that reason wasn’t conveyed to you upon collection.
Because of these growing frustrations, a movement has begun with an emphasis on protecting consumer
privacy, and the lawmakers in California have heard it. Steps are being taken to facilitate change and
provide consumers with a new sense of security and peace of mind. The California Consumer Privacy Act
was enacted in June of 2018 to aid in the security of personal information. This law is scheduled to be in
full effect by January 1, 2020 and is designed to return control of personal information to the individual or
at least get the ball rolling. Like the global impact of the General Data Protection Regulation (GDPR), the
CCPA could be the turning point for the transition of consumer privacy across America.
For example, just as with GDPR, the CCPA will require organizations to focus on the information that is
collected from its individual consumers and be able to provide transparency to them as to how and why
their information is collected, protected, shared, processed, and eventually destroyed. The new law has a
specific focus on California consumers, but can be applicable to any businesses that collects their personal
data, meaning that its influence ultimately stretches outside of California. That’s right, any company that
handles the data of a California resident could be impacted. Therefore, as companies across the country
begin to adhere to CCPA, or at least ponder the ramifications, it is likely that this could be the beginning of
a state by state rollout of new privacy protection laws.
Before that wave gets rolling though, let’s first dig deeper into what CCPA really is. One could say that
data subject rights laid out under the CCPA carry an optimistic view of how personal information should
be handled in a utopian environment. California starts by defining personal information as:
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CALIFORNIA IS FOR…PRIVACY (CONT).

“Any information that identifies, relates to, describes, or is capable of being associated with, a particular
individual, including, but not limited to, his or her name, signature, social security number, physical
characteristics or description, address, telephone number, passport number, driver’s license or state
identification card number, insurance policy number, education, employment, employment history, bank
account number, credit card number, debit card number, or any other financial information, medical
information, or health insurance information. Personal information does not include publicly available
information that is lawfully made available to the public from federal, state, or local government records”
California Code, Civil Code - CIV § 1798.80 (2010).
Aptly so, a consumer may want much of this information to remain safe, private, and only used as needed;
however, in many cases this information is used as a live representation of an individual and is bartered
and traded by businesses and corporations.
To reduce the risk associated with personal information distribution, the CCPA has five elements with
which to comply. According to the full text of the privacy act, each consumer has the right to:
• Know what information is being collected about them.
• Know if their information is sold or disclosed (and to whom).
• Simply say “no” to the sale of their personal information.
• Access and delete their personal information to prevent it from being sold or accessed.
• Receive equal service and price, even if they exercise their privacy rights, with no stigma or
differentiation in service or products. Businesses may not offer consumers different tiers of service
based on their desire to be anonymous; however, the law does allow businesses to recover the
reasonable additional costs of processing.
By now, you may be asking yourself, “how does this apply to me?” The CCPA applies to California
residents, employees, and certain companies that do business with California consumers. A qualifying
business must be for profit, collect personal information, determine the purpose of the collected
information, do business in the state of California, and earn annual gross revenues more than twenty-five
million dollars. Similarly, businesses that buy or sell the covered personal information or derive at least
50% of their annual revenue from sales of this information must also comply. For the record, Aires never
has and never will sell the personal information of our clients or their transferees; however, we still are
considered a statutory “business” that must protect California consumers’ personal data and enable them
to exercise their rights.
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CALIFORNIA IS FOR…PRIVACY (CONT).

Not everyone in California is covered though. The CCPA only affords consumers, defined as a natural
person or employee residing in California, these rights. The law does not protect California consumers
who do business with a non-Californian business while outside the state of California, or non-California
residents doing business in California! Got that?
What if a company chooses not to abide by the CCPA and still provides services for California consumers
or does business without protecting an individual’s rights? Fines for violating the CCPA can be $2,500 per
negligent violation, or $7,500 per intentional violation – whichever is greater. Consumers can also elect
to recover actual damages if a data breach hurts them. Since California has the fifth biggest economy
in the world (larger than all of the European Union member nations except for Germany) the financial
implications could be quite significant, just like GDPR.
Rest assured, Aires takes data protection and data subject rights very seriously and employs several means
to ensure the security and privacy of all customers. We understand the need for keeping our clients’
vital information private and secure, and we maintain compliance with all U.S. and International Data
Protection Laws, based on industry best practices, as well as maintaining PCI-DSS compliance, a SOC 2
Type II report covering all five Trust Services Principles and Criteria, and others.
If you are a California resident, this law permits you to request information regarding the disclosure of
your personal information by Aires to third parties for contracted services. To make such a request, please
send an email to privacy@aires.com or write us using the information below:
CA Privacy Rights
Aires
6 Penn Center West
Pittsburgh, PA 15276
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MOTIVATING AND ENGAGING EMPLOYEES: FINDING THE
RECIPE FOR A GREAT WORKPLACE
Alisa Spector Angelo, Kelly T. Radomski and Moira A. Singer, Compass Business Solutions, Inc.

With the U.S. unemployment rate at less than 4%, organizations must continually strive to engage and
motivate employees or risk losing them to other companies. A simple Google search produces more than
42 million results in less than one second just by asking, “How to engage and retain employees?” This
is not a new challenge and most HR professionals know that retaining employees, while multifaceted,
ultimately involves three things:
• Culture: Who you are
• Contributions: What you provide
• Career Path: Where someone can go
So, what should you as the hard-working, visionary HR professional do to motivate and engage your entire
workforce? There’s no single answer. Motivation is unique and individualized, driven by both intrinsic
and extrinsic factors. Setting a strategy for initiatives such as compensation, rewards and recognition,
and training and development requires a focus on what motivates individuals within the organization.
Engagement requires an alignment of the person with the culture and mission of the organization as well
as supporting someone and showing how their work contributes to the greater picture.
When stimulated and fostered, these factors create enthusiasm and commitment. The approach and
needs are not the same for everyone, but motivated and engaged employees are consistently described as
productive, empowered and conscientious. Operating income improves, workplace inefficiency declines and
alignment with the strategic mission and core values produces a better organizational culture.
Sounds simple, right? Then why do national statistics show that only 1 out of 5 employees is living up
to their potential? Yes, only 21% of employees report being engaged and willing to go the extra mile.
We know motivating our workforce produces higher engagement levels and better business results. With
statistics like these, even a small but targeted effort has the potential to produce impactful results!
So, how do we get there?
1. Start by asking employees – then not be afraid to hear (and respond to) the answers. Why are they
here? What gets them out of bed in the morning? What do they want to learn?
2. Identify what factors influence both satisfaction and dissatisfaction. Then, raise the impact of those
factors that motivate satisfaction and diminish (or better yet, eliminate) those factors linked with
dissatisfaction.
3. Create opportunities for employees to connect with and influence others, collectively achieving success
in a positive and constructive manner that furthers the goals of the organization.
4. Equip leaders with skill sets designed to coach direct reports and foster high-functioning teams.
Today’s landscape is further complicated by the integration of social media and the constantly-connected
state of employees. The full Employee Experience, ranging from the first interaction during recruiting
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MOTIVATING AND ENGAGING EMPLOYEES: FINDING THE
RECIPE FOR A GREAT WORKPLACE (CONT).

through all touchpoints across the entirety of the employee lifecycle, creates a narrative of an employee.
This story becomes a summary of the organization that is readily shared with others in person and through
virtual networks.
HR professionals now aspire to keep a pulse on what is happening and proactively address the needs
of employees to ensure motivation stays up, engagement with the culture continues and this narrative
reflects the positive measures taken by the employer. In short, employers must care for their employees
and ensure their actions consistently make for a positive work environment. Engagement is a group effort
with HR serving as the subject matter expert and helping to lead the way.
Join the Compass team of Alisa Spector Angelo, Kelly T. Radomski and Moira A. Singer on Friday, March
15, 2019 at the PHRA’s HR Academy for a three-part session on employee engagement. Learn how to
Motivate the Snowflakes, Inspire Committed Employees and Become…and Stay…a Great
Place to Work!

Authors: Alisa Spector Angelo, Kelly T. Radomski and Moira A. Singer
Compass Business Solutions, Inc. | Info@compass-resources.com
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HIGH-POTENTIAL PERFORMERS – TEN KEYS
& FIVE METRICS
Bill Thomas, SCP, SPHR, Managing Principal, Centric Performance, LLC.

TEN CRITICAL SUCCESS FACTORS
Over the past 30 plus years, we’ve worked with dozens of organizations (large and small, public and private,
for profit and non-profit) to develop, implement, improve and/or dismantle their HIPO processes.
While there are as many philosophies and practices out there as there are organizations, we have found a
recurring and proven set of critical success factors that often separates those processes that work really well
from those that don’t. This isn’t intended to be an exhaustive list, but one that’s distilled down to the ten
best practices I’ve most often used and have seen work.
1. The organization should have a consistent definition of and criteria for identifying someone as HIPO. And
the number of HIPO’s should generally be less than 5% of the population.
2. The process should not just look at upward mobility or advancement potential, but should look at lateral
growth (career lattice) as well. Individual potential and organizational needs evolve both vertically and
horizontally.
3. The organization needs to think beyond just training their HIPO’s, and needs a wide range of
developmental tools available to keep HIPO’s challenged and growing.
4. Developmental tools should be tied to advancing specific business goals of the organization, increasing
the HIPO’s exposure to internal and external key stakeholders, and developing specific competencies or
key experiences. (See Side Bar for examples.)
5. Developmental tools and plans should also incorporate the HIPO’s own personal interests, goals and
ambitions as well as the organization’s needs. The best tools and plans strike an effective balance
between, and advance the agendas of, both parties.
6. Senior managers own and are accountable for the development, retention and movement of their
respective HIPO performers. This success factor is missing in many HIPO processes.
7. The HIPO performer co-owns that responsibility – both in terms of planning, and executing, their
respective development roadmap and specific activities. Note that it usually takes a deliberate joint effort
to integrate development activities with the HIPO’s job responsibilities and outcomes.
8. HIPO’s are viewed and treated as enterprise-wide talent and are deployed or assigned to the top
enterprise priorities. This is another success factor that’s missing in many HIPO processes.
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HIGH-POTENTIAL PERFORMERS – TEN KEYS
& FIVE METRICS (CONT.)

9. Two years (or two complete business cycles) seems to be an appropriate minimum timeframe for
meaningful development and a sense of achievement. Moving HIPO’s every 15 – 18 months is
usually too fast.
10. To Tell or Not To Tell. This is often the most controversial aspect of HIPO management, but such
efforts are usually more effective when HIPO’s are told that they are in fact viewed as HIPO’s.
There are also certain benefits to letting everyone in the organization know a HIPO process
exists. I’d rather have a tough conversation with someone who wants to know why they aren’t a
HIPO, or how they can be considered one, than keep the process a secret. And the painful truth
is that it rarely is a secret anyhow – despite an organization’s best efforts to keep it “quiet.”
Communications, fairness and managed expectations are obviously key.
THINKING BEYOND TRAINING & PROMOTIONS
A common trap many HIPO efforts fall into is assuming that training is the only or best development
tool; and that promotions are the only or the ultimate goal of the HIPO process. The fact is, training
is the best developmental tool only in certain specific situations. And any organization or individual
who thinks the ultimate end game of a HIPO process is a promotion – is really short-changing the
process and all involved.
A HIPO effort is an ideal chance to redefine and clarify what “growth and development” truly means
in your organization. Promotions or moves to other jobs are merely markers or milestones. The real
value is in what the organization and the individual gains from going through the various aspects
of the process. Below are some of the more meaningful developmental tools organizations use to
create value for both the organization and the individual HIPO performer.
• Strategic initiatives / projects
• Action Learning / problem solving teams
• Game changer / innovation processes
• Mentoring or instructing (training) others
• Outside community / board involvement
• Rotational assignments – internal and external
• Making presentations / attending key meetings
• Participating on cross-functional teams
• Executive coaching (with or without 360 feedback)
• CEO Forum / Executive Roundtable participation
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HIGH-POTENTIAL PERFORMERS – TEN KEYS
& FIVE METRICS (CONT.)

METRICS THAT MATTER
In terms of measuring the effectiveness of a HIPO process, there are a number of metrics I’ve used
or have seen used or tried by others over the years. But the most enduring and meaningful ones
tend to be the following five key metrics:
1. Retention rate for HIPO’s
2. Number or percent of succession or key vacancies filled by HIPO’s
3. Tangible progress being made against the HIPO’s development plan
4. Number of HIPO’s who are ready to move
5. Number of HIPO’s each manager exports to other parts of the company
CONCLUSION
Given the significant void in the middle management ranks of many of today’s organizations, and
given the challenges involved with attracting, retaining and leveraging High-Potential talent, an
effective HIPO Management process is vital to the business continuity and growth plans of every
company. While many organization leaders understand and appreciate that, they struggle with how
to address it.
Effective HIPO management doesn’t happen overnight, and doesn’t happen without significant
effort. The key is to focus on the steps or actions that build the most value for your organization.
The ideas shared above can help you think about and create that focus. As you relate them to your
organization, remember that the HIPO process must be effectively aligned with your other talent
management processes, and, with the operation of your business.
We have worked with dozens of different organizations to help them evaluate, develop or improve
the effectiveness of their high-potential process, practices and outcomes. Let us know if we can help
you with yours.

Bill Thomas
866.302.9099
Bill@centricperformance.com
www.centricperformance.com/contactus.html
Newsletter sign-up here

15

RETOOLING LEADERSHIP DEVELOPMENT: CREATING
INTENTIONAL DEVELOPMENT
By Richard Citrin and Michael Couch

Given the abundance of research indicating that current leadership development practices are miserably
ineffective, it’s tempting to jump on a gloom and doom bandwagon and reach for a whole new approach.
That perspective, however, just leads to shiny new programs based on the newest fad that quickly fade and
fizzle. As each fad fades, leaders become more jaded about leadership development. The practice becomes
an inordinately expensive waste of time, pulling employees away from the urgent demands of business.
Yet, with the increasing complexity of business today, senior executives are aware of the pressing need to
support their current and emerging leaders. Leaders must learn to be agile and resilient as the demands
of the new economy are rapidly changing traditional business practices. In addition, businesses are facing
a silver tsunami of retirees from the senior ranks who are taking their leadership skills and institutional
knowledge with them. Finally, the war for talent demands that businesses provide the most innovative and
up to-date approaches for engaging current and future leaders.
Members of the C-Suite and organizational development specialists are hungry—and then some—for
an approach that addresses these urgent concerns. Looking back over the last 10 years of research in the
field of human performance, adult learning and neuroscience, we find an abundance of insight and value
to help executives face these challenges. This evidence has led us to retool rather than completely replace
leadership development.
At the core of the evidence is the insight that organizations need to develop an intentional approach
towards developing current and future leaders. For us, intentional means:
• Using a planned and targeted approach to help organizations identify the requisite competencies
needed to drive the organization’s strategy and,
• Building the strategy-critical competencies learning from the challenges that leaders face on a regular,
everyday basis in the workplace – building development into what leaders do every day and not adding
it on to their work as something extra.
We’ve developed a simple, four-step process that retools leadership development that we call Intentional
Leadership DevelopmentSM. The key is for organizations to understand the research behind these steps and
to put these practices into play on a regular basis. The four steps are as follows:
1. Frame It: The development of talent must be tied to the business strategy. All too often, leadership
development programs are one-offs that teach leaders single competencies, but they do so in a business
vacuum. Tying development to the business strategy or a targeted business outcome not only focuses
activities on real-life situations but also helps to assure a return on the investment in development.
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RETOOLING LEADERSHIP DEVELOPMENT: CREATING
INTENTIONAL DEVELOPMENT (CONT.)
By Richard Citrin and Michael Couch

2. Name It: We’re all about behaviors and you should be too. While, as psychologists, we might be
interested in what makes people tick or why they behave in a certain manner, our greater focus is on
ensuring that people are able to understand and demonstrate the behaviors that will to build success for
themselves and their organizations. Qualities or traits such as charisma, executive presence, dominance
or extroversion are not competencies and show little relationship to strategy or the performance of
leaders. Focusing on clearly defined, validated and specific behavior-based competencies is an evidencebased, best practice step to building strategic leadership capabilities.
3. Claim It: Years of global research has confirmed that leadership competenices are developed by
navigating a variety of challenging experiences which are supported by regular, behavior-based
feedback. Claim It focuses on either helping leaders identify roles or assignments that would be the best
development opportunity or helping them garner the right lessons from the challenges they are already
facing. In additional, we work to build timely and objective feedback along the way – feedback that is
requested, not imposed. The focus is on making learning intentional and not by chance.
4. Aim It: The Aim It element ensures that the targeted competencies are directed towards specific
business outcomes. In addition, Aim It concentrates on assuring that key developmental experiences
are positive (additive) to a career and that the stage is set for further development. Aim It also helps
learners and talent management professionals to view development from a broader career perspective
and not just as a one-and-done.
Every company needs to be paying attention to the capability of its current and up-and-coming leaders.
However, many are missing the opportunity due to perceived resource constraints or because they are
viewing development from a traditional perspective. As talent management professionals, it’s time that we
retooled leadership development so that we can help drive success throughout our organizations.
This article is based on our forthcoming book: Retooling Leadership Development: An Executive’s Guide to
Driving Results through Strategy-Driven Leadership Development.
Richard Citrin, www.cintrinconculting.com
Michael Couch, www.mcassociatesinc.com
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PROTECTING ePHI IN EMAILS UNDER HIPAA
Gallagher

For the last 20 years, email has been widely used by both business and the general public and has largely become the
preferred form of communication. Email use has become even more accessible and ingrained in our daily communications
with the advent of smartphones and tablets. Health plans are not exempt from the practice of using email as a primary
form of communication and oftentimes communicate or share information via email that is protected under the Health
Insurance Portability and Accountability Act of 1996 (“HIPAA”).
HIPAA requires physical, technical, and administrative safeguards to protect certain confidential information known as
protected health information or PHI. These safeguards apply to PHI in electronic form (“ePHI”), which can be received or
shared by email or stored on email servers. Because an organization’s email systems can be easily accessed on various
devices, it is critically important to implement safeguards that protect the confidentiality, integrity, and availability of the
ePHI on all platforms. This means that with regard to email, employer-sponsored health plans must take reasonable steps
to identify how it uses email in relation to ePHI and implement policies and procedures that aim to protect the ePHI that
as it is transmitted or received electronically from one computer, tablet, or smartphone to the recipient’s inbox and stored
on the email system or server.
The requirements of HIPAA also apply to your organization’s relationships with third parties. HIPAA requires Business
Associate Agreements between health plans and third parties that use, transmit, or host ePHI for the health plan. This
agreement establishes certain administrative, physical, and technical safeguards to which the third party must adhere
to protect the confidentiality, integrity, and availability of the ePHI in the third- party’s possession. For example, if your
plan shares ePHI with a third party, such as a Third-Party Administrator, to assist a plan participant with a claim or uses
an organization such as a cloud service provider to store email, your health plan is required to have a Business Associate
Agreement with the third party.
Recent Breach
Recently, Toyota Industries North America (“Toyota”) discovered a suspected breach in its email system. An investigation
revealed a hacker accessed Toyota’s corporate email system and compromised the personal and PHI of approximately
19,000 current and former employees and health plan participants. The compromised data included health insurance
information, full names, home addresses, dates of birth, phone numbers, financial account information, Social Security
numbers, photographs of Social Security cards, driver’s license numbers, email addresses, photographs of birth certificates
and passports, treatment and prescription information, diagnoses, health plan beneficiary numbers, and portal user
names, passwords, and security questions. In response to the breach, Toyota is implementing security monitoring
enhancements, training its workforce on electronic and email security practices, revising and redistributing mandatory
password protection and reset policies, and adopting multi-factor authentication for access to electronic systems.
Securing email that contains ePHI
Employer-sponsored health plans must implement physical, technical, and administrative safeguards to protect ePHI that
is transmitted, received, or stored in emails. These safeguards can take many forms depending on the location of the
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PROTECTING ePHI IN EMAILS UNDER HIPAA (CONT.)
Gallagher

information – inside the firewall or external to the organization – and must be reasonable based on the information at issue
and the company’s needs.
One way to protect ePHI is to limit access to ePHI to only those individuals with a business need for access to the
information. Additionally, companies should develop and implement strong password policies and practices that require
passwords to meet certain criteria, be changed on a regular basis, and protect the organization’s email systems if incorrect
passwords are used. Multi-factor authentication is another method to protect ePHI. This method grants a computer user
access only after successfully presenting two or more pieces of evidence (such as a code) to authenticate the user’s identity
and rights to access the system.
For data that is in transit, messages should be secured if the message contains ePHI and is sent outside a protected
internal email network. Businesses can achieve this by encrypting data at rest and in transit. By encrypting data, the data is
unreadable to anyone without the necessary credentials (or the encryption key), thus preventing an impermissible disclosure
of ePHI.
Action Steps
Employers sponsoring health plans should consider the following action items to protect their email systems and to
safeguard from attack on the ePHI processed, transmitted, or stored in their email systems:
• Identify how the health plan uses email to create, receive, maintain, or transmit ePHI.
• Identify each access point for email systems that create, receive, maintain, or transmit ePHI (e.g., workstations,
smartphones, tablets).
• Restrict access to ePHI to only those workforce members with a business need to access the information.
• Create a password policy that requires workforce members to have strong, secure passwords and that protects the
passwords from being discovered.
• Train workforce members who have access to ePHI on the organization’s password policies, the importance of keeping
passwords private, threats to the company’s email systems (e.g., phishing scams and hacking methods), and how to
handle a suspected hack.
• Obtain or review Business Associate Agreements with all necessary third parties.
• Encrypt email at rest and in transit.
• Employ multi-factor authentication methods.
Continually monitor email systems to ensure that only authorized users are accessing those systems and that only
authorized users are communicating ePHI in adherence with the organization’s email and HIPAA policies and procedures.
The intent of this Newsletter is to provide general information on employee benefit issues. It should not be construed as legal advice and, as with any
interpretation of law, plan sponsors should seek proper legal advice for application of these rules to their plans. © 2019 Arthur J. Gallagher & Co.
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NEW MEMBERS
Loree Benigni
CHROME Federal Credit Union

LaKeisha Gray
University of Pittsburgh

Richard Cristiano
IT Connect

Terri Hammond
ThistleSea Business Development

Rose Devine
Allegheny Technologies Incorporated

Kelsie Harenchar
Monongahela Valley Hospital, Inc.

Garrison Drake SHRM-CP
GrayMatter

Jack Heil

Karalyn Emrich
Exus Partners
Laura Engle
AK Steel
Roya Fashandi
Automatic Data Processing
Anessa Fike SHRM-CP
Fike + Co
Rachel Ford
Grove City College

Denis Rudd
New Horizons Computer Learning
Center of Pittsburgh
Toby Schwab
Tier1, Inc.
Heidi Schwark
Mackin Engineering Company
Jenny Sippel
Sippel Steel Fab

Iris Heiser
Highmark Health
Joseph Hornack
Healey Block and Hornack
Kris Kelvington
NOVA Chemicals, Inc.
Stephanie Kobys
Henderson Brothers, Inc.
Christopher Kovski

Brandon Smith
Steel City Corporate Chiropractic
Bradley Smith
XCoal Energy & Resouces
Alisha Thomas
C.O.R.E
Brandic Thomas
Marcia Valdez
FedEx SmartPost

Angela Langill
Pittsburgh CLO

Sarah Goetz
Amazon Corporate LLC

Michael Lyman-Penwell

Kye Gozion

Bridget Miller

Kirsten Graham
WVU Medicine

Chris Richards
Insurance Solutions group

Cynthia Walker
Lynx Technology Partners

ON THE MOVE
Congratulations to the following PHRA members on their recent achievements:
• David Clayton has achieved his SHRM-CP certification
• Holly Maurer-Klein, SHRM-SCP, has been named a Vice
President of HR/Advantage Advisory at Clark Hill LLP law
firm in the Pittsburgh office, where she had been serving
as Director since joining the firm in May 2018.

• Tabatha Wendorff of Goodwill of Southwestern
Pennsylvania has achieved her SHRM-SCP certification
• Lindsey Whiteside of The Newton Family of Companies
has achieved her SHRM-CP certification

• Lenore Seifer of S.R. Snodgrass, P.C., has achieved her
SHRM-CP certification
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2019 EVENTS
The Pittsburgh Human
Resources Association offers
many valuable networking
and education programs
throughout the year.
Keep an eye on the PHRA
online event calendar for
a complete and up-to-date
listing of all programs.
Register for an upcoming
event today!

To learn more
and register for
PHRA events

Click Here

March 15 | Learn
HR Academy

June 18 | Learn
How to Execute Crucial Conversations

March 19 | Learn
Drama Drives Disengagement

July 9 | Learn
Workforce Planning

March 20 | Network
Meet Your PHRA Colleagues
Networking Event

August 20 | Learn
Diversity & Inclusion: Strategies
& Tactics

April 9 | Learn
The Aging Workforce

September 17 | Learn
Preparing Your Technology Workforce
to Transition to Cloud-Computing

April 11 | Network
Engaging Pittsburgh Awards
Celebration
May 22 | Learn
Emotions Revealed: Decoding the 7
Universal Facial Expressions

October 8 | Learn
Journey Mapping the Candidate
Experience: Your Edge to Get Great
Talent in the Tightening Talent War
*October 22 & 23 | Learn
Annual PHRA Conference

May 20 | Learn
The PHRA Experience Webinar:
Making the most of Your
Membership

November 14 | Learn
Pre-Employment Post-Offer Testing:
Where Do I Start?

June 7 | Network
Annual Golf and Bocce Outing

*O
 nline Registration Coming Soon For
This Event

Pittsburgh Human
Resources Association
One Gateway Center
Suite 1852
420 Fort Duquesne Blvd.
Pittsburgh, PA 15222
Phone: 412-261-5537
www.PittsburghHRA.org

21

LA ROCHE’S MASTER’S PROGRAM
IN HUMAN RESOURCES MANAGEMENT
GAVE ME THE FOUNDATION FOR
COMPLETING MY EDUCATION IN HR.
THE CHALLENGING YET FLEXIBLE
ENVIRONMENT PROVIDED THE
ESSENTIAL TOOLS FOR ME TO
ADVANCE MY CAREER AND MEET MY
PROFESSIONAL GOALS.

- MEREDITH STEPHENSON ’16 MSHRM
Vice President of Human Resources
Howard Hanna Real Estate Services

20% TUITION DISCOUNT
FOR PHRA MEMBERS

laroche.edu/graduate
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