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The Cyber Breach
Unfortunately, law firms are still
regarded as "soft" in the comparative world of cyber targets. Many
law firms use systems that are
easier to penetrate than those of
their more sophisticated clients.
This imbalance in technology
leaves the law firm as the weakest
link in the data chain and an obvious target for cyber criminals.
Further, lawyers, even if employed at firms with sophisticated
systems, are vulnerable to socially
engineered attacks. Lawyers must
work efficiently, look for new opportunities, and look to assist and
procure potential clients. Many
lawyers will therefore click the
links contained in unsolicited
emails and continue to fall for
phishing scams.
Indeed, a 2015 Legal Technology
Survey found that at least 80 of
the 100 biggest law firms in the
country had been hacked. Smaller
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firms are also increasingly subject
to incidents involving ransomware and pay bitcoin ransoms to
recover data.
Competence
and Confidentiality
In addition to a financial and a
practical problem for lawyers, a
cyber incident may lead to ethical problems as well. The ABA
Model Rules have evolved to
address technology and it is no
longer acceptable for a lawyer to
simply claim technological ignorance. What follows is a reminder
of how the ABA Model Rules
speak to technology:
ABA Model Rule 1.1: Competence, Comment [8]
"To maintain the requisite
knowledge and skill, a lawyer
should keep abreast of changes
in the law and its practice including the benefits and risks associated with relevant technology,
engage in continuing study and
education and comply with all

continuing legal education requirements to which the lawyer
is subject."
ABA Model Rule 1.6, Confidentiality
"(c) A lawyer shall make reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized access
to, information relating to the
representation of a client." See
also, Comment [18] and [19]
No lawyer wants to be the
subject of a grievance or law suit
as a consequence of technological incompetence and/or the
failure to protect confidential
client information.
Tips for Maintaining
Confidentiality in the Cyber
World
1. Find/Cure Your Weakest Links
All attorneys, staff, and vendors
must exercise the utmost level
of cybersecurity care, awareness
and diligence. Training in cyber
breach prevention and mitigaContinued on page 2

LETTER FROM THE PRESIDENT, BY: ERIN K. HIGGINS, ESQ.
The cold weather is finally arriving in Boston, and a trip to New
Orleans next fall is starting to
seem very appealing! Please
mark your calendars now for our
next PLDF Annual Meeting, on
October 3-5, 2018, at the Westin
Canal Park. The Board and the
Program Committee will be
working hard over this next year
to assemble another terrific slate
of programming, and more of
our memorable field trips and
group dinners.

Thank you to those who attended the 2017 Annual Meeting in
Chicago. We had a record number of attendees, and the member feedback has been terrific. If
you have any thoughts about
how to make next year's
meeting even better, please email Chris Jensen, or anyone on
the board, with your thoughts
and suggestions.
One idea that came out of the
2017 Annual Meeting was to
start a Young Professionals Com-

Erin K. Higgins of
Conn
Kavanaugh
Rosenthal Peisch &
Ford LLP of Boston,
Massachusetts, is
President of PLDF.
She may be reached at
ehiggins@connkavanaugh.com.
mittee, for those lawyers and
claims professionals who have
been in the industry for ten years
or less. Molly Eiden of Minnesota
Lawyers Mutual is spearheading
Continued on page 16
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CYBER BREACH AVOIDANCE TIPS, CONT’D
tion should be mandatory for everyone in every law
firm, including founding partners and receptionists.
Employing a technologically proficient team is the best
prevention.
2. Enforce Polices to Curtail Human Error
The majority of all security incidents are caused by
human error. Consequently, the most sophisticated
security system in the world is irrelevant if the potential for human error is unaddressed. For example, one
law firm with a strong security system discovered
someone had accessed client files. After performing
numerous systems checks, the law firm ultimately discovered that an employee kept her passwords on a
notepad in her unlocked desk drawer. A member of
the cleaning staff found the notepad and was able to
access client files.
Further, many law firm partners still send confidential
information from personal email accounts, use public
Wi-Fi systems while waiting for flights or having coffee,
and take other risks, such as failing to password protect
their smartphones. Training and enforcement of cyber
policies for everyone in the firm is necessary to avoid
these common human errors that routinely lead to
cyber breaches.
3. Send Fake Emails
To further provide cyber security training, a number
of corporations now routinely send fake phishing
emails to test their employees' cybersecurity awareness and to gather open rates. These corporations then
advise their employees of the open rate percentage
and instruct them regarding the red flags that were
ignored. For example, employees may ignore a change
in the senders email address protocol, fail to hover
over a link before clicking it (the name displayed may
indicate that the link is not as represented), and may
ignore other inconsistent information that would indicate that the email is a fraud. Corporations hope that
this type of feedback is effective in encouraging employees to exercise more care before opening the next
link or providing their information to a potential thief.
Corporations also encourage staff to share any phishing
emails that they receive for analysis and discussion.
4. Pause Before Sending Text Messages and Emails
The "reply to all' key has been responsible for confidentiality breaches, embarrassment and awkwardness.
Further, accidentally sending to the wrong "Mary" or
not realizing the actual plaintiff has been copied on a
document can cause further problems. Disabling the
"reply to all" button and pausing an extra second before pushing "send" to review the distribution list is
obviously good practice.
Further, we have all likely read about a certain athlete's attorney who accidentally texted a reporter a
sentence that started "Heaven help us…" Perhaps
simply avoiding the text message in a professional

setting is the best idea. While a text may be a great
way to communicate with friends and family, it is not
the ideal form of communication to use professionally
due to its fast and informal nature.
5. Encrypt
Encryption is the best alternative for protecting sensitive data. Encrypted data is unreadable if a cell phone
or computer is lost or if the data ends up in the wrong
hands. Encryption, however, is the least used security
feature found in most law firms. While encryption of all
files is currently not ethically mandated, the failure to
encrypt could arguably be viewed as a breach. ABA
Model Rule 1.6 reads:
…This duty, however, does not require that the lawyer
use special security measures if the method of communication affords a reasonable expectation of privacy.
Special circumstances, however, may warrant special
precautions. Factors to be considered in determining
the reasonableness of the lawyer's expectation of confidentiality include the sensitivity of the information
and the extent to which the privacy of the communication is protected by law or by a confidentiality agreement. Comment [19]
Lawyers should therefore evaluate the security needs
of the actual data for each engagement to make sure
that the confidentiality needs of their clients are adequately protected. Obtaining the client's written consent before using email or text messaging to communicate with them, while advising of potential confidentiality issues, is also advisable. If your law firm does not
encrypt data, disclose that to the client and provide
them with the opportunity to refuse email communications from your firm.
6. Passwords
Law firms should encourage strong passwords. The
password should contain letters, both upper and lower
case, characters, and numbers. Passwords should be
changed regularly (every 90 days) and never repeated.
One idea is to anchor your password to a phrase instead of a word. For example "She Loves to travel to
Warm Weather and go swimming" can translate to the
following password by using just the first letter of every
word, with capitalization every so often: SLtttWWags.
The value to this new password is that it is very hard to
guess without knowing the original sentence, but yet
easy to remember. Adding numbers and characters will
then create a stronger password. Another option is to
use a secure password generator.
7. The Cloud
While many attorneys conceptually understand that
information stored in a cloud is stored off site, many
have no idea that depending upon the vendor, cloud
data could be stored internationally, governed by foreign law, and subject to search and seizure. Further, if
an attorney places data in the cloud that is subject to

“[A] number of
corporations now
routinely send fake
phishing emails to
test their
employees’
cybersecurity
awareness.”
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state or federal privacy laws, the client should first
provide their informed and written consent for such
storage (adding this item to the engagement letter may
be an option). Finally, the attorney should check with
the bar association for their respective state's ethical
opinions that govern cloud storage.
8. Update Your Systems
Law firms should update their systems, including the
VPN, antivirus, anti-spyware and spam filters routinely.
Class action lawsuits arising out of data violations are
exploding and the first public data security class action
complaint against a law firm was recently filed in Federal Court in Chicago. The plaintiffs allege that the
firm's outdated systems failed to protect client data.
Damages are sought for the threat of a breach and the
"diminished value" of the law firm's services. Law firms
should periodically update systems.
9. Vet Vendors
Vendors have been identified as the weak link in certain large exposure hacking incidents. Recall that the
Target hackers were able to access the chain's security
systems by stealing credentials from a vendor. Examine all vendors' cyber security protocols (does the vendor encrypt data, use a VPN system) as well as the
vendor's insurance policy and all controlling contracts.
Understand where the vendor will store the information – international storage may present problems.
Examine indemnification clauses and provisions regard-

ing who will be expected to pay in the event of a data
breach.
10. Have a Plan
Every law firm should establish a plan to follow in the
event of a cyber breach. Further, like fire drills, law
firms should practice cyber drills. Are documents routinely backed up? Are copies of the most important
documents at an off-site, secure location? In the event
of a hack or a ransom, does everyone know who to
call? Vendors should be selected ahead of time so that
in an emergency, the law firm is not panicked and
scrambling. For example, privacy counsel, to establish
immediate privilege and provide notice requirement
advice, can easily be researched ahead of time. Selecting or creating a list of professionals to assist with
restoring data or handling a ransomware incident
should also be researched. Finally, cyber liability coverage can help to not only cover the costs related to a
data breach, such as notification expense and regulatory fines, but can also provide professionals to assist in
case
of
an
emergency.
Deborah Bjes is a dedicated risk manager
for the Lawyers Professional Liability Group
with Swiss Re Corporate Solutions. Deborah
is a licensed Illinois attorney and a graduate
of Loyola University Chicago School of Law, where she
received her J.D. cum laude. She may be reached at
deborah_bjes@swissre.com.

WEAKENING MEDIATION CONFIDENTIALITY: PROS AND
(MOSTLY) CONS, BY LOUIE CASTORIA, ESQ.
In mythology, Pandora opened a forbidden box,
loosing all the world’s woes upon humankind. One
might think we would have learned not to look into
forbidden boxes or to kick hornets’ nests, but our
pointless curiosity sometimes gets the best of us.
California’s Law Review Commission (the
“California Commission”) has proposed an amendment to the state’s Evidence Code, carving out a
substantial exception to the near-absolute confidentiality of communications during and preparatory to mediations.
In 2012 the California Legislature directed the
California Commission to analyze “the relationship
under current law between mediation confidentiality and attorney malpractice and other misconduct,”
in response to a California Supreme Court decision,
Cassel v. Superior Court, 244 P.3d 1080 (S.Ct. Cal.,
2011), which had strictly construed the state’s mediation statutes in its Evidence Code to require
confidentiality of all mediation communications,
except as expressly excluded.
The proposed change would allow communica-

tions into evidence in attorney malpractice cases,
disciplinary proceedings, and fee disputes when
“relevant to prove or disprove an allegation that a
lawyer breached a professional requirement when
representing a client in the context of a mediation
or a mediation consultation[.]”
Proponents of the statute, which would become
California Evidence Code 1120.5, if enacted into
law, focus on a perceived unfairness to clients who
sue their lawyers for malpractice, and to lawyers
defending themselves against such suits, when the
alleged misconduct occurs within the sanctum sanctorum of mediation.
The potential impact of the proposed statute extends beyond the Golden State. This article addresses the current inconsistency among state and federal laws governing the inviolability of mediation communications, and argues against opening Pandora’s
box, even just to take a peek inside.
Inconsistency of Mediation Confidentiality Laws
The Uniform Mediation Act (“UMA”), drafted by
the National Conference of Commissioners on Uni-

PLDQ’s Winter 2018
Issue
We encourage
member submission of
articles pertinent to
professional liability claims
administration, defense
trial advocacy, or
professional liability substantive law. The manuscript deadline for the next
issue is:
February 1, 2018.

“[C]reating a list of
professionals to
assist with
restoring data or
handling a
ransomware
incident should
also be
researched.”
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WEAKENING MEDIATION CONFIDENT IALITY, CONT’D
form State Laws, provides broad confidentiality for all
communications made in mediations, but carves out
communications “sought or offered to prove or disprove a claim or complaint of professional misconduct
or malpractice” filed against a mediator, party, participant, or representative at a mediation. Other exceptions exist in the UMA, such as communications during
pretextual mediations, such as ones held to advance
criminal schemes.
The UMA has been enacted in eleven states and the
District of Columbia, with some modifications. (Those
states are: Hawaii, Idaho, Illinois, Iowa, Nebraska, New
Jersey, Ohio, South Dakota, Utah, Vermont, and Washington. It has been proposed in New York and Massachusetts.) The California Commission’s proposal does
not track the UMA, though it shares a similar carve-out
for malpractice cases.
Surveying other states’ laws and judicial rulings, the
California Commission concluded:
The statutes and rules protecting mediation
communications vary widely from state to
state. Among other things, they differ in whether, and to what extent, they permit the use of
mediation communications in resolving an
allegation of attorney misconduct. In seven
states (plus the UMA states), a statute or rule
protecting mediation communications has one
or more exceptions that expressly addresses
alleged attorney misconduct or alleged professional misconduct more generally (thus encompassing attorney misconduct). Those states are
Florida, Maine, Maryland, Michigan, New Mexico, North Carolina, and Virginia.
The California Commission’s full survey of the states’
laws and judicial ruling on mediation confidentiality
may be downloaded at: http://www.clrc.ca.gov/
pub/2017/MM17-30.pdf. Please see pages 57 through
70, and the numerous footnotes therein for specific
states’ laws.
In contrast, the Federal Rules of Evidence do not include a “mediation privilege,” as such. Rule 408 excludes evidence of settlement communications from
being introduced to show a party’s liability or lack
thereof in an underlying claim, but provides no protection for other uses of such evidence. Some federal
courts have used Rule 501, which states that they shall
"be governed by the principles of the common law as
they may be interpreted by the courts of the United
States in the light of reason and experience," to protect
mediation confidentiality, recognizing that it generally
exists in other jurisdictions. However, a court-by-court
approach provides neither litigants nor lawyers sufficient guidance as to what they may say in a mediation
with confidence that it will not be repeated.
California’s current mediation statutes are found in its

Evidence Code, sections 1115 through 1128. They create a comprehensive structure for mediations, including confidentiality, but also conclusively answering
questions that have vexed other states, and are not
resolved by the UMA. The following is an abbreviated
summary of the key points as to confidentiality in California:
▪ Confidentiality applies to all communications,
oral and written, in a mediation and in preparatory
mediation consultations.
▪ It is not necessary for the parties to agree in
writing that the mediation is confidential, though
they may waive confidentiality by mutual, written
agreement.
▪ No one may be subpoenaed to testify about, in
any non-criminal proceeding, or produce records of
communications made in a mediation.
▪ Confidentiality does not apply to certain information exchanged in family law cases, nor to judicial settlement conferences.
▪Noncommunicative conduct during a mediation is
not confidential. As an example, a derogatory comment regarding an opposing party’s parentage is
confidential, but a physical assault or battery is not.
▪ Any reference to a mediation communication at
trial is treated as an irregularity, potentially leading
to a mistrial and/or sanctions. In other noncriminal
proceedings such a reference is grounds to vacate
or modify a ruling made in such hearings.
▪ A written, signed settlement agreement that is
created at a mediation is admissible to prove that a
settlement was reached and on what terms.
(Comment: it is common in California, though not required, that the parties use a Stipulation for Settlement
under California Code of Civil Procedure section 664.6
to memorialize the settlement terms. This document
may be filed with the court in which the case is pending
to enforce its terms, without any party needing to initiate a separate action for breach of contract. If the
settlement terms are complex or open-ended on any
point, a 664.6 stipulation may not be feasible.)
With potentially conflicting standards in state and
federal courts, it is important to know which state’s law
applies and what it provides, rather than assuming
confidentiality. Many mediators thus require the parties and counsel to sign mediation confidentiality
agreements at the beginning of mediation sessions.
Courts generally uphold such agreements, as famously
occurred in Facebook, Inc. v. Pacific Northwest Software, Inc., 640 F.3d 1034, 1041 (9th Cir. 2011), and
recounted in the film, “The Social Network.” Mark
Zuckerberg’s college collaborators, the Winklevoss
brothers, sought to undo their signed settlement
agreement with him based on communications during

“The [Uniform
Mediation Act] has
been enacted in
eleven states and the
District of Columbia,
with some
modifications..”
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WEAKENING MEDIATION CONFIDENTIALITY, CONT’D
a mediation that resulted in the settlement. The
parties had signed a confidentiality agreement in
advance of the mediation, which the court upheld as
valid. However, such agreements do not bind persons who are not in the room and may have an interest in the settlement amount or terms.
Indisputably Settled?
Imagine the following situation: a securities broker
leaves a brokerage firm in New Mexico to join a
similar firm in Colorado, taking a client list with her,
and claiming that she generated the list before she
joined the New Mexico firm. The broker and the two
firms agree to mediate their dispute in neutral territory, California, and to use a private, solo practitioner mediator in Santa Barbara.
At the end of a twelve-hour mediation the parties
agree on a settlement amount and sign a term sheet
that uses the term “the Subject Accounts” to describe the scope of the mutual release. Later, a dispute arises as to which of two account lists constituted the Subject Accounts. The broker and Colorado firm file suit in Denver for breach of contract
against the New Mexico firm (assume proper jurisdiction). The broker’s estranged husband, who used
to be her partner in her original brokerage, gets
wind of the settlement and sues in New Mexico,
claiming rights to the settlement amount under his
partnership agreement with the broker and New
Mexico’s community property law.
Here are three issues that arise from this fact
pattern—there are several others that could be
posed:
▪ Does California law govern the admissibility of
communications during the mediation regarding
which list contained the Subject Accounts?
▪ If the parties signed a confidentiality agreement at the mediation, does it bar the husband
from obtaining through discovery the parties’
mediation briefs, or deposing the mediator?
▪ The broker later claims that the attorney who
jointly represented her and the Colorado firm
failed to disclose a conflict of interest, and urged
her to settle at an unreasonable number to benefit the lawyer’s other client, the firm. She files a
third-party complaint against the attorney in the
Colorado action, seeking to void the settlement
agreement, and money damages. Can the attorney’s advice to her during the mediation be introduced in evidence?
My views on the above questions:
▪ Neither Colorado nor New Mexico is bound to
follow California law, unless the parties to the
mediation all agreed in writing that California
law would govern. However, both states recog-

nize mediation confidentiality to a lesser degree
than California.
▪ The mediation parties’ confidentiality agreement
does not bind the husband, a non-signatory. New
Mexico law would govern his rights to discovery, if
any.
▪ The Colorado attorney was not a party to the
California confidentiality agreement, and should
not be bound by it. To defend himself against the
malpractice claim he should be able to introduce
evidence of what he recommended, as can the
broker in prosecuting her third-party complaint
against him. Note that the husband’s subpoena to
the mediator in Santa Barbara can probably be
quashed by a California court on the basis that he
conducted the mediation in California.
Please note that these views are debatable under
present law. The drafters of the UMA recognized a
benefit of uniform mediation confidentiality statutes,
and posed an even more perplexing scenario:
“Mediation sessions are increasingly conducted by
conference calls between mediators and parties in
different States and even over the Internet. Because it
is unclear which State’s laws apply, the parties cannot
be assured of the reach of their home state’s confidentiality protections.” (Prefatory Note to the UMA)
The California Proposal
The California Commission seems to be ready to muddy the currently clear waters of California’s mediation
confidentiality. Proposed Evidence Code section
1120.5, if adopted by the Legislature and signed into
law, would diminish the nearly absolute confidentiality
rule in civil cases, effective on January 1, 2019, under a
two-pronged test:
▪ The evidence must be relevant to prove or disprove an allegation that a lawyer breached a professional requirement when representing a client in
the context of a mediation or a mediation consultation
▪ The proceeding in which the evidence is proffered
must be an action for damages based on alleged
malpractice, a disciplinary proceeding, or a fee
dispute between lawyer and client.
A pleading that meets these tests must be served by
mail on all mediation participants whose whereabouts
can be identified. The court may use a sealing order, a
protective order, a redaction requirement, an in camera hearing, or a similar judicial technique to prevent
public disclosure of mediation evidence, but is not
required to do so.
The proposed law would make mediators exempt
from providing testimony or documents in a mediation
malpractice case, except in criminal cases and a few
other kinds of cases. Mediators are not made immune

“The proposed law
would make
mediators exempt
from providing
testimony or
documents in a
mediation
malpractice case
….”
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from liability by the proposed law, nor is any existing
mediator immunity revoked. (In some situations mediators may have quasi-judicial immunity.)
Section 1120.5, as currently drafted, does not limit the
gathering or use of mediation evidence in a malpractice
case to the client and attorney in question. As the requirement of service by mail upon all participants hints,
the plaintiff and defendant may introduce evidence
from other participants (except the mediator), thus
resurrecting a dispute that those participants considered settled, and potentially revealing their confidential communications with the defendant-attorney at
the mediation.
One can easily imagine a law-and-motion morass for a
trial court judge, umpiring the calls of “fair” and “foul”
in discovery requests and deposition questions among
parties and nonparties, all over a case that, by definition, was settled or that the parties tried to settle.
If It Ain’t Broke:
Public Comments on the Proposal
As the California Commission candidly noted about
the public comments on its proposed statute, “The 155
pages of comments include scattered words of praise
or appreciation for the Commission, its staff, its process, and its work on this study. In general, however,
they do not have much positive to say about the Commission’s proposal.”
The main arguments advanced by those supporting
the proposal are that it allows plaintiffs and defendantattorneys to introduce evidence that may be crucial to
their respective cases, and that a malpractice exception
to mediation confidentiality would bring California
more in line with other states.
Against the proposal is an array of judicial, legal, and
mediation organizations, including the California Judges Association, and the Academy of Professional Family
Mediators, the California Dispute Resolution Council,
and the Center for Conflict Resolution. The proposal
accomplished one thing that no one would have predicted: the Consumer Attorneys of California and the
California Defense Counsel submitting a joint letter
opposing it—a rare example of something they agree
upon.
Both sides of the debate advance a “why fix it” argument, the proponents saying that in states where there
is no malpractice exception to mediation confidentiality
there appears to be no reluctance to mediate, and the
opponents pointing out that there is little evidence that
mediation-malpractice cases are more prevalent in
those states than in California.
In this writer’s opinion, both sides miss the point:
mediation-malpractice cases are few and mediation
use is high not because of statutes governing mediations, but because mediations have become a principal
and effective way of resolving civil disputes. Once
thought “novel,” mediations have become de rigueur

in modern litigation. Mediations work because they
allow litigants a chance to step away from the brink, to
see the case from the other side’s or sides’ viewpoints.
For counsel, mediations provide a neutral messenger,
someone with an aura of authority to deliver hard facts
to all parties, without being thought a traitor to any
client, because the mediator has none.
There are cases of “settler’s remorse,” in which a party gets cold feet after signing a settlement agreement.
California puts a particularly high burden of proof on
such cases, proof to a “legal certainty” that a better
result would have been obtained if the case had bee
tried to verdict. (Filbin v. Fitzgerald, 343 P.2d 118 (Cal.
Ct. App. 2012).) California imposes a high threshold on
the admissibility of mediation communications, I believe for the same reason: the finality of mediated
settlements is essential to the functioning of the most
populous state’s underfunded judicial system. Forcing
overcrowded courts to consider Mulligans on settled
cases, under the guise of settle-and-sue or mediationmalpractice, is a waste of scant judicial resources. Cases settle at mediation because mediations work.
Another argument that appears in the public comments on proposed section 1120.5 is the parties’ “right
to choose” confidentiality. Exactly where this right
springs from is unclear, but if it does exist, the burden
to explain it would fall upon counsel on a case-by-case
basis, whereas under current law it is a given, like the
statute of limitations, the rule against perpetuities, and
the infield fly rule. Public policy dictates that some
rules be made by the Legislature and be uniform, elsewise every decision is arguable.
“Mediation privilege,” as it is sometimes called, is a
rule of evidence, not an immunity from liability. Attorneys can still be sued from malpractice during mediations, but neither side can rely on the he said/she said
evidence of what is said during those hours of negotiation. Other evidence—communications before and
after a mediation, such as privileged emails and presettlement testimony—can be introduced. If the premediation evaluation by counsel says the case is worth
$500,000 and it settles for $5,000, those facts get into
evidence.
We routinely accept evidentiary restrictions in other
communicative contexts—penitent/confessor, doctor/
patient, spouse/spouse. In those contexts the privacy
of the communication is only of interest to its two parties, but in a mediation all parties, even adverse ones,
share the same interest that none of their confidential
communications be disclosed. Disclosure by one opens
the door to disclosure by all.
As drafted, section 1120.5 allows any “relevant” information into evidence, not only the communication
between the client (now plaintiff) and the attorney
(now defendant). In a real sense, all participants in a
mediation are the holders of the privilege, which ex-
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plains why they are all entitled to written notice of a
mediation-malpractice suit.
There is a value to uniformity, but also to diversity and
experimentation. California has a stronger mediation
confidentiality statute than other states because it
needs one. It may not be the answer for all, any more
than its three-year statute of limitations for fraud
needs to be universal. But it works. It ain’t broke.

Louie Castoria is a professional liability
defense and coverage attorney, and is the
Co-Managing
Partner
in
Kaufman
Dolowich & Voluck LLP’s San Francisco
office. He is California-certificated mediator and a Hearing Officer under contract to
the City and County of San Francisco. Louie may be
reached at lcastoria@kdvlaw.com.

CONTRACTOR LICENSURE REQUIREMENTS: BEWARE!,
BY:GLEN OLSON, ESQ. AND ARI BARUTH, ESQ.

Contact PLDF:
Christine S. Jensen
Managing Director
Professional Liability
Defense Federation
1350 AT&T Tower
901 Marquette Avenue
South

California law allow for harsh results when contractors and/or owners overlook state licensure requirements. The issue most often hits the radar
screen too late – after a dispute arises and the parties are in litigation. A recent California decision
addresses this particularly dangerous area for contractors, in which even creative pleading by the
plaintiff can sometimes not save the day. Design
professionals need to be aware of the current state
of the law in this area in the event they are in litigation with unlicensed contractors.
California Business & Professions Code § 7031(a)
requires a party to maintain an active contractor’s
license throughout the project at issue in order to
maintain or defend an action for compensation for
services performed for which a contractor’s license
is needed. In Phoenix Mechanical Pipeline, Inc. v.
Space Exploration Technologies Corp., (Cal. Ct. App.
June 13, 2017), California’s Second Appellate District Court of Appeal interpreted this statute in
denying, in part, Phoenix Mechanical Pipeline, Inc.’s
(“Phoenix Pipeline”) appeal of a trial court ruling
granting Space Exploration Technologies Corporation’s (“SpaceX”) demurrer to Phoenix Pipeline’s
second amended complaint, without leave to
amend.
Phoenix Pipeline contracted with SpaceX to provide plumbing, concrete removal and electrical
services. Phoenix Pipeline alleged SpaceX paid for
such services from 2010 to October 2013, but failed
to pay Phoenix for just over $1,000,000 in services
performed from October 2013 to August 2014.
Phoenix Pipeline contended this work was performed pursuant to a series of invoices constituting
individual agreements between SpaceX and Phoenix Pipeline and alleged causes of action for breach
of contract and breach of the covenant of good
faith and fair dealing.
SpaceX demurred to the initial complaint, arguing
Phoenix Pipeline was not licensed. Phoenix Pipeline
elected to file a first amended complaint and added
allegations that it had a licensed “responsible managing employee” on the job. This individual owned

a separate entity, Phoenix Mechanical Plumbing,
Inc., which “oversaw all services” provided by
Phoenix Pipeline.
SpaceX filed another demurrer, arguing the employee’s license failed to satisfy the requirements
of section 7031(a). SpaceX’s demurrer was sustained with leave to amend.
Phoenix Pipeline then filed a second amended
complaint with two modifications. It recast the
licensed “responsible managing employee” as a
“responsible managing officer” and expanded the
description of the employee’s role on the project.
The second amended complaint also distinguished
between “subcontracting services” for which a
license was required and “non-contracting services” for which no license was needed.
SpaceX again demurred based on Phoenix Pipeline’s continued failure to allege it held a contractor’s license. The court sustained the demurrer
without leave to amend, prompting an appeal.
The appellate court weighed whether Phoenix
Pipeline’s allegations were sufficient to overcome
the requirement in section 7031 that it must have
had a valid license to recover in an action for payment for services for which a contractor’s license is
necessary. The Court of Appeal found Phoenix Pipeline’s pleading failed to meet that standard.
First, the Court held that Phoenix Pipeline failed to
allege that Phoenix Pipeline – as opposed to another entity - held a contractor’s license, and cited
various decisions interpreting section 7031 to provide that the failure to comply with the licensing
requirements of the statute bars a person or entity
from recovering compensation for any work performed under a contract that requires a contractor’s license. We examine those decisions in the
following section below in evaluating the potentially draconian results for a contractor working without proper licensure.
Second, the Court held that alleging a “responsible
managing officer” fails to meet section 7031’s requirement that Phoenix Pipeline cannot pursue a
claim without a valid contractor’s license. Several
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CONTRACTOR LICENSURE REQUIREMENTS, CONT’D
California cases have held that licenses held by partners, managing officers and/or owners of contracting entities were insufficient to satisfy section
7031. Thus, the fact that Phoenix Pipeline alleged it
had a licensed “responsible managing officer” at the
scene, without more, did not meet the requirements of the statute.
Third, however, the Court held Phoenix Pipeline did plead sufficient allegations to maintain a
cause of action for recovery for services it performed (including maintenance, repair, clean-up,
hauling, disposal, etc.) which did not require a license. Since each of those invoices was alleged as
constituting an individual contract between Phoenix
Pipeline and SpaceX, the Court overruled the trial
court to the extent that Phoenix Pipeline sought
compensation under those alleged invoices for tasks
performed for which no contractor’s license is required.
This decision illustrates that California courts will
interpret the conditions of section 7031 quite strictly, as the statute represents a “legislative determination that the importance of deterring unlicensed
persons from engaging in the contracting business…
can best be realized by denying violators the right to
maintain any action for compensation.” The license
must be held by the contracting entity itself; licenses held by employees, partners, individual owners,
or other ancillary individuals are not sufficient to
support a claim for recovery of payment. This public
decision illustrates the importance of licensure for a
contractor making an affirmative claim, but section
7031 also requires sufficient licensure in order for a
contractor to defend an action. As outlined below, a
contractor (defined to also include subcontractors)
cannot defend itself in an action for fees absent
proper licensure.
Other Implications of California’s
Strict Contractor Licensure Requirements
California law requires that any person engaged in
the business of a contractor, or that acts in the capacity of a contractor, must be properly licensed by
the Contractors State License Board (“CSLB”). A
contractor is defined broadly, as follows:
. . . a contractor is any person who undertakes to or offers to undertake to, or purports to have the capacity to undertake to,
or submits a bid to, or does himself or herself or by or through others, construct, alter,
repair, add to, subtract from, improve,
move, wreck or demolish any building, highway, road, parking facility, railroad, excavation or other structure, project, development or improvement, or to do any part
thereof, including the erection of scaffolding

or other structures or works in connection
therewith, or the cleaning of grounds or
structures in connection therewith, or the
preparation and removal of roadway construction zones, lane closures, flagging, or
traffic diversions, or the installation, repair,
maintenance, or calibration of monitoring
equipment for underground storage tanks,
and whether or not the performance of
work herein described involves the addition
to, or fabrication into, any structure, project,
development or improvement herein described of any material or article of merchandise. “Contractor” includes subcontractor and specialty contractor. “Roadway”
includes, but is not limited to, public or city
streets, highways, or any public conveyance.
Cal. Bus. & Prof. Code § 7026.
Phoenix Pipeline illustrates that an unlicensed contractor performing work in California requiring a
license will likely be subject to a harsh penalty.
Courts explain these requirements are designed to
protect the public against incompetency and dishonesty in those who providing construction services. Hydrotech Systems, Ltd. v. Oasis Waterpark, 2
Cal. 3d 988, 995 (1991). For example, an unlicensed
contractor may be subject to both civil and criminal
penalties. See, e.g., Cal. Bus. & Prof. Code § 7027.3
(one year imprisonment and/or $10,000 fine for
intentional use of another person's license with intent to defraud), Cal. Bus. & Prof. Code § 7028
(contracting without a license is a misdemeanor;
penalty for second offense is $4,500 minimum and
90 day county jail time), Cal. Bus. & Prof. Code §
7028.7 (CSLB citation and fine of $200-$15,000), Cal.
Bus. & Prof. Code § 7117 (CSLB disciplinary action);
and Cal. Lab. Code §§ 1021-1023 (civil penalty of
$200/day per employee performing work for unlicensed contractor).
The penalties resulting from non-compliance with
section 7031 include the unlicensed contractor’s
inability to maintain a lawsuit to recover compensation for its work. Moreover, a potentially even more
onerous penalty is that an unlicensed contractor
may be required to disgorge any compensation it
has previously been paid for performing work requiring a license. Cal. Bus. & Prof. Code § 7031(b).
Under section 7031(b), “[a] person who utilizes the
services of an unlicensed contractor may bring an
action . . . to recover all compensation paid to the
unlicensed contractor for performance of any act or
contract.” There is little case law interpreting the socalled “disgorgement” penalty since its addition to
Section 7031 is relatively recent (added by amendment in 2001). Below is a discussion of the four
opinions published to date addressing the topic.
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CONTRACTOR LICENSURE REQUIREMENTS, CONT’D
In Wright v. Isaak (2007) 149 Cal.App.4th 1116, a contractor sued two homeowners for unpaid amounts in
connection with a home remodeling project. The
homeowners responded with a cross-complaint
against the contractor seeking, among other things,
the return of all amounts they had paid him on the
ground he did not have a valid contractor's license.
Although the contractor was licensed, he grossly underreported his payroll to the State Compensation
Insurance Fund, and never obtained workers compensation for his crew working on the home remodeling
project.
Both the trial court and Court of Appeal agreed with
the homeowners that, under California Business &
Professions Code § 7125.2, the contractor’s license
was automatically suspended for his failure to obtain
workers compensation insurance for his employees.
The courts each rejected the contractor’s argument
that the suspension could not take effect until the
contractor received a notice of suspension from the
registrar of contractors. Because the contractor failed
to properly report his payroll and obtain insurance for
his workers before, during and after the home remodeling project, the contractor was out of compliance.
Despite a seemingly draconian result, the court held
that the homeowners were entitled to recover all
amounts paid to the contractor under Business &
Professions Code § 7031(b).
In Goldstein v. Barak Construction, 164 Cal. App. 4th
845 (2008), homeowners entered into a contract with
Barak Construction to remodel their home. Barak began work on the project but failed to obtain a contractor's license for several months. The homeowners paid
Barak $362,629.50 before Barak abandoned the incomplete project. The homeowners then filed suit under
Business and Professions Code § 7031(b), seeking restitution of the full amount paid, plus an amount for
attorneys’ fees and costs. The superior court ruled in
favor of the homeowners.
In confirming the trial court ruling the appellate court
rejected Barak's contention that the recoupment action was punitive in nature rather than a claim for money based upon a contract. It also rejected Barak's contention that the amount of the recoupment was improper and excessive because Barak had passed along
most of the money it received to laborers or material
suppliers for the project. Though the court recognized
the draconian nature of the recoupment action, California law clearly allows recovery of all compensation
paid to the unlicensed contractor regardless of whether the amounts paid are ultimately retained by it. And
the Court of Appeal rejected the contention that the
amount of the monies returned should be reduced by
the amount earned by Barak after it became a licensed
contractor. The court reiterated that to recover for

work performed on a project, a contractor must be
licensed at all times during which it performs the contractual work.
A third unlicensed contractor scenario was discussed
in Oceguera v. Cohen, 296 Cal. App. 2d (2009). There,
the contractor was a partnership consisting of three
partners. Only one of the partners, Golen, was licensed. Golen executed a disassociation notice in accordance with section 7076(c) of the California Business & Professions Code which provides that
“partnership license shall be canceled upon the disassociation of a general partner or upon the dissolution
of the partnership . . . [T]he remaining general partner
or partners may request a continuance of the license to
complete projects contracted for or in progress prior to
the date of disassociation or dissolution for a reasonable length of time . . .”
After Golen filed his disassociation notice the two
remaining partners began a residential project. Following completion, the project owner sued the partnership
for defective construction. In addition to seeking damages for repair of the defective work, she also sought
disgorgement of the $32,000 paid under section 7031
(b). The issue on appeal was limited to whether the
trial court erred in entering a judgment in favor of the
owner on the refund of the $32,000. The Court of Appeal affirmed that defendants did not establish that the
substantial compliance doctrine applied because they
were never licensed before entering into and performing work, and because Golen's association with the
partnership ended on the date stated in the application
for replacing the qualifying individual. Neither of the
other individuals in the partnership could satisfy the
substantial compliance doctrine because neither was
licensed before entering into the contract.
More recently, in White v. Cridlebaugh, F053842 (July
29, 2009), the Whites retained a contractor to build
them a log cabin. Due to concerns over the contractor’s
billing and competency, the homeowners terminated
the construction contract. The parties filed complaints
against one another including the homeowners’ request for disgorgement of amounts paid to the contractor. The Court of Appeal considered, among other
things, “whether the Whites properly brought a claim
for reimbursement under section 7031(b).”
The appellate court concluded that the contractor was
not qualified to be licensed because it did not have a
qualified responsible managing officer or employee in
place, and that its license therefore was suspended by
operation of law. Hence, the Court ordered reimbursement of all monies paid to the contractor under section
7031(b). The Court further considered whether “the
recovery of compensation authorized by section 7031
(b) [may] be reduced by offsets for materials and service provided or by claims for indemnity and contribu-

“The … court
concluded that the
contractor was not
qualified to be
licensed because it
did not have a
qualified
responsible
managing officer
….”

PROFESSIONAL LIABILITY DEFENSE QUARTERLY

Page 10

CONTRACTOR LICENSURE REQUIREMENTS, CONT’D
tion?” The Court concluded that it may not, and that
under the express terms of the statute, “unlicensed
contractors are required to return all compensation
received without reductions or offsets for the value of
the materials or serviced provided.”
The requirement of Section 7031 that a license be
maintained “at all times” conveys the California Legislature's obvious intent to impose a stiff all-or-nothing
penalty for unlicensed work by specifying that a contractor is barred from all recovery for such an “act or
contract” if unlicensed at any time while performing it.
This all-or-nothing philosophy demonstrates that contractors with lapses in licensure may not recover even
partial compensation by segmenting the licensed and
unlicensed portions of their performance.
Licensure Issues Arising
From Unlicensed Subcontractors
Contractors and subcontractors must be extremely
careful about their licensure status. California Labor
Code § 2750.5 creates a presumption that a worker
(such as a subcontractor) performing work for which a
license is required is an employee and not an independent contractor. “Any unlicensed subcontractor is
the employee of the general contractor; consequently,
as a matter of law, the employee of an unlicensed
subcontractor is the employee of the principal contractor.” Neighbours v. Buzz Oates Enterprises (1990)
217 Cal.App.3d 325, 330; See also Sanders Construction Co. Inc. v. Cerda (2009) 175 Cal.App.4th 430
(general contractor is liable for unpaid wages, worker’s
compensation insurance, withholding taxes, and other
liabilities arising from retaining an unlicensed subcontractor).
Contractors retaining unlicensed subcontractors must
have worker’s compensation insurance covering individuals deemed employees of the contractor as a
matter of law. If not, the contractor will not satisfy all
licensure requirements, will not satisfy the “at all
times” language explained above, and may be required to disgorge all payments made on the project.
Moreover, a contractor cannot recover on a
mechanic’s lien for money voluntarily advanced to an
unlicensed subcontractor. Holm v. Bramwell (1937) 20
Cal.App.2d 332. Holm and its reasoning was discussed

at length in MW Erectors, Inc. v. Niederhauser Ornamental and Metal Works Co. Inc. (2005) 36 Cal.4th 412.
There, the California Supreme Court reasoned that
“Holm held that because a subcontractor was unlicensed…the subcontract was illegal, void, and unenforceable; hence, the general contractor could not recover, under a mechanic’s lien, compensation attributable to the subcontractor’s work. Significant in Holm's
reasoning was the wording of the predecessor statute
to section 7031, as then in effect.”
This reasoning raises two questions answered perhaps
by common sense but not by law: (1) may a contractor
recover on a breach of contract theory from an owner
fees incurred for work performed by an unlicensed
subcontractor, and (2) does the law leave open the
possibility that a licensed contractor could hire all unlicensed subcontractors, collect money from the owner
for the unlicensed work, and then seek reimbursement
from the unlicensed subcontractors per section 7031?
As to the first question, a contractor cannot recover on
a mechanic’s lien from an owner for work performed by
an unlicensed subcontractor, but there is no clear law
on whether a licensed contractor may pursue the funds
on a breach of contract action. The logical extension of
the cases discussed above would appear to be that a
contractor cannot recover on either a mechanic’s lien or
a breach of contract theory.
On the second question, a loophole does appear to
exist in the law allowing a licensed contractor to hire
unlicensed subcontractors, collect funds from the owners for work performed by the unlicensed subcontractors, and then sue the same subcontractors under section 7031. Hiring unlicensed subcontractors violates
Business and Professions Code § 7018, but a violation
does not implicate any potential disgorgement of funds
from the unlicensed contractor. An owner may never
know about the licensure of the subcontractor and it is
conceivable a contractor, under the law as currently
written, could proceed with this approach until a complaint were raised with the state licensing board. This
raises an interesting potential loophole in the law and
illustrates the need for increased caution from an owner in ensuring that all contractors and subcontractors
are licensed.

Glen R. Olson is a partner of Long & Levit
LLP, in San Francisco, specializing in professional liability and insurance coverage
litigation. He defends lawyers, real estate
agents, insurance agents and brokers and
escrow agents. Glen may be reached at
golson@longlevit.com.

Ari Baruth practices with Long & Levit, LLP
in San Francisco. He represents architects,
design professionals, owners and other professionals in the construction industry in
design and constructed related matters. Ari
may be reached at abaruth@longlevit.com.

PROFESSIONAL LIABILITY
DEFENSE QUARTERLY
is published by:
Professional Liability
Defense Federation
1350 AT&T Tower
901 Marquette Avenue
South
Minneapolis, MN 55402
(612) 481-4169

“Contractors and
subcontractors
must be extremely
careful about their
licensure status.”

VOLUME 9, ISSUE 4

Page 11

ELDER ABUSE AVOIDANCE: COUNSELING PROFESSIONALS, BY:
JEFF C. HSU, ESQ. AND ANGELA S. RHO, ESQ.
According to the U.S. Census Bureau, as of July 1,
2015, 47.8 million people in the United States are
age 65 and older, accounting for 14.9 percent of
the total population. The senior population grew
1.6 million from 2014, and is steadily growing. U.S.
Bureau of the Census. Older Americans Month:
May 2017 (CB17-FF.08). Washington: Government
Printing Office, 2017. (Profile America Facts for
Features). (CB17-FF.08). As of November 2016,
U.S. seniors numbered approximately 50 million,
and the projected population of seniors in 2060 is
98.2 million; nearly one in four U.S. residents will
be in this age group, and of this number, 19.7
million will be age 85 or older. Id.
With such a dramatic spike in the senior population, both the government and private sector face
a challenging landscape. Not only will government
programs and resources be taxed and overstrained, but those in the private sector also face
real challenges in working with/representing senior citizens. All 50 states and the District of Columbia have laws designed to protect older adults.
www.justice.gov/elderjustice/prosecutors/
statutes. These laws vary considerably. They started out to protect seniors who are neglected or
exploited by caregivers, however, many states
have enlarged the definition of elder abuse to
include “financial elder abuse.” This is generally
when someone takes advantage of an older person’s vulnerability or dependent condition to deprive them of their assets. In some states, elder
abuse laws apply to people 60 years or older; in
others, it’s 65 or older. Both criminal and civil penalties can apply to all forms of elder abuse.
California has arguably the most far-reaching
elder abuse laws of any state. In California, financial elder abuse laws apply to anyone 65 or older
regardless of whether they have any diminished
physical or mental capacity. Financial elder abuse
is defined as: when any person or entity “takes,
secrets, appropriates, obtains or retains real or
personal property of an elder for a wrongful use or
with intent to defraud.” It also includes “assisting”
in the taking of any property of someone 65 or
older. The definition of “wrongful use” is: if the
person “knew or should have known that this conduct is likely to be harmful to the elder.” Cal. Welfare & Institutions Code §15610.30
This language is so broad that it may apply to
virtually every business transaction with someone
who is 65 years or older. For example, leading up
to and during the recent hurricanes which have
ravaged parts of Texas and Florida, there have
been numerous reports of price gouging, including
reports of up to $99 for a case of water, hotels

that are tripling or quadrupling their prices and fuel
going for $4 to $10.¹ If someone unwittingly sold a
bottle of water to an elder for fifty cents more than its
fair market value and the elder can prove you knowingly sold the water for that price, you may have just
engaged in financial elder abuse. Situational price
gouging, deliberate or inadvertent, may be limited to
times of natural disaster, however broad financial
elder abuse laws like those in Texas or California apply to nearly every financial transaction and may turn
an otherwise innocuous sale into a nightmare. One
such precautionary tale is that of Glenn Neasham, an
insurance broker in California who was arrested and
charged with felony theft from an elder in December
2010, facing up to four years in prison.² He was ultimately convicted for selling an indexed annuity to an
elderly client with Alzheimer’s-like dementia. In the
process, he lost his license, annuity business, and his
house. After years of battling in court, Mr. Neasham’s
conviction was overturned on October 8, 2013 by the
Court of Appeals, yet he continues to struggle putting
his life and career back together.³
Mr. Neasham’s ordeal began in February 2008, when
met with Fran Schuber, an 83-year old client referred
to him by her friend, an existing client. They discussed
how Ms. Schuber could earn a better return on her
money than she was currently earning from bank
certificates of deposit. After discussing options, Mr.
Neasham sold Ms. Schuber an indexed annuity for
$175,000. This caused Ms. Schuber’s bank manager to
express concern that Ms. Schuber was being unduly
influenced by her friend. Mr. Neasham had similar
misgivings, but after further investigation, determined
that his concerns were unfounded. Unfortunately, it
later became apparent that Ms. Schuber had Alzheimer’s-like dementia at the time of the transaction.
According to Mr. Neasham and his assistants, although they did not notice any signs of impairment
from Ms. Schuber, her friend had done most of the
talking during the sale. ⁴
The bank manager reported her concern to the California Department of Insurance, causing the district
attorney to investigate. Mr. Neasham was subsequently arrested for: (1) selling a complex and inappropriate product to an elderly woman who lacked
the mental capacity to assess the recommendation to
buy the indexed annuity; and (2) that “the terms and
conditions of the annuity contract were not in her
best financial interest.” Worse, he was reported to be
an “unscrupulous agent” who preyed on seniors.⁵
Mr. Neasham maintained that he did nothing wrong
by selling the annuity. Namely, that Ms. Schuber
showed no signs of the Alzheimer’s-like dementia she
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had been diagnosed with, that she appeared to comprehend the annuity, that the annuity appreciated in
value by the time of the trial, and that it was legal to
sell such annuities to people under the age of 85. He
was nonetheless convicted of a felony count of theft
and sentenced to prison. Immediately after the verdict
was returned, a juror stated that two jurors voted to
convict to “send a message” to caution insurance
agents from selling products to the elderly.⁶
Since the reversal of Mr. Neasham’s conviction, the
California Supreme Court declined the request to review the decision. Moreover, a recently discovered
video of Ms. Schuber from 2008 shows her speaking
lucidly of the annuity she purchased. Yet Mr.
Neasham’s reputation and business are still harmed
despite reissuance of a license to sell insurance again.⁷
While this ordeal played out in the criminal courts,
the potential liability had it involved a civil lawsuit
could have been equally daunting. In any action for
financial elder abuse, in addition to any actual economic damages, the elder is entitled to attorneys’ fees
if he/she prevails. California Welfare & Institutions
Code § 15657.5. Further, if the plaintiff can show “by
clear and convincing evidence” that the defendant was
guilty of “recklessness, oppression, fraud or malice,”
the plaintiff can also recover punitive damages. Id.
Even if the action is frivolous or the elder does not
prevail, they are not required to pay the other side’s
attorney’s fees.⁸ This motivates lawyers to file lawsuits with the fee provision driving the litigation.
So What Can You Do?
First of all, continue to do business with seniors. Do
not refuse to do business with older people out of fear
it may be easy for them to sue you. Not only is this
illegal, but as explained above, senior citizens are a
tremendous market for legitimate and fair business.
Second, take the time to know your clients. Before
recommending the purchase of a product or service,
obtain a full picture of the client’s individual needs.
Evaluate the client’s income and expenses including
liquidity and net worth. Understand the client’s goals,
including when the client may need to access funds in
the future. Make sure that your product or service is
suitable for the senior’s needs at the time of the transaction. To gauge suitability, consider whether or not
your product/service confers a benefit to the client. If
you are recommending the replacement of an existing
policy, provider or product, transactions involving a
replacement should not be made unless it is in your
client’s best interest. That is, the replacement must be
appropriate to your client’s needs and must provide
them with a benefit that is not otherwise available in
their existing product. Also consider whether or not
the client is in a financial position to allow the recommended product/service to function as desired, in
order for the client to access the full benefit.
Third, provide your client with copies of all sales ma-

terial used or discussed. All clients, but in particular,
senior clients, require a full explanation of their options
to make informed decisions. Encourage your client to
carefully read all documents and disclosures for the
product/service you are recommending. Discuss this
information in detail and respond to any questions to
ensure that your client understands. Frequently ask
questions and pay close attention to older clients to
make sure they understand the product or service you
are presenting. Space out the time between when a
product/service is presented and when the client is
asked to commit or purchase the product or service.
Encourage your client to use the time to engage family
members who may be impacted by this transaction. In
some cases, it may be appropriate to suggest your client
discuss the proposed transaction with a tax advisor or
independent legal professional.
Fourth, consent, decision-making capacity, and undue
influence are critical issues in many elder abuse cases.
When these issues are raised, other forms of evidence
besides the alleged victim’s testimony may be necessary to analyze the elder’s state of mind and to defend
against such claims. While it may seem extreme, consider video-taping or recording transactions where decisions are made or documents are signed to evidence
the elder’s understanding and consent. Modern technology gives us the ability to document or record communications with ease. However, the use of recording
devices has serious implications on people’s right and
expectation of privacy. Many states, including CaliforJeff C. Hsu is with Murphy Pearson Bradley
& Feeney in its Los Angeles, California
office. Jeff’s defense practice includes professional liability, construction defect and
design cases. He may be reached at
jhsu@mpbf.com.
Angela S. Rho is with Murphy Pearson
Bradley & Feeney in its Los Angeles, California office. She defends employers against
claims of wrongful termination, retaliation,
discrimination, harassment and other
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nia, have strict laws regarding the recording of conversations. See California Penal Code § 632. Therefore,
before you start recording, be mindful of the laws of
your respective state regulating recording of communications.
Lastly, to protect yourself from any potential legal
action, obtain errors and omissions insurance coverage. When purchasing coverage, pay close attention to
the limits and exclusions. Read and fully understand
the rules of your coverage, especially regarding the
timely notification of a potential claim. Failure to follow the guidelines in your coverage may result in a loss
of coverage for a claim.
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LAW FIRM CYBERSECURITY: LIABILITY AND ETHICAL
CONSIDERATIONS, BY: BARRY R. TEMKIN, ESQ.
Cybersecurity events, including hacking, are on the
rise at law firms. A major professional liability insurer
estimates that as many as 80% of the largest law firms
in the U.S. have experienced data breaches recently.¹
Nor is external hacking the only threat faced by law
firms. Some data breaches may be attributable to employee negligence, such as a law firm employee leaving a laptop, cell phone or other electronic device in a
taxi, car trunk, coffee shop or other public place.
Moreover, information stored in the cloud, or transmitted via unsecured servers may be vulnerable to
unauthorized intrusions.
As explained below, recent law firm data breaches
have included the outside hacking by Chinese nationals into the computers of the mergers & acquisitions
groups at two major law firms, resulting in significant
insider trading and an enforcement case by the U.S.
Securities & Exchange Commission against the overseas nationals (but not the law firms). In addition,
former clients of a Chicago law firm have filed a federal class action against the law firm alleging that they
were injured because of the firm’s failure to maintain
data security.
These alarming developments have been accompanied by an increase in government scrutiny of regulated industries and the lawyers who serve them. In addition, the organized bar has issued recent ethics opinions which may presage a trend toward enhanced
vigilance by lawyers on encryption and other cybersecurity requirements. This article will analyze recent
developments in lawyer cybersecurity and explain the
nascent but growing trend toward stepped-up scrutiny
of law firm data protection, including by state ethics
regulators and the organized bar.

Recent Law Firm Data Breaches
The year 2016 abounded with news of law firm
data breaches, none of it happy. The data breach of
Panamanian law firm Mossack Fonseca made international headlines, embarrassing the firm’s roster
of affluent and politically powerful clients. See
American Lawyer, April 4, 2016, “Panama Papers
Put Spotlight on Law Firm Data Security.” This infamous data breach shined an unwelcome spotlight
on the Mossack Fonseca firm and its international
clients, whom the Panamanian lawyers had apparently helped set up off-shore entities to evade their
respective countries’ income taxes on eye-popping
wealth.
In March 2016, the Wall Street Journal reported
that two major U.S. law firms had been hacked by
outsiders running an insider trading scheme seeking
to benefit from non-public confidential information
about potential mergers and acquisitions by the
firms’ clients. Wall Street Journal, March 29, 2016,
Bloomberg BNA, March 30, 2016. The firms were
identified as Cravath, Swaine & Moore and Weil,
Gotshal & Manges. On December 27, 2016, the
U.S. Securities & Exchange Commission announced
an enforcement action in U.S. District Court against
three Chinese nationals charged with insider trading based on hacked non-public information stolen
from two New York based law firms. U.S. Securities
& Exchange Commission, Litigation Release 22711/
December 27, 2016, U.S. Securities & Exchange
Commission v. Hong. According to the SEC complaint, the Chinese hackers targeted the mergers
and acquisitions departments of the firms, where
they installed malware on the firm’s networks,
compromised accounts that enabled access to all
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email accounts at the firm and accessed dozens of
gigabytes of emails from remote internet locations.
Armed with the data, the Chinese nationals went on a
trading frenzy in the stocks of the M&A targets, reaping profits in excess of $1 million, then moving the
markets by trading in up to 25% of all trades.
And as if 2016 didn’t contain enough bad news for
lawyers, on April 15, 2016, a former client of Chicago
law firm Johnson & Bell filed a federal class action
alleging that the firm engaged in malpractice by its
failure to maintain adequate standards of cybersecurity. See Al Faikali, Data Security Law Journal, “Law Firm
Data Security: The First Class Action,” December 12,
2016. The class action alleges malpractice in that the
firm, which portrays itself as an expert in advising clients about cybersecurity, was itself negligent in protecting its own clients’ data security, by its failure to
encrypt an online attorney time tracking system and
the use of a virtual private network known as VPN. See
Andrew Strickler, “Law Firm Hacking to Breed New
Kind of Malpractice Suit,” Insurance Law 360, December 12, 2016. According to the complaint, “Johnson &
Bell has injured its clients by charging and collecting
market-rate attorney’s fees without providing industry
standard protection for client confidentiality.” Id.
Aside from the fact that this is apparently the first
client class action against a law firm alleging cyberinsecurity, the Johnson & Bell suit is noteworthy in
that the law firm was not hacked and there were no
actual known data breaches. Rather, the purported
class representatives alleged that they were damaged
by the risk that their confidential information might be
compromised at some point in the future. After denial
of the law firm’s motion to dismiss, the court directed
the parties to participate in arbitration, thereby reducing the likelihood that there will be additional reports
on the case in the short term.
New Cybersecurity Regulations
As will be explained in the following two sections of
this article, primary regulators, particularly in health
care, insurance and financial services, have begun to
regulate companies in these industries to require specific cybersecurity protections. These industry regulations will indirectly, and in some instances, directly,
affect lawyers as service providers to companies in
regulated industries. In addition, law firms themselves
are directly subject to regulation by courts and the
organized bar, which have begun to impose ethical
requirements on lawyers to adhere to standards of
cybersecurity in order to maintain client confidentiality. As will be seen, the trend is growing toward enhanced scrutiny of lawyers’ cybersecurity measures.
According to financial services attorneys Jeff Kern and
Christopher Bosch, financial firms have been obligated
to implement cybersecurity measures since enactment
of the Gramm-Leach-Bliley Act of 1999. See Jeff Kern &
Christopher Bosch, “New York State Department of

Financial Services Cybersecurity Regulation Poised to
Reshape Existing Regulatory Landscape,” Sheppard
Mullin Government Contracts and Investigations Blog,
January 31, 2017. Kern and Bosch write that the Gramm
-Leach-Bliley safeguards rule “sets forth high-level cybersecurity directives, but mainly delegates rule-making
authority to various government regulators to promulgate information security rules applicable to entities
under their respective jurisdictions.” Kern & Bosch,
supra. In the financial services sector, information security regulations are promulgated by the Office of the
Comptroller of the Currency, the Federal Reserve System, the Federal Deposit Insurance Corporation, and
other agencies. Federally-regulated broker-dealers,
investment companies and registered investment advisors must comply with SEC Regulation S-P, which requires regulated entities to “adopt policies and procedures that address administrative, technical and physical safeguards for the protection of customer records
and information.” SEC Regulation S-P, Privacy of Consumer Financial Information, 17 CFR §238.40. In addition, the National Institute of Standards and Technology
has issued a non-binding Framework for Improving
Critical Infrastructure Cybersecurity, a voluntary riskbased cybersecurity framework.²
Nor have state regulators been idle. Massachusetts
enacted a pioneering data protection law in 2010
known as “Standards for the Protection of Personal
Information of Residents of the Commonwealth,” which
requires companies doing business in Massachusetts to
encrypt personal data and to retain digital and physical
records and implement network security controls, such
as firewalls, to protect consumer information. See 201
CMR 17.00, Standards for Protection of Personal Information of Residents of the Commonwealth.
The Massachusetts regulations established minimum
standards for safeguarding of personal information in
order to ensure the confidentiality of customer information and protect against threats or hazards to such
information. 201 CMR 17.01, www.mass.gov/ocabr/
docs/idtheft/201cmr1700.
The Massachusetts standards are unique in that they
reach across all industries and are not restricted to a
single industry. Rather the Massachusetts law broadly
applies to: “Every person that owns or licenses personal
information about a resident of the Commonwealth,”
and requires such persons to develop “a comprehensive
information security program that it is written in one or
more readily accessible parts,” and contains safeguards
to protect and encrypt confidential consumer information. Id. at 17.03, Duty to Protect and Standards for
Protecting Personal Information. The Massachusetts
law requires secure user authentication protocols, control of data security passwords, restricted access to
active users, unique and complex passwords and encryption of all transmitted records and files.
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New York Governor Andrew Cuomo, in December
2016, announced the promulgation of cybersecurity
regulations by the New York Department of Financial
Services, effective March 1, 2017. The new DFS rules
apply to all entities under its jurisdiction, including
insurance companies, insurance agents, banks, charitable foundations, holding companies and premium
finance agencies. The New York DFS regulations require encryption of all non-public information held or
transmitted by the covered entity, and require each
regulated company to appoint a chief information
security officer (“CISO”), who must report directly to
the board of directors and issue an annual report,
setting forth an assessment of the company’s cybersecurity compliance and any identifiable risks for potential breaches. New York 23 NYCRR §501 et. seq.; see
also Barry R. Temkin, “New Cybersecurity Regulations:
Impact on Representing Financial Institutions,” New
York Law Journal, December 15, 2016.
Of particular interest to law firms who represent
financial institutions is §500.11 of the new DFS regulations, which requires each covered entity to
“implement written policies and procedures designed
to ensure the security of information systems and nonpublic information that are accessible to, or held by
third-parties doing business with the covered entity.”
23 NYCRR §500.11. Thus, covered entities, including
insurance companies, who provide access to personal
identifying information to third-party vendors must
certify not only that their own information systems are
adequate, but that the information security systems of
vendors with whom they do business are also secure
and protected. In other words, vendors who do business with regulated financial service companies will
soon be expected to comply with the cybersecurity
standards of their represented clients. Nor does the
New York DFS rule appear to be an isolated outlier. To
the contrary, the organized bar is already advising
lawyers to exercise care and scrutiny in protecting
client’s confidential data.
Regulatory Enforcement
Particularly in the financial services industry, regulators have been stepping up their enforcement of cybersecurity breaches, often with significant fines and
penalties. For example, the SEC, in 2016, announced a
settlement with Morgan Stanley Smith Barney in a
case in which over 700,000 customer accounts containing personal identifying information (PII), such as
social security numbers and dates of birth, were accessed by a single financial advisor, who decided that
it would be a good idea to store these data on his own
personal website. The financial advisor sustained a
data breach, compromising the confidential customer
information, whereupon he was terminated by the
firm. Although Morgan Stanley contacted the FBI within two weeks of learning of the breach, the SEC

claimed that the firm was responsible for the breach
and extracted a $1 million fine.
In a recent financial industry regulatory enforcement
action, registered broker dealer Sterne Agee agreed to
pay a fine of $225,000 for its failure to encrypt confidential data on a laptop that was left in a restaurant,
thereby exposing the personal identifying information
of 350,000 customers. This conduct was found by FINRA
to violate regulation SP and FINRA Rules 3010 and 2010.
Thus, there has been a definite uptick in regulatory
enforcement of data breaches.
The Organized Bar and Cybersecurity
Law firms’ clients are not the only entities subject to
regulatory scrutiny of their cybersecurity measures. The
organized bar is now starting to look carefully at lawyers’ ethical and professional liability responsibilities to
ensure the security of client data. Moreover, some jurisdictions, notably Florida, are imposing mandatory continuing legal education requirements for lawyers to
learn technology. Lawyers’ duties of competence and
confidence are embodied in ABA Model Rules 1.1 and
1.6. ABA Model Rule 1.1 provides that: “A lawyer shall
provide competent representation to a client.” ABA
Model Rule 1.1, Competence.
New York’s counterpart is similar, and further provides, in a comment, that: “To maintain the requisite
knowledge and skill, a lawyer should…keep abreast of
the benefits and risks associated with technology the
lawyer uses to provide services to clients or to store or
transmit confidential information.” New York RPC 1.1,
comment [8]. A lawyer’s ethical duty of confidentiality
is imposed by ABA Model Rule 1.6 which provides
broadly that: “A lawyer shall not reveal information
relating to the representation of a client unless the
client gives informed consent, the disclosure is impliedly authorized in order to carry out the representation or
the disclosure is permitted by paragraph (b).” ABA Model Rule 1.6(a). The New York Rules of Professional Conduct further require lawyers to “make reasonable
efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized access to, information relating to the representation of a client.” NYRPC 1.0. (c);
at ABA Model Rule 1.6 (c).
California’s Standing Committee on Professional Responsibility and Conduct issued an ethics opinion in
2015 concluding that an attorney lacking required ediscovery competence to handle a complex litigation
must either acquire the requisite skill or associate with
technical consultants or competent counsel to bring her
up to speed on technology. California Standing Committee on Professional Responsibility and Conduct Formal Opinion 2015-193. Effective January 1, 2017, Florida has mandated continuing legal education on maintaining technological competence, including use of encryption and other technology to preserve client confidential data. See FL Rule 6-10.3(b), https://
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floridabar.org (requiring CLE in “approved technology programs”).
In March 2017, the New York County Lawyers Association issued its
opinion on lawyers’ ethical duty to ensure technological competence.
See NYCLA Ethics Opinion 749, March 2017, www.nycla.org/NYCLA/
Lawyersethicsopinions. According to NYCLA ethics opinion 749, lawyers are required by the Rules of Professional Conduct to keep up
with technological developments, “cannot knowingly reveal client
confidential information, and must exercise reasonable care to ensure that the lawyers, employees, associates and others whose services are utilized by the lawyer not disclose or use client confidential
information.” Id. at p. 4. Significantly, the NYCLA ethics opinion recognizes a duty on the part of lawyers to prevent data breaches:
The risks associated with transmission of client confidential
information electronically include disclosure through hacking
or technological inadvertence. A lawyer’s duty of technological competence may include having the requisite technological knowledge to reduce the risk of disclosure of client information through hacking or errors in technology where the
practice requires the use of technology to competently represent the client.
NYCLA Ethics Opinion at 4, www.nycla.org/ethics. Thus, the NYCLA
ethics opinion suggests that lawyers have more at stake than potential loss of business, embarrassment or professional liability when it
comes to maintaining the confidentiality of client confidential information. While this is just a recent development, and there have been
no known prosecutions of lawyers or law firms, lawyers should be
mindful of their ethical obligations to maintain client confidential
data, whether in the cloud, in an email or in a portable device.
On May 22, 2017, the ABA Standing Committee on Ethics and Professional Responsibility issued Formal Opinion 477R, which addressed
the ethics of “Securing Communication of Protected Client Information.” In its opinion, the ABA eschewed bright line rules, adopting
instead “a fact-specific approach to business security obligations that
requires a “process to assess risks, identify and implement appropriate security measures responsive to those risks, verify that they are
effectively implemented, and ensure that they are continually updated in response to new developments.” ABA Standing Committee on
Ethics and Professional Responsibility, Formal Opinion 477R, May 22,
2017, at 4 (quoting from ABA Cybersecurity Handbook).

The ABA opined that the decision whether to use encrypted e-mail is
fact-specific, and that “lawyers must, on a case-by-case basis, constantly analyze how they communicate electronically about client
matters,” based upon a number of enumerated factors, including the
sensitivity of the electronically-communicated information, the risk of
cyber-intrusion and the needs of the client. Id at 7-8. In addition, the
ABA advised lawyers to understand clients’ needs for cyber-security,
to vet outside vendors and conspicuously to label e-mail communications as privileged and confidential.
Conclusion
As we have seen, law firm data breaches are on the rise, running the
gamut from an unencrypted cell phone or laptop left in a taxi or restaurant, up to organized hacking by insider trading rings trading in
clients’ stocks. In 2016, we saw the public dissemination of confidential law firm data used to humiliate lawyers and their clients, the first
client class action against a law firm alleging malpractice for inadequate data security, and the first Securities & Exchange Commission
enforcement action against overseas nationals for hacking into and
trading on confidential data pilfered from law firm computers.
The year 2017 has brought us a comprehensive new regulation from
the New York Department of Financial Services which appears to be a
harbinger of things to come, as well as new ethics opinions from the
organized bar suggesting that lawyers now have an ethical duty to
maintain technical competence in order to maintain the security of
client confidential information. These developments are forcing law
firms to be cognizant of the very real and significant risks they face in
the 21st century, and to acquire the technology sufficient to keep
abreast with their clients’ cybersecurity needs.
Endnotes
1.CNA Professional Counsel, Safe and Security: “Cybersecurity Practices for Law Firms,” http://www.CNA.com/web/wcm/connect/61
2.https://www.nist.gov/sites/default/files/documents/
cyberframework/cybersecurity-framework-021214.pdf
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LETTER FROM THE PRESIDENT, CONT’D
this effort. If you would like to join the YPC, or find out more about it,
please e-mail Chris Jensen so that she can connect you with the
group. We also have open leadership positions available on our D&O/
Investment Professionals Liability Committee. If you or one of your
colleagues represents directors, officers, or investment professionals,
this is a great opportunity to promote your expertise.
FIELD TRIP FUN!

Board Members

We hope you enjoy this issue of the PLDF Quarterly. The next issue of
the Quarterly will be published in February and the deadline for articles
is February 1, 2018. Please consider writing an article, or co-authoring
an article with one of your younger colleagues. We welcome articles on
developments in the law that are of interest to the professional liability
bar, as well as articles about trial tips and tactics.
Finally, if you are looking to refer a case to a lawyer in another jurisdiction, or to assign a professional liability claim to a defense attorney,
please THINK PLDF! The website has a "member search" feature that
will enable you to find a defense attorney in a particular state or city.
The ability to help your client, or your insured, to find capable defense
counsel is one of the key benefits of a PLDF membership.
Wishing each of you a happy Thanksgiving, Erin Higgins
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