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changed. The new instruction includes a comment
where the subcommittee acknowledges that Pennsylvania jurisprudence does not provide for professional
negligence claims against attorneys brought by third
parties, but that “[i]t is the subcommittee’s position
that the alternate charge represents the enlightened
view of an attorney’s responsibility.” (The inappropriateness of including a jury instruction that is inconsistent with the law is a subject for another article.)
Nonetheless, we were confronted with a defense to
our preliminary objections that was supported by persuasive authority. Fortunately, during the pendency of
the preliminary objections, the Pennsylvania Supreme
Court decided the case of Estate of Agnew v. Ross, 152
A.3d 247, 259 (Pa. 2017), in which it reiterated its previous holding in Guy. After considering Agnew in our
supplemental brief, the court sustained our preliminary
objections and dismissed the claims against our client.
This area of law is anything but clear. While many
states have obviated the need for privity in legal malpractice claims, other states have adopted the intended beneficiary theory embraced in Guy and Agnew. Still
others adhere to a strict privity requirement.
The fact pattern and case result in Agnew serve to
illustrate how policy considerations warrant the need
to restrict legal malpractice claims to clients and
named third-party beneficiaries in executed testamentary documents and contracts for legal services. In
Agnew, the attorney had drafted a Will and amendments to Agnew’s Revocable Trust. As of 2010, Agnew’s Will bequeathed specific gifts of cash and property to selected friends and family members, including
relatives of Agnew’s late wife, and the residue of his
estate to the Revocable Trust. The Trust directed that
upon Agnew’s death, the remaining principal and accumulated income of the Trust should be distributed to
pay the balance of any amounts due in the Will that the
Estate was otherwise unable to pay. Thereafter, the
Trust was to provide for five $250,000 scholarships to
four local universities. If there were any assets remaining in the trusts after those distributions, the residue
was to be divided amongst three of the universities.
Agnew’s health was failing, and he entered hospice
care. During that time, he summoned his attorney in
order to make changes to his estate plan. The attorney
met with Agnew, who explained that he wanted to
limit the amounts distributed from the Trust to the
universities and increase the amounts he wanted to
provide to his late wife’s relatives. Agnew informed the
attorney that he would give him further details at a
later time.
Subsequently, one of Agnew’s late wife’s relatives
contacted the attorney and informed him that Agnew
wanted to amend the Trust to provide that the residue
in the Trust be divided into equal shares among Agnew’s wife’s relatives. The attorney drafted the amend-

ment to the Trust, specifically identifying Agnew’s late
wife’s relatives as the recipients of any residue in the
Trust. There was no suggestion that Agnew was unduly
influenced by anyone, and there was no suggestion
that Agnew was incompetent. The attorney emailed a
draft of the Trust Amendment, which was received and
reviewed by Agnew. Shortly thereafter, the attorney
met with Agnew in order to get the documents executed; however, the attorney failed to bring a copy of the
Trust Amendment to the meeting. Agnew died shortly
thereafter. The Trust Amendment was never executed.
Agnew’s wife’s relatives did not receive the residue
from the Trust; thus, they initiated a legal malpractice
action against the attorney. During those proceedings,
the attorney acknowledged his failure to bring the document to Agnew for execution.
At first glance, the plaintiffs in Agnew would seem to
fall into the special class of plaintiffs who would have
been permitted to prosecute a legal malpractice action
under a third-party beneficiary theory pursuant to Guy.
The plaintiffs were certainly named as beneficiaries in
the Trust Amendment. They, however, were not
named as beneficiaries to an executed document. The
plaintiffs were, therefore, unable to demonstrate that
Agnew intended to leave the residue of the Trust to
them. Pennsylvania, like most jurisdictions, does not
permit extrinsic evidence to be used to determine
whether a testator intended to benefit third parties. To
do so would undermine the integrity of properly executed estate documents. Accordingly, the Agnew court
held that the plaintiffs did not have standing to assert
legal malpractice claims against Agnew’s lawyer.
Given the fact pattern in Agnew, it cannot be disputed
that the result was harsh from the perspective of the
plaintiffs in that case. The attorney defendant did not
dispute that he erred in failing to bring the Trust
Amendment to his meeting with Agnew. There was no
suggestion that Agnew did not intend that his wife’s
relatives receive the residue from the Trust. The Pennsylvania Supreme Court recognized the harshness of
the result, but it also recognized that permitting third
parties to prosecute claims against attorneys in the
absence of privity or under a third-party beneficiary
theory would likely serve to diminish the zealous advocacy attorneys should provide for their actual clients,
and may open the door for frivolous claims brought by
disgruntled heirs to estates and others who did not
enter into an attorney-client relationship with the
attorney.
When drafting trust documents, attorneys are not
required to advocate in the interests of their client’s
potential heirs. They should zealously advance their
client’s interests by ensuring that the documents they
prepare accurately reflect their client’s testamentary
intentions. Once testamentary documents are properly
executed, estate attorneys owe a duty to those individ-
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uals specifically named in the documents. The plaintiffs
in Agnew argued that when taking the evidence as a
whole, the attorney should have been found liable to
them because he admitted that he was retained to
draft the Trust Amendment that provided for them and
admitted that he failed to bring that document to Agnew for execution. On balance, it would seem that they
had a strong case. Bright lines, however, are needed in
determining whether an attorney’s duty of care should
be extended to non-clients. Although the facts in Agnew would seem to suggest that the plaintiffs should
have prevailed, without a bright line rule, less persuasive fact patterns could give rise to civil actions brought
by third parties at an alarming rate.
Even under the facts in Agnew, there was never a
guarantee that Agnew would have executed the Trust
Amendment if it had been presented to him by his
attorney. Indeed, clients often request that attorneys
draft estate documents for their review at a later date,
perhaps depending upon the evolution of the testator’s
relationship with potential heirs. The testator may
simply choose to not sign the documents. Under any
array of circumstances, there could be disgruntled heirs
seeking to point the finger at the attorney whom they
believe caused their misfortune. In the absence of a
bright line rule as adopted in Guy and reiterated in
Agnew, attorneys could end up engaging in conflicts of
interest, unduly pressuring their clients into advancing
the interests of third parties in ways that may not be
consistent with their client’s wishes. Such concerns
could impinge upon an attorney’s duty of undivided
loyalty to his or her client. Not having a bright line rule
would also enhance the risk of misinterpretation of the
testator’s intent, undermine an attorney’s loyalty to his
client, and encourage fraudulent claims. Additionally,
attorneys could be forced to disclose confidential communications with their client to defend themselves
from claims brought by third parties.
Traditionally, an attorney-client relationship was required in order to assert a legal malpractice claim
against an attorney. California was the first state to
abandon the strict privity requirement when it applied
a balancing test to determine if an attorney breached a
duty of care to a non-client. Biakanja v. Irving, 320 P.2d
16 (Cal. 1958). The balancing test involves several factors, including: (1) “the extent to which the transaction
was intended to affect the plaintiff”; (2) “the foreseeability of harm to [the plaintiff]”; (3) “the degree of certainty that the plaintiff suffered injury”; (4) “the closeness of the connection between the decedent’s conduct and the injury suffered”; (5) “the moral blame
attached to the defendant’s conduct”; and (6) “the
policy of preventing future harm.” Obviously, these
esoteric factors can lead to inconsistent results and
numerous frivolous claims.

The Restatement (Third) of the Law Governing Lawyers attempts to tighten the standard set forth in
Biakanja without reaching the bright line rule set forth
in Guy and Agnew. The Restatement provides for a
duty owed to third parties when: “(a) the lawyer
knows that a client intends as one of the primary objectives of the representation that the lawyer’s services benefit the non-client; (b) such a duty would not
significantly impair the lawyer's performance of obligations to the client; and (c) the absence of such a
duty would make enforcement of those obligations to
the client unlikely.” Restat 3d of the Law Governing
Lawyers, § 51 (3rd 2000). Rules that use subjective
terms like “significantly” and “unlikely” not only hinder
an attorney’s efforts at zealous advocacy, they invite
inconsistent outcomes, an increase in the number of
claims against attorneys, and increases in malpractice
insurance premiums. Moreover, the first factor in this
test is whether “the lawyer knows” that his client intended that a third party benefit from the lawyer’s
representation. There are few circumstances in which
it can be shown that the lawyer would “know” of the
client’s intentions short of having the third party’s
name appear in an executed document that reflected
the client’s intentions. Again, lawyers are often asked
to draft documents for their client’s review that may
not fully reflect the client’s intentions. Perhaps the
client desires to leave options on the table or is waiting
for a potential beneficiary to prove worthy of a benefit
before executing a testamentary document or other
agreement. If extrinsic evidence is inadmissible for
determining a testator’s intentions, it should not be
admissible in order to determine whether a lawyer
“knows” of those intentions.
In recent years, many jurisdictions have abandoned
the strict privity requirement for legal malpractice cases. Some jurisdictions have adopted the intended beneficiary rule as set forth in Guy, which permits recovery
by third parties only under a third-party beneficiary
breach of contract theory when the third party is identified as an intended beneficiary in an executed testamentary document. Other states opened the door for
legal malpractice suits filed by unnamed persons who
claim to have been intended beneficiaries of an attorney-client relationship. This author believes that the
intended beneficiary rule sufficiently serves to benefit
third parties who were undoubtedly intended to benefit from the lawyer’s services while preserving the lawyer’s ability to advocate on behalf of his or her client.
Aaron E. Moore is a shareholder in the Philadelphia office of Marshall Dennehey. He provides
legal counsel to attorneys, accountants, home
inspectors, home appraisers and other professionals.
Aaron
may
be
reached
at
aemoore@mdwcg.com.
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nals who dedicate their time to identifying and exploiting the myriad vulnerabilities that can be found in
network environments. Smaller companies that do not
focus substantial resources on network security are
especially at risk.
When the Risk Turns into Reality
Let’s look a small law firm and a small mortgage broker who are going about their daily business executing
closings for home buyers. Both maintain readily available system protection and would not appear to be at
significant risk, but that can easily turn out to be an
improper assumption.
For example, in the usual course of business, a loan
assistant at ABC Mortgage Company receives an email
from Smith Law Firm with what appears to be a secure
link to access documents relating to an upcoming residential real estate closing for one of their mutual clients. What the loan assistant does not know is that a
hacker has infiltrated Smith Law Firm’s email account,
and has sent ABC Mortgage Company a fraudulent
email posing as Smith Law Firm.
The loan assistant clicks on the link embedded in the
email, and is redirected to a site where he is prompted
to enter his network credentials to retrieve the documents. Once the loan assistant enters his credentials,
the hacker now has access to his ABC Mortgage Company email account.
The hacker logs into the email account and enters
search terms intended to yield access to personal information of ABC Mortgage Company customers. Because
ABC Mortgage Company employees use the same credentials to access their email accounts and other parts
of the network, the hacker is also able to log into ABC
Mortgage Company’s network environment through an
open Remote Desktop Protocol port and launches malware that (1) harvests information from the system
about ABC Mortgage Company employees and customers, and (2) after the harvest is complete, launches a
system-wide encryption attack that infects all servers,
computers and other devices connected to the network, resulting in a total shut down of business operations.
ABC Mortgage Company has a series of policies and
procedures for regular back-up of critical data. However, the back-up system is online and connected to the
network. As such, the malware encrypts not only the
primary files, but the back-ups as well, leaving ABC
Mortgage Company with few options other than to pay
the ransom to retrieve their data.
Additionally, even if the data can be retrieved, the
attacker’s acquisition of the vast amount of consumer
personal information that ABC Mortgage Company
collects to facilitate real estate transactions has separate legal consequences that cannot be as readily remediated.

What should ABC Mortgage Company do at this
point? They need to initiate a breach response immediately. If there is cyber insurance available, the carrier
should be notified as soon as possible.
In concert with the insurance carrier, ABC Mortgage
Company should hire legal counsel who specializes in
data privacy and cyber security to act as breach coach
to determine the legal landscape. Also in coordination
with the carrier and the breach coach, ABC Mortgage
Company should determine what forensic investigations, preservation of evidence and restoration of data
needs to occur.
This article will provide an overview of these different
elements of a breach response.
What are the Legal Responsibilities and Exposures?
The legal landscape is constantly changing, and it is
imperative to have a breach coach who understands
the landscape as it has developed. Security breaches of
this kind can have serious and long-ranging legal ramifications for an organization, particularly if the breach
results in the compromise of consumers’ personal information.
The immediate aftermath of the breach is not the
time for an attorney to learn about what legal requirements might exist. An experienced breach coach is
imperative as there are time constraints that are
getting shorter and shorter and vary from jurisdiction
to jurisdiction. Where the affected individual resides is
the case law that applies, so breaches often involve the
evaluation of many, if not all, 50 U.S. States or even
beyond.
Statutory Obligations
All 50 U.S. states have enacted statutes that, generally
speaking, require entities to notify consumers if the
entity experiences a security breach that results in an
unauthorized individual either gaining access to, or
acquiring, specific kinds of “personal information,” as
defined by those statutes. Determining which state
data breach notification statutes apply depends upon
where any affected individuals currently reside. Therefore, if an entity suffers a breach and its affected customers currently reside in Pennsylvania, Virginia, Louisiana and Oklahoma, the entity must comply with the
requirements of each state’s statute.
Some states, such as Georgia and Massachusetts,
include limited data sets in this definition, such as
name and address in combination with: a Social Security number, a driver’s license number, or a financial
account number (including a debit or credit card number) with the means to access the account. Ga. Code §
10-1-911(6); Mass. Gen. Laws ch. 93H § 1.
Other states have broader definitions. Illinois, for
example, also includes medical or health insurance
information, as well as biometric data. 815 Ill. Comp.
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Stat. § 530/5. Maryland has one of the most expansive definitions of personal information, and includes the data sets above, as well as information
such as taxpayer identification number, passport
number or other number issued by the federal government, health insurance policy or subscriber identification number, and a user name or email address
in combination with the means to access the account. Md. Code Ann. Com. Law § 14-3501(e).
The state statutes also prescribe a time by which
consumers must be notified of the incident. Many
statutes, including those enacted by Alabama, New
York, Pennsylvania, Texas, require notification to be
made as quickly, or as “expeditiously” as possible, or
“without unreasonable delay,” consistent with any
measures necessary to determine the scope of the
breach and restore the affected system’s integrity.
2018 S.B. 318, Act No. 396; N.Y. Gen. Bus. Law § 899
-aa; 73 Pa. C.S. § 2303; Tex. Bus. & Com. Code §
521.053.
Other states, however, have specific deadlines by
which consumers must be notified. Florida requires
that consumers be notified within 30 days of the
incident’s discovery; Vermont, no later than 45 days.
Fl. Stat. § 50.171; 9 Vt. Stat. Ann. § 2435.
Additionally, various states have different content
requirements for the notifications that are provided
to consumers. For example, some states like Alabama, California and Florida require entities to disclose certain information about the nature of the
breach and/or the number of consumers affected.
2018 S.B. 318; Act No. 396; Cal. Civ. Code § 1798.82;
Fl. Stat. § 50.171.
Conversely, Massachusetts prohibits an entity from
including that information, but requires that certain
other information to be included, such as instructions on how a consumer may obtain a credit freeze.
Mass. Gen. Laws ch. 93H § 3. Therefore, if an entity
experiences a reportable breach affecting consumers in multiple states, the entity may need to prepare multiple versions of the notification to ensure
compliance with all applicable states’ laws.
Health care providers, other “covered entities,” and
their business associates, also have data breach
reporting obligations under federal law, specifically,
the Health Insurance Portability and Accountability
Act (HIPAA). Under the HIPAA Breach Notification
Rule, covered entities and business associates must
provide notification to consumers following the discovery of the breach of unsecured protected health
information, or PHI, unless they are able to establish
a “low probability that the PHI has been compromised” through a risk assessment based upon factors delineated under the Rule. 45 C.F.R. §§ 164.400
-414.

Regulatory Enforcement
There are a number of state regulatory agencies that
take an active interest in investigating security breaches that affect consumers’ personal information. The
data breach notification statutes in numerous states,
including California, Connecticut, Indiana, Illinois, North
Carolina, Rhode Island, Virginia and Washington, require an entity suffering a breach to notify the state
attorney general’s office in the event that a threshold
number of state residents are affected by the incident.
Cal. Civ. Code § 1798.82; Conn. Gen. Stat. § 36a-701b;
Ind. Code Ann. § 24-4.9-3-1; 815 Ill. Comp. Stat. §
530/10; N.C. Gen. Stat. § 75-65; Va. Code Ann. § 18.2186.6; Wash. Rev. Code § 19.255.010.
Some states require notification to multiple officials.
New York, for example, requires notification to the
Attorney General, the Department of State and the
Department of Police if any New York residents are
among those whose personal information was involved
in the breach. N.Y. Gen. Bus. Law § 899-aa.
Entities experiencing data breaches may have regulatory reporting obligations under federal law as well.
For example, in addition to requiring notification to
consumers in the event of a breach involving PHI, the
HIPAA Breach Notification Rule also requires covered
entities to notify the Department of Health and Human
Services Office for Civil Rights (OCR) of the incident.
OCR has the authority to investigate and request additional information and documentation regarding the
incident, as well as preventative and remedial
measures that the entity has in place relating to information security.
Likewise, financial institutions may be required to
notify the Federal Deposit Insurance Corporation (FDIC)
of a security breach involving personal information.
Additionally, the Federal Trade Commission (FTC) has
jurisdiction to enforce privacy violations, including the
authority to conduct investigations and require entities
to submit investigatory reports under oath.
Given the number of state and federal entities with
jurisdiction to investigate data security incidents, a
breach can result in intense regulatory scrutiny of an
organization’s privacy and security policies and practices. The costs involved with responding to regulatory
inquiries arising from a breach can be substantial, even
apart from the hefty fines many agencies have the
jurisdiction to impose if they find that a breach resulted
from deficient information security and/or privacy
practices.
Litigation
Not every data breach results in a lawsuit; nonetheless, data security incidents are also accompanied by
the ever-present specter of litigation, particularly in the
form of class actions. Plaintiffs in data breach class

“Entities
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actions have historically found it difficult to overcome
two primary hurdles, as federal courts have been reluctant to find:
(1) that the most commonly alleged harm, increased risk of identity theft, confers standing
to sue as required by Article III of the U.S. Constitution; and
(2) that plaintiffs sufficiently articulated allegations that defendants breached any duty or
that the breach was the legal cause of harm.
Recently, however, courts have become less willing to
grant defendants’ motions to dismiss based on these
arguments and have allowed actions to proceed to
class certification. Not surprisingly, faced with the
prospect of expending the necessary funds to defend
these actions through the certification process and
accompanying discovery, many defendants have opted
to settle the plaintiffs’ claims rather than see the legal
arguments through.
Forensic Investigation
Often, determining whether a breach is reportable
under these statutes, or equally as importantly, establishing to a government body’s satisfaction that a
breach was not a reportable event, requires that an
affected organization retain a third-party forensics
company.
The third-party forensic company conducts an independent forensic examination of the company’s systems to evaluate whether sensitive data was: (1) present on the systems affected; and (2) accessed, acquired, or otherwise compromised during the attack.
To decide whether a breach is reportable, the forensic
examiners must be able to review the logs and other
components of the system. The target company
should be extremely wary of wiping data or logs while
it is scrambling to get back online if there has been a
shutdown. This is one of the main reasons to bring a
forensic examiner on board immediately before deleting any data or overriding it.
The forensic examiners will use the available evidence
to reconstruct the hacker’s activity during the window
of time s/he had access to the network. Ransomware
attack groups have become more diligent in their preattack reconnaissance, and will often spend hours or
even days mapping the network and “prepping” systems for the attack.
During the course of this reconnaissance, they may
inadvertently discover sensitive information, and subsequently harvest this information before they launch
their attack. In rare instances, a hacker will target an
organization in an attempt to steal specific data.
Depending upon what type of data the hacker can
collect, s/he may use it in many ways:
▪ Sell it for profit on the dark web

▪ Identity theft
▪ Wire fraud
▪ Targeted phishing campaigns
▪ Extortion
From a security perspective, the most dangerous mistake a company can make is consider themselves a non
-target. Organizations may adopt this mindset because
they are small, they are outside of the financial/
healthcare industry, and/or they do not store data that
would be of value to hackers.
The inherent flaw in this reasoning is the assumption
that hackers hack because they are after a certain type
of data. Unlike many bad actors who hack because the
company has something they want, ransomware
attackers care little about the data they’re encrypting.
Ransomware hackers hack because they know that
your data is important to you and that if you suddenly
lose access to it, there is a high likelihood you will pay
to get it back. The bottom line is: if you have an IP address, you are a potential target.
Once an organization accepts that they are not immune to cyber threats, they have taken the first critical
step in the right direction. The key to avoiding the most
common and successful types of compromises is to
eliminate yourself as one of the low-hanging fruit:
▪ Retire unsupported operating systems and
upgrade to new systems
▪ Routinely update and patch software
▪ Implement secure solutions for employees
who work remotely
▪ Implement a robust backup solution
▪ Develop a protocol for checking the backups
periodically to ensure they are intact
▪ Engage employees in cybersecurity awareness
Cyber Insurance
Cyber insurance is important not only to get monetary
compensation, but insurance carriers who specialize in
cyber insurance have tremendous resources available
to help the victim work through the problem.
Cyber insurance comes in many different forms and
packages. It can be a part of a business owner’s policy
or some other type of package policy that has multiple
coverages in one policy. The most comprehensive
coverage is usually found in a standalone policy that
specifically addresses the cyber risk.
These policies often come with a robust claims department and other pre-breach risk management offerings that may help evaluate your system’s health. As
mentioned previously, having a response plan in place
is imperative, but even if you don’t have a detailed
plan, a quality cyber carrier can help work through the
incident with you to get the best protection.
Cyber liability coverage typically provides both first
party and third party coverages. The first party coverages are paid to the insured or vendors for costs in-
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curred to deal with the breach. Third party coverage is
available to the insured when a third party such as a
regulator or injured party alleges that the insured has
done something wrong in relation to the breach such
as violating a statute that protects private information
or that the insured was negligent.
Cyber liability coverage is relatively new, and as a
result, these policies are not uniform. The coverages
addressed below may not be available in all policies. It
is a reason to ensure that the company carefully selects
the best coverage for them and seeks an experienced
broker to help them evaluate the options.
First party coverage may include coverage for the
breach coach. Typically a sophisticated cyber liability
carrier will have a network of attorneys who have significant experience with breach response. The first
party coverage could also pay for data forensics necessary to determine what happened and what information was compromised.
If there is a determination that individuals need to be
notified, first party coverage may pay for the expenses
to notify the individuals, set up a call center for them to
request information and pay for credit monitoring to
the affected individuals. These events often can cause
reputational harm to the company who has been the
subject of a breach. First party coverage may also include coverage for public relations expenses.
If there is a ransomware attack or some other attack
on the network, cyber liability insurance may pay the
ransom if it is determined that is the best course of
action. It may also provide coverage for other expenses incurred to defend against an attack. The policy may
also pay for expenses to restore data that is compromised during the attack.
Some policies may provide coverage for crime where
computer networks are used for fraud, e.g., social engineering fraud, where an imposter poses as a known
individual such as a customer or vendor and convinces
the company to transfer funds to them. Cyber liability
policies may even provide coverage for business interruption loss due to a system disruption or failure.
Third party coverage is more akin to the traditional
errors and omissions (“E&O”) coverage paying for defense expenses and possibly a settlement, judgment or
even fines issued by regulators. If your business involves the protection of private and confidential information, you may have coverage for third party liability
claims arising out of a privacy breach coming from your
clients in a traditional E&O form, but possibly not from
a state or federal regulator doing an investigation.
There would typically not be coverage under a traditional E&O policy for claims brought by employees or
former employees for the release of their personal
information. This is a risk every company faces.
It bears mentioning again – not all cyber liability policy

forms are the same. The first party coverages are
not available in every policy. This is a constantly
evolving risk and a constantly evolving market for
insurance coverage. It is important to regularly
evaluate your own and/or your client’s risk and
coverage.
The identity of the insurance company is important as well. This is a burgeoning market for
insurance providers and many are getting into the
cyber liability business. Questions to ask along with
the terms of the coverage include:
(1) how long has the carrier been writing
cyber;
(2) how recently has their policy form been
updated;
(3) who handles the claims, and
(4) is the carrier financially stable?
An experienced claim staff can make all the difference in the world when dealing with a breach.
Most companies don’t think it will happen to them.
Having the peace of mind that there is an instant
resource is a good investment.
Conclusion
If your or your client’s business experiences a data
security incident, your first steps should be to call
the insurance carrier and ensure that the evidence
of the breach is preserved. If the business has
cyber coverage, or even a cyber endorsement under a traditional liability policy, the insurance may
cover the cost of engaging a law firm that specializes in investigation and remediation of data security
events, as well as the cost of any forensics or consumer notification vendors that you may need to
engage to ensure the business complies with its
obligations under state and federal law. A breach is
manageable – you just need a plan and then be
prepared to implement the plan when a breach
happens.
Carrie L. Campi is a Vice President with
Allied World Insurance Company in
Farmington, Connecticut. She manages a
team of E&O claims professionals in multiple professional lines. Carrie may be reached at
carrie.campi@awac.com.
Elizabeth R. Dill is a partner with Lewis
Brisbois LLP in its Philadelphia, Pennsylvania office. She is a member of the
firm’s Data Privacy and Cybersecurity
Practice. She may be reached at elizabeth.dill@lewisbrisbois.com.
Lizzie Cookson is a senior cyber investigator with Kivu Consulting, Inc. in Washington, D.C., specializing in digital forensic investigations. She may be reached at
ecookson@kivuconsulting.com.
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PLDF BOARD OF DIRECTORS ADOPTS NEW DIVERSITY
AND INCLUSION STATEMENT
Professional Liability Defense Federation’s Board of Directors has
adopted our new Diversity and Inclusion Statement as follows:
Guiding Principles
We share strongly-held beliefs about the value and need for diversity
and inclusion in our membership and leadership, and in how we project our organization to the public:
Our Mission at the Professional Liability Defense Federation (PLDF) is
“to enhance the stature and effectiveness of professional liability defense professionals through education, training and the exchange of
information.” We recognize that to achieve this mission we must reflect the broad diversity of people in the professions that we defend,
as well as the general communities they serve.
We recognize that people who share our mission in the insurance
industry and the legal profession are not restricted by gender, race,
culture, national origin, disabilities, sexual orientation or identification, or other factors. Our shared mission brings us together and defines us.
Including a diversity of people in PLDF enhances our value to our

members, their policyholders, and their clients. We believe in and promote inclusion as one of our core principles.
We believe in promoting diversity through actively recruiting, developing, and retaining diverse individuals among our membership and
leadership.
Our Plan of Action
To put our beliefs into action:
Members of the Board of Directors will encourage and promote a
diverse membership in PLDF.
We will encourage members from diverse backgrounds who have
been active in PLDF for at least one year to serve in leadership roles.
We will encourage organizers of the panel presentations at our Annual Meeting to provide diverse programing and panel representation.
When we engage in outreach events to other organizations or to the
public, we will strive to include spokespeople of diverse backgrounds.
We will advocate for diversity with vigor to enhance the effectiveness
and success of the PLDF and the professions we serve.
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