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LEGISLATIVE CYBER AGENDA – AUTHORIZATIONS AND APPROPRIATIONS

Authorities and Roles: Define the Cyber Roles and Legal Authorities
Assign responsibility and accountability to specific federal agencies for each
discrete strategic, operational, and tactical role in the cyber domain. In addition,
address the legal authorities for cyber offensive and defensive operations,
especially in response to cyber-attacks.

End Strength: Increase End Strength for Guard and Reserve Cyber Units
Expand mission contribution through increased end strength for the Guard and
Reserve to bring civilian industry expertise given their civilian positions.

Cyber Training: Increase the Number of RC Cyber Training Slots
Increase the number of training slots to eliminate the backlog of Reserve
Component attendance. It would be a temporary surge to authorize and
appropriate funds to meet the cyber training requirements as the mission is
established in the Department of Defense.

Cyber Mission: Expand Cyber Mission for Guard and Reserve
Expand the cyber mission for the Guard and Reserve, leveraging civilian and
industry technical expertise. Clarify the authorities under which Guard and
Reserve units should be called to duty for cyber emergency responses.
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The Reserve Component’s Cyber Mission

By Ben Booker

Executive Summary:
Cyberwarfare is a highly complex domain that exposes domestic civilian assets
to direct attack. Given the corporate cyber knowledge found in the Guard and
Reserve and their greater integration into the private sector, they need to take a
greater role in military cyber operations. The main challenges present in the
cyber domain are listed below along with the corresponding Reserve Component
capability which can address it.
Cyber Challenge

Reserve Component contribution to address
it

Complex and rapidly
changing domain

Reserve Component has cyber experts
employed in multiple cyber areas in the
innovative private sector

Rapidly evolving and
updated technologies

Reserve Component is connected to the private
sector and has familiarity with newer defensive
cyber technologies

Cyber attacks can target
homeland infrastructure

National Guard is integrated with civilian
infrastructure teams

Threatens digitally
connected global commons

National Guard State Partnership Program can
help build ally cyber capabilities
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Cyberspace has become the newest contested domain in armed conflict. Unlike other
traditional domains like land, sea, air or space, the U.S. does not have a preponderance
of power (although even some of these domains are becoming more contested). From
ISIS and Russian propaganda to North Korean and Chinese hacking, the United States
is facing unprecedented challenges from both state and non-state actors. To effectively
confront these problems and maintain a strategic and operational advantage, the U.S.
must tap into all its available resources including the National Guard and Reserves.
Given the nature of cyberwarfare, which is highly complex and rapidly developing,
exposes critical civilian infrastructure to sabotage, and is disruptive to global political
and economic order, the U.S. National Guard and Reserves must take a prominent role
in executing U.S. cybersecurity strategy and operations.

DoD's Three Primary Cyber Missions

Defend DoD networks,
systems, and information

Defend the U.S. homeland
and U.S. national interests
against cyberattacks of
significant consequence

Provide cyber support to
military operational and
contingency plans

https://www.defense.gov/News/Special-Reports/0415_Cyber-Strategy
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Defining Cyberspace and Cyberwarfare
The military services define cyberspace as “a global domain within the information
environment consisting of the interdependent networks of information technology
infrastructures and resident data, including the Internet, telecommunications networks,
computer systems, and embedded processors and controllers.”1 Essentially,
cyberspace is made of up of three layers.
1. Physical layer: This is the material infrastructure people can touch with
their hands: computers, wires, transmitters, communications infrastructure
and all the other hardware that makes up computers.
2. Software: These are systems of instructions humans program that dictate
the actions and reactions that happen on a computer and between
computers.
3. Data: Data stored in machines creates information used in networks or
computer operations.2
Cyberwarfare refers to when state or non-state actors use cyber capabilities to
penetrate, disrupt, or destroy another actor’s computers and/or networks to inflict
damage.3 Hostile cyber-attacks have been on the rise due to several factors.
1. Cyber capabilities are cheaper to acquire and develop than weapons in
other domains.4 Since entry costs are lower, more actors can employ
cyber including non-state actors like individual hackers and violent
extremist organizations (VEOs).
2. Cyber-attacks tend to be anonymous and it is difficult to pinpoint their
origin.5 Since the perpetrator of a cyber-attack is harder to identify, it
encourages more actors to initiate cyber-attacks because they are less
likely to face retaliation or consequences.
3. Cyber favors offensive capabilities.6 Cyberspace was designed as an
open platform (closed systems are the exception) and security was an
afterthought. This fundamental structure creates a domain where it harder
to deter attacks since cyber favors open boundaries as opposed to closed
defenses.7

Joint Publication, “JP 3-12: Cyberspace Operations,” Department of Defense, February 5, 2013, pg v.
Lior Tabansky, “Basic Concepts of Cyber Warfare,” Military and Strategic Affairs, Vol.3, No.1, May 2011,
77-78.
3 Fred Schreier, “On Cyberwarfare,” Democratic Control of the Armed Forces, 2015, 17.
4 Ibid, 12.
5 Tabansky, “Basic Concepts of Cyber Warfare,” 80.
6 Scheirer, “On Cyberwarfare,” 12.
7 James Lewis, “Deterrence in the Cyber Age,” Global Forecast 2015, Center for Strategic and
International Studies, November 13, 2014, 19-20.
1
2
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Beyond the increase and anonymity in cyber-attacks, cyberwarfare poses other
problems to the U.S:
1. Cyberwarfare is complex and rapidly evolving. Combat in other domains
can use legacy hardware and equipment for much longer, but cyber
weapons and defenses become quickly outdated and useless. Therefore,
cyber capabilities require incessant innovation and high level, extensive
training, which demands high level expertise imposing costs on
employers.8
2. Cyber shrinks global distance and exposes the U.S. homeland to direct
cyber-attacks. The U.S. has been afforded relative sanctuary from direct
attacks upon its homeland due to two vast oceans surrounding it and
peaceful relations with its neighbors. However, cyber can traverse oceans
instantaneously and can result in direct damage being inflicted upon
domestic infrastructure from distant foes.
3. The U.S. and many of its allies’ economies and national security
infrastructure are dependent on cyberspace. The global economy is
becoming increasingly digitally interconnected, which provides more highvalue targets for U.S. adversaries.9 Furthermore, since this global digital
commons is predicated on low boundaries and fast exchange, it becomes
that much more difficult to defend.

8
9

Tabansky, 80.
Shreirer, “On Cyberwarfare,” 33.
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Reserve Component’s Cyber Expertise
The Reserve Component (RC), made up of the Guard and Reserve forces, is positioned
to address these cybersecurity threats and augment the Total Force’s cyber capabilities.
Given cyberspace’s complexity, the central foundation to a strong, robust, cyber
strategy is talented personnel.10 The RC can provide this highly-qualified talent in
comparison to their active duty counterparts. However, the global demand for this
expertise continues to challenge recruitment across the DoD enterprise.
RC members in their civilian
capacities are employed in the
information and communications
technology (ICT) sector where
much of today’s cyber innovation
takes place. Therefore, the RC
can stay abreast of the rapid
changes taking place in the cyber
sector and can use that
knowledge when called up for
duty. In addition, Reservists and
National Guard members are
given advanced cyber training in
the private sector, which the
Figure 1: U.S. Air Force reservists study ways to prevent malware
from entering airplanes at Homestead Air Reserve Base, FL.
Defense Department can employ
Reservists successfully stopped and contained malware that was
without having to invest the time
affecting Air Force systems nationwide. Well trained reservists on
and resources to train themselves base made it so national cyber mission teams did not have to
travel to the site to identify the problem. This demonstrates on-site,
in foundational cyber skills. This
geographically spread, reserve units can ensure better homeland
allows for cost-savings and oftendefenses. (U.S. Air Force phot/Desiree W. Move)
times, better training than could
be provided through a DoD IT training program.11

Amaani Lyle, “Motivation, Talent Remain Strongest Elements of Network Defense, Says Cyber
Officials,” Department of Defense News, October 25, 2016.
11 Department of Defense, Unit Cost and Readiness for the Active and Reserve Components of the
Armed Forces, Dec. 2013, 7-8, 11.
10
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These private sector connections can help in other ways. Since cyber is rapidly
changing, it demands frequent equipment updates and software innovation.
Unfortunately, the DoD is not very efficient in procuring new IT equipment nor are its
legacy IT systems well protected.12
Without up-to-date IT equipment and
cyber tools, the DoD and other federal IT
systems will remain exposed to cyberattacks. RC members employed in the
defense and ICT industry can help
address this need. They can use their
experience and continued work in the ICT
industry to inform the military about recent
cyber tool developments and new
advanced equipment. In addition, they
can help defense and IT companies
provide or recommend options to help
defense and IT companies with DoD’s IT
Figure 2:Tech Sgt. Michael Barnhart from the Alabama Air
acquisition process.13 Combining their
National Guard supports air squadron exercises rerouting
knowledge of DoD needs with private
network access to ensure fighter aircraft can possess the
sector ICT equipment developments can
digital assets they need to perform at their peak. These
exercises are part of Sentry Savannah, a regional training
help the DoD, ICT sector, and defense
operation providing ANG fighter units experience so they can
industry better coordinate to efficiently
be quickly operational during wartime. (Georgia Department
provide the DoD with the most advanced
of Defense photo by Staff Sgt. Tracy J. Smith)
ICT equipment and cyber tools. When
financial constraints prevent the acquisition of advanced equipment and tools, RC depth
of knowledge can help provide risk awareness and advice to key public and private
actors in the ICT space.

Department of Defense, “Department of Defense Information Technology Environment: Way Forward to
Tomorrow’s Landscape,” August 2016, 3-4.
13 Cheryll Pellerin, “Defense Innovation Unit Calls on Guard, Reserve to Expand Nationally,” DoD News,
November 17, 2016.
12
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Reserve Component’s Cyber Response
These equipment updates and personnel recruitment are needed because the cyber
threat is persistent and actively threatens homeland security. Cyber is a unique threat in
that it easily overcomes natural boundaries like oceans and distance that have acted as
a major deterrent to direct attacks against the U.S. mainland.14 In addition, as
automation and interconnectedness spread there are increasingly more valuable targets
to hit. This includes critical civilian infrastructure, which, if hit, can disrupt important
functions like supplying water or electricity.15
The RC has always played a role in preparing for and responding to natural or
manmade disasters, and cyber threats are no different.16 One of the principal reasons
they are an effective means of addressing domestic cyber threats is because RC units
are located and operate throughout the United States. The active-duty forces simply do
not have the bandwidth to be present near all the critical infrastructure increasingly
exposed to cyber-attacks. DoD has demonstrated they can place cyber personnel in
civilian workforce locations through their Defense Innovation Unit Experimental (DIUx)
program, but only in a few areas. In fact, the DIUx Managing Director Raj Shah explicitly
said the Reserve and National Guard are needed to help expand the DIUx program,
especially into the U.S. interior.17 DIUx is an innovation and not a cyber defense
program, but it demonstrates DoD’s reliance on the RC to reach areas outside of
traditional tech-centric hubs like Silicon Valley or Austin, Texas.
RC units are located across
the country and can quickly
respond to severe cyberattacks on critical
infrastructure. Cyber is
distinct from other domains
in that the role of the private
sector is much more
prominent on a day-to-day
basis. This places the
private sector in the
unique position of being
on the frontline defenses
of a domain. This

Figure 3: Army Reservists at Ft. Hood, Texas monitor information systems
to ensure they can retain access and confidentiality. Army Reserve cyber
units deployed out of Ft. Hood to Kuwait and assisted U.S. Central
Command’s land component by conducting defensive cyber operations and
information assurance. Along with homeland defense, Reserve Component
cyber units can augment overseas cyber operations. (U.S. Army photo by
Capt. Addie L. Randolph)

Schreier, “On Cyberwarfare,” 13-14.
Don Soifer and Dan Goure, “Six Principles for the National Guard’s Cybersecurity Role Protecting the
Grid,” The National Interest, August 2, 2016.
16 Ibid.
17 Cheryll Pellerin, “Defense Innovation Unit Calls on Guard, Reserve to Expand Nationally,” DoD News,
November 17, 2016.
14
15
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dynamic is unlikely to change given the privacy, efficiency, and ethical concerns18
associated with the government assuming a functional role as an intermediary on
Internet transactions. Therefore, whenever the military decides to step in to help
buttress critical civilian infrastructure during a cyber-attack, they will need to coordinate
with the private sector or local municipalities. The RC can do this very effectively
because oftentimes, critical infrastructure operators employ them.19 More intimate
understanding of civilian infrastructure cyber-defenses in turn allows for a better
augmentation of those defenses.
Close relationships do not just help in the domestic arena. Cyber threats are
transnational. Therefore, the National Guard can play a role in helping allies’ cyber
capabilities. The National Guard is well suited for
this because they already help build partnership
capacity. The National Guard State Partnership
Program (SSP) pairs each State’s National Guard
with a U.S. allied country. National Guard units
visit their partner country and train with their
military to improve the country’s military
capabilities. It is not a stretch to extend this to
cyber capabilities as well. The SSP could be
tailored to send National Guard cyber units to
other countries and train their militaries in best
practices. This would be especially effective
Figure 4: Florida Army National Guardsmen
since many of the participating countries in SSP
helped defend the various taskforce networks
during the 58th Inauguration. This ensured smooth are eastern European countries who face
communication during the event. Cybersecurity
potential cyber sabotage from Russia, one of the
extends to the highest and most profile events in
most prolific and dangerous cyber actors.
the U.S. and is absolutely critical to maintain.
(Photo by Ching Oettel).

Robert Knake, “Don’t Put the Pentagon in Charge of the Private Sector’s Cybersecurity,” Defense One,
November 16, 2016.
19 Don Soifer and Dan Goure, “Six Principles for the National Guard’s Cybersecurity Role Protecting the
Grid,” The National Interest, August 2, 2016.
18
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Conclusion
Cyber has shown to be a difficult domain to operate in due to its highly complex and
rapidly evolving nature. However, the Guard and Reserve possess the skills and close
working relationships with the private sector to manage this complexity. This can ensure
the DoD has modern and effective cyber capabilities and ICT equipment so the U.S.
can dominate cyberspace as it has past domains. This has become more pressing
since cyberwarfare has offensive advantages and tends to be anonymous, which favors
asymmetric conflict. This has resulted in a proliferation of hostile state and non-state
actors operating in cyberspace against U.S. national security interests. With the number
and severity of threats increasing, it is imperative the U.S. makes full use of every tool
and capability at its disposal. To date, Guard and Reserve cyber expertise has not
been properly leveraged. This needs to be corrected. Otherwise, the U.S. will continue
to remain overly exposed in cyberspace with dire consequences for U.S. national
security.
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National Guard and Reserve Cyber Challenges
Recently, the Reserve Officers Association, Enlisted Guard Association of the United
States and the National Guard Association of the United States co-hosted a cyber
strategy seminar examining what the key challenges were facing the National Guard
and Reserve in the cyber mission. Speakers included military officers from the Air
Force, Army, Marine Corps, Navy, and the National Guard Bureau. Each provided
insightful perspectives on what each of their individual services is doing to meet the
cyber mission. Although the approaches and capabilities meet the specific service
requirements, each service outlined similar challenges in the cyber domain. The
principal challenges facing the Guard and Reserve are having operational demands
exceed capacity, finding sufficient cyber personnel to close this capacity gap, having
defined roles, missions and proper authorities, and establishing more public-private
partnerships.
As the Reserve Component continues to build up its cyber forces it needs better
direction, capabilities, and partnership. Clarifying the roles and missions for the Guard
and Reserve can provide greater direction. Coupled with knowing what authorities the
Reserve Component cyber forces will be called up under can mitigate much of the
confusion in the cyber domain. More clearly knowing their mission can allow the
Reserve Component to focus on the most pressing issue which is getting enough
qualified personnel. There certainly needs more funding, but beyond fiscal barriers,
there are bureaucratic difficulties. Making it easier to hire civilians with cyber expertise
through direct commissioning or establishing standardized testing to forego redundant
cyber training can bring in talent expeditiously. Undergirding these recruitment efforts
will be strong public private partnerships. This represents not just a challenge, but an
opportunity for the Guard and Reserve. Leveraging their civilian connections in the
cyber domain where much of the innovation is occurring in the private domain will be
important for the U.S. armed forces to maintain their technological edge. This is where
the Guard and Reserve will continue to be the linchpin helping bridge the private
expertise in cyber with the military’s mission.
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➢ Operational Demands
The principal difficulty facing all the services in the Reserve Components are demands
exceeding capacity. There are simply more cyber threats and attacks occurring than
cyber units can address. Given the relatively recent development of cyberspace
becoming a highly-contested domain, the Guard and Reserve are still constructing their
cyber units and building up their skill base.
Part of this buildup is acquiring new IT equipment. New equipment is especially
important for cyber since it is a rapidly evolving domain and equipment can become
outdated much faster than weapons platforms in traditional domains. It is hard enough
for active-duty forces to acquire new cyber equipment due to the ossified DoD
acquisition process. For the Reserve Component, it is downright difficult for them to
receive modern equipment for cyber operations leaving them with vulnerable legacy IT
systems.
Congress is urged to authorize and appropriate the Defense Innovation
Unit Experimental modeled after the private sector to more efficiently procure
breakthrough technology as led and operated by the Reserve Components.
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➢ Recruiting Cyber Talent
Besides outdated equipment, the Guard and Reserve still need to recruit service members to fill out
their cyber units. This is more of a short-term issue since the armed forces are facing an initial surge
to build up their cyber units to counter threats. However, there are lingering issues which are
inhibiting recruiting qualified personnel.
There are three main ways to recruit cyber talent into the Reserve Component: retain active-duty
personnel in Guard or Reserve service, bring in civilians who have cyber expertise and need minimal
training, or bring in non-prior service civilians who have potential but need more extensive training.
One of the primary purposes of the Reserve Component is to retain military expertise so focusing on
capturing active-duty cyber talent should be a primary focus. However, Guard and Reserve services
face a challenge, which cuts across all their recruitment efforts. Financial compensation for cyber
expertise in the private sector is high. Consequently, it can be difficult to retain active-duty personnel
who are leaving the force and recruiting civilian personnel who already possess these cyber skills.
Military cyber positions are unlikely to command similar salaries to their private counterparts
(although bonuses in other high-demand skills could be an added financial incentive for joining or
staying in the military). Rather, the Reserve Component can emphasize the unique missions and
tasks people can only do in the armed forces. Interesting assignments can attract people who,
although they can acquire higher salaries in the private sector, may want the opportunity to do
challenging projects they do not have the chance to do in their private sector position.
Even if people want to participate in the Reserve Component, there are impediments to serving. One
is obtaining security clearances for personnel in a timely manner. Security clearance delays cause
gaps in cyber units and can frustrate recruits. Clearing up the backlog would expedite fielding
Reserve Component cyber units. The second impediment is the difficulty getting waivers for civilians.
Civilians entering the armed forces with high-levels of cyber expertise may still have to take basic
cyber training, which is redundant. Setting up a better, standardized certification process can allow
the armed forces to focus on training new recruits in offensive cyber techniques where civilian
recruits tend to have less experience.
In the National Defense Authorization Act for Fiscal Year 2014 (P.L. 113–66, Dec. 26, 2013), Section
502 provided constructive credit for the Active Components that would allow the services to more
easily commission officers with cyber experience. This section did not extend the same authority to
the National Guard and Reserve.
A corresponding change needs to be included in the Fiscal Year 2018 National Defense
Authorization Act for the Reserve Component because use of constructive credit will bring in
experienced cyber professionals with advanced education and experience in cybersecurity and
defensive cyber operations.
Establishing the same authority in §12207, Commissioned officers: service credit upon original
appointment, would allow the Reserve Component to fill positions when the force is critically below
the number needed and experience or training is directly related to the operational needs.

Congress is urged to streamline recruiting with security clearances, certifications
and constructive credit for commissions.
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➢ Roles, Missions and Authorities
When recruiting personnel, it is important to know what roles and missions they are
recruiting for in order to establish the correct positions. Unfortunately, the Guard and
Reserve do not have a clear set of roles and mission for their cyber units. The armed
services are still developing the different types of cyber teams under U.S. Cyber
Command. They center around offensive cyber operations, defending Department of
Defense networks, protecting critical infrastructure, and providing analytical and
planning support teams for offensive cyber operations. There needs to be greater
communication about what areas the Guard and Reserve will be supporting in these
four critical mission areas. Without better delegation, Guard and Reserve services
cannot tailor their recruiting and training to best augment the Total Force’s cyber
operations.
Even if the mission sets were more clearly defined, there is still a matter about the
proper statutory authorities Guard and Reserve servicemembers are to be called under
for cyber operations. Are cyber-attacks going to be labelled national emergencies
subject to emergency response orders under 12302? Will Reserve Component cyber
operations support combatant commanders for preplanned missions under 12304b?
There is not a clear enough distinction about how cyber activities will be classified and
under what set of orders Reserve Component servicemembers will be called up under
Title 10. Confusion and hesitancy is the result. This is particularly acute for the National
Guard who can also be called up under Title 32 orders. However, the ability to do
certain activities like offensive cyber operations is more limited under Title 32 orders.
Therefore, when National Guard cyber units respond under a domestic emergency, it
can potentially impede their ability to counter cyber adversaries.
Congress is urged to direct the Department of Defense, the Department of
Homeland Security and National Security Agency to agree upon clearly defined
roles, missions and authorities based on the needs of the nation and not the
parochial needs of each department or agency.
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➢ Public-Private Partnerships
The final challenge for the Reserve Component is engaging in more public private
partnerships. When it comes to cyber, unlike in other domains, the private sector tends
to be more innovative and on the cutting edge than the government. Since many of the
cyber technological developments are occurring in the private sector, it is important the
armed forces are well connected with them. In this manner, they can stay up-to-date
about new cyber developments and do not need to “reinvent the wheel”, but can adapt
existing private sector technologies to address cyber problems. Public private
partnership (P3s) are also another way in which to recruit cyber talent into the Reserve
Component.
Exposure to the military through P3s can instill an appreciation within private sector
employees about the military’s cyber mission. Fostering patriotic ambition, but also
knowledge of the uniquely interesting cyber operations of the armed forces can
encourage more civilians to join the military. The Reserve Component represents an
alternative to active-duty for IT professionals who may want to serve, but do not want to
give up their high-salary job entirely. Consequently, providing this more feasible
alternative can allow more working professionals to still provide their cyber expertise to
the U.S. military’s cyber mission.
The National Guard has an added benefit for establishing more P3s. Much of the U.S.’
critical infrastructure is privately operated. As this infrastructure becomes increasingly
exposed to cyber-attacks, the National Guard will have to be prepared to respond as
part of their domestic emergency responsibilities. It would be helpful for the National
Guard to be in communication with these private operators to have a better awareness
of the critical infrastructure’s vulnerabilities and systems. In this manner, when a cyberattack occurs, the National Guard can respond more promptly and effectively instead of
learning about the system as the attack occurs.
Congress is urged to establish a pilot program modeled on the Secretary of
Defense Corporate Fellows Program for Reserve Component servicemembers to
do fellowships with cyber industry partners and cyber civilian experts to
participate with Reserve Component cyber units.
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Glossary
Advanced persistent threat: network attack in which an unauthorized agent gains
entry into a network and remains undetected for a long period of time. It is a persistent
and continuous attack.
Antivirus software: a program that monitors a computer or network to detect or identify
major types of malicious code and to prevent or contain malware incidents. Sometimes
it will remove or neutralize the malicious code it detects.
Authentication: The process to verify that someone is who they claim to be when they
try to access a computer or online service.
Back doors: Intentional system design elements that allow a way for network designers
to circumvent system security.
Bot: Remote controlled internet computer that has been programmed to send out
malicious software. The user may not be even aware they are operating a bot.
Botnet: a collection of computers compromised by malicious code and controlled
across a network.
Broadband: high-speed data transmission system where the communications circuit is
shared between multiple users.
Bug: an unexpected and relatively small defect, fault, flaw, or imperfection in an
information system or device.
Critical Infrastructure: The systems and assets, whether physical or virtual, so vital to
society that the incapacity or destruction of such may have a debilitating impact on the
security, economy, public health or safety, environment, or any combination of these
matters.
Denial of Service: attacks meant to deny users access to a website or server.
Distributed Denial of Service: an attack in which multiple compromised computer
systems attack a target such as a server, website or other network resource and cause
a denial of service for users of the targeted resource.
Firewall: Software or hardware that can limit network traffic. It monitors network traffic
and can block network traffic based off a set of rules.
18

Hacker: an unauthorized user who attempts to or gains access to an information
system.
Internet Service Provider: Company that provides access to internet and related
services.
Local Area Network (LAN): Communications network linking multiple computers within
a defined location such as an office building.
Malicious Logic: Hardware, firmware, or software that is intentionally included or
inserted in a system to perform an unauthorized function or process that will have
adverse impact on the confidentiality, integrity, or availability of an information system.
Malware: Short for malicious software. It is intended to disrupt, impede, or destroy
normal software functions on a computer.
Phishing: Use of web-based scamming features usually through emails. The email
links to a website meant to look like a legitimate institution asking the user to enter their
personal information or update their password. The scammer then is able to collect the
information.
Spoofing: the forgery of an email header so that the message appears to have
originated from someone or somewhere other than the actual source. Used in phishing
and spam campaigns to dupe people into opening email.
Spyware: software that is secretly or surreptitiously installed into an information system
without the knowledge of the system user or owner.
Trojan horse: A computer program meant to look like a legitimate program. It contains
malicious software. The user downloads the Trojan horse believing they are updating or
installing a helpful program, which ends up installing the bad software.
Virtual Private Network (VPN): Link(s) between computers or local area networks
across different locations using a wide area network that cannot access or be accessed
by other users of the wide area network.
Virus: Harmful software that attaches itself to a computer’s software with the intention
of crippling normal functions.
Worm: An independent program that replicates itself across network connections. It can
cause damage by clogging network connections if it reproduces enough.
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Cyber Reserve Unit Locations
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