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HB3834 and What it means to you
DIR’s Managed Security Services
Statewide Incident Response
Best Practices in Cybersecurity to Prevent Ransomware

House Bill 3834 (86R)
State Certified Cybersecurity Training Programs

Certified Training Programs
• HB 3834 required DIR to certify at least five cybersecurity training
programs for state and local government employees
• Certified programs must:
• Focus on forming information security habits and procedures that protect
information resources; and
• Teach best practices for detecting, assessing, reporting, and addressing
information security threats.

• There are 13 required subcriteria established to evaluate programs

Application
• The application for training program certification is now available
• Certified 60 programs to date

• Can be found on the DIR website

• Currently assessing training programs for certification on a rolling
basis
• Initial list of certified programs is posted on the DIR website and
continues to be updated
• Will go to a two month window for certification after the first year

Employee Training
• State agencies (incl. universities and community colleges)

• Employees who use a computer to complete at least 25% of their required
duties
• Elected and appointed officials (regardless of whether they use a computer
to perform at least 25% of their required duties)

• Local governments (incl. cities, counties, school districts)
• Employees who have access to a local government
computer system or database
• Elected officials (regardless of whether they have
access to a computer)
• Training must be completed by June 14, 2020

Reporting
• Local governments
• Verify and report on the completion of a
cybersecurity training program
• TxT
• State agencies

• Verify completion of a cybersecurity training program by employees in a
manner specific by DIR
• Report the contractor’s completion

TEXAS DEPARTMENT OF INFORMATION RESOURCES

COOPERATIVE CONTRACTS
The Chief Procurement Office (CPO) offers more
than 750 IT contracts to governmental entities for
products and services such as computers, software,
security hardware and services, networking
equipment, telecommunications equipment, IT staffing and
technology-based training. These cooperative contracts generate
hundreds of millions of dollars in cost savings annually by
maximizing the state’s volume buying power and streamlining the
procurement process.
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COMMUNICATIONS TECHNOLOGY SERVICES
DIR provides a portfolio of local and long-distance
voice, data services and secure Internet access for
all state agencies through vendor and statemanaged telecommunications networks and the
Capitol Complex Telephone System (CCTS). DIR’s largest
telecommunications contract is for the TEX-AN (Texas Agency
Network) program, which supports the needs of more than 900
state and local government agencies.
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DATA CENTER SERVICES
Through the Data Center Services program,
customers receive the latest technology, robust
security, and fully tested disaster recovery services
for server, mainframe and print/mail infrastructure.
Joining the program allows customers to outsource IT
infrastructure needs allowing more focus on delivering direct,
agency mission-related value to citizens.

6

TEXAS.GOV
DIR administers Texas.gov, the state’s official web
portal. This public-private partnership provides Texas
government with efficient, cost-effective ways to
develop and maintain online services for all Texans.
Texas.gov offers more than 1,000 services, such as renewing
drivers licenses or permit applications. Through the fees assessed
on usage, Texas.gov contributes between $25 and $30 million
annually to the General Revenue fund.
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TECHNOLOGY PLANNING AND POLICY
DIR facilitates and guides development and
administration of statewide and agency technology
policies, standards, guidelines and procedures. DIR
produces technology briefs on relevant issues.
DIR also assists state agencies in complying with state and
federal accessibility requirements, and helps them manage and
implement IT projects.
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STATEWIDE DATA COORDINATOR
The Office of the Statewide Data Coordinator
provides leadership and encourages collaboration
amongst state agencies and institutions of higher
education to support individual Enterprise
Information Management programs. DIR facilitates best practices
in the areas of data governance, data sharing, data analytics and
government transparency through the Texas Open Data portal.
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INFORMATION SECURITY
Through the Security Operation Center, DIR conducts
technical security and risk assessments for state
agencies, institutions of higher education, and local
governments. DIR provides advanced IT security,
incident response training, network identification and website
vulnerabilities in the state’s critical infrastructure. DIR also maintains
secure communication channels for information sharing among
state information security officers.
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Managed Security Services

Managed Security Services: Overview
What is Managed Security Services?
Managed Security Services (MSS) is an offering within DIR’s Shared Technology Services
program, providing a cost-effective solution to state, local, municipal, and higher-education
cybersecurity needs.
MSS is composed of three (3) Service Components, each containing multiple services to
choose from to meet your IT security needs:
• Security Monitoring and Device Management – AT&T
• Incident Response – AT&T
• Risk and Compliance – AT&T

Did you know?
Certain security services are already included within the scope of the DCS infrastructure services contract. Therefore, a
separate procurement of these services are not needed for devices residing in a Consolidated Data Center (CDC) or
covered by the DCS public cloud offering.

Managed Security Services
Device Management

• Endpoint Management Services
• Intrusion Detection Systems
/Intrusion Prevention Systems
Services
• Host-based Intrusion Prevention
Services
• Managed Firewall Services
• Web Application Firewall
Services
• Security Information and Event
Management
• Targeted Threat Research
• 24x7x365 Security Operations
Center

Incident Response

• Security Incident Management
• Digital Forensics
• Response Preparedness

Risk and Compliance

• Penetration Testing
• Risk Assessment
• Cloud Compliance
• Vulnerability Scanning
• Web Application Scanning

MSS – Security Monitoring and Device
Management (SMDM)
24x7x365 Security Operations
Performance Management of Devices:

Security Monitoring of Devices:

• Hardware failures

• Analyst Review of High severity alerts

• Loss of visibility

• Notifications to customers for out-of-policy events
(ex: successful malware infection on host)

• Failure to respond
• Change in status

• Alert Areas - based on capability and scope
of Solution Assets being supported (i.e.,
Hard Drive Health, RAM Health, Memory
Utilization, Fan Management).
• Alert Types - based on capability and scope
of Solution Assets being supported (i.e.,
Memory/Available Mbytes, Processor %
Processor Time, Bytes total/sec).

• Notifications include analyst recommendations

• Elimination of false positives
• Custom signature deployments for significant
events (ex: heartbleed)
• Analyst review of additional security devices to
deploy countermeasures

MSS – Security Monitoring and Device
Management SMDM: Threat Research
Threat Research
Threat Research is a complement to SIEM or SOC services, but can also be a stand-alone service. Threat Research
subscriptions are available on a month-to-month basis:
• 1–3 months
Automated Alerts:
• 4–12 months
• Crimeware
• 13–24 months
• Dynamic DNS
Threat Research leverages intelligence data from multiple sources,
• Phishing Attacks and URLs
including:
• Anonymous VPN
AT&T Global Network Operations Center (GNOC)
• Hacking Tools
• Provides proprietary intelligence data
• Malware C&C
AT&T Chief Security Office (CSO)
• APT IPs and Domains
• Provides proprietary threat data
• Brute Force, Spammer, Bot IPs
Anomali
• Provides threat data aggregated and de-duplicated from 300+
public, private, and proprietary sources, including Anomali’s
global Modern HoneyNet (MHN) project

• TOR Detection

MSS - Risk and Compliance Services
Risk Assessments

Penetration Testing

Vulnerability Scanning

Risk Assessments focus on the maturity
of processes, gaps against standards of
good practice and compliance
requirements, and risks to the
organization

Penetration Testing includes target
selection/scope, reconnaissance if
needed, mapping the network,
discovery of vulnerabilities, exploitation
of vulnerabilities (if permissible per the
Rules of Engagement), postexploitation/pivoting, and reporting.

MSS customers can purchase a 12month subscription for Vulnerability
Scans and/or Web Application
Vulnerability Scans (WAVS). An
unlimited number of scans is available
through the subscription service, and
services are billed monthly based on
the scope of scan performed. One-time
scans are also available.

Texas Cybersecurity Framework:
• Evaluate level of maturity
• Flat fee per assessment
Assessments can include:
• HIPAA
• FISMA
• Cloud Provider Compliance
• Other standards

Web or mobile application penetration
testing is also available to help state
agencies meet the requirements set
forth in House Bill 8 in the 85th
Legislative session.

MSS - Incident Response Services
Incident Response Preparedness*

Digital Forensics

Provides a critical review of current internal processes and procedures for
handling events, incidents, and evidence. Includes:

•

“On Demand” service

•

Use of Encase and/or Carbon Black for analysis of hard drive images

• Detective control configurations
• Deployed preventative and detective solution sets throughout the
environment
• Current incident response plans
• Incident responder and handler skillset evaluations

• Incident responder and handler training evaluations
• Evidence seizure and storage procedure analysis
• Electronic data recovery
• Litigation support

Incident Response Management
•

No retainer for this service

•

Address adverse events, issues, or occurrences that may occur in your
environment

•

Includes detection, triage, response activities, and containment of
computer security events

* Important Note: DCS Program customers already receive Incident Response services as part of your DCS assurances. However,
if a security incident moves beyond the level of Atos contracted support to security incident analysis, the analysis can be
performed by the MSS vendor (AT&T) upon Customer request.

Ransomware
A modern epidemic…

2019 Texas Headlines

Ransomware

Ransomware
Cyber criminals holding your data and systems hostage

Ransomware
• Increasing # of attacks
➢200 publicly acknowledged ransomware attacks against SLTT since late
2013
➢Business detection up 363% since 6/18

• Increasing rates of ransom

• 97% in the past two years
• MegaCortex - $20K-$5.8 million

Concerns:
• Ransom versus the cost to get well
• Image and optics
• Customer/citizen confidence

Preparation is Key: What Texas has done
• Cybersecurity Annex to the Texas Division of Emergency
Management(TDEM) State Response Plan

• House Bill 8 (2017) called for DIR to create a statewide incident response plan.
• The current TDEM annex had not been updated since 2013 and had not been tested.
• DIR coordinated plan development with TDEM, Department of Public Safety, Texas
Military Department
• Incident handling training (Certified Incident Handling) was included in this effort
• Held incident response exercise with partners

• Managed Security Services Contract

• Pre-negotiated cyber response contract with managed service vendor with no
retainer fee
• Ticketing System in ServiceNow with MSI
• All contractors are CJIS background checked
• Service Level Agreements in place for response times

What to do after it happens
Is it real?
Keep Cool

Enact your plans:

Enact your
Incident Response &
Business Continuity
Plans

• Speed of response upon detection is key to minimizing impact.
• Cyber incidents can have direct and indirect kinetic emergency effects.
• Cyber disaster & public safety – Yes, this IS an emergency

Protection Mechanisms & Measures
1.
2.
3.
4.

Keep your systems current, hardened, and patched
Keep your users and IT staff trained and aware
Know where your data is and make sure you have good
backups
Maintain and practice Incident Response and Business
Continuity plans.

Protection Mechanisms & Measures
• Keep accurate inventory and network diagrams
• Know what applications are on your network
• Have security devices that are actively managed and/or serviced
• Pick a cybersecurity framework and use it -Texas CSF, NIST
• Schedule an assessment against the framework
• Build to a baseline – configure and assess systems
• Segment your network
• Use least privilege principle and MFA
• Actively patch and scan your systems for vulnerabilities
• Only use systems and applications that are supportable
• Budget IT and cybersecurity into projects and operations

Technical pieces
• Secure Network Design
• Build to a baseline - configure your systems and assess
periodically
• Actively scan, patch and log. Keep Anti-Virus up to date
• Use least privilege principle, strong passwords, separate
administrator accounts, and MFA
• Only use systems and applications that are supportable

Data
• Data- Usually the most important asset
• Where is it? Is it safely backed up?

• The target of the criminal for maximum leverage
• Availability can sway decisions
• Verify backups are happening and are recoverable
• Offline backups
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Third-party risk management
• Know what contracts you have in place
• Vet your service providers
• Have contractual language that covers your requirements
• Be sure the contract has security rule enforcement mechanisms
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Case Studies
• Atlanta, GA
• Baltimore, MD
• Colorado Department of Transportation
• Jackson County
• State of Louisiana
• Riviera Beach, Florida - $600K in ransom payment
($10K deductible + cyber insurance policy) and
$1million for systems/services to improve their
posture going forward

Pre-August Ransomware Incidents
• Potter County

• Entire County infrastructure impacted by ransomware on a Friday.
•
•
•
•

Law Enforcement
Commissary
Video dashboard cameras
Real estate transactions

• Hired Managed Security Services (MSS) vendor to remediate
• Potter county did not have good backups so the re-entry cost hundreds of thousand dollars in
overtime for re-entry
• Saturday county election was not impacted due to steps taken after an election security
assessment performed by MSS vendor

• Jackson County

• The first disaster declaration by a county judge due to a cyber event
• The first execution of the TDEM cyber annex utilizing the Texas Military Department
• Contracting was the long-pole in the tent. It took almost a week to get the contracts signed
between the TMD and the county
• Jackson County had not had an election security assessment. Had they had it, Trick Bot would
have been discovered and they may have avoided this incident.

August 16 Ransomware Incident
• 8:36 am DIR notified about 8 local governments with ransomware
• By 11 am the number had grown to 22
• TDEM Security Operations Center activated by noon through a level two
declaration by the governor
• All targets identified and prioritized by noon on Saturday
• All sites visited by Sunday
• By Friday, all sites remediated to the point that state support was no longer
required
• The state used the firefighter model. We put out the fire, boarded some
windows making the structure usable, but entities had to rebuild their own
houses.

Checklists and Response
• Numerous resources available
• Isolate the affected systems is the common start
• Contact Law Enforcement and insurance company
• Types of recovery – how it was v. how is should be

Contact Info
… any question, comments, or concerns?
DIRSecurity@DIR.Texas.gov
Also, please visit HTTPS://DIR.Texas.Gov to find helpful resources
and additional information on the items discussed in this
presentation.

