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Free Tools and Resources
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Cybersecurity Essentials

▪ Go here to get started:
https://www.cisa.gov/sites/default/files/publications/19_1106_cisa_CISA_
Cyber_Essentials_S508C_0.pdf
▪ Or search for “CISA Cyber Essentials”.
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Cybersecurity Essentials
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Stop. Think. Connect™.
Cyber Security is a shared
responsibility and we each
have a role to play.
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Report Suspicious Cyber Incidents
▪

System Failure or Disruption
▪ Has your system or website’s availability been disrupted?
▪ Are your employees, customers, suppliers, or partners unable to access your system or website?
▪ Has your service been denied to its users?

▪

Suspicious Questioning
▪ Are you aware of anyone attempting to gain information in person, by phone, mail, email, etc., regarding the configuration and/or
cybersecurity posture of your website, network, software, or hardware?

▪

Unauthorized Access
▪ Are you aware of anyone attempting (either failed or successful) to gain unauthorized access to your system or data?

▪

Unauthorized Changes or Additions
▪ Has anyone made unauthorized changes or additions to your system's hardware, firmware, or software characteristics without your
IT department’s knowledge, instruction, or consent?

▪

Suspicious Email
▪ Are you aware of anyone in your organization receiving suspicious emails that include unsolicited attachments and/or requests for
sensitive personal or organizational information?

▪

Unauthorized Use
▪ Are unauthorized parties using your system for the processing or storage of data? Are former employees, customers, suppliers, or
partners still using your system?
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Information Sharing and Analysis Centers
▪ Sector-specific Information Sharing and Analysis Centers (ISACs) are nonprofit, member-driven organizations formed by critical infrastructure owners
and operators to share information between government and industry.
▪ While the NCCIC works in close coordination with all of the ISACs, a few
critical infrastructure sectors maintain a consistent presence within the
NCCIC.
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MS-ISAC
▪

The Multi-State Information Sharing and Analysis Center (MS-ISAC) receives
programmatic support from and has been designated by DHS as the cybersecurity ISAC
for state, local, tribal, and territorial (SLTT) governments.

▪

The MS-ISAC provides services and information sharing that significantly enhances
SLTT governments’ ability to prevent, protect against, respond to and recover from
cyberattacks and compromises.

▪

DHS maintains operational-level coordination with the MS-ISAC through the presence of
MS-ISAC analysts in the National Cybersecurity and Communications Integration
Center (NCCIC) to coordinate directly with its own 24x7 operations center that connects
with SLTT government stakeholders on cybersecurity threats and incidents.

8

Other ISACs
▪ In addition to the MS-ISAC, representatives of the Communications ISAC
maintain a presence at DHS through the NCCIC’s National Coordinating
Center for Communications (NCC), with resident members from the
nation’s major communications carriers on site.
▪ The Financial Services Information Sharing and Analysis Center (FS-ISAC)
and the Aviation Information Sharing and Analysis Center (A-ISAC) also
maintain a presence within the NCCIC
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Automated Indicator Sharing
▪ Automated Indicator Sharing (AIS) enables the exchange of cyber threat
indicators between the Federal Government, SLTT governments, and the
private sector at machine speed.
▪ Threat indicators are pieces of information like malicious IP addresses or
the sender’s address of a phishing email.
▪ AIS is part of a CISA effort to create a cyber ecosystem where as soon as a
stakeholder observes an attempted compromise, the cyber threat indicator
of compromise (IOC) will be shared in real time with all partners, protecting
everyone from that particular threat.
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AIS Cont.
▪

▪

Service benefits include:

•

Privacy and civil liberty protection - To ensure that Personally Identifiable Information (PII) is protected, AIS has
processes that provide the following functions:
• perform automated analyses and technical mitigations to delete PII that is not directly related to a cyber
threat;
• incorporate elements of human review on select fields of certain IOCs to ensure the automated processes
are operating properly;
• minimize the amount of data included in an IOC to ensure that its information is directly related to a cyber
threat;
• retain only the information needed to address cyber threats; and
• ensure that any information collected is used only for network defense or limited law enforcement
purposes.

•

Sharing at machine speed)

•

Non-attributal sharing

For more information, or to sign up to participate in AIS, visit www.us-cert.gov/ais
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Protected Critical Infrastructure Information
(PCII)
▪ Congress created the Protected Critical Infrastructure Information (PCII)
Program under the Critical Infrastructure Information (CII) Act of 2002 to
protect private sector infrastructure information voluntarily shared with the
government for the purposes of homeland security.

▪ The protections offered by the PCII Program enhance the voluntary sharing
of CII between infrastructure owners and operators and the government.
▪ The PCII Program protections provide homeland security partners
confidence that sharing their information with the government will not
expose sensitive or proprietary data
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Homeland Security Information Network
(HSIN)
▪ The Homeland Security Information Network (HSIN) is a trusted network
for homeland security mission operations to share sensitive but
unclassified information. Federal, SLTT, and private sector partners can
use HSIN to manage operations, analyze data, send alerts and notices,
and share the information they need to perform their duties.
▪ HSIN uses enhanced security measures, including verifying the identity of
all users the first time they register and ensuring users use two-factor
authentication each time they log on. HSIN leverages the trusted identity of
its users to provide simplified access to a number of law enforcement,
operations, and intelligence information sharing portals.
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Malware Analysis
▪ The Advanced Malware Analysis Center provides 24/7 dynamic analysis of
malicious code
▪ Stakeholders submit samples via an online website and receive a technical
document outlining analysis results
▪ Experts detail recommendations for malware removal and recovery
activities.
▪ Service benefits include:
•
•
•
•

Isolated network
Classified capability
Analytical capabilities
Extrication of malicious code

• To submit malware for analysis, visit www.malware.us-cert.gov. For further
questions or requests, contact ncciccustomerservice@hq.dhs.gov.
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The NIST Cybersecurity Framework
National Institute of Standards and Technology (NIST) at the U.S.
Department of Commerce
▪ Helps businesses of all sizes better understand, manage, and
reduce their cybersecurity risk and protect their networks and data
▪ Voluntary
▪ Provides an outline of best practices
▪ Assist in 5 areas:
▪ Identify
▪ Protect
▪ Detect
▪ Respond
▪ Recover
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The NIST Cybersecurity Framework
IDENTIFY:
▪ Make a list of equipment, software, data, laptops, smartphones,
tablets, and point-of-sale devices
▪ Create and share a company cybersecurity policy that covers:
▪ Roles and responsibilities for employees, vendors, and anyone
else with access to sensitive data
▪ Steps to take to protect against an attack and limit the damage
if one occurs
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The NIST Cybersecurity Framework
PROTECT:
▪ Control who logs on to your network and uses your computers and
other devices
▪ Use security software to protect data
▪ Encrypt sensitive data, at rest and in transit
▪ Conduct regular backups of data
▪ Update security software regularly, automating those updates
▪ Have formal policies for safely disposing of electronic files and
devices
▪ Train EVERYONE about cybersecurity
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The NIST Cybersecurity Framework
DETECT:
▪ Monitor your computers for unauthorized personnel access,
devices (USB drives), and software
▪ Check your network for unauthorized users or connections
▪ Investigate any unusual activities on your network or by your staff
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The NIST Cybersecurity Framework
RESPOND:
Have a plan for:
▪ Notifying customers, employees, and others whose data may be at
risk
▪ Keeping business operations up and running
▪ Reporting the attack to law enforcement and other authorities
▪ Investigating and containing an attack
▪ Updating your cybersecurity policy and plan with lessons learned
▪ Preparing for inadvertent events (like weather emergencies) that
may put data at risk
TEST YOUR PLAN REGULARLY
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The NIST Cybersecurity Framework
RECOVER:
After an attack:
▪ Repair and restore the equipment and parts of your network that
were affected
▪ Keep employees and customers informed of your response and
recovery activities

25

Cyber Incident Reporting
▪ When to Report to the Federal Government

▪ Cyber incidents resulting in significant damage are of particular
concern to the Federal Government. Accordingly, victims are
encouraged to report all cyber incidents that may:
▪ result in a significant loss of data, system availability, or control of systems;
▪ impact a large number of victims;
▪ indicate unauthorized access to, or malicious software present on, critical
information technology systems;
▪ affect critical infrastructure or core government functions; or
▪ impact national security, economic security, or public health and safety.

39

Federal Cybersecurity Resources &
References
U.S. Computer Emergency Readiness Team (US CERT)
USSS Field Offices and Electronic Crimes Task Forces (ECTFs)
FBI Internet Crime Complaint Center (IC3)
Stop. Think. Connect.
Federal Trade Commission Cybersecurity for Small Business
The National Institute of Standards and Technology (NIST)
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Cyber Incident Reporting
Federal Bureau of Investigation (FBI)

FBI Field Office Cyber Task Forces: http://www.fbi.gov/contactus/field
Internet Crime Complaint Center (IC3): http://www.ic3.gov
Report cybercrime, including computer intrusions or attacks, fraud, intellectual property theft,
identity theft, theft of trade secrets, criminal hacking, terrorist activity, espionage, sabotage,
or other foreign intelligence activity to FBI Field Office Cyber Task Forces.

Report individual instances of cybercrime to the IC3, which accepts Internet crime complaints
from both victim and third parties.
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Cyber Incident Reporting
National Cyber Investigative Joint Task Force

NCIJTF CyWatch 24/7 Command Center: (855) 292-3937 or
cywatch@ic.fbi.gov
Report cyber intrusions and major cybercrimes that require assessment for action,
investigation, and engagement with local field offices of federal law enforcement
agencies or the Federal Government.
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Cyber Incident Reporting
United States Secret Service

Secret Service Field Offices and Electronic Crimes Task Forces
(ECTFs): http://www.secretservice.gov/contact/field-offices
Report cybercrime, including computer intrusions or attacks,
transmission of malicious code, password trafficking, or theft of
payment card or other financial payment information
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Cyber Incident Reporting
United States Immigration and Customs Enforcement / Homeland
Security Investigations (ICE/HSI)
HSI Tip Line: 866-DHS-2-ICE (866-347-2423) or
https://www.ice.gov/webform/hsi-tip-form

HSI Field Offices: https://www.ice.gov/contact/hsi
HSI Cyber Crimes Center: https://www.ice.gov/cyber-crimes
Report cyber-enabled crime, including: digital theft of intellectual property; illicit e-commerce
(including hidden marketplaces); Internet-facilitated proliferation of arms and strategic
technology; child pornography; and cyber-enabled smuggling and money laundering.
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Cyber Incident Reporting
We encourage you to report any activities that you feel meet these criteria. Note
that our policy is to keep any information specific to your site and system
confidential unless we receive your permission to release that information. USCERT has partnered with law enforcement agencies such as the U.S. Secret Service
and the Federal Bureau of Investigation to investigate cyber incidents and prosecute
cyber criminals.

Report an incident to the U.S. Computer Emergency
Readiness Team; Incident Hotline: 1-888-282-0870 /
www.US-CERT.gov
Report suspected or confirmed cyber incidents, including when the affected entity may be
interested in government assistance in removing the adversary, restoring operations, and
recommending ways to further improve security.
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Cybersecurity Advisor Program
The Department of Homeland Security’s (DHS) Cybersecurity Advisor (CSA) Program
offers cyber-security assistance on a voluntary, no-cost basis to critical
infrastructure organizations, to include state, local, tribal, and territorial (SLTT)
governments. Through the CSA Program, your organization can prepare for and
protect against cybersecurity threats to critical infrastructure.

The goal of the CSA program is to promote cybersecurity preparedness, risk
mitigation, and incident response capabilities of public-and private-sector owners
and operators of critical infrastructure, as well as SLTT bodies, through stakeholder
partnerships and direct assistance activities.
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Cybersecurity Assessments
▪ The Cyber Resilience Review (CRR) is an interview-based assessment that
evaluates an organization’s operational resilience and cybersecurity practices.
▪ The Cyber Resilience Review evaluates that maturity of an organization’s
capacities and capabilities in performing, planning, managing, measuring, and
defining cybersecurity capabilities across the following 10 domains:
–
–
–
–
–
–
–
–
–
–

Asset Management
Controls Management
Configuration and Change Management
Vulnerability Management
Incident Management
Service Continuity Management
Risk Management
External Dependency Management
Training and Awareness
Situational Awareness
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▪ The External Dependencies Management (EDM) Assessment is an
interview-based assessment that evaluates an organization’s management
of external dependencies.
▪ The External Dependencies Management Assessment evaluates the
maturity and capacity of an organization’s extern dependencies risk
management across the following three areas:
– Relationship formation
– Relationship management and governance
– Service protection and sustainment
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▪ The Cyber Infrastructure Survey evaluates that effectiveness of
organizational security controls, cybersecurity preparedness, and
the overall resilience of an organization’s cybersecurity ecosystem.
▪ This survey provides a service-based view opposed to a
programmatic view of cybersecurity. An organization’s critical
services are assessed against more than 80 cybersecurity controls
grouped into the following 5 top-level domains:
1. Cybersecurity Management
2. Cybersecurity Forces
3. Cybersecurity Controls
4. Cybersecurity Incident Response
5. Cybersecurity Dependencies
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▪ The Phishing Campaign Assessment (PCA) evaluates an organization’s
susceptibility and reaction to phishing emails of varying complexity.
▪ After the assessment, the organization will receive a Phishing Campaign
Assessment Report that highlights organizational click rates for varying
types of phishing emails and summarizes metrics related to the proclivity of
the organization to fall victim to phishing attacks.
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▪ A Risk and Vulnerability Assessment (RVA) collects data through onsite
assessments and combines it with national threat and vulnerability information
in order to provide an organization with actionable remediation
recommendations prioritized by risk. This assessment is designed to identify
vulnerabilities that adversaries could potentially exploit to compromise network
security controls. Methodologies that a Risk and Vulnerability Assessment may
incorporate include the following:
•
•
•
•
•
•

Scenario-based network penetration testing
Web application testing
Social engineering testing
Wireless testing
Configuration reviews of servers and databases
Detection and response capability evaluation

▪ After completing the Risk and Vulnerability Assessment, the organization will
receive a final report that includes business executive recommendations,
specific findings and potential mitigations, as well as technical attack path
details.
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▪ Remote Penetration Testing (RPT) utilizes a dedicated remote team to
assess and identify and mitigate vulnerabilities to exploitable pathways.
▪ While similar to a Risk and Vulnerability Assessment, Remote Penetration
Testing focuses entirely on externally accessible systems. Methodologies that
Remote Penetration Testing may incorporate include the following:
• Scenario-based external network penetration testing
• External web application testing
• Phishing Campaign Assessment

▪ After completing Remote Penetration Testing, the organization will receive a
final report that includes business executive recommendations, specific
findings and potential mitigations, as well as technical attack path details. An
optional debrief presentation summarizing preliminary findings and
observations is also available.
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▪ Vulnerability Scanning (formerly known as Cyber Hygiene scanning)
of internet-accessible systems for known vulnerabilities on a continual
basis. As potential vulnerabilities are identified, CISA notifies the
organization so that preemptive risk mitigation efforts may be implemented
in order to avert vulnerability exploitation.
▪ After completing Vulnerability Scanning, the organization will received the
following:
• Weekly vulnerability reports detailing current and previously mitigated
vulnerabilities and recommendations for migrating vulnerabilities uncovered
during vulnerability scans
• Special reporting and notices derived from enhanced scans
• Engineering support
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▪ The Validated Architecture Design Review (VADR) encompasses
architecture and design review, system configuration, log file review, and
analysis of network traffic to develop a detailed representation of the
communications, flows, and relationships between devices in order to
identify anomalous communication flows.
▪ After the review, the organization will receive an in-depth report that
includes key discoveries and practical recommendations for improving
operational maturity and cybersecurity posture.
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▪ The Cyber Security Evaluation Tool (CSET®) is a stand-alone desktop
application that guides asset owners and operators through a systematic
process of evaluating Operational Technology and Information Technology.
▪ After completing the evaluation, the organization will receive reports that
present the assessment results in both a summarized and detailed manner.
The organization will be able to manipulate and filter content in order to
analyze findings with varying degrees of granularity.
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Points of Contact
Protective Security Advisors (PSAs)
North Texas District
Jeff Murray: Jeffrey.Murray@hq.dhs.gov
Bryan Gray: Bryan.Gray@hq.dhs.gov
Cybersecurity Advisor (CSA)
Chad Adams: Chad.Adams@hq.dhs.gov
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