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• Cole Dutton, Cybersecurity Specialist 

• EPA’s Office of Water – Water Infrastructure 
and Cyber Resilience Division

• M.S – Computer Science, Information Security 
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Eighth Circuit Court of Appeals Stay
in State of Missouri, et al v. U.S. EPA
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What does the stay order mean for state primacy 
agencies?

EPA’s interpretive rule issued on March 3, 2023, via the Memorandum 
on Addressing Public Water System Cybersecurity in Sanitary Surveys 
or an Alternate Process is not in effect and therefore states are not 
required on the basis of the interpretive rule and EPA’s regulations to 
include cyber in their sanitary surveys or develop an alternate process 
at this time.
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What is EPA’s response to the stay order?

• EPA is disappointed by the Eighth Circuit Court of Appeals order that 
undercuts EPA’s efforts to protect the safety of the nation’s drinking 
water from malicious cyberattacks. 

• EPA is committed to ensuring that all people have access to clean, 
safe water. Cybersecurity threats to the water sector are real, and 
EPA is committed to using its authorities to advance cybersecurity 
and reduce the possibility of cyber threats impacting the delivery of 
clean, safe water. 
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Who does the stay apply to?

The stay of the interpretive rule memo applies nationwide, 
thus affecting all states and PWSs with respect to EPA’s 
interpretation of its sanitary survey regulations, pending the 
resolution of the case.
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What actions should primacy agencies take in the 
meantime? 

• States that have state level authorities to do so may require their 
water systems to undergo a cyber assessment to be reviewed by 
the state.

• EPA encourages all states and PWSs to voluntarily engage in review 
of PWS cybersecurity during the sanitary survey to ensure utilities 
are addressing cybersecurity gaps. 
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What is EPA doing in the meantime?
• EPA is committed to supporting the Water Sector in addressing the high risk 

of cyber-attacks from domestic, adversarial state and non-state actors. As the 
Sector Risk Management Agency, EPA will continue in a voluntary context to 
provide robust support to all states and water systems that seek to protect 
the drinking water of their populace from the growing cyber threat. 

• We are continuing to host Regional Cyber Workshops to support primacy 
agencies in understanding funding and resources available to build 
cybersecurity capacity in the water sector.
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What is EPA doing in the meantime?

• In addition, EPA is continuing to provide technical assistance to 
drinking water and wastewater utilities via the Cybersecurity 
Evaluation Program, which conducts cyber assessments for water 
systems, and the Cybersecurity Technical Assistance Program, 
where water systems, states, and other parties can submit 
questions concerning cybersecurity and receive a response from a 
cyber subject matter expert.
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What is EPA doing in the meantime? 
• EPA is also providing training on how to conduct a Cybersecurity Assessment for circuit riders 

and other technical assistance providers to increase capacity for assessments in the Water 
Sector. EPA plans to support states that request similar training as well.

• EPA is conducting Water Sector Cybersecurity Incident Tabletop Exercises with states, 
drinking water systems, wastewater systems, emergency responders, FBI, and CISA to 
provide opportunities for systems to test their cyber response plans and promote available 
resources to increase cyber resilience. 

• EPA continues to work with FBI, CISA, and other federal partners on reported cyber incidents 
to notify the targeted utility, assess the consequences of the cyber incident, and formulate 
recommendations for response and future mitigation actions.
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EPA Cybersecurity Assessment Resources for Water and 
Wastewater Utilities 
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Free Cybersecurity Assessment Resources 

Self-Assessment Third-Party Assessment

EPA’ Checklist and Water 
Cybersecurity Evaluation Tool 

(WCAT)

EPA’s Water Sector 
Cybersecurity Evaluation 

Program
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Cybersecurity Assessment Resources Available on our 
Website
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Water Cybersecurity Assessment Tool (WCAT)
• Utilizes EPA’s Cybersecurity 

Checklist and provides a 
method to evaluate 
cybersecurity practices at 
water and wastewater 
utilities 

• The Tool Includes: 
• Assessment Workbook 
• Assessment Report
• Risk Mitigation Plan
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WCAT Assessment Workbook
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Overview of EPA’s Cybersecurity Checklist 
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Cybersecurity Control Family # of Questions/Goals 

1. Account Security 7

2. Device Security 5

3. Data Security 4

4. Governance and Training 5

5. Vulnerability Management 3

6. Supply Chain/Third Party 2

7. Response and Recovery 4

8. Other 3

Total: 33
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Questions from the WCAT 

• 1.2 Does the w/ws change default passwords? 

• 2.3 Does the w/ws maintain an updated inventory of all OT 
and IT network assets? 

• 3.1 Does the w/ws collect security logs (e.g., system and 
network access, malware detection) to use in both incident 
detection and investigation?
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Questions from the WCAT 

• 4.3 Does the w/ws provide at least annual training for all 
utility personnel that covers basic cybersecurity concepts?

• 5.1 Does the w/ws patch or otherwise mitigate known 
vulnerabilities within the recommended timeframe? 

• 6.2/6.3 Does the w/ws require that all OT and IT vendors 
and service providers notify the utility of any security 
incidents or vulnerabilities in a risk-informed timeframe? 
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Questions from the WCAT 

• 7.2 Does the w/ws have a written cybersecurity Incident 
Response (IR) Plan for critical threat scenarios which is 
regularly practiced and updated? 

• 8.1 Does the w/ws segment OT and IT networks and deny 
connections to the OT network by default unless explicitly 
allowed?
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WCAT Assessment Report Tab 
• Provides a summary of results from the 

completed Cybersecurity Assessment

• This assessment report is intended to be 
placed in a Word Document and provided 
to the utility. To do this, highlight the cells 
on this tab, copy, and paste in a blank Word 
Document
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WCAT Cybersecurity Risk Mitigation Plan Template 
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EPA Water Sector Cybersecurity Evaluation Program
• This program will conduct 

cybersecurity assessments for water 
and wastewater utilities. 

• Uses the EPA Checklist. 
• Utilities will receive a report with 

response to the checklist questions 
that shows cybersecurity gaps.

• Link: 
https://www.epa.gov/waterriskasses
sment/forms/epas-water-sector-
cybersecurity-evaluation-program
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Cybersecurity Technical Assistance Program for the Water 
Sector 
• Under this program, states and PWSs can 

submit questions or request to consult with 
a subject matter expert (SME) regarding 
cybersecurity. 

• EPA will strive to have an SME respond 
within two business days. 

• All assistance will be remote.
• Link: 

https://www.epa.gov/waterriskassessment
/forms/cybersecurity-technical-assistance-
water-utilities
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EPA Cybersecurity Checklist Fact Sheets
• Fact Sheets are available for each 

question on the EPA Checklist and 
include:

• Recommendations 

• Overview of why the control is important 

• Additional Guidance 

• Implementation Tips 

• Additional Resources 

• Estimate for Cost, Impact, and Complexity 
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Cybersecurity Incident Action Checklist 
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Cybersecurity Incident Action Checklist
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EPA Water Utility Response On The Go App 
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EPA Water Utility Response On The Go App 
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EPA-Provided Training

Office of Water
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•Webinars:
•Cybersecurity 101 – recording available on website

•Cybersecurity Assessment Training for Circuit Riders and Technical 
Assistance Providers

•Regional Workshops for Primacy Agencies:
Region 1 – September 21, 2023
Region 2 – Completed 
Region 3 – Completed
Region 4 – Completed
Region 5 – Completed

Region 6 – Completed
Region 7 – Completed
Region 8 – October 2, 2023
Region 9 - Completed
Region 10 – September 18, 2023
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Cybersecurity 101 Webinar for Water Systems
• This webinar reviews basic 

cybersecurity topics including:
• Account security
• Device security
• Data security
• Training, and more. 
Water system staff can benefit from 
this webinar by being introduced to 
baseline cybersecurity concepts from 
subject matter experts.
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Link: https://www.youtube.com/watch?v=e2QDbgrojb0

https://www.youtube.com/watch?v=e2QDbgrojb0
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EPA Tabletop Exercise Tool for Utilities 
• You can download the TTX tool here:
https://www.epa.gov/waterresiliencetrai
ning/develop-and-conduct-water-
resilience-tabletop-exercise-water-utilities

If you are interested in having a TTX in 
your state, please contact us at 
watercyberta@epa.gov
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Link to our Website
https://www.epa.gov/waterriskassessment/epa-
cybersecurity-best-practices-water-sector
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